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TUYEN BO BAN QUYEN

Tai liéu nay thudc loai sach gido trinh nén cac ngudn thong tin co thé duge phép ding
nguyén ban hoic trich dung cho cac muc dich vé dao tao va tham khao.

Moi muc dich khiac mang tinh I¢ch lac hoac st dung v61 muc dich kinh doanh thiéu
lanh manh sé& bi nghiém cam.

LOI GIOI THIEU

Chia khéa dé huéng téi mot xa hoi thong tin 13 phat trién cong nghé thong tin (CNTT),
tuy nhién dé phat trién CNTT l4u dai va bén virng, khong phai chi dao tao nhirng kién
thirc méi nhit, ma trong ndi dung dao tao ciing phai trang bi sinh vién nhitng kién thirc
nén tang, trén co s d6 tao cho sinh vién phat huy tinh sang tao, chi dong trong viéc tiép
thu nghién ctru, ing dung CNTT. Do do, trong cac truong dao tao, sinh vién phai dugc
trang bi cac kién thirc nén tang vé CNTT va trong d6 thé thiéu 1a mon hoc xir 1y sy ¢
phan mém.

Hién nay c6 nhiéu gido trinh hay nhiing bai viét vé xir Iy su ¢6 phan mém, tuy nhién
hau hét cac gido trinh chi dap ung cac d6i twong 1a sinh vién. Gido trinh nay viét chu yéu
cho dbi twong 1 sinh vién cac trudng day nghé.

Gi4o trinh cung cap cho sinh vién nhiing kién thirc co ban vé cac 18i tng dung can xir
Iy, cac 161 nguoi dung thuong xuyén méic phai trong qua trinh 1am viéc va cac bién phap
khéc phuc co ban. xtr 1y su cd phén mém 1a mén hoc co s& dé sinh vién co thé thuc hanh
bao tri hé thdng mdy tinh chay 6n dinh hon.

Gi4o trinh bao gdm 7 bai:

Bai 1. Quy trinh xir 1y su ¢d phan mém
Bai 2. Xt Iy su ¢b hé diéu hanh

Bai 3. Xt Iy sy ¢6 phan mém vin phong
Bai 4. X1 Iy sy ¢o st dung internet

Bai 5. Xt Iy su ¢b e-mail

Bai 6. Xt ly su cd st dung mang ndi b
Bai 7. Téi vu hoa may tinh

Trong mdi bai déu co gi61 thi¢u muc tiéu, ndi dung va cac cau hdi bai tap. Gido trinh
c6 thé xem 1a ngudn tai liéu cung cap thong tin cho cac gido vién giang day, dong thoi
cling la tai li€u hoc tap cho sinh vién.

Nhan diy ban bién soan ciing xin cam on cac lanh dao va dong nghiép cta chung toi
tai truong Trung Cap Nghé Cu Chi d4 tao moi diéu kién gitp dd, ciing nhu déng gop cho
chung t6i y kién quy bau trong qué trinh bién soan gido trinh nay.

Vi day 1a 1an dau tién gido trinh dugc soan thao nén khong thé tranh khoi thiéu sot. Rat
mong nhan ¥ kién dong gop ban doc.

Cu Chi, ngay ... thang ... nam 2024

Tham gia bién soan
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BAI 1. QUY TRINH XU LY SU CO PHAN MEM
Gioi thiéu
Quy trinh xtr Iy su ¢6 phan mém 1a phuong phap xac dinh 16i, dé ra cac giai phap va
khic phuc 15i t6i wu nhét trong timg trudng hop cu thé.
M6 hinh xtr 1y su ¢d may tinh
Quy trinh xtt Iy sy ¢6 phan mém may tinh (PMMT)
Nguyén tic xir 1y su c6 PMMT
1. Muc tiéu
- MBS ta dugc moé hinh xir 1y su ¢ mdy tinh;
- Trinh bay dugc quy trinh xir Iy sw 6 phan mém mady tinh;
- Trinh bay duogc cic nguyén tic co ban xt Iy sy ¢6 phan mém mady tinh;
- Nhan dién va khic phuc dugc cac su ¢b lién quan dén phan mém may tinh;
- Thuc hanh va van dung duoc qui trinh xtr 1y su ¢6 phan mém may tinh;
- Xac dinh va tuan tha cac nguyén tic Xt 1y sy ¢6 PMMT.
- Thuc hién cac thao tac an toan v4i may tinh.
2. N¢i dung
2.1 M hinh xir Iy sw ¢6 may tinh

Nhan may —
__ Thu thap théng tin \/

v

e

Kiém tra may

,")
__ Xac dinh 15i «/

C

v

Trg giup )
F’ Théng bao </

Ban giac mé&y ldhéch hang
Hinh 1.1 Mo hinh xir 1y sy ¢6 may tinh
Budc 1: Nhan may
- Quy tic 3C: Cudi — Chao — Cam on
Budc 2: Nhan dién - thu thap thong tin
- Ghi nhan tinh trang may: tiép nhan thong tin do khach hang cung cap.
- Tim hiéu nguyén nhan: cac thong tin lién quan dan dén su co.
- Pit cau hoi lién quan dén tinh trang may.
Budc 3: Kiém tra may
- Kiém tra so bd may tinh: tinh trang phan ciing, phan mém.
- Ghi nhan cu hinh va tinh trang may: theo mau phiéu quy dinh.
Budc 4: Xac dinh 16i



- L&i phan cing may tinh: kiém tra I8i cua cac thiét bi phan cing.
- Lbi phan mém may tinh: kiém tra I8i ctia hé diéu hanh, trinh diéu khién, ung
dung, virus.
Budc 5: Tro gitp
- Str dung cac tai liéu co lién quan: User Guide, User manual, ...
- Tim kiém su gitip d& tir ban be, ddng nghiép, cip trén, ...
Budc 6: Thong bao
- B4o céo cip trén khi c6 sy ¢b phat sinh dé c6 hudng giai quyét.
- Thong bao cho khach hang khi c6 sy thay ddi hodc phat sinh thém.
Budc 7: Ban giao may cho khach hang
- Bat may cho khach hang kiém tra.
- Ban giao cac tai liéu, thiét bi (néu co).
Huéng dan, giai thich cho khach hang cac van dé lién quan.

- Ky nhan ban giao vo6i khach hang.
2.2 Quy trinh xir ly s c0 phan mém may tinh
Tiép nhan thong tin tor khach hang —;
Chan doan sc bdé y
Nhan dién su co —
Sao luu dof liéu

Kiém tra Hé diéu hanh

1@@

>
Kiém tra tinh tuocong thich </
\,’\ Khiac phuc su c& —
= TS&i vu héa hé théng o
K\:\ = - =
Ban giao may

Hinh 1.2 Quy trinh xt 1 sy ¢6 phan mém may tinh
Budc 1: Tiép nhan thong tinh tir khach hang
- Pit cac cau hoi lién quan dé tim hiéu tinh trang may:
+ Déu hiéu xay ra su cb
+ Thoi gian xay ra sy ¢d (thinh thoang, thuong xuyén, ...)
+ Tinh trang xay ra
- Luu ¥: tranh dit cau hoi tryc tiép.
Budc 2: Chan doan so bo
- Xac dinh cdc chuong trinh dugc cai dat trén may: thong tin vé céc phén mém
(ban quyén, tng dung, ...)
- Xac dinh cac dir liéu cta khach hang: vi tri Iuu trir dix liéu.
- Xac dinh cu4 hinh cua may tinh va cac thiét bi di kém: thong tin chi tiét vé& ciu
hinh va phuc kién.
- Xac dinh tinh trang ban diu cua may: tinh trang phan ciing, phan mém.
Budc 3: Khai dong va nhan dién su ¢d



- Kiém tra tong quat may tinh: kiém tra phan ctirng, phan mém.

- Ngat 6 ciang khoi may tinh va khoi dong dé kiém tra cac thiét bi phan ctng.
Muyc dich dam bao an toan cho dit liéu néu cé sy ¢b vé phan cang.

Budc 4: Sao luu dit liéu hé théng trudce khi thao tac

- Sao luu dir liéu: thong tin, dir liéu nguoi dung (profile, email, data, ...)

- Sao luu trinh diéu khién (driver): di v6i may bd, nguyén chiéc hoic thiét bi
khéng phd bién.

- Sao luu hé théng (ghost): tao ban luu trit dy phong.

Budc 5: Kiém tra sy ¢6 h¢ diéu hanh

- Khong khai dong: mat tap tin khai dong.

- Khong dang nhap vao windows: tai khoan windows bi Disable, quén mat khau,
do virus thay d6i thong s6 hé thong.

- Windows chay cham hay xuat hién 18i: kiém tra tinh trang do virus, Kiém tra tai
nguyén hé thong (phan cang, phan mém), kiém tra tdi wu hoa hé théng (phan cang, phan
mém).

Budc 6: Kiém tra tinh twong thich

- Céu hinh may theo yéu cau caa hé diéu hanh va cac chuong trinh: mdi hé diéu
hanh déu co yéu cau riéng voi cac chuong trinh chay trén do.

- Xung dot gitta hé diéu hanh va @ng dung: dung cham gitta cac file .dll cia hé
théng va chuong trinh.

- Xung d6t gitta cac trinh diéu khién: xay ra tranh chap giita trinh diéu khién méi
va trinh diéu khién cii khi tién hanh nang cap thiét bi (khong g& bo driver cua thiét bj cii).

- Xung dot gitta cac chuong trinh tng dung: dung cham gitta cac file .dll giira
ung dung nay véi ung dung khac.

Budc 7: Ghi nhan va thong bao tinh trang may, néu giai phap khac phuc cho khach
hang

- Tong hop thong tin va tim ra tinh trang hién tai ciia may, nguyén nhan va cach
khac phuc t6i wu: can c vao t+hong tin do khach hang cung cap, cin cir vao su kiém tra
va xac dinh 16i.

- Thong bao cho khach hang cac van dé lién quan.

Budc 8: THi wu hoa hé thdng va chay thir

- Téi wu hoa phan cimg: nang cip phan ctng, hiéu chinh thong sb ky thuat.

- T6i wu hoa phan mém: ti uu hoa hé diéu hanh (tat cac dich vu khong can thiét),
sir dung cong cu chéng phan manh dit liéu, cong cu don dep hé théng, st dung cac
chuong trinh phong, chbng virus.

- Chay Kkiém tra: cac yéu cau cua khach hang (cai dit phan mém, kiém tra 15i da
khic phuc).

Budc 9: Ban giao mdy — khach hang kiém tra may

- Bat may cho khach hang kiém tra.

- Ban giao cac tai liéu, thiét bi (néu co).



- Huéng dan giai thich cho khach hang cac van dé lién quan: nguyén nhan cac 13i
Xay ra, cach phong tranh.

- Ky nhén ban giao véi khach hang: dwa trén phiéu bién nhén, dya trén cac thoa
thuan phat sinh.
2.3 Nguyén tic xir Iy sw ¢6 phin mém

- Dua vao cac nguyén tic chuan doan sy cb dé kiém tra va chic
chan rang.

- Pam bao tuyét ddi an toan vé dién, di liéu.

- Bao mat thong tin, dit liéu cia khach hang.

- La sy ¢ phan mém, su cd khong lién quan dén phan cing may tinh

- Pam bao tinh bao mat va E-mail...

- Can tuén thu cac nguyén tic trong qua trinh diéu tri cho may.

- Pam bao tuyét ddi cac nguyén tic vé an toan dién va an toan dit liéu.

- bam bao tinh bao mat cua thong tin va dir li€u ctia khach hang.

- Dam bao tinh chinh xéc khi chuén doan va diéu tri

- Nhan dién chinh xac cac su ¢b va diéu tri hiéu qua cac su cd.

- Bdo cdo ngay khi co6 phat sinh.

Bai tap rén luyén
1. Hiy néu va giai thich quy trinh xur 1y su ¢d phan mém.
2. Hay néu vai tro va tdm quan trong cua viéc dam bao cic nguyén tic trong qua
trinh x{r 1y su ¢6 phan mém.
3. Bai tap tinh hudng
- Khach hang dua may sta chira véi thong tin “bat may man hinh khong 1én”.
Hay déit ra cac cau hoéi giup tim ra tinh trang may.
- Truéng phong nhan sy thong bdo may tinh ca nhan (laptop) khong hoat dong.
La nhén vién phong k¥ thuat ban s& xir Iy nhu thé nao ?
4. Chu dé thao luan
- Noi dung va myc ti€u cia mon hoc
- Piéu kién va phuong phap gitip hoc tot mon “Xir 1y su b phan mém”.



BAI 2. XU LY SU CO HE PIEU HANH
Gioi thiéu
Xtr 1y su ¢b hé didu hanh 1a chuong trinh hé thdng quan 1y cac thiét bi phan ctng may
tinh; 1a nén tang cho cac ung dung hoat dong trén may tinh, Hé diéu hanh MS-DOS Hé
diéu hanh MS-Windows.
1. Muc tiéu
- Trinh bay dugc qua trinh khai dong cua hé diéu hanh windows;
- Sir dung thanh thao céac 1énh hé théng DOS xir 1y su ¢6 Windows;
- Thuc hién duoc i uu héa hé diéu hanh;
- Chan doan va khac phuc duoc su ¢6 hé diéu hanh Windows;
2. Noi dung
2.1 Cac Iénh co ban MS-DOS
MS-DOS (Microsoft Disk Operating System) 1a hé diéu hanh don nhiém lam viéc
trong moi truong dong 1¢énh (Command-line Interface).
- Cac 1énh ngi tru.
+ Chua trong file COMMAND.COM

BN Adminiztratons CYWindows\system 3 2 womd.esce

= =] =R

C:xomd tai_lieu

C:~NPcopy con tﬁi lieusGiactrinh_DOS. txt
C

Giao trinh M3

-D0OS can ban™Z
ile )

copied.

=

Hinh 2.1 Cac 1énh co ban MS-DOS
Lénh DIR 1a 1énh dung dé xem thu muc.
Lénh COPY CON Ia 1énh sao chép tép tin.
Lénh MD 1a Iénh tao thu muc.
Lénh DEL la 1énh x6a tép tin.
Lénh COPY la 1énh sao chép thu muc.
- ... vamot so lénh khac.
- Cac lénh ngoai tra
+ La cac tdp 1énh ngoai tra co phén mo rong 1a .EXE hay .COM hoac .BAT.

(= =] =
TREE
FORMAT

B Administrator CA\Windows\syztem3 Domd.exe

C:=>ATTRIB +a +s C:~tai_lieu~Giaotrinh_DOS. txt

C:~>convert D: Afs:ntfs




Hinh 2.2 Cac 1énh co ban MS-DOS
Lénh TREE la 1énh xem cay thu muc.
Lénh FORMAT la 1énh dinh dang O dia.
Lénh CONVERT 1a 1énh chuyén dbi dinh dang 6 dia.
Lénh MOVE 1a 1énh di chuyén
- ...vamot sb lénh khac.

2.1.2. Tap tin bé (Batch File)

- La mot loai ngon ngir Script chira mot hay nhiéu cac chudi lénh va duoc luu dudi
phan mé rong 1a .BAT.

- Ludn dugc xem 1a mot thanh phan khéng thé thiéu cia MS-DOS dung dé thi hanh
cac 1énh caa DOS va luu lai cho nhitng lan sau.

1] Netview - Motepad

 |[E ] & ]

dit Format v Help
Becho off

Ttitle Xin chao quangpx
hostname
C:

if exist netwiew.bar
prompt Quangpx soan Gio 35T Mgay :3d duong dan $p tren o dia :%n
VEer
3 else
@echo Chua ton tai tap tin nay)

Hinh 2.3: Tap tin bo (Batch File)
2.2 Xir 1y sw ¢ thwong gip (thiéu file khéi dong, logon-off, quén password, tai
khoan bi khoa)
- Thiéu file khéi dong Windows XP: NTLDR is Missing
+ Khi khéi dong c6 thong bao: NTLDR is missing press any key to restart.

Nguyén nhan c6 thé la:

- Cau hinh sai tap tin boot.ini

- Windows bj 16i nghiém trong

- File NTDETECT.COM, NTLDR bi hong

NTLDR is missing

Press Ctrl+Alt+Del to restart

Hinh 2.4: Minh hoa 13i thiéu file khoi dong
- Thiéu file khéi déng Windows 7: BOOTMGR is missing
+ Khi khoi dong c6 thong bao: BOOTMGR is missing.
+ Nguyén nhén c6 thé 1a:
- Céu hinh sai tap Boot.ini



- Windows bi 16i nghiém trong.
- File Bootmgr bi hong hoac bi mat.
+ Cach khic phuc:
- Khoi dong may véi dia cai Windows 7.
- Luya chon ngon ngir rdi bAm Next
- B4m chon: Repair your computer
- Chon phién ban windows 7-> bdm Next-> Bam Startup Repair -> Bim
Finish -> Bam Restart
- Hién twgng Logon-off
+ Lbi do virus: mot s6 virus khién may cta ban khong logon duoc vao windows.
- Nguyén nhan: gia tri userinit trong khoa ..\winodws\system32 bi thay doi.
- Gia tri mac dinh cta userinit la: ..\windows\system32\userinit.exe
+ L&i do nguoi dung.
+ Khic phuc trudng hop logon-off
- Khoi dong may bang dia cai dat windows.
- Chon R (repair) dé truy cap va Recovery Console (RC).
- Nhan phim 1 r6i enter dé chon C:\Windows\System32
- (G0 1énh: copy userinit.exe systemio.exe
- Khi logon vao duoc. Vao registry dé chinh lai gid tri mic dinh cua
Windows.
- Quén mat khau va tai khoan bi Disable
+ Sy ¢6 quén mat khau 13 su ¢b nguoi dung thuong xuyén gip phai.
- Tai khoan bi Disable ciing gay ra rat nhiéu rac roi cho nguoi dung.
- Khic phuc truong hop quén password va disable account
- Ca 2 trudng hop trén déu c6 thé sir dung dia hirent’s boot dé xir 1y.
2.3 Qua trinh khéi dong cia Windows
- Hg¢ diéu hanh MS Windows
+ Tién trinh ty kiém tra phan cimg goi 1a POST (power on seftests)
+ Hé thong khai dong tién trinh dco sector nam & vi tri bat dau cua dia khoi
dong MBR (Master Boot Record)
+ MBR load file NTLDR va chuyén diéu khién dén cho tap tin NTLDR.
+ NTLDR chuyén vao mode 32 bit va xac dinh vi tri cai dat hé diéu hanh trong
file boot.ini
+ Tap tin NTLDR s¢ load file ntdetect.com
+ Tap tin NTDETECT kiém tra xong, tap tin NTLDR khdi tao cac nhan
Windows va load céac services.
- Thiét lap moi truong: gitp ngudi ding dé dang quan 1y, sip xép cong viéc va
thao tac nhanh chong, hiéu qua.
2.4 Quén 1y va tim kiém théng tin



- Control panel, System properties, My computer, Display properties, Windows
task manager.

- Tim kiém thu muc, tap tin, tai khoan, may in, dit liéu that lac, may tinh trong
cung mang, dia chi Internet.
2.5 Local users and groups

- Cho phép ta0 méi va quan ly nguoi st dung.

- Cho phép thay d6i, thém, bt cac thude tinh va quan 1y ngudi sir dung.

- Tao mdi, x6a, thay doi Password User.

- Thay d6i hinh anh hién thi.

- Thay d6i hoic han ché quyén sir dung cua User.
2.6 Services and apllication

- Services (Cac dich vu)

- Cac dich vu cua Windows

- Céc dich vy mang

- Replication Services

- Copy Protection Services

- ...Cac dich vu khac

- Application (Ung dung)

- Ung dung Media Supplies

- Ung dung Print-Packaging
...Céac tng dung khac
2.7 Quyén truy cip, sao lwu, mi hoéa dir liéu

- Group policy: 1 mot trong cac thanh phan cia MS Management Console dung
dé quan 1y cac thanh phan trén Winodws.

- Registry: 1a mot co so dit liéu cac thong tin thiét lap tinh nang cho phan ctng,
phan mém, nguoi dung trén hé diéu hanh Windows.

+ HKEY USER: luu tritr nhitng thong tin phén mém, cac luya chon, céac thiét

lap,... cua nguoi dung dang logon.
+ HKEY LOCAL MACHINE: luu nhiing théng tin vé hé théng, phan cung,
phan mém dung chung cho tt ca cac ngudi dung.
- Add or Remove Programs: xuat hién thong bao chwong trinh di bi han ché
quyén str dung, khong thy cac chuong trinh di duoc cai dit.
- Khic phuc trudng hop Add or Remove Programs khong sir dung duoc: sir dung
GPO dé khac phuc tinh trang trén.
- System Restore: cho phép sao luu lai registry va cac tap tin hé thong quan trong
mot cach thuong xuyén va tu dong.
- Khic phuyc tinh trang khong sir dung duoc SR
+ Nguoi dung phai ddng nhap sang user ¢ quyén Administrator
+ Dung luong 6 ctng
+ Quét virus néu hé thong bi lay nhidém



- Device: xung dot driver din dén hé théng hoat dong thiéu on dinh. Nguyén
nhan thuong 1a: khong g& bo cac chuong trinh diéu khién thiét bi cil.
- Khic phuc xung d6t Driver
+ Khi nang cap phan cimg nén g& bo di nhitng driver cta cic phan cing cil.
+ Tién hanh update, backup, khoi phuc driver phi hop.
- Services and Aplication
+ Mot sd cac services trong Windows khong hoat dong dugc. Khi chay mdt irng
dung nao d6 hién thong bao 16i.
+ Nguyén nhan do céc services bi ngung hoat dong.
2.8 Phwong phap phong tranh virus
- Phuong phap phong tranh virus
Tt chirc ning autorun trong Windows.
Str dung cac cong cu bao v¢ nhu firewall.
Khong truy cap vao nhiing trang web la.
Khong m¢ file dinh kém trong email khong 1o dia chi.
Khong trao doi dit liéu véi véi cac thiét bi luu trit kha nghi co virus.

+ + + + +

Bai tap rén luyén
1. Van dung thanh thao cac 1énh hé thdng MS-DOS xtr Iy mét sy ¢b trong hé diéu
hanh MS Windows.
2. Thiét lap moi truong 1am viée, cap nhat tinh nang mai, bao vé hé thong.
3. Chan doan va khic phuc sy ¢6 hé diéu hanh MS Windows.
4. Bai tap tinh hudng:
- Khi shutdown, khong thay chon lya Hibernate. Lam sao dé kich hoat tinh ning
Hibernate ?
- May tinh dang dung d6t nhién bi treo hoac khai dong lai. Cho biét nguyén nhan
va cach khac phuc ?
- May tinh bi mat password, lam cach nao dé c6 thé dang nhap tré vao Windows?
- Ban lam gi khi mdy tinh bong nhién chay cham ? Néu tat ca cic nguyén nhan c6
thé khién may tinh hoat dong cham.



BAI 3. XU LY SU CO PHAN MEM VAN PHONG
Gioi thiéu
La cac chuong trinh giup giai quyét mot sé cong viée bang may tinh. Chirc ning cua
phan mém 14 gitip con nguoi diéu khién mdy tinh, giai quyét cong viée, giai tri, ...

Mot s6 phan mém théng dung: Phan mém ké toan gitip cho cong viéc ctia nhimng nguoi
1am ké toan dwogc chinh xac va nhanh chéng, Ung dung Phong chéng Virus, Backup OS,
Backup Driver, Backup hé thong tranh nhiing su thay doi khong can thiét, ti wu hod may
tinh, bao vé dit liéu, phan mém Office van hanh cac tng dung vin phong.

1. Muc tiéu
- Xac dinh dugc tinh twong thich ciia phan mém ddi véi hé théng;
- Cai dat dugc cac phan mém vin phong theo ding yéu cau;
- Thiét lap duoc cac thong s 1am viéc cho ¢ng dung vin phong;
- Chan doan va xir Iy dugc céac 16i lién quan dén cai dat;
- Chan doan va xir Iy dugc cac 18i thong dung cia phan mém vin phong;
- Thuc hién cac thao tac an toan véi may tinh.
2. Noi dung
- Xu ly sy ¢6 phan mém vin phong
+ So lugc vé phan mém.
+ Cai dat cac bo Office.
+ Thiét 1ap thong sb.
+ Xu ly su cd.
2.1 So' lwge vé phan mém may tinh
- Phan mém may tinh
+ La cac chuong trinh gitp giai quyét mot sé cong viéc bang may tinh.
+ Chirc ning ctia phin mém may tinh: gitp con ngudi diéu khién may tinh, giai
quyét cong viée, giai tri, ..
+ Mot s6 phan mém thong dung: Windows, Linux, MS-Office, Photoshop, Al,
ID, ...
- Phan loai phan mém may tinh
Phan mém vin phong
Phan mém dd hoa
Phan mém multimedia
Phan mém ké toan
Phan mém tién ich

+ + + + + +

Mot s6 phan mém thong dung khac
- Phan mém van phong
+ La nhimg phan mém hd tro giai quyét cac cong viéc vin phong mdt cach
nhanh chéng, hi¢u qua va chuyén nghiép.
+ Ung dung: ding dé soan thao van ban, quan 1y bang tinh, tao file trinh chiéu,
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+ Mot s6 bd phan mém théng dung: MS Office, Open Office, WordPerfect
Office.
- Phan mém do hoa
+ La nhiing phan mém c6 tinh d6t pha vé phuong dién thiét ké, tao ra mau, xur 1y
hinh anh, ... giip cai thién, ning cao nhitng tac phdm nghé thuat.
+ Ung dung: dung dé chinh sira anh, v& logo, v& kién trtc, lam phim hoat hinh,

+ Mot s6 phan mém thong dung: Adoble Photoshop, AutoCad, CorelDRAW,
Indesign, Illustrator, ...
- Phan mém Multimedia
+ La cac phan mém da phuong tién
+ Ung dung: dung dé xem phimm, nghe nhac, xem hinh anh, chinh stra phim, ...
+ MOt sb phan mém thong dung: Media player, KMPlayer, ...
- Phan mém ké toan
+ Giap cho cong viéc cua nhimg ngudi 1am ké toan duoc chinh xac va nhanh
chong.
+ Ung dung: gitp thuc hién nghi¢p vu ké toan, 1ap to khai, bao céo thué.
+ Mot s6 phan mém théng dung: phan mém Acsoft, phan mém ké toan Viét
Nam, phan mém P2D, phan mém hd trg ké khai thué.
- Phan mém tién ich
+ Ung dung: phong chdng virus, saol vu hé diéu hanh, sao luu trinh diéu khién,
sao luu hé thdng tranh nhitng thay d6i thong tin khong can thiét, t6i wu hod may tinh, bao
vé dir liéu, ...
+ Mot sb phan mém thong dung: KIS, Norton Ghost, Driver Genius, Hide
Folder Pro, ...
2.2 Cai dat cac b office
+ MS Office 2007, 2010, 2013, 2016, Open Office
- Cac budc cai dat MS-Ofice 2010
+ Budc 1: Chay File Setup tir bg cai
+ Budc 2: Nhap Key tur file Serial va chon Continue
Microzoft Ofice Professiona) piu: 2010 N L S| i

(2]

Enter your Product Key

Need to find your Product Key?

BDD3G-XM7FB-BD2HM-YK63V-VQFDK Continue |

stomatically activate my product online.  Privacy Statemen t

Hinh 3.1 cai dat MS-Ofice 2010

11



Budc 3: Bang diéu khoan va diéu kién cua Microsoft hién 1én ban can tick vao |
accept the terms of this agreement dé dong ¥ r6i click vao Continue dé tiép tuc.
Microso Pro ?ﬁ.&l'

OM_

Read the Microsoft Software License Terms

To continue you Mmust accept the terms of this agreement. If you do Not want to accept the
Microsoft Software License Terms, cdlose this window to cancel the installation.

MICROSOFT SOFTWARE LICENSE TERMS -
MICROSOFT OFFICE 2010 DESKTOP APPLICAT ION SOFTWARE =3
Beloww are three separate sets of hcense terms. Only one set applies to you.
To determine which license terms apply to you check the license designation
printed either on your product key, near the product name on your
Certificate of Authenticity, or on the download page if you obtained your
product key online. If your designation is FPP, then the Retail License Terms
below apply to you. If your designation 1= OEM, then the OEM License Terms

| below apply to you. If your designation Is Product Key Card or PKC, then the
Product Key Card License Terms below apply to you.
IFf you need assistance finding your license type, please go to:
wwwwe.microsoft.com/office/eula to determine which license you have.

|
1. RETAIL LICENSE TERMS.
These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you. Please read them.
They apply to the software named above, which includes the media on which —

1| I accmpt the terms of this agreement Fovem——

Hinh 3.2 cai d¢it MS-Ofice 2010
dé bét dau cai dat

'3~§§:\"L Choose the installation you want

Please choose your preferred type of Microsoft Office Professional Plus 2010
installation below.

Install Now

[ Customize

Hinh 3.3 cai dat MS-Ofice 2010
cai dit két thuc Click Close dé két thuc.
sional Plus 2010 8

i ® Microsof® o
aa. Officé

Thank you for installing Microsoft Office Professional Plus 2010. To use an Office
program, open the Start menu, find the Microsoft Office folder, and click the program
icon.

Complete your Office experience

= Store and share your documents online
= Get free product updates, help, and training

Continue Online |

Hinh 3.4 cai dat MS-Ofice 2010
2.3 Thiét 1ap thong s6 co ban
- MS Office: Word, Excel, Power Point, Access
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- MS Office 2003
+ MS Word:
- Tools — Options
- File —Print
- Page Setup
+ MS Excel:
- Tools — Options
- Format — Cell
- Format — Row (Hide / Show)
- File — Print Area
+ MS PowerPoint:
- File — Page Setup (With, Height)
- File — Print (Print what, Handouts)
+ MS Access:
- Tools — Database Ultilities (compact and repair database, ...)
- MS Office 2007
- MS Word:
+ Word Options
+ Page Setup
- MS Excel:
+ Excel Options
+ Format — Cells
+ Page Setup
- MS PowerPoint:
+ PowerPoint Options
+ Page Setup
+ Print
- MS Access:
+ Access Options
+ Open Office
- Open Writer:
+ Tools — Options
+ Format — Page
- Open Calc
+ Tools — Options
+ Format — Cells
+ Format — Page
- Open Impress
+ Tools — Options
+ Format — Page

13



- Open Base

+ Tools — Options

2.4 Xir 1y sw ¢6 thwong gip
- Kho khian trong xir 1y su ¢6, khac phuc su ¢6
- Su cb cai dat

+ CAu hinh may tinh khéng phu hop: xac dinh yéu cau vé phan cing trude khi
cai dat phan mém.

+ Hé diéu hanh khong hd tro: xac dinh yéu cau hé diéu hanh, xac dinh cac goi
can cai trude khi cai dit chuong trinh.

+ Thiéu Driver VGA hoidc Sound Driver: cai dat cac driver caa cac thiét bi trudce
khi cai dit cac phan mém.

+ Tranh chap céc file .DLL v&i cic chuong trinh cai sin trén may: xac dinh
Version clia cdc phan mém can cai dat chung. Pam bao rang cac phan mém c6 Version
moi luén dugce cai sau.

+ B dia cai dit bi 16i: sir dung dia can than tranh trﬁy xudce, ludn chuan bi mot
bo dia t6t va day du.

- Su cd thiét lap
+ [1] Khi gd vin ban trong Word x3y ra 16i nhu hinh minh hoa

Cong Hoa
C éng Ho &

Hinh 3.5 minh hoa 15i [1]
- Nguyén nhan 2> do ngudi dung thiét 1ap chirc ning “Smart cut and paste”
- Khiéc phuc > Options — Edit — Smart cut and paste — Settings — bo check:
Adjust sentence and word spacing automatically.
+ [2] Khi g& vin ban trong MS Word x4y ra 16i nhu hinh minh hoa
Gao dem vao gia bao dau don
Gao gia xong rdi trang twa bong
Hinh 3.6 minh hoa 15i [2]
- Nguyén nhan > ché do kiém tra 13i chinh ta dang duoc bat.
- Khac phyc = Options — Spelling and Grammer — Spelling — bo check:
Check spelling as you type.
+ [3] Nhap ngay thing nim bj 16i

A B8 C

1 HO Tén aysin
. Trén Vin Bén 10/2/2009
. Ngy&n An Khé 27/10/2007
Hinh 3.7 minh hoa 15i [3]
- Nguyén nhan = do dinh dang thiét lap ngay thang nim trén Windows va
trong Excel khong ddng bo.
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- Céach khic phuc
- Windows > Thiét l1ap Regional and Language: Regional Options —
Customize — Date — Short date format: dd/mm/yyyy
- MS Excel - Format Cells — Number — Custom — Type: dd/mm/yyyy
+ [4] Khong hién thi két qua ma chi hién thi cong thirc hodc hién thi mot con sb
thay vi ngay thdng nam

a | A | 8
1 4 HO Tén
2 S lTrén Van Bén
3 6 ‘Ngy&n An Khé

Hinh 3.8 minh hoa 15i [4]

- Céch khic phuc: MS Office 2007 = Excel Options — Advanced — Display
options for this worksheet — bo chon: Show formulas in cells instead of their calculated
resulte.

+ [5] Tai liéu chi in duwoc mot trang duy nhat

LE| G Ho Ll J | K| L M|
NE  28/08/1987 02:16 o~013 02013 02013 5 |
Ne 03/01/1986 02:14 02046 02046 02046 3 !
11/10/1985 02:05 102008 02008 02008 3 '
31/01/1985 0221 02060 102060 02060 : :

2500171984 02:16 02049 02049 02049
w1107 0214 02009 02009 D200ff "
I o688 1607 N\ boo B0 oo,
I 0To1/980008 16 [p2bmibatbs 02004 5
I oo dloNAbog,0ams 0202

28/00/1983 02:208 42023 02023 0*02:
| g/

3171201983 02:10 02015 102015 02015
20031983 02:08 02007 02007 02007
06/02/1986 02:10 02013 02013 02013
Hinh 3.9 minh hoa 16i [5]
- Nguyén nhan: do ban hoic ai d6 di thiét 1ap Print Area
- Cach khic phuc: MS Office 2007 = Nhip phim phai vao tai liéu va chon
Reset Print Area.
+ [6] Tai liéu in bi chia thanh nhiéu trang

) Preview: Page1 of 1

WY W wN \u
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Previews Page L of 2

[ Pl . : .
Hinh 3.10 minh hoa 15i [6]
- Nguyén nhan: do ban hoic ai d6 da Insert Page Break khong dung chd.
- Cach khic phuc: Click cac phim phai chudt tai vi tri Page Break chon
Remove Page Break.
- Tong két vé MS Word
- Céc van dé vé soan thao, hién thi, luu trit va cac thiét l1ap chung niam trong
Options.
- Cac van d& vé in an nam trong Print.
- Céc van d& vé dinh dang trang nam trong Page Setup.
- Sy cb vé bo gd va font chir
+ Su ¢b lién quan dén bd gd: bd gd khong phu hop véi hé diéu hanh; kiéu gd
khong phu hgp véi Font chit; font chit bi 16i.
+ Céch khic phuc
- Chon bo g& phu hop vai hé diéu hanh dé cai;
- Thiét 1ap lai kiéu go phu hop véi font chi;
- Cai lai céc font chir bi 16i;
- Cac 15i vé Font chir
- Céu hinh ng6n ngit trong Regional Language Options khong phu hop.
- Thiéu font chir

[ A, =] =
1 |BTS [=7] DO (= TENDCONWVI =]
168935 00 Sa0 GD - NT Qualtng Ngadsi
1680 | 35 01 FPhoeng GD TX Quadng MNgadi
1681 | 35 02 FPhoeng SGiado duic H. Lyd S&n
1652235 053 Phoeng GD H. Binh S6n
1693 | 35 04 FPhoeng GD H. Tras Boang
1694 [35 fal= Phoeng GD H. Son Tanh
1595#35 il FPhoong GD huyedan San Haao
129& | 325 o7 Phoong GD H. Té MNghda
1697 (25 st Phoong GD H. Nghda Hasnh
169835 oo Fhoeng GD H. Minh Long
169935 0 Phoesng GD H. Moa Nodc
170035 "1 Phoang GO H. Madc Phodé
FESFE = — Ay M A L e T A
Hinh 3.11 minh hoa loi
- Cach khac phuc
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+ Chinh lai ngdn ngit trong Regional Language Options;
+ Cai dét, con Fonts chit thay thé phu hgp, hoac chuyén doi font;
- Sucdinén
+ [1] Ldi khong tim thay mdy in
- Cach khac phuc:
- Kiém tra lai day két ndi giita may in v&i may tinh;
- Kiém tra ngudn dién cip cho may in;
- Kiém tra xem trong ung dung minh dang in t6i may in nio;
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Bai tap

- Hay néu vai trd, tam quan trong ca ung dung cua cac phan mém &ng dung trong
bo MS-Office.

- Nhitng nguyén nhan chu yéu dan dén cac sy c¢: Khong chay duoc ung dung,
khong mo dugc file.

- Hay néu nhirng diém can luu ¥ khi cai dat eng dung.

- Néu mét sb &ng dung gitip chuyén doi cac files van ban va bang tinh thanh file
PDF.

Bai tap tinh hudng

- Céu hinh cho cac tai liéu Word luu trit vao thu muc “Word” ndm bén trong thu
muc My Documents.

- Thiét 1ap ngét trang va ving can in cho tai liéu Excel.

- Tao mot Slide Master va Layout cho tap tin trinh chiéu MS-PP.

- Tao mdt Template riwwng cho minh trén MS-PP.

- Hay tu van cho khach hang mua mot bo may tinh dung cho viéc thiét ké do hoa
V61 chuong trinh Photoshop CS 4.
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BAI 4. XU LY SU CO SU DUNG INTERNET
Giéi thi¢u

Trong qua trinh két ndi mang qua thuc c6 rat nhiéu van dé phat sinh, tuy nhién lam thé
nao dé vuot qua duoc chung? D6 chinh 13 nhitng gi ching t6i mudn giéi thiéu cho céc
ban trong phﬁn nay — Mot s6 meo khéc phuc su s6 két noi mang Windows.

Day 1a van dé rat hay giap phai khi thiét 1ap mot may tinh méi hodc nang cap phién ban
Windows méi ctia mot mday tinh cii. Hién twong khong c6 két ndi co thé xuit phat tir
nhiéu nguyén nhan, do d6 ching ta hiy di xem xét mot sb van dé tiém an va giai phap
khac phuc ching.

1. Muc tiéu

- Xu ly duoc cac 16i thong dung trong qua trinh két ndi internet;

- Cai dat va xt 1y duoc cac 161 thuong gap trén cac trinh duyét;

- Thuc hién cac thao tac an toan vdi may tinh.

2. Noi dung
2.1 So lwge vé internet

- Y nghia thyc tién cua internet: hoc tap, nghién ciru, kinh doanh, lién lac, giai tri,
chiasé, ...

- Cac dich vu internet: web, email, chat, void ip, ...

- Mot sb thuat ngir lién quan dén internet: IP (internet protocol), IP address,
Domain Name, DNS (domain name system), WWW (work wide web), FTP (file
transfer), ISP (internet service provider), ICANN (international cesarean awareness
network name).

- Mo hinh két néi internet don gian (may tinh, modem adsl, line adsl).

- Céc thiét bi két ndi internet: may tinh, card mang, cable mang, dau RJ45,
Switch, Model ADSL, line dién thoai, line adsl, cap quang, ...

- Céc su b vé két ndi internet

+ ISP: dut dudng truyén, chua dong tién thué bao.
+ Thong s két ndi

- Céu hinh modem: username / password, sai cac thong sé6 PPPoE, VCI, sai dia
chi MAC (ISP FTP).

- IP: ip dong DHCP hét IP, Client khong c6 trong danh sach cap IP, cu hinh IP
tinh sai (subnet, subnet mask, DSN, default gateway)

2.2 Cai dit va nang cip trinh duyét web
- La cong cu dung dé truy cap internet, st dung dinh dang HTML.
- Mot s6 web browser thong dung
+ Internet explorer: 1a trinh duyét théng dung nhit duoc tich hop sén trén hé
diéu hanh windows, hién thi duoc hau hét cac trang web.
+ Mozila Firefox: 1a trinh duyét mién phi, c6 kha ning mién nhidm hau hét cac
loai virus trén web va tuong thich voi nhiéu hé diéu hanh.
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+ Opera: 13 trinh duyét mién phi, twong thich véi hau hét cac hé diéu hanh va co
kha nang str dung ca trén dién thoai di dong.
+ Internet Options cua IE7
General: home page, browsing history
Security: internet, trusted site
Content: Enalbe — General — Create Password
Connections: LAN settings — Automatically detect settings
2.3 Sir dung va xir Iy céc 16i thwong giip trén trinh duyét
2.3.1. Léi truy cip vao Website
2.3.1.1 L&i HTTP 404 - File not found:

Pang duyét web binh thuong, bdng nhién trinh duyét web lai xuat hién 1 thong bao voi
nhitng thong tin rac rdi va ban khong thé duyét web nhu binh thuong nira. Dudi day la
nhitng thong bao 151 ma ban thuong gap nhat khi truy cap vao 1 trang web va cach thic
dé giai quyét van dé néu ching xay ra.

& THTTP 404 Not Found - Microsoft Internet Explorer =&
File Edit View Favorites Tools Help nks AP

ﬂ The page cannot be found

The page you are looking for might have been removed, had its
name changed, or is temporarily unavailable.

Please try the following:

e If you typed the page address in the Address bar, make
sure that it i1s spelled correctly.

e Open the www.ntuitive com home page, and then look for
links to the information you want,

e Click the © Back button to try another link.
e Click @ Search to look for information on the Internet.

HTTP 404 - File not found
Internet Explorer

£] ® Internet

Hinh 4.1 16i HTTP 404 - File not found

- LG&i 404 Not Found hién ra bén trong cira so trinh duyét Internet trong qua trinh ban
lu6t web. Thong bao 16i 404 Not Found thudng dugc thiét ké riéng trong tirng website,
mdi mat trang web s& co 1 hinh thirc thong bao khic nhau cho 16i ndy, tuy nhién thuong
gap nhit s& 1a nhitng thong bao c6 ndi dung nhu: "404 Error", "Page cannot be
displayed", "Internet Explorer cannot display the webpage", "404: Not Found", "The
page cannot be found", "Error 404: NOT FOUND", "HTTP 404 - File not found", "Not
Found"...

+ Nguyén nhan:
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- Lai 404 Not Found xuat hién khi trang web ban truy cap khong thé tim thay
trén server.

+ Khic phuc:

- 1. Nhap chudt vao nit refresh/reload trén ctra s trinh duyét hay gd lai dia
chi URL trén thanh dia chi. L&i 404 Not Found xuat hién ngay ca khi khong c6 van dé gi
thuc su xay ra, nén thuc hién cac cong viéc trén dé load lai trang web c6 thé khic phuc
duoc 1.

- 2. Kiém tra dia chi URL: Déi khi c6 kha ning 15i 404 Not Found xut hién
vi dia chi URL bj g sai hay duong link ban nhip chudt vao din dén mot dia chi sai.
Kiém tra lai that k§ & dam bao rang khéng c6 sai sot ndao trong duong dan (chang han
nhu 1 ky tu tring thura...)

- 3. Lui mot mirc dia chi URL cho dén khi ban thay cai gi d6. Chang han, néu
dia chi cua website 1a www.trangweb.com/a/b/c.htm xuat hién 15i 404 Not Found, hay
the truy cap www.trangweb.com/a/b/. Néu van xuat hién 156i trén, hiy thu
www.trangweb.com/a/. Viéc nay gitp ban tim kiém hay it nhét giup ban x4c nhan dia chi
trén con ton tai hay khong.

- 4. Truy cap trang web http://downforeveryoneorjustme.com, dién dia chi
trang web xuat hién 16i 404: Not Found vao coéng cu tim Kiém ndy, va né s& ndi cho ban
biét hoac website khong con ton tai (nghia 1a 15i 404: Not Found xay ra that) hay van dé
& phia ban (do dudng truyén hoic do 1 1y do nao do).
2.3.1.2 500: Internal Server Error
Tuwong tu nhu 16i 404: Not Found, 16i 500: Internal Server hién ra trong cira sO trinh
duyét trong qua trinh duyét web. Thong bao "500 Internal Server Error" c6 thé duoc thiét
ké boi timg website. Tuy nhién, nhirng ndi dung théng béo chinh van s& chira dung cac
thong tin sau: "500: Internal Server Error”, "HTTP Error 500 - Internal Server Error",
"500 Error"...
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a 500 Internal Server Emor - Microsolt Internet E xplores

e e Ve rpione Tek b | & )
| |M&m [Q] hitp.//vewwe, permadi com/cgrbmApogitesttest] pi?1 2 ;l IRGO
=

Internal Server Error

The server encountered an internal error or misconfiguration and was
unable to complete your request,

Please contact the server admmsstrator, webmaster@permadi com and
nform them of the time the error occurred, and anything you mught have

done that may have caused the error

More mformation about thuis ervor may be avalable i the server error log

-

Hinh 4.2 Li 500 Internal Server Error

- Nguyén nhan:
+ L6i 500 Internal Server bao hiéu co gi sai sOt & server cua website hoac
server khong thé xac dinh van dé chinh xac 1a gi.
- Khic phuc:
+ 500 Internal Server 14 16i & phia server, khong phdi tai may tinh
hay duong truyén Internet ctia ban. DU vay c6 vai diéu ban c6 thé lam:

- 1. Nhap chudt vao nut refresh/reload trén ctra s trinh duyét hay gé lai dia
chi URL. Bdi vi 16i 500 Internet Server Error thuong mang tinh chat tam thoi, nén tién
hanh load trang lui lai nhiéu lan c6 thé khic phuc dugc.

- 2. Néu ban khéng thé doi hay ban c6 thé giup, hay thi lién lac voi
webmaster (ngudi chu) cua trang web do néu biét duoc email lién lac cta ho.
2.3.1.3 403: Forbidden

Nhu trén, 16i 403 Forbidden hién ra trong cira s6 trinh duyét va ciing thuong dugc thiét
bai tirng website.
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3 403 Forbidden Microsoft Intermet E . -l=l EZ!

File Echt Views Favarites : 7

oy NEEE o AER i s
Stop

B2oichk Forivetd Beaefrash Hom=
Address [@] http /v zino unirher =] o Go | Links >

_.._J
Forbidden

You dom't have permission to
access farchivelfleideni/postrny/ 2004020

onrn this server.

Apaclhaer7.3. 37 Server ¢
WL ST tardi-Irefcf el erg. cfe FPort 80

«| i S |
=

& ] Done | | | [ Internet
Hinh 4.3 16i 403: Forbidden

- Nguyén nhén:

+ Do chung ta khong c6 quyén truy cap vao trang ndy, vi Iy do bao mat hoic
khac. No6i chung 1 ngudi quan 1y trang Web nay khong muén cho chung ta truy cap vao
trang nay ctia ho. c6 thé noéi chung 13 né bi khoa. Ngudi ngoai khong bi truy cap.

- Khic phuc:

+ 1. Ly do pho bién nhét 14 do sai dia chi URL. Hay kiém tra dia chi URL va
chic chin 14 ban ding.

+ 2. Néu ban chic trang web ban truy cap 1a dung, thi 18i 403 Forbidden c6 thé
1 nham 14n. hay thir lién lac voi webmaster hodic cac trang web khac dé thong bao van
de.

+ 3. Ngoai ra, c6 thé ban dang ¢ ging vao 1 trang web ma quyén truy cép chi
danh cho nhirng ai c6 thim quyén. Trong truong hop nay, khong con cach nao khac 1a
danh phai truy cap vao trang web khac.

2.3.1.4 503 Service Unavailable

©J 503 Service Unavailable - Mozilla Firefox Beta 2
Fie Edt View History Bookmarks Tools Help
= 15 1) (s | A htw:/fyro.stashdot.org/~pdschmid/

E” & 1

E.) B8C News E) Slashdot () Research [ New York Tmes Lid Spiegel |G Lehigh Googh

Google - | 3] 4G sewer- % €
Q /. 503 Service Unavailable [}

503 Service Unavailable

The service is not available. Please try again later.

Hinh 4.4 16i 503 Service Unavailable
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Tuong ty nhu 16i 500 & trén, 16i 503 1a 156i tam thoi xay ra khi trang web ngung hoat
dong hay server dé chua trang web dang c6 van dé tam thoi. Khi gap 18i nay, cach duy
nhét caa ban 1a doi 1 thoi gian rdi quay lai trang web nay hodc cho cho dén khi trang web
va server hoat dong lai binh thuong.
2.3.1.5 408 Request Timeout

- Nguyén nhén:

+ L&i 408 Request Timeout xay ra khi yéu cau ban guri dén server cua trang web
mat 1 thoi gian qua l4u dé nhin duoc hdi dap, nghia 13 trang web ban yéu cau khong thé
tai xubng trinh duyét web hién tai thi 15i nay s& xuat hién. Néi cach khéc, két ndi cua ban
dén website s& bi “time out”. Ldi thuong xay ra khi toc do két néi Internet ciia ban qua
cham hay bi chiém phan nhiéu toc do boi 1 cong viéc khac.

- Khic phuc:

+ 1. Cach khéc phuc don gian nhat 1a thir reload lai trang web bang cach nhéan
Refresh trén ctra s6 trinh duyét cho dén khi trang web dugc load thanh cong.

+ 2. Van dé co thé xay ra voi két ndi Internet ciia ban. Pé chic chan, hiy thu
truy cdp vao 1 trang web khéac dé kiém tra xem téc do Internet c6 6n dinh hay khong. Néu
tdc do truy cap vao cac trang web khac van dat toc do binh thudng, ¢ thé 18i phat sinh do
phia website va server cung cap.

+ 3. Mat khéac, néu tt ca cac trang web déu truy cap rit cham, van dé 1a do
duong két nbi Internet ctia ban. Hay kiém tra lai c6 phan mém nao dang ty dong update
hay download hay khong. (cac chwong trinh ndy s& chiém hét duong truyén Internet
khién viéc truy cap bi anh hudng).

+ 4. Ngoai ra, 15i 408 Request Timeout thuong xay ra d6i véi cac trang web ¢
lugng truy cap 1om, khién viéc truy cap cua ban s€ bi can tré va anh huong. Trong trudong
hop nay, hay kién nhin doi chd nhitng nguoi khac sé& roi trang web dé nhudng chd cho
ban ghé tham.

2.3.2. Li lién quan dén add-ons,...

Add-on thuong mang lai hiéu qua trong sir dung, tuy nhién d6i khi chung lai 1am 16i
trinh duyét ciia ban mot cach ngoai mong doi. Pidu nay co thé xay ra néu add-on nao do
duoc tao cho mot phién ban trinh duyét truéc hodc cd mot 16i chuong trinh.

Pay 1a nhitng gi ban c6 thé thuc hién néu gap phai van dé nay:

- V6 hiéu hoéa n6: Néu mot add-on nao d6 giy ra cac van dé mang tinh lap di lap
lai, hiy vo hiéu hoa n6 bang Add-on Manager.

Truéc khi ban v6 hiéu héa mét add-on trinh duyét, can phai luu ¥ rang mot sb trang
web hoic ban than trinh duyét cling c6 thé hién thi khong dung cach néu add-on nao d6 bi
v6 hiéu héa. Ching t6i khuyén cac ban chi nén v6 hiéu hoa cac add-on nao néu ludn 1am
15i Internet Explorer.

Sau day la cach vo hiéu hoa mot Add-on

+ MO trinh duyét bang cach lich nit Start.

+ Kich Toos sau d6 kich Manage Add ons.

+ Trong phan Show, kich All add-ons.
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+ Kich Add-on muén v6 hiéu héa, sau d¢6 kich Disable.

+ Lap lai cho mdi add-on khac, khi két thuc kich OK

- Khi duoc nhic nhd, ban nén bao céo van dé véi nha cung cap trinh duyét. Bao cdo
nay hoan toan mang tinh nac danh va khong yéu cau nhiing van dé phirc tap ndao. Cac béo
c4o nay sé& duoc nha cung cap trinh duyét st dung dé cai thién cac san pham cua ho va
khuyén khich cac cong ty khac nang cip va cai thién cac san pham cua ho.

2.3.3. L6i bio mat trinh duyét

Van dé bao mat ing dung Web khong phai 1a mot van dé mai.

Thue té 1a phan 16n cac van dé di duoc hiéu 16 trong nhiéu thap ky qua.

Tuy nhién do nhiéu Iy do, kha nhiéu du an phat trién phan mém van con méc phai
nhitng 156 hong nay va de doa khong chi dén do an toan cho khach hang, ma con anh
huong chung dén an toan cua hé théng Internet.

Do tinh chat phtc tap cua ¢ng dung, hién nay khong c6 mot giai phap tuyét dbi cho
van dé nay. Tuy nhién cac giai phap sau duoc dé nghi dé giam thiéu cac rui ro lién quan
dén bao mat cua ung dung web:

- Cac tiéu chi vé bao mat phai dugc dat ra ngay tir ltc thiét ké tng dung nham phat
trién cac module bao vé ngay tir giai doan dau ciia qué trinh phat trién tng dung.

- M6t vian ban chinh thtc thiét 1ap chinh sach bao mat ¢ng dung nén duoc xay dung
nham cung cap mot chuan tbi thiéu vé bao mat cho toan wng dung.

- Thudng xuyén cap nhat kién thac bao mat cho lap trinh vién.

- Sir dung dich vu danh gia bao mat cia mot cong ty ngoai dé kiém tra tinh bao mat
cua tng dung.

- Sir dung cac cong cu do va phat hién 16i ciia tng dung (Cac cong cu proxy dung cho
muc dich danh gia bao mat tng dung web: ParosProxy:http://www.parosproxy.org,
Webscarab: http://www.owasp.org, Proximitron: http://www.proximitron.info)

- Cap nhat cac phan mém may chit web Véi cac phién ban va 15i bao mat méi nhat.

- Sir dung céc thiét bj tuong lira ting dung web dé bao vé ing dung ¢ muc ngoai Vi.
2.3.4. Gi6i thiéu tong quan vé ciac phin mém twong lira (Firewall)

- Firewall 1a gi?

+ Firewall 12 mot k¥ thuat duoc tich hop vao hé théng mang dé chéng su truy
cap trai phép, nham bao vé cac ngudn théng tin ndi bd va han ché sy xdm nhap khong
mong mudn vio hé thong.

+ Dé bao vé dir lidu bén trong khi két ndi Internet ngudi ta thuong dung firewall.
Firewall c6 cach nao d6 dé cho phép nguoi dung hop 1¢ di qua va chan lai nhiing ngudi
dung khong hop €.

- Chirc niang cuaa Firewall

+ Chirc ning chinh cua firewall 13 kiém soat ludng thong tin giira Intranet va
Internet. Thiét 14p co ché diéu khién dong thong tin giita mang bén trong (Intranet) va
mang Internet.

+ Cho phép hodc cdm nhirng dich vu truy cip ra ngoai hodc vao trong.

+ Theo doi ludng dit liéu mang gitra Internet va Intranet.
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+ Kiém soat dija chi truy nhép, cAm dia chi truy nhép.

+ Kiém soat ngoi st dung va viéc truy cap ctia ngudi st dung.

+ Kiém so4t ndi dung thong tin luu chuyén trén mang.

2.3.6 Gi6i thiéu vé cac phin mém twong lira (Firewall) thong dung nhu: Windows
Firewall, Zone Alarm, v.v...
- Windows Firewall

+ Windows XP, Vista va 7 bao gdbm mét firewall, goi 1a Windows

+ Firewall, duoc kich hoat theo mic dinh, va duoc tich hop sin khi cai dat
Windows.

+ Hay cung kiém tra firewall ctia ban bang cach: Nguoi dung XP nén kich vao
Start — Control Panel, sau d6 kich vao duong link Switch to Classic View trudce khi kich
dap vao icon cuia Windows Firewall: kiém tra xem nut On d3 duoc kich hoat hay chua.

+ Nguoi dung Windows Vista hoic Windows 7 s€ phai kich vao Start —
Control Panel — System and Security (hodc Security trong Windows Vista). Sau do, tim
dong Windows Firewall va kich vao n6 (trong Vista) hodc kich vao Check firewall status
(d6i voi Windows 7).

C/U & » Control Panel » All Control Panelltems » Windows Firewall ~ | 49 [il Search Control Pane o

Control Panel Home . x .
Help protect your computer with Windows Firewall

Allov/ a program or feature

1 Windows Firewall can help prevent hackers or malicious software from gaining access to your
through Windows Firewall

computer through the Internet or a network. |

¥ Change notification settings How d Il help protect my computer?

8 Turn Windows Firewall on or
off

| ® Restore defaults Update your Firewall settings

|| & Advanced settings Windows Firewall is not using the #5 Use recommended settings
recommended settings to protect your
Troubleshoot my network computer.

/hat are the recommended settings

. %d Home or work (private) networks Not Connected (¥
. & Public networks Connected (4
Networks in public places such a5 sirports or coffee shops

Windows Firewall state: off

Incoming connections: Block all connections to programs that are not
on the list of allowed programs

Active public networks: ciscosb 2
Action Center

Notification state: Notify me when Windows Firewall blocks s new
Network and Sharing Center program

Hinh 4.5 Windows Firewall
- Zone Alarm
+ La mot trong nhiing giai phap bao mat hiru hiéu voi hé thong Firewall t6t nhat
thé gidi co chirc nang ngin chin Hacker, Virus, Worm va nhiéu nguy co khéc.
+ Két hop véi firewall manh mé€ cung cac cong cu chéng virus, loc Web, bao vé
su riéng tu,...co thé coi day la phan mém hiéu qua nhat trong tat ca cac goéi phan mém
bao v€é may tinh.
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Z= JoneAlarm

ZONEALARM
Internet Security Suite

‘J YOUR COMPUTER IS SECURE

o comPuten B3 INTERNET 3 IDENTITY & DATA RS

@ Antrvauz & Anhi spywate r——
ol . s ON |

Cunvond Sethings

Fies and downdosds e reanned when sccessed Scan mode it zet to Quack Soan
Quack Scan goours veaek iy Bohavir scan s onabided

Update check goouns bowky
Hinh 4.6 ZoneAlarm Firewall
- Tinh nang ctia Zone Alarm:

+ Phan tich va dwa ra canh bao néu phat hién file download c6 chira virus.

+ Theo ddi cac chuong trinh ddng ngd ddng thoi ngan chin mdi nguy hai méi
tan cong may tinh.

+ Khoa céac trang Web lira dao va canh bao néu trang Web c6 nguy hai.

+ Ngin chin Hacker va virus 1ay nhiém, cho phép may tinh Online an.

+ Loc cac Email c6 nguy co lay nhiém Virus, Spyware, Trojan, Worm, Bots va
Rootkits.

+ Loc va khoa ciac Website, phong chat khong phu hop, gidi han thoi gian

online.
2.3.7 Thiét 1ap cac chirc ning c6 ban lién quan dén cac phin mém twdng lira
(Firewall)

- Windows firewall
+ Thuyc hién nhitng budc sau day dé cau hinh Firewall trong Windows 7

+ Trude tién chung ta phai dang nhap may tinh v6i quyén Administrative.
+ Start > Control Panel > System and Security.

{3 » Control Panel »

Adjust your computer's settings

Click on a category or use the Search box to find tasks quickly

your computer

and fix problems

- f : ontrols for any use
Fi
Appearance and Personalization
@ Network and Internet % “hange the theme

M View network status and tesks e dealsn KetRaEHa

hocse homegroup and sharing opticns Adiust scraen rasolution

vare and Sound _ Clock, Language, and Region
nd printers L Change keyboards or other input methods

Change display language

Hinh 4.7 Thiét 1ap Windows firewall
Tiép theo ching ta s& thiy duong Link “Windows Firewall”, kich vao dudng link nay
dé cau hinh Firewall.
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Action Center
Review your computer’'s status and resolve issues Change User Account Control settings

Find and fix problems (troubleshooting) Restore your computer to an earlier time

Windows Firewall

ek ¢

Check firewall status Allow a program through Windows Firewall

System

View amount of RAM and processor speed Check your computer's Windows Experience Index base s
'-" Allow remote access See the name of this computer

Windows Update

Turn automatic updating on or off Check for updates View installed updates
Power Options
Require a password when the computer wakes ':har‘ge what the power buttons do

Change when the computer sleeps

Backup and Restore

Back up your computer Restore files from backup

Hinh 4.8 Thiét lap Windows firewall
Co rat nhiéu lya chon ¢ bén trai bang:

& €0

- Change notification settings
- Turn Windows Firewall on or off
- Restore defaults

Advanced settings

¢ Control Panel Home

Allow a program or feature
through Windows Firewall

Change notification settings

Turn Windows Firewall on or
off

Restore defaults
Advanced settings

Troubleshoot my network

Hinh 4.9 Lya chon & bén trai bang dé thiét 1ap Windows firewall
Bén phai bang, ching ta c6 thé thdy 2 duong link cai dat firewall:
- Home or Work (Private) networks
- Public networks

core
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Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining access to your computer

through the Internet or a network.
How does a firewall help protect my computer?

What are network locations?

. ® Home or work (private) networks

Not Connected (o]

Networks at home or weork where you know and trust the people and devices on the network

Windows Firewall state:

Inceming connections:

Active home or work (private) networks:

Notification state:

On

Block all connections to programs that are not on the
list of allowed programs

None

Netify me when Windows Firewall blocks 2 new

program

. @ Public networks

Networks in public places such as airports or coffee shops

Connected (&)|

Windows Firewall state: On

Block all connections to programs that are not on the
list of allowed programs

Incoming connections:

Active public networks: ¥ Network

Notify me when Windows Firewall blocks a new
program

Hinh 4.10 Lya chon & bén phai bang dé thiét 1ap Windows firewall
Bén trai bang, chon Change notification settings dé diéu chinh cai dit firewall.
Windows firewall dugc dé mic dinh cho ca Private va Public network. Chiing ta c6 thé

tat ché do mac dinh cua firewall tao day.
@ » Control Panel » System and Security » Windows Firewall » Customize Settings

Notification state:

v|o‘,|

Customize settings for each type of network
You can modify the firewall settings for each type of network location that you use.
What are network locations?
Home or work (private) network location settings
a @ Turn on Windows Firewall

[T Block all incoming connections, including those in the list of allowed programs

[¥] Notify me when Windows Firewall blocks 2 new program

é @ @) Turn off Windows Firewall (not recommended)

Public network location settings
a @ Turn on Windows Firewall

[7] Block all incoming connections, including those in the list of allowed programs

[¥] Netify me when Windows Firewall blocks 2 new program

ag ) Turn off Windows Firewall {not recommended)
Hinh 4.11 Thiét 1ap firewall
Dé cai dat default hoic recommended, chung ta c6 thé kich vao User recommended

settings hoac Restore default.
Update your Firewall settings

Windows Firewall is not using the recommended settings to

G 5 A [ % Use recommended settings ]

1

What are the recommended settings?
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Hinh 4.12 Thiét lap firewall
Chon Restore default va click Yes khi c6 thong bao xac nhan.

Restore default settings

Restoring default settings will remove all Windows Firewall settings that you have configured for all network
lecations. This might cause some programs to stop werking.

[‘ Restore defaults J

Restore Defaults Confirmation ng F E 22
Restoring the default settings will delete all settings of Windows Firewall
L that ycu have made since Windows was installed. This may cause some

programs to stop working

Do you want to continue?

!» Yes | | No

Hinh 4.13 Thiét lap firewall
Tuy nhién, néu 1a mot chuyén gia, chung ta ciing c6 thé sir dung Advance Setting dé
c4u hinh firewall d6i véi ludng théng tin inbound va outbound tuy thudc vao nhu cau
cua minh.
Thiét lap co ban Zone Alarm

Bai tap rén luyén
1. Internet la gi va do ai quan ly ?
ICANN la gi?
Web browser 14 gi ? Cho vi du v& mot sé web browser.
Firewall 1a gi ? Phan biét Firewall cing va Firewall mém.
Tim hiéu thém mot s6 loai Soft Firewall khac véi cac Firewall trong bai.
Bai tap thuc hanh
- Céu hinh Internet Explorer

o gk owh

+ Khong tai cac hinh anh vé may tinh

+ Khong cho phép Download files

+ Khong cho phép duyét mot trang web
- Cau hinh dé Windows Firewall

+ Cho phép su dung chirc nang Share dit li¢u

+ Cho phép su dung chirc naing Remote Desktop
- Céau hinh dé PC Tools Firewall Plus cho phép tra loi cac Packet Ping.
- Céu hinh Zone Alarm Block khong cho Yahoo Messenger chay.
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BAI 5. XU LY SU CO E-MAIL

Gidi thidu

Khi gap tinh trang 16i email khi guri di, ban nén doc ki chi tiét cac thong bao 15i kém
theo trong email dé tim hudng giai quyét. Trong bai nay s& giup cac ban khac phuc mot
s6 16i thuong gap nhat.
1. Muc tiéu

Cau hinh duoc cho cac mail client gl nhan mail,

Ddng bo hoa duogc dit liéu gitta cac mail client;

Sao luu va phuc héi duoc cac dit liéu Email;

Xir 1y dugce cac 16i thong dung khi giri nhan mail bang mail client;

- Thuec hién cac thao tac an toan V&i may tinh.
2. Noi dung chwong
2.1 Tong quan vé E-mail

- E-mail 1a thu dién tir, duwoc chuyén qua duong internet.

- Loi ich cuia E-mail: tdc d6 cao, chi phi ré, khong cé khoang cach.

- Webmail (duyét mail bang trinh duyét)

- Mail doanh nghié¢p (POP3, IMAP): Outlook, MS outlook,
Thunderbird.

2.2 CAu hinh Mail Client

- Cac thong tin can dé cau hinh Mail Client
+ Mail Address
+ Mail Account
+ Password
+ Mail Server
+ Incoming mail (POP3, IMAP, HTTP) Server
+ Outgoing mail (SMTP) Server
- Céu hinh tai khoan thw dién tir sir dung dich vu Google Mail
+ Mail address: thx.xulysucophanmem@gmail.com
+ Mail Account: tbx.xulysucophanmem@gmail.com
+ Password *khkkkkkkhkikk
+ Mail Server: POP3: pop.gmail.com; SMTP: smtp.gmail.com
- Sir dung Outlook 2010 (mail client — Windows 7)
+ Budc 1: Dam bao hé thdng da cai dat MS Outlook 2010
- Start — Control Panel — View by: Small icons — Mail
- Man hinh két qua

Mozilla
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e '-‘ G5 » Cont.. » ANC.. » - Search Control Panel P

Adjust your computer's settings View by: Largeicons =

Q% HomeGroup w@ Indexing Options

Internet Options «Z» Keyboard
Location and Other .

| Mail
Sensors

KA Network and Sharing
Center

Mouse

Notification Area Icons W Parental Controls

Hinh 5.1 hé thong da cai dat MS Outlook 2010

+ Budc 2: Dang nhép tai khoan Gmail - https://mail.google.com
Win7 - Mozilla Firefox — Open

Mozilla Firefox > Address: https://mail.google.com

Email or phone: tbx.xulysucophanmem

- Next

Man hinh két qua

& Gmail

é @a https://accounts.googh
Google
Signin
to continue to Gmail

Email or phone

th.xulysucophanmem

Forgot email?

Hinh 5.2 Bang nhap tai khoan Gmail
- Enter your password: Kkkkkkkkkk
- Next
Man hinh két qua
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H

Forgot password?

Google

| Mr

@ thx xulysucophanmem@gmail. com

Google > Gmail
Man hinh két qua

Hinh 5.3 Pang nhap tai khoan Gmail

M Inbox (1) - thxxulysucophan: x

Google

Gmail ~

COMPOSE

B imbox
Starred

Sent Mail

[ ] -
~Mr

L @ @  https://mail.google.com/mail/Zinbox

[ Q, Search ﬁ E 4

1-1of1 < b |

More ™

[w] Primary & Social % Promotions

Andy from Google Mr, get more out of your new Goog

0 GB (0%) of 15 GB used
Manage

Terms - Privacy

Last account activity: 31 minutes ago
Details

® O

°o®

»

3:15 pm

Hinh 5.4 Bang nhap tai khoan Gmail thanh cong
+ Budc 3: Cau hinh web mail chop phép duyét mail bang POP/IMAP
- Gmail - Settings — Forwarding and POP/IMAP — Chon: Enable POP for

all mail — Save Changes

Man hinh két qua

POP Downlead:
Leam more

IMAP Access:

{acoess Gmail from other clients
using IMAP)

Learn more

Settings e v
General Labels Inbox Accounts and Import Filters and Blocked Addresses Forwarding and POP/IMAP
Labs Offline Themes
Forwarding: Add a forwarding address
Learn more

Tip: You can also forward only some of your mail by creating a filter!

1. Status: POP is disabled
@ Enable POP for all mail
() Enable POP for mail that arrives from now on

2. When messages are accessed with POP keep Gmail's copy in the Inbox -

3. Configure your email client (e.g. Qutlook, Eudora. Netscape Mail)
Configuration instructions

Status: IMAP is disabled
) Enable IMAP
@ Disable IMAP

Configure your email client (e.g. Outlook, Thunderbird, iPhone)
Configuration instructions

[ Save Changes ] [ Cancel ]

-

Chat
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Hinh 5.5 Cu hinh web mail chop phép duyét mail bang POP/IMAP

+ Budc 4: Tham khao céac thong s6 cdu hinh Email Client
- Settings = POP download: Configuration instructions

- Gmail Help - Read Gmail messages on other email clients using POP

Man hinh két qua

Server

Password

Incomning Mail (POP) Server  pop gmail.com

Requires SSL: Yes

Paort: 995

COutgoing Mail (SMTP) smtp.gmail.com

Requires S5L: Yes

Requires TLS: Yes (if available)
Requires Authentication: Yes
Port for SSL: 465

Port for TLS/STARTTLS: 587

If you use Gmail with your work or school account,
entermail.domain.com, then select Port 110.

Server timeouts Greater than 1 minute (5 is recommended)
Full Narme or Display Name Your name

Account Name, User Name, Your email address
or Email address

Your Gmail password

Hinh 5.6 cac thong s6 cAu hinh Email Client

+ Budc 5: Cau hinh cho phép thiét bi kém an toan duyét mail (chinh sach quy
dinh boi nha cung cap Google Mail)

- Settings = Troubleshoot problems: I can’t sign in to my email client

- Step2: Try these troubleshooting steps = Chon link: allow less secure apps

to access your account

Man hinh két qua

* Use an App password: If you use 2-Step Verification, try signing in with an App pas

Troubleshoot problems

| can't sign in to my email client ~
If you can't sign in to your email client, you might see one of these errors:

* "Username and password not accepted’

* "Invalid credentials’

* You're asked to enter your username and password over and over
Step 1: Check your password

If you have these preblems or can't sign in, first check to make sure you're using the right
password.

Step 2: Try these troubleshooting steps

* Update your email client to the latest version.

sword.

* Allow less secure apps: If you don't use 2-Step Verification, you might need to allow less

Secure apps 1o access your account @.
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Hinh 5.7 Cau hinh cho phép thiét bj kém an toan duyét mail
- Change account access for less secure apps = Chon link: "Less secure
apps" section
Man hinh két qua

Change account access for less secure apps

To help keep G Suite users’ accounts secure, we may block less secure apps from accessing G Suite
accounts. As a G Suite user, you will see a "Password incorrect” error when trying to sign in. If this is
the case, you have two options:

* Option 1: Upgrade to a more secure app that uses the most up to date security measures. All
Google products, like Gmail, use the latest security measures.

= Option 2: Change your settings to allow less secure apps to access your account. We don't
recommend this option because it might make it easier for someone to break into your account. If
you want to allow access anyway, follow these steps:

1. Goto the "Less secure apps” section [ in My Account.
2. Next to "Access for less secure apps,” select Turn on. (Mote to G Suite users: This setting is
hidden if your administrator has locked less secure app account access.)

(hinh 5.8) Céu hinh cho phép thiét bj kém an toan duyét mail
- Less secure apps => Allow less secure apps: ON
Man hinh két qua

Some apps and devices use less secure sign-in technology, which makes your account more vulnerable.
You can turn off access for these apps, which we recommend, or turn on access if you want to use them
despite the risks. Learn more

Allow less secure apps: ON .

Hinh 5.9 Cau hinh cho phép thiét bi kém an toan duyét mail
+ Budc 6: Cau hinh MS Outlook
Start — All Programs — MS Office — MS Outlook 2010
MS Outlook 2010 Startup = Thuc hién tuan ty theo yéu cau
MS Outlook 2010 startup = Next
E-mail Accounts = Chon: Yes — Next
Man hinh két qua

E-mail Accounts

You can configure Outlook to connect to Internet E-mail, Microsaft Bxchange, or
other E-mail server. Would vou like to configure an E-mail account?

I:ﬂ_:l Yes

|: _:I Mo

Hinh 5.10 C4u hinh MS Outlook
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- Auto Account Setup -> Chon: Manuallly configure server settings or
additional server types — Next

Man hinh két qua

Auto Account Setup
Connect to ather server types.

E-mail Account

Text Messaging (SMS)

@ Manually configure server settings or additional server types

Hinh 5.11 CAu hinh MS Outlook

- Choose service = Chon: Internet E-mail — Next
Man hinh két qua

Choose Service

@ Internet E-mail
Connect to POP or IMAP server to send and receive e-maill messages.
Microsoft Exchange or compatible service

Connect and access e-mail messages, calendar, contacts, faxes and voice mall messages.

Text Messaging (SM5)

Connect to a mobile messaging senvice.

Hinh 5.12 Cau hinh MS Outlook
- Internet E-mail settings = khai bao thong tin tai khoan Gmail
+ E-mail Address = dia chi gmail ca nhan sir dung
+ Account type > giao thuc tai thu vé
+ Incomming mail server = dia chi may chu mail nhan
+ Qutgoing mail server = dia chi may chu mail gui
+ User name -> tai khoan hop thu trén Gmail

+ Password = mat khau ding nhap vao Gmail
Man hinh két qua

36



Internet E-mail Settings
Each of these settings are reguired to get your e-mail account working.

User Information Test Account Settings

Your Name: Mr Xuyen After filing cut the information on this screen, we
recommend you test your account by dicking the buthon

E-mail Address: thx. xulysucophanmem@gmail, below. (Requires network connection)

Server Information
| Test Account settings ... |

Account Type: FOP3 E

ITerT e e pop.gmail.com Test Account Settings by dicking the Next button

. ; Deliver new messages to:
Gutgoing mail server (SMTF): | smip.gmail.com

@ New Outlock Data File

Logon Information _
(™) Existing Outlook Data File

User Name: thoc. xulysucophanmem

Password: =000 | sessssssss
Remember password

|| Require logon using Secure Password Authentication (SPA)
Maore Settings ...

Hinh 5.13 khai bao thong tin tai khoan Gmail
- Internet E-mail settings = Chon: More Settings
- Internet E-mail settings - Outgoing server - Chon: My outgoing server
(SMTP) requires authentication
Man hinh két qua

Internet E-mail Settings ﬁ

General | Outgoing Server | Connection | Advanced

My outgoing server (SMTF) requires authentication
(@) Use same settings as my incoming mail server
i) Log on using

Remember password

Require Secure Password Authentication (SPA)

Hinh 5.14 Outgoing server
- Internet E-mail settings & Advanced — khai bao cdng dich vu Gmail
+ Incomming server (POP3): 995
+ Chon: This server requires an encrypted connection SSL)
+ Qutgoing server SMTP): 465
+ Use the following type of encrypted connection: SSL
+ OK
Man hinh két qua

37



———————
Internet E-mail Settings u

[ General | Outgoing Server | Connection | Advanced |

Server Port Mumbers

Incoming server (POP3): 953 Use Defaults
This server requires an encrypted connection (S5L)

; Qutgoing server (SMTF): 465 N
| Use the following type of encrypted connection: N

Server Timeouts N
I Short Long 1 minute i
' Deliveny i
L

[¥] Leave a copy of messages on the server
] [¥] Remove from server after 14 Iil days

[] Remowve from server when deletad from Deleted Ttems'

Hinh 5.15 Advanced — khai bao céng dich vu Gmail
- Internet E-mail settings > Next
- Test account settings = cau hinh thanh cong — Close
Man hinh két qua

Test A t Setti -
est Accounf ngs

Congratulations! All tests completed successfully. Click Close to continue. Stop

Tasks | Errors ]

Tasks Status I
\/ Log onto incoming mail server (POP3) Completed
" Send test e-mail message Completed N

Hinh 5.16 c4u hinh thanh cong
- Configurations - Finish
Man hinh két qua

Folder View

=% Reply 3 Move ta: 7 2 v Find a Contact -

@ Reply All Q To Manager G Address Book E
Mew  New Delete B || ) Move | Tags Send/Receive
E-mail Items~ | &~ i3 Forward &4 Team E-mail S * | Filter E-mail | " Ajl Falders

New Delete Respond Quick Steps T Find Send/Receive

[+ Favorites
[search Inbox (Ctrl-E) Microsoft Outlook Test

4 thyxulysucophanmem@ “ | Arrange By: Date |Newest on top Message

[ Inbox [2) Microsoft Outlook <tbxxulysucog

4 Toda
(2 Drats Y Sent Sat8/26/2017 453 PM
[=3 Sent Ttems | Microsoft Outlook 4:53 PM To Mr Xuyen

3 Deleted Items Microsoft Qutlook Test Messa..,

1 Andy from Google 315 PM . .
Junk E-mail y
£3 Junk E-mai Mr, get more out of your new .. This 1s an e-mail message sent

& Outbox automatically by Microsoft

[ RSS Feeds Outlook while testing the
E;Zi Search Folders i L

. I See more about: t... A
EEEINE °

Items: 2 Unread: 2 | | [ B3 100% @ U @ ]

£
i
=
o
c
-]
s

-

L 0:fepor g




Hinh 5.17 cu hinh thanh cong

2.2.1 Lam quen véi outlook 2010

- Quan Iy nhiéu tai khoan e-mail tir mdt noi

Nguoi dung c6 thé dé dang quan 1y e-mail tir hop thu nhiéu. Pong bo hoa cac loai
email ciia nhiéu tai khoan e-mail tir cac dich vy nhu Hotmail, Gmail hoic chi 1a vé bat ky
nha cung cip khac sang Outlook 2010.

- Social Networking Integration

Microsoft nhan ra xu huéng phét trién cia mang xa hoi nén da thém Outlook Social
Connector vao ng dung Outlook 2010. Outlook Social Connector c6 thé vira xem mail,
vira cap nhat tinh trang, chia sé tap tin va hinh anh. Tt d6 gitp duy tri va md rong mang
lu6i xa hoi cua nguoi ding tot hon. S& xuat hién Facebook add-in trong nhitng phién ban
dau.

Ciing nhu cac phién ban Outlook trudc, ngudi ding c6 thé dit trang chu cia minh cho
Mot thu muc.

Quan 1y lich tir nay s& don gian va tot hon Outlook 2007, kha ning dong bo dung véi
lich hién tai.

Bén canh khoan chinh giao dién ngudi dung, s& c6 thém nhiéu lya chon dé két néi tgi
cac dich vu bén ngoai, san pham va khach hang.

Hoc tap phong cach tdi gian hét sirc tir Windows 7, giao dién 1am viéc Office 2010 da
gon gang chur khong con 19n Xon nhu trudec.

- Tim hiéu vé& Ribbon

Giao dién mai cua Outlook 2010 c6 tén goi 1a Ribbon. Néu ban di st dung Microsoft
Office Word 2010, cac giao dién sé quen thudc vai ban hon vi trong Outlook 2010 duoc
soan thao dua trén Word 2010, cac 1énh trong Word s& c6 san khi ban soan soan noi dung
trén Outlook.

Ribbon cta outlook 2010 dwogc sip xép nhu sau:

Man hinh két qua

e | H '3 Outlook 2010 - Message (HTML)

] Message Insert Options Format Text Review

=. @ ﬂ gggj [l Attach File

oD Attach Item -

.
11

-

Calibri (Body = 11 = A" A~

BT

£

i
¥

= | Address Check )
Book MNames | L&k Signature -

Clipboard Basic Text Mames Include
Hinh 5.18 Ribbon cua outlook 2010
+ [1] Tabs: cac giao dién dugc tao ra tir cic Tab khac nhau. O hinh trén 1a giao
dién cua tab Message. Trong céc tab la cac I¢nh va cac nut 1€nh.
+ [2] Groups: Mdi Tab c6 cac 1énh lién quan dén nhau, ta c6 thé gom thanh mot
nhom (group). Vi du hinh trén 1a nhém Basic Text.

Faste B 7 U - A- | |=
= - § = —

+ [3] Trong hop Font chit c6 chtra cac kiéu chir dung dé dinh dang céc kiéu chi.
- Thanh cdng cu mini
Man hinh két qua
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] IMessage Insert Options Format Text f

0 calibrifBody v 11 - Ay i=-i=- &

Paste 3 B Z U W-A-(EEE FEFE
Clipboard Basic Text

Hinh 5.19 Thanh cdng cu mini cta outlook 2010
- Thanh cong cu mini gitp nguoi dung dinh dang van ban thuan lgi va nhanh
chong hon.
+[1] Chon vin ban cua ban bang cach kéo chudt dé to khdi, sau d6
Click chuot phai, thi thanh cong cu sé hién ra.
+[2] Thanh coéng cu s& xut hién chim trén nén van ban. Néu ban tro
dén no, né s& hién ndi 1én va ban cé thé str dung né dé dinh dang vin ban.
- Calendar — lich lam viéc
+ Tinh niang Calendar can thiét cho ai thudng xuyén phai siap xép thoi
gian gap khach hang, hoi hop. Nguoi dung con ¢6 tiiy chon nhac lich lam viéc theo gio,
theo ngay (dong nhac nha hién trén man hinh theo lich hen)... Thong tin lich lam viéc
cua ting ¢4 nhan trén thu myc dung chung con giup ngudi dung biét ddng nghiép khi nao
ban cong tac, nghi om...
2.3 Sao luu dir liéu mail
- Dung nhiéu tai khoan Outlook trén mot PC
+ Windows 7 - Start — Control Panel — Mail
+ Mail Setup - Outlook = Profiles: Show Profiles

Man hinh két qua
A Mail Setup - Outlook [
E-mail Accounts
7 Setup e-mail accounts and directories.
s
Data Files
& Change settings for the files Outlook uses to Data Files...
\yﬁ store e-mail messages and documents.
Profiles

Setup multiple profiles of e-mail accounts and Show Profiles. ..
data files. Typically, you only need one. ove o

Close

- p—

Hinh 5.20 Dung nhiéu tai khoan Outlook trén mét PC
+ Mail - When starting MS outlook, use this profile: Prom for a profile to be
used — General: Add
+ New profile = Profiles name: <dat-tén-nguoi-dung— - OK
Man hinh két qua
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:9 Mew Profile ﬁ

L_‘ Create New Profile
prfie Name:

MrXuyen

Hinh 5.21 Dung nhiéu tai khoan Outlook trén mot PC

+ Add new account = thyc hién lai cac budc CAu hinh mail client
Man hinh két qua

A Mail . [

General }

@ The following profiles are set up on this computer:

Add... Remove Properties Copy...

When starting Microsoft Outlook, use this profile:
* Prompt for a profile to be used
(" Always use this profile

|C-L.tI:-:-k J
ok | cancel | Apply |

Hinh 5.22 Dung nhiéu tai khoan Outlook trén mét PC
+ Windows 7 - Start — All Programs — MS Office — MS Outlook 2010
+ Choose Profiles = Profiles name: <chon-tai-khoan-email-sir-dung—

Man hinh két qua
Choose Profile ﬁ
Profile Name: | Meduyen |Z| New...
MrXuyen
Outlook

[ ok || cancel | |options>>]

Hinh 5.23 Dung nhiéu tai khoan Outlook trén mét PC
- M@t s6 khai niém vé cac giao thirc giri va nhan Email
+ [1] SMTP (tir chir Simple Mail Transfer Protocol) -- hay la giao thuc
chuyén thu don gian. Pay 1a mot giao thire lo vé viée van chuyén email giira cac may chu
trén duong trung chuyén dén dia chi nhan ciing nhu 14 lo viéc chuyén thu dién tir tir may
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khach dén may chi. Hau hét cac hé thong thu dién tr giri thu qua Internet déu dung giao
thirc nay. Cac mau thong tin c6 thé duoc ldy ra boi mot email client. Nhitng email client
nay phai dung giao thirc POP hay giao thuc IMAP.

+ [2] IMAP (tir chir Internet Message Access Protocol) -- hay la giao thuc
truy nhap thong diép (tir) Internet. Giao thitc nay cho phép truy nhap va quéan ly cac mau
thong tin vé tir cac may chu. Vi giao thire ndy ngudi dung email c¢6 thé doc, tao ra, thay
d6i, hay x04 cac ngin chtra, cic mau tin déng thoi ¢ thé tim kiém cac ndi dung trong
hop thu ma khong can phai tai cac thu vé.

+ Phién ban méi nhét cua IMAP 1a IMAP4 tuong ty nhung c6 nhiéu chirc ning
hon giao thirc POP3. IMAP nguyén thuy duoc phét trién boi dai hoc Standford nim
1986.

+ [3] POP (tur chir Post Office Protocol) -- hay la giao thitc phong thu. Giao
thire nay dugc dung dé truy tim cac email tir mot MTA. Hau hét cac MUA déu dung dén
giao thirc POP mic dit mot s6 MTA ciing c6 thé dung giao thirc méi hon 1a IMAP.

+ Hién c6 hai phién ban ciia POP. Phién ban dau tién 1a POP2 di trd thanh tiéu
chuan vao thap nién 80, n6 doi hoi phai co giao thic SMTP dé giri di cac mau thong tin.
Phién ban mé&i hon POP3 ¢6 thé dugc ding ma khong can tGi SMTP.

+ Muc Inbox: La hdp thu dén, cho biét s luong thu da gui dén, khi chon muc
nay thi khung gitra hién ra tén, dia chi, tiéu dé noi dung,... hdp thu ctia nguoi gui dén.

- Muc Drafts: La muc luu cac ndi dung thu da soan nhung chua hoan chinh
va khong goi di.

- Muc Outbox: La hdp thu di, s€ luu dia chi, ndi dung thu da géi di (chu y 1a
phai c6 xac 1ap cho myc nay, néu khong s& khong luu).

- Muc Sent Items: La muc luu céc ndi dung thu da goi di thanh cong.

- Muc Deleted Items: Cac thu da x6a, khi xo6a thu thi dia chi va ndi dung thu
d3 x6a s& chuyén sang muc nay chir chua x6a han khoi mail. Néu mudn xéa han khoi
mail thi click phai chudt tai muc nay va chon Empty Deleted Items.

- Muc Junk E-mail: loc cac email quang cdo, Spam hay nhitng thu dién tu
khong moi ma dén

- Muc Outbox: La hdp thu di, s€ luu dia chi, ndi dung thu da géi di (chu y 1a
phéi c6 xac 1ap cho muc nay, néu khéng s& khong luu).

- Muc RSS Feeds: RSS (Really Simple Syndication) Dich vu cung cap thong
tin cuc ki don gian. Danh cho viéc phan tan va khai thac ndi dung thong tin Web tur xa (vi
du nhu cac tiéu d¢, tin tac). St dung RSS, cac nha cung cap noi dung Web c6 thé dé dang
tao va phd bién cac ngudn dit liéu vi du nhu céc link tin tirc, tiéu dé, va tom tat.

- Mot cach sir dung ngudn kénh tin RSS duoc nhiéu ngudi wa thich 1a két hop
noi dung vao cac nhat trinh Web (weblogs, hay "blogs"). Blogs 1a nhirng trang web mang
tinh cdc nhan va bao gém cc mau tin va lién két ngan, thudng xuyén cap nhat.

- Géi email cho nhiéu ngwoi nhung diu tén ngwdi nhan

+ Thu dién tir (email) c¢6 1 diém wu viét so voi thu thuong 13 ta c¢6 thé goi 1 thu

cho rat nhiéu ngudi cing lic ma thoi gian gdi di cling khong khac goi cho 1 nguoi.
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Thong thuong, ta dé tit ca dia chi email ciia ngudi nhan vao muc To hay CC nhung nhu
vay thi nhitng nguoi nhan thu déu théy toan bd danh sach ngudi nhan, kha la bat tién néu
c6 ngudi mudn gidu dia chi email cia minh. Dudi day 1a mot cach goi thu cho nhiéu dia
chi nhung gidu danh sach dia chi nay khong cho nguoi nhan thu xem.

+ Mot thu dién tir thuong c6 cac muc: dia chi nguoi nhan (To); chu dé cua thu
(Subject); ban sao dong gdi thuong (Cc - Carbon Copy), ban sao dong goi bi mat (Bec -
Blind Carbon Copy). Khi ban géi thu di, tit ca nhing gi ghi trong muc To, Cc va Subject
s& duoc hién thi diy du trong e-mail ciia nguoi nhan. Riéng nodi dung trong muc Bec s&
khong duoc hién thi trong thu khi nhén.

+ Chu y: khi c6 nhiéu dia chi trong cac myc To, Cc, Bece; cac dia chi phai cach
nhau bang dau chim phay. Khong nén goi cho qua nhiéu dia chi cing lic vi cac nha cung
cép dich vu s€ ngan chan vi tuong la ban dang gieo rac thu rac. Tat ca cac dich vu Web
mail déu cung cap sin tinh ning Bcc trong cira s6 soan thao email.

+ Trong cura s6 soan thao emai cua Outlook, ban md menu Options roi chon
View Bcc.

\ 1 A 5
Man hinh két qua
= =
El=| = Untitled - Message (HTML) [E=REE
] Message Insert Options Format Text Review & @
= =) Se=3 [ Request a Delivery Receipt =3 '[:"i %
=) =} ~ rery - = ¢
| & =, = (] "_I’Q’ equest a Delivery Receip b =
Boce  From | Permission | Use Voting [ Request a Read Receipt Save Sent Delay Direct
= Buttons = Item To = Delivery Replies To
Themes Shaow Fields Permission Tracking Mare Options
Tou.
|
El Ceu
Send
Subject:

Hinh 5.24 Géi email cho nhiéu nguoi nhung déu tén ngudi nhan
- Dinh kém file vao Email
+ Ban mudn dinh kém file ndo d6 vao thong bao ban gui di (VD: file Word,
Exel) ban lam cac budc sau:
+ [1] Nhép dia chi nguoi1 nhan Email ¢ hdp TO
+ [2] Nhap tiéu dé Email ¢ hop Subject
+ [3] Nhép vao biéu tuong Attach file, chon duong dan dén noi luu trit file do,
chon file ban mubn gui. Nhén Insert hoac phim Enter.
+ [4] Ban co thé nhdp hoac khong nhap ndi dung email mudn gui, sau do nhéan
vao nut Send, Email da dugc gui di cung file dinh kem.
- Chén hinh anh vao ndi dung Email
+ [1] Tao email méi
+ [2] Chon Tab Insert, click chon Picture trong nhém Illustrations
+ [3] Chon mdt hoac nhiéu hinh dé chén vao trong ndi dung email
- Chinh stra hinh anh nguoi dung chén vao Email
+ [1] Chon hinh anh da dua vao trong email.
+ [2] Quan sat hinh anh xuét hinh trén giao dién va céc cong cu xung quanh no.
+ [3] Dung cac cong cu ndy dé chinh sira hinh anh theo y minh.
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+ [4] Ngud dung ciing co thé sir dung cac cong cu trén véi biu do, ban v, so dd
hodc tin nhén.

- Quan sat cac file dinh kém trude khi gai email

+ Trong Outlook 2010, khi ban nhan dugc cac tai liéu dinh kém ta cé thé quan
sat cac file nay truéc khi mé chung hodc luu vé 6 dia. N6 giup cho mdy tinh cta ban an
toan hon, tranh luu vé cac ma doc.

+ Dé xem duoc cac file ndy ta nhin vao biéu twong file d6 (nhu hinh trén). Ta co
thé quan sat cac file d6 & ctra s6 doc (cot bén trai Outlook).

- Tao email tra loi te dong (auto reply)

+ Khi nguoi dung di cong tac khong check mail dugc, néu nhan duoc thu ma ta
mudn tu dong gt thu trong Inbox dén mot dia chi thu dinh truéc, trong MS Outlook
khong hd tro nhung co thé cai thém chuong trinh dé ¢6 chirc nang nay 1a Auto Reply.

+ Budc 1: Tao mot email mau (dung dé tra 10i thu ty dong)

+ Bam vao tab Tép (FILE), roi bam vao tab Théng tin (Info) trong menu.
BE o -

HOME SEMD / RECEIVE FOLDER VIEW GROUPS

(5 Ignore Meetin
o X Qia 3

= Clean Up~

&

Mew  MNew Delete | Reply Reply Forward
&
Email ltems~ | % Junk= All E-@Mnrev
Mew Delete Respond

Hinh 5.25 Tao mot email miu (dung dé tra 161 thu tw dong)
+ BAm Tra I6i tu dong (Automatic Replies).
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©

RS » Account Information

Open & Export

c
A Microsoft Exchange

Save As

# Add Account

F Account and Social Network Settings
&% Change settings for this account or set up more connections,
Account Access this account on the web.
Settings -
Office Account Connect to social netwarks,
Options
= ®' Automatic Replies (Out of Office)
* = Use automatic replies to notify others that yow are out of office, on vacation, or
Automatic not available to respond to e-mail messages.
Replics
= Mailbox Cleanup
L3

Manage the size of your mailbox by emptying Deleted ltems and archiving.
Cleanup |
Tools - I
| 844 MB free of 4.5 GB
Hinh 5.26 Tao mot email mau (dung dé tra 161 thu ty dong)
- Cht y Néu khong thiy tiy chon nay, ban hién khong sir dung tai khoan
Exchange

+ Trong hdp thoai Tra 1oi tw dong (Automatic Replies), chon hop
kiém Giri tra 101 tw dong (Automatic Replies).

+ Néu ban mudn chi dinh pham vi ngay va gi& dit sin, hiy chon hop
kiém Chi giri trong pham vi thoi gian nay. Sau d6, dit Thoi gian bt dau, rdi dit Thoi
gian két thic.

+ Trong tab Bén trong té chirc ciia toi, nhap thong bio ban mudn guri
bén trong t6 chirc cia minh, va trong tab Bén ngoai té chirc ciia téi, nhip thong bao ban
mudn giri bén ngoai t6 chirc cia minh. BAm OK.,

+ Néu ban chon tuiy chon "Chi gtri trong khoang thoi gian nay" tai budc
4, tinh nang Tra 10i tw dong (Khi thoat khéi Office) sé tiép tuc hoat dong cho t6i ngay
va gio da dat & muc Thoi gian két thiic tai budc 5.

+ Ngoai ra, tinh nang Tra 161 tur dong (Khi thoat khoi Office) sé tiép tuc
hoat dong cho téi khi ban 1ap lai bude 1 va chon Khong giri tra 1o tw dong
2.4 Khic phuc sw ¢ thwong gip
2.4.1. Khong nhan hoac guiri dwge Email

Trudc tién, kiém tra v6i nguoi giri dé chac chan rang ho da thuc su giri thu va khong
gap phai su cb ndo v6i may chua thu ciia ho. Néu khong ¢ van dé gi tir phia nguoi gui, 6
thé mot trong nhitng su ¢d sau di xay ra:

- Email khong dwoc dé dia chi ding.
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+ C6 thé nguoi gui khong c6 dia chi email diing ciia ban. Hoac d6i khi ho nhép
sai chinh ta trong dia chi email, nhung hoéa ra dia chi khong ding d6 lai 1a dia chi email
dung cta ngudi khac. Néu didu nay xay ra, email du dinh duoc giri cho ban s& duoc
nguoi khac nhan dugc.

+ Néu ban 13 mot nguoi sit dung Yahoo! Mail qudc té, nguoi giri c6 18 di st
dung mién yahoo.com chuén thay vi st dung dia chi thich hop cta ban (vi du nhu,
yahoo.co.uk hodc yahoo.com.vn).

- Thuw bi giri cham.

+ Hau hét cac thu duoc giri trong vong mot vai phat. Tuy nhién d6i khi cac thu
c¢6 thé bi tri hodn trong khi gui do su ¢d v6i mdy chil thu ciia ngudi giri, duong truyén
Internet qua tai hodc su ¢6 dinh tuyén. (Poi khi, su tri hoan cé thé kéo dai trong magt vai
gi0 hodc lau hon).

- Dia chi ciia ngwoi gwri bi chan.

+ Tinh nang Pia chi bi Chan nay ctia Yahoo! Mail cho phép ban tao mét danh
sach cac dia chi ma ban khéng muén nhan email gui tir cac dia chi nay. Thu giri dén tix
mot trong nhitng ngudi giri nay s& khong bi chuyén tra nguoc lai nhung bi hiy bo. Kiém
tra danh sach Pia chi bi chin cta ban bang cich nhip vao menu Tro gitp tha xudng &
gbc trén cung bén trai, chon Tuy chon. Phia dudi muc "Thu rac," nhép bia chi bi chan.
Ban sé théy mot danh sach nhirng dia chi ban da chan.

+ Ban di kich hoat tinh ning chuyén tiép thw

- Kiém tra xem ban c6 dit ché do chuyén tiép thu cho dia chi email khac
khong. nhap vao menu Trg gitp tha xudng & goc trén ciing bén trai, chon Tty chon. Bén
dudi muc "Quan 1y," nhap Truy cap POP va Chuyén tiép. Néu c6 mét dau trong hop bén
canh muc "Chuyén tiép" thi ban dang chuyén tiép thu sang mot dia chi khac. Nhap dé go
bo dau danh déu do.

+ Ban di thiét 1ap bd loc.

- €6 thé ban da thiét 1ap bo loc ma khién cho thu dugc chuyén dén thu muc
Thu rac hodc mét thu muc khéc trong tai khoan Yahoo! Mail caa ban. Dé kiém tra, nhap
vao menu Trg gitp tha xudng & goc trén bén phai va chon Tuy chon. Bén dudi muc
"Quan 1y," nhap Bo loc. Néu c6 cac bd loc khac duoc liét ké, ban phai chic chin cac bo
loc khong dugc thiét 1ap dé chan nhan thu tir ngudi giri nay.

- Luu ¥: Thu trong thu muc Thung rac c¢é thé bi x6a bat ctr lac nao. Kiém tra bo
loc cua ban dé chac chin rang tat ca thu cia ban khong bi chuyén thang toi thu muc
thung rac.

+ Kha nang khéc.

- Thinh thoang, su gian doan duong truyén email qua Internet khién cho thu
cta ban khong dugc gui. Diéu nay rat hiém, nhung c6 xay ra.

- That tiéc 1a ngoai viéc cho doi, khong con cach nao khac dé biét duoc lidu
thu d bi tri hoan hay bi ngan khong cho giri. Néu nguoi giri ¢6 thé gui lai, hiy yéu cau
ho gui lai thu.

- Du l1a nguyén nhan nao, cach tét nhat 1a dé nghi ngudi giri lai thu.
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- Dong thoi, nhd kiém tra hop thu xem ban di nhan dwoc hay chua.
2.4.2. Nhan Email nhung khong giri dwgc va ngugc lai

C6 thé c6 mot vai nguyén do khién ching ta khong thé nhan dugc thu gui cho minh.
Trudc tién, ban cin dam bao rang nguoi guri da giri thu dén dung dia chi. Chi can nhap
sai mot chir cai trong dia chi email ciing c6 thé khién cho thu dugc guri dén khong dung
ngudi nhan. Ngoai ra, can dam bao rang ho co thé giri thu thanh cong cho nhiing nguoi
khac. Néu ban van khong thé nhan thu, c6 thé c6 mot s nguyén nhan khac di xay ra.

Dia chi cua nguoi giri ¢6 thé nam trong Danh sach dia chi bi chin. Tinh ning Dia chi
bi chan trong Yahoo! Mail cho phép ban tao danh sach cac dia chi ma ban khong mubn
nhan thu. Thu gui tir nhitng nguoi nay s& khong thé dén dugc hoac bi giri tra vé, hoac
don gian 1a bi x6a di. Pay 1a Iy do phd bién nhat khién cho thu khong thé dén duoc voi
ban. Dé kiém tra danh sach Dia chi bi chin, 1am theo cic budc sau:

- Tim Dija chi bi chan:

+ 1. O goc trén bén trai trang, nhap Tuy chon | Tty chon Mail.
+ 2. Nhép vao DPia chi bi chan.
+ 3. Ludt qua danh séch Dia chi bi chan dé tim dja chi coa nguoi gui.
- Xéa dia chi bi chan:
+ 1. O goc trén bén trai trang, nhip Tuy chon | Tty chon Mail.
+ 2. Nhép vao DPia chi bi chan.
+ 3. Tim dia chi email bi chdn trong Dia chi bi chdn va chon dia chi nay.
+ 4. Nhép vao biéu tuong thung rac & bén phai.
+ 5. Nhép vao Luu vao goc phai phia trén dé luu thay doi.

Email nay c6 thé da duoc loc. Néu ban thiét 1ap bo loc, email cua ban c6 thé di duoc
chuyén dén thu muc khac thay vi Hop thu dén. Tham chi n6 ¢6 thé duoc chuyén dén thu
muc Thung rac. Sau day la cach xem bd loc:

- Xem b loc:

+ 1. O goc trén bén trai trang, nhip Ty chon | Tty chon Mail.

+ 2. Nhap vao B9 loc.

+ 3. Kiém tra bo loc bang cach nhap vio tén bd loc trong cot giira va xem thiét
1ap & bén phai.

+ 4. Néu ban tim thdy bo loc gay ra su cb, ban co thé thay doi cac trudng & bén
phai hodc x6a bo loc bang cach nhap vao biéu tuong thing rac phia trén cot giira.

+ 5. Nhdp vao Luu vao goc phai phia trén dé luu thay doi.

- Xin lwu y: Céc thu trong thu muc Thung rac c6 thé bi hé théng x6a bat ky lac
nao. Vi vay, ban khong nén dé bat ky email nao trong thu muc Thung rac trir khi ban
muén xoéa chiing. Sau khi cac thu nay duoc x6a sach khoi Thung rac, chiung s& bién mat
vinh vién va khong thé khoi phuc duoc nira.

- Email nay c6 thé dwgc chuyén vao thu muc Thu réc va bj x6a.

+ Ban nén kiém tra thuy muc Thu rac dé tim nhimng thu nay. Ngoai ra, ban ciing
nén kiém tra thiét 1ap thu muc Thu rac dé dam béao rang thu trong thu muc nay khong bi
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x6a ngay. Néu thu muc Thu rac duge dat ché do xoa thu ngay, ban nén doi sang mot thiét
1ap khac:
- 1. O gbc trén bén trai trang, nhap Tty chon | Tuy chon Mail.
- 2. Nhip vao Chung & cot bén trai.
- 3. Trong phan "Bao vé thu rac" chon tiy chon tir menu X6a sach thu muc
Thu rac: M&i tuan mot 1an, Hai tuin mot 1an hodc Mai thang mét lan.
- 4. Nhip vao Luu vao goc phai phia trén dé luu thay doi.
- Email nay cé thé dwoc chuyén tiép. Néu ban da chuyén tiép thw, thw nay c6
thé da dwoc chuyén dén dia chi email khac. Cach kiém tra nhw sau:
- 1. O goc trén bén trai trang, nhap Tuy chon | Ty chon Mail.
- 2. Nhip vao Chuyén tiép ¢ cot bén trai.
- 3. Néu ban sir dung tinh nang chuyén tiép tu dong va mudn ngimg tinh ning
nay, bo chon nit radio canh Chuyén tiép Yahoo! Mail dén mot dia chi email khac.
- 4. Nhip vao Luu vao goc phai phia trén dé luu thay doi.
Email nay c6 thé bi cham. Email thudng dugc chuyén trong vai phut, nhung d6i khi no
cling c6 thé bi cham trong qua trinh chuyén thu.
Vin dé nay thuong 13 do may chi thu ctia nguoi gir, luu luong Internet qua day hoic
su ¢b dinh tuyén.
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Bai tap rén luyén
Khéc phuc su ¢d 181 Mail sau:

1. Could not connect to mail server: Lbi khong két ndi duoc t6i may chii email email.

2. Outlook hoi mat khau lién tuc hoic outlook bao sai mat khau dang nhap lién tuc.

3. Loi gui dugc email nhung khong nhan duoc email.

4. Lbi khi test gri nhan mail trén dich vu cua gmail hoic 16i xac thyc email trén
android, 10S.

5. Email lién tuc nhan duoc thu rac.

6. L6i khong ding nhap dugc tai khoan email trén webmail.

7. Lbi khong nhan duoc mail dén trén outlook

8. L&i khong mé duoc outlook, thuong do file outlook bj 15i do virus hoic bi ngat dién
dot ngot.
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BAI 6. XU LY SU CO SU DUNG MANG NOI BO
Gioi thi¢u
Mang noi bo thudng c6 so d6 don gian, cach van hanh ciing twong dbi d& dang. Tuy

nhién, cho du 1a bat ki hé théng mang nao, ciing déu ton tai nhitng 15i khac nhau. Vay
mang ndi bd (LAN) thuong gap nhitng su ¢ gi, va hudng giai quyét van dé ra sao, trong
gido trinh nay chiing ta tim hiéu cac 15i phé bién, ciing nhu cach khic phuc khi gip phai.
1. Muc tiéu

- Chan doan va xir 1y duoc 16i khong thé lay dia chi IP;

- Chén doan va xir 1y duoc 16i khong két ndi dén may chu;

- Chan doan va xir ly duoc I8i hiéu suat ung dung thap;

- Chan doan va xur 1y duoc 161 vé in an;

- Chan doan va xir Iy duoc 16i phan giai tén mién;

- Chan doan va xir Iy duoc 18i may tram khong thé két ndi wifi

- Thuc hién cac thao tac an toan véi may tinh.
2. N¢i dung chwong
2.1 Xir ly 18i khong thé 1ay dja chi IP

Ban dang bi 15i khong thé ldy dia chi IP khi truy cdp mang, biéu twong mang béo

khong hoat dong, Hé diéu hanh canh bao khong thé nhan dia chi IP tir may chiu DHCP.
Khi kiém tra trang thai cong mang, khong c6 dia chi nao duwoc gan ngoai trir dia chi
169.254.x.x (1a dia chi hé diéu hanh Windows tu cip cho may tinh khi khong nhan dugc
IP). Ban dang cb gang tim kiém cach khac phuc I8i khong thé lay dia chi IP trén may tinh
PC va dién thoai khi ban cé gang két néi véi mot mang wifi nhung chua duoc.

- Nguyén nhén va cach khic phuc 13i khong thé lay dia chi IP

+ Nguyén nhan sinh 15i khong thé liy dia chi IP

- €6 thé do may cha DHCP hét quy dia chi, dich vu DHCP trén méy chu bi

v6 hiéu héa, hodc yéu cau DHCP dugc giri tir thiét bi dau cudi khong dén duge may chu.
+ Cach khic phuc 16i khong thé lay dia chi IP

- Hay luu y xem “Ldi nay chi xay ra voi mot nguoi dung hay véi tat ca moi
ngudi?” Néu chi mot ngudi bi 18i, nén kiém tra lai cau hinh DHCP trén may tram. Sau
do, kiém tra céng mang twong tng thudéc VLAN ndo trén switch.

- Kiém tra may tram ctia nguoi ding trén VLAN tuong tng c6 thé nhan dia
chi IP hay khong. Néu ching khong nhan duoc, sy ¢ nay cé thé do router khong thé
chuyén tiép cac yéu cau DHCP dén may chi. Néu cac may tram thudc nhiéu VLAN khac
nhau cung bi 18i, nguyén nhan s& do chinh may chi DHCP. May chu ¢6 thé chua chay
dich vu DHCP, hoic di can quy dia chi. Néu to chirc c6 nhiéu may chi DHCP, 15i nay c6
thé do mot trong sé cac may cha duoc cdu hinh khéng phu hop. Ciing c6 thé do mot AP
(Access Point) gia mao, do nhan vién ty y mang dén va cam vao hé théng mang, cung
cap dich vu DHCP gia mao cho hé thong mang. Ngoai ra ciing c6 thé do 15i tir nha cung
cap chd dat may chi, thué may cha server lam 15i hé théng mang, an ninh
2.2 Xir 1y 16i khong két ndi dén may chi
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- Trong qua trinh st dung va quan ly, viéc xay ra 15i server (15i may chu) 1a diéu
it ai tranh khoi, dudi day 1a cach khic phuc 13i nhu sau:

+ Trong danh sach cac cach xir 1y 16i may chu (18i két ndi may chu, 15i may chi
qua tai, 16 truy cap may chi), trong tai liéu ndy xin n6i vé dé tai Ldi két ndi may chi va
cach xur i, hy vong sau khi tham khao céac thong tin & dudi cac ban tim ra cach fix 16i
may chu phu hop.

- L&i két ndi may chu
+ Ldi: “Cannot connect to Proxy Server”
- Sau khi bit dau két ndi véi may khach, cac ban nhan duogc tin nhan 15i
thong bao: “Cannot connect to Proxy Server”.
- Nguyén nhan 16i két ndi may chu
+ Trudc khi xir 1y 18i két ndéi may chu ndy, cac ban phai tim hiéu va
phan biét duoc nguyén nhan. Trudc khi gap 16i két ndi nay, cac ban co cau hinh windows
hay cai dat tng dung nao mai?
- Cach khac phuyc 18i két ndi may chu
+ C6 bén cach khic phuc 15i két néi dén may chu, cac ban c6 thé lya
chon cho minh mot cach kha thi va don gian nhat.
- Cach 1: V6 hiéu héa may chu proxy

+ Chon Start — Setting — Netword & Internet — Chon Proxy & thanh bén

trai — Tai muc Manual proxy setup bat On cho Use a proxy server

% Home Proxy
Find a setting 0 Automatic proxy setup

Use a proxy server for Ethernet or Wi-Fi connections. These settings

Network & Internet don't apply to VPN connections.
£ Status Automatically detect settings
@ on
7 Wi-Fi
Use setup script
¥J Ethernet @ ) off
% Dial-up Script address
%% VPN
Save
&= Airplane mode

@ Mobile hotspot Manual proxy setup

(G Data usage Use a proxy server for Ethernet or Wi-Fi connections. These settings
don't apply to VPN connections.
Proxy
Use a proxy server
@ off
Address Port

Hinh 6.1 V6 hi¢u hoa may chu proxy

51



- Ciach 2: Khéi phuyc lai hé théng
+ Néu ban khong thé st dung duoc cach trén thi sir dung System Restore (tinh
nang nay cho phép khoi phuc may tré vé ban udpate gan nhat.

+ Cach lam nhu sau: Windows + R — G0 rstrui.exe — Chon System Restore.
- Cach 3: Thiét lap lai Windows
+ Chon Start — Settings — Updates & Security — Recovery — Tai
muc Reset This PC chon Get Started

2 Home

Find a setting e

Update & Security

¥ Windows Update

W Windows Defender

=

Backup

Troubleshoot

O S

Recovery

Activation

Be ©

Find my device
It For developers

& windows Insider Program

Recovery

Reset this PC

If your PC isn't running well, resetting it might help. This lets you
choose to keep your personal files or remove them, and then
reinstalls Windows.

Get started

Go back to the previous version of Windows 10

If this version isn't working for you, try going back to an earlier one.

Get started

Advanced startup
Start up from a device or disc (such as a USB drive or DVD), change

your PC's firmware settings, change Windows startup settings, or
restore Windows from a system image. This will restart your PC.

Restart now

More recovery options

Learn how to start fresh with a clean installation of Windows

Hinh 6.2 Thiét 1ap lai Windows
- Cach 4: Str dung Windows registry
+ Chon Windows+R— gd Regedit— Paste vao thanh duong dan:
HKEY_CURRENT_USERSOFTWAREMicrosoftWindowsCurrentVersionlnternetSettin
gs Va xoa tap tin: Migrate Proxy, Proxy Enable, Proxy Server, Proxy Override

+ MObi may chii s& c6 mot cach khac phuc khac nhau. C4c ban hdy suy xét va lya

chon cho minh mot cach fix 16i “Cannot connect to Proxy Server” phu hop

- Ldi két ndi may chu ctia may tram

+ (Co6 nhiéu nguyén nhan khac nhau dan dén loi két noi may chu ciia may tram,

véi mdi nguyén nhan s& c6 mot cach khic phuc riéng biét. Cac ban tham khao bang dudi

(nguyén nhén va giai phap cho timg 15i két ndi gitta may cha va may tram)

Nguyén nhan

Ciach khic phuc

Sai thong tin dang nhap (Tén may chu, Giao thic | Mo dir li€u account — Check lai

mang, Port, SQL)

thong tin
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Nguyén nhan Cich khic phuc

Khac mang LAN
Kiém tra: Start — Run — Go: [Ten-may-chul.
Néu xudt hién théng bao 16i: “Windows cannot

Két nd61 mang may chu va may tram

t ang 1 hé thd LAN
access..” hoac @the netword was not found@ thi rons cuns 1 e Thofe matle

day 1a 16i do khac mang LAN

Start—Control Panel— Windows
Do Windows Firewall may chu chan truy cap Firewall — Turn Windows Firewall
On or Off — Chon Off.

Trén day 1a mot s6 cach xur 1y cac 18i server trong truong hop khong két noi may chu
duoc. Hy vong giup cac ban da tim ra 161 giai dap.
2.3 Xir Iy 18i hiéu suat ing dung thap

Tang té¢c may tinh gitp cho may hoat dong nhanh hon, xir 1y cac tac vu tén it thoi gian
hon. Sau mét thoi gian dai str dung may tinh, ban nhan thiy rang mdy tinh cia minh ngay
mot chay cham dan, khong 6n dinh, qua trinh khoi dong “i ach”, tham chi phai mat ca
tiéng dong ho mai khai dong xong, viéc xu 1y cac ung dung du 1a nho nhit cling mat
nhiéu thoi gian... Nhitng ltc nhu thé ban chi mudn dap tan chiéc may tinh cua ban di cho
xong.

Nguyén nhan giy ra hién tugng may tinh chay cham cé thé do 15i phan mém hoic
phan ctng. C6 rat nhiéu nguyén nhan dan dén tinh trang hiéu xuat tng dung thap, duéi
day 1a nhitng cach khac phyc:

2.3.1 G& bo cac chwong trinh Startup khong cén thiét

Chuong trinh Startup 13 cac chuong trinh hé diéu hanh ty dong chay khi mdy tinh khoi
dong. Cac chuong trinh nay khong chi 12 nguyén nhan khién mdy tinh Windows khoi
d6ng cham, thém nira cac chwong trinh ndy c6 thé chay lién tuc cho dén khi ban dong lai
bang tay. Qua trinh chay lién tuc nhu thé s& 1am tén ngudn tai nguyén hé théng (CPU va
RAM) trén mdy tinh ctia ban. Do d6 néu mubn may tinh khoi dong nhanh hon, muot hon,
cling nhu d& “ngdn” ngudn tai nguyén hé thdng, tét nhat ban nén vo hiéu hoa cac chuong
trinh startup khong can thiét di.

Dé vo hiéu hoa cac chuong trinh Startup khong can thiét di, ban thuc hién theo cac
budc dudi day:

Pau tién nhap msconfig vao khung Search trén Start Menu (véi Windows 10,
Windows 7 va Windows Vista) hodc trén Start Screen (vd1 Windows 8 va Windows 8.1).
Trén Windows XP, ban mé ctra s6 1énh Run sau d6 nhap msconfig vao ctra s6 1énh Run.
Luc ndy trén man hinh xuat hién cira s6 System Configuration utility. Tai day ban click
chon thé Startup, sau dé tién hanh vo hiéu hoa tit ca cac ung dung khong can thiét di.
Tiép theo khoi dong lai mdy tinh cua ban dé ap dung thay doi. Luu y rang khong nén vo
hiéu héa cac chuong trinh bao mat dé bao vé may tinh cta ban lic nao ciing trong trang
thai "an toan".

2.3.2 Sir dung cac chwong trinh, irng dung thay thé
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Néu ban dang sir dung cac chuong trinh, tng dung doi hoi nhiéu "stc tinh" (computing
power) dé hoat dong, cach tot nhat 12 ban nén thay thé chung bang cac tng dung, chuong
trinh khac "nhe hon", sir dung nhanh va muot hon. Chang han:

1. Thay thé cac ting dung, Chuong trinh diét virus khéc.

2. Microsoft Office ¢ thé thay thé bang OpenOffice, WPS Office.

3. Adobe Reader c6 thé thay thé bing Foxit Reader mién phi.

4. Céc phién ban trinh duyét Internet Explorer, Chrome va Firefox mai bao gio cling
ngdn it tai nguyén hon, chay tot hon.... Do d6 néu dang str dung cac phién ban cii, tot
nhat ban nén cip nhat va thay thé cac phién ban cii bang phién ban mai dé sir dung.

2.3.3 Kiém tra 16i trén 6 dia cirng

Sau mot thoi gian dai str dung, rat co thé 6 dia cang cua ban s& dinh mot s6 16i va diéu
nay gy anh huong dén hiéu sut may tinh cta ban. Truong hop nay cach tot nhat 14 st
dung tién ich Disk Check duoc tich hop sin trén cac phién ban Windows dé khic phuc
15i.

Pau tién mé Command Prompt dudi quyén Admin, sau d6 nhap Iénh chkdsk/r vao
d6. Liic nay ban s& nhan dugc thong bao yéu cau khoi dong lai may tinh cia minh. Nhan
chon Y dé khai dong lai may tinh cua ban.

Lénh chkdsk/r s& quét 6 dia cting trén may tinh cua ban dé phat hién 131 va khoi phuc
dir liéu ma tién ich doc dugc. Qua trinh dién ra nhanh haycham phu thudc vao kich thuéc
6 dia ctring cua ban.

2.3.4. Vo hiéu héa cac Visual Effects khong can thiét

Visual effects gitip may tinh ctia ban nhin dep méit hon nhung diy ciing chinh I3
nguyén nhan khién may tinh cua ban ngdy mot cham dan. Do d6 dé may tinh chay muot
hon, hiéu suat nhanh hon céc tot nhat 1a vo hiéu héa tat ca Visual Effect di.

Dé vo hiéu hoa Visual effects ban thuc hién theo cac budc dudi day:

1. Nhan t6 hop phim Windows + R dé mé ctra s6 lénh Run.

2. Nhap lénh sysdm.cpl vao cira s6 Run.

3. Luc nay trén man hinh xudt hién mot cira s6 moi. Tai day ban click chon
th¢ Advanced, sau d6 click chon Settings tai muc Performance.

4. Tai muc Adjust for best performance, danh tich chon céc style visual va theme ma
ban muén sir dung.

5. Click chon Apply dé ap dung thay doi.

Viéc vo hiéu hoa Visual effects c6 thé cai thién hiéu suat hé thong cua ban mot cach
dang ké, dic biét néu ban dang sir dung Windows 7 hoic Windows Vista va dang st
dung giao dién Aero khong c6 card dd hoa.

2.3.6 Khong chay qua nhiéu &ng dung, chwong trinh diét virus
Ban c6 biét riang cic ung dung, chuong trinh diét virus chiém maot phan tai nguyén rat

I6m trén hé thong cia ban, va day cling 1a mot trong nhimg nguyén nhan khién may tinh
cua ban hoat ddng cham dan. Do d6 151 khuyén cho ban 1a lua chon va sir dung mot phan
mém, &ng dung diét virus hiéu qua nhat dé dam bao hiéu suat cua may tinh duoc cai thién
dong thoi giai phong thém khong gian 6 dia cung.
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2.3.7 Vo6 hi¢u hoa Sound Schemes

Mdi khi ban thyc hién mot hanh dong nao dé trén may tinh Windows s& phat ra mot
am thanh dé thong bao cho ban biét. Mic du tinh ning nay kha hay va hitu ich cho nguoi
dung, tuy nhién vé lau vé dai tinh ning nay s& khién may tinh ctia ban hoat dong cham
dan. Bé may tinh cta ban hoat dong véi hiéu suat tét hon, ban nén vo hiéu héa 4m thanh
bao nay di.

Dé vo hiéu héa Sound schemes, dau tién ban md Control Panel, sau d6 click
chon Sounds, hoic cach khac 13 mé cira s6 1énh Run sau d6 nhap mmsys.cpl vao do.

Trén cira so tiép theo, click chon thé Sound, sau d6 click chon No Sounds tir menu
dropdown Sounds scheme rdi click chon Apply dé ap dung thay doi.
2.3.8 Xoa cac tap tin tam thoi (File Temporary)

Disk Cleanup il

. The Disk Cleanup utility is cleaning up unnecessary files
3 On your machine.

Cleaning up drive (C:).
Cancel

Cleaning: Temporary files

Hinh 6.3 Xo6a cac tap tin tam thoi

Cac tap tin tam thoi dugc luu trit trén may tinh cua ban trong qua trinh Windows hoat
dong. Céc tap tin tam thoi bao gom log files, lich sir duyét web, cookies va cac tap tin
trong thu muc "temporary internet files"....

Sau mot thoi gian dai s dung, cac tap tin ndy s& ngdy mot day Ién, va chiém khong
gian 6 dia trén hé thdng cua ban, do d6 ban phai tién hanh "don sach" cac tap tin nay di.

Ban c6 thé sir dung CCleaner hoic str dung tién ich Windows Disk Cleanup dugc tich
hop san trén Windows dé don sach céc tap tin nay.

Mg tién ich Windows Disk Cleanup bang cach mé cura s6 lénh Run, sau do
nhap cleanmgr.exe roi nhan Enter.

Ngoai ra ban c6 thé tao lich quét cu thé dé Disk Cleanup tuy dong x6a céc tap tin.

2.3.9. V6 hi¢u héa dich vu chi muc Search Indexing

Dich vu chi myc Search Indexing (Search Indexing Service) trén Windows quét tat ca
cac tap tin va thu muc trén hé thdng cua ban va luu trit cac thong tin trén co s dit liéu dé
ngudi ding tim kiém nhanh hon.

Nhiéu ngudi dung sé thac mac rang Service Indexing 1a mot dich vu tét, nhung tai sao
lai phai v6 hiéu hoa dich vu nay di. Li do don gian 1a khi Search Indexing hoat dong, dich
vy s& khién téc do hé thong cham dan. Ngoai ra, dich vu ndy con ngdn kha nhiéu dung
luong bo nhéd dém (pagefile) cling nhu “thoi gian va suc luc” cuia CPU.

Dé vo hiéu héa dich vu chi muc Search Index, ban thuc hién theo cac budc duéi dy:

Dau tién mé& ctra $6 1énh Run, sau d6 nhap services.msc vao d6. Trén cira 6 Xuat hién
trén man hinh, & khung bén phai tim va kich dap chudt vao service Windows Search.

Trén ctra s6 Properties, click chon thé Genearal, sau d6 tai muc Startup type, click
chonDisable roi chon OK dé luu lai thay doi.
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Khoi dong lai may tinh cua ban. Tir gio qua trinh tim kiém trén may tinh cua ban s&
hoi cham mot chit nhung d6i lai may tinh caa ban s& hoat dong nhanh hon.

2.3.10. Update Windows va dam bao ring ban dang sir dung phién ban driver phin
cirng méi nhit

Céc phién ban Windows mai nhat bao gio ciing duoc tich hop cac tinh ning méi day
da nhit, ddng thoi cac 16 hong hay cac ban 15i phan cing trén cac phién ban trude do
cling duoc fix. Do d6 nén thudng xuyén cap nhat (update) phién ban Windows méi nhat
dé sir dung, vira dé trai nghiém céc tinh ning méi dong thoi ciing khic phuc cac 16i phan
ctng dé cai thién hiéu suat hé théng cua ban.

Ngoai ra khi sir dung phién ban Windows maéi nhét ciing dam bao d6 bao mat hé thng
cua ban cao hon, an toan hon.

2.3.11. Kiém tra Device Manager dé “tim kiém” cAc xung dot phan cirng

Mg cira s6 Device Manager dé kiém tra xem tat ca cac phan cuang két ndi dang hoat
dong c6 6n dinh hay khong? Néu phat hién c6 bat cir mot xung dot phan cing nao do,
thue hién cac bude dé khic phuc, giai quyét 16i d6. Néu truong hop khong thé khic phuc
duoc 15i, giai phap don gian nhat 1a ngat két néi cac phan cung dang gap su ¢6 cho dén
khi ban tim thay mét giai phap hop 1y c6 thé khac phuc 15i.

2.3.12. Thay d6i Power scheme thanh High Performance

Néu dang sir dung laptop va ban dé y thay rang laptop cia minh chay kha cham, khi d6
ban c6 thé thay d6i Power scheme thanh High Performance (toc do toi da) dé cai thién téc
d6 hé théng.

Luu y rang khi ¢ ché @6 High Performance, hé thong sé chay hét cong suat, va toc do
s& nhanh nhat, nhung ciing s& ton pin nhat.

Pé thay d6i Power scheme, ban ma Power Option trén Control Panel, sau d6 click
chon High Performance.

Ngoai ra trén Windows 7, Windows 8/8.1 va Windows 10 ban co thé m& Power
Options tryc tiép bang cach nhap Power Options vao khung Search trén Start Menu hoic
Start Screen.

2.3.13. Pirng bao gio' dé may tinh ciia ban "qua néng"

Néu may tinh cta ban "qua néng" s& gdy ra nhiéu van dé ma ban khong thé luong
trude duoc. Khi may tinh nong dan dén bo vi xir 1y s& hoat dong cham dan kéo theo dén
hiéu suat may tinh cua ban ciing cham dan theo thai gian.

Céach tt nhat dé ngan may tinh cua ban khong bi néng d6 1a su dung dé tan nhiét, quat
tan nhiét.
2.3.14. Nang cip RAM

RAM hay con goi 1a Random Access Memory, 1 noi chta tat ca cac tap tin cia cac
chuong trinh dang chay trén may tinh. Viéc truy cip cac tap tin tir RAM nhanh hon rat
nhiéu so v&i viéc truy cap tir 6 dia cung.

Diéu nay ddng nghia voi viéc néu dung luong RAM cang nhiéu thi du c6 nhiéu
chuong trinh chay trén hé théng ciing khong anh huéng dén téc do hoat dong cua hé
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théng. Viéc nang cdp RAM ciing khong quéd tén kém, va day ciing 1a mot trong nhitng
cach tot nhat dé tang toc do may tinh “cham nhu rua” cua ban.
2.3.15. Kiém tra spyware (phin mém gian diép) va malware (phan mém ddc hai)

Do phan 16n nguoi ding may tinh thuong luét web, chat tryc tuyén va email nén méy
tinh dé dang bi nhiém cac phan mém gian diép (spyware) va phan mém doc hai
(malware) tir cac trang web khac nhau ma ban ghé thim. Bang cach loai bo cac spyware
va malware, toc do may tinh cua ban s€ duoc tang 1én dang ké.

Theo Microsoft, cach t6t nhat dé bao vé may tinh cua ban khoi phan mém gian diép
treéc hét 1a st dung mot dich vu mién phi c6 tén PC Safety Scan dwgc quét tir Windows
Live OneCare dé kiém tra virus va loai bo ching.

Ban ciing c6 thé tai vé Microsoft Security Essentials (mién phi) dé bao vé may tinh cta
minh khoi virus, spyware, adware va nhitng thir khac 1am cham hiéu suat hoat dong cua
hé thdng. Hoac néu ban dang dung hé diéu hanh Windows 7, Windows Vista, Windows
XP va Windows 2000, ban c6 thé sir dung Microsoft Windows Malicious Software
Removal Tool.

2.3.16. Don sach thung rac

Empty Recycle Bin

Create shortcut
Hinh 6.4 Don sach thung rac

Thao tac “Empty Recycle Bin” tuy rat don gian nhung lai to ra kha hiéu qua. Viéc dé
thung rac chira mot lugng 16n dit lidu ciing gop phan lam cham hiéu suat hoat dong cua
may tinh do day 1a mét file hé théng cua Windows, nén khi hoat dong n6 sé dugc “ngod”
qua, “rac” cang nhiéu thi hé théng s& cang bi nang né hon.

2.3.17. Chéng phan manh 6 cing

Sy phan manh cua cac tap tin trén may tinh c6 thé 1am cho mdy tinh cta ban cham
xudng vi phai mat thoi gian 14u hon dé "tim thay" tit ca cac tap tin can thiét. Dé tranh
diéu nay, ban c6 thé ty chdng phan manh cho may tinh. Néu sa dung Windows
XP/Vista/7, ban c6 thé 1am theo huéng dan sau (cha ¥ 13 phai déng tit ca cac chuong
trinh dang m¢ trudce khi thuc hién viéc nay):

Vao My Computer > kich chudt phai vao 6 cai dat hé diéu hanh (thudng 1a 6 C) va
chon Properties. Trén ctra s6 hién ra chon thé Tools > kich vao Defragment Now. Sau
do kich Defragment. Trong khi chuong trinh dang chay, ban khong nén st dung may
tinh. Thoi gian chay qua trinh chdng phan manh phu thudc vao kich thuéc cua 6 dia ciing
va s lwong phan manh.

Hoic don gian 1a lam theo hudng dan cua Microsoft cung cap ¢ day véi chi dé "Ting
toc dé truy cdp dir liéu" bang cach chon hé diéu hanh ban sir dung va theo ting buéc
hudng dan.

2.3.18. Xéa cac tap tin khong sir dung
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Kiém tra k§ moi thir trén may tinh ctia ban, dau tién 13 man hinh desktop, hiy don dep
va x6a cac chuong trinh, tap tin ma ban khong bao gio sir dung. Picu niy s& tao thém
mot s6 khong gian dia trén 6 cing cua ban, va giup may tinh chay nhanh hon.

Néu ban khong muén x6a di nhiéu hinh anh va file nhac 1am cham may tinh cia minh,
t6t nhat ban nén mua mot 6 cing ngoai dé luu trir cac muc nay. Bang cach d6 ban c6 thé
giit lai cac tap tin yéu thich ma khong phai chiu dung mét chiéc may tinh cham chap.
Cubi cing, ban c6 thé sir dung cong cu c6 sin trong windwos d6 1a Disk Cleanup dé xac
dinh cac file Internet tam thoi ciing nhu file rac khac va xé6a chung dé gia ting khong
gian tréng cho dia cung.

2.3.19. Sira chira cac 16i Registry

Mot nguyén nhéan nita cling gop phan lam giam hoat dong ctua may tinh dé 1a cac 16i
phat sinh trong registry. Ban co thé tii v& mot chuong trinh mién phi nhu Registry
Easy dé quét va stra nhitng 161 nay sé& giup ting ning suit cho may tinh cua ban.

2.3.20. Stra chira, bao vé cac tap tin hé théng Windows

Trong qué trinh sir dung may tinh, s& c6 mot hodc nhiéu tap tin hé théng bi hu hong
hoac 18i c6 thé anh hudng dén hiéu suat caa hé théng. Do d6, viéc kiém tra tat ca cac tap
tin hé théng 1a can thiét va quan trong.

Céch tt nhat dé Kiém tra cac tap tin trén hé diéu hanh cua ban 1a thong qua System
File Checker. Pé chay System File Checker, md Command Prompt dudi quyén Admin
sau do6 nhap Iénh sfc /scannow vao do.

Lénh sfc /scannow s& kiém tra tat ca cac tap tin hé thong, phat hién cac tap tin bi 15i
hodc cac tap tin can phai chinh stra va tién hanh thay thé cac tap tin bi 18i bang cac tap tin
gdc. Qua trinh nay s& mét khoang 5 dén 15 phut, tuy nhién qué trinh c6 thé dién ra lau
hon néu may tinh cua ban bi virus tin cong.

2.4 Xir Iy 16i vé in 4n

Str dyng may in trong vin phong hién nay 1a cong viéc phd bién ma ai ciing can phai
thao tac dén. Voi nhiéu miu ma cung thuong hiéu may in khac nhau sé& 13 trd ngai kha
I6n néu nhu mot ngay dep troi cac mdy in "dé chimg" 1am anh hudng téi cong viéc cua
ban. Nim bét duoc mot vai tha thuat cing cach xtr Iy mdi khi may in bj 13 s& gitp ban c6
c4i nhin khac tir dong nghiép ciing nhu khong phai cho doi cac ky thuat vién toi xu 1y.
Chinh vi vy trong gido trinh nay s& huéng dan cac ban mot vai 16i may in cung nguyén
nhan va cach swra chira.

2.4.1 Tong hop 16i may in va cach sira
2.4.1.1. L6i may in khong hoat dong

L3i may in khong hoat dong 13 mot trong cac 18i thuong gap khién ngudi ding boi roi
do thiéu k§ nang xir Iy. Cé 3 nguyén nhan chinh dan dén 16i may in khong hoat dong d6
13 nguoi dung quén cip ngudn cho may in, hu hong cap ndi dir liéu, hodc quén chua dong
nap may in. V&i nguyén nhan nay, ban can Kiém tra 2 d¢au ddy cim nguén may in véi 6
dién da két ndi hay chua, t6t nhat nén thir mot so day ngudn khac. Sau do, ban xem da
khoi dong may chua va nit Power c6 sang khong. Néu moi thir déu 6n thi chung ta tiép
tuc Kiém tra toi day két ndi dir liéu may in véi may tinh. Néu day cap bi dit thi ban can
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phai thay ddy méi ngay. Truong hop mdy khong hoat dong duoc do quén chua dong nap
may in. Vi vay, sau khi thay muc, vé sinh, g gidy bi ket... ban can cha ¥ dong nip may
va déng cho khép. Ngoai ra, ddi véi cac may in vin phong trudng hop mdy in khong hoat
dong c6 thé do nguoi ding khong bat may tinh chii 1én. Do vy, néu may khong in dugc
ban ciing can luu y dén yéu té nay.
2.4.1.2. L4i may in khong in dwoc

May in khong in duoc ciing turong ty nhu 16i may in khong hoat dong. Do d6 ban can
kiém tra day két néi may tinh voi may in thong qua diy USB xem c6 phai 12 nguyén nhan
dan t6i 16i may in khong duoc khong nhé. Néu dd cdm ddy USB ma may van khong hoat
dong thi co thé day bi 16i va nén thay day méi. Cai nhiéu may in dan dén an lénh in

nhung chon sai may can in ciing 1 mot nguyén nhan nhiéu nguoi gap phai, vi vay can
kiém tra may in trong muc Printer cua giao dién in xem ban da dat I1énh in ding may can
in hay chua nhé.
2.4.1.3. Ldi May In Bi Treo
L3i mdy in bi treo c¢6 thé do ban thuc hién qua nhiéu Iénh in khién méy in khong thé

load kip din dén may in bi treo, dé khac phuc 16i mdy in bi treo, ban thuc hién nhu sau:

- DPang nhap vao myc Printer trén mdy tinh. Luc nay, danh sach cac tap tin dang
chuan bi in s& hién 1én

- Nhan vao tirng tap tin va nhan chudt phai chon Cancel dé x6a bo 1 s6 Iénh in
hoic nhan Cancel all documents dé xéa toan bo.

- Khoi dong lai may in may s€ lai hoat dong binh thuong.

&) Hewlett-Packard HP LaserJet Pro MFP M126nw - UsePr.. — ] X
Printer Document View

Connect "Owner Pages Size Submitted Port
v Set As Default Printer "bhatm 1 100 KB 10:23:06 AM ...

Printing Preferences...

Update Dniver

Pause Printing |

Cancel All Documents I s

Shanng. printer.

Hinh 6.5 x1r 1y 16i mdy in bi treo
Ngoai ra mdy in c6 thé bi treo néu tap dit liéu can in 4n qua 16n.
2.4.1.4. L6i hity tai liéu dang in
Ra lénh in nhiéu trang tai liéu nhung dot nhién mudn hiy vi mot 1y do nao d6 thi phai
lam thé nao? Dé xu ly van d& nay, ban vao Start >Run, g& 1énh cmd. Tai cia s6
Command Prompt g& vao hai dong sau Net stop spooler va nhan Enter dé dirng dich vu
in. Cubi cung gd tiép Net start spooler dé kich hoat lai dich vy in.
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F =

ER Administrator: CAWindows\system32icmd.exe = | Bl |

C:sUzeprs“AdministratoriMet stop s=pooler
The Print Spooler service iz stopping-.
The Print Spooler service was stopped successfully.

C:Uzers“Administrator*Met start spooler
The Print Spooler service iz wilarting.
The Print Spooler service was started successfully.

C:~Uzsers~Administrator>

K : i )
Hinh 6.6 Loi hiy tai liéu dang in
2.4.1.5. Loi ban in mo, chit khéng nét va khéng dam
L3i ban in mo, chir khong nét va khong dam rat pho thong véi tat ca cac dong may in
laser va model nao ciing c6 thé gap phai tinh trang nay khong chi mot 1an ma con co thé
lip di 1ap lai néu khong khic phuc triét dé vin dé va I8i ban in mo thuong do nhiéu
nguyén nhan gy lén. Dudi day la nhitng nguyén nhan chinh gay ra tinh trang ban in

khong nét.

- Guong phan xa ban (hay con goi 1a hop quang): Do bui ban, hoi nudc, vat can,
muc roi vii, chudt bo lam t6... lam md hop quang. Chi can thao ra va dung khin mém lau
sach la duoc.

- Chat luong muc: Sir dung loai muc gia ré khong r& ngudn gdc khong nhiing
khong tiét kiém ma con gay hai rat 16n cho may in. Hay lua chon mot don vi d6 muc may
in tai nha uy tin ban s& khong phai ban tim vé diéu nay. Khong 1én tham ré bai cac dich
vu d6 muc gia ré quang c4o tran nan trén mang ma tién mat tat mang.

- Gat tir: Tudi tho cua gat tir thuong khoang 6-8 thang néu sé lugng in nhiéu, gat
tir s& mat tinh dan hoi va phai thay thé

- V6 tryc tir: Ciing giéng nhu gat tir nhung tudi tho cua tryc tir thuong khoang 1
nim. Khi qua mon thi hién twong ban in bi mo khéng dam sé& xuat hién, khiac phuc bang
cach thay thé.

- Chon ché do tiét kiem muc: Mot s6 model may in co ché do tiét kiem muc
(Economy), néu chon ché d6 nay mdy sé& in nhat hon binh thudng, ban chi can bo chon
Economy (hay Economode) 14 s& in ddm va sic nét. Nhung ddy 1a nguyén nhan it gip
nhat, béi cac may in khi xuat xuong déu & trang thai mac dinh. Néu ban khong tinh chinh
thi khong can quan tim dén nguyén nhan nay.
2.4.1.6. Loi ban in bi nhoe chir, nhoé dwong ké

L3i ban in bi nhoe chit, nho¢ thanh duong ké duoc hinh thanh tir rat nhiéu 18i khac
nhau va 13 18i ban in bi nhoe chit d& phat hién ciing nhu xay ra phd bién dic biét trén cac
may in cil.
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H1nh 6.7 Lo6i ban in bi nhoe chit, nho¢ duong ké
+ Nguyén nhan:
- Gidy in 4m, méng qua
- L6 siy hong khién nhiét sinh ra khong dii nong dé say ban in khién muc van
"s6ng" nén bi nhoe
- D6 myc khong dung cach
- Tréng in qua mon
+ Khic phuc:
- Thay gidy in sir dung loai gidy dat tiéu chuan tét nhat dinh luong 70 tré 1én
- Thay 16 sdy
- D6 muc loai phu hop
- Thay tréng in méi
2.4.1.7. Ban in trang toan bd sau khi in
L3i ban in bi tring toan bo sau khi in chi ¢ thé do 13i tir truc tir gay ra. Pé khac phuc
15i ban in bj trang toan bd, ban can thao hop muc ra va kiém tra phan 10 xo cua truc tir, co
thé 10 xo & dau truc tir bi gdy mot nira, léch vong xoay, bién dang... Néu phat hién léch,
méo thi udn nan lai 16 xo, con giy thi khong thé han dugc ma phai thay truc tir méi.
2.4.1.8. Lbi ban in ¢6 nhitng chAm nhé hoic vét den to dim ngang bén in
L3i ban in ¢6 nhitng chim nho hoic vét den to dam ngang ban in xua ra kha pho bién
va nguyén nhan chinh xay ra hién twong nay 1a do trong st dung lau ngay bi st (chu yéu
do roi ghim gidy vao may in 1am rach va xuéc mat tréng) hoic truc cao su bi hong, luc do
muc khong vé sinh cac linh kién nay ki. Cach xtr Iy tot nhat 13 nén thay tréng in hoac truc
Cao Su.
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Hmh 6.9 Ldi ban in c6 nhitng cham nho hOaC Vet den to dam ngang ban in

2.4.1.9. Li ban in ¢6 mdt vét den chay doc, thing tir trén xudng

L4i ban in c6 mot vét den chay doc tir trén xuéng dudi c6 thé do 2 nguyén nhan chinh
gy ra d6 1a do gat muc bi c¢6 ddc bam chit, ban can vé sinh sach s& gat muc. Ngoai ra, co
thé do gat muc bj xudc, sut va giai phap cho ban 13 thay gat muc méi néu ding di qua
lau.
2.4.1.10. L4i khi in cac vi tri khong déu, tao khoang trong giira

Nhiéu ngudi dung 1am tuéng hién tugng in cac vi tri khong déu 1a do hét myuc nhung
thuc chat 1a do mdy in bi hong tréng dan dén ban in vj tri in ddm, nhat khong déu, tham
chi con khéng in duoc, cach khac phuc 131 in céc vi tri khong déu ciing kha don gian dé
1a thay trng mai.

Hinh 6.10 L&i khi in c4c vi tri khong déu, tao khoang trong giita
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2.4.1.11. Ldi ban in den 1 vét to lem nhem tir trén xuéng nim & bén trai hoic phai
ban in.
L3i nay chu yéu do ngin chira muyc thai bi ddy va tran ra ban in. Cach khic phuc 13 ban
thao hop muc va do hét muc thai di.
2.4.1.12. Ldi in sai mau
L3i in sai mau nguyén nhan cha yéu do dau phun bi tic do 14u ngay khong sir dung,
cach khic phuc16i in sai mau cho ban luc nay 1a chay ché d6 Clean trong muc
Maintenance dén khi dat yéu cau thi thoi. Néu chay nhiéu ma chwa duoc thi phai thao dau
phun ra vé sinh sach sé.
2.4.1.13. Lbi khong kéo dwoc gidy
- Nguyén nhan:
+ B0 phén tach gidy hay con goi 1a qua dao bi mon do dung qua lau
+ Bé mat cta gidy qua tron lam ong cudn gidy khong 1ay dugc gidy
- Khic phuc:
+ Thao qua dao ra dich chuyén tdm cao su trén bé mat hodc thay qua dao méi.
+ Thir thay loai gidy khac cho may in.
2.4.1.14. Lbi Kéo Gidy Nhiéu To Cung Mot Liic
Ldi may in kéo nhiéu to gidy cing mot luc thuong xay ra voi cac may in dung duoc
mét thoi gian dai hoic may in dé lau khong sir dung, banh ring bi khé do thiéu dau ma,
khién hé thong co kéo gidy cham hon binh thuong (do bo phan da gidy khong tach gidy
kip khoi 16 gidy) gdy ra tinh trang kéo nhiéu to cliing luc va ¢ thé gdy ra hién tuong ket
giay.
C6 3 nguyén nhan 1am cho mdy in kéo nhiéu to gidy cting mot lic
- Giay in bi am
- May in bi ri sét do 1au ngay khong st dung.
- Do 16 kéo gidy (hay con goi qua dao, cao su load gidy) lau ngay bi bién dang
day hon binh thuong, khi kéo gidy bi ket, ldy gidy khong déu sé& rat nhiéu to cling luc.
- Khic phuc:
+ Vé sinh toan b hé thong co kéo gidy
+ BOi tron toan bo hé théng banh rang.
+ Thay 16 kéo gidy néu kiém tra thdy bi bién dang.
+ Dung 6n &p gitip 6n dinh ngudn dién cung cap cho may.
+ Khong dung gidy cii, 4&m hodc qua nhan.
+ SAy kho gidy in hoic thay thé bang gidy in khac.
2.4.1.15. Li may in bi ket gidy
May in ket gidy 1a mot trong nhiing 16i thuong gap nhat khi s dung may in, hau nhu
tat ca cac loai may in khi st dung lau va nhiéu déu bj 15i ket gidy. Khi st dung mot
chiéc may in bi ket gidy thuong xuyén chic chan s& lam ban cam thay rat khé chiu va
phién toai.
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Hinh 6.11 L3i may in bi ket gidy
Co6 rat nguyén nhan dan dén may in bi Ket gidy. Sau day 13 mot s6 nguyén nhan thuong
gap va cach khic phuc:

- Bao lya bi chdy do m& nhiét bj kho, mét tac dung giai lam gidy bi ket. Vi vay,
ban can thay thé bao lya méi cing loai va cha ¥ boi m& nhiét.

- V6 tinh 1am roi vat rin vao bén trong may in 1am may bi ket gidy. Do do, can
hét strc can than va 1ay vat ran ra ngoai

- B0 lan kep gidy bi ban. Ban khéc phuc bang cach tit may in va vé sinh con lin
kep gidy bang cao su nam trén tryc ngang clia may.

- Gidy in qua cung hoic qua nat khién may ket gidy. Dé giai quyét van dé nay,
dau tién ban hay bo Iénh in, sau d6 thao hop muc va cam 2 mép gidy kéo nhe to gidy bi
ket ra ngoai. Tiép theo, ban thay loai gidy in méi dat chat lwong.

- Bo phan cam bién & ctra may va khay cudn gidy bi 16i khién may bao Jam
paper. Trong trudng hop nay, ban can thay bo phan cam bién.
2.4.1.16. Ldi may in dén vang lién tuc trén may in

L3i bao dén vang lién tuc trén may in c6 thé do 3 nguyén nhan chinh 1a may bi ket
gidy, gidy chua tiép xuc voi bo phan nap gidy hoic do hop myc. Néu 15i may in dén
vang ma nguyén nhan bi ket gidy, ban c6 thé kiém tra va khic phuc theo huéng dan &
phan trén. Con truong hop gidy chua tiép xuc véi bo phan nap gidy thi hiy day khay gidy
sat vao t6i khi gidy duoc cudn va in dé dang. Hop muc lip khong dung cach hodc diém
tiép xuc trén chip muc khong tot gay ra dén vang nhay lién tuc.
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Hinh 6.12 L6i may in dén vang lién tuc trén may in
2.4.1.17. Li may in bi ket muc
Ldi may in bi ket myc khién may in ngiing hoat dong va cac dén trén may in nhap
nhay lién tuc. Luc nay, hop muc két ndi cia ban chic chin c6 van dé do viéc bom lai
muc cho hop muc cii khong dang khién muc in bi Ket trén dau phun. Gap phai sy ¢6 nay,
ban hiy thao hop muc ra va dung khan khoé mém dé 1am sach dau phun. Thao tic hoan
tat, may in ctia ban s& hoat dong tro lai binh thuong.
2.4.1.18. L§i két ndi may in
L3i két néi may in thuong xay ra khi man hinh may tinh hién thi thong bao “Can not
start spooler service” co nghia may in cua ban khong thé két ndi dich vy. Nguyén nhan
cha yéu do cap két ndi gitta may in va may tinh khong tiép xac tot. Bé khic phuc, ban
nén kiém tra lai dau cap va chic chan cap da duogc lap dang vi tri. Sau d6, ban vao Start >
Run, gb 1énh services.msc va tim dén nhanh Print Spooler, nhan chuét vao d6. Tiép dén
chon Automatic trong phan Startup type. Cudi cing nhan Start dé khai dong lai dich vu.
Ngoai ra, néu ban in & méi trudng mdy in chia sé trong mang LAN thi may s& khong bao
“Can not start spooler service” thay vao do6 1a "Server down". Nguyén nhan la do may
cha da tat. Do vay, ban can bat may tinh chia sé dé viéc in an dién ra binh thuong.
2.4.1.19. L5i may in kéu to khi in
Ldi nay thudng xay ra khi may in dat & noi khong bang phang s& din dén bi kénh khay
gidy va truc dao khién tiéng kéu to bat thuong khi in. Ngoai ra, may kéu con co thé do
truc truyén lyc va cac banh ring truyén luc bi cong vénh hay biao mon. Do vay, can kiém
tra va thay linh Kién bi mon, hong. Ngoai ra mot nguyén nhan nita d6 1a do 4o say (lua)
clia may bi rach va ban chi can thay 4o sy la duoc.
2.4.1.20. Lbi font chir khi in
Font chit Unicode trong Word may in in dugc nhung lai khong in duoc cac trang web
str dung md Unicode. Cach khic phuc kha don gian va ban doc chi can thuc hién nhu sau:
- Nhéan nat Print va ctra s6 Print hién ra
- Nhan vao nut Properties, chon tab Fonts, va chon Print TrueType as graphics.
- Chon OK dé in.
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Ngoai ra dé khac phuc, ban ciing c¢6 thé cai thém chuong trinh FinePrint dé in dugc
cac trang web Unicode.
2.4.1.21. L4i M4y In In Chim

Ldi nay thuong Xay ra trén nhiéu loai may in khac nhau va nguyén nhan chu yéu la do
bo cai Driver may in khong tuong thich véi hé diéu hanh ma ban dang sir dung. Vi vay
ban can vao trang chi ciia dong may in d6 va tim ding phién ban driver twong thich véi
hé diéu hanh dang sir dyng nhé.

Trén day 1a tdng hop mot sb 151 may in va cach sira ma trong gido trinh nay mudn chia
sé véi ban doc. Hy vong nhitng 18i nay cac ban c6 thé ty xir 1y ciing nhu khic phuc chung
mot cach nhanh gon. Tuy nhién t6i khong khuyén khich cac ban xir 1y cac van dé& khoé
khan véi hiéu biét caa cac ban béi vi nhiéu truong hop néu khong xtr 1y dung cach, dung
k¥ thuat thi ban lai chinh 14 tic nhan khién mdy roi vao tinh trang trim trong hon.

2.5 Xir ly 18i phan giai tén mién

Khi DNS Resolution khong hoat dong, ban s dung may tinh dé truy cap mang
Internet s& déu bj that bai. DNS khéng phai 1 "tinh nang tuyét voi" trén hé théng mang,
nhung n6 1a "tinh ning can" phai cé.

Néu vai trd cta ban 1a Network Admin, chic han ban di ting duoc nghe rat nhiéu
ngudi ding thac mac vé van dé hé thong mang caa ho bi "sap", nguyén nhan thudng 1a do
cac may chit DNS, ¢6 thé kém ca I86i DNS Server not responding, Khong thé tim thay
DNS Address may chu...

Viy 1am thé nao dé khic phuc duoc ha ting co s& mang khi may tinh nguoi dung va
DNS khong phan giai dugc tén mién? Moi cac ban ciing tham khao céc xir Iy dudi day:
2.5.1. Kiém tra két ndi mang

Trong rat nhiéu truong hop khi ban mo trinh duyét Web va nhap mot URL vao do,
nhung URL thét bai khong thé truy cap dugc trang Web. Truong hop niay nguyén nhan
ban nghi dén dau tién 1a do 16i DNS. Tuy nhién thuc té thi trong truong hop nay nguyén
nhan c6 thé 1a do két ndi mang cua ban.

Diéu nay cang dung hon néu ban sir dung Laptop va két néi mang bang Wifi. Véi giao
thirc bao mat khong day, key sé dugc "diéu dinh" lai hodc cudng d6 tin hiéu cia song vo
tuyén sé bi yéu dan, dan dén két ndi mang bi mat.

Nguyén nhan mat két néi mang c6 thé xay ra trén bat ky loai mang nao.

N6i cach khac, trude khi d6 16i cho DNS, hiy bat dau khic phuc sw ¢6 bang cach kiém
tra""OSU Layer 1 - Physical" dau tién sau d6 kiém tra két néi mang cua ban.
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Network and Sharing Center

Network and Sharing Center

A

-

XPSM1330
(This computer)

‘I‘ wiredbraincoffee.com 2 (Private network) Customize

Access Local and Internet

Connection Wireless Network Connection (Dallas-HQ) View status
! Signal strength: Excellent Disconnect

v | 44 || Search P

View full map

v @

Multiple networks Internet

Hinh 6.13: Két ndi mang khong day van ¢ trang thai tot

Luu y vé cach Access 1a Local and Internet. Néu Access hién thi 1a Local, dong
nghia véi viéc dia chi mang caa ban khong hop 1€ (trong truong hop nay, ban chi c6 mot
APIPA riéng bat dau voi dia chi 169.X.X.X).
Tiép theo ban can dam bao rang ban c6 mot dia chi IP hop Ié trén hé thong mang. Ban
¢ thé kiém tra dia chi IP ciia minh bang cach vao View Status sau d6 chon Details,
kiém tra dia chi IP va xac nhéan dia chi IP cia DNS Server. Néu dia chi IP cua ban
1a 169.x.x.xdong nghia v&i viéc ban khong thé két ndi Internet duoc.

-

Network Connection Details:

ol Wireless Metwork Connection Status FEIZ;; W
|

MNetwork Connection Details

Property

Connection-specific DN...
Description

Physical Address
DHCP Enabled

IPv4 IP Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires

IPv4 Default Gateway
IPv4 DHCP Server
IPv4 DNS Servers

IPv4 WINS Server
NetBIDS aver Tepip En...

Yalue

wiredbraincoffee.com

Intel(R) Wireless WiFi Link 49654GN
00-13-E8-57-84-FB

Yes /
10.0.1.100

255.255.255.0

Friday, May 15, 2003 7:37:20 PM
Friday, August 28, 2003 12:32:13 &AM
10.0.1.1

10.0.1.1

10.0.1.20
10,011

Yes

Hinh 6.14: Tt_lém dinh dia chi IP ctua ban va cac dia chi IP cua DNS Server

Close

2.5.2. X4c nhén dia chi IP ciia DNS Server 1a "chuin" va ding thi tw
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Sau khi ban ¢ dia chi IP hop 1& va c6 thé két ndi duoc Internet, luc ndy ban c6 thé di
sdu vao cac van dé bén trong DNS bang cach xac nhan lai dia chi IP cia DNS Server da
chuan va dung thir tw hay chua.

Néu quan sat trong hinh thtr 2 & trén ban c6 thé nhin thay dia chi IP cta IPv4 DNS
Server. Luu y rang dia chi IP cua IPv4 DNS Server IP bao gom ca Local LAN / Subnet
dé ban c6 thé truy cap, tham chi trong truong hop néu cong mic dinh bi hong.

Pay 1a cach n6 1am viéc trén hau hét cac mang doanh nghiép. Mic du vay, cic may
cha DNS cua ban khong phai lac nao ciing nam trén subnet. Trong thy té, vi hau hét cac
ISP, cac IP cua DNS Server tham chi con khéng nim trén ciing subnet Vi céng mic dinh
(default gateway).

Trong hau hét cac cau hinh router cua gia dinh hay cac doanh nghiép vira va nho
(home/SMB) khong c6 cac may chu DNS riéng va cac SMB router s€ proxy (iy nhiém)
DNS dén cac may chu DNS thyc. Trong truong hop dé, dia chi IP cia DNS Server c6 thé
cung voi dia chi IP Router cua ban.

Cubi cung, bao dam rang DNS Server ctia ban nam dang tht ty. Trong trudng hop thé
hién trong hinh 2, DNS Server ndi bo 1a 10.0.1.20. N6 dugc ciu hinh dé “forward” tat ca
cac tén mién ma né khong thé phan giai dén 10.0.1.1, dia chi router ndi bd. Router d6 s&
proxy DNS dén DNS Server caa ISP. Chung ta thé tra ciru cac DNS Server do trén router
ctia minh, xem thé hién trong hinh dudi day.

o || B | 2R
O w8 g
AirPort | Intemet | Printers Disks  Advanced
Internet Connection "Bﬁd{’['ﬁi’ﬁ}
Connect Using: [Ethemet v—.'
Configure IPv4: | Using DHCP |
IP Address: 76.187.201.240
Subnet Mask: 255,255.240.0
Router Address: 76.187.192.1
DNS Server(s):  24.93.41.127 :
24.93.41.128 ]
Domain Name:  tx.rr.com "
DHCP Client 1D:
Ethernet WAN Port: | Automatic (Default) v

Select if you want this Apple wireless device to share a single IP address with wireless clients using DHCP
and NAT, distribute a range of static IP addresses using only DHCP, or act as a bridge.

Connection Sharing: | Share a public IP address vA]

Help | \ Revert \ Update J

Hinh 6.15: Cac DNS Server da nhan tir ISP thong qua DHCP

68



Pau tién, can dam bao rang DNS Server caa ban nam & dung thir ty. Néu truong hop
ban c6 mot local DNS Server, giéng nhu trén va dang tra ciru tén mién noi bo (local DNS
name), mubn PC client tra ctru local DNS name dé trong local DNS Server dau tién,
trudc Internet DNS Server. Khi d6, local DNS server ctia ban phai nim dau tién trong céc
thiét 1ap DNS.

Thi hai, ban c6 thé ping dia chi IP cia DNS Server caa ISP. Theo cach nay, chi can
cac DNS server dugc liét ké nam ¢ trén router cia minh, ban c6 thé tham dinh ring minh
c6 thé ping chung thdm chi tir may tinh ndi bo cuia minh.

Luu ¥ vé thoi gian dap tra khi ping dén DNS Server cua ISP. Qu4 trinh nay c6 thé 1am
cham cac tra crtu DNS hoac tham chi con ¢6 thé 1am that bai néu noé mét qua lau thoi gian
dé DN server dap tra.

C:\Users\david>ping 24.93.41.127

Pinging 24.93.41.127 with 32 bytes of data:

Reply from 24.93.41.127: bytes=32 time=76%ms TTL=248
Reply from 24.93.41.127: bytes=32 time=788ms TTL=248
Reply from 24.93.41.127: bytes=32 time=812ms TTL=248
Reply from 24.93.41.127: bytes=32 time=865ms TTL=248

Ping statistics for 24.93.41.127:

Packets: Sent = 4, Received = 4, Lost = 8 (B loss).
Approximate round trip times in milli-seconds:

Minimum = 76%ms, Maximum = 865ms, Average

Hinh 6.16: Ping DNS Server cua ISP
Luu y vé thoi gian dap tra tir hanh dong ping cta ban dén DNS Server cta ISP.
Diéu nay co thé 1am cham cac tra ciru DNS hodc thdm chi con c6 thé lam that bai néu n6
mat qua 1au thoi gian dé DNS server dép tra.
2.5.3. Ping dia chi IP ciia host ma ban mudn (trwdong hop néu ban biét)

Céach nhanh chéng dé chiing minh 16i 13 do DNS chir khong phai do su ¢é két noi
mang d6 1a ping dia chi IP caa Host ma ban muén truy cap dén. Néu két ndi dén tén mién
that bai nhung két ndi dén dia chi IP thanh cong dong nghia vai viéc van dé cua ban nam
& DNS.

Tuy nhién néu DNS Server cua ban khong hoat dong thi rat kho co thé chi ra dia chi IP
ma ban dang két ndi dén 1a gi. Pé thuc hién test nay, ban phai c6 mot so d6 (diagram)
mang hoic gidng nhu nhiéu Admin van thuc hién, chi can nhé dia chi IP cua host.

Néu lam viéc, chd cho téi khi DNS server kha dung lan nita, ban c6 thé dat mot entry
trong file hosts ctia minh dé map IP dén hostname.

2.5.4. Tim DNS server dang dworc sir dung biang nslookup

Ban c6 thé sir dung lénh nslookup dé tim kiém cac thong tin vé DNS resolution cua
minh. M6t trong nhitng cach don gian 1a ban c6 thé sir dung lénh nay dé xem DNS server
nao dang cung cip cho ban cau tra 16i va DNS server nao khong.

:\Users\david>nslookup www.windowsnetworking.com
Server: UnKnown
Address: 10.06.1.20

Non—authoritative answer:

H wuw.windowsnetworking.com
Address: 24.28.193.9

C:\Users\david>

Hinh 6.17: Dau ra cua Iénh nslookup
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Luu ¥ trong hinh 6.17, DNS server ciia ISP d4 cung cdp cho chung ta thong tin “non-
authoritative answer”, c6 nghia rang n6 khong c4u hinh mién nhung van cé thé cung cap
hoi dép.

Ngoai ra ban ciing c¢6 thé sir dung lénh nay dé so sanh cac hoi dap tir cac DNS server
khac nhau bang cach cung cap DNS server nao sir dung.

2.5.5. Kiém tra hau t6 DNS

Néu ban dang tra citu host ndi bo trén mot DNS server ma may tinh cua ban 13 mot
thanh vién nam trong d6, khi d6 ban c6 thé két ndi dén mot host, khong can st dung
FQDN (fully qualified DNS name) va hy vong vao hau té cia DNS c6 thé gitip ban tim
ra van dé.

Cho vi du, néu chung ta két ndi dén “serverl”, DNS server c¢6 thé ¢ nhiéu entry cho
tén mién d6. Khi d6 Network Adaptor cta ban s& duoc ciu hinh voi hau t6 DNS két ndi.
Chang han nhu vi du trong hinh 2, DNS 13 wiredbraincoffee.com. Do d6 bat ¢ khi nao
ban nhip vao mot tén mién nhu serverl, hau td DNS s& duoc bd sung vao phan cudi cua
né dé tao thanh serverl.wiredbraincoffee.com.

Ban nén xac nhan hau t6 DNS cua minh 13 dung.

2.5.6. Pam bao rang cac thiét 1ap DNS ciia ban dwoe ciu hinh dé “kéo” IP ciia DNS
to may chu DHCP

Ciing giéng nhu khi ban mudn Network Adaptor ctia minh “thu” duoc cac dia chi IP
cia DNS Server tir DHCP Server. Néu quan sat vao hinh trén, ban c6 thé nhin thay
daptor nay da dugc ghi ro cac dia chi IP caa DNS Server.

Internet Protocol Version 4 (TCP/IPv4) Properties 2 =]

| General | Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

@ Obtain an IP address automatically
*) Use the following IP address:

(") Obtain DNS server address automatically
@) Use the following DNS server addresses:

Preferred DNS server: 105 O @ B 20

Alternate DNS server: p 16 AP o [EEPEI C  |

Advanced... J

| ok ][ cancel |

Hinh 6.18: Tham dinh cac thiét 1ap ctia DNS Server
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Ban phai thay doi “Obtain DNS server address automatically” theo thir ty dé co
duoc IP méi cia DNS server. Dé thuc hién diéu do, ban chi can mé thé Properties cua
Network Adaptor, sau do click vao Internet Protocol Version 4 (TCP/IPv4).

2.5.7. Gidi phong va “lam méi” dia chi IP ciia DHCP Server (va ca thong tin DNS)

Du Adaptor cua ban di duoc thiét lap dé kéo cac thong tin DNS tir DHCP, nhung
trong mot sé truong hop noé co thé xay ra hién twong xung dot dia chi IP hodc nhan phai
cac thong tin DNS server cii. Chinh vi vay sau khi da lya chon “thu nhan” dia chi IP va
DNS tu dong, ban nén “giai phong” dia chi IP ctia minh va “renew — lam mai” no.

Ban c6 thé thuc hién diéu nay véi Windows Diagnosis trong cau hinh Network cta
minh. Tuy nhién cach nhanh nhat 1a st dung Command prompt. Néu ban da kich hoat
UAC, chay Iénh cmd caa Windows duéi quyén Amin:

IPCONFIG /RELEASE
IPCONFIG /RENEW

Sau d6, thyc hién véi 1énh IPCONFIG /ALL dé xem nhiing thong tin IP va DNS mdi
nhu thé nao.

2.5.8. Kiém tra DNS Server va restart cac dich vu hoiic reboot néu can thiét

RS rang, néu DNS server bi treo hoic bi hong, hodc bi cdu hinh sai, ban s& khong thé
khac phuc diéu d6 tai Client side. Tuy nhién ban c6 thé bypass may chu bi 161 d6 chir
khoéng thé khac phuc duoc 1i.

Theo cach d6, Admin — ngudi chiu trach nhiém cho DNS server s& phai kiém tra trang
thai va cau hinh ciia DNS server dé khic phuc van dé DNS.

2.5.9. Khéi dong lai Router DNS van phong nhé hay gia dinh

Nhu d3 dé cap & trén trong cach thir 2 va duoc hién thi trong hinh minh hoa thir 3, trén
cac router cua gia dinh va cac van phong nho, thiét 1ap DNS server thudong duoc thuc
hién thong qua DHCP véi DNS server thiét 1ap mot dia chi IP cua router va router s&
proxy DNS dén DNS server cua ISP.

Tuy vay, may tinh ndi bo cua ban c6 thé co cac thong tin mang (gom co cac dia chi IP
ciia DNS server), nhung ciing ¢ truong hop router ciia ban c6 thong tin sai. Pé bao dam
rang router cua ban c6 cac thong tin DNS server méi nhat, ban c6 thé thuc hién “giai
phong” mot DHCP va “renew — lam mai” giao dién WAN cua router véi ISP. Hoac cach
dé dang hon ¢6 thé 1a reboot router dé né nhan duoc céc thong tin mai nhat.

2.5.10. Lién h¢ véi ISP

Tat ca chung ta déu biét rang viéc lién lac voi mot ISP dé khac phuc mot van dé vé
mang s& mét moi nhu thé ndo. Tuy nhién néu may tinh ctia ban van gap van dé vé DNS
resolution tir cac may cha DNS caa ISP thi ban can phai lién lac véi ho, va dé ciing chinh
1a cach giai quyét cudi cung.

2.5.11. Kiém tra DNS Resolution tir mt hé thng khach

Céc cong ty thuong chay DNS server cua riéng minh va sir dung né dé phan gii tén
DNS thanh dia chi IP Private, nhim gitip cho nguoi dung dé dang truy cip hé théng hon.
Mot vi du don gian dé hinh dung 14 yéu cau mot ngudi dung hiy khai dong chuong trinh
khach Remote Desktop cua ho va két ndi véi serverl thay vi két néi véi 192.168.70.243.
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OpenVPN Access Server hd tro day mot 1énh dén mot may khach OpenVPN dang két
ndi dé sir dung mot DNS server cu thé. Trén thuc té né hd tro day 2 DNS server, trong
truong hop server dau tién khong phan héi. Diéu nay c6 thé duoc cau hinh trong Admin
Ul (giao dién ngudi dung quan tri) thuoc phan VPN Settings. Access Server ciing hd tro
giri cac huéng dan bd sung cho DNS Resolution Zones, ¢6 chirc ning giéng nhu mot
kiéu phan tach DNS, ma chi cac truy vin cho mét ving DNS cu thé duoc giri dén may
cha VPN va DNS Default Suffix (Hau té mac dinh DNS), cung cap goi ¥ cho Windows
dé 'tu dong hoan thanh' tén may chu thanh Fully Qualified Domain Name hoic FQDN.

That khong may, khong phai moi hé diéu hanh déu hoat dong gidng nhau, xét vé DNS.
Mot s6 hé thong sé& thir tat ca cac DNS server cung mot luc va chap nhan server phan hoi
dau tién. Nhitng server khac s& c6 thé 1am phan chia DNS, va nhiing server khac thi
khong. Didu nay co thé din dén mot sé van dé nhat dinh. Huéng dan bén dudi cung cap
mét cach kiém tra xem liéu truy van DNS ban dang thuc hién tir thiét bi khach OpenVPN
c6 dang thuc hién thong qua VPN tunnel t6i OpenVPN Access Server hay khong. Va tur
do, tit nhién, s& dén DNS server dich. Thong tin nay c6 gia tri trong viéc xac dinh phia
may khach c6 gap van dé hay khong, hoac 18i 1a do may chi.

Bai viét s& gia dinh rang ban c¢6 mot DNS server duoc cAu hinh trong Admin Ul cia
Access Server, thuoc phan VPN Settings. Gia dinh riang ban khéng st dung DNS
Resolution Zones hoic cac truong DNS Default Suffix. Voi cai dat nay, tat ca yéu cau
DNS sé& duoc chuyén tir may khach OpenVPN, thong qua OpenVPN Access Server va
sau d6 dén DNS server dugc chi dinh. Trong vi du & bai viét nay, ta dang day Google
Public DNS server 8.8.8.8 va cac két qua thir nghiém ciing s& phan anh diéu nay trong
cac két qua dau ra mau.

Hay cai dat chuong trinh OpenVPN trén hé thong khach da chon. Trong vi du & bai
viet nay, ta s& s duyng mot hé théng may khach Windows 10
Professional voi OpenVPN Connect Client duoc cai dat va két ndi véi OpenVPN
Access Server. Tiép theo, mo mot phién giao dién diéu khién hoic phién SSH téi
OpenVPN Access Server va nhan cic dic quyén root. Ta s& st dung cong
cu tcpdump dé giam sat hoat dong trén cong 53 TCP va UDP, cdng mic dinh noi cac
truy van DNS duoc xir ly. Ta s& x6a by nhé cache cia trinh phan giai DNS cuc bg & phia
may khach, sau d6 phan giai mot sé tén mién don gian bing cach ping ching theo tén.

Trong tinh hudng thir nghiém nay, chi c6 mot sé it cac may khach duoc két néi va hoat
dong cua cac truy van DNS rat thap, dé ban doc c6 thé theo doi d& dang. Néu ban dang
thir nghiém trén mot hé théng san xuat va 1énh tcpdump cho qua nhiéu dau ra, ban c6 thé
ndi thém mot bo loc grep theo dia chi IP, dé loc truy van chi tir dia chi IP ciia may khach
VPN cu thé, dé doc va dinh vi két qua truy van DNS d& dang hon .

Trén Access Server, hdy chay cac 1énh sau:

apt-get update va 1énh apt-get install tcpdump
Véi TCPdump da duoc cai dit, hiy chay né véi cac tham s sau:
tcpdump -eni any port 53
Hozc, néu ban muén loc no theo dia chi IP ciia may khach VPN (diéu chinh khi can):
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tcpdump -eni any port 53 | grep "172.27.10.22""

Sau khi chay Iénh nay trong ché d6 nén, hiy di dén hé diéu hanh may khach VPN cua
ban, va m& mot command prompt. Trén Windows, vi du, ban cé thé chay chwong trinh
cmd dé md mot DOS prompt kiéu cii. Khi mo, st dung céc 1énh sau dé x6a bo nhé
cache cua trinh phan giai DNS cuc bo, vi vay n6 sé khong 1ay két qua tir bo nhé cuc bo
Clia riéng nd, sau d6 thuc hién truy van thuc té.

Xoa cache trinh phan giai DNS cuc b trén Windows:
ipconfig /flushdns

Phén giai mot s tén mién:

ping www.google.com

ping www.openvpn.net

ping www.facebook.com
MG&i tén mién trong s ndy s& mang lai két qua trong giéng nhu sau:
Pinging www.google.com [216.58.212.228] with 32 bytes of data:
Reply from 216.58.212.228: bytes=32 time=4ms TTL=56
Reply from 216.58.212.228: bytes=32 time=3ms TTL=56
Reply from 216.58.212.228: bytes=32 time=3ms TTL=56
Reply from 216.58.212.228: bytes=32 time=3ms TTL=56
Ping statistics for 216.58.212.228:
Packets: Sent = 4, Received = 4, Lost =0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 3ms, Maximum = 4ms, Average = 3ms

Trén OpenVPN Access Server, ban sé& thiy két qua trong gidng nhu sau:

18:03:07.976553 In ethertype IPv4 (0x0800), length 76: 172.27.232.2.49531 >
8.8.8.8.53: 53268+ A? www.google.com. (32)
18:03:07.976579 Out 00:0c:29:¢7:60:€9 ethertype IPv4 (0x0800), length 76:
192.168.47.133.49531 > 8.8.8.8.53: 53268+ A? www.google.com. (32)
18:03:07.981162 In 34:31:c4:8e:b5:67 ethertype IPv4 (0x0800), length 92:
8.8.8.8.53 >192.168.47.133.49531: 53268 1/0/0 A 216.58.211.100 (48)
18:03:07.981181 Out ethertype IPv4 (0x0800), length 92: 8.8.8.8.53 >
172.27.232.2.49531: 53268 1/0/0 A 216.58.211.100 (48)

Két qua trén tir tepdump cho thay rang mot yéu cau DNS da duoc nhan tir may khach
VPN tai 172.27.232.2, va n6 duoc chuyén hudng dén may chu DNS & 8.8.8.8. Trong do
yéu cau 1a tim ban ghi A (dia chi IP) cho tén DNS www.google.com. Dong dau tién cho
thiy yéu cau nay dang dén OpenVPN Access Server, tir may khach VPN. Dong thir hai
cho thdy yéu cau roi khéi may chu truy cap thong qua giao dién mang, véi dia chi MAC
00:0c:29:¢7:60:€9. Trong thiét lap thir nghiém & bai viét nay, ddy 1a giao dién mang cua
Access Server di vao Internet. Pidu ndy c6 ¥ nghia 1a may chu DNS 8.8.8.8 co trén
Internet. Dong thtr ba cho thiy két qua DNS di duoc nhan va dong thir tu cho thdy két
qua nay di duoc chuyén tiép tro lai may khach VPN. Trong truong hop nay, DNS
resolution dang hoat dong.
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Cac 1561 va nguyén nhan phd bién duéi ddy 1a mot sé van dé phd bién va noi ma ban co
thé tim mot giai phap xtr 1y.

Ping request could not find domain (...).

- Giai phap: Vui long kiém tra tén va thir lai.

+ Diéu nay c6 thé xay ra khi may chu DNS ma hé théng khach cua ban dang st
dung bi cdu hinh kém, khong thé truy cap duoc, hoac néu may chu DNS dang sir dung
khong biét mién ban dang cb phan giai 1a gi. Vi du voi cac may chiu DNS cuc bo trong
mang cua ban, rat c6 thé 1a chiing chi biét cac hé théng may tinh cuc bd va khong c6 kién
thirc vé cac tén truc tuyén nhu openvpn.net hay tuong ty nhu vay. Thong thuong trong
truong hop ndy, ban c6 thé cdu hinh may chit DNS dé chuyén tiép céc truy van DNS dén
mot may chu DNS Public ma khong biét cau tra 16i cho cac truy van d6, dé nd c6 thé tra
161 ca hai truy van cho tén cuc bo va tén cong khai. Mot budce hiru ich trong tinh huéng
nay co thé 1a chay lai tcpdump nhu mé ta trong phan thir nghiém DNS resolution tir phan
hé théng may khéach & trén, va kiém tra xem dau ra cia tepdump 1a gi.

Néu ban thiy két qua nhu sau:
18:07:10.082330 In ethertype IPv4 (0x0800), length 94: 172.27.232.2.54519 >
8.8.8.8.53: 50281+ A? thisdomainreallydoesnotexist.com. (50)
18:07:10.082356 Out 00:0c:29:c7:60:€9 ethertype IPv4 (0x0800), length 94:
192.168.47.133.54519 > 8.8.8.8.53: 50281+ A?
thisdomainreallydoesnotexist.com. (50)
18:07:10.082507 In ethertype IPv4 (0x0800), length 94: 172.27.232.2.57858 >
8.8.8.8.53: 65054+ AAAA? thisdomainreallydoesnotexist.com. (50)
18:07:10.082521 Out 00:0c:29:c7:60:€9 ethertype IPv4 (0x0800), length 94:
192.168.47.133.57858 > 8.8.8.8.53: 65054+ AAAA?
thisdomainreallydoesnotexist.com. (50)
18:07:10.103610 In 34:31:c4:8e:b5:67 ethertype IPv4 (0x0800), length 167:
8.8.8.8.53 > 192.168.47.133.54519: 50281 NXDomain 0/1/0 (123)
18:07:10.103641 Out ethertype IPv4 (0x0800), length 167: 8.8.8.8.53 >
172.27.232.2.54519: 50281 NXDomain 0/1/0 (123)

Cu thé 1a myc NXDomain ¢ ddy rat quan trong. N6 c6 nghia 1a DNS server nay khong
biét tén mién ma ta dang c6 ging phan giai. Mot DNS khac van c6 thé biét tén domain,
nhung DNS nay thi khong. Tuy nhién, trong vi du trén, ta di chon tén khong ton tai (hoic
it nhat 1a khong khi ta chay thir nghiém - di nhién c6 thé ai d6 s& dang ky tén nay trong
tuong lai) mot cach cé chu dich dé chac chan 16i s& xay ra. Néu ban gap phai sy ¢ nay,
ban c6 thé thir str dung chuong trinh nslookup trén may tinh c6 quyén truy cap truc tiép
vao may chi DNS, va st dung n6 dé truy van truc tiép vao may cha DNS cu thé dé xac
nhan rang no6 biét domain do.

Néu ban thay két qua nhu thé nay, hay 1ap lai mot vai 1an:

18:19:29.935439 Out 00:0c:29:c7:60:€9 ethertype IPv4 (0x0800), length 76:
192.168.47.133.60180 > 1.2.3.4.53: 16427+ AAAA? www.google.com. (32)
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18:19:29.935479 In ethertype IPv4 (0x0800), length 76: 172.27.232.3.51334 >
1.2.3.4.53: 37513+ A? www.google.com. (32)

Sau d6, nhitng gi ban c6 thé thiy ¢ day 1a mét truy van dén tir may khach VPN, di qua
Access Server, sau do ra ngoai Internet, nhung khong c6 phan hoéi. Thong thudng, diéu
niy c6 nghia 1a may cha DNS nay khong thé truy cip duoc, hodc d6 khong phai 1a may
cha DNS. Trong vi duy, tac gia da chon dija chi IP 1.2.3.4, thr chic chian khong phai 13
moét may chit DNS. R& rang truy van s& dugc 13p lai mot vai 1an nhung cudi cing sé& that
bai.

Giai phap 16 rang ¢ day 1a chon mot may chit DNS hoat dong, hoic, d¢é dam bao rang
khong c6 tuong ltra nao dang chin cic truy van tir cac may khach VPN dén may chu
DNS. Trong mét sé truong hop, khi viéc dinh tuyén duoc st dung dé cung cap cho may
khach VPN quyén truy cdp vao may chu trén mang riéng két ndi véi Access Server, thi
nguyén nhan 13 router bi thiéu. Trong truong hop nay, cac goi tir cac may khach VPN
1am cho no tré thanh may chit DNS dich rt déng tin cdy. Tuy nhién, n6 khong thé phan
hoi, vi n6 nhan céac g61 tr mot mang con ma ban than né khong biét cach phan hoi. Pidu
d6 co thé dugc giai quyét bang cach thyc hién cac tuyén tinh cho viéc giao tiép VPN
khach truc tiép, hoic chuyén sang cho phép truy cap bang NAT thay thé. Trong céc
truong hop khac, dac biét 1a trén cac nén tang Windows Server, Windows Firewall tich
hop ¢6 thé chan truy van dén tir mang con bén ngoai mang cuc bd. Trong trudng hop nay,
viéc diéu chinh tuong lira 1a can thiét dé cho phép may chu DNS nhan duoc truy van va
phan hdi no.

2.6 Xir Iy 16i may tram khong thé két n6i wifi

Viéc sir dung mang internet ngay nay kha phd bién va chic hian déi véi ngudi ding
may tinh, laptop ciing da tirng bat gap 16i may tinh khong két ndi dugc wifi khi dang 1am
viéc. Co kha nhiéu nguyén nhan gay ra 16i nay chang han nhu tac dong ciia méi trudng,
phan ciing, hé diéu hanh ciing nhu pham vi gigi han cua thiét bi Wifi ma ban dang sir
dung. Vay 1am sao dé ban c6 thé khic phuc 151 khong két ndi duoc wifi ? moi cac ban
cung tham khao céc cach sta 16i may tinh khong két nbi duoc wifi ma t6i da tong hop
sau day:

2.6.1. Khéi Dong Lai May Tinh

Khai dong lai may tinh 1 cach don gian dé xu 1y moi van dé, khong chi 1a 18i WiFi,
ma rat nhiéu I8i vit khac nita. Ly do c6 thé 13 may tinh hoat dong 1au nén dan dén 16i,
hodc trong qué trinh sir dung Windows vo tinh bi xung dot phan mém, bi 15i mot file gi
do...

2.6.2. Kich hoat lai ché d¢ bat/tat wifi trén laptop

Pay dugc xem 1a mot trong nhiing tic nhan phd bién khién may tinh cua ban khong
vao dugc WiFi. Nguyén nhan chu yéu cé thé do ban so xuét hoic ai d6 st dung laptop
cta ban va vo tinh tat thiét bi do tim WiFi trén laptop din dén mdy tinh khong thé két ndi
mang internet.
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Hinh 6.19 Kich hoat lai ché do bat/tat wifi trén laptop
Pé khic phuc, ban chi can sir dung té hop phim tit dé bat thiét bi do tim WiFi tro lai.
Thong thuong, ban s& dung t6 hop phim tit 13 Fn + Fx (trong d6 x c6 thé 1a day sé tir 1
dén 9 tiy theo hing Laptop ma ban dang st dung). Tuy nhién mdi loai may tinh sé& c6 vi
tri phim tat khac nhau, c6 loai thi str dung phim ciig nén ban chu ¥ nhé.

Laptop Dell : Fn + F2 hoac PrtScr
Laptop Asus :Fn+F2

Laptop Lenovo - Fn + F5 hoac Fn + F7
Laptop Acer : Fn + F5 hoac Fn + F2
Laptop HP . Fn + F12

Laptop Toshiba :Fn+ F12

Vi dong may Sony Vaio hodc mot sé may khac thi s& co mot nut riéng biét dé bat tat
thiét bi do tim WiFi cua laptop.
2.6.3. Khéi Dong Lai Modem, Router WiFi

Ciing twong tu nhu trén may tinh, Modem hay Router WiFi vi mdt ly do nao do6 ma
xay ra su xung dot khién may tinh khong thé két ndi WiFi hozc do thiét bi da hoat dong
trong mot thoi gian dai dan t6i bi treo... Rat don gian, ban chi can tit va ma lai Modem,
Router WiFi hogc rat ngudn dién roi cam tro lai, khi do thiét bi s& ty dong "fix" cac xung
d6t va may tinh ban co thé két néi WiFi tré lai binh thuong.

Hinh 6.20 khoi @ong lai modem, router wifi
2.6.4. Két Noi Lai Mang WiFi
Doi khi vi mot Iy do nao d6 ma Modem, Router WiFi cua ban bi 16i va gy ra tinh
trang khong do thdy mang WiFi, khong thé truy cap duoc hoic truy cip dugc nhung
khong vao mang dugc. Ban c6 thé thur cach xoa WiFi va két ndi lai véi WiFi do.
2.6.5. Renew Lai Dia Chi IP
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Khi ban truy cip vao mot cai router ndo d6, may tinh cua ban s& duoc router cap cho
mét dia chi IP va dia chi nay co thé thay dbi tiy lic khong phai lac nao ciing c¢b dinh mot
s6 do d6 ma nguoi ta goi né 1a IP déng. Tuy nhién trong mot sé trudng hop router lai cap
cung mot dai IP cho hai thiét bi khac nhau dan téi tinh trang xung dot va mot trong hai
hoic ca may tinh déu khong thé vao mang dugc.

Giai phap cho ban luc nay 1a "renew" lai dja chi chi IP may tinh ctia minh bang nhan t6
hop phim Windows + R dé ma hop thoai Run va gd cmd rdi nhan Enter hoic OK
Run X ’

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: i cmd - ‘

Cancel Browse...

Hinh 6.21 RENEW lai dia chi ip
Hop thoai Comman Pormpt hién ra, cac ban nhap cac dong 1énh sau va nhan Enter sau
madi dong 1énh.
net stop dhcp
net start dhcp
ipconfig /release
ipconfig /renew
Sau khi hoan tit va nhan duoc két qua nhu hinh duéi day, cac ban hay thir két ndi lai
internet.

EX Administrator: C\Windows\system32\cmd.exe =NECN X
C:sUserssAdministrator>ipconfig srenew
Windows IP Configuration

Mo operation can bhe performed on Local Area Connection while it has its media di]
sconnected.

Ethernet adapter Local Area Connection:

Media State : Media disconnected
Connection—specific DNS Suffix

Wireless LAN adapter Wireless Metwork Connection:

Connection—specific DNS Suffix
&

. i 192.168.100.8
: 255,355 355 g
: 192.168.100.254

C:wUserssAdninistrator>_

Hinh 6.22 RENEW lai dia chi ip
2.6.6. Cai Lai Driver WiFi
Tinh trang ngudi dung tu cai lai Windows va khong biét cai driver 1a diéu khong phai
hiém gdp, hay tham chi 1a cai sai driver cho thiét bi d6. Bé kiém tra lai may tinh da duoc
cai, cAp nhat driver hay chua, ban c6 thé thuc hién nhu sau:
Buéc 1: Tir giao dién sir dung cac ban nhan t6 hop phim Windows + R va nhap
1énh hdwwiz.cpl roi nhan Enter hoic OK.

77



=]

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: ’ hdwwiz.cpl v

Cancel Browse...

Hinh 6.23 Cai Lai Driver WiFi

Buéc 2: Giao dién Device Manager mé ra, cac ban nhip dup vao Network

adapters kiém tra xem c6 biéu tuong ddu cham thang mau vang hay khong. Néu c¢6 biéu
tuong mau vang thi kha nang Driver WiFi chua dugc cai dat hodc thiét bi nhan Driver

sal.

& Device Manager

File Achon View Help

| m Edml B

a

%

- Dusk drives

0§ Dusplay adaptess

& DVD/CD-ROM drives

e Human Interface Devices

2 |DE ATA/ATAPI controllers

o» Imaging devices

= Keyboards

) Mice and other pointing devices

@ Mcnitors

v @ Network adapters

&F Bluetocth Device (Personal Area Network)
& Bluetooth Device (RFCOMM Protocel T0I)
& Qualcomm Atheros ARS36x Wireless Network Adapter
& Realtek PCle GBE Family Controlier
& WAN Miniport (IKEv2)
& WAN Mnipart (1P}
&F WAN Minigort (IPvE)
@ WAN Mimiport (L2TP)
i@ WAN Minipart (Network Monitor)
@ WAN Mniport (PPPOE)
&F WAN Miniport (PPTP)
@ WAN Munipart (S5TP)

——

= Pont queues

——

Hinh 6.24 Cai Lai Driver WiFi1

Dé khic phuc ban can truy cip vao trang web hd tro cua hing, tim danh sach driver

cho dong may ma ban dang sir dung va tai goi Driver WiFi vé may cai dat. Nghe c6 vé dé
nhung néu nhu ban thyuc hién thay kho c6 thé sir dung cong cu DriverEasy dé cap nhat
driver may tinh nhanh chéng nhé.
2.6.7. May Tinh Bi Nhiém Virus

May tinh bi nhidm virus din dén tinh trang khong vao duoc WiFi cling 13 nguyén nhan

kha pho bién ma nguyén nhan chi yéu 1a do ban sir dung cac phan mém khong rd nguon
g6c hodc khong c6 phan mém diét virus bao vé. Giai phap cho ban luc nay dé 1a cai lai
Windows va st dung cac phan mém diét virus mién phi ciing nhu ban quyén dé cai dat
cho may tinh mot phan mém phu hop.
2.6.8. Card WiFi Bi Hong
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Truong hop chipset WiFi bi hong cling khong phai ngoai I¢, tuy nhién ty 1€ bd phan
nay hong kha hiém. Khi d6 ban khong thé lam gi hon ngoai viéc cdm mady tGi cac trung
tam bao hanh, stra chita uy tin dé duoc kiém tra va thay thé.

Ngoai ra, voi biéu twong wifi c6 diu chim than con c6 thé do thiét bi mang nhu
Modem hay router wifi khong thé cap phat dia chi IP cho may.

2.6.9. Modem, Router WiFi Bi Hong

Ban ciing can phai can nhac toi viéc thiét bi Modem hay Router WiFi bi hong. Trong
truong hop nay viéc dé nhét ban c6 thé 1am 13 goi nhan vién ki thudt cua nha mang xuéng
kiém tra cho ban. Cach nay kh4 tién loi va cuc ki tét cho nhimg ai khong ranh vé may
tinh cling nhu mang.

Tong dai ho tro su ¢ mang Internet:

Viettel: 1800.8098, VNPT: 028.800126, FPT: 1900.6600

Nhu vdy, trén day 1a mot s6 nguyén nhan ciing nhu cach sira 16i may tinh khong két
ndi duoc Wifi ma ban doc c6 thé ap dung ciing nhu chia sé Vi ban bé dang gip phai cac
tinh hudng nay. Ngoai cic cac tinh hudng trén day, ban doc ciing can chu ¥ toi ngon ngir
nhap nhat 1a khi mat khau Wifi dé bi g thanh tiéng Viét. Trén day 1a huéng dan khic
phuc 16i may tinh khong két néi dugc wifi chi yéu trén hé diéu hanh Windows, con doi
V6i hé didu hanh Mac, dé khac phuc 18i khong két ndi duoc wifi ciing kha don gian,
thong qua bai viét huéng dan sira 16i két ndi Wifi, ban doc hoan toan ¢ thé nhanh chong
tiép tuc sir dung mdy tinh hoan thanh cong viéc hién tai caa minh.

C6 rat nhidu nguyén nhan khién cho WiFi khong thé vao duoc mang, tuy vay nguoi
dung ciling ¢ thé ty minh lam theo cac cach cin ban nhu khoi dong lai WiFi, cam lai day
hodc goi 1én tong dai dé xin trg giup vé van dé wifi khong vao dugc mang. Tuy nhién
nho su trg giup cta tong dai ciing khong phai lic nao dugc két qua nhu ¥ mudn cling nhu
chiing ta khong thé truyén tai dugc hét van dé. Do d6 tu ban than phai c6 kién thic nhat
dinh khi gap phai truong hop WiFi khong vao dugc mang..

Bai tap
On tap:
- Hiéu tim quan trong cta an toan hé thng.
- Xac dinh 6 cac hiém hoa dbi véi mdy tinh.
- Nhan dién diém yéu cua hé théng.
- Van dung cac phuong phap bao vé may tinh.
- Van dung hiéu qua phuong phap phong tranh va quét Virus.
Bai tap tinh hudng:
- Hién nay c6 rét nhiéu giai phap bao mat, mdi giai phap tip trung vao mot ddi
tuong cu thé. Hay néu nhitng giai phap ma ban biét?
- Tai sao c6 thé xAm nhép vao hé théng.
- Mot kich ban xam nhap $& xay ra nhu thé nao?
+ Budc 1: do tham tir bén ngoai.
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+ Budc 2: do tham tur bén trong.

+ Budc 3: Khai thac.

+ Budc 4: Vao hé théng, cai dat ph?ln mém ¢ chira trojan hodc tao tai khoan
riéng dé xam nhap cho 1an sau, x6a toan bo dau vét ban dau.

+ Budc 5: Liy thong tin
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BAI 7. TOI UU HOA MAY TiNH
Gioi thiéu

Chic cac ban doc qua nhiéu bai viét, meo hudng din vai ndi dung nhu 13 ting téc may
tinh, ting toc toan dién may tinh cta ban... Theo c4 nhén t6i dung tir ting téc that ra co
phan hoi qua mot chat. Noi chinh xac phai 1a lam sao dé giit cho hé thong may tinh on
dinh, muot ma. Minh dung tir hé thong may tinh dé dé noi rang co rat nhiéu thanh phan
trong hé théng may tinh can duoc sir dung ding dé may tinh chay 6n dinh nhat.

C6 rat nhiéu nguyén nhan, trudc tién 14 phai ndi t6i phan cing mdy tinh. Cau hinh nhu
thé nao 1a vira di. That ra nd hoan toan phu thudc vao nhu cau st dung caa ban. Minh
khong dao sdu phan nay vi n6 rat da dang va kho thay thé vi phu thudc vao nhiéu yéu té
(tién nang cap, ngai ning cip vi khong c6 may tinh sir dung,...)

Gio toi noi t6i phan mém & hé diéu hanh trén mdy tinh. Mic dinh hé diéu hanh
Windows ma cac ban dang sir dung c6 nhiéu tinh ning ma cé thé ban s& chang bao gio
dung téi. Trong gido trinh nay s& huéng dan cac ban tit bot cac tinh nang do di.

1. Muc tiéu
- Trinh bay dugc ¥ nghia ciia viéc t6i wu hoa may tinh;

Thuce hién duoc téi wu hoa may tinh tir co ban dén nang cao;

Thiét lap duoc cac thong sd, thanh phan hoat dong CMOS, HPH, phan mém;
Cap nhat va xir ly dugc cac 18i lién quan dén BIOS, hé diéu hanh, phan mém;
Thuc hién cac thao tac an toan voi may tinh.

2. N0i dung chuong
2.1 Tong quan vé toi wu hoa may tinh
- T4i wu hoa may tinh 14 viéc cau hinh, tinh chinh lai cac chirc ning, cac chuong
trinh trén may tinh.
- Vai tro, myc dich va y nghia
+ Giap may tinh hoat dong 6n dinh hon
+ Gilp giai phong céc file tam, file rac
+ Giap nhén cac thiét bi phan cting moi
- Tac dong, sy anh hudng va tam quan trong cua viéc tdi uu
+ Giup may tinh ting do bén va hoat dong 6n dinh
+ Gilp may tinh hoat dong nhanh va hiéu qua hon
+ Giup may tinh nhan dién duoc cac thiét bi méi
2.2 Quy trinh t6i wu hoa phan cirng
- Xac dinh van dé can téi uu
+ Nang cip phan ctng
+ Bao tri thiét bi
+ Nang cap BIOS
+ Téi uu hod BIOS
- Nang cap thiét bi
+ Xac dinh cac thiét bi nang cap: RAM, CPU, HDD, VGA, Power Supply
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+ Nguyén tic nang cap thiét bi: ddm bao sy ning cap 13 can thiét, dam bao sy
dong bo giira cac thiét bi, thiét bi nang cap phai phu hop vai cac két ndi hién tai.
+ Céc bude tién hanh
- [1] Xac dinh thiét bi nao cin nang cap
[2] Xéc dinh sb lugng va ung lugng can nang cap
[3] Xac dinh chuan két ndi cua céc thiét bj cAn nang cap
[4] Tién hanh mua thiét bi
[5] Thuc hién nang cap
- Nguyén tic bao tri thiét bj
+ An toan tuyét ddi vé dién
+ Sao luu dir liéu trude khi thao tac
+ Khong cap ngudn cho HDD khi khong can thiét
- Céc cong viéc can thuc hién khi bao tri phan ctng
+ [1] V¢ sinh ban phim, man hinh, chudt

+ [2] Vé sinh RAM, card mé rong va cac khe cim mé rong
+ [3] Vé sinh cac 6 dia quang
+ [4] Tra keo tan nhiét (gitra chd tiép xuc gitta CPU va quat)
+ [5] Vé sinh, tra dau cho quat CPU, quat ngudn
- Toi uu hoa BIOS
+ Tit cac tinh ning khong can thiét trong CMOS Setup Utility
+ Auto Detect (Detect cac thiét bi bang tay)
+ Tit cac thiét bi onboard néu khong dung dén
+ Chinh ché d6 Quick Boot
+ Bat/tat chtic nang canh bao Virus
- Nang cap BIOS
+ Céac truong hop can nang cap BIOS: BIOS bi 15i, can gna81 thém cac phan
cung ma BIOS hién tai khong ho tro.
+ Céc nguyén tic can biét khi nang cip BIOS
- [1] Pam bao BIOS version nang cap mai hon BIOS hién hanh
- [2] Pam bao trong khi ning cip khong cé sy ¢b vé dién
2.3 T6i wu héa hé diéu hanh

- Céc 156 héng déu giy ra cac nguy co vé ngung tré dich vu, chiém quyén diéu
khién hozc cho phép truy nhap bat hop phap.

- LJ hong cho phép thuc thién cac cudc tin cong kiéu Dos: Dos 14 hinh thirc tan
cong str dung cac giao thirc & ting Internet trong bo giao thitc TCP/IP dé 1am ngung tré
hé thong.

- Céc 16 hong cho phép nguoi sir dung nodi bo co thé chiém duoc quyén cao hon
(leo thang dac quyen).

- Céc 15 hong de doa tinh toan ven cua dit liéu va bao mat caa hé théng. Nguyén
nhan chu yéu do sy cha quan hoic khéng kiém soat duwgc cau hinh mang.
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- Thoi quen sur dung

+ Chu quan dya vao nhitng nhéan thirc ca nhan
+ Khong co6 ke hoach xur 1y rui ro

+ Khoéng st dung phan mém va céc giai phap phong chong phishing (1iy cip
thong tin c4 nhan) va pharming (chiém doat cac URL hop phap)

+ Khong cép nhat cac ban va 161 bao mat, dac biét 1a cac ban va cua hé thong

IM, E-mail

+ Nhing thiét 1ap mic dinh khong duoc thay doi

2.3.1 Tit cac dich vu hé théng

Mic dinh trong Windows c6 cac dich vy hé théng ma ching ta hau nhu con khong biét
t6i chir khong mudn néi 1a khong biét str dung chung. Vi vay minh s& hudng dan cac ban
tat b6t di cho may tinh cta ban thém phan “muot ma”. Khuyén céo ban nén 1a ngudi am
hiéu vé may tinh hay lam néu khong chéc thi nén boé qua phan nay.

T6i s& huéng dan trén Windows 7 thoi vi hién nay Windows 10 mic dinh da tit hét

nhitng dich vu nay.

Céc ban m¢ Programs and Features 1én nhu sau:

® oo

j| Getting Stated »

6 Windows Media Center

a4 Calculator

Sticky Notes

% Remote Desktop Connection
<)

@ Magnifier /

. | Solitare

@ Apple Software Update

> AllPrograms

Control Panel

Defoult Programs

Help and Support

Devices and Printers

2 » Control Panel »

> | 431) |seorch Controt Pane

Adjust your computer’s settings

[ System and Security
7‘;9 Review uter's status

Backup y
Find and fo problems

Network and Internet
el View network status and tasks

2. Choose homegroup and sharing options

Hardware and Sound
View devices and printers

Add a device

iewby: Category ¥

User Accounts and Family
Safety

® Add or remove user accounts

® Set up parental controls for any user

Appearance and
Personalization
Change the theme

Change desktop background
Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input
methods

Change display language

Ease of Access
s suggest sel

[FA « Programs » Programs and Features

Control Panel Home

Uninstall or change a program

To uninstall a program, select it from the list and then click Uninstall, Change, or

Repair.
Organize ~ - 9
Name = Publisher -
(S uTorrent BitTorrent Inc.
B Adobe Flash Player 21 ActiveX Adobe Systems Incorporated
B Adobe Flash Player 21 NPAPI Adobe Systems Incorporated E
# Apple Application Support Apple Inc.
Apple Mobile Device Support Applelnc.

(%) Apple Software Update AppleInc.
¥ Bonjour Apple Inc.
@ CocCoc Bon vi ch quan Céc Cc
2 Dropbox Dropbex, Inc.
B Evernote v. 564 Evernote Corp.
[F]Facebook Messenger 2.0 Facebook (C)
2+ Foxit Cloud Fouit Software Inc.
[ Foxit Reader Fout Software Inc.

‘ @ Google Chrome Google Inc. 2
4‘ r——— 1 il ’

=  Currently installed programs Total size: 149 GB
’! 1‘/ 33 programs installed

4 Windows Features

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on,

| Turn Windows features on or off

Please wait...

——0;7 Cancel "
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Hinh 7.2 Tit cac dich vu hé thong
Cho né load mot chit, sau khi load xong s& ¢ giao dién giéng nhu hinh bén dudi

Windows Features * [ =R g

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

R Games| n

, Indexing Service
. Internet Explorer 8

EO

m

[] || Internet Information Services

[] || Internet Information Services Hostable Web Core

, Media Features

 Windows DVD Maker

; Windows Media Center

; Windows Media Player

. Microsoft MET Framework 3.5.1

[] | Microsoft Message Queue (MSMJ) Server

[l Print and Document Services i

&3]

m
<]

| ok || Ccancel

Hinh 7.3 Tét cac dich vy hé théng
Vi phian nay thujc hé thong nén cic ban lam chinh xac nhirng gi tdi trinh bay &
cac hinh bén dwdi; khong 1am sai vi ¢6 thé anh hwéng téi hé thong!!!
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[ Yoo oo S = M

Turn Windows features on or off

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

. Internet Explorer
[T1 ), Internet Information Services

]

= . Media Features

| (W] L. Print and Docurnent Services

, Internet Information Services Hostable U n c h e c
S = @ Media Feature
{ H | ,_. Windows DVD Maker

[] | Windows Media Center
o ¥ i

] . Microsoft Message Queue (MSMQ) Server

h Windows Features m @M

(7] Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

T- 5l D,.Games
'mewice [[] | Indexing Service
8

= | Internet Explorer 8

[] |, Internet Information Services
k [] |, Internet Information Services Hostable Web Core —

VT Windows Media Player
[ |, Microsoft NET Framework 3.5.1
[] |, Microsoft Message Queue (MSMQ) Server
| [H] L. Print and Docurnent Services

»

m

[ ok || cencel |

s A

&

Windows Features m EM

Turn Windows features on or off (7]

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

/
Uncheck -q

] bswster for UNTE-based Applications o~
. Tablet PC Components
= elnet Clien

[] |, Telnet Server

= TETL Clicod

| Windows Gadget Platform

3] . Windows Process Activation Service
| Windows Search F
i Filter L
T. KPS Services
|| XPS Viewer A
[ ok ][ Cancal |
—— s g

Hinh 7.4 Tit cac dich vu hé thong

e —— s A

Bo chon nhitng dong minh d& danh dau, khi bo chon s& xut hién mot thong bao nhu

bén dudi; cac ban chon Yes

-
Windows

Features

Turning off Windows DVD Maker might
affect other Windows features and
programs installed on your computer,

including default settings. Do you want to

continue?

Go online to learn more

—— = [ N ]

m&i xuét hién, cac ban chon

Hinh 7.5 Tit cac dich vu hé thong
OK, sau khi bé chon xong; cac ban click OK, cho n6 load mét

Restart Now dé khoi dong lai may.

chut; lai 1 thong bao
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.
Microsoft Windows

Please wait while Windows makes changes to
features. This might take several minutes.

Cancel

”

-

e

Microsoft Windows

o |

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

[ Restart Mow ][ Restart Later

Hinh 7.6 Tit cac dich vu hé thong

Viy la xong rdi cac ban.

2.3.2 Tit cac ing dung khéi dong ciing Windows (Startup).
Sau 1 thoi gian s dung may tinh, s& c6 nhiéu phan mém khoi dong ciung lic véi

Windows; viéc nay 1am cho qué trinh logon rat 1au. T6i xin huéng dan cac ban tit bét di:

Thuc hién trén Window 10

Nhén t6 hop phim Windows+ R => gé lénh: taskmgr.exe xong nhan OK

Esc

Hinh 7.7 Tit cac dich vu hé thong

—,, Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

Open:

taskmar.exe

oK

Cancel

Browse...

Hinh 7.8 Tat cac dich vu hé thong
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[ Task Manager - O X
File Options View
Processes Performance App history Startup Users Details Services
17% 36% T 4% 0%
Name Status CPU Memary Disk Network
CE] System interrupts 0.1% 0 MB 0 MB/fs 0 Mbps
> = Task Manager 0.7% 12.8 MB 0 MB/fs 0 Mbps
by ‘% Snipping Tool 0.1% 14.0 MB 0 MB/s 0 Mbps
Usermode Font Driver Host 0% 0.4 MB 0 MB/s 0 Mbps
> @ Microsoft Word 0.1% 89.6 MB 0 MB/s 0 Mbps
> @ Viber (32 bit) 0% 128.5 MB 0 MB/s 0 Mbps
> (3 Skype (32 bit) 0% 123.8 MB 0 MB/s 0 Mbps
@ Google Chrome (32 bit) 0% 62.6 MB 0 MB/s 0 Mbps
G Google Chrome (32 bit) 0.2% 87.9 MB 0 MB/s 0 Mbps
@ Google Chrome (32 bit) 0% 122.9 MB 0 MB/s 0 Mbps
Application Frame Host 0% 3.2 MB 0 MB/fs 0 Mbps
Metwork UX Broker 0% 37 MB 0 MB/s 0 Mbps
™ SN o s o oo o
Fewer details End task
Hinh 7.9 Tét cac dich vu hé théng
Tai cira s6 Task Manager, chon Tab Startup
12 Task Manager — a e
File Options View
Processes Performance App history Startup Users Details Services
~
Name Publisher Status Startup impact
? msi LED Manager msi Enabled Medium
ﬁ" Creative UpdReg Creative Technology Ltd.§ Enabled Low
m THXAudio Creative Technology Ltd Enabled High
@ NVIDIA Overclock Tool MSI Enabled Low
.:1 Cinema Proll Contoler msi Enabled Low
B3 MSsI CinemaProll Application  Micro-5tar Int'l Co,, Ltd. Enabled Medium
@ MGSysCtrl Micro-5tar International Enabled Low
> '{l’ |AStorlcon (4) Intel Corporation Enabled High
B Bitdefender Wallet Agent Bitdefender Enabled Medium
U5 UniKeyNT Enabled Low
Seagate Dashboard Seagate Technology LLC® Enabled Not measured
% Dropbox Update Dropbaoy, Inc. Enabled Not measured
& Google Drive Google Enabled Not measured
Fewer details Disable
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Hinh 7.10 Tét cac dich vy hé théng
Cot Status ma Enabled la dang khoi dong cung Windows

i Task Manager
File Options View

Processes Performance App history Startup Users Details S

Name Publisher
B Bitdefender Wallet Agent Bitdefender
T UniKeyNT
& Google Drive Google

'}& downloadninja

#& Microsoft OneDrive Microsoft Carporation
1_) Google Installer Google Inc.

1 ShowBatteryBar

B Bitdefender Agent Bitdefender

| | Btmshell

| | NVIDIA Capture Server Proxy ~ NVIDIA Corporation
. NVIDIA Backend NVIDIA Corporation

| Windows host process (Run..  Microsoft Corporation

Fewer details

[m5 Adobe Updater Startup Utility Adobe Systems Incorpor...

ervices

~

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Startup impact

Medium

Low

Not measured
High

Not measured
Not measured
Low

High

Low

Not measured
Low

Low

Low

—*

Disable

Hinh 7.11 Tat cac dich vy hé théng
Cdc ban chon #ng dung muan tat réi click Disable
Thuc ra ma noi thi ciing hoi kho cho cac ban khong ranh nén tat cai nao, dé cai nao.

Minh khuyén 14 tit cac tng dung dam may nhu: Google Drive, Dropbox, OneDrive; phan
mém chat nhu: Skype, Viber, Zalo. Vi cidc ban c6 thé mo 1én sau khi khoi dong

Windows.
Thuyc hién trén Window 7

Nhan t6 hop phim Ctrl + R => g& lénh: msconfig xong nhan OK

= Run

Open: msconfig

=2 |

== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

ok ||

Cancel

] [ Browse...

"

Hinh 7.12 Tét cac dich vy hé théng
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L} System Configuration

General |Boot IService IStarmp Tools |

Startup selection
(@) Normal startup
Load all device drivers and services
() Diagnostic startup
Load basic devices and services only
() Selective startup
Load system services
Load startup items

Use original boot configuration

o) ot ] [ o0

Hinh 7.13 Tat cac dich vy hé théng
Tuong tu, cac ban bo chon bét nhitng phan mém khoi dong cing Windows sau d6
nhan OK.

[ -'TEJ System Configuration i .

| General I Boot I Services | Startup |Tools |

Startup Item Manufacturer Command Location Date Disabled

[ vMware Tools WMware, Inc. "C:\Program Fil... HKLM\SOFTWAREM...

[ MindManager Mindjet C:'VProgram Fil...  HKLM\SOFTWARE\M...

[ Java Platform S...§ Orade Corpora... "C:Program Fil... HKLM\SOFTWAREM...

[ Tunes Apple Inc. "C:\Program Fil... HKLM\SOFTWAREM...

[ pTorrent BitTorrent Inc. "Ci\Users\Admi,.. HKCUVSOFTWAREN...

Skype Skype Technol...  "C:VProgram Fil... HKCU'SOFTWARE,...

Viber Unknown C:\Users\admi... HKCU\SOFTWARE\...

[ cocCoc Update Coc Coc Co., Ltd,  "C:\Users\Admi... HKCU\SOFTWARE...

[ CocCoc Coc Coc Co., Ltd. "C:\Users\Admi... HKCU\SOFTWAREY...

Unikey Unknown C:\Program Fil...  HKCU\SOFTWARE,..

Dropbox Dropbox, Inc. C:\Usersladmi... C:\Users\Admin'App...

[ Enableal | [ Disableal ]
[ oK l [ Cancel ] [ Apply ] [ Help l

Hinh 7.14 Tat cac dich vy hé théng
Thong bao méi xuat hién, chon Restart.

F B
Microsoft Windows ﬁ

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

| Restart Now | | RestartLater |

Hinh 7.15 Tat cac dich vy hé théng
2.3.3 Don rac hé thong may tinh.
Xoa thung rac (Recycle Bin)
Kinh nghiém thyc té khi di 1am minh thiy c6 rat nhiéu nguoi lam biéng x6a thung rac
trén may tinh 1am. Minh xin nhac lai 12 khong nén dé rac qué lau ma khong xéa di. Cac
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ban trung binh 1 tuan hoic nira thang nén x6a sach thung rac. Con cach x6a nhu thé nao
chic ai cling biét réi minh khoi hudéng dan.

Disk Cleanup 1a mot cong cu san c6 trong Windows & phai néi 1a rat hitu hiéu. N6 xo6a
file dém, file rac hé thong,... Pé chay Disk Cleanup, cic ban 1am nhu sau: ( twong tu cho
tat ca phién ban Windows)

Nhén t6 hop phim: Windows + R

= Run >

Open:

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

cleanmgr.exe|

Browse...

Hinh 7.16 Tit cac dich vu hé thng
Xuat hién hop thoai Run, cac ban g 1énh: cleanmgr.exe roi nhan OK

Disk Cleanup : Drive Selection

Selectthe drive youwant to clean up.

Drives:

X

E. 0S_Install (C)

Hinh 7.17 Tét cac dich vy hé théng

Xuat hién hop thoai mai, nhian OK

Hop thoai mai xuét hién, cac ban kéo thanh truot bén phai déng thoi danh diu check

toan bd rdi nhan OK.

0S_Install (C:).

Eiles to delete:

~* Disk Cleanup for O5_Install (C:) x
Disk Cleanup
E You can use Disk Cleanup to free up to 591 GB of disk space on

Setup Log Files

Downloaded Pragram Files 0 bytes
] = Temporary Internet Files 359 MB
D ystem error memory dump files 785 MB
] m archived Windows Error Reporting ... GBS KB .,
Total amount of disk space you gain: 51.3KB
Description

Files created by Windows

GCIean up system files

How does Disk Cleanup work?
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Hinh 7.18 Tét cac dich vu hé thng

2.3.4 Xéa lich sir trinh duyét web.

Google Chrome 1a trinh duyét phd bién, minh xin giGi thiéu cach xoéa lich sir duyét

web trén Chrome:
M¢& Chrome nhu binh thuong.

Céc ban nhan t hop phim Ctrl + H, xuét hién tab History

& Google

&« C A [ chrome:y//history
it Apps W Bookmarks

% / £ History

Chrome History

History
I Clear browsing data...

x

Yesterday - Thursday, February 18, 2016 (Cont.)

Search history

Showing history from your signed-in devices, Learn more

0:52 AM & wirus description data - Tim vai Google oogle.c

Abo 0:52 AM & Indication of Hard Disk Drive Failure that Needed to Replace Immediately - Tim vdi G... www.google.comawn
0:51 AM G Tim vai Google google.co
0:51 AM G Tim vai Google google.co
0:31 AM & Indication of Hard Disk Drive Failure that Needed to Replace Immediately - Tim vdi G... www.google.comawn
0:51 AM B http://pcingredient.blogspot.com/2014/05/indication-of -hard-disk-drive-failu... pcingredientblogspot.com
0:51 AM B http://pcingredient.blogspot.com/2014/05/indication-of -hard-disk-drive-failu... pcingredientblogspot.com
0:51 AM G httpsi/fwww.googlecom.vn/url?sa=ifirct=j8g=&esrc=s8source=imagesficd=8&cad... www.google.comwn
0:51 AM G httpsi/fwww.googlecom.vn/search?q=please+backup+your+hard+disk+and+have +... www.google.com.wvn

Hinh 7.19 Tt cac dich vu hé thong

Nhdn Clean browsing data

Hop thoai Clean browing data xuét hién:

2 =ar browsing data

Browsing history — 10833 it

Download history
Cookies and other site
Cached images and filg

Passwords

Autofill form data — ddress, 126 other s

Hosted app data

Content licenses

Check:toan bo

This clears synced data from all devices Some 3

will not be cleared. Learn more

wing items fr:uITI!| the beginning of time %

the past hour

the past day
the past week

Clear browsing data

ngs that ma

Cancel

y reflect browsing habits

Hinh 7.20 Tét cac dich vy hé théng
Tiy chon the beginning of time dé xéa sach history, khéng giit |ai bat ky cdi gi.
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OK, vdy la ban d3 hoan thanh x6a lich sir duyét web cua trinh duyét Chrome rdi dé.
2.3.5 Han ché cai &ng dung ting téc, phAn mém deon rac, phan mém chong phan manh &
cung.

Phan mém duoc viét ra tat nhién c6 cong dung cia nd, ngudi ta san sang bo tién mua
ban quyén cua né. Nhung tai sao minh néi 1a han ché ¢ng dung ting tbc, phan mém don
rac? Ban thin Windows c6 cong cu don rac rat hiéu qua ma minh di gi6i thiéu Disk
Cleanup, cong vai viéc cac ban thuong xuyén xo6a lich st trinh duyét web minh nghi da
giam thiéu 1 phan su i ach may tinh cua cac ban. Néu c6 nhu cau sir dung phan mém
nhung thinh thoang méi sir dung thi cic ban nén dung phan mém Portable.

Phian mém ting tdc may tinh, don rac mdy tinh chic cic ban di nghe qua rat nhiéu
nhu:

Advanced SystemCare Pro, System Mechanic Professional, TuneUp Utilities,
CCleaner,...

T6i chi khuyén nghi dung CCleaner. Vi né chi ¢6 cong dung don dep rac, khong can
thiép vao qua sau Windows. Con néu ban nao mudn ding thir thi google nha; minh khong
khuyén khich ding cac phan mém khac (vi ¢6 phi nén mudn dung thi phai crack nén hiéu
suat khong cao).

Phan mém chdong phan manh 6 cting that sy khong can thiét ty nao hét. Ban mudn
chéng phan manh 6 cing, Windows da cung cp san cong cu roi; can chi cai thém. {t cai
phan mém ngoai bao nhiéu thi may ban it t6n tai nguyén bay nhiéu. Thém 1y do nira, véi
cac 6 cung hién nay thi di c6 sin co ché chong phan manh 6 dia rét tot rdi. Cac ban
khong can quan tAm van dé nay nita (xua 1am roi).

&y Optimize Drives - X

You can optimize your drives to help your computer run more efficiently, or analyze them to find out if they
need to be optimized. Only drives on or connected to your computer are shown.

Status

Drive Media type Last run Current status
& | - Hard disk drive 20/02/2016 6:40 ... OK (0% fragmented)
& Data (D7) Hard disk drive 20/02/2016 6:43 ..  OK (0% fragmented)
~ Relax (E) Hard disk drive 20/02/2016 6:44 ...  OK (0% fragmented)
. BIOS_RVY Hard disk drive 20/02/2016 6:44 .. OK (0% fragmented)
@Analyze E;Op‘[imize

Scheduled optimization

On E;Change settings
Drives are being optimized automatically.

Frequency: Weekly

Close

Hinh 7.21 Tét cac dich vy hé théng
Optimize Driver — Céng cu chéng phdn manh 6 cing ciia Windows
2.3.6 Lau chui, v€ sinh may tinh hgp ly.
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Sau mot thoi gian sir dung, nhat 1a laptop vi dic tht nho gon nén rat dé bam buyi & can
vé sinh tét dé hiéu qua tang nhiét dugc cao nhat; minh khuyén cac ban nén 06 thang 1 1an
mang laptop ciia minh ra cc ctra hang vi tinh dé vé sinh, bdi keo tang nhiét nha cac ban.
Phi thi minh nghi khong cao 1am dau ma céc ban lo.

M6t luru ¥ nira minh thdy rat nhiéu ban, nhat 1a sinh vién hay cam laptop dé trén
giwdng, trén gdi rdi sir dung. Tuyét ddi khong nén nhu vy vi laptop rat khé tang nhiét.
Lau nay dan téi giam tudi tho linh kién bén trong may tinh.

2.3.7 Khuyén nghi diung phan mém diét vi rit AV (Antivirus).

Vén dé nay thi khi n6i déu c6 2 ludng ¥ kién trai chiéu nhau, khuyén khich & bac bo
viéc vai phan mém AV.

Minh khong dam néi nhiéu, minh ciing chang phai 1a chuyén gia, chuyén vién IT gi ca.
Chang qua lam IT, 13y kinh nghiém thuc té khuyén cac ban néu khong muén lo ling mdi
lan cim USB cua ngudi la vao may tinh; chang hiéu tai sao folder dir liéu tring tron
nhung kiém tra dung lwong van cé, ci hé download bét cir thu gi téi 99% thi lai stop...
va con nhiéu phién todi nita do virus gy ra.

All Events Critical Mark all as read Delete all

Infected webpage detected
This webpage http:ficc xtgreat. com/cm.gif ?dspid=11221 is identified as infect...

Infected webpage detected
This webpage http:/fcc xtgreat.com/cm.gif?dspid=11221 is identified as infect...

Infected webpage detected
This webpage http://cc xtgreat.com/cm.gif?dspid=11221 is identified as infect...

Infected webpage detected
This webpage http-/fcc xtgreat com/cm gif?dspid=11221 is identified as infect

Infected webpage detected
This webpage http://cc xtgreat.com/cm.gif?dspid=11221 is identified as infect...

Infected webpage detected
This webpage http:ficc xtgreat com/cm gif?dspid=11221 is identified as infect

Hinh 7.22 Tét cac dich vy hé théng

Trong khi minh dang luét web thi AV di chan rat nhiéu web lira ddo, web rdc, web
qudng cdo...

Céc ban c6 thé chon phan mém AV mién phi rat phé bién & VN la: Avast va Avira.

Sau khi download vé may tinh, cac ban cai dat binh thuong; rat d& sir dung cac ban
dung lo.

Con néu ban c6 kinh phi thi nén dung phadn mém AV tinh phi nhu: Bitdefender hoic
Kaspersky nha céc ban.
2.3.8 C6 nén chay giai phan manh 6 cing (defragment) hay khong?

Giai phan manh 6 cimg cac ban s& duoc khuyén 1am diéu nay khoang 1 thang 1 lan dé
dam bao 6 cing khong bi phan manh giup mdy tinh khong chay cham. Piéu nay hién nay
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khong can thiét nita cac ban a. Khi ma hau hét bay gio ching ta dang sir dung hé diéu
hanh Windows 7,8,10 véi trinh quan 1y file hé théng thong minh; cic cong cu giai phan
manh ciing da chay ty dong. O dia cirmg HDD ngay nay vé6i dung lwong Ién thi van dé
phan manh khéng con 1a van dé nira; con 6 cing SSD thi chay giai phan manh chi 1am
giam tudi tho 6 cing gay hai thém ma théi. That Sy cic ban nén quén giai phan manh 6
cung di la vura.

2.3.9 Shut down, Sleep, Hibernate, Restart may tinh sao cho hiéu qua nht.

. » Sleep
Devices and Printers Steep
Switch user m— " Shut down

ut down ‘.

atll -O-

Logolt & Restart
(o DEETT  Restart Brightness

I
Restart [=] (l) @ Power

Sleep i 2 i= Al apps

Hibernate

Change PC settings L2 m M

Windows 7 Windows 8.1 Windows 10

Hinh 7.23 Tit cac dich vu hé thng

Thoi quen khi sir dung may tinh ban ¢ nha riéng, laptop thi ching ta it khi Shut down
may tinh, hay Sleep thoi.

Tuy truong hop cac ban a. Khi ban dang dé dang cong viéc gi do trén may tinh, phai di
ra ngoai trong khoang thoi gian ngan thi luc nay lua chon Sleep may tinh 13 dung nhat.
Tai sao thoi gian ngan, vi Sleep cin ban tit man hinh, 6 cing may van quay nén van ton
dién (tén pin trén laptop).

Néu céc ban ciing dang d& dang cong viéc gi d6 trén may tinh, phai di ra ngoai nhung
trong khoang thoi gian dai (hodc phai 6m ca laptop di theo bén minh) thi ltc nay lya chon
Hibernate (ngu déng) may tinh 1a dung nhat. Vi luc ndy may sé& luu toan bd hién trang
may tinh vao trén 1 file trén phan ving 6 dia C va tat han man hinh + 6 ctng luén. Tranh
gy lang phi dién (pin trén laptop).

Minh gap nhiéu truong hop ca 1 tuan khong Shut down may tinh ludn, nhét 1a laptop.
Khong nén ti nao hét. Minh khuyén nén it nhat mdi 3 ngay Shut down 1 1an, néu siéng
hon thi mdi ngay nén Shut down.

Sau mdi lan cai dat, update phan mém hay update driver phan cimg minh khuyén céac
ban nén Restart may dé dam bao hé théng cap nhat ddy du nhat. Hodc khi ban dang sir
dung may tinh, thiy sao may lai cham hon binh thuong, nén Restart cac ban a. (Cdch nay
cdc ban dp dung triét @é cho cd dién thoai, mdy tinh bang, mdy méc vin phong: mady in,
May fax, mdy photo, may scan... khi tw dung chay chdm nha cac ban). Ly do bdng dung
may tinh chdm thi c6 tram ngan ly do, quan trong la sau khi Restart n6 binh thuong la
OK. Ban than Windows hoan thién téi mirc nao ciing ton dong 16i nén khé tranh khoi doi
lac bi su cb.

2.4 T6i wu héa cac &ng dung
- c4p nhat va cai dat cac ban va 15i caa hé thong va (ng dung
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- Tuong hira (firewall) dung dé kiém soat cac truy cap dén cac tai nguyén, ngin

chin cac truy cap bat hop phap.
- Phong ngtra virus: st dung cac chuong trinh phong chdng virus.
- Giai phap phat hién va ngan chan xam nhap.

- Céc giai phap khac
+ Mang riéng ao (VPN)
+ M3 hoa du liéu trén dudng truyén
+ Kiém soat truy cap web (web filtering, URL filtering

- Tim hiéu ning cao vé virus mdy tinh
+ Phuong thirc nhan dién va phan loai virus
- La nhitng virus ma ma thyc thi da dugc bién dich hoan chinh (Compiled
Virus) hay doan ma (Maliciuos code) muc dich gay ton hai dén tinh bi mat, tinh toan ven
hoic tinh san sang cua hé thong.
- Virus Boot, Virus File, Virus Macro, Trojan Horse, Sau Internet — \Worm
+ Cai dat, cau hinh chuong trinh diét virus

Cai dat mac dinh theo yéu cau cua chuong trinh;
Céu hinh ty dong quét dit liéu vao/ra, 1ap lich quét dinh ky, thiét lap tinh

nang tu dong cap nhat.
+ Phuong phap phong, tranh virus hiéu qua

Kiém soat cac ung dung nguoi ding

Str dung cac chuong trinh, phong tranh virus, cong cu bao vé nhu firewall
Khong truy cdp vao nhirng tang web la

Khong m¢ file dinh kém trong E-mail khong 1o dia chi

Khéng trao doi dit liéu véi cac thiét bi luu trit kha nghi ¢é virus
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Bai tap

1. Tét cac dich vu hé théng

2. Tt cac ung dung khai dong cing Windows (Startup).

3. Don rac hé théng may tinh.

4. Xoba lich str trinh duyét web.

5. Han ché cai ung dung ting tc, phan mém don rac, phan mém chéng phan manh 6
cung.

6. Lau chui, v€ sinh may tinh hop ly.

7. Khuyén nghi dung phan mém diét vi rat AV (Antivirus).

8. Co nén chay giai phan manh 6 cting ( defragment) hay khong?

9. Shut down, Sleep, Hibernate, Restart may tinh sao cho hiéu qua nht.
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