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TUYEN BO BAN QUYEN:

Tai liéu nay thudc loai sach gido trinh nén cac ngudn thong tin co thé
dugc phép dung nguyén ban hoic trich ding cho cdc muc dich vé dao tao va
tham khao.

Moi muc dich khac mang tinh I¢ch lac hodc st dung v6i muc dich kinh
doanh thiéu lanh manh s& bi nghiém cAm.

LOI GIOI THIEU

Trong nhitng ndm qua, day nghé da c6 nhitng budc tién vuot bac ca vé sd
lugng va chét luong, nham thuc hién nhiém vu ddo tao nguén nhan lyc k¥ thuat
truc tiép dap tmg nhu cau xa hoi. Cung voi su phat trién ctia khoa hoc cong nghé
trén thé gidi, linh vuc Cong nghé thong tin ndi chung va nganh Quan tri mang &
Viét Nam néi riéng da c6 nhiing budc phat trién dang ké.

Chuong trinh day nghé Quan tri mang may tinh da dugc xay dung trén co s
phan tich nghé, phan k¥ ning nghé dugc két cau theo cac modun. Pé tao diéu
kién thuan loi cho cac co s¢ day nghé trong qua trinh thyc hién, viéc bién soan
gido trinh theo cac moédun dao tao nghé 1a cip thiét hién nay.

Quan tri mang 1a mo dun dao tao chuyén mén nghé dugc bién soan theo hinh
thie tich hop 1y thuyét va thuc hanh. Trong qua trinh thyc hién, nhém bién soan
da tham khao nhiéu tai liéu Quan tri mang trong va ngoai nudc, két hop véi kinh
nghiém trong thuc té rat mong nhan duogc sy dong gop ¥ kién cia doc gia dé
gido trinh dugc hoan thién hon.

Xin chan thanh cam!

Cu Chi, ngay ... thang ... nam 2021
Tham gia bién soan
1.Lé BaThi
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CHUONG TRINH MO PUN
(Kém theo Théng tw so: 03/2017/TT-BLPXH ngay 01/03/2017
Cua B¢ trwong By Lao dong — Thwong binh va Xa hoi)
Tén mé dun: QUAN TRI MANG
M3 s6 mé dun: MPD 23
Thoi gian md dun: 75 gio (Ly thuyét: 15 gio; Thie hanh: 55 gio; Kiém tra: 5 gio)
I. VI TRi, TINH CHAT CUA MO PUN:
- Vitri
+ Mo dun duogc bd tri sau khi hoc sinh hoc xong cadc mon hoc chung, trudc
cac mon hoc, mo6 dun dao tao co so nghé
- Tinh chat
+ LE‘Al mGnAth chuyén nganh dao tao tu chon.
1. MUC TIEU MO DUN:
- Vé kién thirc
+ Phan bi¢t sy khac nhau trong viéc quan tri may chu (Server) va may tram
(workstation);
+ Phan biét sy khac nhau gitta cic mdé hinh mang DOMAIN va
WORKGROUP
+ Trinh bay dugc kién tric ciia Active Directory
+ Trinh bay dugc nguyén 1i hoat dong ctia cac dich vu: DNS, DHCP, NAT...;
- Vék¥y ning
+ Cai dit dugc hé diéu hanh server;
+ Tao duogc tai khoan nguoi dung, tai khoan nhom;
+ Quan ly tai khoan nguoi dung, nhém va sip xép hé théng hoa cac tic vu
quan tri tai khoan nguoi dung va tai khoan nhom;
+ Chia sé va cap quyén truy cp tai nguyén dung chung;
+ Cai dat va cdp han ngach st dung dia;
+ Lap cAu hinh va quan tri in 4n ctia mot may phuc vu in mang;
+ Cai dat va cau hinh céac dich vu mang: Active Directory, DNS, DHCP,
WINS.
- V@ nang lyc tu chu va trach nhiém
+ B tri lam viéc khoa hoc dam bao an toan cho nguoi va phuong tién hoc
tap;
+ Rén luyén y thirc ky luat trong hoc tap, tinh than hop tac, gilp d& 1an nhau;
+ Thuc hién duoc cac thao tac an toan trong lao dong



Bai 1: TONG QUAN VE WINDOWS SERVER
Gidi thiéu:

Bai ndy s& gidi thiéu cho ban cac phién ban cua hé diéu hanh Windows Server, yéu
cau phan cimg téi thiéu dé cai dat hé diéu hanh nay va cac budc cai dat Windows Server
trén mot may tinh.

1. Muc tiéu:

- Phan biét duoc vé ho hé diéu hanh Windows Server;

- Cai dat duoc hé diéu hanh Windows Server.

- Thuc hién céc thao tac an toan v&i may tinh.

2. N§i dung chinh:
2.1. Giéi thiéu
Mouc tiéu:

- Phan biét duoc vé ho hé diéu hanh Windows Server

Window Server 2008 1a hé diéu hanh dugc thiét ké nhim tang sic manh cho cac
mang, ing dung va dich vu Web thé hé méi. Véi Windows Server 2008, ban c6 thé phat
trién, cung cap va quan 1y cac trai nghiém ngudi ding va ung dung phong phu, dem tdi
mot ha ting mang c6 tinh biao mat cao, va ting cudng hiéu qua vé mit cong nghé va gia
trj trong pham vi t6 chtrc ctia minh.

Windows Server 2008 ké thira nhitng thanh cong va thé manh cta cac hé diéu hanh
Windows Server thé hé trudc, dong thoi dem t6i tinh ning méi ¢ gia tri va nhiing cai
tién manh mé& cho hé diéu hanh co so nay. Cong cu Web mdi, cong nghé ao hoa, tinh bao
mat tang cuong va cac tién ich quan 1y gitp tiét kiém thoi gian, giam bét cac chi phi, va
dem t&i mot nén tang vimg chic cho ha tang Cong nghé Théng tin (CNTT) cta ban.

Nén tang chic chan danh cho doanh nghiép Windows Server 2008 dem t&i mot nén
tang chic chan dap Ung tat ca cac yéu cau vé ing dung va ché do 1am viéc cho may ch,
dong thoi dé trién khai va quan ly. Thanh phan mdi Server Manager cung cip mot
console quan 1y hop nhat, don gian hoa va sip xép mot cach hop 1y viéc cai dat, cau hinh
va quan 1y lién tuc cho may chu. Windows PowerShell, mot shell méi kiéu dong 1énh,
gilip quan tri vién tu dong hoa cic tac vu thudng trinh vé quan tri hé thong trén nhiéu
may chu. Windows Deployment Services dem t&i mot phuong tién bao mat cao, don gian
héa dé nhanh chéng trién khai hé didu hanh ndy qua cac budc cai dit trén nén
mang.Thém vao do, cac wizard Failover Clustering cia Windows Server 2008, va viéc
hd trg ddy dii cho Giao thirc Internet phién ban 6 (goi tat 13 IPv6) cong v6i kha niang quan
Iy hop nhat Network Load Balancing khién dé& dang trién khai véi tinh sén c6 cao, tham
chi bai nhitng ngudi c6 hiéu biét chung nhat vé CNTT.

Window Server 2008 c6 cac phién ban nhu sau:

- Windows Server 2008 Standard (Ban tiéu chuin): Véi cac kha ning 4o hoa va
Web dung sin va ting cuong, phién ban nay duoc thiét ké dé ting do tin cay va linh hoat
clia co so ha ting may chil cua ban ddng thoi gitp tiét kiém thoi gian va giam chi phi.
Céc cong cu manh mé gitip ban kiém soat may chu tot hon, va sip xép hop 1y cac tac vu
ciu hinh va quan 1y. Thém vao d6, cac tinh ning bio mat duoc céi tién 1am ting sirc



manh cho hé diéu hanh dé gitp ban bao v¢ dir li€u va mang, va tao ra mot nén tang viing
chéc va dang tin cdy cho doanh nghiép cua ban.

- Windows Server 2008 Standard without Hyper-V: Ban tiéu chuan nhung khong c6
Hyper-V.

- Windows Server 2008 Enterprise (Ban dung cho Doanh nghiép):
dem t6i mot nén tang cip doanh nghiép dé trién khai cac mg dung quan trong déi véi
hoat dong kinh doanh. Phién ban ndy giup cai thién tinh sian c6 nhd cac kha ning
clustering va cim néng bd xir 1y, gitip cai thién tinh bao mat véi cac dic tinh dugc cing
cd dé quan 1y nhan dang, va giam bét chi phi cho co so ha ting hé thong bang cach hop
nhat tng dung véi cac quyén cip phép ao hoa. Windows Server 2008 Enterprise mang lai
nén tang cho mot co s¢ ha ting CNTT c6 do ning dong va kha ning md rong cao.

- Windows Server 2008 Enterprise without Hyper-V: Ban dung cho doanh nghiép
nhung khong c6 Hyper-V

- Windows Server 2008 Datacenter (Ban dung cho Trung tam dir li€u):
dem toi mot nén tang cap doanh nghiép dé trién khai cac ing dung quan trong ddi véi
hoat dong kinh doanh va 4o hdéa & quy mo 16n trén cac may chu 16n va nho. Phién ban
nay cai thién tinh sin c6 nhd cac kha ning clustering va phan ving phan cing dong, giam
b6t chi phi cho co sé ha tang hé thong bang cach hop nhat cac mg dung véi cac quyén
cap phép a0 héa khong han ché, va mé rong tir 2 t&i 64 bo xir Iy. Windows Server 2008
Datacenter mang lai mot nén tang dé tir d6 xay dung céc giai phdp mé rong va ao hoa cap
doanh nghiép.

- Windows Server 2008 Datacenter without Hyper-v: Ban dung cho Trung tam dir
li¢u, khong co6 Hyper-V.

- Windows Web Server 2008 (Ban dung cho Web): Puoc thiét ké dé chuyén dung
nhu mdt Web server don muc dich, Windows Web Server 2008 dem t&i mot nén tang
vitng chic gdm cac tinh ning lién quan ti ha tang Web trong Windows Server 2008 thé
hé ké tiép. Tich hop voi IIS 7.0 méi duoc ciu tric lai, ASP.NET, va Microsoft .NET
Framework, Windows Web Server 2008 cho phép moi t6 chuc trién khai nhanh chéng
cac Web page, Web site, rng dung va dich vu Web.

- Windows Server 2008: danh cho cac hé thong dya trén bo xur 1y Itanium duogc tdi
vu hoa cho cac trung tam dit liéu 16n, cac tmg dung nghiép vu riéng, mg dung tiy bién
mang lai 6 sin sang va kha ning md rong cao cho t&i 64 bo xir Iy dé dap tmg nhu cau
cho cac giai phap khat khe va quan trong.

2.2. Chuin bi cai dit windows server

Muc tiéu:

- Néu duoc ciu hinh phan cimg tdi thiéu dé cai dit windows server 2008.
2.2.1. Yéu cau phan cing

- Dbi v6i windows Server 2008 yéu cau vé phan ctng nhu sau:

Thanh phan Yéu cau

Téi thiéu: 1 GHz (bo xir 1y x86 ) hodc 1.4 GHz (bd xtr Iy x64)

Bo xur 1y . .
exuy Khuyén nghi: Toc do xu 1y 2 GHz hoac nhanh hon




Thanh phén Yéu ciu

Cha y: Can bo xir 1y Intel Itanium 2 cho Windows Server dbi véi cac
Hé théng dua trén kién tric Itanium.

Téi thiéu: RAM 512 MB

Khuyén nghi: RAM 2 GB hoic 16n hon

Téi wvu: RAM 2 GB (Cai dit toan bd) or RAM 1 GB (Cai Server
Core) hoac hon

Tbi da (hé thong 32 bit): 4 GB (Ban Standard) hodc 64 GB (Ban
Enterprise va Datacenter)

Tbi da (cac hé thong 64 bit): 32 GB (Ban Standard) hodc 2 TB (Ban
Enterprise, Datacenter, va Cac h¢ théng dua trén kién tric Itanium)

BO nhé

Toi thicu: 10 GB

Khong gian 6 Khuyén nghi : 40 GB hoic 16n hon

dia con tréng Chu y: Cac may tinh c6 RAM 16n hon 16 GB sé& can nhiéu khong
gian 6 dia trong hon danh cho paging, hibernation, and dump files

O dia O DVD-ROM
Man hinh Super VGA (800 x 600) hodac man hinh c6 d¢ phan giai cao hon
Thanh phan

Khic Ban phim, Chudt cua Microsoft hoac thiét bi tro tuong thich

2.2.2. Twong thich phan cing

Mot budc quan trong truéc khi nang cap hodc cai dit méi Server cua ban 1a kiém
tra xem phan ctng cua may tinh hién tai ¢ twong thich véi san pham hé diéu hanh
trong ho Windows Server 2008.

2.2.3. Cai dit méi hoic nang céap

Trong mot s6 truong hop hé thong Server ching ta dang hoat dong tét, cac tng
dung va dit liéu quan trong déu lwu trit trén Server ndy, nhung theo yéu cau ching ta
phai nang cip hé diéu hanh Server hién tai thanh Windows Server 2008. Ching ta
can xem xét nén nang cap hé diéu hanh dong thoi giit lai cac tmg dung va di liéu hay
cai dat mai hé diéu hanh rdi sau cdu hinh va cai dat ang dung lai. Day l1a van dé can
xem xét va lra chon cho hop ly. Cac diém can xem xét khi nang cap:

- Vi nang cap (upgrade) thi viéc cau hinh Server don gian, cac thong tin cta ban
duogc gitr lai nhu: nguoi ding (users), cdu hinh (settings), nhém (groups), quyén hé
théng (rights), va quyén truy cap (permissions)...

- Vi nang cap ban khong can cai lai cac ung dung, nhung néu co su thay do6i l6n
vé dia cang thi ban can backup dit liéu truée khi nang cap.

- Truéc khi nang cip ban can xem hé diéu hanh hién tai ¢ nam trong danh séch
cac hé diéu hanh hd tro nang cip thanh Windows Server 2008 khong ?



- Trong mét s trudng hop dic biét nhu ban can nang cap mot may tinh dang 1am
chtic ning Domain Controller hoic nang cip mot may tinh dang cd cac phan mém
quan trong thi ban nén tham khao thém thong tin huéng dan cia Microsoft.

Céac hé diéu hanh cho phép nang cap thanh Windows Server 2008:

- Windows Server 2000.

- Windows Server 2003.

2.2.4. Phén chia 6 dia

Pay l1a viéc phan chia 6 dia vat ly thanh cac partition logic. Khi chia partition,
ban phai quan tam cac yéu t sau:

- Lwong khéng gian cin cAp phat: ban phai biét dugc khéng gian chiém dung
boi hé diéu hanh, cac chuong trinh tng dung, céc dir liéu d4 co va sip phat sinh.

- C4u hinh dia dic biét: Windows Server hd tro nhiéu cdu hinh dia khac nhau.
Céc Ira chon c6 thé 1a volume simple, spanned, striped, mirrored hoic la RAID-5.

- Tién ich phan chia partition: néu ban dinh chia partition trudc khi cai dit,
ban cd thé st dung nhiéu chuong trinh tién ich khac nhau, chang han nhu FDISK
hoic PowerQuest Partition Magic. C6 thé ban dau ban chi can tao mét partition dé
cai dat Windows Server, sau d6 su dung cong cu Disk Management dé tao thém céc
partition khéac.

2.2.5. Chon hé thong tap tin

Ban nén chon hé thng tap tin NTFS, vi né c6 cac dic diém sau: chi dinh kha nang
an toan cho ting tap tin, thu muc; nén dir liéu, ting khong gian Iuu trir; c6 thé chi
dinh han ngach sir dung dia cho tirng nguoi dung; ¢ thé ma hoa cac tap tin, nang cao
kha nang bao mat.

2.2.6. Chon ché dé sir dung gidy phép

Ban chon mat trong hai ché do gidy phép sau day:

- Per server licensing: 1a lya chon tét nhat trong truong hop mang chi c6 mot
Server va phuc cho mot sb luong Client nhat dinh. Khi chon ché d6 gidy phép nay,
chiing ta phai xac dinh s lwong gidy phép tai thoi diém cai dat hé diéu hanh. S
lugng gidy phép tuy thudc vao sb két ndi dong thoi cia cac Client dén Server. Tuy
nhién, trong qua trinh sir dung chiing ta cé thé thay d6i sé luong két néi déng thai cho
phu hgp vai tinh hinh hién tai cua mang.

- Per Seat licensing: la lya chon tét nhat trong trudng hop mang c6 nhiéu Server.
Trong ché do gidy phép nay thi mdi Client chi can mot gidy phép duy nhat dé truy
Xuat dén tat ca cac Server va khdng gidi han sé lugng két nbi dong thoi dén Server.
2.2.7. Chon phwong an két néi mang
227.1.Céc giao thire két ndi mang

Windows Server mac dinh chi cai mot giao thirc TCP/IP, con nhitng giao thirc con
lai nhu IPX, AppleTalk 1a nhitng tly chon cd thé cai dit sau néu can thiét. Riéng
giao thuc NetBEUI, Windows Server khdng dua vao trong céc tuy chon cai dat ma
chi cung cap kém theo dia DVD-ROM cai dit.



2.2.7.2. Thanh vién trong Workgroup hoac Domain.

Néu may tinh caa ban nim trong mét mang nhé, phan tan hoic cac may tinh khong
duoc ndi mang v&i nhau, ban cé thé chon cho may tinh lam thanh vién cua
workgroup, don gian ban chi can cho biét tén workgroup l1a xong. Néu hé thdng
mang cua ban 1am viéc theo co ché quan ly tap trung, trén mang da c6 mot vai may
Windows Server 2003 hodac Windows Server 2008 str dung Active Directory thi ban
c6 thé chon cho may tinh tham gia domain nay. Trong truong hop nay, ban phai cho
biét tén chinh xac cua domain cung véi tai khoan (gém c6 username va password)
cia mot ngudi dung cd quyén bd sung thém may tinh vao domain. Vi du nhu tai
khoan cua nguoi quan tri mang (Administrator).

Céc thiét 1ap vé ngdn ngir va cac gia tri cuc bo. Windows Server hd tro rat nhiéu
ngdn ngit, ban c6 thé chon ngdn ngir cua minh néu duoc hd trg. Céc gia tri local gdm
c6 hé thdng sd, don vi tién té, cach hién thi thai gian, ngay thang.

2.3. Cai dat windows server 2008

Muc ti€u:

- Cai dat duoc windows server 2008.
2.3.1. Giai doan Preinstallation

Sau khi kiém tra va chic chan rang may cua minh da hoi du céc diéu kién dé cai
dat Windows Server 2008, ban phai chon mét trong cac cach sau day dé bat dau qua
trinh cai dat.
2.3.1.1. Cai dat tir hé diéu hanh Khéc.

Néu may tinh cua ban d4 c6 mot hé diéu hanh va ban mubn nang cap 1én Windows
2008 Server hoic 1a ban mudn khai dong kép, dau tién ban cho may tinh khai dong
bing hé diéu hanh cd sin ndy, sau do tién hanh qua trinh cai dit Windows Server
2008 bing cach thi hanh tap tin Setup.exe rdi chon muc Upgrade.
2.3.1.2. Cai dat true tiép tir dia DVD Windows Server 2008

Néu may tinh cta ban hd tro tinh niang khoi dong tir dia DVD, ban chi can dat dia
DVD vao 6 dia va khai dong lai may tinh. Luu y 1a ban phai cdu hinh CMOS Setup,
chi dinh thiét bi khai dong dau tién 1a 6 dia DVDROM. Khi may tinh khai dong Ién
thi quéa trinh cai dat ty dong thi hanh, sau d6 lam theo nhitng huéng dan trén man hinh
dé cai dat Windows 2008,

2.3.2. Giai doan Text-Based Setup

Trong qua trinh cai dit nén chi y dén cac théng tin huéng dan ¢ thanh trang thai.
Giai doan Text-based setup dién ra mot sé budc nhu sau:

Buwéc I: Cau hinh BIOS ctia may tinh dé c6 thé khai dong tir 6 dia DVD-ROM

- Dé thiét 1ap cho may tinh khoi dong tir CD / DVD ban khdi dong may tinh va nhan
phim Del hoac F2 tuy theo Mainboard may tinh cta ban (mdy tinh cia t6i st dung phim
F2).

Sau khi vao BIOS ban di chuyén dén thé boot va chon boot tir CD/DVD nhu hinh 1.1
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Hinh 1.1: Thiét 1ap méy tinh khoi dong tir 6 dia CD/DVD.
Buwée 2: Sau khi hoan tit ban nhan F10 dé luu cau hinh va thoat khoi man hinh BIOS
sau d6 ban khdi dong lai may tinh.

Setup Confirmation

Save configuration changes and exit now?

Hinh 1.2: Luu cAu hinh BIOS.
Buwde 3: Ban chén dia cai dat Windows 2008 Server vao 6 dia DVD-ROM.
Khi may khoi dong tir dia DVD-ROM sé& xuat hién mot thong bao “Press any key to
continue...” yéu cau nhdn mot phim bat ky dé bat dau qua trinh cai dat. Ctra s6 s& xuat
hién nhu sau:
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windows is loading files...

Hinh 1.3. Load file.
Buwoc 4: Sau khi load xong, mdt man hinh Start Windows s¢€ hién ra.

Starting Windows

Hinh 1.4. Start Windows.
Buoc 5: Tiép dén man hinh cai dat du tién s& xuét hién, & day ban s¢€ 3 phén dé lua
chon:
+ Language to Install: Ngon ngir cai dat.
+ Time and currency format: Dinh dang ngay thang va tién té.
+ Keyboard or input method: Kiéu ban phim ban st dung.
- Sau khi ban lya chon hoan tt, click Next.

JleTEY

*[Er‘.:_;h:-n {United States) 3
s i

Next

Hinh 1.5: Lya chon ngén ngi, dinh dang ngay thang va kiéu ban phim
Buwdc 6: Xuat hién cira so tiép theo, click nut Install Now
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» Install Windows

Hinh 1.6: Install now

Buwoc 7: Tai khung Type your product key for activation ban nhap key vao va click
nut next dé tiép tuc.

Buwoc 8: Tai khung cac phién ban Windows Server 2008, ban chon Windows Server

2008 Enterprise (Full Installation) va danh ddu chon chon I have selected the edition of

Windows that | purchased. Click Next dé tiép tuc.

-@ulmunwmm;;‘ _ 7

Select the edition of Windows that you purchased

Windows Version

Windows Server 2008 Standard (Full Installation)
Windows Server 2008 Enterprise (Full Installation)
Windows Server 2008 Datacenter (Full Installation)
Windows Server 2008 Standard (Server Core Installation)

Windows Server 2008 Enterprise (Server Core Installation)

Windows Server 2008 Datacenter (Server Core Installation)

If you enter your product key, Windows can automatically determine which edition you purchased.
To enter your product key, click the Back button to return to the previous page.

A, f you cheose not to enter your product key now, make sure that you select the edition of Windows
that you purchased, If you select the wrong edition, you will need to purchase that edition, or you
will need to reinstall the correct edition of Windows later and potentially lose files and information,

[V @ have selected the edition of Windows that I purchased

1 Collecting information

Hinh 1.7: Lya chon phién ban cai dat
Budc 9: Tai bang cac diéu khoan ban click vao | accept the license terms, sau d6
click Next.
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@ £7 Install Windows

poe

Please read the license terms

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT WINDOWS SERVER 2008 SERVICE PACK 2, ENTERPRISE
These license terms are an agreement between Microsoft Corporation (or based on

where you live, one of its affiliates) and you. Please read them. They apply to the
software named above, which includes the media on which you received it, if any. The

terms also apply to any Microsoft
updates,
supplements,

Internet-based services, and

support services

[¥ 1accept the license terms:

Hinh 1.8: Cac diéu khoan ctia Microsoft
Buwoc 9: Tai bang lya chon cac kiéu cai dat thich hop ban co thé chon Upgrade néu
mudn nang cép,va‘l chon Custom(advanced) dé cai dat mot phién ban mai.

Grrmmn N

Which type of installation do you want?

Upgrade
Keep your files, settings, and programs and upgrade Windows.,
Be sure to back up your files before upgrading.

Custom (advanced)

Install a clean copy of Windows, select where you want to install it, or make changes
to disks and partitions.

This option does not keep %Jrfiles_. settings, and programs.

Help me decide
Upgrade has been disabled

- To upgrade, start the installation from Windows.

1 Collecting information 2 Installing Windows

Hinh 1.9: Chon kiéu cai dat
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Buwéc 10: Sau d6 chon Drive Option néu mudn thao tac 1én 6 dia cing nhu New,
Delete, Format...v.v...
- Sau d6 chon phan viing mudn cai dit va click nit Next

@ £7 Install Windows Li \

Where do you want to install Windows?

| MName | Total Size Free Space | Type

(__“i'-, Disk 0 Unallocated Space 200 GB 200 GB

*4 Refresh Drive options (advanced)

&% Load Driver

1 Collecting infermation 2 Installing Windows

Hinh 1.10: Lya chon cac thao tac trén dia cing
2.3.3. Giai doan Graphical-Based Setup
Giai doan nay Windows bat dau sao chép cac tip tin tir DVD vao trong dia cing,
qua trinh trinh dién ra khoan vai phut. .

- (1) Bat dau giai doan Graphical, trinh cai dat s& cai driver cho céc thiét bi ma
no tim thay trong hé thng.

- (2) Tai hop thoai Regional and Language Options, cho phép chon cac tuy chon
lien quan dén ngon ngit, s6 dém, don vj tién té, dinh dang ngay thang nam,....Sau
khi d4 thay ddi cac tly chon phu hop, nhan Next dé tiép tuc.

- (3) Tai hop thoai Personalize Your Software, dién tén nguoi sir dung va tén t6
chirc. Nhan Next.

- (4) Tai hop thoai Your Product Key, dién vao 25 sé6 DVD-Key vao 5 6 tréng bén
dudi. Nhan Next

- (5) Tai hop thoai Licensing Mode, chon ché do ban quyén la Per Server hoic
Per Seat tuy thudc vao tinh hinh thuc té cua mdi hé théng mang

- (6) Tai hop thoai Computer Name and Administrator Password, dién vao tén
cua Server va Password cua nguoi quan tri (Administrator).

- (7) Tai hop thoai Date and Time Settings, thay d6i ngay, thang, va muli gio
(Time zone) cho thich hop

- (8) Tai hop thoai Networking Settings, chon Custom settings dé thay dbi céc
théng sb giao thitc TCP/IP. Céc thdng sd nay c6 thé thay dbi lai sau khi quéa trinh cai
dat hoan tat.

- (9) Tai hop thoai Workgroup or Computer Domain, tuy chon gia nhap
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Server vao moét Workgroup hay mot Domain c6 sian. Néu mudn gia nhap vao
Domain thi danh vao tén Domain vao 6 bén duoi.

- (10) Sau khi chép day du céc tap tin, qua trinh cai dat két thic.
2.4. Tw dong hoa qua trinh cai dat

Muc tiéu:

- Thuc hién cai dat windows server thong qua file tra 161 ty dong.

Néu ban dy dinh cai dat hé diéu hanh Windows 2003 Server trén nhiéu may tinh,
ban c6 thé dén timg may va ty tay thuc hién qua trinh cai dit nhu da hudng dan trong
chuong truéc. Tuy nhién, chic chan cong viéc nay s& vo clng nham chan va khong
hiéu qua. Luc nay viéc tu dong hoa qua trinh cai dat sé giup céng viéc cua ban tré nén
don gian, hiéu qua va it tbn kém hon.

C6 nhiéu phuong phap hd trg viéc cai dat ty dong. Chang han, ban cé thé st dung
phuong phép dung anh dia (disk image) hoiac phuong phép cai dat khdng can theo
déi (unattended installation) théng qua mot kich ban (script) hay tap tin tra loi.
2.4.1. Giéi thiéu kich béan cai dit

Kich ban cai dat 1a mot tap tin van ban c6 noi dung tra 101 trudce tat ca cac cau hoi
ma trinh cai dit hoi nhu: tén may, DVD-Key,....Dé trinh cai dat c6 thé doc hiéu céc
ndi dung trong kich ban thi nd phai dugc tao ra theo mét cau tric duoc quy dinh
truge. Pé tao ra dugc cc kich ban cai dat, c6 thé dung bat ky chuong trinh soan thao
vin ban ndo, chang han nhu Notepad. Tuy nhién, kich ban 1a mot tap tin c6 ciu tric
nén trong quéa trinh soan thao co thé xay ra cac sai sot dan dén qua trinh ty dong hoa
cai dit khdng dién ra theo y mudn. Do d6, Microsoft d& tao ra mot tién ich cé tén Ia
Setup Manager (setupmgr.exe) dé gilp cho viéc tao ra kich ban cai dat duoc dé dang
hon. Sau khi ¢ duoc kich ban, c6 thé sir dung Notepad dé thém, sira lai mot sé théng
tin dé st dung kich ban vao qué trinh cai dit ty dong hiéu qua hon.

2.4.2. Tw ddng hdéa dung tham bién dong lénh

Khi tién hanh cai dat Windows 2003 Server, ngoai cach khoi dong va cai truc
tiép tir dia DVD-ROM, con c6 thé dung mot trong hai Iénh sau: winnt.exe dung véi
cac may dang chay hé diéu hanh DOS, windows 3.x hoic Windows for workgroup;
winnt32.exe khi may dang chay hé diéu hanh Windows 9x, Windows NT hodc méi
hon. Hai Iénh trén dugc dat trong thu muc 1386 cua dia cai dat. Sau day la cu phéap cai
dat tur 2 1énh trén:

winnt [/s:[sourcepath]] [/t:[tempdrive]] [/u:[answer_file]]
[/udf:id [LUDB_file]]

Y nghia cac tham so:

- /s: Chi ré vi tri dit caa bo ngudn cai dat (thu muc 1386). Puong dan phai la
dang day du, vi du: e:\i386 hoic \\server\i386. Gia tri mac dinh 1a thu muc hién hanh.

- Jt: Huéng chuong trinh cai dat dat thue muc tam vao mot 6 dia va cai Windows
vao 6 dia d6. Néu khong chi dinh, trinh cai dat s& tu xac dinh.

- /u: Cai dat khong can theo di voi mot tap tin tra 101 tu dong (kich ban). Néu st
dung /u thi phai sir dung /s.
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- /udf: Chi dinh tén cua Server va tap tin co so dir liéu chra tén, cac thong tin dac
trung cho méi may

- (unattend.udf).

winnt32 [/checkupgradeonly] [/s:sourcepath] [/tempdrive:drive_letter:]
[funattend[num]:[answer_file]] [/udf:id [[UDB_file]]

Y nghia caa cac tham sé:

- Icheckupgradeonly: Kiém tra xem may c6 tuong thich dé nang cip va cai dat
Windows 2003 Server hay khéng?

- [tempdrive: Tuong tu nhu tham sd /t

- Junattend: Twong tu nhu tham sé /u
2.4.3. Sir dung Setup Manager dé tao ra tap tin tra loi

Setup Manager la moét tién ich gilp cho viéc tao cac tap tin tra loi st dung trong
cai dit khong can theo déi. Theo mic dinh, Setup Manager khdng duoc cai dit, ma
duoc dit trong tap tin Deploy.Cab. Chi cd thé chay tién ich Setup Manager trén cac
hé diéu hanh Windows 2000, Windows XP, Windows 2003.

Tao tap tin tra 16i tw dong bang Setup Manager:

- (1). Giai nén tap tin Deploy.cab dugc luu trong thu muc Support\Tools trén dia
cai dat Windows 2003.

- (2). Thi hanh tap tin Setupmgr.exe

- (3). Hop thoai Setup Manager xuat hién, nhan Next dé tiép tuc.

- (4). Xuat hién hop thoai New or Existing Answer File. Hop thoai nay cho phép
ban chi dinh tao ra mot tap tin tra 1o m&i, mot tap tin tra 101 phan anh cau hinh cua
may tinh hién hanh hoic 1a chinh sira mét tap tin san c6. Ban chon Create new va
nhan Next.

- (5) Tiép theo 1a hop thoai Type of Setup. Chon Unattended Setup va chon Next.

- (6) Trong hop thoai Product, chon hé diéu hanh cai dat sir dung tap tin tra 1oi tu
dong. Chon Windows Server 2003, Enterprise Edition, nhan Next.

- (7) Tai hop thoai User Interaction, chon muc d6 tuong tac vai trinh cai dat cua
ngudi str dung. Chon Fully Automated, nhan Next.

- (8) Xuét hién hop thoai Distribution Share, chon Setup from a DVD, nhéan
Next.

- (9) Tai hop thoai License Agreement, danh dau vao | accept the terms of ...,
nhan Next.

- (10) Tai cura s6 Setup Manager, chon muc Name and Organization. Dién tén
va td chirc sir dung hé diéu hanh. Nhan Next.

- (11) Chon muc Time Zone \ chon mui gio (GMT+7:00) Bangkok, Hanoi,
Jarkata. Nhan Next.

- (12) Tai muc Product Key, dién DVD-Key vao trong 5 6 trong. Nhan Next.

- (13) Tai myc Licensing Mode, chon loai ban quyén thich hop. Nhan Next.

- (14) Tai muc Computer Names, dién tén cia cadc may du dinh cai dat. Nhan
Next.
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- (15) Tai muc Administrator Password, nhap vao password cua nguoi quan tri.
Néu mubn méa héa password thi danh diu chon vao muc “Encrypt the Administrator
password...”. Nhin Next

- (16) Tai muc Network Component, cdu hinh cac théng s cho giao thuc
TCP/IP va cai thém céc giao thirc. Nhan Next.

- (17) Tai muc Workgroup or Domain, gia nhap may vao Workgroup hoac
Domain c6 san. Nhan Next.

- (18) Cuéi cung, trong thu muc da chi dinh, Setup Manager s& tao ra ba tap tin.
Néu ban khong thay d6i tén thi céc tap tin 1a:

+ Unattend.txt: day la tap tin tra loi, chira tit ca cac cau tra 1oi ma Setup
Manager thu thap duoc

+ Unattend.udb: day la tap tin co so dir liéu cha tén cac may tinh sé dugc cai
dat. Tap tin nay chi duoc tao ra khi ban chi dinh danh sach céac tap tin va duoc su
dung khi ban thuc hién cai dit khéng can theo ddi.

+ Unattend.bat: chira dong 1énh véi cac tham sé duoc thiét 1ap san. Tap tin nay
ciing thiét lap cac bién méi truong chi dinh vi tri cac tap tin lién quan.
2.4.4. S dung tap tin tra loi

C6 nhiéu cach dé st dung cac tap tin duoc tao ra trong buéc trén. Ban c6 thé thyuc
hién theo mot trong hai cach duéi day:
2.4.4.1. Sir dung dia DVD Windows 2003 Server cé thé khéi dong dwoc

Stra tap tin Unattend.txt thanh WINNT.SIF va luu Ién dia mém.

Pua dia DVD Windows 2000 Server va dia mém trén vao 6 dia, khoi dong lai
may tinh, dam bao 6 dia DVD Ila thiét bi khoi dong dau tién. Chuong trinh cai dat trén
dia DVD s& tu dong tim doc tap tin WINNT.SIF trén dia mém va tién hanh cai dit
khdng can theo ddi.
2.4.4.2. Sir dung mat bd ngudn cai dat Windows 2003 Server

Chép céc tap tin dd tao trong budc trén vao thu muc 1386 cua ngudn cai dat
Windows 2003 Server. Chuyén vao thu muc 1386.

Tuy theo hé diéu hanh dang stt dung ma st dung lénh WINNT.EXE hoic
WINNT32.EXE theo cu phép sau:

WINNT /s:e:\i386 /u:unattend.txt
Hoac
WINNT32 /s:e:\i386 /unattend:unattend.txt

Néu chuong trinh Setup Manager tao ra tap tin Unatend.UDB do ban d nhap vao
danh sé&ch tén cac may tinh, va gia dinh ban dinh dat tén may tinh nay la server01 thi
cl phap 1énh s€ nhu sau:

WINNT /s:e:\i386 /u:unattend.txt /udf:server01,unattend.udf
Bai tap

1. Cai dat hé diéu hanh Windows Server.

2. Cai dat hé diéu hanh Windows Server st dung tap tin tra 101 tu dong.
HUONG DAN THUC HIEN

Tham khao muc 3 va 4 trong bai hoc trén.
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Bai 2: DICH VU TEN MIEN (DNS)
Gidi thiéu:

Trong bai nay gitp hoc sinh biét Tén mién 1a tén cua mot website hoat dong trén
internet, dong vai tro 13 mot dia chi vat Iy. N6 gidng nhu 1a dia chi nha hay zip code dé
gitip cac thiét bi dinh tuyén vé tinh din dudng, mot trinh duyén ciing can mot tén mién dé
dan duong toi website cua ban.

Vi du nhu Hostinger.com, Google.com, Facebook.com 13 tén mién ctia cac cong ty
Internet. Khi mot cong ty (hodc mdt nguoi) mua mat tén mién, ho c6 thé chi dinh server
nao ma tén mién tro toi.

1. Muc tiéu:
- Trinh bay duoc cAu trac co s& dit liéu cua hé théng tén mién;
- MG ta dugc sy hoat dong va phan cép cua hé théng tén mién;
Cai dat va cdu hinh hé théng tén mién DNS.
- Thuyc hién cac thao tac an toan v41 may tinh.
2. Noi dung chinh:
2.1. Tong quan vé DNS
Muc tiéu:

- Trinh bay duoc cau tric co s& dir liéu cia hé théng tén mién;
- M3 ta dwoc sw phén cdp ciia hé thong tén mién;
2.1.1. Giéi thiéu DNS

Mbi may tinh trong mang mudn lién lac hay trao d6i thong tin, dit liéu cho nhau
can phai biét rd dia chi IP ctua nhau. Néu sé lugng may tinh nhiéu thi viéc nhé nhirng
dia chi IP nay rat 1a khé khan. Vi vay, DNS (Domain Name System) la giai phap
ding tén thay cho dia chi IP kho nhd khi sir dung cac dich vu trén mang. Vi thé, nguoi
ta nghi ra cach lam sao &nh xa dia chi IP thanh tén may tinh.

Ban dau do quy mo mang ARPanet (tién than cua mang Internet) con nho chi vai
tram may, nén chi c6 mot tap tin don HOSTS.TXT luu thong tin vé anh xa tén may
thanh dia chi IP. Trong d6 tén may chi la 1 chudi van ban khdng phan cap (flat name).
Tap tin nay duoc duy tri tai 1 may chu va cac may chu khac luu gitr ban sao cta né.
Tuy nhién khi quy mé mang Ién hon, viéc sir dung tap tin HOSTS.TXT cé cac nhuoc
diém nhu sau:

- Luu lugng mang va may chua duy tri tap tin HOSTS.TXT bi qué tai do hiéu tng
“co chai”.

- Xung @6t tén: Khong thé c6 2 may tinh c6 cung tén trong tap tin HOSTS.TXT.
Tuy nhién do t&n may khdng phan cap va khdng c6 gi dam bao dé ngan chan viéc tao
2 tén tring nhau vi khdng c6 co ché uy quyén quan ly tap tin nén c6 nguy co bi xung
dot tén.

- Khéng dam bao sy toan ven: viéc duy tri 1 tap tin trén mang 16n rat khé khan. Vi
du nhu khi tap tin HOSTS.TXT vira cap nhat chua kip chuyén dén may chu & xa thi
da c6 su thay d6i dia chi trén mang roi.

Tom lai viéc dung tap tin HOSTS.TXT khéng phi hgp cho mang I6n vi thiéu co
ché phan tan va mo rong. Do d6, dich vu DNS ra doi nhim khiac phuc cac nhuoc
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diém ndy. Nguoi thiét ké cau trac cua dich vu DNS la Paul Mockapetris - USC's
Information Sciences Institute, va cac khuyén nghi RFC cua DNS la RFC 882 va
883, sau d6 la RFC 1034 va 1035 cung véi 1 s RFC bd sung nhu bao mat trén hé
théng DNS, cap nhat dong cac ban ghi DNS ...

Lwu y: Hién tai trén cdc may chu van st dung duoc tap tin hosts.txt dé phan giai
tén may tinh thanh dia chi IP (trong Windows tip tin ndy nam trong thu muc
WINDOWS\system32\drivers\etc)

Dich vu DNS hoat dong theo md hinh Client-Server: phan Server goi 14 may chu
phuc vu tén hay con goi la Name Server, con phan Client 1a trinh phan giai tén -
Resolver. Name Server chira cac thong tin CSDL ciaa DNS, con Resolver don gian
chi 1a cac ham thu vién dung dé tao cac truy van (query) va gui ching qua dén
Name Server. DNS duoc thi hanh nhu mot giao thuc ting Application trong mang
TCP/IP.

DNS 14 1 CSDL phan tan. Piéu nay cho phép ngudi quan tri cuc bd quan ly phan
dit liéu noi bo thuéc pham vi cta ho, dong thoi dir liéu nay ciing dé dang truy cap
duoc trén toan bo hé thong mang theo md hinh Client-Server. Hiéu suét sir dung dich
vu duge ting cuong thdng qua co ché nhan ban (replication) va luu tam (caching).
Mot hostname trong domain l1a sy két hop gitta nhitng tir phan cach nhau bai dau
cham()).

Root Domain /T\

Top-Level Domain edu vh ' com
—— h

Second-Level Domain . edu )

Subdomains hemut hcmuns . hemussh

it . csc | Host: srvi
srvl.csc.hemuns.edu.vn | =y |

Hinh 2.1: So dd t6 chitc DNS

Loai tén Miéu ta Vi du
Géc N6 la dinh cua nhanh cay cua tén Don gian no chi 1a ddu
(domain root) | mién. N6 xéc dinh két thuc ctia domain | chdm (.) sir dung tai cudi
(fully qualified domain names cua tén vi nhu
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Loai tén Miéu ta Vidu
FQDNS). "example.microsoft.com.”
Tén mién cép mot | La hai hoac ba ky tu xac dinh ".com", xac dinh tén st
(Top-level nude/khu vue hodc cactd chire dung trong xac dinh 13 to
domain) chirc thuong mai .
Tén mién cap hai | No rat da dang trén internet, n6 c¢6 thé | "microsoft.com.”, 1a tén
(Second-level | 1a tén ctia mot cong ty, mot to chirc mién cap hai ding ky 1a
domain) hay mdt ca nhan .v.v. dang ky trén cong ty Microsoft.
internet.
Tén mién cap nho | Chia nhé thém ra ciia tén mién cap hai
hon xubng thuong duge sir dung nhu chi
"example.microsoft.com." 1a phan
quan 1y tai li¢u vi du ctia microsof
(Subdomain) nhénh, phong ban ctia
mot co quan hay mét chu dé nao do.

Co s¢ dir liéu(CSDL) ciia DNS la mot cay dao ngugc. Méi nit trén cay ciing lai la
g6c cua 1 cay con. Mdi cay con Ia 1 phan ving con trong toan bo CSDL DNS goi la
1 mién (domain). Mi domain c6 thé phan chia thanh cac phan ving con nho hon goi
la cac mién con (subdomain).

Mbi domain c¢é 1 tén (domain name). Tén domain chi ra vi tri caa no trong
CSDL DNS. Trong DNS tén mién la chudi tuan tu c4c tén nhan tai nat d6 di nguoc
Ién nat goc cua cay va phan cach nhau béi dau cham.

Tén nhan bén phai trong mdi domain name duoc goi la top-level domain. Trong vi
duy trudce srvl.csc.hemuns.edu.vn, vay mién “.vn” 1a top-level domain. Bang sau day
liét ké top-level domain.

Tén mién Mo ta

.com CAc to chirc, cong ty thwong mai

.org Céc to chirc phi loi nhuan

.net Céc trung tdm hd tro vé mang

.edu Cac t6 chirc gi4o duc

.gov Céc to chirc thude chinh phu

.mil Céc to chirc quan sy

Jint Cac to chirc dugc thanh lap bai cac hiép uac qudc té

Bén canh d6, mdi nude ciing c6 mot top-level domain. Vi du top-leveldomain
cia Viét Nam 1a .vn, My 1a .us, ta cdthé tham khao thém thdng tin dia chi tén mién
tai dia chi: http://www.thrall.org/domains.htm
Vi du vé tén mién caa mot sé quéc gia

Tén mién quoc gia Tén quoc gia
.vn Viét Nam

.us M§

uk Anh
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Tén mién quoc gia Tén qudc gia
Jp Nhat Ban

u Nga

.cn Trung Quéc

2.1.2. Pic diém cia DNS trong Windows Server

- Conditional forwarder: Cho phép Name Server chuyén c4c yéu cau phan giai
dua theo tén domain trong yéu cau truy van.

- Stub zone: hd tro co ché phan giai hiéu qua hon.

- Pong bo cac DNS zone trong Active Directory (DNS zone replication in
Active Directory).

- Cung cip mot sb co ché bao mat tdt hon trong cac hé théng Windows trude day.

- Luan chuyén (Round robin) tt ca cac loai RR.

- Cung cip nhiéu co ché ghi nhan va theo dbi su cb 15i trén DNS.

- HO tro giao thite DNS Security Extensions (DNSSEC) dé cung cip cac tinh
nang bao mat cho viéc luu trit va nhan ban (replicate) zone.

- Cung cap tinh niang EDNSO (Extension Mechanisms for DNS) dé cho phép
DNS Requestor quan ba nhitng zone transfer packet co kich thudc 16n hon 512byte.
2.2. Cach phén bo dir liéu quan Iy trén tén mién

Muc ti€u:

- Trinh bay dugc sy phan bd dir liéu quéan 1y trén tén mién.

Nhirng root name server (.) quan ly nhiig top-level domain trén Internet. Tén
may va dia chi IP cua nhitng name server nay dugc céng bé cho moi nguoi biét va
ching duoc liét ké trong bang sau. Nhitng name server nay ciing c6 thé dit khip noi
trén thé gidi.

Tén may tinh Dia chi IP
H.ROOT-SERVERS.NET 128.63.2.53
B.ROOT-SERVERS.NET 128.9.0.107
C.ROOT-SERVERS.NET 192.33.4.12
D.ROOT-SERVERS.NET 128.8.10.90
E.ROOT-SERVERS.NET 192.203.230.10
I.ROOT-SERVERS.NET 192.36.148.17
F.ROOT-SERVERS.NET 192.5.5.241
F.ROOT-SERVERS.NET 39.13.229.241
G.ROOT-SERVERS.NET 192.112.88.4
A.ROOT-SERVERS.NET 198.41.0.4

Thong thudng mét t6 chire duge dang ky mot hay nhiéu domain name. Sau d6, mdi
t6 chuc s& cai dat mot hay nhiéu name server va duy tri co s& dit liéu cho tit ca nhimng
may tinh trong domain. Nhitng name server cta to chirc dugc dang ky trén Internet.
Mot trong nhitng name server nay duoc biét nhu I Primary Name Server. Nhiéu
Secondary Name Server dugc dung dé lam backup cho Primary Name Server. Trong
truong hop Primary bi 161, Secondary dugc sir dung dé phan giai tén.
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Primary Name Server c6 thé tao ra nhiing subdomain va uy quyén nhiing
subdomain nay cho nhitng Name Server khac.
2.3. Co ché phan giai tén

Muc tiéu:

- Trinh bay dugc co ché phan giai tén may tinh thanh dia chi IP va ngugc lai;
2.3.1. Phan gidi tén thanh IP

Root name server : La may chu quan ly cadc name server ¢ muc top-level
domain. Khi c6 truy van vé mot tén mién nao do6 thi Root Name Server phai cung
cip tén va dia chi IP ctia name server quan ly top-level domain (Thuc té 1a hau hét
cac root server ciing chinh 1a may cha quan ly top-level domain) va dén luot cac
name server cua top-level domain cung cip danh sach cac name server
c6 quyén trén cac second-level domain ma tén mién nay thudc vao. Ctir nhu thé dén
khi ndo tim duoc may quan ly t&n mién can truy van.

Qua trén cho thay vai trd rat quan trong ciia root name server trong qua trinh phan
giai tén mién. Néu moi root name server trén mang Internet khong lién lac duoc
thi moi yéu cau phan giai déu khong thuc hién duoc.

Goi truy van dia chi

cntt.cdn.edu.vn ~
» e« % 9
Hoi server quan Iy tén mién .vn | Name Server
i Goi truy van diachi """/ 1 "\
Name i cntt.cdn.edu.vn .
Server ¢ 107 [ oamao oo g vn
' 'Hoi server quan ly tén Name Server
| u— I mién .edu.vn
. Goitruyvandiachi -~
cntt.cdn.edu.vn
e edu.vn
4 Hoi server quan 1y tén Name Server
mién
T 7 Goi truy van dia chi
_ U cntt.cdn.edu.vn J| cdn.edu.vn
% > = Name Server
> D | D Tra 101 dia chi IP cua
£ & i = cntt.cdn.edu.vn
Resolver
(Client)

Hinh 2.2: M6 ta qua trinh phan giai cntt.edu.vn trén mang Internet
Client s& gui yéu cau can phan giai dia chi IP cia may tinh co tén
cntt.DVDn.edu.vn dén name server cuc bd. Khi nhan yéu cau tir Resolver,
Name Server cuc bd s& phan tich tén ndy va xét xem tén mién nay c6 do minh quan
ly hay khong. Néu nhu tén mién do Server cuc bo quan ly, né sé tra loi dia chi IP cua
tén may do ngay cho Resolver. Nguoc lai, server cuc bo s& truy van dén mot Root
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Name Server gan nhat ma né biét dugc. Root Name Server s& tra 101 dia chi IP cua
Name Server quan ly mién vn. May chu name server cuc bo lai hoi tiép name
server quan ly mién vn va duoc tham chiéu dén may chu quan Iy mién edu.vn. May
chu quan Iy edu.vn chi din may name server cuc bd tham chiéu dén may chu quan
ly mién DVDn.edu.vn. Cudi cing may name server cuc bo truy van may cha
quan Iy mién DVDn.edu.vn va nhan duoc cu tra 1.

Cac loai truy vén : Truy van c6 thé & 2 dang :

- Truy van d¢ quy (recursive query) : khi name server nhan duoc truy van dang
nay, n6 bat budc phai tra vé két qua tim dugc hoac thong béo 16i néu nhu truy van nay
khdng phan giai dugc. Name server khong thé tham chiéu truy vin dén mot name
server khac. Name server c6 thé gui truy van dang dé quy hoic tuong tac dén name
server khac nhung phai thuc hién cho dén khi nao cé két qua méi théi.

DNS server kiém tra forward lookup zone va cache aé

gl l3i queny
Recursive query cho
mail.csc.edu
W V... 17216.64011 ..ot X
‘E | DMNS Senser ndibd |

.®
-----------

Hinh 2.3: Truy van dé quy (recursive query)

- Truy véan tuong tac (Iteractive query): khi name server nhan dugc truy van
dang nay, no tra 1i cho Resolver véi thdng tin tot nhat ma n6é c6 duoc vao thoi
diém IGc d6. Ban than name server khong thuc hién bat cir mét truy van nao thém.
Thong tin tot nhat tra vé& c6 thé ldy tir dit lidu cuc bo (ké ca cache). Trong trudong hop
name server khdng tim thay trong dir liéu cuc bo nd sé tra vé tén mién va dija chi IP
ciia name server gan nhat ma no biét.

-

T

nwtraders.com |

Hinh 2.4: Truy vén tuong tac (Iteractive query):
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2.3.2. Phan giai IP thanh tén may tinh

Anh xa dia chi IP thanh tén may tinh dugc dung dé didn dich céc tap tin log cho
dé& doc hon. N6 con dung trong mét s6 trudong hop ching thuc trén hé théng UNIX
(kiém tra céc tap tin .rhost hay host.equiv). Trong khong gian t&n mién da noi & trén
dit liéu -bao gdm ca dia chi IP- duoc 14p chi muc theo tén mién. Do d6 véi mot tén
mién di cho viéc tim ra dia chi IP kha dé& dang.

Dé cd thé phan giai tén may tinh caa mét dia chi IP, trong khéng gian t&n mién
ngudi ta b sung thém mot nhanh tén mién ma duoc 14p chi muc theo dia chi IP. Phan
khdng gian nay c6 tén mién 1a in- addr.arpa.

Mbi nat trong mién in-addr.arpa c6 mét tén nhan Ia chi sb thap phan cua dia chi
IP. Vi du mién in- addr.arpa c6 thé c6 256 subdomain, twong ¢ng véi 256 gia tri tir
0 dén 255 cua byte dau tién trong dia chi IP. Trong mdi subdomain lai c6 256
subdomain con nira tng voi byte thir hai. C nhu thé va dén byte tht tu c6 céc ban
ghi cho biét tén mién day du cua cdc may tinh hoic cdc mang c6 dia chi IP twong
ung.

P address 15.16. 192. 152
arpa

in-addr

= hosiname winnie, corp. ip. com

Hinh 2.5: Phén giai IP thanh tén may tinh
Luu y khi doc tén mién dia chi IP s& xuét hién theo thir tu ngugc. Vi du néu

dia chi IP cia may winnie.corp.hp.com la 15.16.192.152, khi 4nh xa vao mién in-
addr.arpa s¢ 1a 152.192.16.15.in- addr.arpa.
2.4. Mt s6 khai niém co ban

Muc ti€u:

- Trinh bay dugc cac khai niém co ban.
2.4.1. Domain name va zone

Mot mién gff)m nhiéu thuc thé nhé hon goi la mién con (subdomain). Vi du, mién
ca bao gébm nhiéu mién con nhu ab.ca, on.ca, gc.ca,.. . Ban c6 thé uy quyén mot sb
mién con cho nhitng DNS Server khac quan ly. Nhiing mién va mién con ma DNS
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Server dugc quyén quan |y goi 12 zone. Nhu vay, mot Zone c6 thé gdbm mot mién,
maot hay nhiéu mién con.
Cac loai zone:
- Primary zone: Cho phép doc va ghi co so dir liéu.
- Secondary zone: Cho phép doc ban sao co s dir liéu.
- Stub zone: chira ban sao co s& dir liéu cua zone nao do, nd chi chira chi mot vai
RR(Resource Record).
2.4.2. Fully Qualified Domain Name (FQDN)

MJbi ndt trén cay c6 mot tén goi(khdng chira diu cham) dai téi da 63 ky tu. Tén
rdng danh riéng cho gbc (root) cao nhit va biéu dién boi dau chidm. Mot tén mién day
du cta mot nut chinh 1a chudi tuan tu cac tén goi cua nat hién tai di nguoc lén nat
gbc, mdi tén goi cach nhau boi diu chdm. Tén mién cé xuit hién ddu cham sau cung
duoc goi 1a tén tuyét ddi (absolute) khéac vai tén tuong dbi 1a tén khong két thic bang
dau cham. Tén tuyét dbi ciing duoc xem la tén mién diy du di duoc chung nhan
(Fully Qualified Domain Name — FQDN).

2.4.3. Su iy quyén(Delegation)

Mot trong cac muc tiéu khi thiét ké hé théng DNS 1a kha ning quan 1y phan tan
thong qua co ché uy quyén (delegation). Trong mot mién c6 thé to chirc thanh nhiéu
mién con, mdi mién con co6 thé dugc uy quyén cho mot t6 chirc khac va to chic d6
chiu trach nhiém duy tri théng tin trong mién con nay. Khi d6, mién cha chi can mot
con tro tré dén mién con nay dé tham chiéu khi c6 cac truy van.

Khoéng phai mot mién ludn ludn to chirc mién con va uy quyén toan bo cho cic mién
con nay, c6 thé chi ¢ vai mién con dugc uy quyén.

2.4.4. Forwarders

La k¥ thudt cho phép Name Server ndi bo chuyén yéu cau truy van cho cic Name
Server khac dé phan giai cac mién bén ngoai.

2.4.5. Stub zone

La zone chira bang sao co s¢ dir liéu DNS tir master name server, Stub zone chi
chira céc resource record can thiét nhu : A, SOA, NS, mot hodc vai dia chi cua master
name server hd tro co ché cap nhat Stub zone, ché ching thuc name server trong zone
va cung cip co ché phan giai tén mién duoc hiéu qua hon, don gian héa cong tic quan
tri.

2.4.6. Dynamic DNS

Dynamic DNS 13 phuong thirc 4nh xa tén mién toi dia chi IP ¢ tin xuat thay doi
cao. Dich vu DNS dong (Dynamic DNS) cung cidp mét chuong trinh dic biét chay trén
may tinh cia nguoi st dung dich vu dynamic DNS goi 1a Dynamic Dns Client.
Chuong trinh nay giam sat sy thay doi dia chi IP tai host va lién hé v6i hé théng DNS
mdi khi dia chi IP cua host thay d6i va sau d6 update thong tin vao co so dit liéu DNS
vé su thay d6i dia chi do.

2.4.7. Active Directory-integrated zone
Str dung Active Directory-integrated zone c6 mot sb thuan loi sau:
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- DNS zone luu trit trong trong Active Directory, nhd co ché ndy ma dit liéu duoc
bao mat hon.
- Str dung co ché nhéan ban cta Active Directory dé cap nhan va sao chép co so dir
liéu DNS.
- St dung secure dynamic update.
- St dung nhiéu master name server dé¢ quan ly t&n mién thay vi st dung mét
master name server.
2.5. Phan loai Domain Name Server
Muc tiéu:
- Trinh bay dugc cac loai tén Domain Server.
2.5.1. Primary Name Server
MJbi mién phai c6 mot Primary Name Server. Server ndy duoc ding ki trén Internet
dé quan 1y mién. Moi ngudi trén Internet déu biét tén may tinh va dia chi IP cta Server
nay. Ngudi quan tri DNS sé& t6 chirc nhiing tap tin CSDL trén Primary Name Server.
Server nay c6 nhiém vu phén giai tat ca cdc may trong mién hay zone.
2.5.2. Secondary Name Server
MJbi mién c¢6 mot Primary Name Server dé quan 1y CSDL ctia mién. Néu nhu Server
nay tam ngung hoat dong vi mot 1y do nao do thi viéc phan gidi tén may tinh thanh dia
chi IP va nguoc lai xem nhu bi gian doan. Viéc gian doan nay lam anh huong rat 16n
dén nhing t6 chitc ¢6 nhu cau trao ddi thong tin ra ngoai Internet cao. Nham khac
phuc nhugc diém nay, nhitng nha thiét ké di dua ra mot Server dy phong goi la
Secondary(hay Slave) Name Server. Server ndy c¢6 nhiém vu sao luu tat ca nhitng dit
liéu trén Primary Name Server va khi Primary Name Server bi gidn doan thi né s€ dam
nhén viéc phan giai tén may tinh thanh dia chi IP va nguoc lai. Trong mot mién c6 thé
c6 mot hay nhiéu Secondary Name Server. Theo mdt chu ky, Secondary s& sao chép va
cap nhat CSDL tur Primary Name Server. Tén va dia chi IP cua Secondary Name
Server ciing dugc moi ngudi trén Internet biét dén.
2.5.3. Caching Name Server
Caching Name Server khong co bat ky tap tin CSDL nao. N6 ¢ chtrc ning phan
giai tén may trén nhitng mang & xa thong qua nhirng Name Server khéac. N6 luu gitr lai
nhirng tén may da dugc phan giai trudc dé va duge str dung lai nhitng thong tin nay
nham muc dich:
- Lam ting toc d6 phan giai bang cach st dung cache.
- Giam bot gdnh ndng phan giai tén may cho cac Name Server.
- Giam viéc luu thong trén nhitng mang 16n.
2.6. Resource Record (RR)
RR 14 mau thong tin dung dé mo ta cac thong tin vé co s& dit liéu DNS, cic mau tin
nay dugc luu trong cac file co s¢ dir liéu DNS (\systemroot\system32\dns).
2.6.1. SOA(Start of Authority)
Trong mdi tap tin CSDL phdi c6 mot va chi mot record SOA (start of authority).
Record SOA chi ra rang may chi Name Server 14 noi cung cap théng tin tin cdy tir dit
liéu c0 trong zone.
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Cu phéap cuaa record SOA.

[tn-mién] IN SOA [tén-server-dns] [dia-chi-email](
serial number;

refresh number;

retry number;

experi number;

Time-to-live number)

- Serial: Ap dung cho moi dit liéu trong zone va 1a 1 sé nguyén. Trong vi du, gia
tri nay bat dau tir 1 nhung thong thuong ngudi ta sir dung theo dinh dang thoi gian nhu
2012032501. Pinh dang nay theo kiéu YYYYMMDDNN, trong d6 YYYY 13 nim,
MM la thang, DD 1a ngay va NN s lan sira doi dit liéu zone trong ngay. Bét ké 1a theo
dinh dang nao, ludn ludn phai ting sé ndy 1én mdi lan stra ddi dir liéu zone. Khi may
may chu Secondary lién lac v6i may chu Primary, trude tién néd s& hoi sd serial. Néu sb
serial ciia may Secondary nho hon sé serial ctia may Primary tirc 1a dir liéu zone trén
Secondary da cii va sau d6 mdy Secondary s€ sao chép dir liéu mdi tr may Primary
thay cho dir liéu dang c6 hién hanh.

- Refresh: Chi ra khoang thoi gian méay chii Secondary kiém tra dit liéu zone trén
may Primary dé cdp nhat néu can. Trong vi du trén thi ¢ mdi 3 gid mday chu
Secondary s& lién lac v6i may chii Primary dé cap nhat dir liéu néu c6. Gia tri ndy thay
d6i tuy theo tan suat thay doi dit liéu trong zone.

- Retry: néu may chu Secondary khong két ndi dugc véi may chit Primary theo
thoi han mo ta trong refresh (vi du may chu Primary bi shutdown vao lac d6 thi may
chii Secondary phai tim cach két ndi lai véi may chiit Primary theo mét chu ky thoi
gian mo t4 trong retry. Thong thuong gia tri nay nho hon gia tri refresh.

- Expire: Néu sau khoang thoi gian ndy ma mdy chu Secondary khéng két ndi
dugc vo1 may chu Primary thi dir li¢u zone trén may Secondary s€ bi qua han. Mt khi
dit liéu trén Secondary bi qua han thi may chu nay sé& khong tra 101 moi truy van vé
zone nay nita. Gi4 tri expire nay phai 16n hon gia tri refresh va gia tri retry.

- TTL: Viét tat cua time to live. Gia tri ndy ap dung cho moi record trong zone va
duoc dinh kém trong thong tin tra 16i mot truy van. Muc dich cta nd 13 chi ra thoi gian
ma cac may chu Name Server khac cache lai thong tin tra 161. Viéc cache thong tin tra
161 giup giam luu lugng truy van DNS trén mang.

2.6.2. NS (Name Server)
Record tiép theo can c6 trong zone 1a NS (name server) record. M&i Name Server
cho zone s€ ¢c6 mot NS record.
Cu phap:
[domain_name] IN NS [DNS-Server_name]
Vi du: Record NS sau:
gtm.com. IN NS dnsserver.gtm.com.
gtm.com. IN NS server.gtm.com.
chi ra 2 name servers cho mién qtm.com
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2.6.3. A (Address) va CNAME (Canonical Name)

Record A (Address) anh xa tén may (hostname) vao dia chi IP. Record CNAME
(canonical name) tao tén bi danh alias tr6 vao mot tén canonical. Tén canonical la tén
host trong record A hodc lai tré vao 1 tén canonical khac.

Cu phéap record A:
[tén-may-tinh] IN A [dia-chi-1P]

Vi du: record A trong tap tin db.gqtm I/l Multi-homed hosts
server.gtm.com. IN A172.29.14.1 server.gqtm.com. IN A172.29.14.1
diehard.qtm.com. IN A172.29.14.4 server.gqtm.com. IN A 192.253.253.1
2.6.4. AAAA
Anh xa tén may (hostname) vao dia chi IP version 6
Cu phap:
[tén-may-tinh] IN AAAA [dia-chi-IPVv6]
Vidu
Server IN AAAA 1243:123:456:789:1:2:3:456ab
2.6.5. SRV

cung cép co ché dinh vi dich vu, Active Directory sir dung Resource Record nay dé
xac dinh domain controllers, global catalog servers, Lightweight Directory Access
Protocol (LDAP) servers.

Céc field trong SVR:

- Tén dich vu service.

- Giao thuc sur dung.

- Tén mién (domain name).

- TTL vaclass.

- Priority.

- Weight (hd tro load balancing).

- Port cua dich vu.

- Target chi dinh FQDN cho host hé tro dich vu.

2.6.6. MX (Mail Exchange)

DNS ding record MX trong viéc chuyén mail trén mang Internet. Ban dau chirc
ning chuyén mail dya trén 2 record: record MD (mail destination) va record MF (mail
forwarder) records. MD chi ra dich cudi cing cia mét thong diép mail c6 tén mién cu
thé. MF chi ra may chu trung gian s& chuyén tiép mail dén duoc may chu dich cudi
cung. Tuy nhién, viéc t6 chirc nay hoat dong khong tot. Do d6, chung duoc tich hop lai
thanh mot record 1a MX. Khi nhan duoc mail, trinh chuyén mail (mailer) s€ dya vao
record MX dé quyét dinh dudng di ctia mail. Record MX chi ra mot mail exchanger
cho mot mién - mail exchanger 1a mot may cha xtr 1y (chuyén mail dén mailbox cuc bo
hay lam gateway chuyén sang mét giao thic chuyén mail khac nhu UUCP) hoic
chuyén tiép mail dén mot mail exchanger khac (trung gian) gan véi minh nhat dé dén
t6i may chi dich cubi cung hon dung giao thidc SMTP (Simple Mail Transfer
Protocol).
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Dé tranh viéc gui mail bi lap lai, record MX c6 thém 1 gié trj bd sung ngoai tén
mién ctia mail exchanger 1a 1 sb tht tu tham chiéu. Day 1a gia tri nguyén khong diu
16-bit (0-65535) chi ra thir ty wu ti€n cua cac mail exchanger.

Cu phap record MX:

[domain_name] IN MX [priority] [mail-host]
Vi du record MX sau :

gtm.com. INMX 10 mailserver.qtm.com.

Chi ra may cha mailserver.qtm.com 1a mot mail exchanger cho mién gtm.com véi
s6 thr ty tham chiéu 10.

Chu y: cac gia tri nay chi c6 y nghia so sdnh vi nhau.

Vi du khai bao 2 record MX:

gtm.com. IN MX 1 listo.gtm.com.
gtm.com. IN MX 2 hep.gtm.com.

Trinh chuyén thu mailer s& thir phan phét thu dén mail exchanger ¢ s6 thtr tu tham
chiéu nho nhat truéc. Néu khong chuyén thu duoc thi mail exchanger voi gia tri ké sau
s& dugc chon. Trong trudng hop ¢6 nhiéu mail exchanger ¢ cung sé tham chiéu thi
mailer s& chon ngau nhién gitra chtng.

2.6.7. PTR (Pointer)
Record PTR (pointer) dung dé anh xa dia chi IP thanh Hostname.
Cu phap:

[Host-1D.{Reverse_Lookup_Zone}] IN PTR [tén-may-tinh]

Vi du:
Céc record PTR cho cac host trong mang 192.249.249:
1.14.29.172.in-addr.arpa. IN PTR server.qgtm.com.

2.7. Cai @it va cau hinh DNS

Muc ti€u:

- Thuc hién duoc qua trinh cai dit va cau hinh DNS.

C6 nhiéu cach cai dat dich vu DNS trén méi truong Windows nhu: Ta ¢é thé cai
dat DNS khi ta nang cap may cha Ién domain controllers hoic cai dat DNS trén may
stand-alone Windows 2003 Server.
2.7.1.Cac bwdére cai dat dich vu DNS

Khi cai dat dich vu DNS trén Windows 2003 Server doi héi may nay phai duogc
cung cap dia chi IP tinh, sau ddy l1a mot sb budc co ban nhat dé cai dit dich vu DNS
trén Windows 2003 stand-alone Server.

- Chon Start | Control Panel | Add/Remove Programs.

- Chon Add or Remove Windows Components trong hop thoai Windows
components.

- Tur hop thoai ¢ budc 2 ta chon Network Services sau d6 chon nuat Details
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Windows Components Wizard

Windows Components
You can add or remove components of Windows,

To add or remove a component, click the checkbox, & tshaded box means that only
part of the component will be installed. To zee what's included in a component, click

Dretails.

LComponents:

O Eﬂ tanagement and Monitoring Tools 6.1 MB ;l
4 = 1 Networking Services 26 ME

(] 35 Other Network File and Print Services Dowe |
O Remate [nstallation Services 2.0MB

1% Teminal Server nnwe X

Dezcription:  Containg a vanety of zpecialized, network-related zervices and protocols.

T otal dizk space required: 29 B Dietail
e e 12895 8 ME il

¢ Back I Mewt > I Cancel | Help |

Hinh 2.6: Cac budc cai dat dich vu DNS
- Chon tuy chon Domain Name System(DNS), sau d6 chon nat OK

Networking Services x|

To add or remove a component, click the check box. & shaded box means that only part
of the component will be installed. To zee what's included in a companent, click Details.

Subcomponents of Metworking Services:

| Internet Authentication Service 0oOmME
[ B RPC over HTTP Prowy 0.0 MB
O Simple TCPAF Services nomMe
O Windu:uws Internet Mame Service MWIMNS]) namMe _I

Description:  Sets up a DMS zerver that answers query and update requests for DWNS
Nanmes.

Tatal dizk zpace required: 29 MB Dletailz |
Space available on disk: 12895.6 MB
[k I Cancel |

Hinh 2.6.1: Céc budc cai dat dich vu DNS
- Chon Next sau do hé théng s€ chép cac tap tin can thiét dé cai dat dich vu (ban
phai ddm bao c6 dia DVDROM Windows 2003 trén may cuc bg hodc co thé truy Xut
tai nguyén nay tir mang). Chon nut Finish dé hoan tat qua trinh cai dit.
2.7.2.Céu hinh dich vu DNS
Sau khi ta cai dat thanh cong dich vu DNS, ta c6 thé tham khéo trinh quan ly dich
vu nay nhu sau:
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- Ta chon Start | Programs | Administrative Tools | DNS. Néu ta khong cai DNS
cung véi qua trinh cai dit Active Directory thi khéng c6 zone ndo duoc cau hinh mic
dinh.

5 dnsmgmt - [DNS\NHON] =101 x|
'_gq File Action Yiew Window Help |;|i|l|
&4 AR XFR| 2|8 B

ERT NHON

-8

-
(B8 Reverse Lookup Zones \l) Configure a DNS Server
@ Event Wiewer

The Domain Name System (DMS) is a hierarchical
naming system used for locating computers and
network, services, DMS is best known For translating
friendly DMS domain names to IP addresses and
network services,

This DNS server has not been configured.
Configuration includes creating Forvward and reverse
lookup zones and specifving root hints and Forwarders,

To configure the DMS server, on the Action menu, click
Configure a DNS server,

| | |
Hinh 2.7: Cau hinh dich vu DNS
- Event Viewer: Pay trinh theo doi su kién nhat ky dich vu DNS, né s€ luu trir cac
théng tin vé: canh giac (alert), canh bao (warnings), 16i (errors).
- Forward Lookup Zones: Chtra tat ca cac zone thudn cua dich vu DNS, zone nay
duoc luu tai may DNS Server.

- Reverse Lookup Zones: Chtra tAt ca cc zone nghich cua dich vu DNS, zone nay
duoc luu tai may DNS Server.
2.7.2.1. Tao Forward Lookup Zones

Forward Lookup Zone dé phan giai dia chi Tén mday (hostname) thanh dia chi IP.
Dé tao zone nay ta thuc hién cac budc sau:

- Chon nut Start | Administrative Tools | DNS.

- Chon tén DNS server, sau do Click chudt phai chon New Zone. Chon Next trén
hop thoai Welcome to New Zone Wizard.

- Chon Zone Type 1a Primary Zone | Next.

MNew Zone Wizard x|
Zone Type Q
The DM3 server supporks various types of zones and storage. .

Select the bype of zone wou want ko create:

2 <

Creates a coi:y of a zone that can be updated directly on this server,

" Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides Fault tolerance.

" 5tub zone

Creates a copy of a zone containing only Mame Server (M3), Start of Authority
(504, and possibly glue Host () records. A server containing a stub zone is not
authoritative For that zone,

I™ | store the zone in ackive Direckory (available anly i DWS server is a domain contraller)

< Back I Mext = I Cancel | Help
Hinh 2.7.1: Cau hinh dich vu DNS
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- Chon Forward Lookup Zone | Next

- Chi dinh Zone Name dé khai bao tén Zone (Vi du: csc.com), chon Next.

Mew Zone Wizard

Zone Name
What is the name of the new zone?

pd

The zone name specifies the portion of the DMS namespace For which this server is

autharitative. It might be your organization's domain name (for example, microsoft,com’)
of a parkion of the domain name (For example, newzone.microsoft, com), The zone name is

not the name of the DNS server,

Z0ONE nanme;

CsC,com

Faor more infarmation about zone names, click Help.

< Back I Mext = I

Cancel |

Help |

Hinh 2.7.2: Cau hinh dich vu DNS
- Tu hop thoai Zone File, ta co thé tao file luu trit co

s6¢ dir liéu cho

Zone(zonename.dns) hay ta c6 thé chi dinh Zone File d3 ton tai san (tit ca cac file nay

duoc luu trit tai Ysystemroot%\system32\dns), tiép tuc chon Next.

- Hop thoai Dynamic Update dé chi dinh zone chip nhan Secure Update,
nonsecure Update hay chon khong stt dung Dynamic Update, chon Next.

New Zone Wizard

Dynamic Update

‘ou can specify that this DS zone accepts secure, nonsecure, of no dynamic
updakes.

|

Dwnamic updates enable DMS client computers to reqgister and dvnamically update their

resource records with a DMS server whenever changes occur,

Select the type of dynamic updates wou wankt to allow:

£ allow only secure dymamic updates (recommended For fctive Direckory )
This option is available only For Active Directory-integrated zones.

&% @llow both nonsecure and secure dynaric updates:
Dvnamic updates of resource records are accepked from any client.
& This option is a significant security vulnerability because updates can be

accepted From untrusted sources,
" Do not allow dynamic updates

Dwnarnic updates of resource records are nok accepted by this zone. You must update

these records manually.

< Back I Mext = I

Cancel |

Help

Hinh 2.7.3: C4u hinh dich vu DNS
- Chon Finish dé hoan tat.
2.71.2.2. Tao Reverse Lookup Zone
Sau khi ta hoan tat qua trinh tao Zone thudn ta s€ tao Zone nghich
Zone) dé hd tro co ché phan giai dia chi IP thanh tén may(hostname).

(Reverse Lookup
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- DPé tao Reverse Lookup Zone ta thuc hi¢n trinh ty cac budc sau: Chon Start |
Programs | Administrative Tools | DNS. Chon tén ctia DNS server, Click chudt phai
chon New Zone

- Chon Next trén hop thoai Welcome to New Zone Wizard. Chon Zone Type la
Primary Zone | Next. Chon Reverse Lookup Zone | Next.

- GO phén dia chi mang(NetID) cua dia chi IP trén Name Server | Next.

x

Reverse Lookup Zone Name g
A reverse lookup zone translates IP addresses inko DS names. ‘

Ta identify the reverse lookup zone, type the netwaork 10 ar the name of the zone.
% Metwork ID
172 .29 14

The netwark ID is the portion of the IP addresses that belongs to this zone, Enter the
netwiork 1D in its normal (not reversed) order,

If wou use a zero in the network 10, it will appear in the zone name, For example,
netwiork ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zonge 0.10.in-addr.arpa.

" Reverse lookup zone name:
14,239,172 in-addr. arpa

Far mare information an creating a reverse lookup zane, dlick Help.

= Back I Mext = I Cancel | Help |

Hinh 2.7.4: C4u hinh dich vu DNS
- Tao méi hay sir dung tap tin luu trit co sé dir liéu cho zone nguoc, sau d6 chon
Next.

New Zone Wizard x|

Zone File g
‘fou can create a new zone file ar use a file copied From another DRS server, .

Do vou want ko creake a new zone file or use an existing file that vou have copied
from another DMS server?

¥ Lreate a new file with this File name:!

I 14.29.172.in-addr.arpa.dns

™ Use this existing file:

Ta use this existing file, ensure that it has been copied ta the Falder
e SystemRootsystem3zidns on this server, and then click Mext.,

= Back I Mext = I Cancel | Help
Hinh 2.7.5: Cau hinh dich vu DNS
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- Hop thoai Dynamic Update dé chi dinh zone chip nhan Secure Update,
nonsecure Update hdy chon st dung Dynamic Update, chon Next. Chon Finish dé
hoan tat.

Bai tap
1. Cai dat dich vu DNS.
2. Cau hinh dich vu DNS.
HUONG DAN THUC HIEN
1.Cai dat dich vu DNS

Khi cai dat dich vu DNS trén Windows 2003 Server doi héi may nay phai duoc
cung cap dia chi IP tinh, may tinh phai két ndi véi HUB/SWITCH, sau day 1a mot sb
buéc co ban nhat dé cai dat dich vu DNS trén Windows 2003 stand-alone Server.

- Chon Start | Control Panel | Add/Remove Programs.

- Chon Add or Remove Windows Components trong hop thoai Windows
components.

- Tu hop thoai & budc 2 Windows components ta chon Network Services sau do
chon nut Details

+ Chon muc Domain Name System(DNS), sau dé chon nit OK
+ Chon Next sau d6 hé théng s& chép céc tap tin can thiét dé cai dat dich vu
(ban phai dam bao c6 dia DVDROM Windows 2003 trén may cuc bo hodc cé thé truy
Xuat tai nguyén nay tir mang). Chon ndt Finish dé hoan tat qua trinh cai dit.
2. CAu hinh dich vu DNS
Sau khi ta cai dat thanh cdng dich vu DNS, ta c¢6 thé tham khao trinh quan 1y dich vu
nay nhu sau:

Ta chon Start | Programs | Administrative Tools | DNS. Néu ta khong cai DNS
cling véi qua trinh cai dat Active Directory thi khong c6 zone nao duoc cau hinh
mac dinh.

- Event Viewer: Day trinh theo déi su kién nhat ky dich vu DNS, n6 sé luu trix
cac théng tin vé: canh giac (alert), canh bao (warnings), 16i (errors).

- Forward Lookup Zones: Chtra tit ca cac zone thuan cua dich vu DNS, zone
nay duoc luu tai may DNS Server.

- Reverse Lookup Zones: Chira tat ca cac zone nghich cua dich vu DNS, zone
nay duoc luu tai may DNS Server.

2.1. Tao Forward Lookup Zones

Forward Lookup Zone dé phan giai dia chi Tén may (hostname) thanh dia chi IP.
Pé tao zone nay ta thuc hién cac budc sau:

- Chon nut Start | Administrative Tools | DNS.

- Chon tén DNS server, sau dé Click chudt phai chon New Zone. Chon Next trén
hop thoai Welcome to New Zone Wizard.

- Chon Zone Type la Primary Zone | Next.

- Chon Forward Lookup Zone | Next

- Chi dinh Zone Name dé khai bao tén Zone (Vi du: csc.com), chon Next.
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- Tu hop thoai Zone File, ta co thé tao file lwu trir co s& dir litu cho
Zone(zonename.dns) hay ta c6 thé chi dinh Zone File d3 ton tai san (tit ca cac file ndy
duoc luu trir tai Y%systemroot%\system32\dns), tiép tuc chon Next.

- Hop thoai Dynamic Update dé chi dinh zone chip nhin Secure Update,
nonsecure Update hay chon khong str dung Dynamic Update, chon Next.

Chi dinh Dynamic Update, chon Finish dé hoan tt.

2.2. Tao Reverse Lookup Zone

Sau khi ta hoan tat qua trinh tao Zone thuan ta s& tao Zone nghich (Reverse
Lookup Zone) dé hd trg co ché phan giai dia chi IP thanh tén may(hostname).

Dé tao Reverse Lookup Zone ta thuc hién trinh ty cac budc sau: Chon Start |
Programs | Administrative Tools | DNS. Chon tén cia DNS server, Click chudt phai
chon New Zone

Chon Next trén hop thoai Welcome to New Zone Wizard. Chon Zone Type la
Primary Zone | Next. Chon Reverse Lookup Zone | Next.

G0 phan dia chi mang(NetID) cua dia chi IP trén Name Server | Next.

Tao méi hay sir dung tap tin luu trit co s dir liéu cho zone nguoc, sau d6 chon
Next.

Hop thoai Dynamic Update dé chi dinh zone chap nhan Secure Update, nonsecure
Update hay chon khong sir dung Dynamic Update, chon Next. Chon Finish dé hoan
tat.

2.3. Thém tén mién (domain name)

Tai cta s6 quan ly domain chon vao server va bam chudt phai hién 1én menu va chon
"New Domain..." d¢ dién mot domain méi .

Sau khi bam vao "New Domain” né s& xuat hién ctra s6 cho phép ban dién tén mién
ma server dugc phép quan l1y.

Sau khi dién bim "OK" d¢ két thic
2.4. Thém mot host moi

Tai cira s6 quan ly DNS chon zone da tao va bam chuot phai chon "new host"

Xuat hién ctra s6 cho phép ta khai bao host méi

Ban dién tén cta host ma mudn tao. Tén cua host s& duoc tu dong dién thém phﬁn
domain dé thanh tén day du cta host.

Vi du: nhu trén day 1a vung quan ly zone (location) la ktm.vnn.vn.

+ Vay khi ban dién Name 1a www va IP address 14 203.162.0.100 thi s& trong tng
véi dinh nghia domain www.ktm.vnnvn. trdé dén dia chi IP 203.162.0.100
www.ktm.vnn.vn. IN A 203.162.0.100
2.5. Tao mot ban ghi web (tao bi danh)

Tai cira sb quan ly Domain va tén mién vira tao va bidm chuot phai va chon "New
Alias" dé tao mét CNAME dén mot host.

Bam va "New Alias..." s& xuat hién cira s6 cho phép khai bao Alias

Tai phan "Alias name" dién tén tao alias va tai phan "Fully qualified name for target
host" dién tén déy dt cua mot host ma mudn tao bi danh ( thuong duogc st dung cho
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webhosting) Vi du : www.ktm.von.vn. IN CNAME ktm.vnn.vn. Ta s& c6 trang web
www.ktm.vnn.vn dat trén server web c6 tén l1a ktm.vnn.vn.
2.6. Tao mgt bdn ghi thw dién tir (MX)

Tai cira s6 quan 1y DNS tai tén mién mudn tao ban ghi MX bam chudt phai

Sau khi bam vao"New Mail Exchanger.." s& xuit hién ctra s6 cho phép tao cic thong
s6 cho ban ghi mx

Dién tai "Host or domain" dién tén hodc dé tréng tén nay két hop véi phan zone
"Parent domain" dé tao thanh domain day du ctia ban ghi thu dién tir. Tai "Mail server"
dién tén cua server thu dién tr va tai "Mail server priority” dién mirc d6 uwu tién cua
server thu dién tir (d 16n cang nhé mirc uu tién cang cao)

Vi du trén hinh ta c¢6: mail.ktm.vnn.vn IN MX 10 mr-hn.van.vn. Ta ¢6 tén mién thu
dién tir mail.ktm.vnn.vn. ( ta co thé tao duoc cac hop thu abc@mail.ktm.vnn.vn ) duogc
chtra tai server thu dién tir mr-hn.vnn.vn vo1 mure vu tién l1a 10
2.7. Chuyén quyén qudn Iy tém mién (delegate)

Tai cira s6 quan 1y DNS tai domain mudn chuyén quyén quan 1y bam chudt phai.

Bam vao "New Delegation..." dé hién cira s6 cho phép chuyén quyén quan 1y tén mién

Dién phan domain ma ban mubn chuyén quyén quan Iy vao "Delegated domain™ Vi du
& day dién 1a abc nghia 1a ban muén chuyén quyén quan 1y domain abc ktm.vnn.vn. Bam
"Next" dé tiép tuc

Hién cira so dién vao "Server name" tén ciia dns server sé dugc phép quan 1y tén mién
abc.ktm.vnn.vn. Bam "Resolve" dé xac dinh dia chi IP cta dns server. Sau d6 bim "Ok"
dé két thuc. Vi du abcktm.vnn.vn. IN NS vdc-hnOl.vnn.vn. Tuong ¢mg tén mién
abc.ktm.vnn.vn s& dugc chuyén quyén vé dns server vde-hn01.vnn.vn dé quan ly.
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Bai 3: ACTIVE DIRECTORY
Gioi thiéu

Dich vu thu myc di 12 mot phan cia mot hé thong lién két mé (OSI), Trong nhirng
nam 1980, ITUva ISO tién t&i mt bd céc tiéu chuan — X.500, cac dich vu thu muc, budce
dau dé hd tro cac yéu cau cua cac nha cung cap dich vu nhan tin va Tra ctru tén mang.

Giao thuc thu muyc nhe, LDAP, dua trén cac dich vu thu muc thong tin ciia X.500
nhung st dung TCP/IP stackva mot chudi ma hoa chuong trinh cua giao thirc X.500
DAP, cho n6 lién quan nhiéu hon trén Internet.

1. Muc tiéu caa bai hoc:
- Trinh bay duoc ciu tric ciia Active Directory trén windows server;
- Cai dit va cdu hinh dugc may diéu khién ving.
- Thuc hién céc thao tac an toan véi may tinh.

2. N§i dung chinh:

2.1 Ciac mo hinh mang trong moi trudng Microsoft

Mang may tinh 13 mot hé thong gém nhiéu may tinh va cac thiét bi duoc két ndi véi
nhau boi dudng truyén vat Iy theo mot kién trdc (Network Architecture) nao dé nham thu
thap, trao doi dir liéu va chia sé& tai nguyén cho nhiéu nguoi sir dung.

Mot may tinh trén mang c6 thé thudc mot trong ba loai nhu sau:

+ May tram (Client): Khong cung cap tai nguyén ma chi sir dung tai nguyén tir
mang.

+ May chi (Server): Cung cap tai nguyén va cac dich vu cho cac may trén mang.

+ Peer: Sur dung tai nguyén va dong thoi ciing cung cap tai nguyén cho mang.

Dua vao ciach ma cac may tinh duoc ndi vao mang ciing nhu cach ma ching twong tac
v&1 mang va voi nhau, mang may tinh dugc chia Iam ba mo6 hinh co ban nhu sau:

- M6 hinh tram-chu (Client-Server): Cac may tram dugc ndi v6i cac may chu, nhin
quyén truy nhip mang va tai nguyén mang tir cic may chi. Déi voi Windows NT céc
may duoc to chirc thanh cac mién (domain). An ninh trén cac domain duoc quan 1y boi
mot s6 may chu dic biét goi 1a domain controller. Trén domain ¢6 mdt master domain
controller dugc goi 1a PDC (Primary Domain Controller) va mét BDC (Backup
Domain Controller) dé dé phong truong hop PDC gip su cd.

- M5 hinh phin mém Client/Server: 1a mé hinh giai phap phin mém cho viéc khic
phuc tinh trang qua tai trén mang va vuot qua nhiig ngin cach vé sy khac nhau trong
cAu tric vat 1y cling nhu hé diéu hanh cia cac hé théng may tinh khac nhau trén mang.

M&i phan mém xay dyng theo mé hinh Client/Server s& dugc chia 1am hai phan: phan
hoat dong trén may phuc vu goi 1a phan phia Server va phan hoat dong trén tram 1am viéc
goi la phﬁn phia Client. V&1 mo hinh nay cac tram lam vi¢c cling dugc goi 1a cac Client
(hay may Client) con cac may phuc vu goi 1a cac Server. Nhiém vu ctia mdi phan duoc
quy dinh nhu sau:

Phan phia Server quan ly cac giao tiép moi trudong bén ngoai tai Server va véi cac
Client, tiép nhan cac yéu cau dudi dang cac xau ky tir (query string), phan tich cac query
string, xtr Iy dit liéu va gtri két qua tra 101 vé phia cac Client.
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Phan phia Client t6 chuc giao tiép véi ngudi dung, véi moi trudng bén ngodi tai tram
lam viéc va vé6i phia Server, tiép nhan yéu cau cta nguoi dung, thanh 1ap cac query string
guri vé phia Server, tiép nhan két qua va t6 chirc trinh dién ching.

Server
computer
Client
G computer G
- I
Thing béo ‘
—_—
& L
truyen ding 3au truy vén

I
In]

M3 hinh Client/Server

Hinh 3.1: M6 hinh mang Client/Server

Mang ngang hang (P2P): la mang ma trong d6 hai hay nhiéu may tinh chia sé tap tin
va truy cap cac thiét bi nhu may in ma khéng can dén may chu hay phan mém may chu.
Mang ngang hang thudng duogc t6 chirc thanh cac nhom lam viéc workgroup. Mo hinh
nay khong c¢6 qua trinh dang nhap tap trung, néu di dang nhap vao mang ban co thé st
dung tat ca tai nguyén trén mang. Truy cip vao cac tai nguyén phu thudc vao ngudi di
chia sé cac tai nguyén do, do vay ban cé thé phai biét mat khau dé co6 thé truy nhap duoc
td1 cac tai nguyén dugc chia sé.

Mang p2p duoc tao ra bai hai hay nhidu may tinh duoc két néi véi nhau va chia sé tai
nguyén ma khéng phai théng qua mot may chu danh riéng. Mang p2p cé thé Ia két néi tai
chd — hai may tinh ndi véi nhau qua cong USB dé truyén tap tin. P2p ciing ¢o thé 1a co s
ha tang thuong truc két ndi 5-6 may tinh véi nhau trong mot van phong nhé bang cap
dong. Hay no ciing c6 thé la mot mang c6 quy md 16n hon nhiéu, dung cac giao thirc va
ing dung dac biét dé thiét 1ap nhitng mdi quan hé truc tiép gitta nguoi dung trén internet.

.. e

_ A

Hinh 3.2: M6 hinh mang may tinh Peer-to-peer.
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Mb hinh lai (Hybrid): M& hinh nay 1a su két hop giita Client-Server va Peer-to-Peer.
Phén 16n cac mang may tinh trén thyc té thudc moé hinh nay.
Trong cac mo hinh mang néi trén, mdi mo hinh cé nhitng vu, nhugc diém riéng ddi

voi ting chi tiéu danh gid nhu: tinh bao mat thong tin, sy cai dat, kha ndng mo rong

mang.... Su so sanh gilta cdc mo6 hinh mang trén doi vai mot so chi ti€u danh gia pho bién
duogc cho trong bang sau:

M6 hinh mang

Chi tiéu danh gia

Client-Server

Peer-to-Peer

Hybrid

Do an toan va tinh
bao mat thong tin.

C6 @0 an toan va bao
mat thong tin cao
nhét. Quan tri mang
c6 thé diéu chinh

b6 an toan va bao mat
kém, phu thudc vao
muc truy nh3p dugc
chia sé.

Do an toan va bao
mat cao gan nhu
Client-Server.

quyén truy nhap
thdng tin.
Kha ning cai dat. | Kho cai dat. Dé cai dit. Kho cai dat.
Poi hoi vé phan | Poi hoi c6 may chi, | Khdng can may chu, hé | Nhu Client-
cing Vva phan |hé diéu hanh mang | didu hanh mang, phén | Server.
mém. VA C4C phan cing bo | cliing bo sung rét it.
sung.
Quan tri mang. Phai c6 quan tri [ Khong can c6 quan tri | Nhu Client-
mang. mang. Server.
Xt ly va luu trix | CO. Khéng. Khéng.
tap trung.
Chi phi cai dit. Cao. Thap. Cao.

Trong mo hinh mang c¢6 may chu (server) khong phai moi may chi déu hoat dong nhur
nhau ma chung duogc danh riéng dé thuc hién nhitng nhiém vu chuyén biét nham hd tro
cac may tram trén mang, mot may chu co thé thuc hién toan b cac nhiém vu nay hoac
cling co thé c6 mot sb may chu s€ thyc hién mg nhiém vu ri€ng biét nao do, vi du nhu:
Web server, FTP server, File server, Printer server...

2.2. Active Directory

Muc ti€u:

- Trinh bay duoc cau tric ctia Active Directory trén windows server
2.2.1. Giéi thiéu

AD (Active Directory) la dich vu thu muc chira cac thong tin vé cac tai nguyén trén
mang, c¢6 thé mo rong va cé kha ning tu diéu chinh cho phép ban quan 1y tai nguyén
mang hi¢u qua. Dé co thé 1am viéc tot v&i Active Directory, chiing ta s& tim hiéu khai
quat vé Active Directory, sau d6 khao st cac thanh phan cta dich vu nay.

Céc ddi twong AD bao gdm dir liéu ctia ngudi dung (user data), may in(printers), may
chu (servers), co s¢ dit liéu (databases), cac nhom ngudi dung (groups), cac may tinh
(computers), va cac chinh sach bao mat (security policies).
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Ngoai ra mot khai niém mai dugce str dung 1a container (tam dich la tap ddi tuong). Vi
du Domain 13 mét tap d6i twong chira thong tin ngudi dung, thong tin cac may trén mang,
va chira cac ddi tuong khac.

2.2.2 Chirc nang cia Active Directory

- Luu giit mot danh sach tap trung céc tén tai khoan nguoi ding, mat khau tuong
ung va cac tai khoan may tinh.

- Cung cip mét Server doéng vai tro chung thuc (authentication server) hoic
Server quan ly dang nhap (logon Server), Server nay con goi la domain controller
(may diéu khién ving).

- Duy tri mot bang hudng dan hoic mot bang chi muc (index) gitp cac may tinh
trong mang cé thé do tim nhanh mét tai nguyén nao dé trén cac may tinh khac trong
vung

- Cho phép ching ta tao ra nhitng tai khoan nguoi ding véi nhitng mac d6 quyén
(rights) khac nhau nhu: toan quyén trén hé théng mang, chi c6 quyén backup dit liéu
hay shutdown Server tu xa...

- Cho phép ching ta chia nhé mién caa minh ra thanh cac mién con (subdomain)
hay cac don vi to chitc OU (Organizational Unit). Sau dé ching ta c6 thé ay quyén
cho céc quan tri vién b phan quan ly tirng bd phan nho.

2.2.3. Directory Services
2.2.3.1. Gi6i thiéu Directory Services
Directory Services (dich vu danh ba) 1a hé théng thong tin chira trong NTDS.DIT
va cac chuong trinh quan ly, khai thac tap tin nay. Dich vu danh ba 1a mét dich vu co
s& lam nén tang dé hinh thanh mot hé théng Active Directory. Mot hé théng véi
nhitng tinh nang vuot troi cua Microsoft.
2.2.3.2. Céc thanh phan trong Directory Services

Pau tién, ban phai biét duoc nhitng thanh phan cau tao nén dich vu danh ba 1a gi?
Ban c6 thé so sanh dich vu danh ba véi mét quyén s6 luu sé dién thoai. Ca hai déu
chira danh séch cua nhiéu d6i tuong khac nhau ciing nhu cac théng tin va thudc tinh
lién quan dén cac ddi tuong do.

- Object (ddi tugng).

+ Trong hé thdng co so dit lidu, dbi tuong bao gom cac may in, ngudi ding
mang, Cac server, cdc may tram, cac thu muc dung chung, dich vu mang, ... Doi
twong chinh 1a thanh té can ban nhét cua dich vu danh ba.

- Attribute (thudc tinh).

+ Mot thudc tinh mé ta mot ddi tuong. Vi du, mat khau va tén 1a thudc tinh
ctia d6i twong ngudi ding mang. Céac d6i tuong khac nhau c6 danh sach thudc tinh
khac nhau, tuy nhién, cac d6i tuong khac nhau ciing c6 thé c6 mot sb thuoc tinh
giéng nhau. Lay vi du nhu mot may in va mot may tram ca hai déu c6 mét thudc tinh
1 dia chi IP.

- Schema (céu tric t6 chuc).

+M0ot schema dinh nghia danh séch cac thudc tinh ding dé md ta mot loai ddi
tuong nao d6. Vi du, cho rang tat ca cac dbi tuong may in déu dugc dinh nghia bang
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cac thuoc tinh tén, loai PDL va tbc do. Danh sach cac déi twong nay hinh thanh nén
schema cho 16p dbi tuong “may in”. Schema c6 dic tinh 1a tuy bién duoc, nghia la
cac thuoc tinh dung dé dinh nghia mot 16p d6i tuong co thé stra d6i dugc. N6i tom lai
Schema c6 thé xem 1a mot danh ba cua cai danh ba Active Directory.

- Container (vat chua).

+ Vit chia twong ty véi khai niém thu muc trong Windows. Mot thu muc cé
thé chira céc tap tin va cac thu muc khéac. Trong Active Directory, mét vat chira co
thé chaa céc ddi tuwong va cac vat chira khac. Vat chira ciing ¢ cac thudc tinh nhu déi
twong mac du vat chira khdng thé hién mot thuc thé that sy ndo d6 nhu d6i tuong. CO
ba loai vat chua la:

+ Domain: khai niém nay dugc trinh bay chi tiét ¢ phan sau.

+ Site: mot site 1a mot vi tri. Site dugce dung dé phan biét gitra cac vi tri cuc bd
va céc vi tri xa x6i. Vi du, cdng ty XYZ c6 tong hanh dinh dit ¢ San Fransisco, mot
chi nhanh dat & Denver va mot van phong dai dién dit ¢ Portland két ndi vé tong
hanh dinh bang Dialup Networking. Nhu vay hé th6ng mang nay c6 ba site.

+ OU (Organizational Unit): 1a mot loai vat chira ma ban c6 thé dua vao d6
nguoi dung, nhém, may tinh va nhitng OU khac. Mot OU khong thé chua cac ddi
twong nam trong domain khac. Nho viéc mot OU c6 thé chira cac OU khac, ban c6
thé xay dung mot mé hinh tht bac cua cac vat chira dé md hinh hoa ciu trdc cua
mot t6 chie bén trong moét domain. Ban nén sir dung OU dé giam thiéu sé luong
domain can phai thiét 1ap trén hé thong.

- Global Catalog.

+ Dich vu Global Catalog ding dé xac dinh vi tri caia mot dbi twong ma nguoi
dung dugc cap quyén truy cap. Viéc tim kiém duogc thyc hién xa hon nhirng gi d4 c6
trong Windows NT va khéng chi c6 thé dinh vi duoc ddi twong bang tén ma cé thé
bang ca nhitng thudc tinh cua déi tuong.

+ Gia sir ban phai in mét tai liéu day 50 trang thanh 1000 ban, chic chin ban
sé khéng dung mdét may in HP Laserjet 4L. Ban s€ phai tim mot may in chuyén
dung, in véi tbe d6 100ppm va cé kha ning ddng tai liéu thanh quyén. Nho Global
Catalog, ban tim kiém trén mang mot may in véi cac thudc tinh nhu vy va tim thay
duoc mot may Xerox Docutech 6135. Ban cd thé cai dit driver cho may in d6 va
gui print job dén may in. Nhung néu ban ¢ Portland va may in thi ¢ Seattle thi sao?
Global Catalog s& cung cap théng tin ndy va ban c6 thé gai email cho cha nhan cua
may in, nho ho in giom.

Mot vi du khéc, gia sir ban nhan dugc mét thu thoai tir mot nguoi tén Betty Doe &
b6 phan ké toan. Poan thu thoai cua cd ta bi cit xén va ban khong thé biét duoc sb
dién thoai cua cd ta. Ban c6 thé dung Global Catalog dé tim théng tin vé ¢ ta nho
tén, va nho dé ban c6 dugc sb dién thoai cua co ta.

Khi mot ddi twong duoc tao méi trong Active Directory, ddi twong dugc gan mot
con sb phan biét goi 1a GUID (Global Unique ldentifier). GUID cta mot dbi tugng
ludn ludn cé dinh cho du ban c6 di chuyén d6i tuong di dén khu vuc khac.
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2.2.4. Cac thanh phan cia AD

Muc tiéu:

- Trinh bay dugc cac thanh phan ctia Active Directory.
2.2.4.1. CAu tric AD logic

Gom cac thanh phan: domains (vung), organization units (don vi td chirc), trees (hé
ving phén cp ) va forests (tap hop hé ving phan cip) .

|. Domain Tree

/ lou @
? Domain |

Organizational Unit

| Forest |

Hinh 3.4: Ciu tric AD logic
- Organizational Units.

+ Organizational Unit hay OU la don vi nho nhét trong hé thng AD, né duoc
xem & mot vat chtra cac ddi tuong (Object) duoc dung dé sap xép cac ddi twong khac
nhau phuc vu cho muc dich quan tri ctia ban. OU ciing dugc thiét 1ap dua trén subnet
IP va dugc dinh nghia 1a “mét hoic nhiéu subnet két néi tot véi nhau”. Viéc s dung
OU c6 hai cdng dung chinh sau:

+ Trao quyén kiém soat mot tap hop cac tai khoan nguoi dung, may tinh hay
cac thiét bi mang cho mot nhém nguoi hay mot phu ta quan tri vién nao d6 (sub-
administrator), tir &6 giam bét cdng tac quan tri cho ngudi quan tri toan bo hé thong.

+ Kiém soét va khda bt mot sd chirc nang trén cac may tram ctua ngudi dung
trong OU thdng qua viéc sir dung cac ddi tugng chinh sach nhém (GPO), cac chinh
sach nhém nay chdng ta s& tim hiéu ¢ cac chuong sau.

- Domain

+ Domain 1a don vi chtic nang nong cbt cua cau trdc logic Active Directory.
NG 14 phuong tién dé qui dinh mét tap hop nhitng ngudi ding, may tinh, tai nguyén
chia sé ¢ nhitng qui tic bao mat gidng nhau tir d6 gilp cho viéc quan ly céc truy cap
vao cac Server dé dang hon. Domain dap tng ba chic niang chinh sau:

+ Pong vai trd nhu mot khu vuce quan tri (administrative boundary) cac déi
twong, 12 mot tap hop cac dinh nghia quan tri cho cac d6i tuong chia sé nhu: ¢
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chung mét co s& dit liéu thu muc, cac chinh sach bao mat, cac quan hé uy quyén véi
cac domain khac.

+ Gilp ching ta quan ly bao mat cac cac tai nguyén chia sé.

+ Cung cdp cac Server dy phong lam chiécc ning diéu khién ving (domain
controller), ddng thoi am bao cac thdng tin trén cac Server nay duoc duoc ddng bo
véi nhau.

- Domain Tree

+ Domain Tree I cau tric bao gém nhiéu domain duogc sap xép co cap bac theo
c4u trac hinh cay. Domain tao ra dau tién duoc goi 1a domain root va nim & géc cua
cay thu muc. T4t ca cadc domain tao ra sau s& nam bén dudi domain root va duoc
goi la domain con (child domain). Tén cua cdc domain con phai khac biét nhau.
Khi mot domain root va it nhat mét domain con duoc tao ra thi hinh thanh mét cay
domain. Khai niém nay ban s& thuong nghe thay khi lam viéc véi mét dich vu thu
muc. Ban c6 thé thdy ciu tric s& c6 hinh dang cia mot cay khi ¢d nhiéu nhanh xuat
hién.

- Forest

+ Forest (ring) duoc xay dung trén mot hoic nhidu Domain Tree, ndi cach
khac Forest Ia tap hop cac Domain Tree c6 thiét 1ap quan hé va ay quyén cho nhau.
Vi du gia s& mot cong ty nao d6, chang han nhu Microsoft, thu mua mot cong ty
khac. Thong thuong, mdi cong ty déu c6 mot hé thong Domain Tree riéng va deé tién
quan ly, cac cay nay s& duoc hop nhat voi nhau bang mot khai niém 1 ring

+ Trong Vi du trén, cdng ty mcmcse.com thu mua duoc techtutorials.com va
xyzabc.com va hinh thanh rimg tir gbc memcse.com
2.2.5 Cau tric AD vatly

Gom: sites va domain controllers.

- Pia ban (site): 1a tap hop ciia mot hay nhiéu mang con két ndi Vi nhau, tao diéu
kién truyén théng qua mang d& dang, 4n dinh ranh gidi vat 1y xung quanh cac tai nguyén
mang.

- Piéu khién ving (domain controllers): 14 may tinh chay Windows Server chita ban
sao dir liéu ving. Mot ving c6 thé c6 mot hay nhiéu diéu khién ving. Mi sy thay d6i dit
liéu trén mot diéu khién vung s& dugc tu dong cap nhat 1€n cac diéu khién khéc cua vung.
2.3. Cai dit va cau hinh Active Directory

Muc tiéu:

- Cai dit va cAu hinh dugc méy diéu khién ving.

- Gia nhap may tram vao may diéu khién ving (join domain)

2.3.1. Nang cap Server thanh Domain Controller(DC)

Theo mic dinh, tat ca cac may Windows Server 2003 khi méi cai dat déu la Server
doc 1ap (standalone server). Chuong trinh DCPROMO chinh la Active Directory
Installation Wizard va dugc ding dé nang cap mot may khéng phai 1a DC (Server
Stand-alone) thanh mot may DC va nguoc lai giang cap mot may DC thanh mot
Server binh thuong. Chi y déi véi Windows Server 2003 thi ban c6 thé déi tén may
tinh khi da nang cap thanh DC.
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Trudc khi nang cip Server thanh Domain Controller, ban can khai bao day du
cac thong s6 TCP/IP, dic biét 1a phai khai b4o DNS Server c6 dia chi chinh 1a dia
chi IP cua Server can nang cip. Néu ban cé kha niang cau hinh dich vu DNS thi ban
nén cai dat dich vu nay truéc khi nang cap Server, con nguoc lai thi ban chon cai dat
DNS ty dong trong qué trinh nang cip. C6 hai cach dé ban chay chuong trinh Active
Directory Installation Wizard: ban dung tién ich Manage Your Server trong
Administrative Tools hoic nhip chuét vao Start\ Run, gé 1énh DCPROMO.

- Cac budc cai dat.

+ Chon menu Start \ Run, nhap DCPROMO trong hop thoai Run, va nhan nt
OK.

+ Khi d6 hop thoai Active Directory Installation Wizard xuat hién. Ban nhin
Next Chwong trinh xuat hién hop thoai canh bao: DOS, Windows 95 va WinNT SP3
tré Vé trude sé bi loai ra khoi mién Active Directory dua trén Windows Server 2003.
Ban chon Next dé tiép tuc

+ Trong hop thoai Domain Controller Type, chon muc Domain Controller
for a New Domain va nhan chon Next. (Néu ban muén bd sung may diéu khién ving
vao mot domain co san, ban s& chon Additional domain cotroller for an existing
domain.)

Pén day chuong trinh cho phép ban chon mot trong ba hra chon sau: chon Domain
in new forest néu ban mudn tao domain dau tién trong mot ring méi, chon Child
domain in an existing domain tree néu ban muébn tao ra mot domain con dya trén
mot cdy domain c6 san, chon Domain tree in an existing forest néu ban mudn tao ra
mot cdy domain méi trong mot rirng da co san.

Hop thoai New Domain Name yéu cau ban tén DNS day du cia domain ma ban
can xay dung

Hop thoai NetBIOS Domain Name, yéu cau ban cho biét tén domain theo chuan
NetBIOS dé tuong thich voi cac may Windows NT. Theo mic dinh, tén Domain
NetBIOS gidng phan dau cua tén Full DNS, ban c6 thé dbi sang tén khac hoic chap
nhan gia tri mic dinh. Chon Next dé tiép tuc

Hop thoai Database and Log Locations cho phép ban chi dinh vi tri luu trir
database Active Directory va cac tap tin log. Ban c6 thé chi dinh vi tri khac hoac
chap nhan gia tri mac dinh. Tuy nhién theo khuyén c&o ctia cac nha quan tri mang thi
ching ta nén dat tap tin chira thdng tin giao dich (transaction log) ¢ mot dia cing vat
ly khac véi dia cang chia co so dit lidu ciia Active Directory nham ting hiéu ning
ctia hé théng. Ban chon Next dé tiép tuc

Hop thoai Shared System Volume cho phép ban chi dinh vi tri ctia thu muc
SYSVOL. Thu muc nay phai nam trén mot NTFS5 Volume. Tét ca dir lidu dat trong
thu muc Sysvol nay s€ dugc tu dong sao chép sang cac Domain Controller khac
trong mién. Ban c6 thé chap nhan gia tri mic dinh hodc chi dinh vi tri khac, sau do
chon Next tiép tuc. (Néu partition khdng sir dung dinh dang NTFS5, ban sé& thay
mot thong bao 16i yéu cau phai d6i hé thong tap tin).
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DNS la dich vu phan giai tén két hop véi Active Directory dé phan giai tén cac
may tinh trong mién. Do d6 dé hé thdng Active Directory hoat dong dugc thi trong
mién phai c¢6 it nhat mot DNS Server phan giai mién ma ching ta can thiét lap. Theo
ddng ly thuyét thi chiing ta phai cai dit va cau hinh dich vu DNS hoan chinh trugc khi
nang cap Server, nhung do hién tai cac ban chua hoc vé dich vu nay nén ching ta
chap nhan cho hé thdng tu dong cai dit dich vu nay. Ching ta s& tim hiéu chi tiét dich
vu DNS & gi&o trinh “Dich Vu Mang”. Trong hop thoai xuét hién ban chon lya chon
thtr hai dé hé théng tu dong cai dat va cau hinh dich vu DNS.

Trong hop thoai Permissions, ban chon gia tri Permission Compatible with pre-
Windows 2000 servers khi hé théng c6 cac Server phién ban truéc Windows 2000,
hodc chon Permissions compatible only with Windows 2000 servers or Windows
Server 2003 khi hé théng cua ban chi toan cac Server Windows 2000 va Windows
Server 2003.

Trong hop thoai Directory Services Restore Mode Administrator Password, ban
s& chi dinh mat khau dung trong truong hop Server phai khoi dong vao ché do
Directory Services Restore Mode. Nhan chon Next dé tiép tuc.

Hop thoai Summary xuét hién, trinh bay tat ca cac théng tin ban d& chon. Néu tat
ca déu chinh xac, ban nhan Next dé bat dau thuc hién qué trinh cai dat, néu c6 théng
tin khong chinh x&c thi ban chon Back dé quay lai cac buéc truéc d6

Hop thoai Configuring Active Directory cho ban biét qua trinh cai dat dang thuc
hién nhitng gi. Qua trinh ndy s& chiém nhiéu thdi gian. Chuong trinh cai dat ciing yéu
cau ban cung cap ngudn cai dit Windows Server 2003 dé tién hanh sao chép cac tap
tin néu tim khéng thay

Sau khi qua trinh cai dat két thac, hop thoai Completing the Active Directory
Installation Wizard xuat hién. Ban nhan chon Finish dé két thic.

Cudi cling, ban duoc yéu cau phai khai dong lai may thi cac thong tin cai dat moi
bat dau cd hiéu lyc. Ban nhan chon nit Restart Now dé khoi dong lai. Qué trinh thiang
cap két thuc.

2.3.2. Gia nhap may tram vao Domain

Mot may tram gia nhap vao mot domain thyc su 1 viéc tao ra moét mbi quan hé tin
cay (trust relationship) gitra may tram dé vd&i cac mady Domain Controller trong
ving. Sau khi da thiét 1ap quan hé tin cay thi viéc ching thuc nguoi ding logon vao
mang trén may tram nay s& do cac may diéu khién ving dam nhiém. Nhung chl y
viéc gia nhap mot may tram vao mién phai cé sy dong y cua ngudi quan tri mang cap
mién va quan tri vién cuc bd trén may tram d6. Noi cach khéac khi ban muén gia nhap
mot may tram vao mién, ban phai ding nhap cuc bé vao may tram véi vai tro la
administrator, sau d6 gia nhap vao mién, hé thong s& yéu cau ban xac thuc bang mot
tai khoan ngudi dung cap mién c6 quyén Add Workstation to Domain (ban c6 thé
diing truc tiép tai khoan administrator cip mién)

- Cac budc cai dat

+ Pang nhap cuc bd vao may tram vai vai trd ngudi quan tri (c6 thé dung truc
tiép tai khoan administrator).
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+ Nhap phai chuét trén biéu teong My Computer, chon Properties, hop thoai
System Properties xuat hién, trong Tab Computer Name, ban nhap chuét vao nut
Change. Hop thoai nhap liéu xuat hién ban nhap tén mién ciia mang can gia nhap vao
muc Member of Domain

+ May tram dya trén t&n mién ma ban d4 khai bdo dé tim dén Domain
Controller gan nhéat va xin gia nhap vao mang, Server sé yéu cau ban xac thuc véi
mat tai khoan ngudi dung cap mién ¢ quyén quan tri.

Sau khi xac thuc chinh xac va hé théng chap nhan may tram nay gia nhap vao mién
thi hé thdng xuat hién thong bao thanh cdng va yéu cau ban reboot may lai dé ding
nhap vao mang.

Pén day, ban thay hop thoai Log on to Windows ma ban ding mdi ngay c6 vai
diéu khéac, d6 1a xuat hién thém muc Log on to, va cho phép ban chon mét trong hai
phan 1a: NETCLASS, This Computer. Ban chon muc NETCLASS khi ban muén
dang nhap vao mién, nhd rang lic nay ban phai ding tai khoan nguoi dung cip mién.
Ban chon muc This Computer khi ban muén logon cuc bo vao may tram nao va nhé
dung tai khoan cuc bo ciia may.

Bai tap
1. Cai dat va cau hinh Active Directory (AD).
2. Gia nhap may tram vao Domain controller.
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BAI 4: QUAN LY TAI KHOAN NGUOI DUNG VA NHOM

Gioi thiéu

Str dung dugc cac cong cu tao va quan tri tai khodn nguoi dung va nhom cuc bg, t6
chirc va quan 1y nguoi dung cuc bg, ta dung cong cu Local Users and Groups. Vai cong
cu nay ban co thé tao, x6a, sira cac tai khoan nguoi dung, cling nhu thay ddi mat ma.
1. Muc tiéu:

- M0 ta duoc tai khoan nguoi dung, tai khodn nhom, cac thudc tinh cua nguoi dung;

- Tao va quan tri dugc tai khoan nguoi dung, tai khoan nhém.

- Thuc hién céc thao tac an toan voi1 may tinh.
2. N§i dung chinh:
2.1. Dinh nghia tai khoin nguoi dung va tai khoian nhom
2.1.1. Tai khoan nguwoi dung

Tai khoan nguoi dung (user account) 1a mot dbi twong quan trong dai dién cho
nguoi dung trén mang, ching dugc phan biét voi nhau thong qua chudi nhan dang
username. Chudi nhan dang nay gilp hé thong mang phan biét gitra nguoi nay va
ngudi khac trén mang tir d6 nguoi ding ¢ thé dang nhap vao mang va truy cap Ccac
tai nguyén mang ma minh duoc phép.
2.1.1.1 Tai khoan ngwdoi dung cuc bd

Tai khoan nguoi dung cuc bo (local user account) la tai khoan nguoi dung duoc
dinh nghia trén may cuc bo va chi dugc phép logon, truy cap cac tai nguyén trén may
tinh cuc bo. Néu muén truy cap cac tai nguyén trén mang thi nguoi dung nay phai
chung thuc lai véi may domain controller hoac may tinh chira tai nguyén chia sé. Ban
tao tai khoan nguoi dung cuc bd véi cong cu Local Users and Group trong Computer
Management (COMPMGMT.MSC). Cac tai khoan cuc bo tao ra trén may stand-alone
server, member server hoic cac may tram déu duoc luu trir trong tap tin co so dir
liéu SAM (Security Accounts Manager). Tap tin SAM nay dugcdat trongthu
muc \Windows\system32\config

Local User Accounts

User A

; Administrator = Administrator

'|' A Guest Guest

User A User B

User B - User A

Service Service

., \/

Administrator Administrator

Guest Guest

User C User D

UserC

Service Service

Hinh 4.1: Tai khoan ngudi dung cuc bd
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2.1.1.2 Tai khoan ngudi dung mién

Tai khoan ngudi dung mién (domain user account) 13 tai khoan ngudi ding duoc
dinh nghia trén Active Directory va duoc phép diang nhap (logon) vao mang trén bat
ky méay tram ndo thudc ving. Dong thoi véi tai khoan nay ngudi ding cé thé truy cap
dén cac tai nguyén trén mang. Ban tao tai khoan nguoi dung mién véi cong cu Active
Directory Users and Computer (DSA.MSC). Khéc vai tai khoan nguoi dung cuc b,
tai khoan nguoi dung mién khdng chira trong cac tap tin co so dir lieu SAM ma chira
trong tap tin NTDS.DIT, theo mac dinh thi tap tin nay chtra trong thu muc
\Windows\NTDS.

Domain User Accounts
Administrator

Guest

Help-Assistant

[~ :
| ' User A
User B

User C

User D
SQL Server

UserC

Hinh 4.2 Tai khoan ngudi ding mién
- Yéu ciu vé tai khoan ngudi ding
+ MOi username phai tir 1 dén 20 ky tu (trén Windows Server 2003 thi tén
ding nhap c6 thé dai dén 104 ky tu, tuy nhién khi ding nhap tir cac may cai hé diéu
hanh Windows NT 4.0 vé trudc thi mac dinh chi hiéu 20 ky tu).
+ Mbi username la chudi duy nhat caa mdi ngudi dung cé nghia la tat ca tén
cua nguoi dung va nhdm khdng duogce trung nhau.
+ Username khong chua cac ky tu sau: “/\[]:;|=,+*?<>
+ Trong mot username c6 thé chtra cac ky tu dic biét bao gdm: dau cham cau,
khoang triang, dau gach ngang, dau gach duéi. Tuy nhién, nén tranh cac khoang trang
vi nhitng tén nhu thé phai dit trong dau ngoac khi dung cac kich ban hay dong lénh.
2.1.2. Tai khoan nhom
Tai khoan nhém (group account) 1a mét dbi tuong dai dién cho mot nhém ngudi
nao d6, dung cho viéc quan ly chung cac d6i twong nguoi dung. Viéc phan bd céc
ngudi ding vao nhém giup ching ta d& dang cip quyén trén céc tai nguyén mang
nhu thu muyc chia sé, may in. Cha y la tai khoan ngudi ding c6 thé dang nhap vao
mang nhung tai khoan nhém khong duoc phép dang nhap ma chi ding dé quan ly. Tai
khoan nhém dugc chia lam hai loai: nhom bao mat (security group) va nhom phan
phdi (distribution group)
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2.1.2.1. Nhém béao mét

Nhom bao mat 1a loai nhém dugc dung dé cap phét cac quyén hé thdng (rights)
va quyén truy cap (permission). Giéng nhu céc tai khoan nguoi ding, cac nhoém bao
mat déu duogc chi dinh cac SID. C6 ba loai nhém bao mat chinh la: local, global va
universal. Tuy nhién néu ching ta khao sat k¥ thi c6 thé phan thanh bén loai nhu sau:
local, domain local, global va universal.

Local group (nhdm cuc bg) la loai nhom c6 trén cac may stand-alone Server,
member server, Win2K Pro hay WinXP. Cac nhém cuc b nay chi c6 y nghia va
pham vi hoat dong ngay tai trén may chira no théi.

Domain local group (nhém cuc bo mién) 1a loai nhém cuc bo dic biét vi ching 1a
local group nhung nam trén may Domain Controller. Cac may Domain Controller c6
mot co s& dit lidu Active Directory chung va duoc sao chép ddng bd véi nhau do d6
mot local group trén mot Domain Controller nay thi ciing s€ c6 mat trén cac Domain
Controller anh em cta n6, nhu vay local group ndy c6 mat trén mién nén duogc goi
véi cdi tén nhdm cuc bo mién. Cac nhém trong muc Built-in cua Active Directory la
cac domain local.

Global group (nhém toan cuc hay nhém toan mang) 1a loai nhém nam trong Active
Directory va duogc tao trén cac Domain Controller. Ching dung dé cap phéat nhiing
quyén hé thdng va quyén truy cdp vuot qua nhimg ranh giéi cia mot mién. Mot
nhom global cé thé dat vao trong mot nhom local cua cac server thanh vién trong
mién. Chl y khi tao nhiéu nhém global thi c6 thé lam ting tai trong coéng Vviéc cua
Global Catalog.

Universal group (nhoém pho quat) 1a loai nhém cé chic nang giong nhu global
group nhung né dung dé cap quyén cho cac d6i twong trén khap cac mién trong mot
ring Vva gitta cAc mién c6 thiét 1ap quan hé tin cay véi nhau. Loai nhém nay tién loi
hon hai nhom global group va local group vi ching dé dang 16ng cac nhém vao
nhau. Nhung chd y 1a loai nhém nay chi c6 thé dung dugc khi hé théng caa ban phai
hoat dong ¢ ché d6 Windows 2000 native functional level hoic Windows Server 2003
functional level c6 nghia la tat ca cac may Domain Controller trong mang déu phai la
Windows Server 2003 hoac Windows 2000 Server.
2.1.2.2. Nhom phan phéi

Nhom phan phdi 1a mot loai nhdm phi bao mat, khéng c6 SID va khéng xuat hién
trong cac ACL (Access Control List). Loai nhom nay khong dugc dung bdi cac nha
quan tri ma dugc ding bdi cac phan mém va dich vu. Chiing duoc dung dé phan phdi
thu (e-mail) hodc cac tin nhin (message). Ban s& gip lai loai nhom nay khi lam viéc
v6i phan mém MS Exchange.

- Qui tiic gia nhap nhom

+ Tat ca cac nhom Domain local, Global, Universal déu c6 thé dat vao trong
nhém Machine Local.

+ T4t ca cac nhom Domain local, Global, Universal déu c6 thé dit vao trong
chinh loai nhém cua minh.

+ Nhom Global va Universal cé thé dat vao trong nhém Domain local.
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+ Nhom Global c6 thé dit vao trong nhdm Universal.

Domain Locals

A ~_F
Machine Local > Global
Universal
NS

Hinh 4.3: Qui tic gia nhap nhém
2.2. Chirng thie va kiém soat truy cap
2.2.1. Cac giao thirc chirng thue:

- Chung thyc trong Windows Server 2003 14 quy trinh gdm hai giai doan: ding nhap
tuong tac va chiing thyc mang.

- Khi nguoi dung dang nhap ving bang tén va mat mi, quy trinh dang nhap twong tac
s& phé chuédn yéu cau truy cap cta nguoi dung.

- Vi tai khoan cuc bg, thong tin dang nhap dugc chirng thuc cuc bd va nguodi dung
dugc cap quyén truy cap may tinh cuc bo.

- V6i tai khoan mién, thong tin ding nhap dugc ching thyuc trén Active Directory va
ngudi ding c6 quyén truy cap cac tai nguyén trén mang.

- Windows Server 2003 hd trg nhiéu giao thurc chung thuc mang, ndi bat nhét 1a :

Kerberos V5 : La giao thic chuan Internet dung dé chimg thuc ngudi dung va hé
théng.

NT LAN Manager (NTLM) : La giao thirc chung thuc chinh cia Windows NT.

Secure Socket Layer/Transport Layer Security (SSL/TLS) : La co ché ching thyuc
chinh dugc dung khi truy cép vao may phuc vu Web an toan.

2.2.2. S6 nhén dién bao mat SID:

- Tuy hé thong Windows Server 2003 duwa vao tai khoan nguoi dung (user account) dé
mo ta cic quyén hé thdng (Rights) va quyén truy cdp (Permission) nhung thuc sy bén
trong hé théng mdi tai khoan dugc dic trung boi mot con s6 nhan dang bao mat SID
(Security Identifier).

- SID 14 thanh phan nhan dang khong trung lip, dugc hé thng tao ra déng thoi voi tai
khodn va dung riéng cho hé thong xir Iy, nguoi ding khong quan tdm dén cac gia tri nay.

- SID bao gém phan SID ving cong thém véi mot RID ciia nguoi ding khong tring
1ap.
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- SID ¢6 dang chuan “S-1-5-21-D1-D2-D3-RID%, khi d6 tat ca cac SID trong mién déu
co cung gia tri D1, D2, D3, nhung gia tri RID la khac nhau.

- Hai muyc dich chinh cuta viéc hé thng st dung SID 14 :

D& dang thay d6i tén tai khoan ngudi ding ma cac quyén hé thdng va quyén truy cip
khong thay dbi.

Khi x6a mot tai khoan thi SID ciia tai khoan d6 khong con gia tri nita, néu chung ta co
tao mot tai khoan méi cing tén véi tai khoan vira x6a thi cac quyén cii ciing khong sir
dung duoc bai vi khitao tai khoan mai thi gia tri SID cua tai khoan nay 1a mot gia tri méi.
2.3 Céc tai khoan tao san
2.3.1. Tai khoan nguoi dung tao san

Tai khoan nguoi ding tao san (Built-in) 1a nhiing tai khoan nguoi ding ma khi
ta cai dat Windows Server 2003 thi mic dinh duoc tao ra. Tai khoan nay 1a hé théng
nén chang ta khdng c6 quyén xda di nhung van cé quyén doi tén (chl y thao tac doi
tén trén nhitng tai khoan hé théng phirc tap mot chit so véi viéc d6i tén maot tai khoan
binh thuong do nha quan trj tao ra). Tt ca cac tai khoan nguoi ding tao san nay déu
ning trong Container Users caa cong cu Active Directory User and Computer. Sau
day la bang mo ta cac tai khoan ngudi ding duoc tao san:

Tén tai khoan Mo ta

Administrator 1a mot tai khoan dic biét, c6 toan quyén trén
may tinh hién tai. Ban c6 thé dat mat khau cho tai khoan nay
Administrator trong luc cai dat Windows Server 2003. Tai khoan nay co
thé thi hanh tat ca cac tdc vu nhu tao tai khoan ngudi dung,
nhom, quan |y cac tap tin hé thong va cau hinh may in...

Tai khoan Guest cho phép nguoi dung truy cap vao cac may
tinh néu ho khong c6 mot tai khoan va mat ma riéng. Mic
Guest dinh 14 tai khoan nay khéng duoc sir dung, néu duoc st dung
thi théng thuong né bi gidi han vé quyén, vi du nhu la chi
duoc truy cap Internet hoic in an.

La tai khoan dic biét duoc dung cho dich vu ILS. ILS ho tro
cho cac ung dung dién thoai cé cac dac tinh nhu: caller ID,
video conferencing, conference calling, va faxing. Mubn st
dung ILS thi dich vu I1S phai dugc cai dat.

ILS_Anonymous_User

La tai khoan dic biét duoc ding trong cac truy cap gidu tér

IUSR_computer- name ) R (e . s
- P trong dich vu I1S trén may tinh c6 cai 11S.

IWAM_computer- La tai khoan dic biét duoc dung cho 11S khai dong cac tién
name trinh cta cac (rng dung trén may co cai 11S.

La tai khoan dac biét duoc dung cho dich vu trung tdm ph§

Krbtgt . . .
Y phoi khoa (Key Distribution Center)

TSInternetUser La tai khoan dac biét duoc dung cho Terminal Services.
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2.3.2. Tai khoan nhom Domain Local tao san

Nhung ching ta dd thay trong céng cu Active Directory User and Computers,
container Users chira nhém universal, nhom domain local va nhém global la do hé
théng d& mac dinh quy dinh truéc. Nhung mét sé nhém domain local dic biét duoc
dit trong container Built-in, cdc nhém nay khéng duoc di chuyén sang cac OU
khéc, dong thoi nd ciing duoc gan mot sé quyén cd dinh trude nham phuc vu cho
cdng tac quan tri. Ban ciing chi y rang la khéng c6 quyén xo6a cac nhém dic biét nay.

Tén nhém

Mo ta

Administrators

Nhom nay mic dinh duoc 4n dinh sin tat ca cac quyén han cho
nén thanh vién cia nhém nay c6 toan quyén trén hé thong mang.
Nhom Domain Admins va Enterprise Admins la thanh vién mac
dinh caa nhdm Administrators.

Account
Operators

Thanh vién cua nhém nay cé thé thém, xda, sira duoc cac tai
khoan nguoi dung, tai khoan may va tai khoan nhom. Tuy nhién
ho khong ¢ quyén xda, sira cac nhoém trong container Built-in
va OU.

Domain
Controllers

Nhom nay chi cO trén cac Domain Controller va mac dinh
khdng c6 thanh vién nao, thanh vién caa nhdm cé thé dang nhap
cuc bd vao cac Domain Controller nhung khong c6 quyén quan
tri cac chinh sach bao mat.

Backup
Operators

Thanh vién cia nhém nay c6 quyén luu trir du phong (Backup)
va phuc hdi (Retore) hé théng tap tin. Trong truong hop hé
théng tap tin 1a NTFS va ho khdng duoc gan quyén trén hé
théng tap tin thi thanh vién caa nhdm nay chi ¢ thé truy cap heé
théng tap tin théng qua cong cu Backup. Néu mudn truy cap
truc tiép thi ho phai duoc gan quyen.

Guests

La nhém bi han ché quyén truy cap céc tai nguyén trén mang.
Céac thanh vién nhom nay la nguoi dung véang lai khdong phai la
thanh vién cia mang. Mac dinh cac tai khoan Guest bi khéa

Print Operator

Thanh vién ctia nhdm nay cd quyén tao ra, quan ly va xda bo cac
d6i twong may in dung chung trong Active Directory.

Server Operators

Thanh vién caa nhém nay cd thé quan tri cic may server trong
mién nhu: cai dat, quan ly may in, tao va quan ly thu muc ding
chung, backup dit liéu, dinh dang dia, thay d6i gio...

Mic dinh moi nguoi ding duoc tao déu thusc nhém nay, nhém

Users nay c6 quyén tdi thiéu caa mot ngudi ding nén viéc truy cap rat
han ché.
. Nhom nay duoc ding dé hd tro viéc sao chép danh ba trong
Replicator

Directory Services, nhom nay khdng cé thanh vién mac dinh.
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Tén nhém

Mo ta

Incoming Forest
Trust Builders

Thanh vién nhdm nay c6 thé tao ra cac quan hé tin cay hudng
dén, mot chiéu vao céac rirng. Nhém nay khdng cé thanh vién mic
dinh.

Desktop User

Network . .A ] N 3 . o ‘
i . Thanh vién nhdm nay c6 quyén stra doi cac thong so TCP/IP
Configuration N . 3
trén cac may Domain Controller trong mién.
Operators
Pre-Windows | Nhém nay cd quyén truy cdp dén tit ca cac tdi khoan nguoi
2000 Compatible | ding va tai khoan nhém trong mién, nhim hé trg cho céc hé
Access théng WInNT cil.
Remote Thanh vién nhém nay cé thé dang nhap tir xa vao cac Domain

Controller trong mién, nhém nay khong c6 thanh vién mac dinh.

Performace Log
Users

Thanh vién nhém nay c6 quyén truy cap tir xa dé ghi nhan lai
nhitng gia tri vé hiéu niang cua cadc may Domain Controller,
nhém nay cang khdng cé thanh vién mac dinh.

Performace
Monitor Users

Thanh vién nhém nay c6 kha nang giam sat tor xa cac may
Domain Controller.

Ngoai ra con mot s6 nhém khac nhu DHCP Users, DHCP Administrators, DNS
Administrators... ca&c nhém nay phuc vu cha yéu cho cac dich vy, ching ta s& tim
hiéu cu thé trong tirng dich vu & gido trinh “Dich Vu Mang”. Cha y theo mic dinh hai
nhom Domain Computers va Domain Controllers dugc danh riéng cho tai khoan may
tinh, nhung ban van c6 thé dua tai khoan ngudi ding vao hai nhém nay.

2.3.3. Tai khoan nhom Global tao sén

Tén nhém Mo ta
Thanh vién ciia nhdm nay cé thé toan quyén quan tri cac may tinh
Domain trong mién vi mic dinh khi gia nhap vao mién cac member server va
Admins cac may tram (Win2K Pro, WinXP) da dua nhom Domain Admins

I thanh vién cia nhdm cuc bo Administrators trén cac may nay.

Domain Users

Theo mic dinh moi tai khoan ngudi ding trén mién déu 1 thanh vién
cua nhom nay. Mac dinh nhém nay la thanh vién cia nhom cuc bd
Users trén cac may server thanh vién va may tram.

Group Policy
Creator Owners

Thanh vién nhém nay cé quyén sta doi chinh sach nhém ciia mién,
theo mic dinh tai khoan administrator mién Ia thanh vién cua nhém
nay.
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Tén nhém Mo ta

Pay l1a mot nhdm universal, thanh vién caa nhdm nay c6 toan quyén
Enterprise trén tat ca cac mién trong ring dang xét. Nhdm nay chi xuét hién
Admins trong mién gbc cua ring thdi. Mic dinh nhém nay 1a thanh vién cua
nhém administrators trén cac Domain Controller trong ring.

Nhom universal nay ciing chi xuat hién trong mién gdc cua ring,
Schema thanh vién cua nhém nay c6 thé chinh sira cau tric t chirc (schema)
Admins cua Active Directory.

2.3.4. Cac nhom tao san dic biét

Ngoai c&c nhom tao sin d4 trinh bay & trén, hé théng Windows Server 2003 con
c6 mot sd6 nhom tao sin dat biét, ching khéng xuat hién trén cwra s6 cua cong cu
Active Directory User and Computer, ma ching chi xut hién trén cac ACL cua cac
tai nguyén va dbi tuong. Y nghia cia nhom dic biét nay Ia:

- Interactive: dai dién cho nhitng ngudi diing dang sir dung may tai cho.

- Network: dai dién cho tit ca nhitng ngudi ding dang ndi két mang dén mot may
tinh khéc.

- Everyone: dai dién cho tat ca moi ngudi dung.

- System: dai dién cho hé diéu hanh.

- Creator owner: dai dién cho nhitng nguoi tao ra, nhitng nguoi so hira mot tai
nguyén nao d6 nhu: thu muc, tap tin, tic vy in an (print job)...

- Authenticated users: dai dién cho nhitng ngudi ding da dugc hé thdng xac thuc,
nhom nay duoc ding nhu mot giai phap thay thé an toan hon cho nhém everyone.

- Anonymous logon: dai dién cho mot nguoi dung da dang nhap vao hé thong mot
cach nic danh, chang han mot nguoi st dung dich vu FTP.

- Service: dai dién cho mot tai khoan ma da dang nhap véi tu cach nhu mot dich
vu.

- Dialup: dai dién cho nhitng ngudi dang truy cap hé théng théng qua Dial-up
Networking.
2.4. Quan ly tai khoan ngud¢i dung va nhom cuc b
2.4.1. Cong cu quan ly tai khoan ngwdoi dung cuc b

Mudn t6 chirc va quan 1y ngudi dung cuc b, ta dung cdng cu Local Users and
Groups. V&i cdng cu nay ban c6 thé tao, x0a, stra c4c tai khoan ngudi dung, ciing
nhu thay doi mat mad. CO hai phuong thirc truy cap dén coéng cu Local Users and
Groups:

- Dung nhu moét MMC (Microsoft Management Console) snap-in.

- Dung théng qua cdng cu Computer Management.

Cac budc dung dé chén Local Users and Groups snap-in vao trong MMC:

+ Chon Start \ Run, nhap vao hop thoai MMC va 4n phim Enter ¢é mé cira s6
MMC.
+ Chon Console \ Add/Remove Snap-in dé mé hop thoai Add/Remove Snap-in
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+ Nhép chudt vao nat Add dé mo hop thoai Add Standalone Snap-in. Chon
Local Users and Groups va nhip chudt vao nat Add. Hop thoai Choose Target
Machine xuét hién, ta chon Local Computer va nhép chuot vao nut Finish dé tro lai
hop thoai Add Standalone Snap-in.

+ Nhép chudt vao nat Close dé trd lai hop thoai Add/Remove Snap-in.

+ Nhip chudt vao nit OK, ta s& nhin thdy Local Users and Groups snhap-in da
chen vao MMC nhu hinh sau.

+ Luu Console bﬁng cach chon Console \ Save, sau d6 ta nhap duong dan va tén
file can luu trit. Pé tién loi cho viéc quan tri sau ndy ta c6 thé luu console ngay trén
Desktop.

+ Néu may tinh cua ban khong c6 cdu hinh MMC thi cach nhanh nhit dé truy
cap cong cu Local Users and Groups théng qua cong cu Computer Management. Nhap
phai chudt vao My Computer va chon Manage tir pop-up menu va mdé cura s
Computer Management. Trong muc System Tools, ta s& nhin thdy muc Local Users
and Groups

+ Céch khac dé truy cap dén cdng cu Local Users and Groups la vao Start \
Programs\Administrative Tools \ Computer Management
2.4.2. Cac thao tac co ban trén tai khoan ngwoi dung cuc b
2.4.2.1. Tao tai khoan méi

Trong cbng cu Local Users and Groups, ta nhip phai chudt vao Users va chon
New User, hop thoai New User hién thi ban nhap cac théng tin can thiét vao, nhung
quan trong nhat va bat budc phai cé 1a muc Username.
2.4.2.2. Xoa tai khoan

Ban nén xda tai khoan ngudi dung, néu ban chic rang tai khoan nay khéng bao gid
can dung lai nira. Mudn x0a tai khoan nguoi ding ban mé céng cu Local Users and
Groups, chon tai khoan nguoi ding can x6a, nhap phai chudt va chon Delete hoic vao
thuc don Action \ Delete.

Cha y: khi chon Delete thi hé théng xuat hién hop thoai hoi ban mudn x6a that sy
khong vi tranh truong hop ban x6a nham. Boi vi khi d4 xda thi tai khoan nguoi dung
nay khong thé phuc hoi duoc.
2.4.2.3. Khoa tai khoan

Khi mot tai khoan khéng str dung trong thoi gian dai ban nén khoéa lai vi ly do bao
mat va an toan hé théng. Néu ban xda tai khoan nay di thi khdng thé phuc héi lai dugc
do d6 ta chi tam khda. Trong cong cu Local Users and Groups, nhap ddi chudt vao
ngudi ding can khoa, hop thoai Properties cua tai khoan xuat hién.

Trong Tab General, danh d4u vao muc Account is disabled.
2.4.2.4. Dbi tén tai khoan

Ban c6 thé doi tén bat ky mot tai khoan ngudi dung nao, dong thoi ban ciing c6
thé diéu chinh cac thdng tin cua tai khoan nguoi ding théng qua chic ning nay.
Chirc nang nay c6 uvu diém 1a khi ban thay doi tén nguoi ding nhung SID cua tai
khoan van khong thay déi. Muén thay dbi tén tai khoan nguoi dung ban mé cong cu
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Local Users and Groups, chon tai khoan ngudi ding can thay d6i tén, nhap phai
chudt va chon Rename.
2.4.2.5. Thay d6i mat khau

Mubn d6i mat mi cia ngudi dung ban mé céng cu Local Users and Groups, chon
tai khoan nguoi dung can thay d6i mat ma, nhip phai chudt va chon Reset password.
2.5 Quan ly tai khodn nguwdi dung va nhom trén Active Directory
2.5.1. Tao méi tai khoan ngwoi dung

Ban cO thé dung cdéng cu Active Directory User and Computers trong
Administrative Tools ngay trén may Domain Controller d¢é tao cac tai khoan nguoi
dung mién. Céng cu nay cho phép ban quan Iy tai khoan ngudi dung tir xa tham chi
trén cac may tram khong phai dung hé diéu hanh Server nhu WinXP, Win2K Pro.
Mudn thé trén cdc may tram nay phai cai thém bo cdng cu Admin Pack. Bo cdng cu
nay nam trén Server trong thu muc \Windows\system32\ADMINPAK.MSI. Tao mét
tai khoan nguoi dung trén Active Directory, ta lam cac buéc sau:

+ Chon Start\ Programs\ Administrative Tools\ Active Directory Users and
Computers.

+ Cura s6 Active Directory Users and Computers xuat hién, ban nhap phai chuot
vao muc Users, chon New \ User

+ Hop thoai New Object-User xuat hién nhu hinh sau, ban nhap tén mo ta
nguoi dung, tén tai khoan logon vao mang. Gia tri Full Name s€ ty dong phat sinh khi
ban nhap gia tri First Name va Last Name, nhung ban van c6 thé thay d6i duoc. Chi y:
gia tri quan trong nhat va bit budc phai c6 1a logon name (username). Chudi nay la
duy nhat cho mot tai khoan nguoi dung theo nhu dinh nghia trén phan ly thuyét.
Trong mdi trudng Windows 2000 va 2003, Microsoft dua thém mét khai niém hau to
UPN (Universal Principal Name), trong vi du nay la “@netclass.edu.vn”. Hau t56 UPN
ndy gan vao sau chudi username dung dé tao thanh mot tén username day du ding
dé chung thuc ¢ cip rimg hodc chirng thuc & mot mién khac c6 quan hé tin cay véi
mién cua nguoi dung d6, trong vi du nay thi tén username day du la
tuan@netclass.edu.vn”. Ngoai ra trong hop thoai nay cling cho phép chung ta dat tén
username cua tai khoan ngudi ding phuc vu cho hé thong cii (pre-Windows 2000).
Sau khi viéc nhap cac thdng tin hoan thanh ban nhap chudt vao nit Next dé tiép tuc.

+ Hop thoai thur hai xuat hién, cho phép ban nhdp vao mat khau (password) cua
tai khoan nguoi dung va danh du vao céc lwa chon lién quan dén tai khoan nhu: cho
phép d6i mat khau, yéu cau phai doi mat khau lan dang nhap dau tién hay khoéa tai
khoan. Cac Iira chon nay chiing ta s& tim hiéu chi tiét & phan tiép theo.

+ Hop thoai cudi cung xuit hién va né hién thi céc thong tin da cAu hinh cho
nguoi ding. Néu tat ca cac thong tin di chinh xac thi ban nhp chudt vao nut Finish dé
hoan thanh, con néu cin chinh stra lai thi nhép chudt vao nat Back dé tro vé céc hop
thoai trudec.

2.5.2. C4c thudc tinh cia tai khoan ngwoi dung
Mubn quan 1y cac thudc tinh cua céc tai khoan nguoi ta dung coéng cu Active
Directory Users and Computers (bang cach chon Start\ Programs\ Administrative
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Tools\ Active Directory Users and Computers), sau d6 chon thu muc Users va nhap
d6i chudt vao tai khoan ngudi dung can khao sat. Hop thoai Properties xuét hién, trong
hop thoai nay chira 12 Tab chinh, ta s€ lan luot khao sat cac Tab nay. Ngoai ra ban co
thé gom nhém (dung hai phim Shift, Ctrl) va hiéu chinh théng tin cta nhiéu tai khoan
nguoi dung cung mot luc.

- Cac théng tin mé rong cia ngwoi dung

Tab General chira cac thong tin chung cua ngudi dung trén mang ma ban da nhap
trong lic tao nguoi dung méi. Pong thoi ban ¢ thé nhap thém mot sé thong tin nhur:
sb dién thoai, dia chi mail va trang dia chi trang Web ca nhan...

Tab Address cho phép ban c6 thé khai bao chi tiét cac thong tin lién quan dén dia
chi cta tai khoan ngudi dung nhu: dia chi dudng, thanh phd, ma ving, qudc gia. ..

Tab Telephones cho phép ban khai bao chi tiét cac s dién thoai cua tai khoan
nguoi dung

Tab Organization cho phép ban khai béo cac thong tin nguoi dung vé: chirc ning
cua cong ty, tén phong ban truc thudc, tén cong ty ...

- Tab Account

Tab Account cho phép ban khai bao lai username, quy dinh gio logon vao mang
cho nguoi dung, quy dinh may tram ma ngudi dung co6 thé sit dung dé vao mang, quy
dinh cac chinh sach tai khoan cho nguoi dung, quy dinh thoi diém hét han cua tai
khoan...

Piéu khién gio logon vao mang: ban nhap chudt vao nut Logon Hours, hop thoai
Logon Hours xuat hién. Mic dinh tit ca moi ngudi dung déu dugc phép truy cip vao
mang 24 gio mdi ngay, trong tat ca 7 ngdy cia tuan. Khi mot ngudi dung logon vao
mang thi hé théng s& kiém tra xem thoi diém ndy c6 nim trong khoang thoi gian cho
phép truy cap khong, néu khong phu hop thi hé théng s& khong cho vao mang va thong
béo 16i Unable to log you on because of an account restriction. Ban ¢6 thé thay d6i quy
dinh gio logon bang cach chon ving thdi gian can thay ddi va nhdp chudt vao nat lua
chon Logon Permitted, néu nguoc lai khong cho phép thi nhap chudt vao nut lua chon
Logon Denied. Sau day 1a hinh vi du chi cho phép ngudi dung lam viéc tir 7h sang dén
5h chiéu, tir thtr 2 dén thu 6.

Chi y: mic dinh nguoi dung khong bi logoff ty dong khi hét gio dang nhap nhung
ban c6 thé diéu chinh diéu nay tai myuc Automatically Log Off Users When Logon
Hours Expire trong Group Policy phan Computer Configuration\ Windows
Settings\Security Settings\ Local Policies\ Security Option. Ngoai ra ban ciing c6 cach
khac dé diéu chinh thong tin logoff nay bang cich dung cong cu Domain Security
Policy hodc Local Security Policy tuy theo bdi canh.

Chon lya may tram dugc truy cap vao mang: ban nhép chudt vao nat Log On To,
ban sé& thay hop thoai Logon Workstations xut hién. Hop thoai nay cho phép ban chi
dinh nguoi dung c6 thé logon tir tat ca cac mdy tinh trong mang hodc gii han ngudi
dung chi dugce phép logon tir mot s may tinh trong mang. Vi du nhu nguoi quan tri
mang lam viéc trong moi truong bao mat nén tai khodn nguoi dung nay chi dugce chi
dinh logon vao mang tir mdt s6 may tranh tinh trang nguoi dung gia dang quan tri dé
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tan cong mang. Mudn chi dinh may tinh ma ngudi ding dugc phép logon vao mang,

ban nhap tén may tinh d6 vao muc Computer Name va sau d6 nhap chudt vao nat Add
Bang md ta chi tiét cac tuy chen lién quan dén tai khean ngwoi ding:

Tuy chon

Y nghia

User must change
password at next logon

Ngudi dung phai thay d6i mat khau 1an dang nhap ké
tiép, sau d6 muc nay s& tu dong bo chon.

User cannot change

password

Néu duoc chon thi
thay d6i mat khau.

ngan khdéng cho nguoi dung tuy y

Password never expires

Néu duogc chon thi mat khau cua tai khoan nay khéng

bao gi¢ hét han.

Store password using

Chi 4p dung tly chon nay déi véi ngudi ding ding

reversible encryption | nhap tir cac may Apple.

Néu duoc chon thi tai khoan nay tam thoi bi khoa,

Account is disabled | khéng st dung duoc.

Tuy chon nay dugc dung khi nguoi dung dang nhap vao
mang thong qua mot thé théng minh (smart card), luc
dé nguoi dung khdng nhap username va password ma
chi can nhap vao mét sé PIN.

Chi 4p dung cho cac tai khoan dich vu ndo can gianh
duoc quyén truy cap vao tai nguyén véi vai tro nhiing tai
Khoan nguoi dung khac

Dung tuy chon nay trén mét tai khoan khach vang lai
hoic tam dé dam bao rang tai khoan d6 s& khdng duoc
dai dién boi mot tai khoan khéc.

Smart card is required
for interactive login

Accountis trustedfor
elegation

Account is sensitive
and cannot be delegated

Néu duoc chon thi hé théng s& hd tro Data Encryption
Standard (DES) véi nhiéu muac d6 khac nhau.

Néu dugc chon hé thong sé& cho phép tai khoan nay
ding mot kiéu thuc hién giao thic Kerberos khac véi
kiéu cua Windows Server 2003.

Muc cudi cung trong Tab nay la quy dinh thoi gian hét han cia mot tai khoan
nguoi dung. Trong muc Account Expires, néu ta chon Never thi tai khoan nay khong bi
hét han, néu chon End of: ngdy thang hét han thi dén ngay nay tai khoan nay bi tam
khoa.

- Tab Profile

Tab Profile cho phép ban khai bao duong dan dén Profile cua tai khoan nguoi
dung hién tai, khai bdo tap tin logon script dwoc tu dong thi hanh khi nguoi dung
dang nhap hay khai bao home folder. Chu y cac tuy chon trong Tab Profile nay chu
yéu phuc vu cho cac may tram truéc Windows 2000, con ddi véi cac may tram tir

Use DES encryption
types for this account

Do not require
Kerberos
preauthentication
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Win2K tré vé sau nhu: Win2K Pro, WinXP, Windows Server 2003 thi ching ta c6
thé ciu hinh cac lua chon nay trong Group Policy.

tuan Properties 2
tember OF I hal-in I Ervviranment I Seszionz
Femote control I Terminal Services Profile

Eeneral I Address I Acoount Profile | Telephones I Organization

— Uzer profile
Erafile path: I"-.'xSewer'xMF'ru:ufile'xTuan
Logaon script; Itau:u:lia.l:uat
—Home folder
" Local path: I
+ Connect: IL: j Tan I"-.'xSewer"-.tuan

k. I Cancel | Apply |

Hinh 4.4: Tab Profile

Trudc tién ching ta hay tim hiéu khai niém Profile. User Profiles 1a mot thu muc
chtra céc théng tin vé méi truong cia Windows Server 2003 cho ting nguoi dung
mang. Profile chira cac qui dinh v& man hinh Desktop, noi dung caa menu Start,
kiéu cach phdi mau sic, vi tri sap xép cac icon, biéu tugng chuot. ..

Mac dinh khi nguoi dung dang nhap vao mang, moét profile s& duwgc mé cho
nguoi dung d6. Néu 1a lan ding nhap lan dau tién thi ho s& nhan duoc mot profile
chuan. Mot thu muc cd tén giéng nhu tén cia nguoi diung ding nhap sé dugc tao
trong thu muc Documents and Settings. Thu muc profile nguoi dung dugc tao chaa
mot tap tin ntuser.dat, tap tin nay dugc xem nhu la mot thu muc con chira cac lién
két thu muc dén cac biéu tugng nén cua nguoi dung. Trong Windows Server 2003 c6
ba loai Profile:

+ Local Profile: la profile cua nguoi dung duogc luu trén may cuc bo va ho tu
cau hinh trén profile do.

+ Roaming Profile: 1a loai Profile dugc chia trén mang va nguoi quan tri
mang thém thong tin duong dan user profile vao trong thong tin tai khoan nguai ding,
dé tu dong duy tri mot ban sao cua tai khoan nguoi ding trén mang.

+ Mandatory Profile: nguoi quan tri mang thém thong tin duong dan user
profile vao trong thdng tin tai khoan nguoi dung, sau d¢6 chép maot profile d& cau hinh
san vao duong dan do. Luc do cac nguoi ding ding chung profile nay va khéng duogc
quyén thay doi profile do.

Kich ban dang nhap (logon script hay login script) la nhitng tap tin chuwong trinh
duoc thi hanh mdi khi nguoi dung dang nhap vao hé thdng, véi chic niang 1a cau
hinh m6i truong lam viéc cua nguoi dung va phan phat cho ho nhirng tai nguyén
mang nhu 6 dia, may in (duoc anh xa tir Server). Ban c6 thé dung nhiéu ngén ngi
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kich ban dé tao ra logon script nhu: 1énh shell caa DOS/NT/Windows, Windows
Scripting Host (WSH), VBScript, Jscript...

DPéi véi Windows Server 2003 thi c¢6 hai cach dé khai bao logon script 1a: khai
bao trong thudc tinh cua tai khoan nguoi dung théng qua cong cu Active Directory
User and Computers, khai bao thdng qua Group Policy. Nhung cha y trong ca hai
cach, cac tap tin script va moi tap tin can thiét khac phai duoc dat trong thu muc chia
sé SYSVOL, nam trong \Windows\SYSVOL\sysvol, néu cac tap tin script ndy phuc
vu cho cac may tién WIin2K thi phaidit trongthu muc \Windows\ Sysvol\ sysvol\
domainname\scripts. Dé cac tap tin script thi hanh dugce ban nhé cip quyén cho cac
ngudi ding mang ¢ quyén Read va Excute trén cé4c tap tin nay.

Thu muc cd nhan (home folder hay home directory) la thu muc danh riéng cho
mdi tai khoan ngudi ding, gilp nguoi ding cé thé luwu trir cac tai liéu va tap tin
riéng, dong thoi day ciing 1a thu muc mic dinh tai ddu nhic 1énh. Mudn tao mét thu
muc nhan cho nguoi dung thi trong muc Connect ban chon 6 dia hién thi trén may
tram va duong din ma dia nay can anh xa dén (chl y la cac thu myc dung chung
dam bao da chia sé). Trong vi du nay ban chi thu muc ca nhan cho tai khoan Tuan la
“\server\tuan”, nhung ban cé thé thay thé tén tai khoan bang bién méi truong nguoi
dung nhu: “\\server\%username%”.

- Tab Member Of

Tab Member Of cho phép ban xem va cau hinh tai khoan nguoi ding hién tai la
thanh vién cua nhitng nhom nao. Mot tai khoan nguoi dung c6 thé la thanh vién cua
nhiéu nhém khac nhau va né duoc thira hudng quyén cua tat ca cdc nhom nay. Mudn
gia nhap vao nhdm nao ban nhap chudt vao nat Add, hop thoai chon nhém sé& hién
ra.

Trong hop thoai chon nhém, néu ban nhé tén nhém thi ¢ thé nhap truc tiép tén
nhém vao va sau d6 nhap chudt vao nit Check Names dé kiém tra c6 chinh xéc
khong, ban ¢ thé nhap gan ding dé hé thdng tim cac tén nhom cd lién quan. Pay la
tinh nang maéi cia Windows Server 2003 tranh tinh trang tim kiém va hién thi hét tat
ca cac nhom hién co trong hé théng. Néu ban khdng nhé tén nhém thi chap nhan nhap
chudt vao nit Advanced va Find Now dé tim hét tat ca cac nhoém

Néu ban mudn tai khoan nguoi ding hién tai thoat ra khoi mot nhém nao dé thi ban
chon nhdm sau d6 nhap chudt vao nit Remove.

- Tab Dial-in

Tab Dial-in cho phép ban cau hinh quyén truy cap tir xa ctia ngudi dung cho két nbi
dial-in hoac VPN, ching ta s& khao sét chi tiét & chuong Routing and Remote Access
2.5.3. Tao méi tai khoan nhém

Ban tao va quan ly tai khoan nhém trén Active Directory théng qua cbng cu
Active Directory Users and Computers. Trudc khi tao nhom ban phai xac dinh loai
nhém cén tao, pham vi hoat ddng cua nhém nhu thé nao. Sau khi chuan bi day du céac
thong tin ban thyc hién cac budc sau:
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Chon Start \ Programs \ Administrative Tools \ Active Directory Users and
Computers dé mé cdng cu Active Directory Users and Computers I&n. Nhap phai chudt
vao muc Users, chon New trén pop-up menu va chon Group.

Hop thoai New Object — Group xuét hién, ban nhap t&n nhém vao muc Group name,
truong tén nhém cho céc hé diéu hanh trude Windows 2000 (pre-Windows 2000) tu
dong phat sinh, ban c6 thé hiéu chinh lai cho phu hop.

2.5.4. Céac tién ich dong Iénh quan ly tai khoan ngwoi dung va tai khean nhom

Windows Server 2003 cung cap nhiéu céng cu dong Iénh manh mg, c6 thé duogc
ding trong cac tap tin xu ly theo 16 (batch) hoic cac tap tin kich ban (script) dé quan
ly tai khoan nguoi dung nhu thém, x0a, stra. Windows 2003 con hd tro viéc nhap va
xuét cac dbi twong tir Active Directory. Hai tién ich dsadd.exe va admod.exe véi
dbi s6 user cho phép chiing ta thém va chinh sira tai khoan ngudi dung trong Active
Directory. Tién ich csvde.exe duoc dung dé nhap hoic xuit dir liéu dbi twong théng
qua cac tap tin kiéu CSV (comma-separated values). Pong thdi hé thdng maoi nay
van con sir dung hai 1énh net user va net group ciia Windows 2000.

Lénh net user

- Chtc nang: tao thém, hiéu chinh va hién thi théng tin cua céc tai khoan nguoi
dung.

- Cu phép:

net user [username [password | *] [options]] [/domain]

net user username {password | *} /add [options] [/domain]

net user username [/delete] [/domain]

- Y nghia cac tham sé:

+ Khéng tham sb: dung dé hién thi danh sach cua tat ca cac tai khoan nguoi
dung trén may tinh

+ [Username]: chi ra tén tai khoan nguoi ding can thém, xda, hiéu chinh hoic
hién thi. Tén cua tai khoan ngudi dung c6 thé dai dén 20 ky tu.

+ [Password]: an dinh hoic thay doi mat ma cua tai khoan nguoi ding. Mot
mat ma phai c6 chiéu dai tbi thiéu bang véi chiéu dai quy dinh trong chinh sach tai
khoan ngudi dung. Trong Windows 2000 thi chiéu dai caa mat ma c6 thé dai dén
127 Ky tu, nhung trén hé théng Win9X thi chi hiéu dugc 14 ky tu, do d6 néu ban
dat mat ma dai hon 14 ky tu thi c6 thé tai khoan nay khéng thé logon vao mang tir
may tram dung Win9X.

+ [/domain]: c4c tac vu s& thuc hién trén may diéu khién ving. Tham sé nay chi
ap dung cho Windows 2000 Server la primary domain controller hoac Windows
2000 Professional la thanh vién cua may Windows 2000 Server domain.

+ [/add]: thém mét tai khoan nguoi dung vao trong co s¢ dir liéu tai khoan nguoi
dung.

+ [/delete]: xda mot tai khoan nguoi dung khoi co so dir liéu tai khoan nguoi
dung.
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+ [/active:{no | yes}]: cho phép hoic tam khda tai khoan nguoi dung. Néu tai
khoan bi khéa thi nguoi dung khong thé truy cip cac tai nguyén trén may tinh. Mic
dinh la cho phép (active).

+ [/comment:"text"]: cung cAp mo ta vé tai khoan nguoi ding, mé ta nay co thé
dai dén 48 ky tu.

+ [/countrycode:nnn]: chi dinh ma quéc gia va ma vang.

+ [/expires:{date | never}]: quy dinh ngdy hét hiéu luc cua tai khoan ngudi
dung.

+ [/fullname:"'name"]: khai b&o tén day du cta nguoi dung.

+ [/homedir:path]: khai bao duong dan thu muc cd nhan cua tai khoan, cha y
duong dan nay di ton tai.

+ [/passwordchg:{yes | no}]: chi dinh nguoi dung cé thé thay déi mat ma cua
minh khong, mic dinh la c6 thé.

+ [/passwordreq:{yes | no}]: chi dinh mot tai khoan ngudi dung phai c6 mot
mat ma, mac dinh la c6 mat ma.

+ [/profilepath:[path]]: khai bdo dudong dan Profile cia nguoi dung, néu khéng
hé thdng s& tu tao mot profile chuan cho nguoi dung lan logon dau tién.

+ [/scriptpath:path]: khai bdo duong dan va tap tin logon script. Puong dan
ndy cd thé la duong dan tuyét déi hoic duong dan twong ddi (vi du:
%systemroot%\System32\RepI\Import\Scripts).

+ [/times:{times | all}]: quy dinh gio cho phép nguoi dung logon vao mang
hay may tinh cuc bd. Cac thir trong tuan duoc dai dién boi ky tw : M, T, W, Th, F,
Sa, Su. Gio ta dung AM, PM dé phan biét budi sang hoic chiéu. Vi du sau chi cho
phép nguoi dung lam viéc trong gio hanh chinh tir the 2 dén tha 6: “M,7AM-5PM;
T,7AM-5PM; W,7AM-5PM; Th,7AM-5PM; F,7AM-5PM;”

+ [/workstations:{computernamel[,...] | *}]: chi dinh cac may tinh ma nguoi
dung nay c6 thé sir dung dé logon vao mang. Néu /workstations khdng cé danh sach
hodc danh séch 1a ky tu “** thi ngudi ding c6 thé sir dung bat ky may nao dé vao
mang.

Lénh net group
- Chtc ning: tao mai thém, hién thi hoic hiéu chinh nhém toan cuc trén Windows
2000 Server
- Cu phép:
net group [groupname [/comment:"text"]] [/domain]
net group groupname {/add [/comment:"text"] | /delete} [/domain]
net group groupname username[ ...] {/add | /delete} [/domain]
- Y nghia cac tham sé:

+ Khoéng tham sé: dung dé hién thi tén cta Server va tén cta cac nhom trén
Server do.

+ [Groupname]: chi dinh tén nhon can thém, mé rong hoac xoa.

+ [/comment:text'"]: thém thdng tin mé ta cho mot nhdm mai hoic ¢é san, noi
dung nay c6 thé dai dén 48 ky tu.
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+ [/domain]: c4c tac vu s& thuc hién trén may diéu khién ving. Tham sé nay chi
ap dung cho Windows 2000 Server la primary domain controller hoac Windows
2000 Professional la thanh vién cuaa may Windows 2000 Server domain.

+ [username[ ...]]: danh sach mét hodc nhiéu nguoi dung can thém hoic xda ra
khoi nhém, céc tén nay cach nhau boi khoang tring.

+ [/add]: thém mot nhdm hodc thEm mot ngudi dung vao nhém.

+ [/delete]: x6a mot nhdm hoac x6a mot nguoi dung khoi nhom.

2.5.5. Cac1énh ,h6 tre dich vu Active Driectory trong moi truéng Windows Server 2003
Trén hé thong Windows Server 2003, Microsoft phat trién thém mot so 1énh
nhim hé trg tét hon cho dich vu Directory nhu: dsadd, dsrm, dsmove, dsget,
dsmod, dsquery. Cac Iénh nay thao tadc chu yéu trén cac ddi twong computer,
contact, group, ou, user, quota.
- Dsadd: cho phép ban thém mot computer, contact, group, ou hodc user vao
trong dich vu Directory.
- Dsrm: x6a mot doi tuong trong dich vu Directory.
- Dsmove: di chuyén mot ddi tuong tir vi tri nay dén vi tri khéac trong dich vu
Directory.
- Dsget: hién thi cac théng tin lya chon ciia mot d6i twong computer, contact,
group, ou, server hoac user trong mot dich vu Directory.
- Dsmod: chinh sira cac théng tin cua computer, contact, group, ou hoac user
trong mét dich vu Directory.
- Dsquery: truy van cac thanh phan trong dich vu Directory.
Vi du:
- Tao mot user mai: dsadd user “CN=hv10, CN=Users, DC=netclass, DC=edu,
DC=vn” —samid hv10 —pwd 123
- Xba mot user: dsrm “CN=hv10, CN=Users, DC=netclass, DC=edu, DC=vn”
- Xem cdc user trong hé théng: dsquery user
- Gia nhap user mgi vao nhoém: dsmod group “CN=hs, CN=Users, DC=netclass,
DC=edu, DC=vn” —addmbr “CN=hv10, CN=Users, DC=netclass, DC=edu, DC=vn”
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Bai tap

. Trén may Domain Controller tao OU c6 tén HCM.

. Trong OU HCM tao 2 nhém c6 tén 1a Ke Toan va Nhan Su.
. Trong mdi nhom tao 3 user.

. Tim kiém, di chuyén va khoa mot vai tai khoan ngudi dung bat ky.
. Chi cho phép cac user logon vao mang tir 7:00am-6:00pm.

. Tao Home Folder cho cac user.

. Cho phép user chi luu trir 500MB trén Home Folder.

. Thyc hién Account Lock-Out(cho phép user nhap sai 2 1an)
. Cai dit Adminpak.msi xuéng may client.

Huéng din thye hién:

1. Tao OU c6 tén HCM:

O 00 3 O LDt B W N —

& Tai server: Start / Programs / Administrative Tools / Active Directory Users and
Computers/ click nat phai chudt trén biéu turong server / New / Organizational Unit

{«; Active Directory Users and Computers

@ File  Action Wiew window Help
= . lom 1 =
- | B e FRE R @b va s
@ Active Directory Users and Computers [se | masteritco,.com S objects
D Saved Queries T [ Tvpe
EI@ e =2 Fe. itkic, builtinCormain
Delegate Control. .. Container
[ Computers Find. .. o
{28 Domain Car & i llers organizational ...
(2] Foreignsea e @ [0, vPrincipals Conkainer
H Oreign=ec Connect ko Domain Conkroller. .. Contai
-1 Users X . ) onktainer
Raise Domain Functional Lewvel. ..
Operations Masters, ..
Compuker
Contact
- > Group
alew - ¢ o InebtOrgPerson
ew Window From Here MSMG Cuee Alias
Refresh Crganizational Unit
Expork Lisk... Prinker
b4 A
< Pat tén cho OU
New Object - Drganizational Unit x|

Create in:  masteritco. comn.

Mame:

IHCMI

2. Trong OU HCM tao 2 nhom co tén la Ke Toan va Nhan Su:
& Click nut phai chudt trén OU HCM / New / Group

% Active Directory Users and Computers

@ File  Action VYiew ‘Window Help

= Bmly e XFRNBEB 2 gRiavEg o
@ Active Directory Users and Computers [se | HCM - 0 objects
[ saved Queries

Mare | Tvpe

Mew Object - Group

& Createin:  masteritco,com/HCM

EI@ masteritco,com
-0 Buwiltin There are
-3 Computers

[&] Domain Controllars

[:I Foreign3ecurityPrincipals

D Users
@ HICM
Delegate Contral...
Mowe. ..
Find...
All Tasks » Contack
- Group
- » ICZE
alew window F - InetCrgPerson
e Window from Here MSMQ QueLe Alias

Cuk Organizational Unit

Group name:

I Ke Toan|

Group name {pre-Windows 2000}

IKe Toan

Groupscopg ——| [ Grouptype |
" Domain local % Security

" Global " Distribution

C Universal
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Group Name: Ke Toan /Group scope: Global /Group type: Security

# Twong tu tao Group “Nhan Su”
3. Trong méi nhém tao 3 user:
a). Tao Users

(Chi y: Sau khi tao xong cac User hiy nhip céac thong tin vé cac User dé nhu: So

dién thoai, dia chi, email, dia chi Web, nhap tén ngwoi quan ly....)

-.‘,"J' Active Directory Users and Computers

@ File  Action Yiew ‘Window Help
&= | Om B XEFDE @ 8iflds
@ Active Directory Users and Computers [se | HCM 1 objects
New Dbject - User |:| Saved Queries Mame
EI@ I'ﬂastEI:ItFD.EDI‘ﬂ ﬁ:KE Toan
B+ Builtin
g Create in:  masteritco. comsHCM D Cormputers
@ Daomain Controllers
[:l ForeignecurityPrincipals
First name: Ikt1 Iriitials; I B[] Users
(23] (el
Last name: I Delegate Contral. ..
Full name: Ikt1 M_nie' "
Find...
Uzer logon name: e Camputer
Ik” I@masteritco.cum j All Tasks b Contact
. Group
User logon name [pre-windows 20007 View b InetOrgPerson
e windo F Hi
[MASTERITCOY [k ) LIy e e MSMG Queve Alias
Cuk Organizational Lnit
Delete Prinker
Rename
< Back | Mext > | Ca Refresh Shared Folder
Fennek Lisk. .. I

& Click nut phai chudt trén OU HCM / New / User / dién thong tin cho user kt1
< Pt password cho user, danh d4u muc Password never expires

New Object - User

Create in:

€

mazteritca, comdHCh

]

Password:

Canfirm pazsword:

[ User must change password at next logon

[ User cannot change passward

[~ Password never expires

[ Account is disabled

< Back I Heut » I

Cancel I

< Lap lai twong tu cho cac user KT2, KT3, NS1, NS2, NS3

b). Thiét 1ap Users thudc Group:

& Chon 3 user KT1, KT2 va KT3 / click nut phai chudt trén 3 user / Add to a group
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4% Active Directory Users and Computers

@ File  Action  Wiew window  Help

«= | BE s ¥XFB 2 R TET

@ Active Directory Users and Computers [se | HCM 6 objecks

I:I Computers eSO et SO add bo a
Disab

@ Domain Controllers m
|:| Foreign3ecurityPrincipals Hhan Su
|:| Users & nst o S

Security Gri

le &
Enable Account

coounk

{28 HCM €l nsz User Dpen Home Page
Send Mail

group...

D Saved Queries Mame I Tvpe I Diescription |
E|" Estaer.:lszu.cnm ﬁKe Toan Security Group ...
- wLilkin

all Tasks

Cut
Delete

Properties

Help

@ G3 tén nhom “Ke Toan” / Check Names / xuat hién gach chan trén group “Ke

Toan”

Select Group

Select thiz object type:

IGroup or Built-in zecurity principal Object Types. .

FErom thiz location:

Ima&teritcn.cnm Locations...

Enter the object name to select [eramples):

Ke Toan Check Names

Advanced... | ak | Cancel

FEE

< Thong bao ket qua
x

L3
.| J The Add to Group operation was successfully completed,

Ok |

@ Lam twong tw véi cac user NS1, NS2 va NS3 dé dwa vao nhém “Nhan Su”

67



Gidi thiéu:

Bai 5: QUAN LY DPiA

Trong bai nay gioi thi€u cho hoc sinh phan bi¢t dugc cac loai dinh dang dia cling;
Cong ngh¢ luu trir mé1 Dynamic storage; Mo ta dugc k¥ thuat nén va ma hoa dit li¢u

1. Muc tiéu:

- Phan biét duoc cac loai dinh dang dia cling;

- Cong nghé luu trir mé1 Dynamic storage;

- M6 ta dugc ky thuat nén va ma hoa dir li€u.
- Thyc hién cac thao tac an toan v41 may tinh.

2. Noi dung chinh:

2.1 Céu hinh hé thong tap tin

Hé théng tap tin quan Iy viéc luu trir va dinh vi céc tap tin trén dia cang. Windows
Server 2003 hd tro ba hé théng tap tin khac nhau: FAT16, FAT32 va NTFS. Néu
ban dinh str dung cac tinh nang nhu bao mat cuc bd, nén va ma hoda céc tap tin thi ban
nén diung NTFS. Bang sau trinh bay kha ning ctia ting hé thong tip tin trén
Windows Server 2003:

Volume t6i da
duoc ho trg

Kha nang FAT16 FAT32 NTFS

Windows Windows

Hé diéu hanh hé | Hau hét cac hé diéu | 95/98/2000/XP/2003/ | 2000,2000/XP/

tro hanh Vista/ 7/ 2008 2003/

Vista/7/2008

Ho trg tén tap tin | 256 kytu trén

dai Windows 256 ky tu 256 ky tu

Str dung hiéu qua

dia Khdng Co Co

Ho tro nén dia Khong Khong Cé

Ho tro han ngach Khdng Khong Co

Ho trg ma hoa Khoéng Khong Co

H trg bao mat cuc | Khong Khoéng Co

bo

HO tro bao mat trén | C6O Co Cé

mang

Kich thuoe | 4GB 32GB 1024GB

Trén Windows Server 2003/Windows 2000/NT, ban c6 thé st dung lénh
CONVERT dé chuyén d6i hé théng tap tin tirt FAT16, FAT32 thanh NTFS. Cu phap

cua lénh nhu sau:

CONVERT [6 dia:] /fs:ntfs
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2.2 CAu hinh dia luu trir
2.2.1. Basic storage

Bao gdm céc partition primary va extended. Partition tao ra dau tién trén dia duoc
goi 1 partition primary va toan bo khéng gian cip cho partition dugc sir dung tron
ven. Mdi 6 dia vat ly co téi da bén partition. Ban c6 thé tao ba partition primary va
mot partition extended. Véi partition extended, ban c6 thé tao ra nhiéu partition
logical.
2.2.2. Dynamic storage

Pay la mot tinh nang mdi cia Windows Server 2003. Pia luu trit dynamic chia
thanh céc volume dynamic. VVolume dynamic khong chira partition hoic 6 dia logic, va
chi c6 thé truy cap bang Windows Server 2003 va Windows 2000. Windows Server
2003/ Windows 2000 hd tro nim loai volume dynamic: simple, spanned, striped,
mirrored vd RAID-5. Uu diém cta cong nghé Dynamic storage so v6i cong nghé Basic
storage:

- Cho phép ghép nhiéu 6 dia vat ly dé tao thanh cac 6 dia logic (Volume).

- Cho phép ghép nhiéu ving tréng khong lién tuc trén nhiéu dia cting vat ly dé tao
6 dia logic.

- C6 thé tao ra céac 6 dia logic c6 kha ning dung 15i cao va tang toc do truy Xuét. ..
2.2.2.1 Volume simple.

Chira khong gian ly tir mot dia dynamic duy nhat. Khong gian dia nay co thé lién
tuc hoac khong lién tuc. Hinh sau minh hoa mot dia vat ly duogc chia thanh hai volume
don gian.

SimplaVolume G
100GR

Simple Volume 07
100GR

4 T
= 0
= 02020 S
-

Physical Disk 0
200GE
Hinh 5.1 Volume simple.
2.2.2.2 Volume spanned.

Bao gom maot hoac nhiéu dia dynamic (tbi da 1a 32 dia). Sir dung khi ban muén ting
kich c¢& caa volume. Dit liéu ghi 1&n volume theo thu tw, hét dia nay dén dia khac.
Théng thuong ngudi quan tri st dung volume spanned khi 6 dia dang str dung trong
volume sap bi day va muon tang kich thuéc cia volume bang cach bo sung thém mot
dia khac.
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Plrgsical Digk 0 Phyzieal Disk 1 Phyyzizal Disk 2 Phiyzical Digk 3
100GB TaGR 768 7GR

e S p— S

M e Y A
b
Spanned Yalume Set DA

Hinh 5.1 Volume Spanned.

Do dit liéu duoc ghi tuan ty nén volume loai nay khdng tang hiéu nang st dung.
Nhugc diém chinh caa volume spanned 1a néu mét dia bi hong thi toan bo dir lidu
trén volume khéng thé truy xuat dugc.
2.2.2.3 Volume striped

Luu trit dir liéu I1én cac ddy (strip) bang nhau trén mot hoac nhiéu dia vat ly (t6i
da 1a 32). Do dit liéu dugc ghi tuan tu 1én ting ddy, nén ban cé thé thi hanh nhiéu tac
vu 1/0O dong thoi, 1am ting téc do truy xuat dir liéu. Thong thuong, nguoi quan tri
mang st dung volume striped dé két hop dung lugng cta nhiéu 6 dia vat Iy thanh mot
dia logic dong thoi ting tdc do truy xuét.

Physical Disk 1 Physical Disk 2 Physical Disk 3

Striped Volume Set DA,

Hinh 5.3: volume striped

Nhuogc diém chinh ctia volume striped 1a néu mot 6 dia bi hong thi dit liéu trén
toan bo volume mat gia tri.
2.2.2.4 Volume mirrored.

La hai ban sao ctia mot volume don gian. Ban dung mét 6 dia chinh va mot 6 dia
phu. Dit liéu khi ghi Ién dia chinh dong thoi cling s& duoc ghi Ién dia phu. Volume
dang ndy cung cap kha ning dung 16i tét. Néu mot dia bi hong thi 6 dia kia van lam
viéc va khdng lam gian doan qua trinh truy xuat dir liéu. Nhuoc diém cua phuong
phap nay 1a bo diéu khién dia phai ghi 1an lugt 18n hai dia, lam giam hiéu ning.
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Physical Disk 0 Physical Disk 0
Primary secondary

. — -
SR = }
Controller Disk Mirraring
Hinh 5.4: Volume mirrored
Pé tang toc do ghi ddng thoi ciing ting kha nang dung 131, ban c6 thé sir dung mot
bién thé cuia volume mirrored Ia duplexing. Theo cach nay ban phai sir dung mot bo
diéu khién dia khac cho 6 dia thir hai.

F'nmar'_u.'

Disk Duplexing

Controller !
Physical Disk 0

Secondary
Hinh 5.4.1: Volume mirrored

Nhugc diém chinh cua phuong phap nay la chi phi cao. Bé c6 mot volume 4GB
ban phai ton dén 8GB cho hai 4 dia.
2.2.2.5 Volume RAID-5

Tuong ty nhu volume striped nhung RAID-5 lai dung thém méot day (strip) ghi
théng tin kiém 16i parity. Néu mot dia cia volume bi hong thi théng tin parity ghi
trén dia khac s& gilp phuc hoi lai dir liéu trén dia hong. Volume RAID-5 sir dung it
nhat ba 6 dia (t6i da la 32).

=

System
and
Boot Partitions

RAID-5 Volume Set

Hinh 5.5: Volume RAID-5
Uu diém chinh cua k¥ thuat ndy 1a kha niang dung 18i cao va téc do truy xuit cao
boi st dung nhiéu kénh 1/0.
2.3 St dung chwong trinh Disk Manager
Disk Manager 1a2 mot tién ich giao dién d6 hoa phuc vu viéc quan ly dia va
volume trén mai truong Windows 2000 va Windows Server 2003. Dé c6 thé sir dung
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duoc hét cac chirc ning cua chwong trinh, ban phai ding nhap vao may bang tai
khoan Administrator. Vao menu Start \ Programs \ Administrative Tools \ Computer
Management. Sau d¢6 md rong muc Storage va chon Disk Management. Cira s6 Disk
Management xuét hién.
2.3.1. Xem thugc tinh cua dia
Nhép phai chudt 1&n 6 dia vat Iy muén biét thong tin va chon Properties.
+ Sb thu tu cua 6 dia vat ly
+ Loai dia (basic, dynamic, DVD-ROM, DVD, dia chuyén doi duoc, hoic
unknown)
+ Trang thai ctua dia (online hoac offline)
Dung lugng dia
Luong khéng gian chua cap phét
Loai thiét bi phan cing
Nha san xuét thiét bi
Tén cua adapter
Danh sach cac volume da tao trén dia
2.3.2. Xem thugc tinh ciaa volume hoic dia cuc bd

Trén mot 6 dia dynamic, ban st dung cac volume. Nguoc lai trén mot 6 dia basic,
ban str dung céc dia cuc bo (local disk). Volume va dia cuc bd déu c6 chirc ning nhu
nhau, do vdy cac phan sau dya vao dia cuc bo dé minh hoa. Bé xem thudc tinh cua
mot dia cuc bd, ban nhap phai chuot Ién dia cuc bd dé va chon Properties.
2.3.2.1 Tab General.

Cung cap cac thong tin nhu nhan dia, loai, hé thong tap tin, dung luong da sir dung,
con trong va tong dung luong. NGt Disk Cleanup dung dé mo chuong trinh Disk
Cleanup dung dé xod cac tap tin khong can thiét, giai phong khéng gian dia.
2.3.2.2 Tab Tools.

Bam nit Check Now dé kich hoat chuong trinh Check Disk dung dé kiém tra 15i
nhu khi khong thé truy xudt dia hodc khoi dong lai may khéng diang cach. Nat
Backup Now s& mé chuong trinh Backup Wizard, huéng dan ban cic budce thyc hién
viéc sao luu cac tap tin va thu muc trén dia. Nt Defragment Now m¢ chuong trinh
Disk Defragment, ding dé don céc tap tin trén dia thanh mot khéi lién tuc, gidp ich
cho viéc truy xuat dia.
2.3.2.3 Tab Hardware

Liét ké cac 6 dia vat ly Windows Server 2003 nhan dién duoc. Bén duéi danh
sach liét ké céac thudc tinh caa 6 dia duoc chon.
2.3.2.4 Tab Sharing

Cho phép chia sé hodc khong chia sé 6 dia cuc bd ndy. Theo mac dinh, tit ca cac
6 dia cuc bd déu duogc chia sé dudi dang an (c6 diu $ sau tén chia sé).
2.3.2.5 Tab Security

Chi xuét hién khi dia cuc bo nay str dung hé théng tap tin NTFS. Dung dé thiét lap
quyén truy cap lén dia. Theo mac dinh, nhém Everyone dugc toan quyén trén thu muc
gbc cua dia.

+ + + + + +
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2.3.2.6 Tab Quota

Chi xuét hién khi str dung NTFS. Dung dé quy dinh lwgng khong gian dia cap phat
cho nguoi dung.
2.3.2.7 Shadow Copies

Shadow Copies la dich vu cho phép nguoi dung truy cap hoac khdi phuc nhiing
phién ban trudc day cua nhitng tap tin da luu, bang cach dung mot tinh ning ¢ may
tram goi la Previous Versions.

2.3.3. B6 sung thém maét 6 dia méi
2.3.3.1 May tinh khong hd tre tinh ning “hot swap”

Ban phai tit may tinh rdi méi lip 6 dia méi vao. Sau d6 khoi dong may tinh lai.
Chuong trinh Disk Management s& ty dong phat hién va yéu ciu ban ghi mot chir ky
dic biét 1én 6 dia, gitp cho Windows Server 2003 nhan dién duoc 6 dia ndy. Theo
mic dinh, 6 dia méi duoc cau hinh 12 mot dia dynamic.
2.3.3.2 May tinh hd trg “hot swap”

Ban chi can lip thém 6 dia méi vao theo huéng dan cua nha san xuat ma khong
can tat may. Roi sau d6 dung chirc nang Action [ Rescan Disk ctia Disk Manager dé
phat hién 6 dia méi nay.
2.3.4.Tao partition volume m¢i EEEEEEEEEE =l

Né’u ban con khﬁng gian chua m;ezlg?&ne to the Create Partition
cip phét trén mét dia basic thi
ban cO thé tao thém partition
méi, con trén dia dynamic thi
ban cé thé tao thém volume mdi.
Phan sau huéng dan ban sir dung
Create Partition Wizard dé tao
mot partition méi:

Thiz wizard helpz you create a partition on a basic disk.

A, basic dizk is a physical disk that containg primary partitions,
extended partitions, and logical drives. 4 basic disk may alzo
contain volumes created with Windows NT 4.0 and earlier.
“'ou can alzo use MS-DOS to gain access to partitions on
bazic disks.

To continue, click MNext.

< Back

Cancel |

Nhép phéi Chu@t I é n VU n g Create Partition Wizard

A A , ” Select Partition Type

tI'Ol’lg Chua Cap p hat cua dTa Y'ou can specifyj:\lljhat type of partition to create.
basic va chon Create Logical - _

. Select the type of partition you want to create:
D rive. £ Brimany partitir

Xuat hién hop thoai Create C o
Partition Wizard. Nhan nut Descrptio
NeXt trong hé:)p thoai nay. .Sisli.glcal drive iz a wolume you create within an extended partition on a basic

< Back I Mext » I Cancel
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Tiép theo, hop thoai Specify
Partition Size y8u ciu ban cho
biét dung luong dinh cap phat.
Sau khi chi dinh xong, nhin
Next.

Trong hop thoai Select
Partition Type, chon loai
partition ma ban dinh tao. Chi
cd nhing loai con kha nang tao
ma&i dugc phép chon (tuy thudce
vao 6 dia vat Iy cua ban). Sau
khi chon loai partition xong
nhén Next dé tiép tuc.

Trong hop thoai Assign
Drive Letter or Path, ban co
thé dit cho partition ndy mot
ky tu 6 dia, hodc gan (mount)
vao mdt thu muc réng, hoic
khong lam dat gi hét. Khi ban
chon kiéu gan vao mét thu muc
rdng thi ban c6 thé tao ra vo sb
partition méi. Sau khi da quyét
dinh xong, nhdn Next dé tiép
tuc.

Hop thoai Format Partition
yéu cau ban quyét dinh c6 dinh
dang partition nay khong. Néu
c6 thi dung hé théng tap tin la
gi? don vi cip phat la bao
nhiéu? nhadn cua partition
(volume label) la gi? c6 dinh
dang nhanh khéng? CO nén tap
tin va thu muc khéng? Sau khi
da chon xong, nhan Next dé tiép
tuc.

Create Partition Wizard

Specify Partition Size
Haw big do yau want the partition b be?

Chooge a partition gize that iz smaller than the marimum dizk zpace.

Mawimum disk. space: 2291 MB
Mirimum dizk zpace: 7B
Amaunt of disk space o use: 2291 :’ ME

¢ Back I Hest > I

Cancel |

Create Partition Wizard

Asgsign Drive Letter or Path
You can assign a drive |etter or drive path to a partition,

IE:

=
" Mount this volume at an empty folder that supparts drive paths:

I Browse, |

Do not assign a dive letter or diive path

< Back I Mest » I

Cancel |

Create Partition Wizard

Format Partition
You can customize the formatting of the partition.

Specify whether you want to format this partition.
Do rot format this partition

% Format this partition with the following settings:

Farmatting

File system ta use: INTFS LI
Allocation unit size: IDefauIt LI
Wolurne label: INew Walurne

[ Perform a Quick Format I~ Enable file and folder compression

I Next » I

< Back

Cancel

Hop thoai Completing the Create Partition Wizard tom tit lai cac thao tac s& thuc
hién, ban phai kiém tra lai xem d4 chinh xac chua, sau d6 nhan Finish dé bit dau thuc
hién.
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2.3.5.Thay déi ky tw 6 dia hoic dwong dén.

Muén thay dbi ky tu 6 dia cho partition/volume ndo, ban nhip phai chuot 1én
volume d6 va chon Change Drive Letter and Path. Hop thoai Change Drive Letter
and Path xuét hién.

Trong hop thoai ndy, nhan ndt Edit dé mo tiép hop thoai Edit Drive Letter and
Path, md danh sach Assign a drive letter va chon mét ky tu 6 dia méi dinh dit cho
partition/volume nay. Cudi cling dong ¥ xac nhan cac thay ddi da thuc hién.

2.3.6. X04 partition/volume

Pé t6 chic lai mot 6 dia hodc huy céc dir liu co trén mot partition/volume, ban
c6 thé x04 no di. Bé thyuc hién, trong cira sé Disk Manager, ban nhip phai chudt I&n
partition/volume muén x04 va chon Delete Partition (hoic Delete VVolume). Mot
hop thoai canh béo xuét hién, théng bao dir liéu trén partition hodc volume s& bi x04
va y&u cau ban xac nhan lai 1an nita thao tac nay.

2.3.7. C4u hinh Dynamic Storage

E Computer Management = |I:I|i|

g File  Action Yiew Window Help | - |E’|i|

& = | 2| [0 &

g Computer Management (Local) ‘olurme | Layauk | Twpe | File System | Status | Capacity | f

=i, System Tocls = (o) Partbion Easic MTFS Healthy (System)  1.95 GB
"@ Event Yiewer ZEIMRMEYOL_EM (D) Partition Basic ©CDFS Healthey E43ME  (
[-g=] Shared Folders
[+-#] Local Users and Groups

Performance Logs and Alerts
o E, Device Manager

[—]--@ Skorage
& Removable Storage 4|
&’ Disk Defragrenter
‘5 Disk Management Z¥Disk 0
.- i icati Basic =
[+ @ Services and Applications SonGE  Convert to Dynamic Disk, . -
Cnline ) Unallocated
Propetties
ZPDisl el |
Basic |
1022 ME 1022 MBE
Cnline Unallocated
& Disk 2 I
Basic
1022 ME 1022 ME
Cnline Unallocated
£2JCD-ROM 0
CD-ROM NRMEYOL_EN (D:)
543 ME 543 MB CDFS
Cniline Healthy
1| |_;| B Unallocated | Primany partition

Hinh 5.6: CAu hinh Dynamic Storage
2.3.7.1 Chuyén ché d lwu trir.

DPé str dung duoc co ché lvu trit Dynamic, ban phai chuyén dbi cac dia cting vat
ly trong hé thong thanh Dynamic Disk. Trong cong cu Computer Management \
Disk Management, ban nhap phai chudt trén cac 6 dia bén cua sé bén phai va chon
Convert to Dynamic Disk.... Sau d6 danh dau vao tat ca cac dia cimg vat Iy can
chuyén d6i ché do luu trir va chon OK dé hé théng chuyén d6i. Sau khi chuyén doi
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xong hé théng s& yéu cau ban restart may dé ap dung ché do heu trit méi.
2.3.7.2 Tao Volume Spanned.
=10l |

Q File  Action Wiew indow  Help | _|5’|i|

e = | M\ 2|[D e s

Q Cornputer Managernent (Local) Yolurne | Lavout | Twvpe | File Swstem | Status | capacity |

=1l System Tools =T Simple  Dynamic  NTFS Healthy (Boot)  1.95 GE
- {5 Event Viewer EEIMRMEYOL_EM (D) Partition  Basic CDFS Healthey 543 MB

! Shared Folders
Local Users and Groups

:’i PerFDrmance Logs and Alerts ‘ |

= @ Stu:urage )
+]-=% Removable Storage ED"‘!" 0
__ Dwenarmic {C:)
h Disk Defragmenter 3,00 66 1.95 GE NTES 1.04 GE
i Disk Management Cnline Healthy {Boot) Unallocated
- @ Services and Applications
EPDisk 1 ]
Drvenamic
1023 ME 1023 ME
Cnline Unallocat  bew ¥alume. ..
— —_— Properties
Drvnamic Help
1023 ME 1023 ME
Cnilire Unallocated
“JCD-ROM D
CO-RCr NRMEYOL_EM (D:)
543 MB 543 ME CDFS
Cnline Healthy
-
1| I_yl B Unallocated [ Frimary partition [l Simple walume _1

| | |
Hinh 5.7: Tao Volume Spanned

Trong cong cu Disk Management, ban nhap phai chudt Ién ving tréng cua dia

cting can tao Volume, sau dé6 chon New Volume.
Tiép theo, ban chon loai x|

A Select Volume Type
VOI ume can tao Trong There are five types of wolumes: simple, spanned, stiped, mirrared, and RAID-5.
truong hop nay chung ta

Chon Span nEd . Select the volume pou wank to create:
" Simple " Mirrored
" RAIDE
" Striped
Description

A gpanned volume is made up of disk space on more than one dynamic digk,
Create a spanned volume if you need a wolume that is too large for a single disk.
You can extend a spanned volume by adding free space from another digk,

< Back I Ment » I Cancel
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Ban chon nhitng dia cing
ding dé tao Volume nay,
déng thoi ban ciing nhap
kich thuéc ma mdi dia gianh
ra dé tao Volume. Cha y dbi
véi loai Volume nay thi kich
thudc cua cac dia gianh cho
Volume c6 thé khac nhau.

Ban gan ky ty 6 dia cho
Volume.

Ban dinh dang Volume
ma ban vira tao dé cd thé
chura dir liéu.

New Yolume Wizard x|

Select Disks
You can select the disks and set the disk size for this volume.

Select the dynamic disks you want to uze, and then click Add.

Aailable: Selected:

Disk 0 1067 MB B> | Diizk. 1 50 MB
< Hemove
< F!emove Al

Total volume size in megabyptes [MB]:

I aximum available space in ME: 1023
Select the amount of space in ME: 100 _:I

< Back I Hext » I
New Yolume Wizard x|

Aszsign Drive Letter or Path
For easier access, pou can as:ign a dive letter or drive path to your volume,

ol Aissign the following drive letter:

" Maunt in the following empty MTFS folder;

IE vl
I Browse. . |

" Do nat assign a drive letter o dive path

< Back I Hest » I
]

Chooze whether you want ta farmat this volume, and if so, what settings vou want ta uze.

Cancel |

Format Yolume
Ta store data on this volume, you must farmat it first.

" Do nat farmat this volume

* Fommat thiz volume with the following settings:

File zpstenm: INTFS j
Allocation it size: I Default j
Walurne label: IS panned

[ Enahble file and folder compression

I Mest » I

< Back Cancel |

Pén day da hoan thanh viéc tao Volume, ban ¢6 thé luu trit dir liéu trén Volume
nay theo co ché da trinh bay & phan ly thuyét.

3.7.3 Tao Volume Striped
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Cac budéc tao Volume
Striped ciling tuong tu nhu viéc

New Yolume Wizard

Select Disks

“ou can select the disks and set the disk size for this volume.

tao cac Volume kh&c nhung
chu y la kich thudc cua cac dia
cung gianh cho loai Volume
nay phai bang nhau va kich
thuéc cia Volume bing tong
cac kich thuéc cua cic phan
trén.

Select the dynamic disks you want to uze, and then click Add.

Ldd > |
< Bemave |
< Remove Al |

Total wolume size in megabytes [ME]: 200

Auailable: Selected:

Dizk O

1067 MB

gk 2

M aximurn available space in MB: 922
Select the amount of space in MB: 100 _:I

2.3.7.4 Tao Volume Mirror.

Cac budéc tao Volume

New Yolume Wizard

Select Disks

< Back I Mewt » I

ou can select the disks and zet the disk size for this volume.

Mirror cling tuong ty nhu
trén, chi y kich thudc cua céac
dia cung gianh cho loai
Volume nay phai bang nhau va
kich thuéc cua Volume bing
chinh kich thudc caa mdi phan
trén.

Select the dynamic disks you want to uze, and then click Add,

Axailable:
Digk 0

< Remove &l

Selected:

1067 MB

100 MB

100 MB

Total volume size in megabutes [ME]: 100
922

100

M asimum available space in ME:

Select the amount of space in MB: =

3.7.5 Tao Volume Raid-5.

MNew ¥Yolume Wizard

Select Disks

You can select the disks and set the disk size for this volurme.

Cancel

% Back I Mest » I

Select the dynamic disks pou want to use, and then click Add.

Ayailable:

< Bemove |
< Remove Al |

Selected:
Cisk O

200 MB

Digk 2

200 MB

Total volurne size in megabyptes (MEB): 400

M aximumn available space in MB:

Select the amount of space in ME:

922
200 =

< Back I Mest > I

Cancel |

Cac budc tao Volume Raid-5 cling twong tu nhu trén nhung chd y la loai
Volume yéu cau tbi thiéu dén 3 dia cing. Kich thudc cua cac dia cing gianh cho loai
Volume nay phai bang nhau va kich thudc ciia Volume bang 2/3 kich thudc cua mdi

phan cong lai.
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2.4. Quan ly viéc nén dir li€u

Nén dir liéu 1a qua trinh luu tri dit liéu dudi mot dang thac chiém it khong gian
hon dir liéu ban dau. Windows Server 2003 hd trg tinh ning nén céc tap tin va thu
muc mot cach tu dong va trong sudt. Cac chwong trinh tmg dung truy xuét cac tap tin
nén mot cach binh thuong do hé diéu hanh ty dong giai nén khi mé tap tin va nén lai
khi Iuu tap tin Ién dia. Kha ning ndy chi c6 trén céc partition NTFS. Néu ban chép
mot tap tin/thuw muc trén mot partition co tinh nang nén sang médt partition FAT
binh thuong thi hé diéu hanh s& giai nén tap tin/ thu muc d6 trude khi chép di.

Pé thi hanh viéc nén mot tap tin/thu muc, ban st dung chuong trinh Windows
Explorer va thuc hién theo cac budc sau:

- Trong cta s6 Windows Explorer, [EIEESImmes x|
duyét dén tap tin/thwy muc dinh nén va (5op Chosse the seitings you want for tis folder

When you apply these changes vou will be asked if you want the

Chon tép tl I’]/thu’ muC dé changes to affect all subfolders and files as well.

- Nhélp phél Chuét Ién dél tu’O‘ng d() Vé. —&rchive and Index attribubes
ch(_)n P ropel’ti es. ™ Folder is ready For archiving:

_ Trong hép thoai P ro pe rtl es nhén W For Fast searching, allow Indexing Service ko indes this Folder
nl]t Advanced trong tab Gene ral . —Compress or Encrypl attributes

- Trong hop thoai  Advanced I Compress contents to save disk space
Properties, chon muc “Compress I Encrypt contents to secure daka
contents to save disk space” va nhén ok | coneel |
chon OK.

- Nhéan chon OK trong hop thoai Properties dé xac nhan thao tac. Néu ban dinh
nén mot thu muc, hop thoai Confirm Attribute Changes xuat hién, yéu cau ban luya
chon hoac la chi nén thu muc nay thoi (Apply changes to this folder only) hodc nén
ca cac thu muc con va tap tin c6 trong thu muc (Apply changes to this folder,
subfolders and files). Thyc hién lya chon cta ban va nhan OK.

Confirm Attribute Changes X

‘¥ou have chosen to make the Following attribute changels):

COMpress

Do you want ko apply this change ta this folder only, or do wou want to
apply it to all subfolders and files as well?

& Apply changes to this Folder only:

" Apply changes to this Folder, subfolders and files

ok I Cancel |

Pé thyc hién viéc giai nén mot thu muc/tap tin, ban thuc hién tuong tu theo céc
budc ¢ trén va bo chon muc Compress contents to save disk space trong hdp thoai
Advanced Properties.

2.5. Thiét 1ap han ngach dia (disk quota).

Han ngach dia dugc dung dé chi dinh luong khéng gian dia t6i da ma mot nguoi
ding c6 thé sir dung trén mot volume NTFS. Ban c6 thé &p dung han ngach dia cho
tat ca ngudi dung hodc chi ddi véi timg nguoi dung riéng biét.
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Mot s6 van dé ban phai lvu y khi thiét 1ap han ngach dia:

- Chi c6 thé ap dung trén cac volume NTFS.

- Luong khéng gian chiém dung duoc tinh theo cac tap tin va thu muc do ngudi
dung s¢ hiru.

- Khi ngudi ding cai diat mot chuong trinh, luong khéng gian dia con tréng ma
chuong trinh thay duoc tinh todn dwa vao han ngach dia ctua ngudi dung, khong phai
la lwong khong gian con tréng trén volume.

- DPugc tinh toan trén kich thudc that sy cua tap tin trong truong hop tap tin/thu
muc dugc nén.

2.5.1. CAu hinh han ngach dia.

Ban cau hinh han ngach dia bang hop thoai Volume Propertise di gi6i thiéu trong
phan trén. Ban ciing c6 thé md hop thoai ndy bang cach nhip phai chudt 1&n ky tu 6
dia trong Windows Explorer va chon Propertise. Trong hop thoai ndy nhip chon
tab Quota. Theo mac dinh tinh nang han ngach dia khong duoc kich hoat.

Local Disk {C:) Properties llil
General I Tools I Hardware | Sharing |
S ecurity I Shadow Copies Huota

¥ Statuz; Disk quotas are dizabled

¥ Enable quota management

v Deny disk space to users exceeding quota limit
Select the default quata limit for new users an thiz valume:

Do nat limit disk usage
(+ Limit disk spaceta |100 [ |

Set warning level to I99 IMB j

Select the quota logging options for thiz volume;

[~ Lag event when a user exceeds their quata limit

[ Log exent when a user exceeds their waming level

Quota Entnies... |

Ok I Cancel | Apply |

Hinh 5.8: Cau hinh han ngach dia
Céac muc trong hop thoai cé y nghia nhu sau:

+ Enable quota management: thuc hién hoac khéng thuc hién quan ly han
ngach dia.

+ Deny disk space to users exceeding quota limit: nguoi dung s& khdng thé
tiép tuc str dung dia khi vuot qua han ngach va nhan duoc théng bao out of disk
space.

+ Select the default quota limit for new users on this volume: dinh nghia cac
gi6i han st dung. Céc lua chon bao gdm “khong dinh nghia gigi han” (Do not limit
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disk space), “gidi han cho phép” (Limit disk space to) va “gidi han canh bao” (Set
warning level to).

+ Select the quota logging options for this volume: c6 ghi nhan lai cac su
kién lién quan dén sir dung han ngach dia. C6 thé ghi nhan khi ngudi ding vuot qua
gidi han cho phép hoac vuot qua gisi han canh bao.

Biéu tuong dén giao thong trong hop thoai c6 cac trang thai sau:

+ Deén do cho biét tinh ning quan 1y han ngach khéng dugc kich hoat.

+ Pén vang cho biét Windows Server dang xay dung lai théng tin han ngach.

+ Pén xanh cho biét tinh nang quan ly dang c6 tac dung.

2.5.2. Thiét 1ap han ngach mic dinh.

Khi ban thiét 1ap han ngach mic dinh &p dung cho céc ngudi ding mdi trén
volume, chi nhitng nguoi dung chua bao gio tao tap tin trén volume d6 mai chiu anh
huong. Co nghia la nhirtng nguoi dung da s¢ hiru cac tap tin/thu muc trén volume nay
déu khéng bi chinh sach han ngach quy dinh. Nhu vay, néu ban du dinh ap dit han
ngach cho tat ca cac ngudi ding, ban phai chi dinh han ngach ngay tir khi tao lap
volume.

Pé thyc hién, ban mo hop thoai Volume Properties va chon tab Quota. Panh diu
chon muc Enable quota management va dién vao cac gia tri giéi han str dung va gidi
han canh bao.

2.5.3. Chi dinh han ngach cho tirng ca nhan.

Trong mot vai trudng hop, ban can phai chi dinh han ngach cho riéng mot nguoi
nao do, chang han co thé la cac ly do sau:

+ Nguoi dung nay sé& giit nhiém vy cai dat cdc phan mém méi, va nhu vay ho
phai ¢ duoc lwong khong gian dia trong Ion.

+ Hodc 1a nguoi dung di tao nhiéu tap tin trén volume trude khi thiét lap han
ngach, do vay ho sé& khdng chiu tdc dung. Ban phai tao riéng mot gidi han méi ap
dung cho nguoi do6.

Pé thiét lap, nhan nat Quota Entries trong tab Quota cua hop thoai Volume
Properties. Cira s6 Quota Entries xuat hién.

“ Juota Entries for Local Disk (C:) =10] x|

Quota  Edit Wiew Help

DX - Q

@OK MT AUTHORITY,.. Mo Lirnit Mo Lirnit

@OK MT AUTHORITYIL. .. 219 KE Mo Lirnit Mo Lirnit TS

@OK Tran YanThanh TWTHAMNH\Thanh 2. 75 MB 100 ME 99 ME 2

@OK Tieu Dong Mhon TYTHANH\Mhon 2,78 MB 100 MB 99 MB 2
|5 tokal itemis), 1 selected. v

Hinh 5.9: Chi dinh han ngach cho tirng c& nhan
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Chinh sira thong tin han ngach cia mdt ngwdi dung: nhin dap vao muc cua
ngudi dung twong tng, hop thoai Quota Setting xuét hién cho phép ban thay dbi cac
gia tri han ngach.

Quota Settings for Tran ¥anThan 7] x|

General |

g Uzer Tran YanThanh [TYTHAMHAT hanh)

Quota used 278 MB (2%) @

[uata remaining: 9721 MB

" Do not limit disk usage

% Limit digk ¢pace ta I 100 IGB j
Set warning level to I EE IGE j

] I Caricel | Apply |

Hinh 5.10: Chinh stra théng tin han ngach

B6 sung thém mét muc quy dinh han ngach: trong ctra s6 Quota Entries, vao
menu Quota chon muc New Quota Entry / xuat hién hop thoai Select Users, ban
chon nguoi dung roi nhan OK / xuét hién hop thoai Add New Quota Entry, ban nhap
cac gia tri han ngach thich hop va nhan OK.

2.6. M hoa dir li¢u bang EFS

EFS (Encrypting File System) 1a mot ky thuat dung trong Windows Server 2003
dung dé ma hoa céc tap tin luu trén cac partition NTFS. Viéc ma hoa s& b6 sung thém
mat 16p bao vé an toan cho hé théng tap tin. Chi nguoi ding c6 dang khoa mai c6 thé
truy xuat duoc céc tap tin nay con nhitng nguoi khac thi bi tir chdi truy cap. Ngoai ra,
ngudi quan tri mang con co thé ding tac nhan phuc hoi (recovery agent) dé truy xuat
dén bat ky tap tin ndo bi ma hoa. D& ma hod cac tap tin, tién hanh theo céc budc sau:

M¢ cira s6 Windows Explorer: Trong ctra s Windows Explorer, chon cac tap tin
va thuc muc can ma hoa. Nhap phai chudt 1én cac tap tin va thu muc, chon Properties.
Trong hop thoai Properties, nhan nit Advanced.

Hop thoai Advanced Properties xuat hién, danh diu muc Encrypt contents to
secure data va nhan OK.,

Tro lai hop thoai Properties, nhin OK, xuit hién hop thoai Confirm Attribute
Changes yéu can ban cho biét s&¢ ma hoa chi riéng thu muc duoc chon (Apply
changes to this folder only) hoic ma hoa toan b thu muc ké cac cac thu muc con
(Apply changes to this folder, subfolders and files). Sau d¢6 nhan OK.

Pé thoi khong ma hoa cac tap tin, ban thuc hién tuong tu theo cac budc trén
nhung bo chon muc Encrypt contents to secure data.

Bai tap
1. Thiét lap lai han ngach dia cho tung thanh vién
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Bai 6: TAO VA QUAN LY THU MUC DUNG CHUNG

Gioi thiéu

Tai nguyén chia s¢ la cac tai nguyén trén mang ma nguoi dung co thé truy xudt va s
dung ,thf)ng qua mang. Muon chia s¢ mot thu muc dung chung trén mang, phai logon vao
hé thong véi vai tro nguoi quan tri (Administrators) hodc 1a thanh vién cua nhém Server
Operators.
1. Muc tiéu:

- Trinh bay céc loai quyén truy cap dit liéu;

- Tao va quan ly cac thu muc dung chung trén mang.

- Thuc hién céc thao tac an toan vdi1 may tinh.
2. N§i dung chinh:
2.1 Tao thw muc dung chung
2.1.1. Chia sé thw muc dung chung

CAc tai nguyén chia sé 1a c4c tai nguyén trén mang ma cac ngudi dung cé thé truy
Xuat va str dung théng qua mang. Mudn chia s¢ mot thu muc dung chung trén mang,
ban phai logon vao hé thdng vai vai trd nguoi quan tri (Administrators) hoic la
thanh vién cia nhém Server Operators, tiép theo trong Explorer ban nhap phai
chudt trén thu muc d6 va chon Properties, hop thoai Properties xuat hién, chon
Tab Sharing.

2] x|

General Sharing | Securit_l,ll Eustnmizel
— Y'ou can zhare thiz folder with other uzers on pour

netwark. To enable tharing for this folder, click Share this
folder.

™ Do not zhare this folder

Share name: IDuLieu$ j

Dezcription: IDu Lieu Dung Chung

Uszer limit:  Mawimum allowed

o Allow this number of users: 100 _I

To =et permizzions for uzers who
access thiz falder over the networl:,
click Permiszions.

Permigziang. .. |

To madify how people uze the content Offline Seti
while offine, click Dfline Settings. Offine Settings... |

Hew Share... |

k. I Cancel | Apply |

Y nghia cua cac muc trong Tab Sharing:

Muc Y nghia
Do not share this Chi dinh thu muc nay chi dugc phép truy cap cuc bd
folder
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Muc Y nghia

Share this folder Chi dinh thu muc nay duoc phép truy cap cuc bd va truy
Cap qua mang

Share name Tén thu muc ma ngudi ding mang nhin thiy va truy cap

Comment Cho phép nguoi ding md ta thém théng tin vé thu muc

dung chung nay

User Limit Cho phép ban khai b4o sb két ndi toi da truy xuat
vao thu muc tai mét thoi diém

Permissions Cho phép ban thiét 1ap danh sach quyén truy cap thdng
gua mang cua nguoi dung

Offline Settings Cho phép thu muc dugc luu trir tam tai liéu khi lam viéc
dudi ché do Offline.

2.1.2. Cau hinh Share Permissions

Ban muén cdp quyén cho cac ngudi ding truy cap qua mang thi ding Share
Permissions. Share Permissions chi cé hiéu luc khi ngudi dung truy cap qua mang
chit khéng c6 hiéu luc khi nguoi dung truy cap cuc bd. Khac vai NTFS
Permissions 1a quan ly ngudi dung truy cap dudi cap do truy xuat dia. Trong hop

thoai Share Permissions, chira danh sach cac
A : 7| x
quyén sau: g et 2l

Share Permissions |

- Full Control: cho phép ngudi dung co6 toan
quyén trén thu muc chia sé.
- Change: cho phép nguoi dung thay doi di
liéu trén tap tin va x0a tap tin trong thu muc

Group or user names:

Chla Sé Add... | Remove |
= Read ChO phép ngué‘l dl]ng Xem Vé. thi Pemizzions for Everyone Allows Dreny

\ 7 A - H 9 Full Cantral a O
hanh cac tap ‘tln trong thu muc chia se. Ban Change O O
mubn cap quyén cho nguoi ding thi nhap chuot | = =
vao nut Add.

Ok, I Cancel | Aol |

Hop thoai chon nguoi ding va nhém xuét hién, ban nhiap doi chudt vao céc tai
khoan ngudi ding va nhém can chon, sau d6 chon OK.
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Select Users or Groups 2=

Select thiz object type:

IUserS, Groups, or Built-in security principals Ohject Types... |

FErom thiz location:

IDC2 Locations. .. |

Enter the object names to select [examples]):

DC2Mthanh Check Mames I
Advanced. . | Ok | Cancel |

P

Trong hop thoai xuit hién, muén cip quyén cho ngudi dung ban danh dau vao
muc Allow, nguoc lai khda quyén thi danh ddu vao muc Deny.
21 x|
Share Permissions I

ETDUD ar User names:
!ﬁ Eweryone

€ nhon [DC24nhon)
€ thanh [DC24thanh)

Remove |

Permizzsions for thanh Al Deny

Full Contral O
Change O
Fead O
0k I Cancel I Apply I

2.1.3. Chia sé thu muc dung 1énh netshare

Chirc niang: tao, x6a va hién thi c4c tai nguyén chia s¢. Cta phap:

net share sharename

net share sharename=drive:path [/users:number | /Junlimited] [/remark:"text"]

net share sharename [/users:number | unlimited] [/remark:"text"]

net share {sharename | drive:path} /delete

Y nghia cac tham sé:

- [Khéng tham sb]: hién thi thong tin vé tit ca cc tai nguyén chia sé trén may tinh
cuc bd

- [Sharename]: tén trén mang cua tai nguyén chia sé, néu ding lénh net share
véi mot tham s sharename thi hé thong s& hién thi théng tin vé tai nguyén ding
chung nay.

- [drive:path]: chi dinh dudng dan tuyét d6i ctia thu muc can chia sé.

- [fusers:number]: dit sé lwong ngudi ding 16n nhat co thé truy cap vao tai
nguyén dung chung nay.

- [funlimited]: khéng gidi han sb lwong nguoi ding c6 thé truy cap vao tai nguyén
dung chung nay.

- [/remark: text™]: thém thong tin md ta vé tai nguyén nay.
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- /delete: x0a thudc tinh chia sé cua thu muc hién tai.

2.2. Quan ly cac the muc dung chung

2.2.1.

Xem cac thw muc dung chung

Muc Shared Folders trong cong cu Computer Management cho phép ban tao va
quan ly cac thu muc dung chung trén may tinh. Mudn xem cac thu muc ding chung
trén may tinh ban chon muc Shares. Néu thu muc dung chung ndo c6 phan cudi cua
tén chia sé (share name) la ddu $ thi tén thu muc ding chung ndy duoc an di va
khong tim thay khi ban tim kiém théng qua My Network Places hodc duyét cac tai

nguyén mang.

E Computer Managemenkt = |E||1|
g File  Action Wiew Window Help | =1
EESEN e~
@ Computer Management (Local) Share M... | # Client Connections
Hﬁ@ System Tools gADMIN:; 0
@ Event Viewer 205 0
=k g shared Folders gDuLieu:; .
=) -hares
IpC 1]
i g Sessions g $
2] Open Files
- Q Local Users and Groups
[+ Performance Logs and Alerts
E;. Device Manager
EI@ Skarage
[ (&3 Removable Storage
[l Disk Defragmenter
,‘i. Disk Managernent
[]--& Services and Applications
4 K3 | 2

2.2.2. Xem cac phién lam viéc trén thuw muc dung chung
Mubn xem tat ca cac ngudi ding dang truy cap dén cac thu muc dung chung trén

may tinh ban chon muc Session. Muc Session cung cap cac théng tin sau:

- Tén tai khoan nguoi dung dang két ndi vao tai nguyén chia sé.

Tén may tinh c6 nguoi dung két ndi tir do.

Hé diéu hanh ma may tram dang sir dung dé két ndi.
S6 tap tin ma nguoi ding dang mo.
Thoi gian két ndi cua ngudi dung.
Thoi gian cho xt Iy cua két ndi.
Phai la truy céap ctaa nguoi dung Guest khdng?

86



o
=) Fle Action  View Window Help |-|5’|5|
R ElEEE

Computer Management (Lacal) User / | Computer | Type | # Open Files | Connected T
-l System Tooks € ADMINISTRA... 127,001 Windows 1 00:00:50

@ Event Viewer

Elg Shared Folders

-2 Shares

@ Sessions

= g Open Files

[]---ﬁ Local Users and Groups

- d#] Performance Logs and Alerts

_.E..'.;, Device Manager

[—:I@ Skarage
{3 Removable Storage

& Disk Defragmenter

Disk. Management

[]--& Services and Applications

« [v] L] | i
| | |

2.2.3. Xem cac tap tin dang mé trong cac thw muc dung chung
Mubn xem céc tdp dang mé trong cac thu muc ding chung ban nhip chudt vao

muc Open Files. Muc Open Files cung cap céc théng tin sau:

DPuong dan va tap tin hién dang dugc mé.

Tén tai khoan nguoi dung dang truy cap tap tin do.

Heé diéu hanh ma nguoi ding sir dung dé truy cap tap tin.

Trang théi tap tin c6 dang bi khoa hay khong.

Trang thai m¢ st dung tap tin (Read hodc Write).
RI=TE
g File  Action  Wiew Window  Help |;|i|1|
| » | @®m| =2

@ Computer Management {Local) OpenFile /| Accessed B | Type | #Locks | Open Mode

=iy System Tooks [ci\pata ADMIMISTRATOR  Windows 0 Read

{1 Event Viswer

Elg Shared Folders

-G Shares

----- g Sessions

@ Open Files

[]---& Local Users and Groups

[+ d#] Performance Logs and Alerts

_.5..'.;; Device Manager

EI@ Skorage
[-{agf Removable Storage

k4 Disk Defragmenter

,‘i. Disk Management

[]--& Services and Applications

< KT | N
| | |

2.3. Quyén truy cap ntfs

Co6 hai loai hé thdng tap duoc dung cho partition va volume cuc bo 1a FAT (bao
gdm FAT16 va FAT32). FAT partition khong hd tro bao mat noi bo, con NTFS
partition thi nguoc lai ¢6 hd trg bao mat; co nghia la néu dia cting cta ban dinh dang
la FAT thi moi ngudi déu c6 thé thao tac trén céc file chtra trén dia cing nay, con
nguoc lai 1a dinh dang NTFS thi tly theo ngudi ding c6 quyén truy cap khong, néu
nguoi dung khéng c6 quyén thi khong thé nao truy cap dugc dir lidu trén dia. Hé
théng Windows Server 2003 dung cac ACL (Access Control List) dé quan Iy cac
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quyén truy cép cua dbi twong cuc bd va cac ddi tuong trén Active Directory. Mot
ACL c6 thé chira nhiéu ACE (Access Control Entry) dai dién cho mét nguoi ding
hay mot nhém nguoi.

D:ADATA
NTFS SHARE
ACL ACE ACL ACE
Everyone Read Everyone Change
Sales Madify Sales Fead
Managers Full Control Managers Change
2.3.1. C4c quyén truy cap cia NTFS

Tén quyén Chikc ning

Duyét cac thu muc va thi hanh céc tap tin chuong

Traverse Folder/Execute File .
trinh trong thu muc

Liét ké ndi dung cua thu muc va doc dir liéu cua

List Folder/Read Data L.
cac tap tin trong thu muc

Read Attributes Poc cac thudc tinh cua céc tap tin va thu muc

Poc céac thudc tinh mé rong cua cac tap tin va thu
muc

Read Extended Attributes

Create File/Write Data Tao céac tap tin mai va ghi dir liéu Ién céc tap tin nay

Tao thu muc mai va chén thém dir liéu vao cac tap
tin
Write Attributes Thay d6i thudc tinh ctia cac tap tin va thu muc

Create Folder/Append Data

Thay d6i thudc tinh mo rong cia cac tap tin va thu
muc

Write Extendd Attributes

Delete Subfolders and Files Xo0a thu muc con va cac tap tin

Delete Xba cac tap tin

Read Permissions Poc cac quyén trén cac tap tin va thu muc
Change Permissions Thay d6i quyén trén cac tap tin va thu muc
Take Ownership Tudc quyén sé hitu clia Cac tap tin va thu muc
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2.3.2. Cac mirc quyén truy cap dwec ding trong NTFS

Tén quyén

Full
Control

Modify

Read&
Execute

List
Folder
Contents

Read

Write

Traverse Folder
[Execute File

X

X

X

X

List Folder /Read
Data

Read Attributes

Read Extended
Attributes

Create File /Write
Data

Create Folder
/Append Data

Write Attributes

Write Extended
Attributes

Delete Subfolders and
Files

Delete

Read Permissions

Change Permissions

Take Ownership

X| X[ X[ X[ X

2.3.3. Gan quyén truy cap NTFS trén thu muc dung chung

Ban mudn gan quyén NTFS, thong qua Windows Explorer ban nhap phai chudt

vao tap tin hay thu muc can ciu hinh quyén truy cap roi chon Properties. Hop thoai
Properties xuat hién. Néu 6 dia cua ban dinh dang 14 FAT thi hop thoai chi ¢6 hai
Tab la General va Sharing. Nhung néu dia c6 dinh dang 1a NTFS thi trong hop thoai
s& 6 thém mot Tab la Security. Tab nay cho phép ta c6 thé quy dinh quyén truy cap
cho timg nguoi dung hoac mot nhém nguoi ding 18n cac tap tin va thu muc. Ban nhap
chudt vao Tab Security dé cap quyén cho cac ngudi dung.
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Generall Sharing ~ Security | Eustomizel

Group or uger names:

’ Administrat

€3 5vSTEM
ﬂE Uszers [DC2\Users)

Add... | Bemaove |
Permizzions for Administrators Allaw Deny
Full Contral
b odify

Fiead & Execute
List Folder Contents
Fead

Wirite j

For special permizzions or for advanced settings, Advanced |
click Advanced. —
1] I Cancel | Spply |

Muén cip quyén truy cap cho mot nguoi ding, ban nhiap chudt vao nat Add, hop
thoai chon lya ngudi dung va nhdm xuat hién, ban chon ngudi ding va nhém can
cip quyén, nhap chudt vao nit Add dé thém vao danh sach, sau d6 nhap chudt vao
nit OK dé tro lai hop thoai chinh.

BEEEEA
OoOoOooOon

Select Users or Groups e |

Select this object type:

IUsers, Groups, or Built-in zecurity principals Object Types...

From thig location:
IDEE Locations. ..

Enter the object names to select [examples):
DC2thanh; DC2nhon| Check Mames

i

Advanced... | k. | Cancel |

7

Hop thoai chinh s& xuat hién cac nguoi ding va nhém ma ban méi thém vao, sau
d6 chon ngudi dung va nhém dé cip quyén. Trong hop thoai di hién sin danh sach
quyén, ban muén cho ngudi ding d6 c6 quyén gi thi ban danh dau vao phan Allow,
con nguoc lai mudén cdm quyén d6 thi danh dau vao muc Deny.
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Data Properties 2=l
Generall Sharing  Security | Custnmizel

Group or user names:

m Adrministrators [DC2Wdministratars]
€} nhon [DC2nhan)

€7 SvSTEM

€3 thanh [DC2\hanh

Permizzions for thanh

Full Contral

b odify

Read & Execute
List Folder Contents
Read

Write j

For special permiszions or for advanced settings, Advanced |
click Advanced. —

0k | Cancel | Apply |

OEEOO
Oooooon

2.3.4. Ké thira va thay thé quyén ciaa doi twong con.

Trong hop thoai chinh trén, chdng ta cé thé nhap chudt vao nat Advanced dé ciu
hinh chi tiét hon cho cac quyén truy cap cia ngudi ding. Khi nhip chudt vao ndt
Advanced, hop thoai Advanced Security Settings xuat hién, trong hop thoai, néu
ban danh diu vao muc Allow inheritable permissions from parent to propagate to
this object and child objects thi thu muc hién tai dugc thira huong danh sach
quyén truy cép tir thu muc cha, ban mudn x6a nhitng quyén thira huong tir thu muc
cha ban phai bo danh dau ndy. Néu danh sach quyén truy cap cua thu muc cha thay
dbdi thi danh sach quyén truy cap cua thu muc hién tai ciing thay doi theo. Ngoai ra néu
ban danh ddu vao muc Replace permission entries on all child objects with entries
shown here that apply to child objects thi danh sach quyén truy cap cua thu muc
hién tai s& dugc &p dung xudng c4c tap tin va thu muc con cd nghia la céc tap tin va
thu muc con s& dugc thay thé quyén truy cip gidng nhu cac quyén dang hién thi
trong hop thoai.
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Advanced Security Settings for Data 2xl

Permigsions |Auditing| Dwnerl Effective Permissionsl

To wiew more information about special permissions, select a permizsion entry, and then click Edit

Permizsion entries:

Type | MHame | Permission I Inherited From I Apply To |

Aillow Adminigtrators [DC2...  Full Contral <not inherited: Thiz folder, subfolders. ..

Al nhan [DC24%hon) Fead & Execute <nat inheriteds Thiz folder, subfolders. ..

Ao SYSTEM Full Cantral <hok inherited: This falder, subfalders. ..

Al thanh [DC2\thanh) Fead & Execute <nat inheriteds Thiz folder, subfolders. ..
Add... Edit... Bemaove

u Bllan inkentable permizzions from the parent to propagate ta thiz object and all child objects. Includs
ithese with enties explicily defined here,

¥ Replace permizsion entries an all child objects with entriez shown here that apply to child chjects

Learn maore about access control.

QK I Cancel | Apply |

Trong hop thoai nay, Windows Server 2003 ciing cho phép ching ta kiém tra va
cau hinh lai chi tiét cAc quyén cua ngudi dung va nhom, dé thuc hién, ban chon

nhém hay nguoi ding can thao tac, sau d6 nhap chudt vao nat Edit.
2l

wm|

[LETTE thanh (DC24thanh)

Apply onto: IThis falder, subfalders and files j

Permizzions: Al

Full Caontral

Traverse Folder # Execute File
List Folder / Read Data

Read Attributes

Fiead Extended Attributes
Create Files / \Wiite Diata
Create Folders / Append Data
Wiite Attributes

Wiite Extended Abtributes
Delete Subfolders and Files
Delete

]DDDDDDDDDDDDg

IRO000000REERDO

Read Pemissions

e e Pl i

ul Apply these permissions to objects and/or Clear Al |

containers within this container anly

[ ok | cance |
2.3.5. Thay doi quyén khi di chuyén thw muc va tap tin.

Khi ching ta sao chép (copy) mét tap tin hay thu muc sang mét vi tri méi thi quyén
truy cap trén tap tin hay thu muc nay sé thay doi theo quyén trén thu muc cha chira
chdng, nhung nguoc lai néu ching ta di chuyén (move) mot tap tin hay thu muc sang
bat Ki vi tri ndo thi cac quyén trén chdng van duoc giit nguyén.

2.3.6. Gidm sat ngwai dung truy cap the muc

-

Ban mudn gidm sat va ghi nhan lai cac nguoi dung thao tac trén thu muc hién tai,
trong hop thoai Advanced Security Settings, chon Tab Auditing, nhip chudt vao
nat Add dé chon ngudi dung can gidm sét, sau d6 ban mudn giam st viéc truy xuat
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thanh cdng thi danh d4u vao muc Successful, nguoc lai giam sat viéc truy xuit khdng
thanh céng thi danh ddu vao muc Failed.
2

Object |

Hame: Inhon [DC2%nhon) LChange... |

Apply onto: IThis falder, zubfalders and files ;I

Accegs: Succesaful Failed

-

Full Cantral

oo

Traverse Folder / Execute File
Lizt Folder / Read D ata

Read Attributes

Read Estended Attributes
Create Filez / 'wihite Data
Create Folders # sppend Data
wirite Attributes

Wwiite Extended Attributes
Delete Subfolders and Files
Delete

000000000

lOO00O00EEOOO0

108

Read Permizsions

[ PP o DUPURE P R

=l
r Apply these auditing entries to objects Clear All |

and/or containers within this container only

QK I Cancel |

2.3.7. Thay d6i nguoi sé hiru the muc

Ban mudn xem tai khoan ngudi va nhdm ngudi ding so hita thu muc hién tai, trong
hop thoai Advanced Security Settings, chon Tab Owner. Pong thoi ban ciing ¢6 thé
thay doi nguodi va nhém ngudi so hitu thu muc nay bang cach nhap chudt vao nat
Other Users or Groups.

Permissionsl anditing  Swner I Effective Permissionsl

‘Y'ou can take or assign ownership of this object if you have the required permissions or privileges.

LCurrent awner of this item:
|Administlatols [METCLASS WAadministrators)

Change owner to;

Mame
ﬂ Adrainiztrator [ME TCLASS WAdministratar)
!ﬁ Administrators [ME TCLASS A dministrators)

Other Users or Groups. ..

[~ Beplace owner on subcontainers and objects

Learn more about ownership,

ak I Cancel | Apply |

2.4. DFS

DFS (Distributed File System) 1a hé théng t6 chiic sap xép cac thu muc, tap tin
dung chung trén mang ma Server quan ly, & d6 ban cé thé tap hop céc thu muc dung
chung nam trén nhiéu Server khac nhau trén mang véi mot tén chia sé duy nhat.
Nho hé théng ndy ma ngudi dung dé dang tim kiém mét tai nguyén dung chung nao
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d6 trén mang... DFS c6 hai loai root: domain root la hé théng root gin két vao
Active Directory dugc chira trén tit ca Domain Controller, Stand-alone root chi
chira thdng tin ngay tai may duoc ciu hinh. Chi y DFS khéng phai 1a mot File
Server ma n6 1a chi 1a mot “bang muc luc” chi dén céc thu muc da duoc tao va chia
sé san trén cac Server. Dé trién khai mot hé thong DFS trudc tién ban phai hiéu cac
khai niém sau:
- Gbc DFS (DFS root) la mét thu muc chia sé¢ dai dién cho chung cho céc thu
muc chia sé khac trén cac Server.
- Lién két DFS (DFS link) 1a mét thu muc nam trong DFS root, n6 anh xa dén
mot tai nguyén chia sé cac Server khac.
2.4.1. So sanh hai loai DFS
Stand-alone DFS Fault-tolerant DFs
- La hé théng DFS trén mot may | - La hé théng DFS dya trén nén Active
Server Stand-alone, khong c6 kha | Directory nén co chinh dung 16i cao.
ning dung 16i. - Hé théng DFS sé& ty dong dong bo
- Nguoi dung truy xuat hé thong | gitra cac Domain Controller va nguoi
DFS théng qua duong dan | dung c6 thé truy xuat dén DFS thong
\\servername\dfsname. qua duongdan
\\domainname\dfsname.

2.4.2. Cai dat Fault-tolerant DFS

Dé tao mot hé théng Fault-tolerant DFS ban 1am theo c4c bude sau:

Ban nhap chudt vao Start [J Programs [J Administrative Tools [J Distributed File
System. Hop thoai Welcome xuét hién, ban nhian Next dé tiép tuc. Hop thoai Root
Type xuat hién, ban chon muc Domain Root, nhan Next dé tiép tuc.

New Root Wizard x|

Root Type —
iou can create a domain or & stand-alone ook,

Unlike stahd-alone roots, domain roots support automatic replication and use Active
Directory to store the DOFS configuration.

Select the type of root you want to create:

" Stand-alone root

< Back I Mext > I Cancel I

Hé thdng yéu cau ban chon tén mién (domain name) két hop véi hé thong DFS can
tao.
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New Root Wizard

Host Domain
A domain can host multiple DFS roots,

x|

=

Type the domain ta host the root, or select it fram the list of trusting domains.

Domain name:

Trusting domains:

netclazs.edu.vh

< Back I Mext > I

Cancel |

Tiép theo ban khai b&o tén cia Domain Controller chua root DFS can tao.

New Root Wizard

Host Server
Enter the name of the host server for this roat,

x|

Q

Server name:

server2.netclass. edu vn

< Back | Mest » |

Cancel |

Pén day ban khai b4o tén chia s¢ gbc (Root Name) cua hé théng DFS, day chinh
la tén chia sé dai dién cho céc tai nguyén khac trén mang. Ban nhap day du cac théng

tin chon Next dé tiép tuc.

New Root Wizard

Root Hame
Y'ou must provide a unique name for each DFS root.

|

Q

Tupe a unique name for this root.

Fioot name:

ITaiNguyen

Preview of UMC path to the root:

I\'\netclass. edu.vrkT ail guypen

LComments:

ITap hop cac tai nguyen duoc chia ze tren mang

Share to be uzed:

ITaiNguyen

< Back I Mext = I

Cancel |

Trong hop thoai xuét hién, ban khai bao tén thu muc chia sé gbc cua hé thong DFS.
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New Root Wizard

Root Share

The specified share does not exist. Create a new share at the following location. @J

Folder ta share:

C:4Dulieu

¢ Back |

Mext » | Cancel |

Sau khi cau hinh hé théng DFS hoan tat, tiép theo ban tao cac lién két dén cac tai
nguyén dung chung trén cac Server khac trong mang.

File Action Wew Help

=Tk

¢ a0 FRE 2 &%

.% Distributed File Swstem

= % ThuMucl

Target |

DFS Referral |Status |

E% ‘\netclass.edu. vl TaiMguyen

Q'l,'l,serverZ'l,TZ

Enabled

Pé sir dung hé thong DFS ndy, tai may tram ban anh xa (map) thu muc chia sé
gbc thanh mot 6 dia mang. Trong 6 dia mang nay ban c6 thé nhin thiy tit ca cac thu
muc chia sé trén cac Server khéac nhau trén hé thong mang.

Map Network Drive

=
e |

Windows can help you connect to a shared network folder
and assign a drive letter to the connection so that vou can
access the folder using My Computer.

Specify the drive letter For the connection and the Folder

that wou want ko connect to:

Drive:

Falder:

x|

IH:

=

I Yinetclass, bdu.vniksinguy j Browse, .. |

Example: Yiserverishar
¥ Reconnect at logon

Connect using a different user name.
Sign up For online storage or connect ko &

netwaork seryver,

]

= Back I Finish I Cancel |

Tuong tu nhu Fault-tolerant DFS, ban c6 thé tao ra mot Stand-alone DFS trén mot
may Server Stand-alone, tat nhién Ia hé thong d¢6 khong c6 kha niang dung 16i c6
nghia 1a khi Server chira DFS Root hong thi cAc may tram s& khong tim thay cac tai
nguyén chia sé trén cac Server khac. Nhung hé théng Stand-alone DFS duoc st dung

rong rai vi né don gian, tién dung.
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Bai tap thwe hanh cia hgc vién
1. Tao thu muc c6 tén Personal trén 6 dia bat ky.
2. Chia sé va phan quyén truy cap thu myc nay.

Huéng din tra 1oi:
1. Tao thu muc cé tén Personal trén 6 dia bat ky.

M 6 dia can tao folder dé share, & day t61 chon la 6 C, cac ban c6 thé tuy chon mot b
dia khac bét ky, right click chon new, chon folder, va dat tén cho folder nay 1a personal

\_2)Documents and Settings File Folder 11/09/2007 2:59 PM
\__)Program Files File Folder 11/09/2007 1:40PM R
) WINDOWS File Folder 03/09/2007 11:00 AM
\_Jwmpub File Folder 11/09/2007 1:43 PM

13 hinh 28.bmp 723KB Bitmap Image 01/01/2002 12:20 &AM A

C j personall | File Folder 18/09/2007 10:17 AM

2. Chia sé va phan quyén truy cip thu muc nay.
Ta s& cau hinh mot sé thudc tinh cua folder nay, right click vao folder nay, chon
properties, hop thoai personal properties xuat hién:

personal Properties T 21 x|

General | Sharingl Secufityl Customizel

/I Ipersonal

Type: File Folder
Location: C:h
Size: 0 bytes

Size on disk: 0 bytes

Contains: 0 Files, O Folders
Created: Today, September 18, 2007, 10:17:08 Ak
Attributes: Advanced...

" Hidden

‘ ‘

Click vao tab Securiy dé ciu hinh NTFS permission trén folder nay. Trén tab Security,
click nut Advanced
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personal Properties i 21 x|

General | Sharing  Security I Customize |
Group or user names:

s (H

WHNER

€3 SYSTEM
€7 Users (HOCMANG Users)

Add... I Bemave |

Permissions for Administrators Allow Deny
Full Control 0O L=
Modify O
Read & Execute O
List Folder Contents O
Read O
Write O =
Caasisl Dacsissinnbs. [ | m :.l

For special permissions or for advanced settings.  advanced |
click Advanced. —

Trong hop thoai Advanced Security Setting for personal, ban ngat quyén thira huéng
bang cach loai bo ddu check ra khoi muc Allow inheritable permissons from the
parent to propagate to this object and all child object. Include these with entries
explicity defined here.

Advanced Security Settings for personal B 21 x1

Permissions |Audiling| Owner | Effective Permissions |

To view more information about special permissions, select a permission entry, and then click Edit.

Permission entries:

Type | Name | Permission | Inherited From l Apply To |
Allow Administrators [HOCM...  Full Control <not inherited> This folder only
Allows Administrators [HOCM...  Full Control C:h This folder, subfolders...
Allow SYSTEM Full Control C:A This folder, subfolders...
Allow CREATOR DOWNER Full Control C:A Subfolders and files only
Allow Users [HOCMANGYU... Read & Execute C:A This folder, subfolders...
Allows Users [HOCMANGYU... Special C:h This folder and subfol...
Add... Edit... Remove

3 #llow inhentable permissions from the parent to propagate to this object and all child objects. Include:

[ Replace pemission entries on all child objects with entries shown here that apply to child objects

Learn more about access control.

| I | = . PR 1
Trén hop thoai Security, click nit Remove dé loai bo tat ca cac quyén thira hudng
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Advanced Security Settings for personal B

x

Selecting this option means that the parent permission entries that apply to
92 ) child objects will na longer be applied ta this object.
-

-To copy the permission entries that were previously applied from the
parent to this object, click Copy.

-To remove the permission entries that were previously applied from the
parent and keep only those permissions explicitly defined here, click
Remove.

-Ta cancel this action, click Cancel.

Bemov{e | Cancel |

Xong nhan apply, nhan OK dé quay vé hoi hop thoai personal properties
. oS op JEC ] |

General | Sharing Security I Customize |

Group or user names:
m Administrators [HOCMANGMAdministrators)

Add... | Bemove%

Permissions for Administrators Allow Deny

Full Control i
Modify

Read & Execute
List Folder Contents
Read

Write

Crmamisl Darmmiaaimna 4

1000000

For special permissions or for advanced settings,
click Advanced.

oK l Cancel | Spply I
Trong hop nay cac ban nhan add, sé xuat hién hop thoai Select user, computer, or
groups



Select Users, Computers, or Groups :

Select this object type:

|Users, Groups, or Built-in security principals

From this location:

Ihocmang. com

Enter the object names to select | @amglesl:

Advanced... I | DK I

_Qbiect Types. |
_ Locations._ |

Locations...

Dbject Types...

Cancel I

7

Nhap vao hop text Enter the object names to select (examples): group Domain
Admins rdi click vao nit check names. Group Domain Admins s& dugc gach dudi, click

ok

Select Users, Computers, or Groups 2

Select this object type:

IUsers, Groups, or Built-in security principals

From this location:

|hocmang.com

Enter the object names to select [examples):

Dbject Types...

Domain Adrmins]

Advanced... | h OK I

21
_Dbiect Types.. |
Locations... |
[ Check Newes |

Check Names

Cancel |

Z

Trong hop thoai Personal Properties, cap quyén Full Control cho group Domain

Admins ban méi thém vao. Click apply
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General | Shaiing Security ICustomizeI

Group or user names:

[ €8 Administrators (HOCMANG\Administrators)
’ Domain Admins (H

DCMANGAD omain Admins)

Add... | Remove |

Permissions for Domain Admins Allow Deny

Full Control

Modify

Read & Execute
List Folder Contents
Read

i

For special permissions or for advanced settings, Advanced |
click Advanced. —

[ ok | cance | &pply,\_J
La

Sau d6 di chuyén qua tab sharing, trén tab sharing, danh dau chon vao muc share this
folder dé share folder nay. Click vao nut Permission dé an quyén share cho folder

INEEEEE
ijoooooo

General Sharing ISecurityI Customize |

I [ — You can share this folder with other users on your
network. To enable sharing for this folder, click Share this
folder.

" Do not share this folder
—{% Share this folder

Share name: Ipersonal

Comment: l

User limit: +" Maximum allowed

" Allow this number of users:

To set permissions for users who access this
folder over the network, click Permissions.

To configure settings for offline access, click Caching |
Cachina.

Windows Firewall will be configured to allow this folder to be
shared with other computers on the network.

View vour Windows Firewall settings

oK Cancel Apply
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Trong hop thoai permission for personal, danh diu chon vao muc Full Control trong
cot Allow dé cap quyén full control cho everyone group. Click apply rdi click ok.

Permissions for personal 1 ?| XI

Share Permissions I
Group or user hames:
@ Everyone
Add... l Remove |

Permissions for Everyone Allow Deny

Full Control a

Change a

FRead O

oK I Cancel |

Click apply va rdi click ok dé dong hop thoai Personal Properties
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Bai 7: DICH VU DHCP VA WINS

Giéi thi¢u

Theo dinh nghia ctia Microsoft thi "Dynamic Host Configuration Protocol (DHCP) la
mét chudn \P duoc thiét ké dé giam tinh phitc tap cho cac cau hinh dia chi \P quan tri".
Mot server DHCP ¢6 thé dugc cai dat v6i cac thong sb thiét 1ap phu hop theo mang cung
cap. Cac thong sb thiét 1ap d6 13 mot tp hop cac tham sb nhu gateway, DNS, subnet
mask va mot loat dia chi IP. Khi d dung DHCP trén mang, quan trj vién khong can phai
cAu hinh céc thiét 14p riéng biét cho ting client. DHCP s& ty dong phan phdi chiing.

WINS (14 tir viét tit cia Windows Internet Name Service) 1a dich vu phan giai tén, c6
chtrc nang la phan gidi tén may tinh thanh dia chi IP cho phép cac may tinh trén mang tim
thiy nhau va truyén tai théng tin... dugc trién khai trong Internal Network Domain, no s&
phuc vu cac Computer trong Network giai quyét dé tim NetBIOS names 1in nhau..
1. Muc tiéu:
- Mo ta dugc su hoat dong cua dich vu DHCP va WINS;
- Cai dat va cau hinh dugc dich vy DHCP va WINS,
- Thuc hién cac thao tac an toan voi may tinh.
2. N§i dung chinh:
2.1 Dich vu DHCP
Muc tiéu:

- Trinh bay duoc khai niéem DHCP.

- Cai dat dwoc dich vu DHCP.

- Cdu hinh duoc may phuc vu DHCP.
2.1.1. DHCP (Dynamic Host Configutation Protocol)la gi, tai sao phai dung
DHCP?

Mot may tinh hay thiét bi khac phai dugc cu hinh theo mot tham sé trudc khi 6
thé hoat dong trén mot mang. Ta phai cAu hinh cac tham sb nhu tén linh vuc va dia chi IP
cua hé khach, dia chi IP cua hé phuc vu DNS dé phan giai tén cua hé chu va mat na con.
Khong c6 cac tham sb cdu hinh nay, mot mdy tinh hay thiét bi khac khong thé tuong tac
v6i cac thiét bi khac trén mang. Ngay nay hau hét cic mang TCP/IP déu sir dung DHCP
dé tu dong cép cac dia chi IP va cac tham sb cho hé khach. Khi di cai dat DHCP, ban sé&
dua vao may phuc vu DHCP dé cung cép thong tin co ban can thiét cho hoat dong ndi
mang TCP/IP: dia chi IP, mat na mang con, by dinh tuyén mat dinh, may phuc vu DNS
chinh va phu, may phuc vu WINS chinh va phu, tén ving DNS.

DHCP duoc thiét ké nham don gian hoa cac tic vu quan tri ciia ving AD. DHCP
dugc dung dé gan thong tin cau hinh. cho may khach mang, nhu vay khong nhiing tiét
kiém duoc thoi gian trong giai doan 14p cdu hinh. hé théng ma con cung cip co ché tap
trung cap nhat cau hinh.. DHCP cho phép chi phéi hoat dong gan dia chi IP tai diém tap
trung.

2.1.2. Cac buédrce cai dat DHCP
a. Vao Start>Settings>Control Panel ban nhdn chudt vao Add/Remove
Programs
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b. Trong hop thoai Add/Remove Programs ban nhin chudt vao Add/Remove
Windows Components.
c. Trong hop thoai ta di chuyén con tré téi Networking Services va sau dé ban
nhén chudt vao nut Details. ...
d.  Ban nhan chuét vao 6 Dynamis Host Configutation Protocol (DHCP) r6i Ok
cudi cung 14 ban chon Next 2 1an.
e.  Bay gio ban da cai dat xong dich vu DHCP.

2.1.3. Céau hinh dich vu DHCP

a. Vao Start->Settings> Programs->Administrative Tools>DHCP. Hop thoai
xuit hién ban nhin chudt vao Action, ban chon New Scope.... Hop thoai New
Scope Wizard xuét hién, ban nhan Next.

b. Hop thoai xuét hién ban nhap tén may vao muc Name va nhéan Next.

c. Hop thoai xuét hién ban nhap dia chi sb IP cip phat tr dong cho cic may tram vao
c4c 0 sau: Start Address (dia chi IP dau tién), End Address (dia chi IP cubi ciing)
va Subnet Mask cho khoang IP twong tng. Nhan Next dé tiép qua trinh cau hinh.

dich vu nay
New Scope Wizard x|
IP Address Bange ——
You define the scope address range by identifying a zet of consecutive 1P
addresses.

Enter the range of addreszes that the scope distibutes.

Start IP address: I 192 168, 1 . 1

EndIP address: | 132 168. 1 . 100

A zubnet mask defines how many bits of an IP address to use for the network/subnet
D= and how mary bits to use far the host [0, Y'ou can specify the subnet mazk by
length or az an IP address.

Lenath: 24 =

Subriet mask: | 255 .255.255. 0

£ Back I Mewt » I Cancel |

Hinh 7.1 Trang IP Address Range, nhap pham vi cac dia chi IP s& cung cip
d. Hop thoai xuét hién ban nhap dia chi s6 IP cép phat cho nhitng may ma ban dinh
nhap tinh loai ra trong s6 IP dong nhu sau: Start Address (dia chi IP d4u tién), End
Address (dia chi IP cubi cung) roi nhan Add va ban ciing c6 thé timg dia chi vao
muc Start Address sau d6 nhan Add néu ban da nhap xong thi nhan Next.
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Mew Scope Wizard |

Add Exclusions e
Excluzsions are addrezzes or a range of addresses that are naot distributed by the

server

Type the IP addrezz range that you want to exclude. If pou want ta exclude a single
addresz, type an address in Start IP addresz only.

Start IP address: End IP addre=s:
192 168, 1 .1 192 168, 1 . 10

Eucluded address range:

Add
Hemowe |

< Back I MNewt = I Cancel I

Hinh 7.2 Pham vi cac IP dac biét khong duoc phan phéi
e. Hop thoai xudt hién ban nhap chi ra thoi gian ma dia chi IP dong st dung, Iuc dau
may quy dinh cho ban la 8 ngay, ban co thé sua dbi vao cdc muc sau: Days (sé
ngay), Hours (gi®) va Minutes (phut). Néu ban muén khong gi6i han thi chon tat
ca 14 0. Chon roi nhan Next.

Mew Scope Wizard x|
Lease Duration e
The leaze duration specifizs how long a client can use an IP address from thiz
ICOpE,

Leaze duratiohs should typically be equal to the average time the computer is
connected to the game phezical network. For mobile networks that consigt mainly of
portable computers or dial-up clients, shaorter leaze durationz can be useful.
Likewize, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leazes when distributed by this server.

Lirnited to:

Days: Hours: Minutes:
=1 =1 =1

=4 =l o [l u [l

< Back I Hest = I Cancel I

Hinh 7.3 Thoi han may khach c6 thé sir dung dia chi IP

f. Hop thoai xudt hién hoi ban 12 mudn chi ra cac dich vu khac cho cac may tram
nhu: DNS, WINS, ...néu ban mudn thi chon Yes roi nhan Next dé tiép tuc ciu
hinh., nguoc lai thi chon No.

g. Hop thoai xuat hién ban nhap chi vao IP Address ciia Router (Default Gateway)
roi nhan Add, Next.

h. Hop thoai xuét hién ban nhép t€n Domain va Server cia DNS vao hai muc Parent
Domain va Server name, dia chi IP cia may DNS vao IP Address, nhdn Add,
Next.
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New Scope Wizard x|

Domain Name and DHS Servers S
The Damain Mame System [DMNS) maps: and translates domain names used by

clients oh paur nebwork.

You can specify the parent domain you want the client computers on yaur netwaork. to use far
DMS name resolution.

Parent domain: ||
Ta configure scope clients to uze DS servers on your network, enter the [P addresses for those:
TEIVErS.

Server name: P address:

fidd

|
Fesalve | | Hemove

[rown

[

< Back I Mext > I Cancel |

Hinh 7.4 Nhap Domain va Server name
I. Hop thoai xuét hién dé ban nhép tén server cua WINS vao Server name, dia chi IP
vao IP Address, nhan Add, Next.

New Scope Wizard

x|
WINS Servers T
Computers running *indows can use WINS servers to convert NetBIOS computer

names to |IP addrezses.

E ntering server IP addreszes here enables "Windows clients to quen NS befare they uze
broadcaszts to regizter and resolve MetBIOS names.

Server name: IP addrezs:
[T fdld

Fesalve | Bemowve

Dawn

[

To change this behawvior for Windows DHCP clients modify option 046, WIRNSHET Hode
Type, in Scope Dptionsz.

< Back I Mest > I Cancel |

Hinh 7.5 Tén may phuc vu (Server name) c6 cai dich vu WINS
j. Trong hop thoai New Scope Wizard mudn khoi dong DHCP ngay hiy chon Yes,
nhan Next va Finish..
2.1.4. Kiém tra dich vu DHCP trén Server
Pé kiém tra dich vu DHCP céu hinh c6 bi 15i khéng ban mé ctra s6 DHCP 1én
néu ban thay biéu tuong c6 mau xanh 1a ban da cdu hinh dung.
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8 pHCP =10l x|
Jﬂctiun Yig |J<}=-P|||@|J%IE |

Tree I Address Pool
DHCP Skark IP Address | End 1P Address | c
El---@ tankhoa.tam.com [192.168.1.58] | E192.168.1.1 192.168,1.20 I
EI@ Scope [192.168.1.0] khoa 1192.168.1.1 192.165.1.100 h

{3 Address Leases
-[E Reservations

----- @ Scope Options
----- L5 Server Options

Hinh 7.6 Address Pool c6 mau xanh la cay khi dat dich vu DHCP dung

2.1.5. Céu hinh IP ddng cho may Client

Muc tiéu: ban d ciu hinh xong dich vu DHCP, phan nay s& huéng dan ban cu hinh.

tat ca may client dé nhan IP Address va ding ky v6i DHCP server.

1.5.1. Cdch ciu hinh dia chi djng trong civa s6 Local Area Connection Properties

+ Budc 1: Dang nhap vao mdt may cai Win2kPro

+ Budc 2: Trong ctra s6 Control Panel, chon Network and Dial-Up Connection.

+ Budc 3: Nhip phai chudt vao muc Local Area Connection, chon Properties.

+ Budc 4: Trong hop thoai Internet Protocol (TCP/IP) Properties, chon Obtain an IP

Address automatically.

1.5.2. Cdch kiém tra dia chi IP dwgc cip phdt cho mdy tinh

Thuc hién kiém tra dja chi dong dugc cap phat nhu sau:

+ Budce 1: Vao Start-> Run, nhap cmd rdi Enter, ctra s6 DOS xuét hién.

+ Budc 2: Go ipconfig /all | more.

Gd 1énh ping dia chi IP ciia mot méy bat ky dé kiém tra thong mang.
2.2. Dich vu WINS
Muc tiéu:

- Trinh bay dwoc khai niém dich vu WINS.

- Cai dat dwoc dich vu WINS.

- Cdu hinh duwoc may phuc vu WINS.
2.2.1. Gi6i thiéu dich vu WINS

Microsoft Windows Internet Nameing Sevice (WINS) la dich vu phan gidi tén, co
chirc ndng phan giai tén may tinh thanh dia chi IP cho phép cac may tinh trén mang tim
thiy nhau va truyén tai thong tin. WINS hoat dong tot nhat trong méi truong may khach
/méy phuc vu (Client/Server), noi may khach WINS géi yéu cau phan giai tén may phuc
vu WINS, dén phién minh may phuc vu WINS sé& phén giai yéu cau va hdi dap. May tinh
sir dung NetBIOS dé truyén tai yéu cau va hoi dap. May tinh sir dung NetBIOS cung cap
API cho phép may tinh trén mang giao tiép voi nhau. Khi cai dit giao thirc mang TCP/IP
trén may phuc vu hay may khach, NetBIOS over TCP/IP (NBT) ciing dong thdi duogc cai
dat NBT la dich vu thudc tﬁng Session, cho phép chuong trinh ing dung NetBIOS dya
vao WINS hay tip tin LMHOSTS cuc bo dé phén giai tén may tinh thanh dia chi IP. Trén
mang chay hé diéu hanh truéc Windows 2000, WINS 1a dich vu phan giai tén chu yéu. O
mang Windows 2000, vai tro nay thudc vé DNS, WINS c¢6 vai tro khac, d6 1a cho phép
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hé thong trudc Windows 2000 duyét danh sach tai nguyén trén mang va cho phép hé
théng Windows 2000 dinh vi tai nguyén NetBIOS. Trong Microsoft Windows 2000,
WINS khéng dugc ty dong cai dat khi ban cai hé diéu hanh. Mubn ding WINS ban phai
cai dat .
2.2.2. Cai dat WINS

Cac budc cai dat:

+ Budc 1: Nhip Stars->Setting->Control Panel

+ Budc 2: Nhip dup biéu tuong Add/Remove Programs.

+ Budc 3: Nhap Add/Remove Windows Components,nhip next.

+ Bu6 4: Trong phan Components Networking Services chon WINS.
2.2.3. Cau hinh may chii va may khach véi WINS

Dé kich hoat co ché phan giai tén WINS trén mang, ban phai 1ap cdu hinh. may phuc
vu va may khach WINS, nh¢ khai bao dia chi IP ctia cdc may phuc vu WINS trén mang
cho may khach biét. Dya vao dia chi IP ndy mday khach c6 thé giao tiép voi may phuc
WINS & bat ctr dau trén mang, cho di may phuc dang thuong tra trén mang con khac.
May khach WINS con giao tiép thong qua phuong phap broadcast, trong d6 may khach
phat rong thong diép dén nhitng may khéac trén doan mang cuc bd dang yéu cau cap dia
chi IP. Do thong diép duoc phat rong nén may phuc vu WINS coi nhu “ngdi choi xoi
nudc”. May khach nao khong cai WINS nhung c¢6 hd trg loai hinh phat rong thong diép
cling c6 thé van dung phuog phap nay phan giai tén may tinh thanh dia chi IP.

Khi may khach giao tiép v6i may phuc vu WINS, chung thiét 1ap phién giao tiép co ba
phién chu yéu:

+ Ping Ky tén: Subt tién trinh dang ky tén, may khach cung cép tén may tinh va
dia chi IP ctia n6 cho may phuc vu va yéu ciu may phuc vu dua thong tin ndy vao co s&
dir liéu WINS,

+ Gia han tén: Tén ding ky khong c6 hiéu lyc vinh vién. Thay vao do, may khach
chi dugc phép str dung tén trong mot giai doan cu thé, goi 1 thoi gian thué bao (lease).
May khéach con duoc quy dinh thdi gian bt budc phai gia han tén thué bao, goi la chu ky
gia han (renewal interval). May khach phai dang ky lai véi méy véi may phuc vu WINS
theo chu ky gia han di an dinh.

+ Giai phéng tén: Néu may khach khong thé gia han tén thué bao, tén ding ky s&
duoc giai phong, cho phép hé thdng khac trén cing mang c6 co hoi str dung tén may tinh
hay dia chi IP nay. Tén ciing duoc giai phong khi ban dong méay khach WINS bat ky.

+ Cac phuong phap phan giii tén

Khi may khach thiét 1ap phién giao tiép voi may phuc vu WINS, may khach co thé yéu
cau cung cip dich vu phan giai tén. Ap dung phuong phap nao dé phan giai tén may
tinh thanh dia chi IP con tuy thudc vao cdu hinh mang. Cé bon phuong phap phan giai
tén may tinh kha dung:

+ B-node: Phat rong thong diép nham phéan giai tén may tinh thanh dia chi IP.
Nhirng may tinh can phan giai tén s& phat rong thong diép dén timg mday chu trén mang
cuc bg, yéu cAu cép dia chi IP cho may tinh cu thé.

108



+ P-node: Dung may phuc vu WINS phan giai tén may tinh thanh dia chi IP. Nhu
d3 giai thich trude phién may khach gdm ba phan: ding ky tén, gia han tén, va giai phong
tén. Khi can phan giai tén may tinh thanh dia chi IP, may khach goi thong diép truy van
may phuc vu, dén phién minh, may phuc vu s& hdi dap cho may khach.

+ M-node (Modified Node): Két hop giita B-node va P-node, véi M-node, may
khach WINS trudc tién s& thir dung B-node phan giai tén. Néu that bai, may khach lai
dung dén P-node. Do B-node dugc sir dung truée, nén phwong phap nay ciing gip trd lai
o murc d¢ st dung dai thong mang, hét nhu B-node.

+ H-node (Hybrib Node): Ciing két hop B-node va P-node nhung ¢ ddy may
khach WINS s& thir ap dung P-node phan giai tén. Truong hop that bai, may khach s& cb
phat rong thong diép véi B-node. Vi P-node 1a phuong phap chinh nén H-node cung cép
hiéu suét thi hanh t6i wu trén hau hét mang. H-node ciing 14 phuong phap mic dinh cho
hoat dong phan giai tén WINS.
2.2.3.1 Cau hinh may phuc vu WINS

Khi cai dat may phuc vu WINS may phuc duoc lap cu hinh. véi cac xac 1ap mac
dinh, ban c6 thé thay ddi xac 1ap mic dinh:

1. Trong console WINS, nhép nut phai chudt vao may phuc vu can lam viéc,chon
properties mo hop thoai sau,
21

General I Intervals I Databaze Werificatian I Adwanced I

% WINS Server

W Automatically update statistics evenyd

Hours: Minutes:  Seconds:
= = =
ID =l o = u =l

[ratabaze backup
Default backup path:

I Browse. .. |

I Back up database during server shutdow

Hinh 7.7 Céu hinh may phuc vy WINS

2. Thay doi gia tri thudc tinh trén cac trang Genaral, Interval, Database
Verification, Advance(tim hiéu sau).

3. Nhap OK khi xong viéc.
2.2.3.2. Cau hinh may khach WINS

1. Trén desktop, nhip chudt phai vao My Network Place chon Properties, nhip phai
vao Local Connection chon Properties.

2. Nhép déi vai Internet Protocol(TCI/IP), Nhap vao Advance, chon WINS.

3. Chon tiép Add, nhap vao IP ciia WINS server, nhap Add..
2.2.3.4. B6 sung may chi WINS

Khi cai dat may phuc vu méi, may nay duoc lap cAu hinh. vé&i cac xac 1ap mac dinh.
Ban c6 thé xem va va thay ddi xéac 1ap méac dinh bét ctr lac nao thong qua console WINS.
Console WINS truy céap tir thu muc Adminitrative Tools (common), 1a noi ban quan 1y
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cac may phuc vu WINS trén mang. Cura s6 chinh cta console WINS; duoc chia thanh hai
khung. Khung bén trai liét ké may phuc vu WINS trong ving theo dia chi IP, ké ca may
tinh cuc bd, néu ddy ciing 1a may phuc vu WINS.

Funs =1BIx|
_' Action ﬂew||4—-b|@||@ ‘
Tree | | WINS
=TH WIS

. Server Status ﬁ Server Skatus
& B CAOTHANHTAM [192.166.1.4] | E] CAOTHANHTAM [192.168.1.4)

q | 2
| | |

Hinh 7.8 Cu hinh may phuc vu WINS
Néu mot may phuc vu WINS can 14p cdu hinh khong c6 tén trong console WINS, tién
hanh b6 sung vao console nhu sau:
+ Budc 1: Nhap nit phai chudt vao WINS bén khung trai,chon Add Server.
+ Budc 2: GO dia chi IP hay tén may tinh cia may phuc vu WINS dugc quan ly
+ Budc 3: Nhap OK Khung bén trai xuat hién thém muc nhap danh cho may phuc
vu WINS nay.
2.2.3.5. Khéi dong va ngirng WINS
Cong tac quan 1y may phuc vu WINS dugc thyc hién qua Windows Internet Naming
Service. Twong ty moi dich vu khéc, ban c6 thé khai dong, ngimg han hay tam ding tiép

tuc chay WINS trong thu muc Servers cia Computer Management hay tir dong 1énh.

Pé quan 1y may phuc vu WINS thong qua Computer Management nhap niit phai chudt
vao WINS, chon All Task, Start, Stop, Pause, Resume, Restart tuy tinh huéng. Ciing co
thé quan 1y WINS trong console WINS: Nhip nit phai chudt vao “may phuc vu” s& duoc
quan ly trong console WINS chon All Tasks, chon tiép Start, Stop, Pause, Resume,
Restart, tuy tinh hudng.
2.2.3.6. Xem thong ké trén may chi:

Chtrc nang thong ké may phuc vu cung cip thong tin tom tit cho WINS, thuén tién cho
viéc giam sat va su ly 16i & WINS, dé xem chi can nhép nut chudt vao may phuc vu
WINS trong console WINS, chon Display Server Statistics

+ Server Start Time: Thoi diém WINS khéi dong trén may phuc vu.

+ Database Initialized: Thoi diém co s dit liéu WINS duoge khéi tao.

+ Statistics Last Cleared: Thoi diém thong tin thong ké may phuc vu dugc xo04
1an cubi.

+ Last Piriodic Replication: Thoi diém co s¢ dir lieu WINS duoc sao chép lan
cudi, dya trén tan sb sao chép quy dinh trong hop thoai Pull Prarner Properties.
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+ Last Manual Replication: Thoi diém co s& dit liéu WINS duoc nha quan trj sao
chép 1an cudi.

+ Last Net Update Replication: Thoi diém co s6 dit liéu WINS duoc sao chép lan
cudi dua trén thong tin vé hoat dong day (push).

+ Last Address Change Replication: Thoi diém co sé dit liéu WINS duoc sao
chép lan cudi dya trén thong diép thay doi dia chi.

+ Total Queries: Toéng sd van tin (yéu cau ) may phuc vu nhan duogc ké tir 1an khoi
dong cudi cung. Records Found cho biét sé yéu cau duoc giai quyét thanh céng. Records
Not Found chi ra sé yéu cau that bai.

+ Total Release: Tong s6 thong diép nhan dugc,cho biét c6 mot chuong trinh tng
dung NetBIOS d3 giai phong tén ding ky ctia nd va ty dong lai. Records Found chi ra s6
l4n giai phong thanh céng. Records Not Found biéu thi s6 14n giai phong that bai.

+ Unique Registrations: Tong sb thong diép dang ky tén nhan dugc tir may khach
WINS (va d3 dugc duyét). Conflicts néu 16 sd truong hop tring tén gip phai d6i véi moi
tén mdy tinh. Renewals cho biét s6 lan gia han nhan duoc cho ting tén may tinh khong
trung lap.

+ Group Registrations: Tong s6 thong diép diang ky tén nhan duoc tir nhom.
Conflics chi ra s lan trang lap ddi véi tén nhom. Renewals cho biét s6 1an nhan dugc gia
han cho tén nhém.

+ Total Registrations: Tong s thong diép dang ky tén nhan duoc tir may khach.

+ Last Periodic Scavenging: Lan xo4 cudi cing xay ra dya trén tan s gia han an
dinh trong hop thoai WINS Sover Configuration.

+ Last Extintion Scavenging: Lan xoa cudi cung dya trén tin s6 xo04 trang quy
dinh trong hop thoai WINS Sever Configuration.

+ Last Verification Scavenging: Lan xo4 cudi cung xay ra dua trén tan sd kiém
tra dinh r6 trong hop thoai WINS Server Configuration.
2.2.3.7. Cap nhat thong tin thong ké WINS

Maic dinh, nhiing théng ké WINS duogc cap nhat ctir 10 phat/ lan. Néu mudn ban c6 thé
thay d6i tan s6 cap nhat hay ngimg han dic tinh tu dong cap nhat:

+ Trong console WINS, nhép nut phai chudt vao may phuc vu can 1am viéc, chon
properties.

+ Nhap thé(tab) Genaral.

+ An dinh tin s6 cdp nhat: chon Automatically Update Statistics Every, roi gb
gia tri biéu thi tan sb cap nhat.

+ Ngung tu dong cdp nhat: xoa chon Automatically Update Statistics Every.
Nhép OK
2.2.3.8. Quan ly hoat dong diang Ky, gia han va gidi phong tén

Tén may tinh duoc ding ky trong co s¢ dir lidu WINS theo khoang thoi gian cu thé,
goi 1a thoi gian thué bao. Bang cach quy dinh tin s6 gia han, xo4 trang va kiém tra, ban
s& kiém soat duoc nhiéu phuong dién cia thué bao tén.

+ Trong console WINS, nhép chudt phai chon may phuc vu can quan 1y, chon
properties.
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+ Chuyén sang trang Interval

+ Renewal Interval: Dinh r6 thoi gian ¢6 hi€u luc cua tén thué bao,qua d6 may
khach WINS bat budc phai gia han tén may tinh ctia minh. Thong thuong may khach s&
cd gia han khi 50% thoi han thué bao da troi qua, gia tri tbi thiéu la 40 phut. Gia tri mac
dinh 13 6 ngdy, c6 nghia may tinh s& c¢b gia han tén thué bao 7 ngay/lan. Tén mdy tinh nio
khong gia han s& bi danh dau va duoc giai phong (released).

+ Extinction Interval: Quy dinh thoi han tén mdy tinh c6 thé bi danh diu 1a bién
mat (extinct). Khi tén mdy tinh di duoc giai phong, bude ké tiép 1a danh dau n6 di bién
mat. Gia tri ndy phai 16n hon hay bang gia tri Renewal Interval, tirc 4 ngay.

+ Verification Interval: Pinh r6 thoi han sau d6 mot may phuc vu WINS phai
kiém tra nhitng tén cii ma n6 khong s& hiru. Néu tén khong con hoat dong, ching co thé
bi x04, gia trj tbi thiéu 1a 24 ngay. Thuong thi, tén may tinh dwoc ding ky ¢ may phuc vu
WINS khac s& c6 chu s& hitu khéc, vi thé chiing duoc xép vao hang muc nay.
2.2.3.9. Ghi nhén cac sy ki€én vao nhat ky sw Kkién ciia Windows

Su kién WINS tu dong dugc ghi nhan vao nhat ky sy kién hé thong. Mac du khong thé
vO hiéu hoa dic tinh nay, ban van duoc phép kich hoat tam thoi ché do ghi nhat ky chi
tiét, nham gitip sur 1y 161 WINS, cach lam nhu sau:

+ Trong Console WINS, nhép nat phai chudt vao may phuc vu can lam viéc, chon
Properties.

+ Mo trang Advanced, chon Log Detail Events To Thew Widows Event Logs,
2.2.3.10. Chon s6 hiéu phién ban cho co sé dir liéu WINS

S6 hiéu phién ban (version ID) danh cho co so dit licu WINS tu dong cép nhat khi
thuc hién thay d6i cho co s& dit liéu. Néu co s¢ dit licu WINS d6t nhién bi hong, budc
phai phuc hdi co s& dit liéu qua mang, ban s€ can truy cap may phuc vu WINS chinh,
dinh version ID ¢ gia tri cao hon gia tri twong rng trén moi ddi tac & xa, mudn xem va
thay d6i s6 hiéu phién ban hién hanh:

+ Trong Console WINS, nhip phai chudt vao Active Registrations, chon Find
Owner mo hdp thoai cung tén.

+ Trén trang Owners, cot Hightest 1D chi rd sb hiéu phién ban cao nhat dang ding
trén may phuc vu. Gia tri ndy duogc 4n dinh theo dang thtrc thap luc phan véi gia tri tdi da
la 23t

2]
Owners I Record Types I
Dizplay records for:
Al owners
= This owner:
O wner | M arne | Highest 1D |
192.168.1.4 CAOTHAMHTAM 1FE

Thiz process iz resource-intensive and might take a long time. |f pou want to
continue, click Find Mow.

’WI Cancel |
Hinh 7.9 C4u hinh may phuc vu WINS
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+ Luu y gid tri version cao nhat, nhip cancel .

+ Nhép phai chudt vao muc nhap danh cho may phuc vu WINS chinh ¢ khung trai,
chon Properties.

+ Trén trang Advance, gé gia tri méi vao truong Starting Version ID. Phai go gia
tri nay cho dung thap luc phan va nhap OK.
2.2.3.11. Lwru va phuc hoi ciu hinh WINS

Sau khi 14p cdu hinh WINS cn thiét hay luu thong tin cdu hinh dé sau nay c6 thé phuc

hdi no trén may phuc vu WINS. Mubn thé, gé netsh WINS dump>>winsconfig.dmp tai

d4u nhic lénh,
R 20|

Type the name of a program, Folder, document, or
Internet resource, and ‘Windows will open it For wou,

Dpen: | METSH WINS DUMP = =W INSCOMFIG, DMP j

2 Cancel | Browse, ., |

Hinh 7.10 Cau hinh may phuc vu WINS
O vi du nay, winsconfig.dmp 1a tén kich ban cu hinh s& tao. Tao xong kich ban, g
nesth exec winsconfig.dmp tai diu nhic 1énh néu can phuc héi cdu hinh.

R 2]

Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it for you,

Open: |NETSH EXEC WINSCONFIG,DMP| |

K Cancel | Browse, .., |

Hinh 7.11 Cau hinh may phuc vu WINS

2.2.3.12. Quan ly co s& dir liéu WINS

Ban phai tich cuc quan Iy WINS hau duy tri tinh hiéu qua cta hoat dong phén gii tén
trén mang. Nhitng muc tiép theo trinh bay cac tac vu quan 1y théng thudng.

- Khao sat két qua anh xa trong co s¢ dit liéu WINS

Khi thu myc Active Registrations dugc chon ¢ khung bén trai, khung bén phai cta
console WINS s& liét ké nhitng mau tin ban di chon xem. Mdi muc nhép biéu thi mot
mau tin trong co s& dit lidu WINS. Bén trai muc nhap xuat hién mét trong hai biéu
tuong. Biéu twong nhiéu mAay tinh néu rd két qua anh xa 1a tén nhém, vung, nhom
Internet. Anh xa con cho biét thém nhitng thong tin sau day:
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+ Record Name: Tén NetBIOS hoan chinh cua may tinh, nhém, hay dich vu dang
ky trong co s¢ dir li¢u .

+ Type: Loai mau tin phéi hop voi két qua anh xa nay, nhu 00h Workstation.

+ IP Adress: Dia chi IP phéi hop voi két qua anh xa.

+ State: Trang thai cia mau tin, ching han Active (hoat dong) hay Released (dugc
giai phong)

+ Owner: Pia chi IP ctia may phuc vu WINS sé hiru mau tin.

+ Version: S hiéu phién ban cua co s¢ dir licu nguén,tfrc noi mau tin tao thanh.

+ Expiration: Ngay/gio hét hiéu lyc két qua anh xa,cac 4nh xa tinh c6 xéac lap
Expiration 1 Infinite, c6 nghia ching c6 hiéu lyc vo thdi han (trir khi bj chong hay xo4
di).

- Kiém tra tinh nht quan cua co s& dit liéu WINS
Ap dung cach sau dé kiém tra tinh nhat quan cta co sé dit lidu:
+ Nhap nat phai chudt 1én may phuc vu can sir 1y trong console WINS, chon
Properties,
2| x|

General I Intervalz  Database Werification I Advanced I

v 3ferify databaze consistency evenss |24 hours

Hours: Minutes: Seconds:

Begin verifying at: I2 ::ll ID ﬁ IEI j

b agimum number of records verified each period:
ISDUDD

Werifp against:
o Owner servers

= Randomly selected partners

(n] 4 I Cancel I Spply I

Hinh 7.12 Cau hinh may phuc vu WINS
+ Trén trang Database Verification, chon Verify Database Consistency
Every...Gd tan s6 kiém tra vi du 24 gid /1an hay 48 gid /lan.
+ O trudong Begin Verify At, g thoi diém bat dau kiém tra, dua vao chu ky 24 gio.
Néu can, dinh o gia tri Maximum Number Of Records Verified Each Priod. Gia
tri mac dinh 1a 30000.
C6 thé kiém tra mAu tin dwa vao cdc may phuc vu chil s hitu hay dya vao nhimng dbi

tac duoc chon ngiu nhién. Phuong phap chon ngiu nhién cho két qua chinh xac nhat trén
mang rat 16n, noi ban khong thé kiém tra toan bo mau tin trong chi mot lan. Con khong
thi hiy chon Owner Server dé kiém tra mau tin trén may phuc vu dugc chi dinh 1a chii
s& hitu mau tin.
+ Nhap OK khi xong viéc.
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2.2.3.13. Sao lwu va phuc hdi co sé dir liéu WINS

- Lap cAu hinh cho WINS tu dong sao luu

Mac dinh co s¢ dir ligu WINS khong dugc sao luu. Néu co s& dit liéu gap su cd, ban
s& vo phuong phuc hdi. Nhim bao toan co s& dit liéu trude nhitng su cb bat ky, hay thiét
lap ché d6 sao luu tu dong hay tu minh thyc hi¢én sao luu theo dinh ky.

+ Nhip phai chudt vao mdy phuc vu mong mudn trong console WINS, chon
Properties.

+ Trén General, gb dudong dan thu muc s& chira ban sao luu vao trudng Default
Backup Path. Nhap Browse néu mudn duyét tim thu myc,

2| x|

General | Intewalsl D atabase Yerification I Advancedl

% WNS Server

[ Automatically update statistics evens:

Hours: Minutes:  Seconds:
=1 | =1
o= CN=| D=

Databaze backup
Default backup path:

|| Browse. .. |

[¥ Back up database during server shutdown

(n] I Cancel | Spply |

Hinh 7.13 Cau hinh may phuc vu WINS

+ Chon Backup Database During Server Shutdown nhim dam bao co s& dit liéu
duoc sao luu mdi khi may phuc vu WINS ngimg van hanh.

+ Nhép OK, co s¢ dir li¢u s€ tu dong duoc sao luu cur 3 gi(‘)r/lén.

- Phyc hdi co sé dit liéu

Diéu kién dé phuc hoi 1a phai ¢6 sin ban sao luu hoan chinh cua co so dir liéu WINS.

+ Chon may phuc vu can lam viéc trong console WINS

+ Nhap menu Action, chon All Tasks->Stop.

+ Chon Retore Database ciing tir menu Action.

+ Trong Browse For Folder, chon thu muc con wins_back, vén chira ban sao luu mai
nhat, r6i nhap OK.

+ Néu phuc hdi thanh céng, co s& dir liéu WINS s& duogc tra vé trang thai tai thoi diém
sao luu. Chon Action->AllTasks—> Start.

+ Truong hop phuc hoi that bai, c¢6 18 ban phai x04 moi tap tin WINS va lai tao dung
tir dau.

- Xoa traing WINS va bat dau v6i co so dit liéu moi
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Néu WINS khong phuc hdi tir ban sao luu hay khong khéi dong binh thuong, giai
phap 14 x04 tring moi méu tin va nhat ky WINS, sau d6 xay dung tat ca tir co so dit liéu
moi1. Theo cac budce sau:

+ Trong Console WINS, chon Properties tir menu tit cia may phuc vu can lam
viéc.

+ Trén trang Advanced, luu y duong dan thu muc ¢ trudng Database Path, nhap
OK dong hop thoai lai.

+ Chon Action=> AllTasks=> Stop ngung van hanh may phuc vu.

+ Md& Microsoft Windows Explorer, xo4 tit ca tap tin trong thu muc co so dit liéu
WINS.

+ Trong Console WINS nhap nut phai chudt vao may phuc vu dang dinh phuc héi,
chon AllTasks-> Start khoi dong lai may phuc vu WINS,

2]

Generall Intervalsl Database Yerfication Advanced I

[ iLog detailed events to Windows event log

Detailed event logging can degrade systemn performance and is
recommened only for troublezhooting WINS.

v Enable burst handling

Set the number of requests that the zerver can handle at one time
before clientz have to retry registration or renewal.

 Low " High

& hedium " Custom: I

Databaze path:
IZWindilZ\systemSZ\wins

Starting version ID [hexadecimal):
ID

W Use computer names that are compatible with L&MN M anager

Ok I Cancel | Lpply |
Hinh 7.14 Cau hinh may phuc vu WINS

Bai tap thwe hanh cua hoc vién
1. Cai dat va cau hinh dich vu DHCP.
2. Cai dit va cau hinh dich vu WINS
Hudéng dan thyc hién:
1. Cai dit va cau hinh dich vu DHCP
a). CAI PAT DHCP
Céc may khéch s€ nhan dia chi IP mdt cach ty dong tir dich vu cép phat dia chi dong
DHCP. Dic vu nay dugc cai dat trén may chu nhu sau:
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g

o

Adminisirator

Accessibility Options
Add Hardware

Display
Manage Your Server

5! My Computer

[~ Cortral Panel

Folder Options

Fonts

Windows Explorer
Game Controllers

[
®
&

E Microsoft word . Keyboard
12 Prinkers and Faxes
Licensing
Command Prompt Mouse
9) Help and Support:
Hetwork Connections »

%ﬁ% AvRack
m

i@ Administrative Tools > Internet Options

Phone and Modem Sptions

Motepad I:) Search

‘windows Media Player {7 Bun...

Power Optians
Printers and Faxes »
Regional and Language Options
Internst Explorer Scanners and Cameras »

scheduled Tasks »

BLVeC#FOCOUCTLRPCEA @

Sound Effect Manager

. Sounds and Audio Devices
&l Programs  » ¢ sSpeech

“fh stored User Names and Passwards

Log Off E)] ShutDown 0

[@ start | [ & © | & windows MediaPloyer | [ 5 Micros g, Taskbar and Start Menu

B e:1apm

Start / control panel / Add or remove programs(Start/ Settings / control panel / Add or
remove programs), xuat hién hop thoai Add or remove programs click biéu tuong
Add/remove Windows Components. S& xuét hién hop thoai sau:

wWindows Components Wizard

wWindows Components
“'ou can add or remove components of Windows.

To add or remove a component, click the checkbox. A zhaded box means that only
part of the component will be installed. To zee what's included in a component. click

Cretails.

LComponents:

élntemet E=plorer Enhanced Securnty Configuration 0.0 ME ;I
| Eg] tdanagement and Monitaritg T ools E.1 ME

[ S5 0ther Metwo 0.0 ME
[ /™ B armnte Installation Servicas 21 hR LI

Dezcription: Contains a wariety of specialized, netwoark-related services and protocals.

Total dizk. zpace required: 3.4 ME
Space available on dizk: 1815.7 MB

< Back I Mext > I Cancel I Help I

Di chuyén thanh sang dén muc Networking Service va nhan nat Details s& xuét hién
ctra s6 Networking Services.
Trong cira s6 Networking Services ddnh dau chon muc Dynamic Host Configuration
Protocol (DHCP) va nhan OK.
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Tro lai hop thoai Networking Services chon Next dé tiép tuc.

Metworking Services

To add or remowve a component, click the check box. A shaded box means that anly part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Metworking S ervices:
| Du:umain Mame Systemn [DMS) 1.6 MB ;I
_I-;‘E-I:. Diynamic Host Configuration Protocol [DHCP]

0.0 MB

O Internet Authentication Service 0.0 mME
O = RPC over HTTF Prosy 0.0 MB
| Simple TCPAP Services 0.0 mMB
[ Windows Internet Hame Service [wikS) 0.9 MB _I

Setz up a DHCFP =zerver that automatically assigns temporary 1P
addrezzes to client computers on the zame network.

Total dizk zpace required: 3.4 MBE Details. |
Space available on dizk: 1815.8 MB
u] % I Cancel |

Description:

windows Components Wizard

Wwindows Components
rou can add or remove components of Windows.,

Ta add or remowe a component. click the checkbox. & shaded box means that only
part of the component will be installed. To see what's included in a component, click

D etails.
Components:

_.e Internet Explarer Enhanced S ecurity Configuration 0.orB ;I
(] Egj kM anagement and kMonitaring Tools E.1 MBE
= o1 Metwarking Services 2.6 MB
| ggj Other Hetwork. File and Print Services 0.0 B

1 ™ B emnbe Installatinn Services snmp =l
Contains a wariety of zpecialized. nebwork-related services and protocols.

D escription:

2.4 ME
1815.7 MEB

Tatal dizk. zpace required:
Space available on disk:

< Back I MHe=xt = I Cancel I Helx I

Windows s& ciu hinh va cai dat cac thanh phan cua dich vu DHCP. Trong qua trinh

cai dat Windows doi hoi phai Insert dia DVD Windows Server 2003 vao.

WwWindows Components Wizard

Configuring Components
Setup iz making the configuration changes you requested.

I-—,J Fleasze wait while Setup configures the components. This may take
[ ] zewveral minutes, depending on the components selected.

Statusz:  Completing configuration of Cluzster Service. ..

|

< Back I Hext = I Help I

Pén khi hop thoai Completing The Windows Components Wizard, chon Finish dé

hoan tat.

b). CAU HINH DICH VU DHCP

Tir menu Start / Programs/ Administrative Tools / DHCP. Cira s6 DHCP xuét hién.
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. IF7) Accessories
IF7) ACD Systems
[ Certification Autharity
IF7) Just Clickin'Ses Cluster Administrator
E£ £ Microsoft Office Tools Compenent Services
o A 6.0 IF7) PrintMe Internet Printing Computer Managemnent
IF7) Resltek Sound Manager Configure Your Server Wizard
y I£7) Startup Data Sources (ODEC)
E 0 Adobe Reader 6.0
g 4% Internet Explorer Distributed Fil

tem
" " Use DHCP ta configure and manage the Dynaric Host
G150 €D BEamErk Microsoft Access Ewent Yiewer | configuration Protocol (DHCP) service .

§ Licensing
Open OFfice Document
Microsoft FrontPage Local Security Policy:

%L windows Catalog Microsoft Sutlook, Manage Vour Server

Microsaft Word Microsoft .NET Framework 1.1 Wizards

Micrasaft PowerPoint Micrasoft .MET Framework 1.1 Configuration
Windows Update

Outlook Express Metwork Load Ealancing Manager
Remote Assistance Performance
— Remoke Deskkops
Routing and Remote Access
Settings Server Extensions Administrator
Services
Search N
Terminal Server Licensing
Help and Suppart = Terminal Services Configuration
Terminal Services Manager

Server 2003 Enterprise Edition

Run...

Shut Down. ..

File  Action Wiew Help

«» | AmE|xX2rE| 2| E

[192.168.1.5]

Contents of DHCP Server

There are no ikems ko show in this view,

Jd |

Hop thoai New Scope Wizard xuat hién chon Next dé tiép tuc.
MNew Scope Wizard

Ywwelcome to the New Scope
wWizard

Thiz wizard helpz pou =et up a scope for distributing |F
addreszes to computers on pour netwark.

To continue, click Mext.

< Back Cancel

Hop thoai Scope Name xuét hién, nhap tén va chu thich cho Scope. Sau d6 chon Next.
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New Scope Wizard

Scope Name —
“'ou have to provide an identifying scope name. You alza have the option of

providing a description.

Tupe a name and description for thiz zcope. This information helps you quickly identify
hiows the scope is bo be used on your networks.

Mame: IHUAN

Diezcription: IKTV

< Back Cancel I

Hop thoai I[P Address Range xuét hién. Nhép dia chi bat dau va dija chi két thuccho
day dia chi cdp phat, dong thoi nhap dia chi Subnet mask. R6i chon Next dé sang budc

tiép theo.

New Scope Wizard

IP Address Range —
Y'ou define the scope address range by identifving & zet of consecutive IP

addresses.

E nter the range of addresses that the scope distributes.
Start |P address: | 192.7168. 1 . 4

EndIP address: | 192.168. 1 . &0

A zubnet mask defines how many bitz of an IP address to uze for the network./zubnet
D¢ and how many bitz to uze for the host |D. 'ou can specify the subnet mask by
length or az an IP address.

Length: =i

Subnet rmask: I 255 . 255 . 265 . 254

< Back I Mest » I Cancel |

Hop thoai Add Exculusions dung dé xac dinh day dia chi can loai bo ra khoi danh sach

dia chi cap phat cua budc trén.

New Scope Wizard

Add Exclusions —
Excluzions are addreszes or a range of addreszes that are not distributed by the

FEIVEL

Type the [P address range that vou want to exclude. IF you want to esclude a single
address, lype an address in Start IP address anly.

Start P address; End IP address:
[ 1. o kdd

Hemove |

Excluded address range:

< Back I Mewt I Cancel |

Trong hdp thoai Lease Duration, cho biét thoi gian ma cac may Client c6 thé sir

dung cac dia chi IP nay. Mic dinh ¢ ddy 1a 8 ngay. Chon Next dé tiép tuc.
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New Scope Wizard

Lease Duration —
The leaze duration specifiezs how long a client can uze an IP address from this

SCOpE.

Leaze durations should typically be equal to the average time the computer iz
connected to the zame phyzical networlk. For mobile nebwarks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewize, for a stable network that consists mainly of desktop computers at fized
locations, longer lease durations are more appropriate.

S et the duration for scope leazes when distributed by this server.

Lirnited to:

Daps: Hours: Minutes:
=1 =1 =1

122 I~ | o I~ | ID I

Cancel I

< Back

Hop thoai Configure DHCP Options xuat hién. Ta c6 thé chon Yes, I want to
configure these option now (dé thiétt 1ap thém cac cdu hinh tuy chon khac), hodc chon
No, I will configure these options later (d¢ hoan tat viéc cau hinh cho Scope). Chon No, I
will configure these options later, nhdn Next dé tiép tuc.

Mew Scope Wizard

Configure DHCP Options ——
You have to configure the most common DHCP options before clientz can use the

COpe.

‘“When clients obtain an address, they are given DHCF options such as the IP
addresszes of routers [default gateways]. DMS servers, and “WINS settings for that
COpe.

The zettings pou zelect here are faor thiz scope and owverride setting: configured in the
Server Optiong folder for this server.

Lo you want to configure the DHCP options for thiz scope now?
% ez, | want bo configure these options now

= Mo, | will configure these options later

< Back Cancel I

Trong hop thoai Activate scope hoi ta c6 mudn kich hoat Scope nay khong. Vi Scope
chi c6 thé cép phat dia chi khi dugc kich hoat. Chon Yes, I want to activate this scope
now. Nhan Next dé tiép tuc.

Mew Scope Wizard

Activate Scope ———
Clierts can obtain address leasesz only if a scope iz activated.

Do you want to activate thiz scope now'?
' Tesz. | want to activate thiz scope now

£ Mo, | will activate thiz zcope later

Cancel I

< Back
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Hop thoai Completing The New Scope Wizard théng bao viéc thiét 1ap ciu hinh cho
scope da hoan tat, nhan Finish dé két thuc.

2. Cai dit va cAu hinh dich vu WINS
a). Cai dat WINS
+ Budc 1: Click Stars->Setting->Control Panel
+ Budc 2: Click dup biéu tuong Add/Remove Programs.
+ Buoc 3: Click Add/Remove Windows Components, Click Next.

+ Budc 4: Di chuyén thanh sang dén muc Networking Service va nhan nit Details s&
xuat hién ctra s6 Networking Services.

+ Budc 5: Trong cira sd Networking Services danh dau chon muc Windows Internet
Name Service(WINS) va nhin OK.

+ Budc 6: Tré lai hop thoai Networking Services chon Next dé tiép tuc.

+ Bude 7: Trong qua trinh cai dat Windows doi hoi phai Insert dia DVD Windows
Server 2003 vao.

+ Budc 8: Bén khi hop thoai Completing The Windows Components Wizard, chon
Finish dé hoan tat.

b). C4u hinh may phuc vu WINS

Khi cai dat may phuc vu WINS may phuc duoc 1ap cAu hinh. véi cac xac 1ap mac dinh,
ban c6 thé thay ddi xac 1ap mdc dinh:

Trong console WINS, nhép nut phai chudt vao may phuc vu can lam viéc,chon
properties mo hop thoai sau,

CAOTHANHTAM [192.168.1.4] Properties 21

General I Intervalz I Databaze Werification I Adwanced I
% WIS Server

W automatically update statistics evernyd

Haurs: Minutes:  Seconds:

ID_'I1D_'ID_'I

Databasze backup

Default backup path:

I Eack up databasze during server shutdow

Browse. .. |

Advance.
Click OK khi xong viéc.
¢). Cau hinh may khach WINS

Thay dbi gia tri thudc tinh trén cac trang Genaral, Interval, Database Verification,

Trén desktop, Click chudt phai vao My Network Place chon Properties, Click
phai vao Local Connection chon Properties.

Click d6i vai Internet Protocol(TCP/IP), Click vao Advanced, chon WINS.
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Internet Protocol {TCP/IP) Properties

General |

Y'ou can get 1P settings aszsigned automatically if your network supports
thiz capability. Othenwize, you need to azk wour network adminiztrator for

the appropriate P zettings.

" Dbtain an IP address automatically

—{% Uze the following IP address:

2%

|P address: J192.188. 1 . 1

Subnet mask: I 285255 285 0

Default gateway: I

€ Dbtain DHE server addiess sutomatizally

—% Usze the following DMS server addiesses:

Preterred DMS zerver: I 192 168 . 1 .1

Altemate DNS server I

ok |

Cancel |

Chon tiép Add, nhap vao IP ciia WINS server, Click Add..

TCP/IP WINS Server 7 x|
WINS server:
Add Cancel

d). B6 sung may chiit WINS

Khi cai dat may phuc vu médi, may nay duogc lap cAu hinh. véi cac xac 1ap mac dinh.
Ban c6 thé xem va va thay doi xac lap mac dinh bat ¢t lic nao thong qua console WINS.
Console WINS truy cép tir thu muc Adminitrative Tools (common), 1a noi ban quan ly
cac may phuc vu WINS trén mang. Cira s6 chinh cta console WINS; duoc chia thanh hai
khung. Khung bén trai liét ké may phuc vu WINS trong ving theo dia chi IP, ké ca may
tinh cuc bd, néu déy cling 1a may phuc vu WINS.

=10] ]

| dction Yiew H - = | @|§||§

Tree | WINS
WINS

1 Server Status ﬂ Server Status

LB CAOTHANHTAM [192.168.1.4] | E] CAOTHANHTAM [192,166.1.4]

I

M

Néu mot may phuc vu WINS can 14p cdu hinh khong c6 tén trong console WINS, tién
hanh bo sung vio console nhu sau:

+ Budc 1: Click nut phai chudt vao WINS bén khung trai,chon Add Server.
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+ Budc 2: GO dia chi IP hay tén may tinh cia may phuc vu WINS dugc quan 1y

Add Server

Tupe the MetBI0S name or [P address of the WINS server that pou

want to add to the list of servers,

WIMNS senver

1] 8

x|

Browsze. ..

Cancel

+ Buoc 3: Click OK Khung bén trai xudt hién thém muc nhdp danh cho may phuc vu

WINS nay
e). Khéi dong va ngirng WINS:

Cong tac quan 1y may phuc vu WINS dugc thuc hién qua Windows Internet Naming
Service. Tuong tu moi dich vu khéc, ban co thé khai dong, ngung han hay tam durng tiép
tuc chay WINS trong thu muc Servers cia Computer Management hay tir dong Iénh.

DPé quan 1y may phuc vu WINS théng qua Computer Management Click nat phai
chudt vao WINS, chon All Task, Start, Stop, Pause, Resume, Restart tuy tinh huéng.
Ciing c6 thé quan Iy WINS trong console WINS: Click nut phai chudt vao “mdy phuc
vu” s€ dugc quan 1y trong console WINS chon All Tasks, chon tiép Start, Stop, Pause,

Resume, Restart, tuy tinh huéng.
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Bai 8: QUAN TRI MAY IN
Giéi thiéu

Nhiéu nim trd lai ddy, may in di tré thanh thi khéng qua dit d6i véi chi phi cua ban.
Tuy nhién c6 nhiéu giai phap dé co thé biét duoc ai dang thuc hién viéc in 4n trén may in
trong mang cua ban.

Vi dy: vin phong tra tai khoan cua cong ty c6 mot may in dé in cic ban kiém tra. Ban
c6 thé cAu hinh mdy in theo kiéu nay dé khong cho nhiing nguoi c6 tai khoan ngudi ding
trong mién c6 thé in nd. Ngoai ra viéc biét mot nguoi dung trai phép di dung né dé in va
kiém tra cac ban kiém tra xem ngudi dung hop 18 ¢6 duoc in hay khong 1a mot van dé hét
strc quan trong.

1. Muc tiéu:

- M5 ta vé md hinh va thuat ngir dugce sir dung cho tac vu in an trong Windows;

- Cai dat mot may in logic trén mot may chu in an;

- Chuan bi mot may chu in 4n cho cac may tram;

- Két n6éi mot may tram in 4n dén mot may in logic trén may cha in an;

- Quan tri hang doi in 4n va céc dic tinh may in;

- X ly su ¢6 céac 16i vé may in.

- Thuc hién céc thao tac an toan v&i1 may tinh.

2. Noi dung chinh:
2.1. Cai dat may in
Muc tiéu:

- Cai dat dwoc may in cho server va qua mang.

Trudc khi ban c6 thé truy xuat vao thiét bi may in vat ly théng qua hé diéu hanh
Windows Server 2003 thi ban phai tao ra mét may in logic. Néu may in cia ban c6
tinh niang Plug and Play thi may in d6 s& dugc nhan dién ra ngay khi n6 duoc gin vao
may tinh ding hé diéu hanh Windows Server 2003. Tién ich Found New Hardware
Wizard s& ty dong bat 18n. Tién ich nay s& hudng din cho ban ting budc dé cai dat
may in. Néu hé diéu hanh nhan dién khéng chinh xac thi ban ding dia DVD duoc
hdng san xuit cung cip kém theo may dé cai dit.

Ngoai ra, ban ciing c¢6 thé tu minh thuc hién tao ra mot may in logic bang céch sir
dung tién ich Add Printer Wizard. Dé c6 thé tao ra mot may in logic trong
Windows Server 2003 thi truéc hét ban phai dang nhap vao hé thdng véi vai tro 1a
mot thanh vién cua nhdm Administrators hay nhom Power Users (trong truong hop
day la mot Server thanh vién) hay nhom Server Operators (trong truong hop day la
mot domain controller).

Ban c6 thé tao ra mot may in logic cuc bd twong (tng véi mot may in vat ly duoc
gan truc tiép vao may tinh cuc bd ciia minh hodc tuong ung véi mot may in mang
(may in mang duoc gan vao mot may tinh khac trong mang hay mot thiét bi Print
Server). Mudn thao tac bang tay dé tao ra mot may in cuc b hay mot may in mang,
chang ta 1an luot thuc hién cac thao tac sau day:

Nhap chudt chon Start, rdi chon Printers And Faxes.
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Nhip chuét vao biéu twong Add Printer, tién ich Add Printer Wizard s& duoc
khoi dong. Nhap chudt vao nat Next dé tiép tuc.

Hop thoai Local Or Network Printer xuat hién. Ban nhip vao tdy chon Local
Printer Attached To This Computer trong treong hop ban ¢6 mot may in vat ly gin
tryc tiép vao may tinh cua minh. Néu trueong hop ta dang tao ra mot may in logic tng
véi mot may in mang thi ta nhap vao tly chon A Printer Attached To Another
Computer. Néu may in dugc gin truc tiép vao may tinh, ban c6 thé chon thém tinh
nang Automatically Detect And Install My Plug And Play Printer. Tuy chon nay
cho phép hé théng tu dong quét may tinh cua ban dé phat hién ra cdc may in Plug
and Play, va ty dong cai dat cac may in d6 cho ban. Khi d4 hoan tat viéc chon la,
nhap chudt vao ndt Next dé sang budc ké tiép.

Néu may in vat ly dd dwuogc ty dong nhan dién biang tién ich Found New
Hardware Wizard. Tién ich nay s& huéng dan ban tiép tuc cai dat driver may in qua
ting budc.

Hop thoai Print Test Page xuat hién. Néu thiét bi may in dugc gan truc tiép vao
may tinh cua ban, ban nén in thar mét trang kiém tra dé xac nhan rang moi thtr déu
duoc cau hinh chinh xac. Nguoc lai, néu may in 1a may in mang thi ban nén bo qua
budc nay. Nhap chudt vao nit Next dé sang budc ké tiép.

Hop thoai Completing The Add Printer Wizard hién ra. Hop thoai ndy dem dén
cho chlng ta mot co hoi dé xac nhan rang tat ca cac thudc tinh may in da duogc Xac
lap chinh xac. Néu ban phéat hién c6 thong tin nao khéng chinh xac, hay nhap chuét
vao ndt Back dé quay lai sira chita théng tin cho dung.

Con néu nhan thay moi thir déu on ca thi ban nhap chudt vao nat Finish.

Mot biéu tuong may in méi sé hién ra trong ctra s6 Printer And Faxes. Theo mic
dinh, mdy in s€ dugc chia sé.

2.2 Quan ly thugc tinh may in
2.2.1. C4u hinh Layout

Trong hop thoai Printing Preferences, chon Tab Layout. Sau d6 trong muc
Orientation, ban chon cach thirc in trang theo chiéu ngang hay chiéu doc. Trong muc
Page Order, ban chon in tir trang dau dén trang cudi cua tai liéu hoic in theo thir tu
nguoc lai. Trong muc Pages Per Sheet, ban chon sé trang tai liéu s& dugc in trén mot
trang giay.

2.2.2. Giay va chat lweng in

Ciing trong hop thoai Printing Preferences, dé qui dinh gidy va chat lugng in,
ching ta chon Tab Paper/Quality. Céc tuy chon trong Tab Paper/Quality phu thudc
vao dic tinh caa may in. Vi du, may in chi c6 thé cung cidp mét ty chon |a Paper
Source. Con dbi véi may in HP OfficeJet Pro Cxi, ching ta c6 cac tly chon Ia:
Paper Source, Media, Quality Settings va Color
2.2.3. Cac thong s6 mé rong

Nhap chudt vao nat Advanced & géc dudi bén phai cua hop thoai Printing
Preferences. Hop thoai Advanced Options xuit hién cho phép ban diéu chinh céc
théng sé6 mo rong. Ching ta c6 thé cd cac tly chon cia may in nhu: Paper/Output,
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Graphic, Document Options, va Printer Features. Cac thdng s6 md rong co trong
hop thoai Advanced Options phu thudc vao driver may in ma ban dang sir dung.
2.3. Cau hinh chia sé may in

Nhip phai chuét 1én may in, chon Properties. Hop thoai Properties xut hién, ban
chon Tab Sharing. Bé chia sé may in nay cho nhiéu ngudi dung, ban nhip chudt chon
Share this printer. Trong muc Share name, ban nhap vao tén chia sé cua may in, tén
nay s& dugc nhin thiy trén mang. Ban ciing c6 thé nhiap chon muc List In The
Directory dé cho phép nguoi diung cé thé tim kiém may in théng qua Active
Directory theo mot vai thugc tinh dac trung nao do.

Ngoai ra, trong Tab Sharing, ta ¢ thé cau hinh driver h trg cho cdc may tram st
dung may in trong truong hop may tram khong phai 1a Windows Server 2003. bay
la mét tinh nang can thiét vi né cho phép chi dinh cac driver hd trg in dé cac may
tram c6 thé tai vé mot cach tu dong. Mic dinh, driver duy nhat duoc nap vao la
driver cua hadng Intel cho cac may tram la Windows 2000, Windows Server 2003, va
Windows XP. Bé cung cap thém céac driver cho may tram khac, ban nhap chudt vao
nat Additional Drivers nim phia duéi Tab Sharing. Hop thoai Additional Drivers
xuat hién. Windows Server 2003 hd trg cac driver thém vao cho cac Client 1a mot
trong nhitng hé diéu hanh sau:

- Itanium Windows XP hay Windows Server 2003.

- x86 Windows 2000, Windows XP, hay Windows Server 2003 (mac dinh).

- x86 Windows 95, Windows 98, hay Windows Millennium Edition.

- x86 Windows NT 4

21|

You can install additional drivers so that users on the Following systems
can download them automatically when they connect,

Processor |\p'ersi0n |Installed |
Ul Itanium  Windows ¥P and Windaws Server 2... Mo

*86 Windows 2000, Windows XP and Wi... Yes
O a6 Windows 95, Windows 93, and Win... Mo
O xs6 Windows NT 4,0 Mo

Hinh 8.1 chon driver dé cai dat

2.4. CAu hinh Tab Advance
2.4.1. Cau hinh cac théng sb trong Tab Port

Trong hop thoai Properties, ban chon Tab Port dé ciu hinh tit ca cac port da
duoc dinh nghia cho may in sir dung. M6t port dugc dinh nghia nhu mot interface sé
cho phép may tinh giao tiép vai thiét bi may in. Windows Server 2003 hd tro cac
port vat ly (local port) va céc port TCP/IP chuan (port logic).
Port vat ly chi duoc sir dung khi ta gan truc tiép may in vao may tinh. Trong truong
hop Windows Server 2003 dang dugc trién khai trong mot nhom lam viéc nho, hau
nhu ban phai gan may in vao port LPT1.
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Caolor Management I Securty | Device Settings
General I Sharing Ports | Advanced
-
=
Print to the following port(z). Documents will print to the first free
checked port.
Part | D ezcriptian | Frinter il
O comi: Serial Port
O comz Serial Port
O comz: Serial Port
O comé: Serial Port
O FiLE: Piint to File

IP_ 17223914150  Standard TCP/IP Part

al I

Add Part. Dielete Port | LCoanfigure Part.

[~ Enable bidirectional suppart
™ Enable prirter pacling

Clogze I Eancel | Apply |

Hinh 8.2 cdu hinh méy in

Port TCP/IP chuan dugc st dung khi may in cd thé két ndi truc tiép vao mang
(trén may in ¢ hd tro port RJ45) va may in nay c6 mét dia chi IP dé nhan dang. Uu
diém cua may in mang 1a toc d6 in nhanh hon may in cuc bo va may in c6 thé dit bat
ki noi nao trong hé thong mang. Khi d6 ban can chi dinh mot port TCP/IP va khai
b4o dia chi IP cua may in mang. Clng V&i viéc X0a va cau hinh lai mot port da ton
tai, ban ciing c6 thé thiét lap printer pooling va diéu huéng cac cong viéc in an dén
mot may in khac.
2.4.2. Printer Pooling

Printer pool dugc sit dung nham phdi hop nhiéu may in vat Iy voi mot may in
logic, dugc minh hoa nhu hinh bén dudi. Loi ich cua viéc st dung printer pool la
may in ranh dau tién s& thuc hién thao tac in an cho ban. Tinh nang nay rat hitu dung
trong truong hop ta c6 mot nhom cac may in vat ly dugc chia sé cho mot nhom nguoi
dung, vi du nhu [a nhdm céc thu ky

Pé cau hinh mot printer pool, ban nhap chudt vao tly chon Enable Printer
Pooling nam ¢ phia duéi Tab Port trong hop thoai Properties. Sau dd, kiém tra lai tat
ca cac port ma ta du dinh gin cadc may in vat ly trong printer pool vao. Néu ta
khong chon tlly chon Enable Printer Pooling thi ta chi c6 mot port duy nhat cho
mdi may in. Cha y tat ca cac may in vat ly trong mot printer pool phai sir dung cung
mot driver may in.
2.4.3. Piéu hwéng tac vu in dén mét may in khac

Néu mot may in vat ly caa ban bi hu, ban c6 thé chuyén tit ca cac tac vu in 4n cua
may in bi hu sang mot may in khac. Bé lam duoc diéu nay, trudc hét ban phai dam
bao may in mai phai cé driver gibng véi may in cii. Sau do, trong Tab Port, ban
nhip chudt vao nat Add Port, chon Local port roi chon tiép New Port. Hop thoai
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Port Name xuit hién, gd vao tén UNC cua may in mdi theo dinh dang:
\\computername\printer_sharename.
2.4.4. Céu hinh tab advanced
2.4.4.1. Cac thong sb cua Tab Advanced
Trong hop thoai Properties, ban nhap chuot vao Tab Advanced dé diéu khién céc
dic tinh caa may in. Ban c6 thé cau hinh céc thudc tinh sau:

- Kha nang cia may in

- Do uu tién cta may in

- Driver ma may in sé str dung

- Céc thudc tinh ddng tac (spooling) cia may in

- Cach thte in tai liéu

- Ché @6 in mic dinh

- St dung bd xir Iy in 4n nao

- Céc trang doc lap

H HP Properties ﬂil
Caolor Management I Security I Device Settings I
General I Sharing I Ports Advanced

 Always available
@ Awailable from = =

= =
Pricrity: I‘I _I?
Diiver: |HP Business Inkjet 2250 [PCLAC) | MewDriver.. |

£ Spool print documents g0 program finishes printing faster

™ Start printing after last page is spooled
¥ Start printing immediately
" Print directly to the printer

[ Hold mismatched documents
¥ Frint spocled documents first
[ Eeep printed documents

¥ Enable advanced printing features

Frinting Defaults.. | Print Proceszor.. | Separator Page... |

Cloze Cancel Apply
I | |

Hinh 8.3 cdu hinh méy in

2.4.4.2. Kha ning sin sang phuc vu ciia may in

Théng thuong, ching ta can kiém tra kha niang san sang phuc vu ctia may in trong
truong hop ching ta c6 nhiéu may in cung st dung maot thiét bi in. Mac dinh thi thy
chon Always Available ludn dugc bat 1én. Do d6, nguoi ding cé thé sir dung may in
24 tiéng mot ngay. Dé gidi han kha ning phuc vu cia may in, ban chon Available
From va chi dinh khoang thoi gian ma may in s€ phuc vu. Ngoai khoang thoi gian
nay, may in s& khong phuc vu cho bat ki ngudi dung nao.
2.4.4.3. D) wu tién (Printer Priority)

Khi ban dat d6 wu tién, ban s& dinh ra bao nhiéu cong viéc s& dugc gui truc tiép
vao thiét bi in. Vi dy, ban c6 thé st dung tly chon nay khi 2 nhém ngudi ding cung
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chia sé mot may in va ban can diéu khién do wu tién déi véi cac thao tac in 4n trén
thiét bi in ndy. Trong Tab Advanced cua hop thoai Properties, ban s& dat d6 vu tién
bing cac gia tri tir 1 dén 99, vé&i 1 12 ¢6 do wu tién thap nhat va 99 1a ¢d d6 wu tién cao
nhat.

Vi du: gia sit c6 mot may in duoc phong ké toan st dung. Nhitng ngudi quan 1y
trong phong ké toan ludn ludn mudn tai liéu cua ho s& dugc wu tién in ra trudgc cac
nhan vién khéac. Bé ciu hinh cho viéc sip xép thir tr ndy, ta tao ra mot may in tén la
MANAGERS gin vao port LPT1 voi d6 wu tién 1a 99. Sau dd, ciing trén port
LPT1, ta tao them mot may in nira tén la WORKERS vai d6 wu tién la 1. Sau do, ta
s& sir dung Tab Security trong hop thoai Properties dé giéi han quyén sir dung may in
MANAGERS cho nhiing ngudi quan ly. i voi cac nhan vién con lai trong phong ké
toan, ta cho phép ho st dung may in WORKERS (ching ta s& tim hiéu rd hon vé
Security trong phan sau). Khi cac tac vu in xuat phét tir may in MANAGERS, n6 s&
di vao hang doi cua ciia may in vat ly véi do uu tién cao hon Ia cc tac vu xuit phat
tr mady in WORKERS. Do do, tai liéu cua nhitng nguoi quan ly s€ dugc uu tién in
trudce.
2.4.4.4. Print Driver

Muc Driver trong Tab Advanced cho phép ban chi dinh driver sé dung cho may
in. Néu ban di céu hinh nhidu may in trén mot may tinh thi ban c6 thé chon bat ki
driver nao trong cac driver da cai dat. Thao tac thuc hién nhu sau: Nhap chudt vao
nit New Driver dé khoi dong Add Printer Driver Wizard. Add Printer Driver
Wizard cho phép ban thuc hién cap nhat cing nhu thém driver mai.
2.4.4.5. Spooling

Khi ban cau hinh tly chon spooling, ban can chi dinh ré cac tac vu in 4n s& duoc
day ra dudng 6ng may in hay duoc gui truc tiép dén thiét bi may in. Spooling c6
nghia la céc thao tac in an s& duoc luu trit xudng dia thanh mot hang doi trudce khi cac
thao tac in nay duoc giri dén may in. C6 thé xem spooling gidng nhu la bo diéu phéi
in 4n néu nhu tai mot thoi diém ¢ nhiéu ngudi dung cung lic gai yéu cau dén may
in. Theo ché d6 mac dinh, tiy chon spooling s& duoc bat 1én san.
2.4.4.6. Print Options

Phia dugi Tab Advance c6 chira bén tly chon in an. D6 1a cac tuy chon:

- Hold Mismatched Documents: tuy chon nay hitu dung trong truong hop ban st
dung ché d6 nhiéu biéu miu trong mot may in. Mic dinh thi tly chon nay s& khong
duoc bat 1én. Cac tac vu s& duoc in theo ché do first-in-first-out (FIFO). Néu ban
bat tly chon nay Ién, hé théng s& chon wu tién in truéc nhiing tac vu c¢6 chung mot
biéu mau.

- Print Spooled Documents First: tly chon nay qui dinh rang céc tac vu in 4n
duoc diéu huéng xong trude cac loai tac vu 16n khac. Piéu ndy cd nghia la céc tac vu
in 4n s& c6 do uu tién 16n hon céac loai tdc vu khac trong qua trinh diéu hudng. Mic
dinh thi tay chon nay ludn dugc bat 1én gilp gia tang hiéu qua lam viéc cia may in.

- Keep Printed Documents: tly chon nay qui dinh ring cac tac vu in 4n phai
duoc x6a khoi hang doi diéu huéng in 4n khi cac tac vu ndy d& hoan tat qua trinh in.
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Théng thuong, ban mubn x6a cac tdc vu in an ngay khi n6é bat dau in boi vi néu
chang ta tiép tuc luu trir cac tAc vu ndy trong hang doi diéu hudng va doi cho dén khi
chiing duoc in xong méi xda thi s& phai tén dung lugng 6 dia cho viéc luu trir. Mic
dinh thi tuy chon nay s€ khong duoc bat Ién.

- - Enable Advanced Printing Features: tiy chon nay qui dinh rang bat ki cac
tinh nang mo rong ndo ma may in cua ban c6 hd tro vi du nhu Page Order va Pages
Per Sheet nén dugc bat I1én. Mac dinh thi tuy chon nay luén dugc bat Ién. Chi trong
trudng hop Xxay ra cac van dé vé tuong thich thi ban cé thé tit tdy chon nay. Vi du
nhu ban dang st dung driver cho maét thiét bi may in twong tu nhung né khéng hd
tro tat ca cac tinh niang cua may in. Trong truong hop d6, ban nén tit ty chon nay di.
2.4.4.7. Printing Defaults

NGt Printing Defaults nim & g6c trai phia duéi cia Tab Advance. Néu ban
nhip chudt vao nit Printing Defaults, hop thoai The Printing Preferences s& xuat
hién. Pay ciing chinh 12 hop thoai s& xuét hién khi ban nhip chuét vao nit Printing
Preferences trong Tab General
2.4.4.8. Print Processor

Bo xir Iy in 4n duoc sir dung dé qui dinh Windows Server 2003 c6 can phai thuc
hién cac xir ly bo sung trong cdng viéc in an hay khong. Bo xu Iy in 4n WinPrint mac
dinh duoc cai dit va duoc Windows Server 2003 st dung. Bo xu ly in 4n WinPrint
c6 thé hd tro mot vai kiéu dix ligu.

Theo mic dinh thi hau hét cac ung dung trén nén Window sir dung chuan EMF
(enhanced metafile) dé goi cac tac vu dén may in. Chuan EMF dung kiéu dir liéu
RAW. Kiéu dir lidu nay sé bao vdi bo xur Iy in an 1 tac vu nay khong can phai sira
dbi do uu tién khi in. Biéu nay 1a do nha san xuat phan mém qui dinh.

Bang danh sach cac kiéu dit liéu dugc bo xir 1y in 4n trong Windows Server 2003
ho tro:

Kiéu dir li¢u Mo ta

RAW Khong lam thay doi tai liéu in an

Khong lam thay doi tai liéu in 4n ngoai trir viéc thém vao

RAW (FF n ;
(FF appended) mot Ki tu form- feed
Khéng lam thay doi tai liéu in 4n ngoai trir viéc kiém tr
RAW (FE Auto) 0 g Ei t Aay dfn taIA 1@1,1 In an ngoai tru VI@CA 1€m tra
xem cO can thém vao mot ki tu form-feed hay khong
NT EMF 1.00x Tr_lu’ang dIeEj huong cac tai li¢u dugce gui tir cac may tinh
Window khac
Phién dich tat ca cac kiéu dir liéu vin ban don gian va
TEXT may in s& thuc hién in bang céch sir dung cac lénh vin
ban chuan.

2.4.4.9. Separator Pages
Separator pages duoc sir dung tai thoi diém bat dau cia mdi tai liéu nham muc
dich dinh dang rd ngudi ding nao di thuc hién viéc in tai liéu nay. Néu nhu may in
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khong duoc chia sé thi ché do Separator pages vo hinh chung s& gay ra lang phi gidy
in. Néu trong truong hop may in dwoc chia sé cho nhiéu nguoi ding thi ché do6
Separator pages s& hitu dung trong viéc phan phdi cac tac vu in 4n d hoan tat.

Dé thém mot Separator page, ban thuc hién nhu sau: nhip chudt vao nit
Separator page nam ¢ goc phai phia dwéi Tab Advance. Hop thoai Separator page
hién ra, ban nhap chudt vao nat Browse dé chon tap tin Separator page nao ban
mudn sir dung.
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