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TUYEN BO BAN QUYEN:

Tai liéu nay thuoc loai sach gido trinh nén cac ngudn thdng tin co thé duoc phép ding
nguyén ban hoic trich ding cho cac muc dich vé dao tao va tham khao.

Moi muc dich khac mang tinh léch lac hoac sir dung véi muc dich kinh doanh thiéu lanh
manh s& bi nghiém cam.

LOI GIOI THIEU

Gido trinh “Thiét ké va xay deng magng LAN” dugc bién soan theo Chuong trinh khung
Quan tri mang may tinh da dugc B Lao dong — Thuong binh va Xa hoi ban hanh.

Trong nhitng nam qua, day nghé di c6 nhiing budc tién vuot bac ca vé s luong va chat
lugng, nham thuc hién nhiém vu dao tao ngudn nhan luc ki thuat truc tiép dap (ng nhu
cau x4 hoi. Cung vai sy phat trién cua khoa hoc cong nghé trén thé giéi, linh vuc Cong
nghé théng tin noi chung va nganh Quan tri mang ¢ Viét Nam ndi riéng da cé nhirng budc
phét trién dang ké.

Chuong trinh khung quéc gia nghé Quan tri mang da duoc xay dung trén co s¢ phan
tich nghé, phan ki thuat nghé duoc két cau theo cac modun. Dé tao diéu kién thuan loi cho
cac co so day nghé trong qué trinh thuc hién, viéc bién soan gido trinh ky thuat nghé theo
theo cac modun dao tao nghé 1a cap thiét hién nay.

Noi dung chinh cuia giao trinh dugc chia thanh 07 bai, bao gom cac noi dung:

Bai m¢ dau

Khao sat chic nang mang may tinh
Mang cuc bo Ethernet

Co sé vé dinh tuyén

Co s vé bo chuyén mach

Mang cuc bo ao

. Xay dung mang LAN

Thiét ké va xay deng mang LAN 1a md dun dao tao nghé dugc bién soan theo hinh thirc
tich hop ly thuyét va thyc hanh. Trong qua trinh thyc hién, nhém bién soan da tham khao
nhiéu tai liéu Quan tri mang trong va ngoai nuéc, két hop véi kinh nghiém trong thuc té.
Mic dau c6 rat nhiéu cé gang, nhung khong tranh khoi nhitng khiém khuyét, rat mong nhan
duoc sy dong gop y kién cua doc gia dé gido trinh dugc hoan thién hon.

Xin chéan thanh cam on!

No ook~ owhE

Cu Chi, ngay ... thang ... ndm 2021
Nhom bién soan:
1. LE Ba Thi



MUC LUC

BAT 1. BAIMO DAU.......ooiiiiiiiiieese ettt 1
1. Giéi thiéu thoi gian, vi tri, tinh chit clia MmO GUN: ........ovoveeeeeeeee e, 1
2. G101 thi€u MUC tIEU MO QUIL ...evniiiiiici e e e e e e e e ea e anees 1
3. Gi6i thiéu ndi dung chi tiét cia MO QU ......cvviveeeieeeee e, 1
BAI 2. KHAO SAT CHUC NANG MANG MAY TINH.....oooeieeeeeoeeeeeeeeee e, 6
L. MIUC tIEU CUA DAT..uuiiiiiiiiiie e e e et e e et e et e et e e st e e s e sbneesnnes 6
2. NOT AUNE DAL 1. 6
2.1 Khéi niém va chirc ndng clia VI XU 1Y ..oovveeiiiiiii e 6
2.2 CACTNE AUNZ MANEZ ...coiiiiiieeeeee e 7
2.3 DEAC trUNZ CUA TNATE ... ceevvvineeieetii e e ieet e e e et er e e e a e e e st e e e enra e 8
2.4 C4c 1021 MO hiNh MANG.....couviiiiiii e 9
LOF DI 1o ) 0301 ¥ o J PP TTTSPPRTT 10
BAI 3. MANG CUC BO ETHERNET .....ooovtitieeeee oot 12
LY R (o 8 1SV el B o PP 12
2. NOTAUNE DAL .. 12
2.1 Card mang (Network Interface Card).........cccuviiiiiiiiiiiiiiiiii e 12
2.2 M1 truong truy8n EHHEIMEL.............cviviiieieiieees ettt 13
2.3 Céap mang, dau ndi RI4S5, GIAC CAM RI-45.......ooveeiioeeeeeeeeeeee e 13
2.4 Cap thing, AP ChE0 UTP......c.ivieieieieeeeeeeee ettt 15
2.5 Céc gio1 han vé phan ving mang va mé rOng mang cuc b .........uvvveiviiiiinneiiinnnnnnn. 16
2.6 Giai quyét cac thach thic trong mang v6i Cong nghé LAN Switched ..................... 16
2.7 Quy trinh phan phdi Packet (g6i thong tin Mang)..............cveveeveeeveeveeerieeeeeeeees 18
CAU NOT ON EAP .ottt e e e e e e bbb eeeeees 21
BAT 4. CO SO VEDINH TUYEN ...ttt ottt ettt ettt 22
| L o (S U I P T o 5 P 22
2. NOT AUNE DAT ctvvviiiiiiie i e e e e a e e e e e e e e e e e et e e e e e eaeenns 22
2.1 GIO1thi€U ROULET ....ueiii e e e e e e e e 22
2.2 XAy dung bang dinh tUYEN .........cooveiieee ettt 23
2.3 Giao thiic dinh tuyén DiIStance VECTOT...........cveereveveeieaieeeiaseeseissesesaeesesaesenns 35
2.4 Giao thirc dinh tuyén LInK-State...........covivieieeeeee e 35
2.5 Céu trac dia chi 100 ) 0L PP UPPTRTPPPTPPPI 35
2.6 CAU HINK ROULET CO DAN ..., 37
2.7 Qué trinh phan phoi @01 dif TIBU .......cveiveeeevieieiee et 38
2.8 Ba0 At trén CISCO ROULET ... cuiiiiiiiiii e e ea e 45
2.9 St dung CiSCO SDM......ciiiiiiiiiiiee e 50
2.10 St dung Cisco Router nhu mGt DHCP Server..........covviviiiiiiiiiiiiiiiieeciieeeeeviinn 60
2.11 K&t 161 MANG QIBN TONE ...ttt et e s 66
2.12 CAu hinh dinh tuyEn tIh........ovoieie et 76
2.13 CAURINN RIP ..o 77
2.14 QUAN 1 thiBt DI CISCO .. vveeieeeee ettt ettt 79
CAU NOT ON LD 1ottt ettt e ettt e e ettt e e e e e e b e e e e naa s 80
BAI 5. CO SO VEBO CHUYEN MACH ......ooiiiiiiiiiiiiiciesisieeis e 81
LY R (o 41D e 0 T 1 o7 PSPPI 81
2. NOT AUNE DAT 1tvvviviiiiiee e e et e e e et s e e e e e et e e e sttt n e e e e e eeeeens 81
2.1 Khoi dong Catalyst SWILCH ....vvvvviiiiiiiiicciiiie e 81
2.2 Do ludong bang dén LED trén Switch Catalyst 2960 ............coovevvvevieeeieeeeseeee. 82
2.3 CAu hinh SWitch €O DAN......ovviiiicicireieice e 84



2.4 Ki8m tra AU DINN SWILCH. v vee e e, 87

2.5 BA0 MAt thiet bi SWICh ......cveveviiieiesccceeece e 90
2.6 Tbi wu hoa nhitng tién ich cla SWItCH .......vevivieeeieeei et 92
2.7 XU 1§ CAC SU CO CTUA SWITCH....vvviveiveis ettt 94
CAU NOT OM AP, o+ttt ettt ettt e et e st s et en et eeeee s 97
BAL 6. MANG CUC BO A ...ttt 98
Y Lo [ Ve 0 F: T o § TSP 98
2. NOT AUNZ DAT .. 98
2.1 Trién Khai VLANS VA TIUNKS . ....e.veeveeeeeeeeeee et eeeeee et et et e eee e ee et e e eaeeee e, 98
2.2 Cai tién hiéu sudt Vi SPanming TrEC..........ocveverervrvereeiiersireeeereesesseseesseesenns 100
2.3 Dinh tuyén gifta CAC VLAN .....oiiivieiiiieeiieeceee st et 114
2.4 THEN KNAT VTP...oooiiiiiiiiicc ettt 120
2.5 TrEN KNai OSPF ......covvivieieeeeeeeeeee ettt 122
2.6 Chan doan va X 1§ 101 OSPF .......cviviiieiiieeeceeeee ettt 125
2.7 Trién khai EIGRP ........ccoivivivisiiees ettt 131
2.8 XU LY SUCO EIGRP ... 133
CAU NOT OM AP, o+ttt ettt ettt et s ettt st e te et ene e 136
BAI 7. XAY DUNG MANG LAN ...ttt ettt eee e 138
L. MIUC tIEU CTA DAT.cuuiiticiii ettt e et e et e et e e e e st e e sb e ea e e et e eabeees 138
2. NOT AUNZ DAL 1. 138
2.1 Céc chi tiét co ban trén bang vé thi cong mang (st dung microsoft visio).............. 138
2.2 G1AM SAt thl CONG MANGZ .....neeiiiii ettt e et e e eaea s 141
2.3 Céc k¥ thuat thi cong cong trinh mang.............ooiiiii 144
2.4 CAC K§ thUAL QAU NOL......cveveveeeeeieiceeeeeee ettt st 147
2.5 Cac budc tién hAnh thi CONG.........covevieeeeeeee ettt 151
2.6 Dau ndi va cAu hinh Phan CUNE ..........cvovevieiiieceeee e, 152
2.7 NhAtKIthl CONE . evvviieeeeieeee e e 153
CAU NOT ON LD .1ttt e et e et e e e et e e e e s 155
TAILIEU THAM KHAO ......ccocoiviviiieeeeeeeeeeee et 156



BAI 1. BAI MO bAU
1. Gi6i thi¢u thoi gian, vi tri, tinh chat ciia mé dun:
- Thoi gian: 90 gio (Ly thuyét: 30 gid; Thyc hanh: 56 gio; Kiém tra: 4 gid).
- Vi tri: M6 dun dugc bé tri sau khi hoc sinh hoc xong cac mén hoc chung va cac mén
hoc, mo6 dun dao tao co sé& nghé;
- Tinh chat: La md dun ddo tao chuyén nganh.
2. Giéi thiéu muc tiéu mé dun;
2.1 Muc tiéu mé dun:
- Vé kién thirc
+ Trinh bay dugc quy trinh thiét ké mot hé thong mang;
Doc dugc cac bang ve& thi cong;
Phén biét dugc cac chuan két ndi mang cuc bo;
Phan biét, lva chon duoc céc thiét b mang;
Trinh bay dugc nguyén tac hoat dong cua bd chon duong bo dinh tuyén;
Xay dung duogc céc dia chi IP cho mot lién mang;
- V& k¥ nang
Thiét ké dugc mot mang cuc bg;
Doc dugc bang vé thi cong;
Céu hinh duoc bé dinh tuyén;
Lap dugc ho so th1et ké mang;
Cai dat duogc he diéu hanh;
Cai dat va cu hinh dugc céac dich vu mang;
Bao mat dugc dit lidu cho hé thng;
- Vé nang luc ty chu va trach nhi¢ém
+ B tri lam viéc khoa hoc dam béo an toan cho nguoi va phuong tién hoc tap;
+ Rén luyén y thie ky luat trong hoc tap, tinh than hop tac, gitp d& 14n nhau;
+ Thuc hién duoc cac thao tac an toan trong lao dong.
3. Gi6i thiéu ndi dung chi tiét cia mo dun;
BAI MO DAU - THOI GIAN: 1 GIO
- Gi6i thiéu thoi gian, vi tri va tinh chat cia mo dun;
- Gio1 thi€u myc ti€u mod dun;
- G101 thi¢u ndi dung chi tlet cua mo dun;
- Gidi thiéu phuong thirc t6 chirc mén hoc va phuong phap danh gia két qua hoc tap
cuia mo dun;
- Gi6i thiéu tai nguyén hoc hoc tap (tai li€u, gido trinh, phén mém, nguén tim kiém va
tham khao, ...)
BAI 1. KHAO SAT CHUC NANG MANG MAY TiNH - THOI GIAN: 4 GIO
1. Muc tiéu cua bai
- Liét ké duoc cac thanh phﬁn chinh ctia mang;
- Dién dich dugc mo hinh mang;
- Liét ké dugc cac chirc nang chia s¢ tai nguyén chinh va cac uu diém cua ching;
- Liét ké duoc 4 ung dung mang va cac vu diém cua mdi tng dung;
- Mo ta dugc anh huong ctuia rng dung trén mang;
- Liét ké duoc loai dac trung dung dé mé ta cac loai mang khac nhau;
- So sanh dugc cac loai mé hinh vat 1y va luan 1y (physical & logical topologies);
- Liét ké dugc dac trung ciia mo hinh bus;
- Liét ké duoc dac trung ctia mé hinh sao & sao mé rong;
- Liét ké dugc dac trung ctia mo hinh vong don & vong doi;

+ + + + +
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- Liét ké duoc dic trung cia md hinh ludi day da va khong day du;

- M0 ta dugc cac phuong phap két nbi voi mang internet;
2. N¢i dung bai

2.1 Khéi niém va chuc nang caa vi xir ly

2.2 Céac ttng dung mang

2.3 bac trung cua mang

2.4 Céc loai m6 hinh mang
BAI 2. MANG CUC BQ ETHERNET - THOI GIAN: 20 GIO
1. Muc tiéu cua bai

- Dinh nghia dugc mang cuc bd (LAN);

- Quan sat va mo ta duoc cac thanh phén cua mang cuc bo;

- Li¢t ké duoc chirc nang ctia mang LAN;

- DBinh nghia dugc kich thitoc mang LAN;

- M0 ta dugc qué trinh phat trién ciia mang Ethernet (IEEE 802.3);

- M0 ta dugc cac chuan dung trong Ethernet;

- Liét k& dugc chirc nang cua card mang (NIC) trong Ethernet;

- Liét ké duoc céac yéu cau két ndi cua Ethernet;

- Dinh nghia dugc cac loai moéi truong nbi két Ethernet;

- Liét ké dugc dac trung cua cap xoan doi khong boc giap (UTP);

- Phan biét duoc diém khac biét gitra cap thang va cap chéo, giai thich cach sir dung
phu hop cho tirng loai;

- Dinh nghia va tim dugc gidi han cta vi¢c phan doan mang LAN (LAN segments);

- Liét ké dugc cac tinh chat va nhi¢m vu cuda HUB trong Ethernet LAN;
Dinh nghia dugc viéc dung d6 (collisions) trén LAN va liét ké cac diéu kién gay ra;
Dinh nghia dugc viéc mién xay ra dung d¢ trong Ethernet LAN;
Liét ké dugc danh sach cac thudc tinh va nhi€ém vu cud bridge trong viéc lam gidm
su c6 nghén mang;

- Liét ké duoc danh sach cac thudc tinh va nhiém vu cua switch;
2. N¢i dung bai

2.1 Card mang (Network Interface Card)

2.2 M6i trudng truyén Ethernet

2.3 Cép mang, dau néi RJ45, Giic cam RJ-45

2.4 Céap thang, cap chéo UTP

2.5 C4c gigi han vé phan viing mang va mé rong mang cuc bo

2.6 Giai quyét cac thach thirc trong mang véi Céng nghé LAN Switched

2.7 Quy trinh phan phdi Packet (géi thong tin mang)
BAI 3. CO SO VE PINH TUYEN - THOI GIAN: 15 GIO
1. Muc tiéu cuaa bai

- MO0 ta dugc dac tinh vat Iy cua router va chirc ndng ctia router trong qud trinh phan
phdi goi dir liéu IP;

- Mo ta dugc phuong phéap duoc st dung trong viée xac dinh duong truyén téi wu dé
truyén dir lidu;

- Liét ké duoc nhitng dic tinh ctia bang dinh tuyén va chirc ning ctia né trong viéc xac
dinh duong;

- MO ta duogc nhitng ddc tinh cta nhitng tuyén tinh (static route), tuyén dong (dynamic
route), tuyén két ndi truc tiép (directly connected route) va tuyén mic dinh (default route);



- Liét ké duoc nhimng dic diém cua cac giao thirc dinh tuyén dugc dung dé xdy dung

va duy tri bang dinh tuyén mot cach ty dong;
2. N¢i dung bai

2.1 Gidi thiéu Router

2.2 Xay dung bang dinh tuyén

2.3 Giao thirc dinh tuyén Distance Vector
2.4 Giao thuc dinh tuyén Link-State

2.5 CAu tric dia chi mang

2.6 C4u hinh Router co ban

2.7 Qua trinh phan phéi goi di liéu

2.8 Bao mat trén Cisco Router

2.9 Sur dung Cisco SDM

2.10 Str dung Cisco Router nhu mot DHCP server
2.11 Két ndi mang dién rong

2.12 Cau hinh dinh tuyén tinh

2.13 CAu hinh RIP

2.14 Quan ly thiét bi Cisco

BAI 4. CO SO VE BQ CHUYEN MACH - THOI GIAN: 15 GIO

1.

Muc tiéu cua bai

- Khéi dong duoc v mot Cisco 10S switch;

- Nhéan dang dugc cac deén trén switch phan anh dién kién lam viéc cua switch;
- Mo ta duoc cac két qua hién thi cia qua trinh khoi dongtrén switch;

- bang nhap dugc vao Cisco IOS switch;

- Céhu hinh duoc switch tur dong 1€nh;

- Kiém dinh duoc hoat dong ban dau cua switch;

- Quan ly duoc bang MAC bang cac 1énh Show twong tng;

. Noi dung bai

2.1 Khoi dong Catalyst Switch

2.2 Bo ludng bang dén LED trén Switch Catalyst 2960
2.3 Cu hinh Switch co ban

2.4 Kiém tra cdu hinh Switch

2.5 Bao mat thiét bi Switch

2.6 T6i wu hoa nhitng tién ich cua Switch

2.7 X ly céc sy ¢b cua Switch

BAI 5. MANG CUC BQ AO - THOI GIAN: 15 GIO

1.

Muc tiéu cua bai

- MOJ ta dugce chirc nang cua mang 40 VLAN;

M6 phéng duogc vai tro ciia Switch trong VLAN;
- Trinh bay duoc loi ich cia VLAN;

- Thiét 1ap dugc cac VLAN;

- Trién khai dugc VTP, OSPF va EIGRP;

. N¢i dung bai

2.1 Trién khai VLANS va Trunks
2.2 Cai tién hiéu suit v4i Spanning Tree
2.3 binh tuyén giira cac VLAN



2.4 Trién khai VTP
2.5 Trién khai OSPF
2.6 Chan doan va xu ly 15i OSPF
2.7 Trién khai EIGRP
2.8 Xu Iy sy c6 EIGRP
BAI 6. XAY DUNG MANG LAN - THOI GIAN: 20 GIO
1. Muc tiéu cuaa bai
- Mo ta dugc quy trinh thiét ké mot hé thong mang;
- Xac dinh dugc cach dau cap cho cac thiét bi phan ctng;
- Poc dugc bang veé thi cong mang;
- Cai dat duoc hé diéu hanh mang;
- Cai dat, cu hinh dugc céac dich vu mang;
- Céu hinh dugc céac giao thirc mang;
- Xay dung dugc cac phuong an bao mat mang;
- Lap duogc nhat ki thi cong mang;
Thuc hién cac thao tac an toan vdi may tinh;
2. N01 dung bai
2.1 C4c chi tiét co ban trén bang vé thi céng mang (st dung microsoft visio)
2.2 Giam sat thi cong mang
2.3 Cac ky thuat thi cong cong trinh mang
2.4 Céc ky thuat dau noi
2.5 C4c budc tién hanh thi cong
2.6 Pau ndi va cau hinh phan cing
2.7 Nhat ki thi cong
4. GIOI THIEU PHUONG THUC TO CHUC MON HQC VA PHUONG PHAP
PANH GIA KET QUA HQC TAP CUA MO PUN;
4.1 NOI DUNG VA PHUONG PHAP PANH GIA:
4.1.1 NOI DUNG
- Kién thic
+ MB0 ta duoc quy trinh thiét ké mot hé thong mang;
Mo phoéng duge vai trd va chirc ning cua céac thiét bi mang;
Trinh bay dugc cach thic truy nhap duong truyén;
Phén biét dugc cac loai mang khac nhau;
Trinh bay duoc nguyén tic hoat dong cta bo dinh tuyén;
- K¥ nang
Thiét ké dugc mot mang cuc bg;
Doc dugc bang vé thi cong;
CAu hinh dugc bo dinh tuyén bd dinh tuyén;
Lap duoc hd so thiét ké mang;
Cai dit dugc hé diéu hanh;
Cai dat va cau hinh duoc cac dich vu mang;
Bao mat dugc dir liéu cho hé thé)ng;
- Nang luc ty chu va trach nhi¢m
+ BO tri lam viéc khoa hoc dam bao an toan cho nguoi va phu’ong tién;

+ Reén luyén y thirc ky luét trong hoc tép, tinh than hop tac, gitip d& 13n nhau;
4.1.2 PHUONG PHAP, PANH GIA

+ + + +
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- Hoc sinh dugc dadnh gia qua cach thuc thi tich hep;

- Thoi gian kiém tra danh gia: 90 phat;
5. GIOI THIEU TAINGUYEN HQC HQC TAP (TAI LIEU, GIAO TRINH, PHAN
MEM, NGUON TiM KIEM VA THAM KHAO, ...)
5.1 NHUNG TRONG TAM CAN CHU Y

- CAu hinh co ban Router, Switch layer 3;

- CAu hinh dinh tuyén co ban va nang cao;

- CAu hinh mang riéng 40 co ban va ning cao;

- Xay dung bang du toan cho cong trinh xay dung mang LAN;
5.2 TAI LIEU THAM KHAO

- [1]. KS. Nguyén Cong Son, Huéng Ddn Qudan Tri Mang Microsoft Windows Server
2003, nha xuat ban: Tong Hop TP. Ho Chi Minh, nim 2005,

- [2]. Th.s Ngb Ba Hung, Gio trinh thiét ké va cai dit mang, nim 2002.

- [3]. Gido trinh Thiét ké va xdy dung mang LAN va WAN; Trung tam Dién toan va
Truyén sd liéu KV1.

- [4].Website: https://vnpro.vn, https://quantrimang.com, https://cuongquach.com, va
mot s6 trang mang khac.


https://vnpro.vn/
https://quantrimang.com/
https://cuongquach.com/

BAI 2. KHAO SAT CHUC NANG MANG MAY TiNH
Gi6i thiéu:

Cac thiét bi may tinh mang Iam nhiém vu khoi dong, dinh tuyén va cham dat dit liéu
duoc goi 1 cac nit mang. Cac nit thuong duoc xac dinh bai dia chi mang va cé thé bao
gém may chi mang nhu may tinh ca nhan, dién thoai va may chu, ciing nhu phan cing
mang nhu bo dinh tuyén va chuyén mach. Hai thiét bi nhu vay cd thé duoc cho 1a duoc két
ndi véi nhau khi mot thiét bi cé thé trao dbi théng tin véi thiét bi kia, cho du ching c6 két
ndi truc tiép vainhau hay khong. Trong hau hét cac trudng hop, cac giao thic truyén thong
danh riéng cho (ing dung dugc xép 16p (nghia 1a mang theo trong tai) so véi cac giao thic
truyén théng chung khéc.

1. Muc tiéu cia bai ‘

- Liét ké dugc céac thanh phan chinh cua mang;

- Dién dich dugc m6 hinh mang;

- Ligt ké duoc cac chirc nang chia s¢ tai nguyén chinh va cac uu diém ctia chung;

- Liét ké duoc 4 ung dung mang va cac vu diém cua mdi tng dung;

- MO ta duogc anh huong cua img dung trén mang;

- Liét ké duoc loai dac trung dung dé mo ta cac loai mang khac nhau;

- So sanh dugc cac loai moé hinh vat 1y va luan 1y (physical & logical topologies);

- Liét ké dugc dac trung ciia mo hinh bus;

- Liét ké dugc dac trung cia mo hinh sao & sao mé rong;

- Li¢t ké duoc dac trung ctia md hinh vong (j()'n & vong doi; ‘

- Liét ké duogc dac trung ctia md hinh ludi day du va khong day du;

M5 ta duge cac phuong phap két ndi vi mang internet;
2. N01 dung bai
2.1 Khai niém va chirc nang cua vi xir ly

Vixu ly von la mot khai niém da qué quen thudc vai nhirng nguoi st dung may tinh hay
nhitng ki su, 1ap trinh vién. Tuy nhién day ciing 1a mot khai niém c6 mot vai diém can luu
y. Hom nay trong gido trinh nay s& khai quat lai mot sé nhiing kién thirc lién quan dén vi
xu ly nhé!

Véi nhitng tién bo cua cdng nghé hién dai, vi xir Iy ra doi va phat trién nhanh chéng
theo thoi gian. Nhirng hing san xuat tén tudi lan luot dua ra nhitng vi xa 1y véi thuong
hiéu riéng cia minh. Mét s6 hang tén tudi véi nhitng san pham hién duoc ban rong rai nhu:
Intel, Texas Instruments va Garett AiResearch. Py ciing chinh 1a ba hing san xuat dau
tién cho ra doi nhitng b vi xt Iy hoan chinh.

Vixt ly (viét it 1a uP hay uP), doi khi con dugc goi 1a bo vi xir Iy, 1a mét linh kién dién
tar may tinh dugc ché tao tir cac tranzitothu nho tich hop Ién trén métvi mach tich
hop don. Khéi xir Iy trung tam (CPU) 1a mét b vi xir Iy duoc nhiéu nguoi biét dén nhung
ngoai ra nhiéu thanh phan khac trong may tinh ciing c6 bo vi xir Iy riéng cua né, vi du
trén card man hinh chdng ta ciing c6 mot bo vi xir ly. Trudc khi xuat hién cac bo vi xu 1y,
cac CPU duogc xay dung tir cac mach tich hop ¢& nho riéng biét, mdi mach tich hop chi
chura khoang vao chuc tranzito.

Sy tién hoa cua cac bo vi xtr Iy mot phan nho vao viéc chay theo dinh luat Moore va
hiéu suét cua né tang 1én mot cach 6n dinh sau hang nam. Vi xt ly chinh 1a bd xi ly trung
tam trong: may tinh (PC, Laptop,...), smartphone, thiét bi nhdng,... va dic biét trong cong
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nghiép nganh dién vai bo diéu khién kha trinh PLC va vi diéu khién dé tng dung diéu
khién cac day chuyén, hé théng tu dong,...

Pé hiéu hon vé vi xir Iy chiing ta sé tim hiéu mot vai thong tin chi tiét vé CPU

Khai niém CPU.

- CPU duoc goi 1a bd xir Iy, bd xir Iy trung tdm, hodc bd vi xtr Iy, CPU viét tit cua
Central Processing Unit 1a by xur Iy trung tdm cia may tinh. Nhi€ém vu chinh cua CPU la
xtt Iy cac chuong trinh va dit kién. CPU c¢6 nhiéu kiéu dang khac nhau. O hinh thirc don
gian nhat, CPU 1a mét con chip vé6i vai chuc chan. Phirc tap hon, CPU duogc rap sin trong
cac bo mach véi hang tram con chip khac. CPU 1a mdt mach xir 1y dir li¢u theo chuong
trinh duoc thiét 1ap trude. N6 1a mot mach tich hop phuc tap gém hang tri€u transistor.

Ciu tao:

- CPU duoc ciu tao boi 3 thanh phén chinh:

+ B0 diéu khién: 1a cac vi xtr i cO nhiém vu thong dich cac 1énh cua chuong trinh va
diéu khién hoat dong xur li, dugc diéu tiét chinh xac boi xung nhlp dong ho hé théng.

+ B0 sb hoc logic: c¢6 chirc nang thuc hién 1énh cua don vi diéu khién va xur Iy tin
hiéu. Bo phan nay thuc hién cac phép tinh s hoc hay cac phép tinh logic

+ Thanh ghi: Thanh ghi ndy c¢6 nhiém vu ghi ma Iénh trudce khi xt Iy va sau do ghi
két qua da xur 1y.

Cach thirc hoat dong':

- V6i ba bude chinh theo mot quy trinh, bao gém: tim nap, giai ma, thuc thi.

- Tim nap: Khi nhan Iénh, 1€nh dugc biéu dién duéi dang mdt chudi céc sb va chuyén
tGi CPU tir RAM. Mdi 1énh chi 13 mot phan nho ctia bat ki thao tac ndo vi vay CPU can
biét 1énh nao dén tiép theo.

- Giai ma: Khi mdt 1énh dugc tim nap va luu trir trong IR, CPU sé& truyén 1énh t&1 mot
mach goi 13 bd giai ma 1énh. Qua day chuyén d6i 1énh thanh cac tin hiéu dugc chuyén qua
phan khac dé thyc hién hanh dong.

- Thuec thi: Céac 1é€nh dugc gidi ma dugc gui dén bo phan lién quan cia CPU dé thuc
hién. Cac két qua duoc ghi vao mot CPU register, noi chung dugc tham chiéu bang cac
1énh sau do.

2.2 Cac ung dung mang

Ngay nay, voi su phat trién cta cong nghé, may tinh ngay cang tré nén quen thudc. Hau hét moi
linh vye khoa hoc déu str dung mang. Vay mang may tinh 1a gi? Ung dung clia mang may tinh
trong doi song hién nay ra sao? Trong gi4o trinh ndy ching ta ciing tim hiéu nhé.

Mang may tinh 1a gi?

- Mang may tinh la mét tap hop cac may tinh duoc két ndi v6i nhau theo mot cau tric
nao d6. Thong qua cac dudng truyén ma chung c6 thé trao d6i dir liéu qua lai v6i nhau.

Ung dung ciia mang may tinh

Ung dung cua mang may tinh c6 ¢ hau hét moi linh vuc trong cudc séng. Tir khoa
hoc quan su, quoc phong cho dény te gido duc,... mang may tinh da tré nén quéa quen
thudc va khong thé thiéu trong cudc séng hién nay. Nhiing (mg dung mang mdy tinh tao
nén nhirng 191 ich to 1én nhu:

Ung dung clia mang may tinh ddi véi cac ca nhén

- Pbi v6i ca nhan, tng dung ctia mang mdy tinh mang lai nhitng su tién loi nhu:

+ Truyén va nhan thong tin lién lac ciing nhu dit liéu tir ngudi ndy qua nguoi khac
mot cach dé dang

+ Gilip chiing ta lién lac truc tiép v6i nhau ma khong can gip mat tryc tiép

+ Cung cép céc tro choi giai tri, phim anh, ...

+ Gilip quan hé giita ngudi v6i ngudi trd nén dé dang va gan gili hon.
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+ Xem thém: Cac loai mang may tinh hién nay
Ung dung ciia mang may tinh d6i véi cac doanh nghiép
- V6i nhirng Gng dung ctia mang may tinh, cac doanh nghiép cé thé:

+ Chia se tai nguyén: Viéc khai thac nhing ing dung cia mang may tinh, cac
doanh nghiép c6 thé chia sé¢ dir liéu, cac Gmg dung ciing nhu cac tai nguyén khéc.

+ Tang do tin c@y cung nhu do an toan thong tin: Ung dung ciia mang may tinh
gitip théng tin guri va nhan trén dudng truyén chinh xac hon vi chiing dugc cap nhat theo
thoi gian thye. Khi mot may tinh bi hong thi cac may cin lai Van hoat dong cling nhu cung
cap dich vu binh thudng, khong gay anh huéng dén viée truyén dit licu

+ Ung dung ciia mang may tinh con dugc coi la mdt phuong tién lién lac hiru hi¢u
giita cac nhan vién trong moi to chirc.

Ngoai nhitng tng dung ké trén, phai ké dén mat han ché cia mang may tinh nhu:

+ Mang mady tinh cang 16n thi kha ning bi danh cip dit liéu cang cao

+ Viéc kiém soat bang thong kho khin

+ Nguy co lan truyén cac phan mém doc hai chta virus dé dang xay ra.

2.3 Dac trung cia mang
Mot mang may tinh c6 céc dac trung ky thuat co ban nhu sau:
- Puodng truyén

+ La phuong tién ding dé truyén cac tin hiéu dién tir giita cac may tinh. Céc tin hiéu
di¢u tur d6 chinh la cac thong tin, dir liéu dugc biéu thi dudi dang cac xung nhi phan
(ON OFF), mot tin hi¢u truyén gitta cac may tinh v6i nhau déu thudc song dién tir, tuy
theo tan s6 ma ta c6 thé dung cac duong truyen vat ly khac nhau

+ Ddc trung co ban cua duong truyén 14 giai thong né biéu thi kha ning truyén tai
tin hiéu ctia dudng truyén.

+ Thong thuong nguoi ta hay phan loai duong truyen theo hai loai:

+ DPuong truyen hiru tuyen (cac may tinh duoc noi voi nhau bang cac day dan).

+ Puong truyen vO tuyen cac may tinh truyen tin hi€éu v&inhau thong qua cac song
v tuyén véi cac thlet bi diéu ché/giai diéu ché ¢ cac dau mut.

- K§ thuat chuyén mach

+ La dic trung k¥ thuat chuyén tin hiéu gitra cac niit trong mang, cac niit mang c6
chtrc nang hudng thong tin td1 dich nao do trong mang, hién tai c¢6 cac ky thuat chuyén
mach nhu sau:

+ K¥ thudt chuyén mach kénh: Khi c6 hai thuc thé can truyén thong v6i nhau thi
giita chiing sé& thiét 1ap mot kénh cb dinh va duy tri két ndi d6 cho téi khi hai bén ngat lién
lac. Cac dir liéu chi truyén di theo con dudng ¢ dinh do.

+ K¥ thuat chuyén mach thong béao: thong bao la mot don vi dur li¢u cua nguoi su
dung c6 khuén dang dugc quy dinh trude. MOi thong bao co chira cac thong tin diéu khién
trong d6 chi 1 dich can truyen to1 cua thong bao. Can cur vao thong tin diéu khién nay ma
mdi nut trung gian c6 thé chuyén thong bao t&i nit ké tiép trén con dudng din téi dich cua
théng bao

+ K¥ thuat chuyén mach goi: & ddy mdi thong bao dugc chia ra thanh nhiéu goi nho
hon dugce goi 1a cac goi tin (packet) c6 khudn dang qui dinh trude. MJi géi tin ciing chira
cac thong tin diéu khién, trong d6 c6 dia chi ngudn (nguoi gui) va dia chi dich (ngudinhan)
clia g6i tin. Cac goi tin clia ciing mot thong bao c6 thé duoc giri di qua mang téi dich theo
nhiéu con dudng khac nhau.

- Kién triic mang
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+ Kién trac mang mdy tinh (network architecture) thé hién cach ndi cac > may tinh voi
nhau va tap hop cac quy tac, quy wdc ma tat ca cac thue thé tham gia truyén thong trén
mang phai tuan theo dé dam bao cho mang hoat dong tot.

+ Khi n6i dén kién triic ciia mang ngudi ta muén noi toi hai van dé 1a hinh trang
mang (Network topology) va giao thirc mang (Network protocol)

+ Network Topology: Cach két ndi cac may tinh v6i nhau vé mat hinh hoc ma ta goi
la t6 pd ctia mang

+ Cac hinh trang mang co ban d6 1a: hinh sao, hinh bus, hinh vong

+ Network Protocol: Tép hop cac quy udc truyén thong giita cac thuc thé truyén
thong ma ta goi la giao thirc (hay nghi thirc) cua mang

+ Cac giao thirc thuong gip nhat 1a: TCP/IP, NETBIOS, IPX/SPX,..

Hé diéu hanh mang
- He¢ diéu hanh mang 1a mot phan mem hé thdng c6 cac chirc ning sau: Quan 1y tai
nguyén cua hé thong, cac tai nguyén nay gom:

+ Tai nguyén thong tin (vé phuong dién luu trit) hay néi mot cach don gian 1a quan
ly tép. Cac cong viéc vé luu trit tép, tim kiém, xo04, copy, nhom, dit cac thudc tinh déu
thudc nhom cong viéc nay

+ Tai nguyén thiét bi. Diéu phéi viéc sir dung CPU, cac ngoai vi... dé ti uu hoa viéc
st dung

Quan 1y nguoi ding va cac cong viée trén hé thong.

- Heé diéu hanh dam bao giao tiép giita ngudi str dung, chuong trinh tng dung vai thiét
bi ctia h¢ théng.

- Cung cap cac tién ich cho vigc khai thac hé thong thuan loi (vi du FORMAT dia, sao
chép tép va thu muc, in an chung...)

- Céc hé diéu hanh mang thong dung nhét hién nay la: WindowsNT, Windows9X,
Windows 2000, Unix, Novell.
2.4 Cac loai mo hinh mang

Mot may tinh trén mang cé thé thuoc mot trong ba loai nhu sau:

- May tram (Client): Khong cung cAp tai nguyén ma chi str dung tai nguyén tir mang.

- May chu (Server): Cung cap tai nguyén va céc dich vu cho cac may trén mang.

- Peer: Su dung tai nguyén va dong thoi cling cung cap tai nguyén cho mang.

Dua vao cach ma cac may tinh duoc néi vao mang ciing nhu cdch ma chling twong tac

véi mang va vai nhau, mang may tinh dugc chia lam ba mé hinh co ban nhu sau:
M©d hinh tram-cha (Client Server):

- Cac may tram dugc n01 vGi cac may chi, nhan quyén truy nhép mang va tai nguyen
mang tir cic may chu. Poi voi Windows NT céc may dugc t6 chirc thanh cac mién
(domain). An ninh trén cac domain dugc quan Iy boi mot ) may chu dic biét goi la domain
controller. Trén domain c6 mdt master domain controller dugc goi 1a PDC (Primary
Domain Controller) va mdt BDC (Backup Domain Controller) dé dé phong truong hop
PDC gip su cd.

Mo hinh mang ngang hang (Peer-to-Peer):

- MO0 hinh nay khong c6 may chu, cac may trén mang chia sé tai nguyén khong phu
thudc vao cac may khac trén mang. Mang ngang hang thuong duoc to chirc thanh cac nhém
lam viéc workgroup. M6 hinh nay khong c6 qua trinh dang nhap tap trung, néu da diang
nhap vao mang ban c6 thé sir dung tit ca tai nguyén trén mang. Truy capvao cac tai nguyen
phu thudc vao ngudi da chia sé cac tai nguyén do, do vay ban co thé phai biét mat khau dé
c6 thé truy nhap duoc tdi cac tai nguyén dugc chia sé.

M6 hinh lai (Hybrid)



- MG hinh nay 1a sy két hop giira Client-Server va Peer-to-Peer. Phan 16n cac mang

may tinh trén thuc té thudc mo hinh nay.

- Trong cic md hinh mang noi trén, mdi md hinh cé nhimng wu, nhuge diém riéng doi
vo1 tung chi tiéu danh gia nhu: tinh bao méat thong tin, su cai dat, kha naing mo rong mang...
Su so sanh gitra cac mo hinh mang trén déi vdi mot so chi ti€u danh gia phd bién dugc cho

trong bang sau:

M6 hinh mang

— — Client-Server Peer-to-Peer
Chi tiéu danh gia

Hybrid

C6 db6 an toan va
bao mat thong tin cao
nhat. Quantri mang cé
thé diéu chinh quyén
truy nhap théng tin.

bd an toan va
bao mat kem, phu
thudc vao muc truy
nhap duoc chia sé.

D¢ antoan vatinh
bao mat théng tin.

b6 an toan va
bao mat cao gan
nhu Client-Server.

Kha ning cai dat. |  Kho cai dt. Dé cai dat. Kho cai dit.
Doihoicomaychy, |  Khong can may
DPoi hoi vé phan | hé diéu hanh mang va | chi, hé diéu hanh| Nhu  Client-
cirng va phan mém. | cac phan cang bo | mang, phan cang | Server.
sung. bo sung rét it.
o Phai c¢6 quan tri| Khong can c¢6| Nhu  Client-
Quan tri mang. Y
mang. quan tri mang. Server.
. Xur ly va luu tri Co. Khdng. Khéng.
tap trung.
Chi phi cai dat. Cao. Thap. Cao.

Trong mé hinh mang c¢6 may chu (server) khdng phai moi may cha déu hoat dong nhur
nhau ma chiing dugc danh riéng dé thuc hién nhitng nhiém vu chuyén biét nham hd trg cac
may tram trén mang, mot may cha cé thé thuc hién toan bo cac nhiém vu ndy hoic ciing
c6 thé cd mot sé may cha s& thuc hién mo nhiém vu riéng biét nao do, vi du nhu: Web

server, FTP server, File server, Printer server...

Cau hoi on tap

Liét ké cé4c thanh phan chinh cua mang;

Liét ké 4 ¢tng dung mang va cac vu diém caa mdi ung dung;
M6 ta anh hudng cua ang dung trén mang;

Liét ké dac trung cua moé hinh bus;

Liét ké dac trung cua mo hinh sao & sao mé rong;

Liét ké dac trung cua mé hinh vong don & vong doi;

ok owdE
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7.
8.

Liét ké dic trung cia mo hinh ludi day du va khéng day du;
M6 ta cac phuong phap két ndi véi mang internet;
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BAI 3. MANG CUC BO ETHERNET
Giéi thi¢u:

Ethernet da dé dang trg thanh cong nghé mang LAN thanh cong nhat trong suét 20 nam
qua. Pugc phat trién vao giira thap ky 1970 bai cac nha nghién ciru tai Xerox Palo Atlto
Research Center (PARC), Ethernet 1a mét vi du thuc tién cua loai mang cuc bo sir dung
giao thic CSMA/CD.

1. Muc tiéu cua bai

- DBinh nghia dugc mang cuc bd (LAN);

- Quan sat va mé ta duoc cac thanh phan cua mang cuc bg;

- Li¢t ké duogc chirc nang ctia mang LAN;

- DPinh nghia dugc kich thiroc mang LAN;

- M0 ta dugc qué trinh phat trién cia mang Ethernet (IEEE 802.3);

- M0 ta dugc cac chuan dung trong Ethernet;

- Liét ké duge chure ndng cua card mang (NIC) trong Ethernet;

- Liét ké dugc cac yéu cau két ndi cia Ethernet;

- Dinh nghia dugc cac loai moi truong ndi két Ethernet;

- Li€t ké dugc dac trung cua cap xoan do6i khong boc giap (UTP);

- Phan biét dugc diém khac biét gitra cap thang va cap chéo, giai thich cach sir dung
phu hop cho tirng loai;

- Dinh nghia va tim dugc gidi han cua viéc phan doan mang LAN (LAN segments);

- Liét ké duogc cac tinh chat va nhiém vu cua HUB trong Ethernet LAN;

Pinh nghia dugc viéc dung do (collisions) trén LAN, liét ké cac diéu kién gy ra;
Dinh nghia dugc viéc mién xay ra dung do trong Ethernet LAN;

- Li¢t ké duoc danh sach cac thudc tinh va nhi¢ém vu cud bridge trong viéc lam giam
su c6 nghén mang;

- Liét ké duoc danh sach cac thudc tinh va nhiém vu cua switch;

2. N¢i dung bai
2.1 Card mang (Network Interface Card)
2.1.1 Card mang la gi ?

Card mang la gi ? Card mang hay con goi la card dung dé giao tiép véi internet 1a 1 loai
bang mach gitip cho may tinh cd thé giao tiép v&i cac may khéc, thong qua internet, né c6
thé duoc goi véi ten LAN adapter, nd duoc st dung trong mot khe cam trong bo mach
chinh cua may tinh dé ban dé c6 thé gitp PC giao tiép va két ndi véi mdi trudng mang.

Card mang dugc cam vao céac khe cam nhu PCI hay qua céng USB déu dugc va card
mang giao tiép vai cap mang bang cac chuan AUI, BNC, UTP...

Hinh 3.1: Card mang
2.1.2 Céc chirc ning co ban ciia card mang
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Card mang gilp may tinh cia ban chuan bi dit liéu dé dua 18n mang hay nhan dit liéu tir
mang vé may tinh, dir liéu phai duoc chuyén doi tir dang byte va bit sang loai tin hiéu dién
dé truyén qua day cap va nguoc lai néu nhu may tinh muén nhan dit liéu tir mang.

NG gilip cac may tinh giao tiép vs nhau truyén dit liéu qua lai giita cac may tinh kiém
soat théng ké thong tin dit liéu tir cap téi may tinh.

M3i card mang can c6 1 dja chi MAC va dia chi d6 1a duy nhat khdng bi tring lip dé né
phan biét cac card mang véi nhau trén mang internet, dia chi MAC nay dugc cung cap boi
vién cong nghé dién va dién tir) va cac nha san xuat card mang cb dinh dia chi MAC do
vién cung cap dén céc card mang do minh tu san xuat, dia chi MAC gom 6 byte (48 bit)
trong d6 thi 3 byte 12 ma sb cua chinh nha san xuét ra card mang va 3 byte 1a s6 seri cua
cac card mang do hdng san xuat, va nhitng ngudi am hiéu hay goi la dia chi vat Iy.

2.2 Mi trwomg truyén Ethernet ‘

Ethernet dugc khdm phé va phat minh dau tién boi Robert Metcalfe va David Boggs cua
Cong ty Xerox PARC vao nhitng niang 1973 véi téc do truyén tai ban dau 1a 2.9Mbs. Sau
nay Metcalfe d3 gia nhap vao hang Digital va hop tac véi Intel va Xerox dé phét trién cong
nghé nay.Va sau nay khéi niém vé Ethernet da duoc té chirc IEEE chuan hda vao nam 1983.

Ethernet c6 khai nién nhu la mot phuong phap truy cap mang may tinh noi bo (mang
LAN) duoc str dung dau tién va phd bién nhat. Ethernet hinh thanh tir khai niém chuan
802.3 cua IEE, mét to chirc Qudc té cua nghanh Dién va bién tir ¢ uy tin chuyén thiét lap
cac chuan cho may tinh va mang truyén thong.

Ngay nay, mang Lan da hét sirc phé bién va duoc sir dung rong réi trén toan Thé gioi va
mdi khi nhiac dén két ndi mang 1 ngudi ta nghi dén ngay mang Ethernet.

Pon gian hon, mang ethernet 1a mot mang lan c6 mdi trudng truyén théng duoc chia sé
qua lai. T4t ca cac tram trén mang lan déu chia nhau téng s6 bang thdng cia mang. Con sb
bang théng nay c6 thé 1a 10Mbs, 100Mbs va 1000Mbs (Megibit per second = megabit/giay).

Ngoai ra con ¢ nhitng khai niém nhu Switch Ethernet day la cong nghé mang Ethernet
st dung Switch dé thay cho cac thiét bi Hub. V&i cong nghé nay mdi may tinh truyén va
nhan tin hiéu s& c6 mot dudng truyén bang thdng riéng véi day da tan sé bang théng day
du.

Céc loai day s dung trong mang Ethernet

- Mang Ethernet LAN c¢6 thé str dung cac loai cap dé truyén tin hi¢u nhu: cap dong
truc, cap mang, cap quang. Mang ethernet st dung ca 2 cau trac tuyén tinh va hinh sao.

Hai chuan mang Ethernet pho bién .

- Tét ca cac may tinh trén cung mang Lan déu c6 kha nang truy cép mang, tuy nhién
khi phat hién sy va cham cua nhiéu goi thong tin khac nhau trén mang lan thi toan bg cac
goi thong tin dang truyén s& bi loai bo dé truyen lai. Ngay nay ching ta chi can quan tam
to1 2 chuap Ethernet dugc st dung Qho bién nhat d6 la: ) . .

+ Toc do 10/100Mbs diy la toc d) mang dat chuin Megabit truyén tai & nhu cau
phd thong da s6 cac két ndi internet ma ta dang su dung deu c6 toe do dat chuan giga nay.

+ Téc d9 10/100/1000Mbs la toc d6 mang dat chuin Gigabit truyén tai danh cho
nhu cau cao cap hon, thuong bat gap & cac sever quan nét, hodc cac doanh nghi€p c6 tinh
chét cong viéc sir dung két ndi internet nhiéu.

2.3 Cap mang, dau ndi RJ45, Gidc cim RJ-45
2.3.1 Day cap mang la gi?
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Day cap mang duoc biét dén 1a day din dang xoan lam tir kim loai hay hop kim duoc
chiathanh nhiéu loai khac nhau nhung chiiyéu la cap déng va cap quang bao boc bén ngoai
la mot [6p vo nhua céch dién.

Cung véi su phét trién caa cdng nghé hién dai céc thiét bi c6 kha niang két ndi mang
ngay cang nhiéu nhung ching ta khdng nén bo qua san pham théng minh nay,day mang
nay duoc thiét ké nho gon, tién dung dé dang dang trong viéc van chuyén va lap dat.gia
thanh lai hop If dap tng duoc cac nhu ciu cua nguoi st dung.

Phén loai cac loai day cap mang

Trén thuc teé co rat nhieu loai cdp khac nhau dugc tao ra vai cac muc dich khac nhau,
tuy nhién c6 mot sb loai cap co ban trén thi treong duoc nhiéu ngudi s dung nhat va co
tinh phd bién cao. D6 chinh 1a nhiing loai cap sau day:

Cap mang CAT 5

Hinh 3.2: Ddy cap mang CATS

- Capmang CATS5 la loai cap dugc st dung pho bién nhat véi gia thanh ré nhat trén thi
truong, dugc thiét ké dat chuan. St dung loai cép nay ban s& théy c6 hoac khong co6 boc
kim loai chdng nhiéu bao quanh cap bao quanh 8 soi cap trudc khi duge boc 16p vo nhya
bén ngoai. L5i cua cac day cap 1a 1 18i ddc nhiéu soi bén gitp truyén tin hiéu tét hon. Toc
d6 duong truyén dit liéu t6i da 1a 100 Mbps.

Cap mang CAT SE

- Cap CAT 5E gidng nhu cap CAT 5 nhung dugc san Xuat theo ti€u chuan ky thuét
khat khe va ndi tréi hon va hiéu qua st ‘dung cling t6t hon rat nhidu. Gan day hau hét nguoi
dung thuong chon cap CAT 5E nay dé sir dung boi gia cua ciing khong chénh 1éch nhiéu
so voi nhing day cap khac ma toc do sur dung thi duoc cai thién hon. Mat khac cap nay
cho phép truyen dir liéu t6t hon rat nhiéu 1000 Mbps va giam nhiéu trong qua trinh truyén
tin hiéu t6t hon han so voi CAT 5.

Cap mang CAT 6

- Cap CATS truyén dir liéu 6n dinh va xa hon céc loai cap bén trén. Ciing s& hiru cu
trac chit thap va cic vo nhya dugc gia cd day hon. véi 16p vo chdng nhidu téi da, chiu dung
diéu kién moi trudng khic nhiét. Téc do dap ung v6i quang duong xa hon rat nhiéu. Chinh
vi thé ma loai cap nay gia thanh cia cép rat cao bén canh d6 ngudi dung lai thuong it khai
thac hét strc mang ctia cap nén khong duoc sir dung,nhleu

/ £ =
% /

Hinh 3.3: Cdp mang CAT 6 chong nhiéu
- Trén day 1a phéan loai nhimg day cap khac nhau véi hiéu qua khac nhau, tim hiéu
nhirng loai day cap nay hi vong ban s& co6 su lua chon ding cho viéc khai thac va stir dung
cua minh.
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Vai tro, ing dung cia day cap mang

- Day capmang c6 day la san pham thong dung nhat ma bat cirai 'dang str dung internet
déu biét dén, day mang phd bién v6i chiéu dai 100m két ndi mang dén may tinh cia chiing
ta. DAy mang duoc st dung trong nhiéu thiét bj thong minh khac nhau tir cac phong may
dén céc hé théng mang LAN, mang khu vyc hay tham chi la cac hé thdng mang xuyén
qudc gia. Tuy nhién thyc té hon het Van 1a viéc str dung day mang trong sinh hoat hang
ngay tir viée két ndi Internet.Chi can cdm dau mang vao thiét bi la ban da co thé két nbi
mang va st dung bat c liic nao, viéc sir dung day cap mang sé& 6n dinh hon, téc do duong
truyén nhanh hon va hiéu qua cho cong viéc hon.

- Viéc sir dung day cap mang s& dem lai hiéu qua tot hon nhiéu so voi viée sir dung
mang khong day, c6 nghia 13 viéc truy cap s dung mang dé tim kiém hay lam viéc s&
nhanh hon rat nhiéu.

2.3.2 DAu ndi RJ45

Pau ndi mang LAN RJ45 gilip ban dé dang két néi tin hiéu Internet khi ma soi day cap

mang khong du do dai dé két néi. HS tro toe do truyén tai tin hiéu I1&n t&i 10Gbps.

{/
Hinh 3.4 Pau ndi mang LAN RJ45
2.3.3 Gidc cim RJ-45
RJ-45 14 t&n goi tat cua mot loai day cap duoc ciu tao bai 8 day nho chia 1am 4 cip véi
mau sic khac nhau va con c6 tén goi khac 1a day cap mang. Mbi dau day mang khi st dung
duoc dé két ndi véi cac thiét bi nhu Modem, Hub, Switch can phai c6 mot dau bam dé két
ndi, loai dau bam nay dugc goi 1a hat mang RJ-45.
2.4 Cap thing, cap chéo UTP
Hién nay c6 2 chuan bam cap day mang 1a chuan T568A (goi tat la chuan A) va chuan
T568B (goi tat 1a chuan B).
- Pbi v6i mdi chuan thi co cach sap xép mau cac day khac nhau:
+ Chuin T568A: Trang xanh 14 - Xanh |4 - Trang cam - Xanh duong - Trang xanh
duong - Cam - Trang nau - Nau.
+ Chuén T568B: Trang cam - Cam - Trang xanh 14 - Xanh duong - Tring xanh
duong - Xanh I4 - Tring nau - Nau.

Tring xanh 13 .1 [[RIABLOLEER R (HERRE RN 1. Trdng cam
Xanh la .2 2. Cam
Trdng cam .3 | g oo oot e 3. Trang xanh la
Xanh duong .4 7”[ I'H' L HDI'H' 4. Xanh duong
Trang xanh duong .5 | f "~ ® 2" ,1‘ T 5. Trang xanh duong
Cam .6 " Chuan Chpan 6. Xanh la
Tréng nau .7 UT568A LTSE’SB' 7. Trang nau
Nau 8 LIIA TITPANE 8. Nau

ally JJr aly

IZ.‘-J‘O'X 234567 8

Hinh 3.5 Chuén T56§§A va T568B )
- Trong mot day cap dat chuan qui dinh bao gom tam sgi day dong trong d6 moi hai soi
x0an véi nhau thanh ting cap theo qui dinh nau - trang nau, cam - trang cam, xanh 14 -
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trang xanh 14, xanh duong - trang xanh duong va 1 s¢i day kém. Soi day kém nay chi c6

chtic nang 1am cho soi day cap chic chan hon. Sgi day cap nay sé duoc ndi véi mot dau

RJ45 dé bam day mang thi phai bAm tdm sgi day dong vao céc diém tiép xdc bing dong

trong dau RJ45.

2.4.1 Cac kiéu bam cap diy mang o o q
D61 voi hat mang loai RJ45 thi ching ta s€ c¢6 2 kiéu bam do 1a kiéu bam cap thang
(Straight through) va kiéu bam cap chéo (Crossover).

- BAm cép thang: 12 khi ban bam ca 2 dau cung 1 chuén, vi du nhu A—A hoic B-B.

- Bim cap cheo.vla kI,n banvban bam’I dau 1a chuin A va du con lai 1a chuan B.
2.4.2 Cach dung kiéu bam thang va bam chéo , ,

Bam cép thang: Cac ban dung kiéu nay de ket noi tir may tinh den hub/switch. Noi
switch dén router, ni switch dén PC hoic server, ndi hub dén PC hoic server.... Tom lai
la ban sir dung kiéu bam cép thang dé két ndi gitra cac thiét bi khac loai véi nhau.

- Ly do: Pau nhan ciia bén nay 1a dau giri cia bén kia rdi, nén kiéu bim thang sé dung

noi 2 thiet bi khac loai. 9 o
Bam cap chéo: Cac ban dung kiéu nay dé noi 2 may tinh lai vai nhau ma khéng dung

hub/switch. N&i switch dén switch, ndi switch dén hub, néi hub dén hub, ndi router dén

rounter, ndi PC dén PC, ndi router dén PC...N6i tom lai la ban st dung kiéu bam cép
chéo dé két ndi gitra céc thiét bi cung loai.

- Ly 7d0: PAau nhan cua bén nay la dau nhan cta bén kia ludn nén phai dao chéo lai dé
no co thé guri nhan dung.

2.5 Cac gidi han vé phan ving mang va mé rgng mang cuc bd
Neéu lay khoang cach dia ly lam yéu to phan loai mang thi ta c6 mang cuc b, mang do

thi, mang dién rong, mang toan cau. Mang cuc bo (LAN - Local Area Network): 1a mang

duoc cai dit trong pham vi twong d6i nho hep nhu trong mot toa nha, mot xi nghiép...véi
khoang céch 16n nhat gitra cac may tinh trén mang trong vong vai km tré lai.

2.6 Giai quyét cac thach thirc trong mang voi Cong nghé LAN Switched
Mang cuc b6 (LAN) la hé truyén thdng toc do cao duoc thiét ké dé két noi cdc may tinh

va céc thiét bi xt ly dix liéu khéac cing hoat dong véi nhau trong mot khu vuc dia ly nho

nhu & mot tang caa tod nha, hoic trong mot toa nha Mot sé mang LAN c6 thé két ni lai
véi nhau trong mot khu lam viéc.

Céac mang LAN troé nén thdng dung vi n6 cho phép nhirng ngudi su dung dung chung
nhiing tai nguyén quan trong nhu may in, 6 dia CD-ROM, cac phan mém ung dung va
nhiitng thdng tin can thiét khac. Trudc khi phat trién cong nghé LAN céac may tinh 1a doc
lap va&i nhau, bi han ché bai sb luong céc chuong trinh tién ich, sau khi két néi mang rd
rang hiéu qua cta ching ting 18n gap boi.

Céu trac topd cuia mang

- Cautrac topo (network topology) cua LAN la kién trac hinh hoc thé hién cach bb tri
cac dudng cap, sap xep cac may tinh dé két n6i thanh mang hoan chinh. Hau hét cac mang
LAN ngay nay déu dgqc th}et ké dé hgat dong dua trén mat cAu trac mang dn}h truge. Pién
hinh va st dung nhi€u nhat la cac cau trac: dang hinh sao, dang hinh tuyén, dang vong
cung voi nhirng cau trac két hgp cta ching.

Mang dang hinh sao (Star topology)
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- Mang dang hinh sao bao gdm mét bo két ndi trung tAm va cac nut. Cac nitnay la cac
tram dau cudi, cdc may tinh va cac thiét bi khac cia mang. Bo két néi trung tim ctia mang
diéu phdi moi hoat dong trong mang.

- Mangdang hinh sao cho phép ndi cac méy tinh vao mot b tap trung (Hub) bang cap,
giai phap nay cho phep ndi tryc tiép may tinh vi Hub khéng can thong qua truc bus, tranh
dugc cac yéu to gdy ngung tré mang.

Hinh 3.6 Cau tric mang hinh sao

M6 hinh két néi hinh sao ngay nay da tro 18n hét sirc phd bién. Vai viéc st dung cac bo
tap trung hodc chuyén mach, cau tric hinh sao c6 thé dugc mo rong bang céach to chic
nhiéu muc phan cap, do vay dé dang trong viéc quan Iy va van hanh,

- Céc vu diém cta mang hinh sao:

+ Hoat dong theo nguyén ly nbi song song nén néu c6 mot thiét bi nao d6 & mot nat
thong tin bi hong thi mang van hoat dong binh thuong.

+ Cau tric mang don gian va cac thuat toan diéu khién on dinh.

+ Mang co thé dé dang mé rong hodc thu hep.

- Nhimg nhugc diém mang dang hinh sao:

+ Kha ndng mo r6ng mang hoan toan phu thudc vao kha nang cua trung tam.

+ Khi trung tam c6 sy c0 thi toan mang ngung hoat dong.

+ Mang yéu cau ndi doc lap riéng ré ting thiét bi & cac nit thong tin dén trung tAm.
Khoang cach tir may dén trung tam rat han ché (100m).

Mang hinh tuyén (Bus Topology)

- Thuc hién theo cach b tri hanh lang, cac may tinh va cac thiét bi khac - cac nit, déu
duoc ndi vé v6i nhau trén mot truc dudng day cap chinh dé chuyén tai tin hiéu. T4t ca cac
nat déu sir dung chung duong day cap chinh nay

- Phia hai dau day cap duoc bit bai mot thiét bi goi 1a terminator. Cac tin hiéu va di

liéu khi truyén di day cap déu mang theo dia chi cua noi dén.
Terminator

Hinh 3.7 Céu triic mang hinh tuyén
- Uu diém:
+ Loai hinh mang nay dung day cap it nhat, dé lap dat, gia thanh re.
- Nhuoc diém:
+ Su Un tic giao thong khi di chuyén dir liéu voi luu lugng 16n.
+ Khi c6 sy hong hdc ¢ doan nao dé thi rat kho phét hién, mot sy nging trén dudng
day dé stra chita s& ngung toan bo hé théng.
+ Cau tric ndy ngay nay it dugc st dung.
Mang dang vong (Ring Topology)
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- Mang dang nay, bd tri theo dang xoay vong, duong day cap duoc thlet ké lam thanh
mot Vong khép kin, tin hiéu chay quanh theo mét chiéu nao do. Cacnut truyén tin hiéu cho
nhau mdi thdi diém chi duge mot nit ma thoi. Dir lidu truyén di phai c6 kém theo dia chi
cu thé ciia mdi tram tiép nhan.

- Uu diém:

+ Mang dang vong c6 thuan loi 1a c6 thé ndi rong ra xa, tong dudng day can thiét it
hon so véi hai kiéu trén
+ MAJi tram c6 thé dat duoc toc do tdi da khi truy nhap.

- Nhuge diém:

+ DPuong day phai khép kin, néu bi ngit & mot noinao do thi toan bo hé thdng ciing

bi ngung.
/_%\
Kg‘—,f
, Hinh 3.8 C4u triic mang dang vong
Mang dang ket hop

- Két hop hinh sao va tuyen (Star/Bus Topology): Cau hinh mang dang nay c6 b phan
tach tin hiéu (spitter) gitt vai tro thiét bi trung tam, hé théng day cap mang co thé chon
hoac Ring Topology hodc Linear Bus Topology. Loi diém cua ciu hinh nay la mang c6 thé
goém nhiéu nhom lam viéc & cach xa nhau, ARCNET la mang dang két hop Star/Bus
Topology. CAu hinh dang nay dua lai su uyén chuyén trong viéc b tri dudng day tuong
thich dé dang d6i voi bat cir toa nha nao.

- Két hop hinh sao va vong (Star/Ring Topology). Cau hinh dang két hop Star/Ring
Topology, c6 mot "thé bai" lién lac (Token) dugc chuyén vong quanh mét cai HUB trung
tam. Mi tram lam viéc (workstation) duoc néi voi HUB - 13 cau ndi giita cac tram 1am
viée va dé ting khoang cach can thiét.

2.7 Quy trinh phan ph01 Packet (g01 thong tin mang)

Trong thoi dai cdng nghé phat trién ngay nay, chac han ai trong s6 ching ta déu da st
dung chirc nang giri 1 hinh anh, email, bai hat, ... cho mot may tinh khac dé dua thong tin
dén cho ngudi nhan. Cong viéc tuong chirng nhu rat don gian nhung ¢6 khi nao céc ban
thac mac vi sao 1 file nhac, 1 hinh anh hay 1 thu dién tir lai c6 thé truyén dén cho nguoi
nhan khdng. Chéc han cac ban di nghi n6 that ki diéu. Trong gi4o trinh nay s& gilp cac
ban hinh dung va hiéu rd co ché hoat dong ciing nhu cach thirc giri nhan caa mot dix liéu
tir mot may tinh ndy dén mot may tinh khac céac ban nhé.

2.7.1 Tong quan

Transmit tieer Receive
ot — )
— P
5 Session Layer 3
4 Transport Layer 4
2 | I | -

— Physical Link ———>
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‘ Hinh 3.9 M6 hinh by 16p OSI ,

Theo so do ¢ trén thi m6 hinh OSI gom c0 7 tang va dugc danh so6 thi tu tir dudi 1én tur

1 dén7. Va o day cac ban co thé thiy rang c6 2 trang thai d6 1a “Transmit Data” va “Receive

Data”. O day 2 trang thai nay c6 nghia la truyén dir liéu va nhan di liéu. Cac ban c6 thé

hiéu ndm na ¢ day 1a bén ngudi giri dit liéu, may tinh guri con bén kia 1a bén nguoi nhan,

may tinh nhan dix liéu. Va nhu cac da thiy, bén phia ngudi giri thi gdi tin s& di tir ting 7
xuéng tang 1 va nguoc lai.

Ei Appllcatloﬂ ﬁpplication

leresentatlon] Data (Presentatlon
Session ) ( Session

)
|
Transport ]M_»[ Transport %
)
)

Network ) <—IT——==J—>[ Network
Data Link )<—C==%>[ Data Link
Physical ] <—l==—4—->( Physical
I T
_J . |
Hinh 3.10 Data, Segments, Packets, Frames, Bits trong md hinh OSI
- Data, Segments, Packets, Frames, Bits 1a don vi truyén dit liéu giita cac ting.

Quy trinh xir ly dir liéu trong mé hinh OSI
- Phia may gui

L [ 1] o]

HOR = Haadar

Hinh 3.11 M phong dich vu ngudi gdi qua mo hinh OSI
+ O tang Application (ting 7), ngudi dung tién hanh dua thong tin can giri vao may
tinh. Cac thong tin nay thuong c6 dang nhu: hinh anh, van ban,.
+ Sau do thong tin dit liéu nay duogc chuyen xudng tang Presentatlon (ting 6) dé
chuyén cac dir lidu thanh mot dang chung de ma hoa dir li¢u va nen dir ligu.
+ Dt li¢u tlep tuc dugc chuyen xuong tang Session (Tang 5). Tang nay 1a ting phién
c6 chirc nang bd sung cac thong tin can thiét cho phién giao dich (giri- nhan) nay. Céc ban
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c6 thé hiéu ném na 13 tang phién cﬁng gidng nhu cac ¢d nhan vién ngan hang lam nhiém
vu x4c nhan, bo sung thong tin giao dich khi ban chuyén tién tai ngén hang.

+ Sau khi ting Session thuc hién xong nhiém vy, n6 s& tiép tuc chuyen dr li€u nay
xudng tang Transport (TAng 4). Tai tAng nay, dit liéu dugc cat ra thanh nhiéu Segment va
cling 1am nhiém vu bo sung thém cac thong tin vé phuong thudc van chuyén dir liéu dé
dam bao tinh bao mat, tin cay khi truyen trong mo hinh mang.

+ Tiép do, dir liéu s& dugc chuyén xudng tang Network (Tang 3). O ting nay, cac
segment lai tlep tuc duoc cat ra thanh nhiéu goi Package khac nhau va b6 sung thong tin
dinh tuyén. Tang Network nay chirc ning chinh ctia né 13 dinh tuyén dudng di cho géi tin
chtra dir licu.

+ Dir lidu tiép tuc duoc chuyen xubng tang Data Link (tang 2). Tai tang nay, moi
Package s& dugc bam nho ra thanh nhiéu Frame va bo sung thém cac thong tin kiém tra goi
tin chira dit liéu dé kiém tra & may nhan.

+ Cudi cung, cac Frame nay khi chuyén xuéng tang Physical (Tang 1) s& dugc
chuyén thanh mot chudi cac bit nhi phan (0 1....) va dugc dua 1én ciing nhu pha tin hiéu
trén cac phuong tién truyén dan (day cap dong, cap quang,...) dé truyén dir liéu dén may
nhan.

+ M®i géi tin dir lidu khi duoc dua xudng cac tang thi dugc gan cac header cua tang
do, riéng & tang 2 (Data Link), géi tin dugc gin thém FCS.

- Phia may nhan

Data De-Encapsulation

Receiver
N |
% - -
1 ; I Appication F—--la User Dats
g Presentation ! _’E Uséer Dals
Session = JH User Dats
B Transpon
Network
Data Link
J Physical

HOR = Header
Hinh 3.12 M6 phoéng dich vu nguoi nhan qua mo hinh OSI

+ Tang Physical (tang 1) phia may nhan s& kiém tra qua trinh déng bd va dua cac
chudi bit nhi phan nhén dugc vao vung dém. Sau do gui thong bao cho tang Data Link
(Tang 2) rang dir li¢u da dugc nhén.

+ T1ep do tang Data Link s& tién hanh kiém tra cac 16i trong frame ma bén may gui
tao ra bang cach kiém tra FCS c6 trong géi tin duoc gan bén phia may nhan. Néu c6 16
xay ra thi frame do s€ bi huy bo. Sau d6 kiém tra dia chi 16p Data Link (Pia chi MAC
Address) xem c0 trung voi dia chi cua may nhan hay khong. Néu dung thi 16p Data Link
s€ thyuc hi¢n g& bo Header cua tang Data Link d¢é tiép tuc chuyén lén tang Network.

+ Tang Network s& tién hanh kiém tra xem dia chi trong géi tin nay c6 phai la dia
chi cia may nhén hay khong. (Luu y: dia chi ¢ tang nay la dia chi IP). Neu dang dia chi
may nhan, tang Network s& g& bo Header ctia né va tiép tuc chuyén dén ting Transport dé
tiép tuc qui trinh.
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+ Otang Transport s& hd tro phuc hoi 16i va xir 1y 161 bang cach giri cac goi tin ACK,
NAK (goi tin dung dé phan ho6i xem cac goi tin chtra dir li¢u da dugc gui dén may nhan
hay chua?). Sau khi phuc hoi stra 161, tAng nay tiép tuc sap xép cac th ty phan doan va dua
dix liéu den tang Session.

+ Tang Session lam nhi¢m vu dam bao cac dir liéu trong goi tin nhan dugc toan ven.
Sau d6 tién hanh g& bé Header cua tang Session va tiép tuc gui 1én ang Presentation.

+ Tang Presentation s& xir Iy goi tin bang cach chuyén d6i cac dinh dang dit liéu cho
phtt hop. Sau khi hoan thanh s& tién hanh giri 1én tAng Application.

+ Cudi cung, ting Application tién hanh xir Iy va g& bo Header cudi cung. Khi d6 ¢
may nhén s€ nhan dugc dir liéu cua goi tin dugc truyén di.

Nhu vay:

Quié trinh truyén va nhan mét goi tin duoc thuc hién trong mé hinh mang may tinh duoc
thue hién mot cach trinh ty. Hi vong qua gi4o trinh nay, cac ban c6 thé hinh dung cu thé
duong di cua mot goi tin khi ching ta tién hanh giri mot dit liéu nao dé. Bé qua dé cé thé
hiéu rd hon nhitng céng nghé ma ching ta dang duoc st dung trong xa hoi ngay nay khéng
phai 1a mot thir gi d6 qua mo ho, ma tat ca déu dua trén mot qui trinh va céng nghé do con
nguoi lam chu va tao ra ching.

Cau hoi on tap

. Binh nghia mang cuc bd (LAN);

. M0 ta cac thanh phan ctia mang cuc bd (LAN);

. Li¢t ké chirc nang ciia mang LAN;

. Mo ta cac chuan dung trong Ethernet;

. Li€t k€ chuc nang cua card mang (NIC) trong Ethernet;

. Liét ké cac yéu cau két ndi cua Ethernet;

Dinh nghia cac loai méi truong n6i két Ethernet;

. Liét ké dac trung cua cap xoan doi khong boc giap (UTP);

. Diém khac biét giita cap thang va cap chéo, giai thich cach sir dung phu hop cho timg
loai;

10.Liét ké tinh chat va nhiém vu cua HUB trong Ethernet LAN;

©CO~NOOUTAWNBE
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BAI 4. CO SO VE PINH TUYEN
Gioi thi¢u:

Trong nganh mang may tinh, dinh tuyén (tiéng Anh: routing hay routeing) 1a qua trinh
chon lya cac dudng di trén mot mang may tinh dé giri dix liéu qua do. Viéc dinh tuyén duoc
thuc hién cho nhiéu loai mang, trong d6 c6 mang dién thoai, lién mang, Internet, mang giao
thdng. Vi vay viéc xay dung bang dinh tuyén, dugc t6 chic trong b nhé caa router, tro
nén vo clng quan trong cho viéc dinh tuyén hiéu qua.

1. Muc tiéu cua bai

- MG6 ta dugc dac tinh vat Iy cua router va chirc ndng cua router trong qué trinh phan
phéi géi dit licu IP;

- Mo ta duoc phuong phap dugc st dung trong viéc xac dinh dudng truyén toi vu dé
truyén dir liéu;

- Liét ké dugc nhitng dac tinh ctia bang dinh tuyén va chirc ndng cua no trong vi¢c Xac
dinh duong;

- Mo ta duge nhung déc tinh cta nhiing tuyén tinh (static route), tuyén dong (dynamic
route), tuyén két ndi truc tiép (dlrectly connected route) va tuyen mac dinh (default route);

- Liét ké duogc nhimg dac diém cua cac giao thuc dinh tuyén dugce dung dé xay dung
va duy tri bang dinh tuyen mot cach ty dong;

2. Noi dung bai
2.1 Giéi thiéu Router
2.1.1 Phan clrng va céu tric ciia Router
Phan cing: phan cing ctia Router gan tuong dong vé cac thanh phan véi PC

Router PC
Main Main
CPU CPU
RAM: la noi chay file Runingconfig. Bao gém: bang dinh RAM
tuyén, MAC, NAT, ACL
+ NVRAM: 12 bo nhé Iuu file cAu hinh: Startup config HDD

+ Flash: 1a bo nhé luu file 10S
Cong két noi:

Serial Ports

- FastEthernet - Console Auxiliary Power Power Cord
Ports Port Port Switch Connection

Hinh 4.1 Céac céng két ndi cua Router
- Chung ta c6 thé truy cap va diéu khlen tir may tinh t6i Router bang cac dudng:
+ Dwong console: két ndi truc tiép tir may tinh to1 Router bang cap Console (mot
dau cdm vao cong com trén may tinh, mot dau cong console cua Router hodc Switch). Cap
console c6 toc dd thap 56kb/s nén chi dugc dung thiét 1ap ban dau
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+ Telnetor SSH: két ndi t6i Router hodc Switch thong qua cong mang. Két ndi nay
c6 tc do cao va cho phép truy cap tir xa. Trong d6 telnet c6 toc do nhanh hon. Nhung
khong hd tro bao mat. SSH hd trg bao mat nhung téc d6 truyén chdm hon. Vi vay ngudi ta
thuong dung SSH trong nhirng khu vuc khong an toan, va Telnet trong nhitng khu vuce
mang an toan.

+ AUX: Chi hd trg trén Router: ciing cho phép két ndi tdi Router tir xa, thong qua
duong truyén Modem. Tuy nhién loai két ndi nay thudong khong duoc sir dung.

10S (Internetwork Operating System): Hé diéu hanh cia thiét bi Cisco

Twong ty nhu mot may tinh, mot router hoic switch hoat dong thi phai ¢ hé diéu hanh.
Cisco Internetwork Operating System (10S) 14 phan mém hé thdng trong cac thiét bi cua
Cisco. N6 1a cdng nghé cét 18i duoc ma rong trén hau hét cac dong san pham cua Cisco
Cisco IOS cung cép cho céc thiét bi véi cac dich vu mang sau day:
=> Chirc niang dinh tuyén va chuyén mach
=> Tin c@y va truy cap bao mat vao tai nguyén mang
=> Khan nang mo rong hé thong.

- Chu y vé IOS:

+ => Hé diéu hanh hoat dong 13 khic nhau trén tig thiét bi (Router hodc Switch)

+ => Cac thiét bi déu truy cip bang 1énh

+ => File os nang khoang 40M. N6 dugc luu trong b nhd Flash. B nhé flash cung
cap luu trir khong mat dir liéu.

+ => Str dung Flash memory c6 thé copy vao 1a chay

Qua trinh khéi dong ciia Router:

- Budc 1: Khi bat Router dién s€ dugc nap vao ROM

- Budc 2: ROM sé thuc hién qua trinh kiém tra cac thiét bi phan cimg goi 1a POST
(Power on self test)

- Budc 3: Sau khi kiém tra phan ctmg chay 6n dinh s& chuyén sang Bootstrap. Bootstrap
s€ lién lac voi IOS, 10S s€ dugc load tir bd nhd Flash (bootstrap cho phép hé diéu hanh
nao khé dong trude néu c6 nhiéu 10S).

- Budc 4: tiép theo file cau hinh (Start up config) dugc copy tir bd nhé NVRAM

- Budc 5: 10S va Startup Config dugc load vao RAM tao thanh file chay Running
config.

2.2 X4y dung bang dinh tuyén

Céc giao thic dinh tuyén

Trong nganh mang may tinh, dinh tuyén (tiéng Anh: routing hay routeing) 1a qué trinh
chon lya cac dudng di trén mot mang may tinh dé giri dix liéu qua do. Viéc dinh tuyén duoc
thue hién cho nhiéu loai mang, trong d6 c6 mang dién thoai, lién mang, Internet, mang giao
thong.

Routing chi ra huéng, su di chuyén caa céc gdi (dit liéu) dugc danh dia chi tir mang
ngudn cua ching, hudng dén dich cudi thdng qua cac node trung gian; thiét bi phan ciing
chuyén dung dugc goi 1a router (bo dinh tuyén). Tién trinh dinh tuyén thuong chi huéng
di dwa vao bang dinh tuyén, d6 1a bang chtra nhitng 16 trinh tét nhat dén cac dich khac nhau
trén mang. Vi vay viéc xay dung bang dinh tuyén, dugc té chic trong bo nhé cua router,
tré nén vo clng quan trong cho viéc dinh tuyén hiéu qua.

Routing khac voi bridging (bic cau) & chd trong nhiém vu cia né thi cac cau tric dia
chi goi nén su gan giii ciia cac dia chi twong tu trong mang, qua o cho phép nhap liéu mot
bang dinh tuyén don dé mé ta 16 trinh dén mot nhom cac dia chi. Vi thé, routing 1am viéc

+ + + +
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t6t hon bridging trong nhitng mang 16n, va né trg thanh dang chiém wu thé caa viéc tim
duong trén mang Internet.

Cac mang nho c6 thé c6 cac bang dinh tuyén duoc cau hinh tha céng, con nhitng mang
I6n hon ¢d topo mang phuc tap va thay doi lién tuc thi xay dung thu cong cac bang dinh
tuyén 1a vo cting kho khan. Tuy nhién, hau hét mang dién thoai chuyén mach chung (public
switched telephone network - PSTN) sir dung bang dinh tuyén dugc tinh toan trudc, voi
nhitng tuyén du trir néu céc 16 trinh truc tiép déu bi ngh&n. Binh tuyén dong (dynamic
routing) ¢ gang giai quyét vin dé nay bang viéc xay dung bang dinh tuyén mot cach ty
dong, dua vao nhitng thdng tin dugc giao thic dinh tuyén cung cap, va cho phép mang
hanh dong gan nhu ty tri trong viéc ngan chan mang bi 15i va nghén.

Dinh tuyén dong chiém wu thé trén Internet. Tuy nhién, viéc cau hinh céc giao thac dinh
tuyén thuong doi hoi nhiéu kinh nghiém; dirng nén nghi rang k¥ thuat ndi mang da phat
trién dén muc hoan thanh tu dong viéc dinh tuyén. Céch tét nhat 1a nén két hop gitra dinh
tuyén tha cdng va tu dong.

Nhitng mang trong do6 céc goi théng tin dugc van chuyén, vi du nhu Internet, chia dir
licu thanh cac gdi, roi dan nhan vai cac dich dén cu thé va mdi goi duoc 1ap 16 trinh riéng
biét. Cac mang xoay vong, nhu mang dién thoai, ciing thuc hién dinh tuyén dé tim duong
cho céc vong (vi du nhu cudc goi dién thoai) dé ching c6 thé gui luong dit liéu I6n ma
khong phai tiép tuc lap lai dia chi dich.

Dinh tuyén IP truyén théng van con tuong dbi don gian vi n6 dung cach dinh tuyén buéc
ké tiép (next-hop routing), router chi xem xét nd s& gui goi thdng tin dén dau, va khéng
quan tam duong di sau d6 cua goi trén nhitng budc truyén con lai. Tuy nhién, nhitng chién
lugc dinh tuyén phirc tap hon cd thé duoc, va thudng dugc ding trong nhitng hé thong nhu
MPLS, ATM hay Frame Relay, nhitng hé théng nay d6i khi duoc str dung nhu céng nghé
bén duéi dé hd tro cho mang IP.

Thuat toan vector (distance-vector routing protocols) ,

Thuat todn nay dung thuat toan Bellman-Ford. Phuong phap nay chi dinh mot con so,
goi 1a chi phi (hay trong s&), cho mai mot lién két gitta cac node trong mang. C4c node s&
guri thong tin tir diém A dén diém B qua duong di mang lai tong chi phi thap nhat (1a tong
cac chi phi caa cac két ndi giira cac node dugc dung).

Thuat toan hoat dong vai nhitng hanh dong rat don gian. Khi mot node khai dong lan
dau, n6 chi biét cac node ké truc tiép véi nd, va chi phi truc tiép dé di dén d6 (thong tin
nay, danh sach caa cac dich, tong chi phi cua tirng node, va budc ké tiép dé giri dir liéu dén
d6 tao nén bang dinh tuyén, hay bang khoang céch). Mdi node, trong mét tién trinh, gui
dén ting “hang xém” téng chi phi cua né dé di dén cac dich ma né biét. Cac node “hang
x6m” phan tich thdng tin nay, va so sanh véi nhirng thdng tin ma ching dang “biét”; bat
ky diéu gi cai thién duoc nhitng théng tin ching dang c6 s& dugc dua vao céc bang dinh
tuyén caia nhirng “hang xom” nay. Dén khi két thic, tat ca node trén mang sé tim ra budc
truyén ké tiép toi wu dén tat ca moi dich, va tong chi phi tét nhat.

Khi mot trong cac node gap van dé, nhitng node khéc cé st dung node hong nay trong
16 trinh cuia minh s& loai bo nhiing 16 trinh d6, vatao nén théng tin méi cua bang dinh tuyén.
Sau d6 chiing chuyén thong tin nay dén tat ca node gan ké va lap lai qua trinh trén. Cudi
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cling, tit ca node trén mang nhan duoc thdng tin cap nhat, va sau d6 sé tim dudng di maoi
dén tat ca cac dich ma ching con toi dugc.

Thut toan trang thai két ndi (Link-state routing protocols)

Khi ap dung cac thuat toan trang thai ket noi, moi node sir dung di liéu co s& cua no
nhu 1a mot ban d6 cia mang véi dang mot d6 thi. Bé 1am diéu nay, mdi node phat di tai
téng thé mang nhitng thong tin vé cac node khac ma né cé thé két ndi dugc, va ting node
g6p théng tin mot cach doc 1ap vao ban d6. Str dung ban d6 nay, mdi router sau d6 sé quyét
dinh vé tuyén duong tét nhat tir né dén moi node khac.

Thuat toan da 1am theo cach nay Ia Dijkstra, bang cach xay dung cau tric dix liéu khac,
dang cay, trong d6 node hién tai 1 goc, va chira moi noded khac trong mang. Bat dau voi
mét cay ban dau chi chaa chinh né. Sau d6 lan luot tir tap céc node chua dugc thém vao
cay, nd sé& thém node c6 chi phi thap nhat dé dén mot node da c6 trén cay. Tiép tuc qua
trinh dén khi moi node déu duoc thém.

Cay nay sau do phuc vu dé xay dung bang dinh tuyén, dua ra budc truyén ké tiép tét
uy,... dé tir mot node dén bt ky node khéc trén mang.

So sanh cac thuat toan dinh tuyén

Céc giao thure dinh tuyén vai thuat toan vector té ra don gian va hiéu qua trong cdc mang
nho, va doi hoi it (néu cd) sy giam sat. Tuy nhién, ching khéng 1am viéc tét, va co tai
nguyén tap hop it 6i, dan dén su phat trién cua cac thuat toan trang thai két ndi tuy phic
tap hon nhung tot hon dé dung trong cac mang Ion. Giao thirc vector kém hon véi rac roi
vé dém dén vo tan.

- Uu diém

+ Chinh cuadinh tuyen bang trang thai ket n01 la phan ung nhanh nhay hon, va trong
mét khoang thoi gian ¢6 han, d6i véi sy thay d6i két ndi. Ngoai ra, nhitng goi dugc gui qua
mang trong dinh tuyen bang trang thai kétndi thi nho hon nhung g61 dung trong dinh tuyen
bang vector. Dinh tuyen bang vector doi hoi bang dinh tuyén day du phai dugc truyen di,
trong khi dlnh tuyen bang trang thai két ni thi chi c6 thong tin vé “hang xém” cuia node
duoc truyen di. Vi vay, cac goi nay dung tai nguyén mang 6 muc khong dang ké.

- Khuyét diém

+ Chinh cua dinh tuyen bang trang thai két n6i 12 né doi hoi nhiéu sy luu trit va tinh
toan dé chay hon dinh tuyén bang vector. ,

- Giao thu’g du’gc dinh tuyen va giao thirc dinh tuyén ,

_*+ Sunham lan thuong xay ra gitta “giao thire duoc dinh tuyén” va “giao thirc dinh
tuyén” (“routed protocols” va “routing protocols”).

Giao thue dugc dinh tuyen (routed protocols hay routable protocols) o

Mot giao thirc da dugc dinh tuyén la bat ky mét giao thirc mang nao cung cap day du
théng tin trong dia chi ting mang ctia n6 dé cho phép mot gai tin dugc truyén di tir mot
may chu (host) dén may chu khac dya trén sy siap xép vé dia chi, khong can biét dén duong
di tong thé tir nguén dén dich. Giao thirc da dugc dinh tuyén dinh nghia khudn dang va
muc dich caa cac trudng cd trong mot goi. Céc goi théng thudng duoc van chuyén tir he
thng cudi dén mot hé théng cudi khac. Hau nhu tat ca giao thic ¢ ting 3 cac giao thuc
khac & céc tang trén déu co thé duoc dinh tuyén, IP 1a mot vi du. Nghia la g6i tin da dugc
dinh hudng (c6 dia chi rd rang)gidng nhu 14 thu da duoc ghi dia chi rd chi con cho routing
(tim duong di dén dia chi do)
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Cac giao thtc ¢ ting 2 nhu Ethernet 1a nhiing giao thirc khong dinh tuyén duoc, vi ching
chi chira dia chi tang lién két, khong da dé dinh tuyén: mot sb giao thuc ¢ tang cao dya
truc tiép vao day ma khong c6 thém dia chi tang mang, nhu NetBIOS, ciing khdng dinh
tuyén dugc.

Giao thue dinh tuyén (routing protocols) o

Giao thurc dinh tuyéen duoc dung trong khi thi hanh thuat toan dinh tuyen dé thuan tién
cho viéc trao doi thong tin gitra cdc mang, cho phép cac router xay dung bang dinh tuyén
mét cach linh hoat. Trong mot sé trudng hop, giao thic dinh tuyén co thé tu chay dé 1én
giao thirc da duoc dinh tuyén: vi du, BGP chay dé trén TCP: can chl y 1a trong qua trinh
thi hanh hé théng khdng tao ra sy 1é thudc giita giao thire dinh tuyén va da dugc dinh tuyén.

Danh sach cac giao thire dinh tuyén

- Giao thuc dinh tuyén trong

+ Router Information Protocol (RIP)
+ Open Shortest Path First (OSPF)
+ Intermediate System to Intermediate System (IS-IS)
+ Hai giao thtrc sau day thudc s¢ hf,ra cua Cisco, va duogc ho tro boi cac router Cisco
hay nhirng router ciia nhitng nha cung cap ma Cisco da dang ky cong nghé:
+ Interior Gateway Routing Protocol (IGRP)
+ Enhanced IGRP (EIGRP)
- Giao thuc dinh tuyén ngoai
+ Exterior Gateway Protocol (EGP)
+ Border Gateway Protocol (BGP)
+ Constrained Shortest Path First (CSPF)
+ Thong s6 dinh tuyen (Routing metrics) ,

Mot thong so6 dinh tuyénbao gom bat ky gia tri nao dugc dung bai thuat todn dinh tuyén
dé xac dinh mot 16 trinh 6 tot hon 16 trinh khéc hay khéng. Cac thong sb c6 thé 1a nhiing
thong tin nhu bang théng (bandwidth), do tré (delay), dém budc truyén, chi phi duong di,
trong sd, kich thugc téi da goi tin (MTU - Maximum transmission unit), d6 tin cdy, va chi
phi truyén théng. Bang dinh tuyén chi luu trit nhitng tuyén tét nhat cé thé, trong khi co s¢
dir liéu trang thai két ndi hay topo c6 thé luu trix tit ca nhirng thong tin khac.

Router ding tinh nang phan loai mic tin cay (administrative distance -AD) dé chon
duong di tét nhat khi nd “biét” hai hay nhiéu duong dé dén cling mét dich theo cac giao
thirc khac nhau. AD dinh ra do tin cay ciaa mét giao thirc dinh tuyén. Mdi giao thic dinh
tuyén dugc uu tién trong thi tu d6 tin cay tir cao dén thap nhat cé mot gia tri AD. Mot giao
thire ¢6 gid tri AD thap hon thi duoc tin cay hon, vi du: OSPF ¢ AD la 110 s& dugc chon
thay vi RIP cé AD la 120.

Bang sau day cho biét sy sap xép muc tin cay dugc dung trong cac router Cisco

Giao thuc Administrative distance
Noi truc tiép 0

Static route 1

EIGRP summary route 5

External BGP 20

Internal EIGRP 90
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Giao thirc Administrative distance

IGRP 100
OSPF 110
IS-IS 115
RIP 120
EGP 140
ODR 160
External EIGRP 170
Internal BGP 200
Khong xac dinh 255

Céc 10p giao thirc dinh tuyén , ‘
Dua vao quan hé cua cac dong router véi cac hé thong tu tri, c6 nhieu l6p giao thic dinh
tuyén nhu sau:

- Giao thirc dinh tuyen trong mang Ad-hoc xuat hién ¢ nhiing mang khong c6 hoic
it phwong tién truyén dan.
- Interior Gateway Protocols (IGPS) trao d6i thong tin dinh tuyén trong mot AS. Cac
vi du thudng thiy la:
IGRP (Interior Gateway Routing Protocol)
EIGRP (Enhanced Interior Gateway Routing Protocol)
OSPF (Open Shortest Path First)
RIP (Routing Information Protocol)
IS-IS (Intermediate System to Intermediate System)

+ Chu ¥: theo nhiéu tai liéu ctia Cisco, EIGRP khong phan 16p nhu giao thtc trang
thai két noi.

+ Exterior Gateway Protocols (EGPs) dinh tuyén giita cac AS. EGPs gom:

+ EGP (giao thirc cii dé ndi mang Internet trudc day, by gid da 1i thoi)

+ BGP (Border Gateway Protocol: phién ban hién tai, BGPv4, c6 tir khoang nam
1995)

Giao thirc dinh tuyén noi ving RIP

RIP (tiéng Anh: Routing Information Protocol) 13 mét giao thirc dinh tuyén ndi ving sir
dung thuat toan dinh tuyén Distance-vector.

- Céc dic diém:

+ La giao thirc dinh tuyén theo vector khoang cach (Distance Vector), tirc la RIP s&
cap nhat toan bo hodc 1 phan bang dinh tuyén ctia minh cho cac Router lang gleng ket nbi
truc tiép v01 nd. Bang dinh tuyén gém cac thong tin nhu: dia chi cua router ké tiép trén
duong di, tong chi phi tir chinh router do dén mang dich..

+ La giao thuc dinh tuyén theo kiéu classful (tirc dmh tuyén theo 16p dia chi) vi rip
k mang theo thong tin subnet mask di kém (FLSM)

+ Chon duong di dua vao thong sb dinh tuyén 1a hop count (sb router) hay con noi
metric ctia RIP 1 hop count, dung simple routing metric. Chinh vi thé ma di lac ¢6 1 sd
duong ma rip chon k phai 1a duong tdi wu nhat dén mang dich. Néu 1 packet dén mang
dich c6 s6 lugng hop vuot qua 15 thi nd s€ bi drop. Do céi tinh kho chiu nay ctia RIP nén
m&iné duge cho 1a khé mo rong, phu hop v6i mang nhé (nhung méo thiy né khéng nho
dau ddi voi vn)

=+

+ + + +
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+ Update dinh ki 30s (thay d6i bang cau 1énh update-timers). Ngoai ra RIP con cac
gi4 tri thoi gian khic nhuinvalid, holdown va flush timer set bang cau 1énh sau timers basic
update invalid holdown flush

+ Administrative Distance (AD) = 120, thong sé niy cang nho thi cang vu tién

+ Load balacing (chia tai) maximum la 6 dudng, default 1a 4 duong co thé set lai
bang cau lénh maximum-paths. Viéc chia tai & day doi hoi cac duong phai cé chi phi
(cost)bang nhau méi duge nhé hay con goi 1a equal-costma cost cuia rip 1 hop count vi thé
néu toc do ctia 2 duong khac nhau nhu 1 duong 14 dial-up va 1 dudng 1a T1 thi ciing nhu
vay thoi.

- Céc co ché chdng Loop

+ Countto infinity (dinh nghia gia tri t01 da) khi trong mang xay ra loop, g01 tin chay
long Vong hoai trong mang cho dén khi co tién trinh nao d6 cat dut vong lap g01 la dém vo
han. Véirip metric 1a hop count vi thé mdi khi thong tin cap nhat duoc “di qua” 1 router thi
s6 lugng hop sé& tang 1én 1. Ban than rip s& khac phuc tinh trang dém dén vo han bang cach
ctr thong s dinh tuyén ma vuot qua 15 thi packet d6 s& bi drop

+ Route poisioning (poison reverse): thuong thi khi 1 duong mang nao do c6 thong
s6 dinh tuyén ting dan 1én thi di bi tinh nghi 14 loop rdi nhé. Lic d6 router s& phat di 1
thong tin poison reverse dé xoa di duong d6 va cho né vao trang thai holddown.

+ Triggered update (cau 1énh ip rip triggered): vi rip cap nhat thong tin dinh tuyén
30s 1 1an vi thé khi c6 1 mang thay doi thi phai chd dén hét 1 chu ky 30s thi cac router khac
trong mang méi biét dugc su thay 601 d6. Co ché triggered update nay gitip router cap nhat
ngay su thay d6i trong mang ma k can phai doi hét chu ky d6. Két hop co ché nay cung
poison reverse la ok.

+ Holdown timer:khi router A nhan duoc 1 thong tin vé 1 mang X tir 1 router B noi
rang mang X bi dat thi router A sé& set holddown timer. Trong sudt thoi gian holddown nay,
router s& khong cap nhat bat ki thong tin dinh tuyén nao vé mang X tir cac router khac trong
mang, chang han router C cip nhat cho A néi, mang X con séng thi router A s& phét 1oy
thong tin d6 di. Trir phi router B néi v6i n6 1a mang X séng lai rdi thi router A méi cap
nhat nhé

+ Split Horizon tirc 1a khi router giri thong tin dinh tuyén ra 1 interface, thi router s&
k gui nguoc tr¢ lai cac thong tin dinh tuyén ma nd hoc dugc tir céng d6. Co ché nay chi
tranh dugc loop gitta 2 router

+ Két hop Split horizon vdi poision reverse: néu doc phét qua, cic ban sé thay 2 anh
nay trai nguoc nhau, chic 13 2 co ché nay d6 ki nhau day. Nhung thuc ra khi két hop lai s&
hiru dung trong khi mang gip su ¢6, hinh nhu mac dinh 1a n6 k dung co ché nay hay noi
cach khac 2 co ché nay tach riéng khong 1am chung vi s¢ lam tang kich thudc cua bang
dinh tuyén. Khi router A hoc dugc 1 mang X bi die tir router B tur cong S0/0 ching han, thi
A s& advertise lai mang X d6 ra cong sO/0 tiép tuc Vvéi
hop count la 16

Qua trinh giri va nhan thong tin dinh tuyén

- MO0 hinh minh hoa
131.108.5.0/24

137.99.856.0/24 131.105.3.0/24

131.108.2.0/24

Router 1

Router 2
Hinh 4.2 Qua trinh giri va nhan théng tin dinh tuyén

28



Ldc gui théng tin dinh tuyén: Trude khi giri update (vé duong mang 131.108 va 131.99)
cho router 2 thi router 1 phai check ring

buong mang 131.108.5.0/24 cb cung major net véi 131.108.2.0/24 hay khong?

Trong truong hop nay la cd, Router 1 mai check tip 131.108.5.0va 131.108.2.0¢6 cung
subnet mask hay khéng?

Néu tring, Router 1 s& quang ba duong mang nay.

Néu k trung, router 1 s& drop packet d6

buong mang 137.99.88.0/24 cd cung major net véi 131.108.2.0/24 hay khong?

Néu khong thi router 1 s& lam dong tac 1a tong hop (summarize) 137.99.88.0/24 tai
major net boundary thanh 137.99.0.0 va quang ba né.

Trong md hinh nay thi ta nhan duoc két qua nhu thé nay trong khi thi hanh 1énh debug
ip rip

RIP: sending vl update to 255.255.255.255 via Serial0 (131.108.2.2)

subnet 131.108.5.0, metric 1
network 137.99.0.0, metric 1

Nhan update:
- Luc nay debug ip rip ngay trén router 2 thi ta thay nhu thé nay
RIP: received vl update from 131.108.2.2 on Seriall
131.108.5.0 in 1 hops
137.99.0.0 in 1 hops

- Router 2 s& check dé xem nén apply mask nao cho duong mang 131 va 137 nay day:

- 131.108.5.0va 131.108.2.0 (xét trén interface ma nhan update vao) c6 cung 1 major
net khdng? 7

Neu co thi apply thang mask cua interface ma n6 nhan update, trong truong hop nay la
apply /24). Néu mang duoc quang ba tirc 131.108 ma /32 thi router 2 s& apply /32 va tiép
tuc quang ba cho cac router khac 1a /32(diéu nay nd khac véi IGRP nhé)

- 131.108.5.0 va 137.99.0.0 c6 cung major net khong?

Néu khdng xét tiep, trong bang dinh tuyén cd subnet nao hay mang con cua major net
nay ma né hoc tur cac interface khac khéng?

Néu khdng thi router 2 s& apply thang classful subnet mask 13 /16 ludn vi 137 13 mang
I6p B. Chay ¢ day n6 sé& apply host mask néu nhu giita 2 router 12 1 unnumbered link va
chira thdng tin vé subnet (ttc 1a khi d6 céc bit trong phan portion cua network duoc set).

Nguoc lai thi router s& ignore thong tin dinh tuyén nay di

Ldc nay show ip route thir xem

R 137.99.0.0/16 [120/1] via 131.108.2.2, 00:00:07, Serial0
131.108.0.0/24 is subnetted, 3 subnets

R 131.108.5.0 [120/1] wvia 131.108.2.2, 00:00:08, SerialO

& 131.108.2.0 is directly connected, Serial0

G 131.108.3.0 is directly connected, Ethernet0

Do ripv2 phéttrién tir ripv1 nén nd ciing con thira hudng nhiing dic diém cua ripvl nhu:

La giao thirc dinh tuyén theo vector khoang cach

Cost ctia né 1a hop count. O day cho méo sir dung tir cost thay cho metric nhé. Vi néu
I& c6 ai xem qua BGP rui thi s& bi Ion 1 ti. Maximum hop count van la 15

Ciing sir dung cac co ché chdng lap vong nhu ripvl

Nhung Ripv2 c6 cac diém cai tién khac version 1 nhu
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Nhiéu théng tin dinh tuyén hon nhu ¢6 giri subnet mask di kém vai dia chi mang trong
thong tin ma no update.

Ho trg VLSM (Variable length subnet mask) subnet mask khac nhau, CIDR (Classless
Interdomain Routing) va route summarization

C6 co ché xac thyc thong tin khi nhan duoc bang plaintext hoic mahda MD5. Goi thong
tin dinh tuyén theo dia chi multicast 1 224.0.0.9 bang véi 01-00-5E-00-00-09

Giao thire dinh tuyén dong OSPF

- Tong Quan Vé OSPF

+ OSPF la mét giao thirc dinh tuyén theo trang thai dudng lién két duoc trién khai
dua trén cac chuidn mo. OSPF dugec mod ta trong nhiéu chuin cua IETF (Internet
Engineering Task Force). Chuan mé & day c6 nghia 1a OSPF hoan toan mé véi cong cong,
khéng c6 tinh doc quyén.

+ Néu so sanh véi RIPv1 va RIPv2 1a mdt giao thirc ni thi IGP tot hon vi kha nang
mo rong cua no. RIP chi gioi han trong 15 hop, hoi tu cham va doi khi con chon dudng c6
téc do cham vi khi quyet dinh chon duong nd khong quantam dén cac yéu quan trong khéac
nhu bang thong chang han. OSPF khic phuc dugc cac nhuge diém cua RIP vi n6 1a mot
giao thirc dinh tuyén manh, c6 kha nang moi rong, phu hop vei cac hé thong mang hién
dai. OSPF c6 thé cau hinh don ving dé sir dung cho cac mang nho.

- So Sanh OSPF Vi Giao Thitrc Dinh Tuyén Theo Distance Vector

+ Router dinh tuyén theo trang thai dudng lién két co mot co so day du vé ciu tric
hé thong mang. Chung chi thuc hién trao d6i thong tin vé trang thai dudng lién két lac khoi
dong va khi hé thong mang c6 sy thay doi. Chung khong phéat quang ba bang dinh tuyén
theo dinh ky nhu cac router dinh tuyén theo distance vector. Do dé, céc router dinh tuyén
theo trang thai duong lién két sir dung it bang thong hon cho hoat dong duy tri bang dinh
tuyén.

+ RIP phu hop vdi cac mang nho va dudng tot nhat ddi véi RIP 1a dudng c6 s6 hop
it nhat. OSPF thi phu hop v&i mang 16n, ¢6 kha ning mé rong, duong di tot nhat cia OSPF
duoc xac dinh dua trén téc d cua duong truyén. RIP ciing nhu cac giao thirc dinh tuyén
theo distance vectorkhac déu sir dung thuat toan chon dudng don gian. Con thuét toan SPF
thi phue tap. Do do, néu router chay theo giao thirc dinh tuyén theo distance vector thi s&
it ton bo nhd va can nang luc xur Iy thap hon so véi khi chay OSPF.

+ OSPF chon duong dya trén chi phi dugc tinh tir tdc d6 cua duong truyén. DPuong
truyén c6 toc do cang cao thi chi phi OSPF tuong tmg cang thap.

+ OSPF chon dudng tot nhat tir ciy SPF.

+ OSPF bao dam khong bi dinh tuyén lap vong. Con giao thirc dinh tuyén theo
distance vector van c6 thé bi loop.

+ Néumotkétndi khong on dinh, chap chon, viéc phat lién tuc cac thong tin vé trang
thai cua duong kién két nay s& ddn dén tinh trang cac thong tin quang cao khong dong b
lam cho két qua chon duong cua cac router bi dao 1on.

+ OSPF giai quyét duoc cac van dé sau:

Toc do hoi tu.

Hb trg VLSM (Variable Length Subnet Mask).

Kich c& mang.

Chon duong.

Nhom cac thanh vién.

Trong mot h¢ thong mang 16n, RIP phai mat it nhat vai phutmoico the hoi tu dugc
vi mdi router chi trao doi bang dinh tuyén véi cac router lang giéng két ndi truc tiép voi

+ + + + +

+

30



minh ma théi. Con ddi vai OSPF sau khi d hoi tu vao luc khoi dong, khi c6 thay doi thi
viéc hoi tu sé rat nhanh vi chi co thong tin vé su thay ddi duoc phat ra cho moi router trong
vung.

+ OSPF c¢6 hd trg VLSM nén n6 duoc xem la mot giao thirc dinh tuyén khong theo
16p dia chi. RIPv1 khong hd tro VLSM, nhung RIPv2 thi c.

+ DPbi v6i RIP, mot mang dich cach xa hon 15 router xem nhu khong thé dén duogc
vi RIP ¢6 s6 lugng hop gidi han 1a 15. Didu nay 1am kich thuéc mang ctia RIP bi gidi han
trong pham vi nho. OSPF thi khong gigi han vé kich thuéc mang, né hoan toan ¢ thé phu
hop véi mang vira va 16n.

+ Khi nhén dugc tir router lang giéng cac bao cao vé s luong hop dén mang dich,
RIP s€ cong thém 1 vao thong s6 hop nay va dya vao s6 lu’orng hop d6 dé chon dudng dén
mang dich. Puong nao c6 khoang cach ngan nhat hay néi cach khac la co s6 lwong hop it
nhit s& 1a dudng tot nhat dbi véi RIP. Nhan xét thdy thuat toan chon duong nhur vay la rat
don gian va khong doi hoi nh1eu bd nh¢ va nang luc xur Iy cua router. RIP khong hé quan
tam dén bang thong duong truyén khi quyét dinh chon duong.

+ OSPF thi chon duong dua vao chi phi dugc tinh tur bang thong cua duong truyen
Moi OSPF déu co thong tin day da vé cu tric cia hé thong mang va dua vao d6 dé chon
duong di tot nhat. Do do, thuat toan chon duong nay rat phirc tap, doi hoi nhidu bo nhé va
nang lyc xur Iy cua router cao hon so voi RIP.

+ RIP st dung céu trac mang dang ngang hang. Thong tin dinh tuyén dugc truyen
lan lugt cho moi router trong cing mot hé thong RIP. Con OSPF str dung khai ni¢ém vé
phan ving. Mot mang OSPF c¢6 thé chia cac router thanh nhiéu nhom. Bang cach nay,
OSPF c6 thé gidi han luu thong trong timg vung. Thay d6i trong ving nay khong anh
hudng dén hoat dong cua cac ving khac. Cau triic phan 16p nhu vay cho phép hé thong
mang c6 kha nang mé rong mot cach hiéu qua.

- Thuat Toan Chon Puong Ngan Nhat

+ Theo thuat toan ndy, dudng tot nhat 1a  duong co chi phi thap nhat. Thudt toan dugc
su dung 1a Dijkstra, thuat toan nay xem hé thong mang 1 mot tap hop cac nodes duogc két
ndi véi nhau bang két ndi point-to-point. M01 két nbi nay c6 mot chi phi. Mdi nodes c6
mot tén. Mdi nodes c6 day du co so dur licu vé trang thai cta céc duong lién két. Do do,
chung c6 day du thong tin vé ciu trac vat 1y ctia hé théng mang. Tat ca cac co so dit lidu
nay diéu giéng nhau cho moi router trong cling mot ving.

- Cac Loai Mang OSPF

Cac OSPF phai thiét 1ap méi quan hé lang giéng dé trao d6i thong tin dinh tuyén. Trong
mdi mang IP két ndi vao router. N6 déu cb gang it nhat Ia tre thanh mot lang giéng hoic 1a
mét lang giéng than mat véi mot router khéc, router OSPF quyét dinh chon router nao 1am
lang giéng than mat 1 tiy thudc vao ting loai mang két ndi vai nd. C6 mét sé router 6
thé c6 ging tro thanh 1ang giéng than mat véi moi router 1ang giéng khéc. C6 mot s router
khac lai c6 thé chi ¢ gang tro thanh lang giéng than mat véi mot hoic hai router lang giéng
thdi. Mot khi méi quan hé lang giéng than mat da dugc thiét 1ap gitra hai lang giéng véi
nhau thi thong tin vé trang thai duong lién két mai duoc trao doi.

Giao thirc OSPF nhan biét cac loai mang sau:

Mang quang ba da truy cap, vi du mang Ethernet.

Mang point-to-point.

Mang khdng quang ba da truy cap (NBMA —NonBroadcast Multil-Access), vi du Frame
Relay.
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Mang Point-to-Multipoint c6 thé dwgc nha quan tri mang cau hinh cho mét cong cua
router.

Trong mang da truy cap khong thé biét duoc 1a c6 bao nhiéu router s& c6 thé duoc két
ndi vao mang.

Trong mang point-to-point thi chi ¢6 hai router duoc két néi voi nhau.

Trong mang quang béa da truy cap c6 rat nhiéu router két ndi vao. Néu mdi router déu
thiét 1ap mdi quan hé than mat véi moi router khac va thuc hién trao d6i thdng tin vé trang
thai duong lién két vai moi router lang giéng thi s& qua tai. Néu c6 10 router thi s& can 45
moi lién hé than mat, néu c6 n router thi s& c6 n*(n-1)/2 mdi quan hé lang giéng can thiét
lap.

Giai phap cho van dé qua tai trén la bau ra mot router lam dai dién (DR- Designated
Router). Router nay sé& thiét 1ap mdi quan hé than mat véi moi router khac trong mang quan
ba. Moi router con lai sé& chi goi thdng tin vé trang thai duong lién két cho DR. Sau d6 DR
s& goi cac théng tin nay cho moi router khac trong mang bang dia chi multicast 224.0.0.5
DR déng vai tro nhu mot nguoi phat ngén chung.

Viéc bau DR rat c6 hiéu qua nhung ciing c6 mot nhuoc diém. DR tré thanh mot tam
diém nhay cam ddi vai sy cd. Do d6, can c6 mot router thir hai dwgc bau ra dé 1am dai dién
du phong (BDR — Backup Designated Router), router ndy s& dam trach vai tro caa DR néu
DR bi su ¢6. Dé dam bao ca DR va BDR déu nhan dugc thdng tin vé trang thai duong lién
két tir moi router khac trong ciing mét mang, dia chi multicast 224.0.0.6 cho cac router dai
dién.

Trong mang point-to-point chi ¢ 2 router két ndi vai nhau nén khong can bau ra DR va
DBR. Hai router nay sé& thiét lap méi quan hé lang giéng than mat vai nhau.

- Loai Mang Céc Pac Tinh Bau DR
Broadcast, Multi-Access Ethernet,ToKen Ring,FDI Céo
NonBroadcast Multi-Access Frame Relay,X25,SMDS| Co
Point-to-Point PPP,HDLC Khong
Point-to-Multipoint Buoc cau hinh bai Administrator| Khéng

- Giao Thire OSPF Hello , ) q

Khi router bat dau khai dong tien trinh dinh tuyen OSPF trén mét cong nao do thi nd sé
gai mot goi hello ra cong do6 va tiép tuc goi hello theo dinh ky. Giao thic hello dua ra céc
nguyén tic quan Iy viéc trao d6i cac géi OSPF hello.

O 16p 3 caamd hinh OSI, géi hello mang dia chi multicast 224.0.5.0 dia chi nay chi dén
tat ca cac OSPF router. OSPF router st dung gdi hello dé thiét 1ap mot quan hé lang giéng
than mat méi va dé xac dinh 1 router 1ang giéng cé con hoat dong hay khéng. Mac dinh
hello duoc gai di 10 gidy mot 1an trong mang quang bé da truy ciap va mang Point-to-Point.
Trén cong néi vao mang NBMA, vi du nhu Frame Relay, chu trinh mic dinh caa hello 1a
30 giay.

Trong mang da truy cap, giao thirc hello tién hanh bau DR va BDR.
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Mic du gdi hello rat nho nhung n6 ciing bao gdom ca phan header caa goi OSPF. Cau
tric cia phan header trong géi OSPF dugc thé hién nhu hinh sau. Néu goi hello thi truong
Type s€ c6 gia tri la mot.

Céc thong diép Hello trong OSPF thuc hién ba chirc nang chinh:

Tim ra nhitng router chay OSPF khéac trén cung mét mang chung.

Kiém tra sy twong thich trong céc thong sé cau hinh.

Giam séat tinh trang cua lang giéng dé phan tng néu lang giéng bi fail.

Dé tim ra nhiing router lang giéng, OSPF ling nghe nhiing thong diép Hello dugc giri
dén 224.0.0.5. Pay la dia chi multicast twong trung cho tat ca cac router OSPF, trén bat cir
cong nao da bat OSPF. Céc goi Hello s& lay nguén tir dia chi primary trén cong, néi cach
khac, Hello khdng dung dia chi phu. (OSPF router sé quang ba cac dia chi phu nhung no
s& khong gui Hello tir nhing dia chi nay va khéng bao gio hinh thanh méi quan hé dung
dia chi phu.

Khi hai router tim ra nhau théng qua céc goi Hello, cac router thuc hién cac phép kiém
tra cac thong sé nhu sau:

Céc router phai vuot qua tién trinh xac thuc.

Céc router phai trong cung dia chi mang primary, phai c6 cung subnetmask.

Phai trong cung OSPF area.

Phai ¢6 cung kiéu viing OSPF. Khéng ¢ tring RID.

OSPF Hello va Deadtimer phai bing nhau.

Néu bat ky diéu kién nao néu trén khong thoa méan, hai router don gian sé khong hinh
thanh quan hé lang giéng. Ciing luu y rang mot trong nhiing diéu kién quan trong nhat ma
hai bén khong can giéng la chi s6 ID cua tién trinh OSPF, nhu duoc cau hinh trong ciu
lénh router ospf process-id. Ban ciing nén luu y rang gia tri MTU phai bang nhau dé cac
g6i tin DD dugc giri thanh cdng gitra nhitng lang giéng nhung thdng sé nay khdng duoc
kiém tra trong tién trinh Hello.

Chuc nang thir ba caa Hello 1a dé duy tri lién lac giira nhitng lang giéng. Céc lang giéng
guri Hello & mdi chu ky hello interval; néu router khéng nhan duoc Hello trong khoang thoi
gian dead interval s& 1am cho router tin rang lang giéng cua né da fail. Khoang thoi gian
hello interval mac dinh bang 10 gidy trén nhitng cong LAN va 30 giay trong nhitng duong
T1 hodc dudng thap hon T1. Thoi gian dead interval mac dinh bang bbn lan thoi gian hello
interval.

2.2.1 Xdy dung bang dinh tuyén trong OSPF o

Sau khi trao doi LSDB gitra cac OSPF router xong, thi chdng bat dau tinh todn duong
di ngan nhat va tét nhat cho cho cac gai tin luu théng trong Area cia minh. Dé lam duoc
diéu ndy cac OSPF router str dung thuat toan tim duong di ngan nhat Shortest Path Firts
(Distrakj). Cac budc phan tich dé tim ra routes tot nhat c6 thé tom gon lai nhu sau:

- Phan ti~ch LSDB dé tim ra routes c6 thé dén duoc \{éi subnet.

- V61 moi routes nhu vay s€ gan mot gid tri Cost cho tat ca cac outgoing interfaces trén
duong do. ) q ’ , ’

- Tién hanh lay cac routes voi tong s6 Cost 1a thap nhat. W

Tinh toan Cost cho cac routes bén trong Area. Viéc tinh cost c6 thé duoc chia lam 3
mang chinh:
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- Intra area routes: trong cung mQt area.
- Inter area routes: Gitra cac area v&i nhau.
- Va ca 2 truong hop trong cung mdt subnet.
+ Intra area routes: Sau khi phan tich LSDB d¢é tim ra cac routes c6 thé dén duoc véi
subnet, thi cong viéc tiép theo cta no 1a:
+ Tim ra cé&c subnet trong cung area.
+ Chay SPF dé tim dudng di dén mdi subnet
Tinh toan cost cho mdi outgoing interfaces va s& chon routes ndo ma cé cost thap nhat.

13.3
—_ x —
Faoox _,fr—-\ S0/0/0.1 Cost 647 ~ost 647 S - —
Cost 10
S R3

Subnet
10.10.34.0/24

FaQO = —_——

[ Coi ol pagil S0 Conew cereiT s & rolld
Hinh 4.3 Xay dung bang dinh tl:lyél’l‘ trong OSPF

Vi du: Trong md hinh mang trén thi cac Router déu nam chung mot area 34. Trong mo
hinh da mé ta vé interfaces number va cost. Bay gio ta s& xét xem c4c budc dé R1 ¢ thé
hoc vé théng tin mang 10.10.10.0/24.

Buéc 1: R1 n6 cd thé xac dinh subnet 10.10.10.0/24 ton tai trong area 34, n6 biét duoc
théng tin nhan duoc tir DR

Buéc 2: R1 chay SPF dé tim routes dén subnet 10.10.10.0/24, va n6 tim duoc 4 dudng

+ 1: R1-R4

+ 2: R1-R3

+ 3: R1-R4-R2-R3

+ 4:R1-R2-R3-R4 ‘ N

Buéc 3: Thuc hién mot s6 phép tinh don gian, bang cach thém cost & moi out — going
trén mdi interface.

- R1-R3: thém cost cua s0/0/0.3 cua R1 12 647 va cost cua fa0/0 cua R3 14 10. Tong la
657.

- R1-R4: thém cost cua s0/0/0.4 cua R1 12 647 va cost cua fa0/0 cua R4 1a 10. Tong la
657. Vi thiét 1ap mic dinh sé route t6i da dén mot subnet 13 4 thi R1 s& thém ca 2 routes
trén vao routing table cua no.

OSPF hd trg kha nang can bang tai (load balancing) trén cac routes cé cost bang nhau
nhung khong hd tro can bang trén véi cac routes c6 cost khac nhau.

Tinh toan cost cho cac inter-area routes: Ta sé tiép tuc vai viéc tinh toan cost cho céc
interarea routes. Viéc nay ciing twong tw nhu intra-area do 1a lay théng tin cost cua
outgoing-interface ma Router thu thap duoc. Sau d6 st dung SPF dé tinh toan route nao Ia
t6i wu. Nhung d6i véi inter-area thi c6 mot vai diém khac biét. Déi véi interarea, ta s& xem
xét mot khai niém la ABRs (Area Border Routers) - cac Router bién. Router bién la Router
tham gia vao nhiéu area thay vi chi tham gia vao 1 area. ABR déng vai trd 1a noi trao doi
théng tin cho cac areas. Chlng duy tri, Iuu trir mot LSDB cho méi area ma chiing tham gia.
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2.3 Giao thirc dinh tuyén Distance Vector
Cac giao thirc dinh tuyén thugc loai nay nhu: RIP, IGRP, ... Hoat dong theo nguyén tac
Neighbor, nghia 12 mdi router sé guri routing-table cia minh cho tat ca c4c router duoc ndi
truc tiép voi nd. Cac router d6 sau do6 so sanh vai bang routing-table ma minh hién cé va
kiém tra lai cac tuyén duong ctia minh véi cac tuyén duong méi nhan duoc, tuyén duong
nao toi uu hon sé duoc dua vao routing-table. Céc gai tin update s& dugc gui theo dinh ky
(30 gidy vai RIP, 90 gidy ddi voi IGRP).
- Uu diém:
+ D& ciu hinh, router khong phai xr Iy nhiéu nén khong tén nhiéu dung luong b
nhd va CPU c6 tée do xtr Iy nhanh hon.
- Nhugc diém:
+ Hé thdng metric qua don gian (nhu rip chi 13 hop-count) ddn dén viéc cac tuyén
duong duge chon vao routing-table chua phai tuyén dudng tot nhat
+ Vi cac goi tin update duoc gui theo dinh ky nén mot lvgng bandwidth dang ké sé
bi chiém (mac du mang khong gi thay d6i nhiéu).
- Do Router hdi tu chdm, dan dén viéc sai 1éch trong bang dinh tuyén gy nén hién
tuong loop.
2.4 Giao thirc dinh tuyén Link-State
Cac giao thuc dinh tuyén thudc loai nay nhu OSPF, IS-IS. Link State khdng giri bang
dinh tuyén ciia minh, ma chi giri tinh trang cua cac duong link trong linkstate-database cua
minh di cho céac router khac, cac router s& 4p dung giai thuat SPF (shortest path first), dé
tu xay dung routing-table riéng cho minh. Khi mang da hoi tu, Link State protocol sé khéng
guri update dinh ky ma chi goi khi nao c6 mét sy thay d6i trong mang (1 line bi down, can
su dung duong back-up)
- Uu diém:
+ C6 thé thich nghi dugc véi da sb hé thdng, cho phép ngudi thiét ké c6 thé thiét ké
mang linh hoat, phan mg nhanh véi tinh hudng xay ra.
+ Do khong géi interval-update, nén link state bao dam dugc bandwidth cho cac
dudng mang.
- Nhuoc diém;
+ Do router phai sur ly nhiéu, nén chiém nhiéu bo nhd, tdc dd CPU chiam hon nén
tang delay
+ Link State kha khé cdu hinh dé chay tét.
2.5 Ciu triic dia chi mang
Chuing ta ciing biét Ia mang may tinh noi bo néi riéng va mang may tinh trén internet
noi chung, dia chi IP (viét tat Internet Protocol Address) la mot con sé duy nhat dung dé
xac dinh mot thiét bi dau cudi (vi du: may tinh, router.....). Dia chi IP gibng nhu sé nha cua
chling ta, nd 1a duy nhat. Bia chi IP cho phép cac may tinh cd thé truyén tai thong tin, giao
tiép v6i nhau, va chiing dam bao cho cac thiét bi c6 thé hiéu dugc va chia sé dit liéu véi
nhau.
Lép trong dia chi IP.
- Hién tai chiing ta c6 2 phién ban IPv4 va IPv6, nhung IPv6 con kha méi va chua nam
hét vi thé trong gido trinh nay s& khong gidi thidu vé IPv6 ma chi tap trung néi vé IPv4. O
Phién ban IPv4, dia chi IP dugc chia thanh 5 16p, mdi 16p c6 mién dia chi va cau tric khac
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nhau. Khi cac ban chuyén d6i IP sang hé nhi phan (0 va 1). Mot dia chi IP lu6n ¢ hai phan
Network va Host.

- MGi mét 16p c6 thanh phan Network va Host khac nhau. Thanh phan Network quy
dinh trong mot 16p c6 bao nhiéu mang va trong phan Host quy dinh s6 dia chi IP kha thi
trong mot duong mang. O dang nhi phan, dia chi IP 1a mot s 32 bits va dugc chia thanh 4
phan, mdi phan dugc goi 1a mot Octet, mdi Octet 12 8bits.

- 192.168.1 - 10
- Network - Host
Cau trac téng quat cua mot dia chi IP.

- bia chi IP l6p A.

+ Bit dau tién ciia mot Octet thir nhat duoc ditla 0 dé nhan dang 16p A,7 bits ké tiép
xac dinh dia chi mang, 24 bit ctia 3 Octet con lai xac dinh dia chi may tinh.& Lép A s€ c6
2°7-2 = 126 dudng mang (tir 1 — 126) va 2°24-2 = 16.777.214 dia chi IP trén mdi dudng
mang

Class A: (0-126)

Octet 1 Octet 2 Octet 3 Octet 4
1 a8 16 24 22
(O] I | l |
net id host id -
> € >
- bia chi IP lop B.

+ O 16p B, 32 bits dugc chia d6i cho phan NetWork va phan Host.Do vy, hai bit
dau tién dugc dat 10 dé nhan dang 16p B, 14 bits con lai ciia phan Network xac dinh dia
chi mang va 16 bits con lai danh cho phan Host. Lop B ¢6 214-2=16.382 mang (128-191)
va 2716-2 = 65.534 dia chi IP danh cho mdi mang.

class b

Octetl g Octet2 16 OctetSzd Octet432

[(1]0] | | | |
net id host id

- N h .
C gl C

- biachi IP lop C.

+ O 16p C, 24 bits cuia 3 octet dau duoc danh cho phan network, 8 bits cua octet cudi
cung duoc danh cho phan Host. Trong 24 bits ctia phan Network, ngudi ta danh ra 3 bits
dau tién va dat 1 110 dé nhan dang 16p C, 21 bits con lai 1a dung dé xac dinh duong mang.
Do vay, s6 duong mang cua dia chi IP 16p C 1a 2221 — 2 = 2.097.150 (192-223), s6 may
tinh trén moi duong mang 1a 2/8-2=254

class ¢
octet 1 octet 2 octet 3 octet 4
16 24 39
11110] I | | |
nhet |d hOSt |d

+ Ngoaita condia chiip 16p D dung dé x4c dinh cac nhém multicast 224.0.0.0/4 va
dia chi 16p mang E chi dugc dung dé nghién ctru, khong ap dung trén thyc te.
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- Toém lai:
+ Dia chi 16p A: Pia chi mang it va dia chi may chu trén timg mang nhiéu.
+ Dia chi 16p B: Dia chi mang va dia chi may chu trén tirng mang vira phai.
+ Dia chi 16p C: Dia chi mang nhiéu, dia chi may chu trén ting mang it.
+ Ngoai ra 16p D c6 4 bit dau tién dé nhan dang 12 1110, con 16p E ¢6 5 bit dau tién
dé nhan dang 14 11110.
+ Lop A Tir 0.0.0.0 d&én 127.0.0.0 126 16777214
+ Lop B Tir 128.0.0.0 dén 191.255.0.0 16382 65534
Lép C Tir 192.0.0.0 dén 223.255.255.0 2097150 254
Lép D Tir 224.0.0.0 dén 240.0.0.0 Khong phan
+ L6p E Tir 241.0.0.0 dén 255.0.0.0 Khong phéan
2.6 Cau hinh Router co bin
Cac Mode Iénh trong 10S: c6 4 mode 1€nh

+ +

- Router> > Mode User (Mode c6 quyén thap nhat)
- Router# > Mode Previlidge (Mode quan tri)

- Router (config)#t-------------- > Mode c4u hinh

- Router (config-if)#t----------- > Mode vao cong

Cic 1énh ciu hinh Co ban Router:
- Router#configure terminal

- Router(config)# => Mode config | Mode global (Mode cdu hinh)
- Router(config)#hostname R1 => Dbit tén cho Router
- R1(config)#

- R1(config)#enable password cisco=> Pit pass enable la cisco (khi chuyén tir Mode
ngudi dung sang Mode quan tri s& yéu cau mat khau).

- R1(config)#enable secret aptech => Dt pass enable secret 1a aptech (pass nay sé€
dugc dung khi cau Iénh nay dugc thuc hién. Cao hon pass cta enable)

- R1(config)#

- R1(config)#line console 0

- R1(config-line)#password aptech => Dit pass khi truy nhap vao Router bang dudng
Console.

- R1(config-line)#login

- R1(config-line)#

- R1(config-line)#line vty 0 4

- R1(config-line)#password aptech => Dt pass khi truy nhap vao Router bang dudng
telnet

- R1(config-line)#login
R1(config-line)#exit
R1(config)#
R1(config)#banner motd 'Hello! => Dit 15i chio cho Router/Switch, luu y ky tu bat
dau va ky tu két thac ciia 101 chao phai gidng nhau.
R1(config)#
R1(config)#interface f0/0
R1(config-if)# => Mode Interface (mode cdu hinh dia chi cong)
R1(config-if)#no shut => Bat cong ctia Rotuer 1én
R1(config-if)#ip address 192.168.1.1 255.255.255.0 => Pat dia chi IP cho cong clia
Router.

- R1(config-if)#

- R1(config-if)#interface s0/0
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- R1(config-if)y#no shut

- R1(config-if)#ip address 172.16.0.1 255.255.255.252

- R1(config-ifi#clock rate 64000 (bat xung nhip d6i voi ddu DCE)

- R1(config)#

- R1(config)#exit

- R1#show running-config => Kiém tra file ciu hinh dang chay.

- R1#copy running-config startup-config | write => ghi file ciu hinh dang chay vao
NVRAM.

- R1#show startup-config=> Kiém tra file cdu hinh xem d4 c6 nhitng thong tin dang
chay chua?

Chay: ‘

- =>R1(config-if)#clock rate 64000 => Clock rate 1a xung nhip ctia cac bit truyén. Bit
nay cach bit kia 1a 64000 micro/giay
2.7 Qua trinh phan phoi géi dir li¢u
Nh¢ lai nguyén 1y hoat dong ctia moé hinh OSI thi dit lidu tir bén trén di xudng khi di t&i mot 16p
s€ dugc dong vao trong header cua 16p do6. Khi di to1 layer 7 s€ dugc dong vao trong layer 7
header, xudng layer 6 s& dugc dong vao trong layer 6 header tuong tw voi cac 10p 5, 4, 3 va 2, va
khi nghién ctru vé Network thi s& tap trung vao cac 16p 4, 3, 2, va 1.
Vay thi dit liéu xudng layer 4 Transport, thong tin can cha y s& 13 cip source port va destination
port, xubng 16p 3 Network lai quan tdm dén cidp dia chi source IP va destination IP rdi xudng 1p
2 Data-Link s€ dugc dong vao trong layer 2 header vai cap thong tin source MAC va destination
MAC tuong ting véi source IP va destination IP bén trén, thi lic nay s€ phai c6 1 cai gi do dung
ra ddm nhi€m viéc tim cho ra cap thong tin source MAC va destination MAC tuong ung véi IP &
16p bén trén, va céi gi do chinh 1a giao thirc ARP — giao thirc phéan giai dia chi gifra 16p Network
va 16p Data-Link. ARP s& tién hanh mapping gitra dia chi IP 16p 3 va dia chi MAC 16p 2.
| need the | heard that

MAC address broadcast. That is
of 172.16.3.2. me. Here is my MAC

=~ P~
i al

<+« [P 1721632=277 |

[1P- 172.16.3.2 = Ethermet. 0800.0200. 1111 | +—1

Map IP =——p Ethernet

Hinh 4.4 ARP mapping dia chi 16p 3 Network va dia chi 16p 2 Data-Link
Vi du 1 may A c6 dia chi 172.16.3.1 mudn gui dit liéu dén may B c6 dia chi 172.16.3.2 thi may
A cin phai biét dia chi MAC tuong tng voi 172.16.3.2 13 bao nhiéu dé giri xudng 16p 2 Data-
Link. Thi ltc nay ARP ctia may A hoat dong va di tim MAC cua 172.16.3.2. ARP mday A s€ tim
dir liéu trong bang ARP local ciia n6 nhung néu khong c6 trong dir lidu thi phai broadcast 1én di
tim, khi may B nhan dugc broadcast hoi dia chi MAC cua 172.16.3.2 biét 12 hoi minh thi tra 16i
lai may A, may A nhan duoc dia chi MAC thi dong géi dir liéu rdi truyén di.
Vay ARP hoat dong nhu thé ndo, minh hoa qué trinh trao d6i goi tin giita hai may trong mang
dudi day s& noi rd diéu nay. Minh hoa nay sé& chia lam 3 giai doan:
Qué trinh TCP bét tay 3 budc thiét 1ap két nbi
Qua trinh ARP hoat dong phan giai dia chi
Qua trinh data dugc gui va nhan
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Application: Network, can you set up reliable
connection to 192.168.3.2 for me?

[ Transport: I'll use TCP.

/rransport: TCP! Set up a
TCP session to 192.168.3.2.
SYN
TCP: IP! Send this TCP
g SYN to 192.168.3.2. ]\‘
/\‘ Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2 /\‘
I Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 |

Hinh 4.5 Minh hoa qua trinh trao d6i géi tin gitra hai may trong mang
Vi du ¢6 2 may 1 va 2 dang trao d6i dir lidu véi nhau qua hé théng mang, may 1 c6 IP 1a
192.168.3.1 (viét tit 1 3.1) dia chi MAC 1a 0800:0222:2222 (viét tat 1a 2222); may 2 c6 IP 1a
192.168.3.2 (viét tat 1a 3.2) dia chi MAC 1a 0800:0222:1111 (viét tat 1a 1111).
Giai doan 1: Qua trinh TCP bit tay 3 budc thiét 1ap két ndi.
Dau tién ting tmg dung Application yéu cau 1 dich vu tir 16p bén dudi né 1a Network, hiy thiét
1ap 1 két nbi tin cay dén dia chi 3.2 dum cho t6i dugc hay khong, yéu cau nay di xudng dudi dén
Transport, Transport nhin thiy yéu cau két ndi tin cdy thi biét minh phai dung TCP va néi TCP
thiét 1ap 1 phién két ndi t6i 3.2 di, TCP nhan dugc yéu cau thi thyc hién qué trinh bt tay 3 budc
va goi TCP SYN dugc dua xubng 16p Network dé gui dén 3.2.

IP: Layer 2! Send this packet to 192.168.3.2 . |

SRC IP TCP
192.168.3.1 ) SYN
/\— Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2 /\‘
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 I

Hinh 4.6 Minh hoa qua trinh trao d6i géi tin gitra hai may trong mang

Goi TCP SYN nay di xudng 16p 3 Network dugc dong vao trong layer 3 header v6i cip dia chi
source IP va destination IP, source IP tir chinh ban than méy 114 3.1 con destination IP thi tir yéu
cau ctia 16p Transport bén trén, khi da c6 du cap chi source IP va destination IP thi giri xudng
layer 2 yéu cau layer 2 giri géi ndy dén 3.2.

| Layer 2: ARP, do you have a mapping for 192.168.3.27
ARP: Is 192.168.3.2 in my ARP table? No, |

guess Layer 2 will have to put the packet in
the parking lot until | do an ARP.

SRC IP TCP
192.168.3.1 SYN

/\' Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2 /\‘
I Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 I

Hinh 4.7 Minh hoa qua trinh trao d6i géi tin gitra hai may trong mang
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Dén 16p 2 Data-Link thi s& phai dong vao layer 2 header vé6i cap dia chi source MAC va
destination MAC tuong tng. Source MAC tur chinh Card mang ctia may 1 1a 2222, con
destination MAC ctia 3.2 1a bao nhiéu, n6 s& phai dung ARP dé tim. N6 s& tra trong biang ARP
ctia n6 1a cd6 MAC cua 3.2 chua thi phat hién 1a chua c6 nén tam thoi né s& dé goi TCP SYN qua
1 bén (dwa vao Parking Lot) va tién hanh giri ARP di tim MAC ciia 3.2 trudc.

Giai doan 2: Qua trinh ARP hoat dong phan giai dia chi

ARP: First comes the ARP request. It will say that | am 192.168.3.1

_____ Parking Lot | with a MAC of 0800:0222:2222. Are you 192.168.3.27?
: I Packet I
ARP: Layer 2! Send this using our MAC as the
== SRC MAC and a broadcast as the DST MAC.
Request
DST MAC SRC MAC ARP
Broadcast 0800:0222:2222 Request

Ll

%
~ g g
- Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2 2
I Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111 I

Hinh 4.8 Minh hoa qua trinh trao d6i géi tin giira hai may trong mang
Khi may 1 thyc hién ARP di tim MAC cua 3.2 thi dau tién phai giri géi ARP request mang cac
thong tin nhu thé may 1 dang noi rang t6i 1a 3.2, t6i ¢ dia chi mac 1a 2222, anh ¢6 phai 1a 3.1
hay khong. va s& broadcast gbi nay di dén timg nha tirng nha dé hoi anh c6 phai 1a 3.2 khong.
Go1 ARP request nay s€ c6 source MAC la chinh n6 2222 va destination MAC ¢ dang broadcast
layer 2 tuong Gmg véi tat ca cac bit bat 1én bang 1 thanh 12 chir F. Sau d6 dwa xubng 16p 1
Physical chuyén thanh céc bit nhi phan rdi truyén di. Vi destination 1a Broadcast nén goi ARP
request nay s& di dén tat ca cac may c6 trong mang va tit nhién s& dén dugc tay may 2.

Parking Lot

Layer 2: | just got a frame with a broadcast
MAC so I'll process it. The protocol ID
indicates that it belongs to ARP. Let me strip
the Layer 2 header and send it to ARP.

g ARP SRC MAC DST MAC g
i Request | 0800:0222:2222 Broadcast
——
il ol
Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111
Hinh 4.9 Minh hoa qua trinh trao d6i goi tin gitra hai may trong mang
Lop Physical cia may 2 nhan dugc day bit nhi phan dua 1én 16p 2 Data-Link thi chuyén thanh
frame phat hién day 1a gbi broadcast thi xtr 1y goi nay, doc vao protocol ID cua header thi biét nd
la ARP thi may 2 goi ARP ra nhan va xur ly goéi tin nay.
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Parking Lot

.........................

ARP: | just got an ARP request from
192.168.3.1. Let me add its IP and
MAC to my ARP table. Now | can respond.

ARP
Request

g;

~
7

Layer 3 = 192.168.3.1
Laver 2 = 0800:0222:2222

Layer 3 = 192.168.3.2
Laver 2 = 0800:0222:1111

Hinh 4.10 Minh hoa qua trinh trao doi goi tin gitta hai may trong mang
Khi ARP m¢ goi nay ra xem thi thiy ddy 1a 1 ARP request dugc giri tir 3.1 véi MAC 2222 va hoi
phéi 3.2 khong, may 2 nhén ra 3.2 chinh 1a minh thi minh tra 161 va trude khi trd 161, may 2 sé
luu thong tin 3.1 ¢ MAC 1a 2222 véio bang ARP cua né trude dé sau ndy c6 khi dung t6i sau d6
mdai tra 101 goéi ARP request nhan duogc.

Parking Lot

ARP: The ARP reply will say that | am 192.168.3.2
with a MAC of 0800:0222:1111.

ARP: Layer 2, send this using our MAC as the
SRC MAC and 0800:0222:222 as the DST MAC.

ARP
Reply

DST MAC SRC MAC ARP
0800:0222:2222] 0800:0222:1111 Reply

%

Layer 3 = 192.168.3.1
Laver 2 = 0800:0222:2222

Layer 3 = 192.168.3.2

Laver 2 = 0800:0222:1111

Hinh 4.11 Minh hoa qué trinh trao d6i goéi tin gifra hai may trong mang

May 2 s€ dung go61 ARP Reply mang cac thong tin nhu t6i 1a 3.2 day, t61 c6 dia chi MAC 1a
1111.Va lic nay goi ARP reply s€ dao cap dia chi source MAC va destination MAC lai, source
MAC cuia chinh may 2 1a 1111, destination MAC 1a 2222, dong thanh g6éi ARP reply chuyén

xuong 16p Physical va tra vé dung may 1.
Parking Lot

Layer 2: | just got a frame with my MAC so I'll

it to ARP.

process it. The protocol ID indicates that it belongs
to ARP. Let me strip the Layer 2 header and send

o

I;/

DST MAC
0800:0222:2222

SRC MAC
0800:0222:1111

ARP
Reply

=

Layer 3 = 192.168.3.1
Layer 2 = 0800:0222:2222

Hinh 4.12 Minh hoa qua trinh trao d6i géi tin giira hai may trong mang

Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:1111
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L6p Physical cia may 1 nhan duoc ciing dua 1én trén chuyén thanh frame, thay frame nay giri
cho minh thi xir 1y né, doc vao protocol ID cuia header thi biét no 1a ARP thi may 1 goi ARP ra
nhan va xtr ly goi tin nay.

Parking Lot

ARP: | just got an ARP reply from 192.168.3.2.
Let me add its IP and MAC to my ARP table.

ARP: Layer 2! | have 192.168.3.2 Hat
mapped to 0800:0222:1111.

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111
Hinh 4.13 Minh hoa qua trinh trao d6i géi tin giira hai may trong mang
May 1 mé ra thi thiy day 1a goi ARP reply tir 3.2 véi dia chi MAC 1a 1111, thi may 1 luu 1111
vao bang ARP cuia n6. Khi d6 may 1 da c6 dugc MAC cua 3.2 thi théng bao cho layer 2 biét
rang dé c6 dia chi MAC tuong ng ctia 3.2 rdi, bay gid guri goi tin di. Luc nay giai doan 2 ARP
phan giai dia chi méi hoan tat.

%ayer 2: | can send out that pending packet. I

\\ TCP DST IP SRC IP SRC MAC DST MAC l\
SYN 192.168.3.2 192.168.3.1 0800:0222:2222]10800:0222:1111

~ =

i — §

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111
Hinh 4.14 Minh hoa qua trinh trao d6i géi tin giira hai may trong mang
Luc nay méay 1 méi bat dau 1ay goi TCP SYN dang chira trong Parking Lot dé dong géi lai véi
déy du cap source IP, destination IP, source MAC, destination MAC dua Xuéng 16p Physical
chuyén thanh céac bit nhi phan va giri qua may 2.

TCP: | need to send a SYN ACK
to the TCP SYN that | received.

TCP

SYN

SRC IP DST IP TCP
192.168.3.1 192.168.3.2 SYN

‘\ DST MAC SRC MAC SRC IP DST IP TCP l\
. 0800:0222:1111]0800:0222:2222 192.168.3.1 192.168.3.2 SYN

\/
> >

o~

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

Hinh 4.15 Minh hoa qua trinh trao d6i géi tin giira hai may trong mang
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Physical cia may 2 nhan dugc ciing dua 1én trén chuyén thanh frame thay destination MAC giri
cho minh thi xtr Iy n6, g& bo layer 2 header dua 1én trén, c6 dugc cap source IP va destination IP,
g0 layer 3 header c6 dugc goi TCP SYN, khi nhan duge TCP SYN thi may 2 s€ trd 101 lai SYN

ACK.
| TCP: Send this.
SYN
ACK
SRC IP DST IP SYN
192.168.3.2 192.168.3.1 ACK
DST MAC SRC MAC SRC IP DST IP SYN
0800:0222:2222]10800:0222:1111 192.168.3.2 192.168.3.1 ACK
DST MAC SRC MAC SRC IP DST IP SYN J
/\ 0800:0222:2222|0800:0222:1111] 192.168.3.2 192.168.3.1 ACK /\
Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

Hinh 4.16 Minh hoa qua trinh trao d6i géi tin giira hai may trong mang
Goi TCP SYN ACK dugc giri xudng 16p 3 thi dong vao layer 3 header véi cip source IP va
destination IP dao nguoc lai 13 3.2 va 3.1, giri xudng 16p 2 dong vao layer 2 header véi cip
source MAC va destination MAC, source MAC cua may 2 1111, destination MAC 2222 tuong
tmg may 3.1 d3 duge luu lac nhan ARP request tir may A va dua xudng Physical gui di.

TCP: Got the ACK. |
SYN

ACK
SRC IP DST IP SYN
192.168.3.2 192.168.3.1 ACK
DST MAC SRC MAC SRC IP DST IP SYN
0800:0222:222210800:0222:1111 192.168.3.2 192.168.3.1 ACK

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

Hinh 4.17 Minh hoa qué trinh trao d6i goéi tin gitra hai may trong mang
May 1 nhan duoc ciing 1am tuong ty, chuyén thanh frame, go bo cac header ctia 16p 2, 16p 3 va
nhan dugc géi TCP SYN ACK
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TCP: | need to let the other end know | got the
SYN ACK to complete the session establishment.

TCP
ACK
SRC IP DST IP TCP

192.168.3.1 192.168.3.2 ACK

DST MAC SRC MAC SRC IP DST IP TCP
0800:0222:1111]0800:0222:2222 192.168.3.1 192.168.3.2 ACK
K TCP DST IP SRC IP SRC MAC DST MAC l\

ACK 192.168.3.2 192.168.3.1 0800:0222:2222]10800:0222:1111
~

\’ %
|/ => I/
Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111
Hinh 4.18 Minh hoa qua trinh trao d6i géi tin giira hai may trong mang
Nhan duoc TCP SYN ACK thi phai tra 10i lai ACK dé biét ma két thac qua trinh bt tay 3 budc
thiét 1ap két ndi trudc khi truyén data. Liic nay giai doan 1 TCP bit tay 3 budc thiét 1ap két ndi
méi hoan tat.
Giai doan 3: Qua trinh data dugc guri va nhan
Layer 4: OK, Application, | have your session set up. I

%Dplication: OK, I'll send you some data. |
— ~
i "

Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

Hinh 4.19 Minh hoa qua trinh trao d6i géi tin giira hai may trong mang
19:'5 < Application: Here is the data.

TCP | APP
SEQ =3 | DATA

SRC IP DST IP TCP APP
192.168.3.1 192.168.3.2 | SEQ =3 | DATA
DST MAC SRC MAC SRC IP DST IP TCP APP.
0800:0222:1111|0800:0222:2222| 192.168.3.1 192.168.3.2 | SEQ =3 | DATA
APP TCP DST IP SRC IP SRC MAC DST MAC \J’

DATA | SEQ=3| 192.168.3.2 192.168.3.1 |0800:0222:2222]0800:0222:1111| =
Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Laver 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

Hinh 4.20 Minh hoa qué trinh trao d6i goéi tin gifra hai may trong mang
Layer 4 6 may 1 bao rang da thiét 1ap xong 1 két ndi r6i, Applicatiion hdy bat dau truyén data di,
Application bit ddu dua data cia minh xudng 16p bén dudi, xudng téi Transport boc thém header
ctia nd vao va giao thic lac dau thiét 1ap cho két néi an toan 1a TCP nén no s& gan TCP vao va
bat dau d4nh s6 tht tu sequence number cho qua trinh truyén vi du truong hop nay danh
sequence 1a 3 roi guri xudng 16p Network, ¢ ddy twong tu nhu qué trinh bat tay 3 budc s& dong
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layer 3 header voi source IP, destination IP, xudng 16p 2 1a source MAC va destination MAC rdi
xuong 16p 1 rdi truyén qua may 2.
TCP: Application! Here is some data. > o

SRC IP DST IP
192.168.3.1 192.168.3.2
DST MAC SRC MAC SRC IP DST IP
0800:0222:1111]0800:0222:2222 192.168.3.1 192.168.3.2
s
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111
Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2

Hinh 4.21 Minh hoa qua trinh trao d6i géi tin giira hai may trong mang
May 2 nhan dugc chuyén thanh frame, g& bo cac header & cac 16p 2, 3, 4... va trd ve data cho
Application.

ACK =4
SEQ =3
SRC IP | Ack =4
192.168.3.2 | seQ=3
SRC MAC SRC IP ACK = 4
0800:0222:1111| 192.168.3.2 | sEQ=3
SRC MAC SRC IP ACK = 4 g
800:0222:1111| 192.168.3.2 SEQ =3 \’
I/
Layer 3 = 192.168.3.1 Layer 3 = 192.168.3.2
Layer 2 = 0800:0222:2222 Layer 2 = 0800:0222:1111

Hinh 4.22 Minh hoa qua trinh trao d6i géi tin giira hai may trong mang

Va duong nhién, ding TCP thi khi may 2 nhan duoc s& phai tra 101 lai cho may 1 biét, nén dong
g6i tin ACK v&i sequence 1a 3, ACK 1a 4 v&i ¥ 1a da nhan dugc g6i thir 3 roi con goi thi 4 nira
khong, giri thém goi thir 4 di. Néu may 1 khong guri dir lidu nira thi dén déy, giai doan 3 qua trinh
data dugc giri va nhan hoan tat.
Luc nay qua trinh phan phdi géi tin gitta 2 may 1 va 2 trong mang két thic.
2.8 Bao mat trén Cisco Router
2.8.1 CAu hinh Firewall Cisco
FireWall Cisco mét dong san pham duoc dong dao khach hang trén thi trudng ua chudng, sir
dung. Trong gido trinh ndy chung toi s& guri t6i quy ban doc cac ciu hinh co ban Firewall Cisco.
Xin moi cac ban ciing tim hiéu.
Tém tét’néi dung trong gi4o trinh nay sé& gtri dén cac ban nhitng ndi dung co ban nhu:
Cau hinh Hostname, Domain Name va Passwords
bat ngay va gio

- Cau hinh cum mat khau chinh

- Céu hinh may cha DNS
Chung ta sé& bat tay ngay vao vdi cac Config co ban 1a thay d6i mat khau dang nhap, thay doi
kich hoat mat khéu.
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Ciu hinh Hostname, Domain Name va Passwords

- bé thay d6i mat khau ban c6 thé sir dung cau 1€nh

+ { passwd | mat khiu } mit khau

+ Mat khau dang nhap ¢ day dugc sir dung cho cac két ndi Telnet va SSH.

- Cacban luu y 1a véi céac thiét bi chua Config thi mdc dinh mat khéu s& 1a “Cisco”,
dic diém nay thuong duoc ap dung véi cac thiét bi chinh hang ciia Cisco.

- Banco thé nhap password hoac mat khau. Mat khau 1a mat khau co phan biét chir hoa
chit thuong 1én dén 16 ky tu chit va sb va ky tu dac biét. Ban co thé sur dung bat ky ky tu
nao trong mat khau ngoai trur d4u chdm hoi hodc dau cach.

- Matkhau duoc luu trong cau hinh dudi dang ma héa, vi vay ban khong thé xem mat
khau ban dau sau khi nhap mat khau. Sir dung 1énh khong c6 mat khau dé khoi phuc mat
khau vé cai dit mic dinh.

Thay déi va kich hoat mit khau

- Ban sir dung dong 1énh

+ hostname (config) # passwd Pa $$ wOrd

- Muc dich cua dong lénh nay chinh la thay d6i mat khau cho ‘phep, cho phép ban vao
ché do EXEC ddc quyén. Theo méc dinh, mat khau cho phép tréng.

- Pbi s6 mat khau 1a mat khau phan biét chir hoa chit thuong Ién dén 16 ky tu chir va
sb va ky tu dac bi¢t. Ban c6 thé st dung bat ky k¥ tu nao trong mat khau ngoai trir dau
cham hoi hodc dau cach.

- Lénh nay thay d6i mat khau cho cap dic quyén cao nhat Néu ban dinh cau hinh uy
quyen Iénh cuc bg, ban c6 thé dat bat mat khau cho timg cap dic quyen tir 0 dén 15. Mat
khau dugc luu trong cau hinh dudi dang ma hoéa, vi Vay ban khong thé xem mat khau ban
dau sau khi nhap mat khau Nhap lénh bat mat khau ma khong c6 mat khau dé dat mat khau
thanh mic dinh, dé trong.

Pit tén may chii cho thiét bi: hostname tén

- Vidu:

+ hostname (config)# hostname farscape

+ farscape (config) #

Chi dinh tén may chu cho ASA hoic cho ngir canh.

+ Tén nay c6 thé 1én dén 63 ky tu. Tén may chu phai bat dau va két thuc bang mot
chit cai hodc chit s6 va co ky tu bén trong chi chir cai, chir s6 hodc dau gach ngang.

+ Khi ban dat t€én médy chu cho ASA, tén do xuat hién trong 101 nhéc dong I¢nh. Néu
ban thiét 1ap phién cho nhiéu thiét bi, tén ‘may chu s€ gitip ban theo dbi vi tri ban nhép 1énh.
Tén may chu méc dinh tuy thudc vao nén tang cua ban.

+ Doi voi nhleu ch€ do ngir canh, tn may chu ma ban dat trong khong gian thuc
hién hé thdng xuat hién trong 1oi nhic dong 1énh cho tat ca cac ngir canh. Tén may chu ma
ban tlly y dit trong ngit canh khong xuét hién trong dong 1énh, nhung c6 thé dugc sir dung
boi 1énh biéu ngit $ (tén may cht) ma thong bao.

Pit tén mién cho thiét bi: mién tén tén

- Vidu:

+ tén may chii (config) # tén mién-example.com

- Chi dinh tén mién cho ASA. ASA gin thém tén mién dudi dang hau td cho cac tén
khong du tiéu chuan. Vi dyu: néu ban dit tén mién thanh “example.com” va chi dinh may
chu syslog theo tén khong d tiéu chuan ctia “jupiter”, thi ASA du diéu kién tén thanh
“Jupiter.example.com”.

- Tén mién mac dinh 1a default.domain.invalid.
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- Pbi v6i nhiéu ché do ngir canh, ban c6 thé dat tén mién cho mdi ngi canh, cling nhu
trong khong gian thyc thi hé thong.

Dat ngay va gio
Su khéc biét trong phan nay c6 1& chinh 1 viéc lira chon sir dung va dat pham vi ngay gid khac
nhau.

- Pit pham vi ngay gio theo mui gid va mui gid tiét kiém anh sang ban ngay

- Dit ngay va gio bang may chu NTP

- Dat ngay va gio theo cach thu cong

Dé thuc hién nhiing diéu do6 ban hay lam theo cac budc sau:

- Budc 1: ddng ho mui gio' khu [ — | gio' [ phiit |

+ Vidu: tén may chi (config) # mii gio' dong ho PST -8

- Muc dich chinh d6 la dat mai gio. Theo mdc dinh, mui gio la UTC va pham vi ngay
gio tiét kiém anh sang ban ngay 1a tir 2:00 sang vao Chil nhat dau tién trong thang 4 dén
2:00 sang vao Chu nhat cudi cung trong thang 10.

- Trong trudmg hop khu vuc xac dinh mui gid nhu 12 mot chudi, vi dy, PST cho Gid
chuan Thai Binh Duong.

- Gia tri gid [-] thiét 1ap sb gid bu dip tr UTC. Vi du, PST la -8 gio.
Céc phut gia tri thiét 1ap s6 phat cua bu dap tir UTC.

- Budc 2: Bé thay d6i pham vi ngay cho thoi gian tiét kiém anh sang ban ngay tir mic
dinh, hay nhap mot trong cac 1énh sau. Pham vi ngay ldp lai mac dinh 1a tr 2:00 sdng vao
Chu Nhat thir hai trong thang 3 dén 2:00 sang vao Chu nhat dau tién cuia thang 11. Pong
hd mua hé thoi gian khu vuce ngdy {ngay thang | ngay thang} nam hh:mm {ngay thang |
ngay thang} nam hh: mm [bu trur].

+ Vi dy: hostname (config) # dong hd gio miia hé PDT 1 thang 4 nim 2010 2:00
60
Dit ngay bat dau va ngay két thiic cho thoi gian tiét kiém anh sang ban ngay lam ngay cu thé
trong mot nam cu thé. Néu ban st dung 1énh nay, ban can dit lai ngdy thang mdi nam.
Céc khu vuc c6 gia tri xac dinh mui gio nhu 1a mot chudi, vi du, PDT cho Pacific Daylight Time.
Céc ngay gia tri dat ngdy trong thang, tir 1 dén 31. Ban c6 thé nhap ngay thang nhu 01 thang 4
hodc 01 thang tu, vi dy, tuy thudc vao dinh dang ngay thang tiéu chuén cua ban.
Céc thang gia tri dat thang nhu 13 mot chudi. Ban c6 thé nhap ngay va thang vao ngay 1 thang 4
hodc ngay 1 thang 4, tuy thudc vao dinh dang ngay chuan cua ban.
Céc nam gia tri dat nam sir dung bon chir s, vi dy, nim 2004. Pham vi nam 1a nim 1993 dén
nam 2035.
Céc hh: mm gi4 tri dat gio va phut trong thoi gian 24 gio.
Céc bu dap gia tri dat sé phut dé thay do6i thoi gian cho tiét kiém thoi gian ban ngay.
Theo méc dinh, gia tri 1a 60 phut.
Pong hd mua hé thoi gian khu dinh ky [tuan tudn thang hh:hh mm tuan tuin thang:mm] [bu dép]
Vi du: hostname (config) # dong hod thoi gian mua hé PDT dinh ky dau tién Thir Hai Thang
Tw 2:00 60
Chi dinh ngay bat dau va ngay két thiic cho thoi gian tiét kiém 4nh sang ban ngay, dudi dang
ngdy va gio trong thang va khong phai 1a ngay cu thé trong mot nam.
Lénh nay cho phép ban dit pham vi ngay ldp lai ma ban khong can phai thay dbi hang nim. Cac
khu vuc c6 gia tri xac dinh mui gio nhu 1a mot chudi, vi du, PDT cho Pacific Daylight Time.
Céc tuan gia tri quy dinh cu thé trong tudn cua thang 1a mot sb nguyén tir 1 dén 4 hodc 13 nhiing
161 dau tién hodc cudi cung. Vi du: néu ngay co thé roi vao tuan thr nim mot phan, thi hay chi
dinh cudi cling.
Céc ngay trong tuan gié tri xac dinh ngay trong tuan: Thi Hai, Thi Ba, Thtr Tu,... Cac thang gia
tri dit thang nhur 1a mot chudi. Cac hh: mm gid tri dit gio va phut trong thoi gian 24 gio.
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Céc bu dap gia tri dat s6 phit dé thay doi thoi gian cho thoi gian tiét kiém anh sang ban ngay.
Theo méc dinh, gia tri 1a 60 phut.
Pit ngay va gio bang may chi NTP
Pé thyc hién dit ngay va gio bang may chit NTP ban can thyc hién theo cac budc sau.
- Buwdc 1: NTP xac thue
+ Vi du: hostname (config) # ntp xac thuc
+ Bat xac thuc voi may chu NTP.
- Buwéc 2: NTP tin ciy-key KEY_ID
+ Vi du: tén may chi (config) # ntp khéa tin cay 1
+ Chi dinh ID khoa xac thyc 1a khéa dang tin cdy, dugc yéu cau dé xac thuc béng
may chu NTP.
+ Pbisd key id 1a gid tri tir 1 dén 4294967295. Ban c6 thé nhap nhiéu khoa tin cay
dé st dung véi nhiéu may chu.
- Buwdc 3: Khoa xac thuce ntp key_id mdS chinh
+ Vidu: tén may chi (config) # ntp khda xac thuwe 1 mdS aNiceKey
Pit khoa dé xac thue bang may chii NTP.
+ Dbisé key id1a ID ban da dit trong Budc 2 bang cach st dung 1énh khoa tin ciy
ntp va dbi s6 khoa 1a chudi dai t6i da 32 ky tu.
Budc 4: may chu ntp ip_address [key key id] [source interface name] [thich]
+ Vidu: hostname (config) # ntp may chi 10.1.1.1 phim 1 thich
Xac dinh may cha NTP
Déi s6 key id 1a ID ban da dat trong Budc 2 bang cach sir dung 1énh khoa dang tin cy ntp.
Céc ngudn interface_name cap tir khoa luén xac dinh outgoing interface cho cac goi NTP néu
ban khong muon str dung giao dién mac dinh trong bang dinh tuyén. Boi vi h¢ thong khong bao
g6m bét ky giao dién nao trong nhiéu ché do ngir canh, hay chi dinh tén giao dién duoc xac dinh
trong nglr canh quan tri.
Céc thich bg tir khoa NTP server ndy nhu may chu wa thich néu nhiéu méy chu ¢6 do chinh xac
tuong tu. NTP str dung thuat toan dé xac dinh méy chu nao chinh xac nhat va dong bd hoa véi
may chi d6. Néu may cha c6 do chinh xéac twong tu, thi tir khoa vu tién chi dinh may chu nao s&
su dung cac may chu do. 9
Tuy nhién, néu may chu chinh xac hon dang ké so vdi may chu uu tién, ASA st dung may chu
chinh xé&c hon. Vi dy, ASA st dung mot may chu cia tﬁng 2 trén mdt may chu cia tﬁng 3 duoc
ua thich.
Luu y Trong ché d6 nhiéu ngit canh, chi dit thoi gian trong cau hinh hé théng.
Pat ngay va gio theo cach thi cong
- Str dung dong 1énh dé dit dong hod theo cach thi cong dong hd bo hh:
+ mm: ss { month day | ngay thang } nam
+ Vi du: hostname # clock set 20:54:00 ngz‘ly 1 thang 4 nam 2004
+ Cac hh: mm: ss luan dat gio, phat va gidy trong thoi gian 24 gio. Vi du: nhap
20:54:00 cho 8:54 t4i.
+ Cacngay gia tri dit ngay trong thang, tir 1 ¢én 31. Ban c6 thé nhap ngay thang nhu
01 thang4 hodc 01 thang tu, vi dy, tiy thudc vao dinh dang ngay thang tiéu chuan cta ban.
+ Cac thang gia tri dat thang. Tuy thudc vao dinh dang ngay chuan cta ban, ban co
thé nhap ngay va thang nhu thang tu 1 hoic 1a ngay | thang 4.
+ Cacnam gia tri dat nam st dung bdn chir s6, vi du, ndm 2004. Pham vi nam 13 tir
nam 1993 dén nam 2035.
+ Mui gio mic dinh 1d UTC. Néu ban thay d6i mai gio' sau khi ban nhap 1énh dat
ddng ho bang 1énh mui gio dong ho, thoi gian sé ty dong diéu chinh theo mi gio méi.

48



+ Lénh nay dat thot gian trong chip phan ctmg va khong tiét kiém thoi gian trong tép
céu hinh. Lan nay s& khoi dong lai. Khong gidong nhu céc 1énh dong ho khac, 1énh nay 1a
mot 1énh EXEC dac quyen bé dat lai dong hd, ban can dat thoi gian madi bang Iénh dat
dong ho.

Céu hinh may chu DNS

- Mot sb tinh nang ASA yéu cau sir dung may chit DN'S d¢é truy cap cac may chu bén
ngoai theo tén mién; vi du, tinh nang Loc luu lugng truy cap Botnet yéu cau may chu DNS
truy cap vao may chu co so dit liéu dong va dé giai quyét cac muc nhép trong co so dit liéu
tinh.

- Cactinh nang khac, chang han nhu 1énh ping hodc traceroute, cho phép ban nhap tén
ma ban mubn ping hodc traceroute va ASA ¢6 thé giai quyet tén bang cach lién lac v6i may
chu DNS. Nhiéu SSL VPN va Iénh ching chi cling ho tro tén.

- Pé biét thong tin vé DNS 'dong, hay xem phan ‘Dinh cdu hinh DDNS”.

- Dam bao rang ban dinh céu hinh dinh tuyen thich hgp cho bat ky giao dién nao ma
ban béttra ctru tén mién DNS dé ban c6 the tiép can may chi DNS. Xem phan “Théng tin
vé dinh tuyén” dé biét thém thong tin vé dinh tuyén.

Chi tiét cc bude thyc hién

- Budc 1: dns domain-lookup interface_name

+ Vi du: hostname (config) # dns domain-lookup bén trong

+ Cho phép ASA giii yéu cau DNS t¢i may chi DNS dé thyc hién tra ciru tén cho
cac 1énh duoc hd tro.

- Budc 2: nhom may chu dns DefaultDNS

+ Vi du: hostname (config) # dns may chii nhém

+ DefaultDNS

+ Chi dinh nhém may cha DNS ma ASA sir dung cho céc yéu cau gui di.

+ Cac nhom mday chit DNS khac c6 thé duoc cdu hinh cho cac nhém duong ham
VPN. Xem lénh nhém-dudng ham trong tham chiéu 1énh dé biét thém thong tin.

- Budc 3: name-server ip_address [ ip_address2 ] [...] [ ip_address6 ]

+ Vi du: tén may chu (config-dns-server-group) #

+ name-server 10.1.1.5 192.168.1.67

+ 209.165.201.6

+ Chi dinh mét hodc nhiéu may chu DNS. Ban ¢6 thé nhap tat ca sau dia chi IP trong
cung mot 1énh, duge phan tach bang d4u cach hodc ban c6 thé nhap riéng ting Iénh. ASA
¢d gang mdi may chu DNS theo thir tir cho dén khi né nhan dwgc phan hoi.

Theo doi bo nhé cache DNS

- ASA cung cap mét bo nhé cache dia phurong ciia thong tin DNS tir cac truy van DNS
bén ngoai dugc giri cho mot s6 SSL VPN clientless va cac 1énh chting chi. Mdi yéu cau
dich DNS lan déu tién dugc tim trong by dém cuc bo. Néu bo nhé cache cuc bd ¢6 thong
tin, dia chi IP két qua s& dugc tra vé.

- Néu bd nhd cache cuc bd khong thé giai quyét yéu cau, mot truy van DNS sé& duogc
gtri dén cac may chu DNS khac nhau d3 dugc cau hinh. Néu mot may chiu DNS bén ngoai
giai quyét yéu cau, dia chi IP két qua duogc luu trit trong bd nhé cache cuc b véi tén may
chu twrong tng cua no.

Lénh theo doi by nhé cache DNS

- D¢ theo ddi bo nhé cache DNS, hay nhap 1énh sau:

+ Hién thi dns-hosts: Hién thi bo nhé cache DNS, bao gdm cic muc dugc hoc tu
dong tir may chi DNS ciing nhu tén va dia chi IP dugc nhap theo cach thu cong bang cach
st dung 1énh tén.
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2.9 Str dung Cisco SDM
2.9.1 Gidi thi¢u:

SDM (Security Device Manager) 1a cdng cu dé quan ly thiét bi Router thdng qua céng
nghé JAVA. SDM sur dung dé cau hinh Router théng qua cac interface HTTP hoac HTTPs
gitp chang ta cau hinh LAN, WAN va cac tinh ning bao mat khéc cia Router (ACLs,
VPN,...). SDM duoc thiét ké cho ngudi quan tri mang hay reseller SMB ma khéng yéu
cau ngudi stir dung c6 kinh nghiém nhiéu trong viéc ciu hinh Router.

2.9.2 Cai dat:

Software:

- Download SDM  (Security Device Manager): www.cisco.com/go/sdm
hodc http://www.mediafire.com/?zw3h7cahyycdflb

- Sun Java Run Time Environment (JRE): http://download.cnet.com/Java-Runtime-
Environment-JRE/3000-2356_4-10009607.html

Cai dat:

Budc 1:

- Két ndi Console vao router thyc hién ciu hinh co ban

+ Router>enable
+ Router#conf t
+ Router(config)#
- Céu hinh http server
+ Router(config)#ip http server
+ Router(config)#ip http secure-server
+ Router(config)#ip http authentication local
- Tao user privilege level 15
+ Router(config)#username admin privalege 15 password admin
- Céu hinh telnet va ssh
+ Router(config)#line vty 0 4
+ Router(config-line)#privilege level 15
+ Router(config-line)#login local
+ Router(config-line)#transport input telnet
+ Router(config-line)#transport input telnet ssh
+ Router(config-line)#exit
Budéc 2: Cai dat SDM (Security Device Manager)

- Chay cai dat setup.exe. Chon Both (computer and router). Sau d6 chon Next

Cisco SOM - Instaliation Wizard lﬂ"bl
— - e . - s
Install Options
Irstall Cisco SOM on the computer of on the rowtes
Seloct where pou want to nstal Ceco SOM
|
The Comnputer ‘
Instals Lisc DM on thas comouter
“co Router [
Instals Czco SDM on your router's Hlash memory
9 Both [computer and router) 1
Instals Circo SDM on this computer and on your router's lash memony
Next | Cancel
N — — S — = T — >l

Hinh 4.23 Cai dat SDM (Security Device Manager)
- Nhap dia chi IP Router va username password. Chon Next.
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| Router Authentication
Entet router authenbcaton nformaton

Ernter the router’s IP addiess/Mostname, usename and password. To mstal Hles on your router
you should be a Praviege level 15 user of view user of type SOM_Admnistiatoe(reot)

HostnameAP Address: 1010101
Usemame admn
Password enne

Note: HT TP shoud be turned on i your router foe the installabion to succeed. The instal
applcation wil tun ca HTTP or HTTPS server on the router if £ is not tumed on

[ <Back |[__Nea> || Concel |

Hinh 4.24 Cai dat SDM (Security Device Manager)
- Chon Typical, sau d6 Next.

m—
Cisco SOM - Ins

Flash installation oplions
Select the type of installabon for Cisco SOM

® s
The option will detetrine the router’s capablbes and install the sppropeate
Cisco SOM components,

Hinh 4. Cai t SD(Securty Device Manager)
- Chon Next, va Install dé cai dat g trinh 1én Router

_

Ready to Install the Program
The wezard 12 1eady to begn rstalation

Chck Install 1o bagin the nstalston

Caco SDM wil st be installed on the PC. and then the companents that you selected wil be
installed on the touter

18 you want 1o review of change ary of your nstaliaticn settngs, cick Back.

Instalfs held

Cisco SDM Installation Wizard Complete

Cisco SOM and the components pou selected e successhily
nstaled on your computer and router.

..........................

o Hinh 4.27 Cai eflt SDSerty Device Manager)
- Keét ndi dén Router thong qua dia chi 10.10.10.1




- Nhép username va password dang nha

wloh
SDM wil be launched from the PC using the cisco.
default browser.

Device IP Address or Hostname : {10.10.10.1] ~|
[~ This device has HTTPS enabled and | want to use it
Launch Close |

1_ —

Hinh 4.28 Cai dat SDM (Security Device Manager)

. N o
Lusthertication

0 A username and password ace beng requested by http//10.1010.1. The site says “level 15 or
iew_access”

User Name:  admin

Password: n-ul

[ ok || conce |

Hinh 4.29 Cai dat SDM (Security Device Manager)

- Giao dién chuong trinh chinh

Eﬁ'—r...u...‘mn...;ﬂnq-minnmmi "—‘?!uil T |
[The £ wew Teeks bt

-'l!nlllo
cisco

0
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2.9.3 Chirc nang

Hinh 4.30 Giao dién chuong trinh SDM

Cac chuc ning duoc mé ta dwa cho so dd mang bén dudi.

Internet

Side B
11.11.11.0/24

Side A
10.10.10.0/24
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] Hinh 4.31 M6 t4 cac chuc nang
2.9.3.1. Cau hinh
Interfaces

- Configure > Interfaces and Connections > Create New Connectlon
gr-u&u_«.-nn.»,mpm»nm

‘! £ Wew Teo _Mep

S [ e e 2

Semd 8 cor e wnd 3 Ues Sew Cewacter

Bty

[ e SV bt b sy !
L P ) Q—% \
1 o trmatot by N0W) AV IOL - P

‘
LA

[Chmate b Corvmton 1o .

e — O M4 UTT Frisar 31 2002
o Hinh 4.32 Giao dién cu hinh
Chon Interface can cau hinh (Serial 1/0). Sau d6 Next

el

SensNCSNe Seny) -

|
!
« Back | N » | | Canm] Hew ]'

Hinh 4.33 Giao dién cau hinh
Chon type Encapsulation cho Serial Interface. Sau d6 Next

Configure Encapsulation
Intertace Henalto

Choose 1 ancapsud slon troe for Moy (ornecion

. The High-Levet Dats Link Control (HDLC) cormmedon tonnecty
8 SEhIonous senial port (3150 Koown a% 8 leased lne)

ON B router, BCCESS Server 10 LONNect 12 3 1ouler, scress

SeIver, Of (OrPErate network Thess rousers or access

geners must be Ciaco devices,

7 Frame Retay
" PorttoPort Provcol
O Hagh-Lave! Data Liew Conred

« Back | Nea > | | cancet | wew |

. —— ]
Hinh 4.34 Giao dién cau hinh
Nhap dia chi IP cho Interface

P addrass:
Enter T IP address fix Mis connection
= Gtac IP adaress

1P address: 1721602

subnetmask 255255255 262 o w8

P Unowumbersd % oo

You can corfigure Pes POTICe 1o Dectoem dynsrmic NS updates by checking the
hechoo below

™ Enable Dynamec CS l

&anl Ne - J j Cun(z;] V 7Mebﬁl

Hinh 4.35 Giao dién cau hinh




Chon Exit Interface hoac IP Next Hop

(PR TR i P i

Hinh 4.36 Giao dién cAu hinh
Chon Test the connectivity after configuring dé kiém tra két noi.

[ g e o

Hinh 4.38 Giao dién c4u hinh

Pinh tuyén
- Static Route: Configure/Routing/Add
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Serial1/0

172.16.0.1

.<
ok ||_cancet | vep |

Hinh 4.39 Giao dién cAu hinh
figure/Routing/Edit

- Dynamic Route: Con

Avallable Inferface List | Make the Interface Passive

Hinh 4.40 Giao dién c4u hinh
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Hinh 4.41 Giao dién cdu hinh

- NAT
- Chon Basic NAT, sau d6 Next
bbb

™ 1101010010 10.30.10. 255
™ 17216001 1721603

~ Hinh 4.42 Giao dién céu hinh
- Chon Interface két noi voi Internetva ranges dia chi can NAT
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Sharing the Internet Connection

If fhis souter has a connection 1o Tie ntemed, specdy how you want PCs and hosts
0N @ LAN 10 ghare this connecton

Choose e riedace Tst coraects to the Intermel Of your indernet service provider.

Senal 1o v Details I

The fohowing ranges of IP addresses are 0lloCkied %0 netadrks drecly connected
10 the router. Crack Ine box nast 10 0aCh network 1t 15 10 shase the connection
that yeu specfied

1P 3dress rarge Connected Theols Comment

& 1101010010 10,9010 244 Etnern et

I 1721600101721603 Seeralt0

Eoit NAT Configuration, and uncheck Ihat intertace In the Designate NAT siefsces

Note: To configure NAT on an intertace marked &3 Degignaled, e this wazard, click “
window For detatls see belp

<gxck | Neat» | | cancel | weip |

Hinh 4.43 Giao dién cau hinh
+ Nhén Finish
VPN (Virtual Private Network)
Vao Configuration/VVPN/Easy VPN Remote/Launch Easy VPN Remote Wizard

o Router and Securty Device Manasger (SOM): 1000041 M

_f«iiéﬁii £ i 5

: o v Create Easy VPN Sesver | Tct Saay VPN Serar |
. : =LA Easy VPN Ramote
o it i 1 h‘_ SOM can qude you thidugh Eaty VPN Server coafiquration taske.
3 Dymamic Mutpoist vPh
B8 WatVFN
@& VPN Comgpanents
Usk this ophon 1o configurs $is 0essr 35 3 Easy VPN Sener To
COmpIatE Ihe configuealion, you must know the different group poficies to
WhiCh the chants can cannact and el 3mIbutes.
P = Lasuach Easy VPN Server Wizasd |
Assrnd Tusks Howdo ! [How Do | Confgues & Dackap 10r 8 Easy YPN Rémote connecson? x Ool
T

Hinh 4.44 Giao dién cau hinh
Enable AAA trén Router trudc khi ciu hinh Easy VPN Server
Enable AAA . - X

AAMA s disabled on the router. AM must be ensbled to tonﬁgure
p Easy VPN Server SOM will perform the following pmau&onary
& tasks while enabling ASA to pravent [oss of access Lo the router

* Configure suthentication and authorization for iy lines The local
database will be used for both authentication and authorization.

* Configura authentication for the console ing. The tocal database
will be used for authentication

Do you want o enable AAA?
["Ves 1 No |

7 Hinh 4.45 Giao dién cu hinh
Chon Interface va kiéu chirng thuc
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Eacy YPN Server Wizard « 10% Complete — 3’

Pleace Setect tho indestace on whith 1ne Easy VPN Serves should be confgured.
Eany VPN chonts wi connnctto the server thiough this Interacs :

inertace for s Easy VPN Sorver P DT
—

— mumnenticaton

Select e memad Lsed fof authanticating VAN cllants connacing 10 s Exsy

VPN Seever,

<aack| ded> | o] cancel] Hets |
o Hinh 4.46 Giao dién céu hinh
Chon Next d¢ cau hinh Internet Key Exchange (IKE)

190 ( rugdete x|
ME Proposals
WE proposals specty the Slgontam, Jutheadcaton sty 4 ity dechang:
method that (s used By this router when negotistng & VPN connection with ihe remobs
dence.

Click e Add,. bumion 10 33d mMore policivs 3nd e EA1 . button % 801 30 asisting policy,

«Bark | Nees | | cancet| Hem |

Hinh 4.47 Giao dién c4u hinh
Chon default transfrom set @¢ thiet lap kieu ma hoa va ching thuc mac dinh

fosy VPN Server Wisard - 35% Conplets

Transtorm Set

Atansform sef specifies 1 encomtion a0 suthenbicabon wgodthims used to protect the
dats o the VEN unrel

Click e ASA . bution 10 420 & New FANSTans 168 And 1 FoR. 8e00 1 6ait he speciied
ranaform set

Select Teansfors Set
| Details of the specifod transfom set
Mane ESP Encrmton | ESP AW

«gack | es |0 | cancnt | neip |

7 Hinh 4.48 Giao dién c4u hinh
Chon Next dé tao mai AAA
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Easy VPN Server Wizard - 50% Complete 5 x|

Goowp Authorization and Group Pedicy Lookp

An ISAKNP cliset cordguraion growp (of VPN group) & & group of VPN clisnts that sham 0%
same authenication and configurstion information. Group policies tan be confgured locally
on thes routes, an external senver, or both. Easy VPN Server will use these group pelicies to
authenticale VPN clarts

~ Wethoa Listfor Oroup Policy Lookup

Select tha sanvers on which group pokciss will b2 configuread, 0f SH(ect an Brising A
- pobiy hat defires the seners us=d for configuring group poicies.

| F Lol
1 RADIUS

| RADIUS 3nd local

| Select 5 axsing AM mathod 12

Aol S8 S
- BuMmMay — —

;l’mhulmmﬁlhun'brm authorzation. This opkon is recommended f
1 you G2 not have 3 RADIUS of TACACS+ Server in your network.
{

<sack | Ned> | Fi0c | cancol]  Hoin |

, Hinh 4.49 Giao dién céu hinh
Cau hinh chirng thuc trén Easy VPN Server

Usar Authenta stion (XMAN)

User autrentication (AUt} provides addEonal carurty Dy SUlancatng 1he weer of & dewics
Aee B Owvice hAS UNGerpone IKE authenticabon. User cressndaly XAUM can be tonfiguted
Jotally oo this router, on an extemal server. or both

P Enala User Ahandcanon’
Wnumumnmht“mmmmumnm
| AAA policy st defines e servers used 1or CONfIgUANY user credentals.

;
| % Local Oy

| RAGWS 00 Loca! iy
| € Belect an mdating AAR method et [ semcran on: |
AdQ User Crodent sy
Bummary
wummummmmﬂcm
N s
cml Nae - l -l OMI Hew l
Hinh 4.50 Giao dién cu hinh
Add gourp remote users. Chon Add dé thém group
Cany VPN Sevver Wizard - 00% Camplete H

G oup Autor i ation and Usen G oug Pt

The Eaty VPN Server allows you 10 greup reenote users who sre using Ciaco VPN chents of
othar Easy VO Remote chert products. The group stiriduies wil be downiosded through the
Chants Of dnice thiat IS Dar of 3 given group The Same group name should de configured on
e oty clent of devic e 10 ensure Bat spDrogeiste Groue atttibudes are dowrionded

Click P AGS . bution 3 004 more groups, e Ed4. Buion % 0dit en exlstng orows, of the
Clane . ELT0N 0 CTeaty 3 2w Qroud FOm an eesting roup.

Orouptame | Pool | ons | wans | Domain ame|

“ [ D

0 R R IR
™ Configure \aw Timer
Corfigure 4 Hmeout value ater which VO hinnals #om ke chants shoutd be

idle Temer [T [ Himuse

«Back | Near | i | Concet| How |

Hinh 4.51 Giao dién cau hinh
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Pit tén Tunnel Group Name.Cung cap khoa va théng tin chiang thuc va cap phat ving
IP cho VPN Clients.
CETTTEE—— x

General | DNSVWNG  Spil Tunneling | Chanl Sesings | wuth Options |

Name of This Group: |u|:-r.
Fra-shared keys -

Specity e kay that will be used to authenticate the clients associated with 1is group.

| Current Key =None»

|

Entar new pra-shared key: j oo
|

Reenter new pre-sharad key: i

[V Pool information

Specity a local pool contalning & range of addressas that will be usad to allocate an
Intarnal P adarass o & client

' Croate 5 new pool ¢ Select from an exsting pool

Startng IP address: | 192,168 21

Ending IP address: |l-w 16825 |

Enter the subnet mask that showld be sentfo the chient along wath the IP addrass.
Subnel Mask: (Optional)

255.255.255.0

Maximum Connactions Allowed |

ox | cancel | Haip |
v Hinh 4.52 Giao dién cu hinh
Sau d6 Chon Finish @ hoan thanh
+ Két qua sau khi cdu hinh

=10ix

- — ¢ Cteobrtien
@ 0Fomon G B3GR Y

------

DAL MaRECHE VY
- L e
B Z8 V9 Conrponem

Qdly o G

-
"

"

o I 5o

Hinh 4.53 Giao dién cu hinh
+ Ngoai ra SDM con hd tro cau hinh QoS (Quality of Service), IPS (Intrusion
Prevention), NAC, Security Audit, Firewall and AC...
2.10 Sir dung Cisco Router nhu mot DHCP server
2.10.1 Cau Hinh DHCP Server
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Routerl(config)#service dhcp
Routerl(config)#ip dhcp pool 192.168.6.128/25
Routerl(dhcp-config)#network 192.168.6.128 255.255.255.128
Routerl(dhcp-config)#default-router 192.168.6.200
Routerl(dhcp-config)#dns-server 210.245.31.130
Routerl(dhcp-config)#lease 2
Routerl(dhcp-config)#exit
Routerl(config)#ip dhcp excluded-address 192.168.6.129 192.168.6.140
Routerl(config)#ip dhcp excluded-address 192.168.6.200 192.168.6.254
Routerl(config)#end
Routerl#
O day:
- Service DHCP: khoi tao dich vu DHCP Server.
- IP DHCP Pool: Xac dinh khoang dia chi ma DHCP server sé& cap cho Client. ¢t phap
14 dia chi Network lién véi/Subnetmask bits. Co thé thay bang tén Pool 1di x4c dinh khoang
dia chi bang 1énh Network (ngay sau trong vi du)
- Céc Options: Default-router twrong duwong Default-gateway, va DNS server
- Ip dhcp excluded-address: bo lai 1 s6 dia chi cho cac muc dich st dung khac, nhu cac
Server — dang ky riéng dia chi tinh, dia chi cia DHCP Server... la dé tranh xung dot vé dia
chi sau nay.
- Lease: Thoi gian cliet giit ip add, mic dinh 13 1 ngdy. c6 thé thay d6i. trén vi du 1a dé
2 ngay. Toi da 1a 365 ngay 23 gi 59 phit, t6i thiéu 1a 1 phut.
+ CU phap: Lease [ngay] [gio] [phit]: gio va phut 1a cac options c6 hay ko ciing
duoc.
- Cac Options
+ Cac options thudng dugc ciu hinh 1a: default-router (Default-gateway),
+ DNS-server, Lease.... da co trén vi du.
- Sau day la 1 vai options thém. (Chi config options dugc khi ¢ trong mode DHCP-
config — da vao trong pool)
+ Routerl(dhcp-config)#domain-name [tén domain]
+ Routerl(dhcp-config)#netbios-name-server [tén Wins Server]
+ Routerl(dhcp-config)#netbios-node-type [loai node-type]
+ Routerl(dhcp-config)#client-name [Tén client la chi stir dung khi dang ky riéng
dia chi tinh cho client]
+ Routerl(dhcp-config)#host [dia chi dang ky riéng cho client va Subnetmask]
Ngoai tén options, c4c options nay con dugc dinh s tha tu dé tién cau hinh. Mot sb
options co ban va sé thtr tu cua options:
- VD: nhu trén vi du trén cing ta c6 thé thay:
+ Routerl(dhcp-config)#default-router 192.168.6.200
+ Routerl(dhcp-config)#dns-server 210.245.31.130
+ Routerl(dhcp-config)#lease 2
Bf?lng:
+ Routerl(dhcp-config)#option 3 ip 192.168.6.200
+ Routerl(dhcp-config)#option 6 ip 210.245.31.130
+ Routerl(dhcp-config)#option 58 2
Mot sb options khéc:
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- Routerl(dhcp-config)#option 66 ip 10.1.1.1

- Routerl(dhcp-config)#option 33 ip 192.0.2.1 172.25.1.3

- Routerl(dhcp-config)#option 31 hex 01

+ Option 66: TFTP server, Option 33: static routes, va option 31 budc Client sir dung
ICMP Router Discovery Protocol (IRDP).

Mot S6 Piém Can Luu Y:

- DHCP st dung port 67 va 68, néu hét théng c6 xai twong lira thi phai md céc port
nay.

>-/ Mot s options co thé gan nhidu hon 1 gia tri. VD la default-router va dns-server.
nhung v&i option 3 (default-router) chi nén dat 1 gia tri.

- Céc options c6 tinh thira ké ( Inherlted) boi vay khi céu hinh nhleu pool cap dia chi
cho nhiéu subnet thi nén tao 1 pool “ Cha “ bao gom cac pool “ con “ rdi céu hinh cac
options chung. sau do tao cac pool con — ¢6 dia chi nam trong pool cha. cac options s¢ tur
dong du;qc thura ké. , ,

- Ne&u pool co c6 cau hinh cung options nhung khac value v6i pool cha. cau hinh cua
pool con dugc uu ti€n hon.

- COmot option duy nhat khong dugc thira ké, d6 1a Lease. bdi vay néu pool con khong
cAu hinh Lease. optlon nay tra vé gia tri mac dinh la 1 (ngay).

- Khoéngnén dé gia tri Lease 1au: vi cac cap nhat options mo1 tu DHCP server s€ chdm
dugc trién khai dén Client. Cung khong nén dit qua ngén la tang luu lvgng mang. Gia tri
mic dinh =1 duoc nhiéu ngudi chap nhan.

2.10.2 CAu Hinh DHCP Client

Viéc cau hinh DHCP Client don gian hon nhiéu. don gian 1a Set interface cua router &
trang thai DHCP Client la xong. Tuy nhién, viéc nay khdng dugc khuyén dung cho Router.
don gian 1a Router 1am nhiéu viéc quan trong, nén set dia chi tinh. va lai, Client thi nhiéu
chur Router thi c6 bao nhiéu?

Trong 1 s6 truong hop, DHCP Server gai ludn 1 DF route cho Client véi AD cao a
Client. Router sé sur dung khi Destination khong cd trong routing table.Nhung da noi & trén,
khdng nén cho Router 1am DHCP client nén options nay khéng quan trong lam.

Diém nira 14 hién tai cac router 1am DHCP client khong coi dugc minh da nhan duoc
cac options gi tir DHCP Server. cac 10S sau nay c6 hay khdng thi chwa biét

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#interface EthernetO

Routerl(config-if)#ip address dhcp client-id EthernetO

Routerl(config-if)#no shut

Routerl(config-if)#end

Routerl#

Interface EthernetO assigned DHCP address 192.168.6.141, mask 255.255.255.128

Routerl#

Théng tin vé interface sé c6 dang sau:

Routerl#show ip interface e0

EthernetO is up, line protocol is up

Internet address is 192.168.6.141/25

Broadcast address is 255.255.255.255
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Address determined by DHCP
MTU is 1500 bytes
<removed for brevity>

2.10.3 Céu Hinh DHCP Relay Agent bing 1énh IP Helper-address

Trong md hinh mang nhiéu Subnet, cac client khdng cuing Network véi DHCP Server.
can cau hinh DHCP relay Agent dé forward DHCP discover ¢én DHCP Server.

M6 hinh DHCP Server cling net véi client, mang don gian thi khdng can lam viéc nay.
CU phap ciing rat don gian:

- Trong vi du nay s& cau hinh Router lam DHCP Server c6 dia chi F0/0 la
192.168.6.201

+ Routerl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface EthernetO
Routerl(config-if)#ip helper-address 192.168.6.201
Routerl(config-if)#end

+ Routerl#

M@t s6 diém can luu y:

- Interface EO 1a interface cung Lan v&é1 DHCP Server.

- Khi 1 Client géi DHCP Discover, n6 dung dia chi Source 1a 0.0.0.0 va dia chi
Destination la 255.255.255.255 (broadcast)

- Khi DHCP Relay Agent nhan dugc tin hiéu DHCP Discover, nd s€ thay dia chi source
cua goi tin thanh chinh no va dia chi dich 1a DHCP Server xac dinh trong Iénh ip helper-
address. Dia chi MAC van la ciia DHCP Client.

- DHCP Server s€ nhan ra dugc Subnet ma Client dang ¢ thong qua dia chi ma DHCP
relay Agent gan vao. No sé chon dia chi phu hop va gai lai cho DHCP relay agent (tin hiéu
unicast). DHCP RA s& géi lai cho client (qua Mac add trong goi tin)

- C6 thé chi dinh nhiéu DHCP Server (mdi 1énh ip helper-add chi dinh 1 DHCP server
). khi @6 tin hiéu DHCP Discover s& duoc forward di nhiéu hudng. Khi ¢6 nhiéu hon
Response cho 1 DHCP discover, Client sé nhan dia chi IP tra vé sdm hon.

- Pé coi thong tin vé cac IP helper-add di xac dinh: coi trong output ciia: sh ip int [int].

- Mot luu y quan trong 1a “ IP helper-add” khong chi forward DHCP Discover dén
DHCP server, cac tin hiéu UDP khac ciing s& dugc forward theo anh hudng dén hoat dong
cua DHCP Server. cac tin hiéu UDP duoc forward béi IP heler-add:

- Céc client chay Windows phat kha nhiéu tin hiéu Netbios, nhiing tin hiéu khac it xay
ra hon. Néu khong chan hét thi nén chin tin hiéu Netbios khong thoi.
Routerl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router1(config)#no ip forward-protocol udp netbios-ns
Routerl(config)#no ip forward-protocol udp netbios-dgm
Router1(config)#no ip forward-protocol udp tftp
Routerl(config)#no ip forward-protocol udp nameserver
Router1(config)#no ip forward-protocol udp domain
Routerl(config)#no ip forward-protocol udp time
Routerl(config)#no ip forward-protocol udp tacacs
Routerl(config)#end

+ Routerl#

- C6 thé thay tén bang s Port twong (mg phia trén.

+ + + +

+ + + + + 4+ + + + +
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2.10.4 Cau hinh dia chi ding ky riéng (Static assign)

Viéc nay ciing thuong phai lam dé gan IP cho cac Server can ip static.

M@t s6 lwu y truéc khi cau hinh:

- Puong nhién 1a viéc gan nay dua theo dia chi MAC. diém khac biét 1a router cisco
xai Client-identifier c6 gan thém gia tri 01 truéc MAC add (gia tri 01 dugc gan cho cac
interface chay toc do 10/100/1000)

- Pia chi MAC c6 thé viét lién nhau, router tu tim cach ra.

- Phai tao Pool riéng cho mdi lan dang ky dia chi tinh.

- Nén Exclue sin 1 s dia chi trong Root Pool cho viéc ndy (nhu vi du trén cing)

- Céc options s& duoc thira hudng tir pool cha, néu thay duoc thi khoi config nita.

+ Trong vi du nay sé& liy dia chi MAC card mang ctia minh 1a 009099169EFC. tén
la WebServer, ip 6.199, DF GW 6.200, DNS 210.245.31.130, Lease 5 (option nay khéng
dugc thira ké).

+ Routerl(config)#ip dhcp pool WEB
Router1(dhcp-config)#host 192.168.6.199 255.255.255.128
Routerl(dhcp-config)#client-identifier 01009099169EFC
Routerl(dhcp-config)#client-name WebServer
Routerl(dhcp-config)#default-router 192.168.6.200
Router1(dhcp-config)#domain-name hohoho.com
Routerl(dhcp-config)#dns-server 210.245.31.130
Routerl(dhcp-config)#lease 5
Routerl(dhcp-config)#end

+ Routerl#

2.10.5 Luu trir DHCP Database
DHCP database duoc luu trong RAM -> mat di khi reload. néu khéng cé luu trix vé

database & mot diém khac. Sau khi Reload, DHCP Server bat dau nhu trang thai méi hoat
dong la s& cap nhiing dia chi ma client con dang sir dung (vi n6 c6 biét ai dang xai dia chi
gi cua nd dau?) gay ra xung dot (Conflic IP) mang
_- Viéc cau hinh nhu vi du trén, ¢ ddy ta lay FTP Server, TFTP Server va RCP Server

déu la 192.168.6.199. day la nhing dich vu dugc ho trg, voi TFTP (Co 1€ thong dung va
de st dung nhat) thi nhé bat san TFTP Server 1€n cho.

FTP:

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ip dhcp database ftp://dhcp:bindsave@192.168.6.199/dhcp-r2a (tén
tay thich)

Routerl(config)#end

Routerl#

(dhcp:bindsave: user + Pass )

TFTP:

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ip dhcp database tftp://192.168.6.199/dhcp-r2a

Routerl(config)#end

Routerl#

+ + + + + + + +
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ftp://dhcp:bindsave@192.168.6.199/dhcp-r2a

RCP:

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip dhcp database rcp://dhcp@192.168.6.199/dhcp-r2a
Routerl(config)#end

Routerl#

- Khi d up data 1én data server, mot khi reload, DHCP server s& tu 1y lai data va hoat
dong tiép tuc mot cach binh thuong.
- CAu hinh dia chi tinh dang ky cho cac server nam trong NVRAM va khong bi anh
hudng, reload thoai méi khong sao.
2.10.6 Cau hinh nhiéu DHCP trén 1 Subnet
- Binh thuong nhu cau hinh 1 DHCP Server trén 1 subnet vy thoi. chang qua 1a lam
trén 2 cai Router
- Luwu ¥ mot chat 1a vi trén ciing Subnet, Pool gidng nhau 13 dwong nhién; do d6, can
exclue di mot phan cho DHCP Server bén kia cap. Tranh viéc 2 DHCP cap cung 1 khoang
dia chi la Conflic IP ngay.
- Khi up data Ién Data Server, dit tén sao cho dé nhan ra data ndo 1a ciia DHCP ndo,
tién viéc sau nay.
2.10.7 Theo dé6i trang thai DHCP Server
- Dung céc 1énh:
+ SH ip DHCP Binding : thong tin vé cac dia chi da cap, cac Mac add cua dia
chi duoc cép, thoi han con lai.
+ SH ip DHCP Conflic  : Tim coi thang nao dang xung dot v6i thang nao
+ SH ip DHCP Database : thong tin vé cac lan up data 1én server
+ SH ip DHCP Server Statistics : Chi tiét ti mi cac tht con lai
- Khong mudbn DHCP Server ghi lai céc su kién vé xung dot dia chi: dung Iénh
+ Router(config)#no ip dhcp conflict logging
- Xo0a binding database:
+ Router#clear ip dhcp binding *
+ Co thé thay * bang dia chi ip néu mudn x6a mdt entry nao do thoi.
2.10.8 Debugging DHCP
Co 2 1énh thoi:
- Routerl#debug ip dhcp server events (output thi du)
Routerl#debug ip dhcp server events
Sep 15 00:58:17.218: DHCPD: returned 172.25.1.51 to address pool COOKBOOK
Sep 15 00:58:22.566: DHCPD: assigned IP address 172.25.1.51 to client
0100.0103.85€9.87.
Sep 15 0115.056: DHCPD: writing bindings to ftp://dhcp:bindsave@172.25.1.1/dhcp-
leases-rtrl.
Sep 15 0115.132: DHCPD: writing address 172.25.1.51.
Sep 15 0115.148: DHCPD: wrote automatic bindings to
ftp://dhcp:bindsave@172.25.1.1/dhcp-leases-rtrl.
Sep 15 0158.816: DHCPD: checking for expired leases.
Sep 15 01:03:58.841: DHCPD: checking for expired leases.
Sep 15 0158.859: DHCPD: checking for expired leases.
Sep 15 0158.874: DHCPD: checking for expired leases.
Sep 15 01:09:58.885: DHCPD: checking for expired leases.
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Sep 15 01:09:58.885: DHCPD: the lease for address 172.25.1.51 has expired.

Sep 15 01:09:58.885: DHCPD: returned 172.25.1.51 to address pool COOKBOOK.

- Routerl#debug ip dhcp server packet (output thi du)

Routerl#debug ip dhcp server packet

Sep 15 01:19:41.211: DHCPD: DHCPDISCOVER received from client

0100.0103.85€9.87 on interface FastEthernet0/0.1.

Sep 15 01:19:43.212: DHCPD: Sending DHCPOFFER to client 0100.0103.85€9.87

(172.25.1.51).

Sep 15 01:19:43.212: DHCPD: creating ARP entry (172.25.1.51, 0001.0385.e987).

Sep 15 01:19:43.212: DHCPD: unicasting BOOTREPLY to client 0001.0385.e987

(172.25.1.51).

Sep 15 01:19:43.216: DHCPD: DHCPREQUEST received from client

0100.0103.85e9.87.

Sep 15 01:19:43.216: DHCPD: Sending DHCPACK to client 0100.0103.85€9.87

(172.25.1.51).

Sep 15 01:19:43.216: DHCPD: creating ARP entry (172.25.1.51, 0001.0385.e987).

Sep 15 01:19:43.216: DHCPD: unicasting BOOTREPLY to client 0001.0385.e987

(172.25.1.51).

Routerl#

2.11 Két ndi mang dién rong

Nhu chding ta da biét mang cuc bd (LAN) st dung dé két néi cac thiét bi gan nhau voi
nhau. Téc @6 truyén dir liéu trong mang cuc bo vi thé thuong kha cao. Mang WAN, tréi lai,
két ndi cac thiét bi xa cach nhau vé mat dia ly va do d6 cong nghé mang WAN ciing khac
véi cong nghé mang LAN.

Mang WAN st dung phuong thirc truyén dan, phan cang va giao thirc khac mang LAN.
Tdc do truyén dix liéu trong mang WAN ciing thap hon nhiéu khi so véi mang LAN. Ching
ta s& nghién ciru tdng quan vé cac cong nghé cia mang WAN dudi mét sb goc do.

Mang WAN sir dung ha tang truyén dan cia mot nha cung cap dich vu bén thir 3, cha
yéu 1a cac cong ty dién thoai, dé cung cap dich vu két ndi khoang cach xa. Cau hinh phé
bién nhat cua mot mang WAN bao gom cac thanh phan nhu hinh dudi. Mét thong diép
duoc khai tao tir phia khach hang va duoc giri di bai mot thiét bi goi 1a DTE? téi nha cung
cap dich vu mang WAN. Céc thiét bi DCE? ¢ van phong trung tm cta nha cung cap dich
vu s& “day” goi tin toi mang WAN, sau d6 di qua cé4c thiét bi chuyén mach dé t6i dich. Cac
thiét bi twong tu & phia dau nhan s& két thdc hanh trinh.

1 DTE: Data Terminal Equipment, hay Thiét bi cudi xir 1y s6 liéu (hodc dit liéu). Tir nay 4m
chi dén mot thiét bi cudi (end instrument) sir dung dé bién tu liéu sang tin hiéu truyén thong,
hodc bién nhiing tin hiéu thu dugc sang tu liéu. Thiét bi cudi xur 1y s6 lidu (DTE) giao thong véi
thiét bi két cudi kénh s liéu (Data Circuit-terminating Equipment - DCE).

2 Thiét bj két cudi kénh sb liéu (Data Circuit-terminating Equipment - DCE)
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K&t ndi dén Internet toc
dé cao 45Mbps (T3)

WAN
Router
Mach dif liéu téc d6 cao
9.6K/56K,/1.5M(T1)/45Mbps
LAN LAN LAN
Router Router Router

/1IN 71\

Ethernet (10Mbp/s) hodc
Token Ring (4-16Mbps)

Hub Hub Hub
I:]/ éjéj - l‘—L]E 4 QJE!
o Hinh 4.54 Mang WAN dién hinh ‘

Thiét bi dau cuoi dit liéu ( DTE - Data Terminal Equipment): Thiét bi ¢ phia 1€ cua lién
két mang WAN c6 chirc nang giri va nhan dir liéu. DTE duoc dit tai vi tri cua ngudi thué
bao, chinh 1a diém két ndi giira mang LAN cua thué bao va mang WAN cua nha cung cap
dich vu. DTE théng thuong 1a mot bo dinh tuyén (router), nhung trong mét sé truong hop
c6 thé 1a mot may tinh hay mot bo don kénh (multiplexer). Cac DTE ¢ dau bén nay sé thuc
hién viéc truyén thong véi thiét bi DTE tuong Gng & dau bén Kia.

Diém ranh gi¢i (Damarcation Point): Diém két ndi gitta duong day dién thoai cia cong
ty dién thoai véi duong day cua thué bao. Biém ranh giéi con dugc goi 1a giao dién
manghay diém hién dién (point of presence). Théng thuong, khach hang s& chiu trach
nhiém cho tat ca cac thiét bi bén trong diém ranh gigi va cong ty vién thdng s& chiu trach
nhiém vé tat ca céc thiét bi & phia bén kia.

.....

ctia cong ty dién thoai. Théng thuong do 1a cap doi xoan (UTP), nhung ciing 6 thé 1a két
hop cap ddi xoan, cap soi quang va cac loai phuong tién truyén dan khac.

Vin phong trung tam (Central Office): Tram tong dai gan nhat,ciing 1a diém cung cap
dich vu mang WAN gan nhat voi ngudi thué bao. Van phong trung tam cung cap diém
vaocho c4c cudc goi di vao “dam may mang WAN” va cung cap cac diém ra cho céc cudc
goi tir ddm may mang WAN t&i nguoi st dung dién thoai.Ngoai ra, né con dong vai tro
nhu mot diém chuyén mang dé chuyén cac goi dix liéu téi cac van phong trung tdm khac.
N ciing cung cap dong dién mot chiéu on dinh cho hé théng cap ndi chiang cudi dé thiét
lap mach dién.

Thiét bi dong mach dir liéu (DCE — Data Circuit-terminating Equipment)

Thiét bi truyén thong véi ca DTE va dam may mang WAN. DCE thdng thuong 1a mot
bo dinh tuyén ctia nha cung cap dich vu c6 chirc nang chuyén tiép dit liéu gitra khach hang
va dam may mang WAN. Theo nghia hep, DTE 1a bat ctr thiét bi ndo cung cap tin hiéu xung
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cho DTE. DCE ciing ¢6 thé 1a mot thiét bi twong tu DTE (thuong 1a mot bo dinh tuyén)
ngoai trir mdi loai thiét bi dong mat vai tro riéng.

Dam may mang WAN (WAN cloud): M6t loat céc trung ké, tng dai va van phong trung
tam tao thanh ha tang truyén dan cua cong ty dién thoai. N6 dugc thé hién trong hinh nhu
mot dam may bai vi ¢ cau tric vat ly thay doi thuong xuyén va chi nhitng nguoi ¢é trach
nhiém quan tri mang méi biét dit liéu s& di t6i dau tai cac tong dai. Di vai khach hang,
diéu quan trong 1a dit liéu da duoc chuyén qua duong day dé toi dich.

Tong dai chuyén mach goi (Packet-switching exchange): Cac tong dai chuyén mach trén
mang chuyén mach géi cua cong ty vién théng. PSE Ia cac diém trung gian trong ¢am may
mang WAN.

Dir liéu truyén trén mang LAN chu yéu duoc guri tir mot thiét bj sé (may tinh) toi mot
thiét bi sé khac thong qua két néi truc tiép. Trong khi do, boi vi mot sé mang WAN sir
dung mang dién thoai twong tu san c6, nén viéc truyén s lidu c6 thé st dung mot hay két
hop nhitng phuong phap dudi day:

Truyén tin hi¢u twong tur i o

Céc tin hiéu twong tu thuong dugc thé hién dudi dang song. Cuong do va tan so cua tin
hiéu tuong tu thay d6i lién tuc nén nd co thé thé hién mot cach chinh xac su chuyén dong
lién tuc hay am thanh hay nhirng chuyén dong da trang thai. Cuong do va tan sé cua tin
hiéu ting 1én va giam xudng tuong trng vai cao do va cuong d caa am thanh. Céc tin hiéu
tuong ty thudng dung dé biéu dién cac dix liéu thoi gian thyc. Truyén thanh, dién thoai va
cac phuong tién truyén thdng thuong st dung tin hiéu tuong tu.

Truyén tin hiéu sé 7 ’ o

Thay vi dong thay doi lién tuc, cac tin hiéu so6 chi stir dung 2 trang théai, 0 va 1, d¢ biéu
di&n céc bit dix liéu. Bay la phuong phép truyén tin hiéu ly tuong cho cac mang may tinh.
Cac may tinh s& can téi modem, thiét bi chuyén ddi tin hiéu s caa may tinh thanh tin hiéu
tuong ty dé truyén dit liéu qua duong day dién thoai tuong tu.

Luu y: Trudc day, mang dién thoai PSTN la mang twong tu hoan toan. Cac tin hiéu
tuong tu tir may dién thoai tai cong ty vién thdng va sé tiép tuc dugc chuyén qua cac hé
thdng st dung tin hiéu twong tu dé téi dich. Ngay nay, cac hé théng dién thoai hién nay sir
dung két hop hai phuong phéap. Phan 16n cac mang chuyén mach (swithced network) két
ndi mang cua cac cdng ty vién thdng déu da duoc sb hod, riéng chang cudi ndi phan Ié6n ho
gia dinh va mét sé doanh nghiép van sir dung tin hiéu twong tu. So @ dudi day cho ta thiy
hai may tinh s c6 thé dugc két ndi qua mang WAN c6 ca cac thanh phan sb va thanh phan
tuong ty. Khi mot may tinh gui tin hiéu qua mang WAN, modem s& chuyén tin hiéu sb
thanh tin hiéu trong tu dé chuyén tin hiéu toi cong ty dién thoai. Modem cua cong ty dién
thoai s& lai chuyén dit liéu thanh dang sé dé truyén qua mang chuyén mach. Tin hiéu lai
duoc chuyén nguoc trg lai thanh tin hiéu tuong ty tai phia dau dich ctia cong ty vién thdng
dé chuyén tai modem ctia may tinh nhan di liéu. Cudi ciing, modem nay s& chuyén tin hiéu
tuong ty thanh dang sé cho may tinh.

Cic loai hinh két ndi trong mang WAN
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Khi mot thong diép di chuyén qua dam may mang WAN, cach thirc né di chuyén tir
diém nay toi diém khac trén duong di caa nd s& khac nhau phu thudc vao két néi vat Iy va
giao thire sir dung. Cac két néi mang WAN thuong dugc phan thanh nhitng dang sau:

Két ndi danh riéng (Dedicated Connection)

Pay l1a két ndi mang tinh thuong truc, két ndi truc tiép mot thiét bi voi mot thiét bi khac.
Két ndi danh riéng cd tinh 6n dinh va nhanh nhung c6 thé rat dat. Thué mot duong day tir
nha cung cap dich vu mang WAN c6 nghia la ban phai tra tién két ndi ngay ca khi ban
khong str dung nd. Hon nita, bai vi cac duong day danh riéng thiét 1ap két néi truc tiép chi
giita 2 diém, nén sé duong day can thiét sé tang theo ham sé mii cac vi tri can két ndi. Vi
du, néu ban mudn két néi 2 vi tri, ban can mot dudng day nhung mubn két ndi 4 vi tri ban
s& can téi 6 duong day.

Cic diic trung ciia két ndi danh riéng:

- Luén ludn san cé

- Sur dung duodng day ngu’O’i thué bao thué ctia nha cung cip dich vu mang WAN

- Dit hon so véi cac giai phap mang WAN khac

- St dung cac ket n6i rleng biét giita cac diém

- St dung két n6i danh riéng khi:

+ C6 luu lugng cao dit liéu luan chuyén qua mang LAN
+ Can két nbi thuong xuyén

+ Co6 it dia diém can két ndi véi nhau

+ Mang chuyen mach (circuit- switched network)

- Mang chuyén mach cho ban mot giai phap thay thé d6i v6i dudng thué riéng (kétnbi
danh riéng), cho phep ban sir dung cac duong day dung chung. Mang chuyén mach lam
viéc hai chiéu, cho phép thiét 1ap ca cac két ndi quay sd vao (dial-in) va quay sé ra (dial-
out).

Khi ban str dung mang chuyen mach:

- May tinh gui dit liéu quay sO vao duong day va két ndi duoc thiét 1ap

- May tinh nhan dir liéu giri xac nhan va khoa duong day

- May tinh gui dir liéu truyen dir liéu qua ket nbi duogc thiét lap

- Sau khi hoan tat viéc truyén dir liéu, két ndi dugc giai phong cho nhitng ngudi st
dung khéc.

- Mang chuyén mach str dung cic mach a0 chuyén mach (SVC — switched virtual
circuit). Mot dudng truyén dir liéu danh riéng duoc thiét 1ap khi bat diu qué trinh truyén
thong nho mot loat cac bd chuyén mach dién tir. Con dudng riéng nay s€ con cho toi khi
két thic qua trinh truyén thong).

- Hé thdng dién thoai cong cong la mot mang chuyén mach. Khi ban thyc hién mot
cudc goi, PSTN su dung cac bo chuyén mach dé tao ra mot két ndi vat 1y, truc tiép va danh
riéng cho sudt thoi gian dién ra cudc goi. Khi ban ngung cudc goi, cac bo chuyen mach
giai phong dudng diy cho nhitng ngudi st dung khac. Cac may tinh két ndi qua mang lam
viéc theo cach thire twong tu nhu vay. Khi may tinh quay sé vdo mang, trudc tién con
duong qua mang duoc thiét 1ap dé sau d6 dit liéu s& dugc chuyén qua con dudng danh riéng
tam thoi nay.

Mang chuyén mach géi (packet-swiched)

- Mang chuyén goéi khong yéu cau mot duong thué riéng hay duong danh riéng tam
thoi. Thay vao do, duong di cua thong diép dugc thlet lap mét cach co dong khi dir lieu
chuyén qua mang. Két nbi chuyén mach géi 1a két nbi thuong xuyén bat. Biéu d6 c6 nghia
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13 ban khong can quan tim t6i viéc thiét 1ap két ndi hay gitr riéng duong day. Mdi géi tin
bao gdm ca thong tin can thiét dé toi dich.

Mang chuyén mach go6i c6 nhitng diic trung sau day:

- Thong diep duoc chia thanh nhimg don vi nho, goi la gbi

- Cécgoiduoc chuyen doc lap qua lién mang (co thé theo nhiing con dudng khac nhau)

- Cac goi duoc sap xep lai theo thir tyr ban dau tai noi nhan

- Thiét bi guri va thiét bi nhan mic dinh xem két ndi 13 thuong truc (khong can quay
sO)

- Mang chuyén mach | 201 sir dung cac mach ao thuong trye (PVC- permanent virtual
circuit). Mdac du PVC glong nhu két ndi danh riéng, truc tiép, con duong mdi goi tin di
trong lién mang c6 thé khac nhau.

Cac dich vu mang dién rong

PSTN

- Mang dién thoai chuyen mach cong cong 1a mang lau doi nhét va co qui mo 16n nhat
c6 thé st dung cho truyen thong mang WAN. Cac ddc trung cua PSTN bao gom:

- Pay la mang chuyén mach, c6 pham vi toan cau. Giao dién véi PSTN 1a twong tu, vi
vy cac may tinh st dung modem dé két ndi voi PSTN

- Toc d6 trén PSTN thudng bi gigi han & ngudng 56 Kbit/s

- Ban c6 thé str dung PSTN khi c¢6 nhu cau (on demand) hay thué mét mach riéng

Duong thué riéng (Leased Line)

- Dbi véi mot sb cong ty, loi ich cia mot duong thué riéng c6 the cao hon rat nhiéu so
v6i chi phi phai bo ra. Puong thué riéng 1a dudong doc 1ap va c6 téc do cao hon so voi
duong PSTN thong thudng. Tuy nhién né kha dat nén thu’(‘mg chi c6 céc cong ty lon su
dung. Cac déc trung khac cua duong thué riéng bao gom:

- Cung cap két ndi thuong xuyén, chat lugng 6 6n dinh

- Ban c6 thé bo thém chi phi dé nang cip dudng thué riéng

X.25

- X.25 ra doi vao nhimg nam 1970. Muc dich ban dau cta né 1a két ndi cac may chu
16n (mainframe) v6i cac may tram (terminal) & xa. Uu dlem cua X.25 so voi cdc giai phap
mang WAN khéc 13 n6 c6 co ché kiém tra 13i tich hop sin. Chon X.25 néu ban phai st
dung duong day twong tu hay chét lugng duong day khong cao.

- X.251a chuan cta ITU-T cho truyén thong qua mang WAN sir dung ky thuat Chuyen
mach goi qua mang di€n thoai. Thuat ngtr X.25 cling con dugc sir dung cho nhiing giao
thirc thudc Lop vat 1y va Lop lién két dir liéu dé tao ra mang X.25. Theo thiét ké ban dau,
X.25 st dung duong day tuong tu dé tao nén mot mang chuyén mach goéi, mic di mang
X.25 cung co thé dugc xay dung trén co s& mot mang so. Hién nay, giao thire X.25 1a mot
bd cac qui tic xac dinh cach thire thiét 1ap va duy tri két ndi giira cac DTE va DCE trong
mot mang dir liéu cong cong (PDN — public data network). Né qui dich cac thiét bi
DTE/DCE va PSE (Packet-swiching exchange) s& truyén dit liéu nhu thé nao.

- Ban can phai tra phi thué bao khi sir dung mang X.25

- Khi str dung mang X.25, ban c6 thé tao két ndi t6i PDN qua mot dudng day danh
riéng

- Mang X.25 hoat dong & toc d6 64 Kbit/s (trén dudng tuong tu)

- Kich thude goi tin (goi 1a frame) trong mang X.25 khong ¢6 dinh

- Giao thirc X.25 c6 co ché kiém tra va sira 16i rit manh nén n6 c6 thé 1am viéc twong
dbi 6n dinh trén hé thdng duong day dién thoai twong tu co chét lu’ong thap

- X.25 hién dang duogc st dung rong rdi ¢ nhiéu nudce trén thé gidi noi cac mang sd
chua pho bién ciing nhu chat lugng dudng diy con thap
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Frame Relay
- Frame Relay hiéu qua hon so véi X.25 va dang dan dan thay thé chuan nay. Khi sir
dung Frame Relay, ban tra phi thué dudng day t&i node gan nhét trén mang Frame Relay.
Ban giri dit liéu qua dudng diy cua ban va mang Frame Relay sé dinh tuyén n6 tdi node
gan nhat voi noi nhan va chuyén dir liéu xudng duong dy cta ngudi nhan. Frame Relay
nhanh hon so vo1 X.25
- Frame Relay la mot chuén cho truyén théng trongmang WAN chuyén mach géi qua
cac duong day so chét luong cao. Mot mang Frame Relay co6 cac déc trung sau:
+ C6 nhiéu diém tuong tu nhu khi trién khai mot mang X.25

C6 co ché klem tra 16i nhung khong o6 co ché khic phuc 15i

Téc do truyen dir liéu c6 thé 1én t&i 1.54 Mbit/s

Cho phep nhleu kich thudc g01 tin khac nhau

C6 thé két ndi nhu mot két ndi duong truc t6i mang LAN

C6 thé trién khai qua nhiéu loai duong két néi khac nhau (56K, T-1, T-3)
+ Hoat dong tai Lép Vat 1y va Lop Lién két dit liéu trong mé hinh OSL

- Khi dang ky sur dung dich vu Frame Relay, ban dugc cam két vé murc dich vu goi la
CIR (Committed Information Rate). CIR la tde do truyén dit liéu t6i da dugce cam két ban
nhan dugc trén mot mang Frame Relay. Tuy nhién, khi luu lugng trén mang thép, ban co
thé gui dir liéu & tdc do nhanh hon CIR. Khi luu lugng trén mang cao, uu tién sé danh cho
nhitng khach hang c6 mtrc CIR cao.

ISDN (Intergrated Services Digital Network)

- Mot trong nhirg muc dich cua ISDN 14 cung cdp kha ning truy nhdp mang WAN
cho cac h¢ gia dinh va doanh nghié€p str dung dudng cap dong dién thoai. Vily do do, cac
ké hoach trién khai ISDN dau tién da dé xuat thay thé cac duong day tuong tu dang co
bing duong day s6. Hién nay, viéc chuyén doi tir twong ty sang s6 dang dién ra manh mé
trén thé gigi. ISDN cai thién hiéu nang van hanh so v&i phuong phéap truy nhap mang WAN
qua dudng quay sb va co chi phi thip hon so véi Frame Relay.

- ISDN dinh ra cac tiéu chuan cho viéc sir dung duong day dién thoai twong ty cho ca
viée truyén dit liéu sb ciing nhu truyén dir liéu twong ty. Cac dic diém cua ISDN 1a:

- Cho phep phat quang ba nhleu kiéu dir liéu (thoai, video, do hoa...)

- Tdc d6 truyén dir lidu va téc do kétndi cao hon so vai két ndi quay so truyén thong

ATM

- ATM (Asynchronous Transfer Mode — Ché d6 truyén khong dong bo) 1a hé théng
chuyén mach goi tién tién, c6 thé truyén dong thoi dir liéu, am thanh va hinh anh s6 hoa
trén c4 mang LAN va mang WAN.

- Day la mot trong nhimg phuong phap két n01 mang WAN nhanh nhat hién nay, toc
d6 dat tir 155 Mbit/s dén 622 Mbit/s. Trén thyc té, theo 1y thuyét n6 co thé hd trg téc do
cao hon kha nang hién thoi cua cac phuong tién truyen dan hién nay. Tuy nhién, téc do cao
c6 nghia 1a chi phi ciing cao hon, ATM dit hon nhiéu so v6i ISDN, X25 hoidc FrameRelay.
Céc dac trung cia ATM bao gém:

- St dung g6i dir lidu (cell) nho, co kich thudce c¢b dinh (53 byte), d& xir 1y hon so véi
cac goi dit lidu c6 kich thudc thay doi trong X.25 va Frame Relay.

- Téc d6 truyén dit liéu cao, theo 1y thuyét c6 thé dat 1,2 Gbit/s

- Chat lugng cao, do nhiu thip nén gan nhu khong can dén viéc kiém tra 16i

- Co the sir dung v6i nhidu phuong tién truyén dan vat 1y khac nhau ( cap dong truc,
cap day xoan cap sQ1 quang)

- C6 thé truyén dong thoi nhiéu loai dit liéu

Phin cimg mang WAN

+ + + + +
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- Phan cung mang WAN ban st dung phu thudc vao dich vu mang WAN ban mudn
két nbi t6i. Mdi giao thirc mang WAN ¢6 cac dédc ta va yéu cau khac nhau d6i véi phan
cung va phuong tién truyen dan. Tuy nhién, véi su lya chon ctia ban, c6 nhiéu phan ctng
c6 thé twong thich vo1 nhiéu dich vu mang WAN khac nhau.

- Nha cung cap dich vu mang WAN la nguoi chiu trach nhiém vé mang WAN va cung
cap Cap noi chang cubi (local loop) to1 Piém ranh gidi (Demarc) (xem Internet that la don
gian sb 2/2004). Cap ndi chiang cudi thuong 1a diy cap ddng, cung mot loai day sur dung
cho dich vu dién thoai.

Thiét 1ap dwong day dién thoai

- Nhiéu ho gia dinh va doanh nghiép hi¢n nay str dung cap 4 day gdm 2 cip day xoan
dong cap tht nhat st dung cho dién thoai va cdp thir hai lam dy phong Diéu nay cho phep
céc doanh nghiép méi c6 thé sin sang két néi mang WAN ma khong can  phai lap dat thém
hé thong duong ddy moi. Mot duongtin hiéu twong tu stir dung hai day dong va mot duong
tin hi¢u s6 co the str dung hai ddy hay ca 4 day dong cua Cap ndi chang cuodi tuy thude vao
loai hinh ket ndi mang WAN. Cac cong ty dién thoai can phai sua d6i bo chuyen mach
duong truyén (line switching) & Van phong trung tam dé co thé truyén tin hiéu s6 trén Cap
ndi ching cubi.

- Day dan dong dugc phan loai theo bing thong. Bang thong, dén luot nd, lai quyét
dinh luong dir liéu ban c6 thé giri va tin hiéu truyén 1 twong ty hay tin hiéu sd. Dudi day
ching ta s& nghién ctru vé hai phuong phap phan loai bang thong trén cap dong.

Plain Old Telephone Service (POTYS)

- Heé théng dién thoai twong tu chi giri mot tin hiéu twong ty trén mdi cap diy: mdi tin
hi¢u neng biét nay duoc coi 1a mot kénh. Str dung POTS va modem dé gt tin hiéu tuong
tu cung cap cho ban mot kénh 64Kbit/s, trong do chi 56Kbit/s bang thong danh cho truyén
dir lieu. Modem va duong day dién thoai truyén thong kha phu hop cho muc dich str dung
Internet dé giri thu dién ttr va mot s cong viéc thong thuong khac. Tuy nhién, néu can giri
va nhan mot khéi lugng dit li€u 16n thi s€ mét kha nhiéu thoi gian.

Dich vu POTS c¢6 nhirng dic diém sau day:

- Cac duong day hién thoi chi su dung hai cép day x04n

- Tin hiéu trén Cap nbi chéng cudi 1a tin hi¢u tvong tu.

- Can t6i modem dé chuyén tin hiéu s thanh tin hiéu twong tur

- Tdc d6 hiéu qua cua duong diy bi gidi han ¢ ngudng 56 Kbit/s

T-Carries

- Lop vat Iy cua nhiéu h¢ thdng mang WAN ¢ My dua trén cong ngh¢ T-Carrier do
cong ty Bell/AT&T phat trién. Cac dudng day T-1 str dung ca 4 day dong mot cap dé gui
va mot cap dé nhan dir liéu. Chung khong st dung dudng day vat 1y bo sung (additional
wire) ma thiét 1ap cac kénh ao (virtual channel). Cap soi quang va cac loai duong truyén
khac sir dung cho Cap ndi chiang cudi cho phép tdc do truyén dir liéu dat cao hon.

- Cong nghé T-carries c6 cac dic diém sau day:

- St dung hai cap cap day x0dn dong

- St dung tin hi¢u )

- HJ tro nhiéu kénh 64 Kbit/s trén mot day

- Cac duong day T-carrier dugc phan loai dua trén s6 kénh ma né ¢6 thé hd trg

- TI1 (24 kénh, sir dung & My)

- EI (31 kénh, su dung & chau Au)

- Cac duong T-carrier cung dugc phan theo loai dit li€u s€ duogc truyén tai trén duong
day (vi dy dir liéu thuan tuy, 4m thanh sb ho4, hinh anh sé hoa...). Hon nita, nguoi st dung
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c6 thé dang ky mot phan dich vu cta dudng T1 va st dung mot sd trong sb cac kénh sin
co cua no.

- Luu ¥: Céc loai dudng T-carrier dugc phin ra nhim muc dich miéu ta bing thong,
day khong phai la cac giao thirc mang WAN. Vi dy, ISDN la mét dich vu mang WAN st
dung phuong phép truyén tin hiéu s6 qua 4 day. Bang thong ctia ISDN phu thudc vao bao
nhi€u dung luong cia duong T1 dugc st dung.

Basic Rate ISDN (BRI)

- Basic Rate ISDN gom 2 kénh 64Kbit/s (goi 12 cac kénh B) va mot kénh 16 Kbit/s (goi
1a kénh D). Vi vy n6 con dugc goi 1a 2B+D. Cac kénh B truyén tai dit liéu, 4m thanh va
hinh anh s6 hoa. Kénh D la kénh dich vu st dung cho ca dit li¢u va thong tin diéu khién.
ISDN BRI rat hop 1y cho céc ho gia dinh va doanh nghi€p nho can toc do truyén dir liéu
cao hon so v6i modem truyén thong.

- Dudi day 1a 2 trudng hop st dung ISDN BRI dién hinh nhét:

- Mot kénh B dugce dung cho thoai, kénh kia dugce dung cho dir li¢u

- Ca hai kénh dugc dung cho truyén dir lidu véi tée do tong cong 1a 128 Kbit/s

- Luu y: Bang thong tong cong ctiia ISDN BRI 1a 144 Kbit/s (2 kénh B va 1 kénh D)
trong khi [/i]tdc do truyén dit liéu tong cong 13 128 Kbit/s (dit liéu chi duoc giri qua 2 kénh
B)

- Primary Rate ISDN(PRI)

- Tai My, Primary Rate ISDN str dung toan by dudng T1, ho trg 23 kénh B 64 Kbit/s
vamot kénh D 64 Kbit/s, vi vay no dugc goi la 23B+D. ISDN PRI st dung trong cac doanh
nghiép yéu cau két ndi téc do cao, thuong xuyén bat.

- Tai chau Au, Primary Rate thu’orng dugc goi 1a 30B+D boi vi nd st dung toan bd
duong E-1 dé hd tro 30 kénh B va 1 kénh DI.

- Ngoai dudng truyén, ban can phan cting dé két ndi téi mang WAN va dinh dang chinh
xéc tin hiéu cho loai hinh két ndi ban st dung. Vi du, phan ctng c6 thé 1a nhitng modem
chuyén tin hiéu s sang tin hi¢u tuong tu. Ban s€ sir dung mdt hodc hai loai thiét bi phﬁn
cimg dudi day cho cac mang s6 hoan toan.

Multiplexer (B§ don kénh)

- Nhu hinh 4.55 duéi day, bd ddn kénh hoat dong tai hai dau cua duong truyén. Tai
dau gui tin hiéu, bd don kénh 1a thiét bi két hop tin hiéu tir hai hay nhiéu thiét bi khac dé
truyén trén mdt duong truyén. Tai dau nhan, mot bo don kénh véi chire nang giai kénh s€
tach tin hiéu két hop thanh tin hiéu riéng ré nhu ban dau. Nhiéu bo dinh tuyén trén mang
WAN c6 tich hop san cac bo don kénh.

Hinh 4.55 M6 ta két nbi bo don kénh trong WAN
- BO don kénh théng ké (Statistical multiplexer): S dung cac kénh do ri€ng biét trén
cung mot duong truyén vat ly dé giri dong thoi nhimg tin hiéu khac nhau. (cic tin hiéu
duogc chuyen cung mot luc trén dudng truyen)
- B0 don kénh phan chia theo thdi gian (Time-division multiplexer): Giri cac goi dir
liéu cua céc tin hi€u khac nhau ¢ nhitng khodng tho1 gian khac nhau. Thay vi chia duong
truyén vét 1y thanh cac kénh, nd cho phép cac dong dit liéu sir dung duong truyén ¢ nhitng
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“khe” thoi gian xac dinh (cac tin hiéu 1an lugt duoc sir dung dudng truyén trong nhitng
khoang thoi gian ngan).

CSU/DSU (Chanel Service Unit/Data Service Unit)

- Pay la thiét bi két ndi cdc mang v6i dudng truyén toc d6 cao nhu T-1. Thiét bi nay
dinh dang cac dong dir li¢u thanh cac khudén dang khung (framing) va xac dinh ma duong
truyén cho cac dudng truyén sd. Mot s6 CSU/DSU con 1a cac bo don kénh, hoac dugc tich
hop san trong cac bo dinh tuyén. Ban ciing ¢ thé nghe noéi vé CSU/DSU 1a mot dang
modem s0 nhung dleu nay khong hoan toan chinh xac. Modem chuyén dir liéu tir dang
tuong tu sang dang sd va nguoc lai trong khi d6 CSU/DSU chi dinh dang lai cac dit liéu tir
dang s6 di co.

- CSU nhan tin hiéu va truyén tin hiéu nhén dugc toi duong day mang WAN, phan xa
tin hiéu tra 101 khi cac cong ty dién thoai can kiém tra thiét bi va ngan nhiéu dién tir.

- DSU tuong tu nhu mot modem gitta DTE va CSU. N6 chuyén cac khung dir liéu tir
dinh dang str dung trong mang LAN thanh dinh dang str dung trén duong T-1 va nguoc lai.
N6 con quan ly dudng day, 16i phan chia thoi gian va tai tao tin hiéu.

Cac giao thire giao dién

- (Co céc loai giao thire “giao dién” khac nhau cho két ndi mang WAN. “Giao di¢n”,
trong ngit canh nay, lién quan téi dinh dang cta cac khung tang vat Iy hodc cac phuong
phap xac 1ap tin hi€u bit (dinh dang cac xung dién tur).

Cac glao thure nol tlép dong b¢ (Synchronous Serial Protocols)

- Cac giao thure nbi tiép dong b sir dung tin hi¢u dong ho chinh xac gitra DCE va DTE
dé truyén dir liéu theo thoi gian. Trong truyen thong ddng bo, mot s6 lwong 16n khung dir
liéu duoc gui di khi dong hd dong bo va toc do truyen dir liéu duoc xac lap tr trude. Day
la phuong phap truyén thong sir dung bang thong | rat hiéu qua.

- Céc giao thirc truyén tin hiéu déng bd bao gom:

+ V.35
RS -232 (EAI/TIA)
X.21
RS-449

+ RS-530

- Macdu mdi giao thirc “giao dién” sir dung mot loai bo két ndi riéng, phan 16n cac bd
két ndi co thé duoc stir dung cho nhiéu giao dién khac nhau. Thong thuong, loai phan cing
ban co6 s& quyet dinh bo két ndi nao duoc sir dung. Trong thuc té, hay kiém tra s6 dau cam
trong bo két noi dé chic chan no6 phu hop véicong noi tiép cua thiét bi. Nhitng loai bo két
nbi phod bién gom (cac sd thé hién s chan cam trong bd két ndi): DB60, DB25, DB15,
DB9.

Cac giao thirc khong dong bd (Asynchronous Protocol)

- Céc giao thtrc truyen khong dong bd s& dua thém céc bit bat dau (start bit) va bit két
thuic (stop bit) vao moi goi tin dé truyen thin, thay vi bét budc thiét bi guri va thiét bi nhan
str dung thod thuan trude vé nhip dong ho. Truyén tin hi¢u khong ddng bo thuong duoc sir
dung giita 2 modem. Tuy nhién, day 12 phuong phap truyén c6 phu phi vi cac bit phu thém
s& lam cham t6c do truyén dir lidu.

- Céc giao thtrc khong dong bd duoc st dung dé thiét 1ap chuan cho truyen thong cua
cac modem tuong tu. Mot modem ban mua vé ¢6 thé ho trg mot hodc nhiéu chuan truyen
thong khong dong bo khac nhau. Céc giao thic truyén thong khong dong bo bao gom:
V.92, V.45, V.35, V.34, V.32, V.32 bis, V.32 turbo, V.22.

- Truyén tin hiéu khéng déng bo str dung dudong diy dién thoai va jack cidm chuan. Céc
bo két ndi co thé 1a: RJ-11 (2 day), RJ-45 (4 day), RJ-48.

+ + +
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Hinh 4.56 truyén dir liéu dong bd (bén trai) va khong dong bd (bén phai)

Cac phuong phap dong goi dir liéu trong mang WAN

- Céc giao thic 16p vat 1y cia mang WAN sé& xac dinh phan cing va phuong phap
truyén tin hiéu bit. Cac giao thirc thudc 16p lién két dit liéu s& kiém soat nhitng chirc ning
Sau:

+ Kiém tra va sira 10i

+ Thiét lap lién két

+ T chirc cac truong (field) cua khung di lidu

+ Diéu khién ludng diém toi diém (point-to-point flow control)

- Céc giao thirc 16p lién két vat Iy con xac dinh phuong phap dong géi dir liéu hodc
dinh dang cua khung dir liéu. Phuong phap dong goi dir li€u trong mang WAN thuong
duoc goi 1a HDLC (high-level data link control - diéu khién lién két dir liéu murc cao).
Thuét ngit nay vira Ia tén chung cho céc giao thic Lién két Dir liéu vira 14 tén ctia mot giao
thirc trong bd giao thurc va dich vu mang WAN. Tuy thudc vao dich vu mang WAN va
phuong phéap két ndi, ban c6 thé sir dung mot trong nhitng phuong phap dong goi dir lidu
sau day:

+ Cisco HDLC cho két n6i dong bo, diém téi diém vdi cac bo dinh tuyén Cisco khac.
+ LAPB cho mang X.25

+ LAPD, sir dung két hop véi cac giao thirc khac cho cac kénh B trong mang ISDN.
+ Cisco/IETF cho cac mang Frame Relay

B apa sator
P

Encapsulaton
.8 Cisco HOLL, LAFE PFPP
Ponl . Pomt

Ureapsutaton
A LD PP
GIWN

Hinh 4.57 Céac phuong phap dong goi dir liéu trong mang WAN
- Hinh trén cho chung ta thay nhiing phu’orng phap dong go1 dir liéu thong thuong nhat
va cach thirc st dung cho cac loai két ndi mang WAN dién hinh. Nhu c6 thé thay trong
hinh v&, PPP 12 phuong phap linh hoat c6 thé str dung cho nhiéu loai két n6i mang WAN.
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N6i chung, str dung phurong phap nao sé phu thudc vao loai cia dich vu mang WAN, ching
han Frame Relay hay ISDN, va ca phuong phap dong g6i dir liéu ctia nha cung cap dich vu
mang.

2.12 Céu hinh dinh tuyén tinh

- DPinh myén tinh 1a qua trinh router thuc hién chuyén g61 dir liéu to1 dia chi mang dich
duva vao dia chi IP dich cua goi dir ligu. bé chuyén dugc goi dir ligu dén diang dich thi
router phai hoc thong tin vé& dudng di tdi cac mang khac. Thong tin vé dudng di toi cac
mang khac s& dugc ngudi quan tri cau hinh cho router. Khi cdu tric mang thay doi, ngudi
quan trj mang phai tu thay d6i bang dinh tuyén cua router.

- K¥ thuat dinh tuyén tinh don gian, dé thyc hién, it hao t6n tai nguyén mang va CPU
xur 1y trén router (do khong phal trao d6i thong tin dinh tuyen va khong phai tinh toan dinh
tuyén). Tuy nhién k¥ thuat nay khong hoi tu véi cac thay d6i dién ra trén mang va khong
thich hop vo1 nhiing mang ¢6 quy moé 16n (khi do s6 luong route qua 16n, khong thé khai
bao bang tay dugc).

- Uu diém:
+ St dung it bandwidth hon dinh tuyén dong.
+ Khong tiéu ton tai nguyén dé tinh toan va phan tich goi tin dinh tuyén.
- Nhuoc diem:
+ Khong c6 kha nang ty dong cip nhat duong di.
+ Phai c4u hinh thu cong khi mang c6 su thay doi.
+ Phu hop v6i mang nhd, rat kho trién khai trén mang 16n.
- Mot s6 tinh huéng bat budc ding dinh tuyén tinh:
+ DPuong truyén c6 bing thong thap
+ Ngu’cn quan tri mang can kiém soat cac két noi.
+ Ket ndi dung dinh tuyén tinh 12 dudng du phong cho dudng két ndi dung giao thirc
dinh tuyén dong.
+ Chi c6 mot dudng duy nhat di ra mang bén ngoai (mang stub).
+ Router c6 it tai nguyén va khong thé chay mot giao thire dinh tuyén dong.
+ Nguoi quan tri mang can kiém soat bang dinh tuyén va cho phép céc giao thirc
classful va classless.
2.12.1. Céu hinh dinh tuyén tinh

R1 1 2 R2
T 2 192.168.3.0/24
e e - — — — —— — —— —— -
¥
Router-flj’-gmpty Router-FlT-ZEmpty
| 192.168.1.0/24 | 192.168.2.0/24

l

Switgﬁ-P ie mpty I
fwitch\ 1

5| 2

—_—
1 S : 249
] (=]
7, —_— PC2
PC-PT PC-PT
PCO PC1

Hinh 4.58 So' do vi du
- Hinh trén 13 hai router, R1 st dung cong f0/0 ddu xudng mang LAN c6 subnet
192.168.1.0/24. Tuong tu, R2 str dung cong f0/0 dau xudng PC c6 subnet 192.168.2.0/24.
Subnet str dung cho két ndi leased-line ndi giita hai router 1a 192.168.3.0/24. Pau tién,
chung ta phai cdu hinh dat dia chi IP cho cac cong cua router, ciing nhu IP va Default-
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gateway cho cac PC. Default-gateway hiéu don gian 13 IP cua cong ctia router gan nhat ma
PC d6 két ndi truc tiép den

- Chuhinh dinh tuyen tinh trén router Cisco dugc thuc hién béng cach str dung 1€nh co
ci phap nhu sau: Router (config) # ip route destination_subnet subnetmask
{IP_next_hop]|output_interface} [AD]

- Trong do:

+ destination_subnet: mang dich dén.

+ subnetmask: subnet — mask ctia mang dich.

+ IP_next_hop: dia chi IP cua tram ké tiép trén duong di.

+ output_interface: cong ra trén router.

+ AD: chisb AD cuaroute khai bao, su dung trong truong hop co cau hinh du phong.

- Trong vi du hinh trén, tir R1 mudn di dén mang 192.168.2.0/24 thi phai di ra khoi
cong f1/0. Dé thé hién diéu d6 vao bang dinh tuyén phai thuc hién cau hinh:

+ R1 (config) # ip route 192.168.2.0 255.255.255.0 f1/0
hoac
+ R1 (config) # ip route 192.168.2.0 255.255.255.0 192.168.3.2
+ R2 mudn di dén mang 192.168.1.0/24 thi phai di ra khoi cong £1/0:
+ R2 (config) # ip route 192.168.1.0 255.255.255.0 f1/0
hoac
+ R2 (config) # ip route 192.168.1.0 255.255.255.0 192.168.3.1
- Sau khi d4 c4u hinh xong céc route cho cac mang 192.168.1.0/24 va 192.168.2.0/24,
kiém tra bang dinh tuyén trén mdi router: Bang dinh tuyén cua R1:

+ R1#show ip route

+ C 192.168.1.0/24 is directly connected, FastEthernet0/0

+ §192.168.2.0/24 [1/0] via 192.168.3.2

+ C 192.168.3.0/24 is directly connected, FastEthernet1/0

Bang dinh tuyén cua R2:

+ R2#show ip route

+ S§192.168.1.0/24 [1/0] via 192.168.3.1

+ C 192.168.2.0/24 is directly connected, FastEthernet0/0

+ C 192.168.3.0/24 is directly connected, FastEthernet1/0

- Kity“S” ¢ dau dong thé hién rang cac thong tin dinh tuyén nay duoc hoc vao bang
dinh tuyén thong qua dinh tuyén tinh va cac dong md ta cac mang két ndi truc tiép dugc
ky hiéu bdi ki ty “C” — connected — két ndi truc tiép.

2.12.2 Default route

- Puogc dung dé dinh tuyén mac dinh tat ca dit liéu dén mot mang bat ky di theo duong
nao d6. Nhung néu mang d6 da c6 dudng di trong bang dinh tuyén, thi gbi tin s& vu tién di
theo duong di o rang trudec.

- Router (config) # ip route 0.0.0.0 0.0.0.0 {ip next-hop | exit interface}

2.13 CAu hinh RIP

- RIP1a giao thirc dinh tuyén Vector khoang cach lau do1 nhat, mic du cach hoat dong
chua t6i wu nhung RIP duoc cau hinh 1 cach don gian va pho bién.

- B dinh tuyén duy tri mét bang dinh tuyén (vector) cung cdp khoang cach tot nhat
duoc biét dén mdi dich (thudong 1 bd dinh tuyén). Thong tin cua bang nay thuong xuyén
duoc cap nhat bang cach trao doi thong tin voi cac by dinh tuyén 1an can.

- Co thé 1a budc nhay, thoi gian tré do bang ms, Thong thudng sir dung thoi gian tré.

- RIP c6 2 phién ban: RIPv1 va RIPv2

Giai thuat Pinh tuyén theo vector khoang cach (RIP)
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[1] B6 dinh tuyén tinh khoang cach tir né dén céac bo dinh tuyén 1an can bang cach gui
gai tin ECHO.

[2] Ca sau T ms mdi bo dinh tuyén lai truyén dén bo dinh tuyén 1an can mot danh sach
cac khoang cach udc lugng cho méi dich va no ciing nhan tir cac bo 1an can khac.

[3] Cap nhat bang dinh tuyén vai khoang céch tot nhét.

Pic diém RIPv1

- Rip la gia thue dinh tuyén Vector khoang cach
Rip str dung Hop Count dé lya chon duong di
Quéng ba tuyén duong di véi so Hop Count 16n hon 15 1a khong truy cép dugc
Thong diép duoc broadcast modi 30 gidy
G161 han cua RIPv1
Céc giao thtrc dinh tuyén classful khong bao g6m mit na mang con voi dia chi mang
trong qua trinh cép nhat bang dinh tuyén

- Khi d6 c6 thé giy ra van dé v6i mang con bi phan chia hoic cac mang c6 sir dung
Variable-Length Subnetmask

= RIPv2
100008
R1 dugc Bn kit dén 3 Kp mang R2 duge kit ndi dén ce mang:
nhang khéng nél tryc tiép toh 192.168.0.0/ 24, 192.168.2.0/ 24
10.0.0.0 hodc 192,168.4.0 va 192.168.4.0/ 24

T 192.468,1.024

172160016

192.168.2.024 ‘

192.168.0.024

Hinh 4.59 Mb hinh RIP
Thuc hién theo yéu cau sau:
- C4u hinh sao cho cac mang giao tiép dugc véi nhau véi giao thic RIPV1/v2
CAu hinh dinh tuyén trén R1:

ToSP 1 Rl>anable
| 192.168.1.0124 '®1(config) #éinterface seriall/0/0
AL 'R1(config-if)#ip address 192.168.1.2 255.255.255.0
Serial

0/0/0=192.168.1.2

>
192.168,0.0724 ToR2

Hinh 4.60 C4u hinh mo hinh RIP
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- Budc 1: Cau hinh dia chi serial interface néi voi router R3
- Budc 2: Cau hinh dia chi IP cho fastethernet 0/0 interface

Aicenable

Rldconfigure tarminal

Rl(config) dinterface serial0/0/0

21 (config-if) 4ip address 192.168.1.2 255.255,255.0
|Rifconfig-if) #intarface fantathernat 0/0
(Riconflg-if) #ip address 192.166.0.1 255.255.255.0

ToSP1

19216812
Fa 00 = 192.168.0.1

) | 192.168.0.024 ToR2
Faov |

, Hinh 4.61 Céu hinh m6 hinh RIP
- Budc 3: Cau hinh dia chi IP fastethernet 0/1 interface

#ivenable

Bléiconfigure terminal

21 (config)dintarface serial0/0/0

Rl (config-if)dip address 192.168.1.2 255.255.255.0
81 (config-1if) dinterface fastathernet 0/0

ToSP1

| Rl (conf:g-z-f_)ﬂnurhe. fastathernet 0/1
(Rl(config-if) #ip address 172.16.245.254 255.255.0.0

192.168.1.2

ToR2

172460016 |Fa0t } 172.16.245.254

, Hinh 4.62 Cau hinh md hinh RIP
- Budc 4: Cau hinh RIP

K1 (config) érouter rip

192.168.1.0/24 ®1(config-router) §version 2

%1 (config-router) énetwork 192.168.1.0
®1(config-router) fnetwork 192.168.0.0
®1(config-router) fnetwork 172.16.0.0

Rl (config-if) fexit

192.168.0.0/24 ToR2
172.16.0.016

, Hinh 4.63 Cu hinh m6 hinh RIP
Cau hinh tuong tu trén cac Router R2, R3:

2.14 Quan ly thiét bi Cisco , ,

H¢ thong quan ly thiét bi dinh tuyén Cisco 12000/10720 cung cap tinh nang quan ly
phan tir mang & cap do nha khai thac cho cac trién khai Giao thuc IP va MPLS cua thiét bi
dinh tuyén dong Cisco 12000 va Cisco 10720. La mét thanh vién caia ho san pham hé quan
ly phan tir mang cua Cisco, Quan ly thiét bi dinh tuyén Cisco 12000/10720 cung cap kha
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nang quan Iy 15i, cau hinh, ké toan, hiéu nang va an ninh (FCAPS) dic thu thiét bi cho cac
san pham cua Cisco. N6 con bao géom céc tinh nang van hanh va quan ly dé xir ly cac su

¢ cua mang truyén tai MPLS.

Hé quan ly thiét bi dinh tuyén Cisco 12000/10720 Ia phan mém quan ly phan ti mang &
cap d6 nha cung cap dua trén giao dién GUI gilp ting nang suat van hanh mang. Vi kha
nang nhan dang thiét b thoi gian thuc, phan mém gidp trién khai cac thiét bi két ndi mang
cua Cisco nhanh chéng hon va cung cap dich vu phan tir ddy du dé giai quyét nhanh céc

van dé mang.

Server-
DHCF Serw

Y

Server-PT
omain Controller

Yéu ciu nhw sau:
. Chuan bi so d6 mang

N -

+ + + + + + +

. Test két ndi

o O W

\‘

Cau héi on tap
- Cai dat cau hinh dinh tuyén tinh trén cac Router Cisco sau:

—

. Cau hinh céc théng sé co ban cho router
Céu hinh hostname cho router

Tat co ché phan giai tén mién cla router
CAu hinh cac password cho router
Enable password: ccna
Enable secret: ccnp
Console password: cisco
Telnet password: telnet

. C4u hinh dia chi IP cho c4c thiét bi nhu bang mé ta dia chi bén trén
. Kiém tra cau hinh ban dau

DsL-Modem-PT
ADSL Router

. CAu hinh static routing cho cac duong mang trong so d6 thdng nhau
. Cau hinh static default route dé cho cac may trong mang Lan c6 thé ra internet. Gia

str trén router R3 c6 mot két néi ra internet tai cong fastethernet0/1.
8. C4u hinh static summary route

o gz

g, ~

5 -PT ;

Flo moruar L Sitch-PT 262hxM
SW-Server Rolerl

r

Cloud-F
Internei
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BAI 5. CO SO VE BO CHUYEN MACH
Giéi thi¢u:

Switch la mét thiét bi chuyén mach ti quan trong trong mang, ding dé két ndi cac
doan mang véi nhau theo mé hinh hinh sao (Star). Trong mo hinh nay, switch dong vai tro
trung tam va tat ca cac thiét bi vé tinh khac ké ca may tinh déu dugc két ndi vé day, tir d6
dinh tuyén tao duong ndi tam trung chuyén di liéu di
1. Muc tiéu cia bai

- Khéi dong duoc voi mot Cisco 10S switch;

- Nhéan dang dugc cac den trén switch phan dnh dién kién lam viéc cua switch;

- Mo ta duoc cac két quia hién thi ctia qua trinh khoi dongtrén switch;

- bang nhap dugc vao Cisco IOS switch;

- Céhu hinh duoc switch tur dong 1€nh;

- Kiém dinh duoc hoat dong ban du cua switch;

Quan 1y duoc bang MAC bang cac 1énh Show twong tng;
2. N01 dung bai
2.1 Khoi dong Catalyst Switch
Switch cisco 1a thiét bi khong thé thiéu trong mdi ha ting mang cla cong ty va doanh nghiép,
viée lap dat thiét bi va cau hinh chung yéu cau nhirng tho ky thuat am hleu va co trinh d9. Va dé
nam rd duoc trinh ty hoat déng cua cac thiét bi chuyén mach nay 1a diéu tdi thiéu can c6 ¢ ngudi
k¥ su lap dit va quan 1y mang.
Trong gido trinh nay s€ gidi thi€u so lugc quy trinh cac bwée khéi dong Switch va hoat dong
cta thiét bi, moi ban doc cung tham khao.

Khéi dong switch cisco nhanh chéng va chinh xac nhat
Duéi day ching t6i s€ chia sé dén cac ban cach thirc khoi dong lai Switch don gian hon bao gid
hét.

- Buée 1: Budc dau tién switch s& ty dong tai mot chuong trinh ty kiém tra (POST)
dugc luu trir trong ROM. POST sé kiém tra trinh ty cac hé thdng con CPU, DRAM, va
pham cimng cua thiét bi Flash tao nén hé thong cac tep flash.

- Burdc 2: Budc tiéu theo, Switch sé tai tiép nén phan mém trinh nap khoi dong, trinh
nay la mdt chuong trinh ciling dugc luu trir trong ROM va s€ tu dong chay ngay khi POST
chay thanh cong

- Buée 3: Switch Cisco s& bat dau khoi dong CPU cap thap, n6 khoi tao cac thanh ghi
CPU kiém soat noi bd nhé vat Iy duoc anh xa, sb lugng cua bo nho va tdc do cua no.

- Buwérc 4: Té1 bude nay Switch s€ khoi tap hé thong tép flash trén bang hién thi hé
théng.

- Budc 5: Dinh vi va tai mot dia anh phan mém & hé diéu hanh 10S

- Khi d3 tién hanh xong 2 budc ké trén thi thiét bi chuyén mach s& tuw dong dinh vi déng
thoi tai mot dia anh phadn mém & hé diéu hanh IOS. Thong qua quy trinh sau ma switch
cisco c6 thé tim thdy file Cisco IOS:

- Trong moi truong ISOOI, thiét bi chuyén mach s& tim kiém thong tin. )
- Néu no6 khong co san, bat budc ban phai tai va tim kiém t€p dau tién trong h¢ thong tép flash.
Luc nay, hé diéu hanh IOS s& tu dong khai tao cac glao dién st dung cac 1énh cua cisco switch.

- Nhu vay, ban da c6 thé khoi tao lai switch cisco nhanh chong va chinh xac.

Cic bude khoi phuc hé thong khi gap su co
Trinh nap qua trinh kho1 dong cung cap quyén truy cap vao chuyén ddi, néu ban khong thé dung
hé diéu hanh vi cac tép hé t,hong d3 bi 16i hodc mat thi hay tham khao qua tr1nh~khac phuc nay.
B6 tai khoi dong s& cung cap mot dong Iénh gitip truy cép vao cac tép luu trir san trong flash cua
thiét bi.
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- Bu6e 1: Dé két ndi v6i switch cisco, ban két ndi cap diéu khién tir may tinh dén cong Console
va phan mém Terminal .

- Bwée 2: Rat day nguf)n thiét bi, sau d6 két ndi lai day ngudn va cong tic. Bam va giit nit Mode
trong khoang tur 10 den 15 giay khi ma den nhap nhdy tin hiéu mau xanh 14 cay.

- Bu6e 3: Tiép tuc 4n va giir nat Mode cho dén khi tin hiéu dén chuyén tir mau ho phéach sang
mau xanh la cay.

- Bu6c 4: Trinh diéu khién s& xuét hién trong phan mém mo phong & dau va cudi PC. )

Bai viét trén day di gidi thiéu so luoc quy trinh cac bude khdi dong va hoat dong cua thiét bi
Switch Cisco, hi vong s& mang t6i cho quy khach hang nhiing thong tin hitu ich.

2.2 Po lrong bang dén LED trén Switch Catalyst 2960

Dén led bao trgng thdi ciia dong switch mgng cisco la mgt trong nhirng thong tin quan trong
ma bt bujc ngwoi qudn Iy thiét bi nay phdi hiéu va ndm ré. Viy cé bao nhiéu thudt ngi va
ché d¢ dén khdc nhau, moi ban doc cung tham khdo

bén LED trang thai cua Switch s& hién thi cting nhu thong bdo t61 nguoi sir dung rang thlet bi
dang hoat dong co on dinh khong, da két noi ding tiéu chuan chua va khi nao can nang cip hay
bao tri. Vi thé viéc nim rd dugc cac quy tic hién thi dén LED bzo trang thai cua dong Switch
chia cong 2960 ctia Cisco 1a diéu rt can thiét d6i voi nhitng ai dang sir dung thiét bi.

Gio trinh nay xin giri tdi cac ban doc dang quan tam t¢i thiét bi nay mot loat cac hudng dan hay
thi thuat dé c6 thé nam rd timg khai niém hién thi dén LED ctia Switch.

Khéch hang c6 thé quan 1y thiét bi v6i hiéu suat tt hon, tat ca cac dén led hién thi thong qua cac
Ung dung quan Iy ¢ GUI3 Trg ly mang cho nhiéu nat chuyén va trinh quan 1y thiét bi cho mot nut
chuyén. Huéng dan cu hinh phan mém chuyen d6i mo ta cach su dung CLI* dé ciu hinh va
giam sat cac chuyén mach riéng 1é va chuyén déi cac cum. Chi c6 thiét bi chuyén mach Catalyst
2960 PoE c6 den LED PoE.

Bon thiét bi chuyén mach Catalyst 2960 8 cong va ciac mé hinh nay khong c6 dau ndi RPS
hoac dén LED RPS: Catalyst 2960-24-S, Catalyst2960-Plus 24TC-S, 2960-24TC-S, 2960-48TT-
S, 2960 -Plus 48TC-S, 2960-48TC-S.

Hinh 5.1 Bén LED trén Switch Catalyst 2960

1. Bén LED hé thong 5.Pén LED tbc do

2. LED RPS 6.bén LED PoE

3.bén LED trang thai 7Nt diéu chinh ché do
4 Pén LED kép 8.Dén LED cong

Luu y:Dén LED PoE chi sang & trén cong tic Catalyst 2960 PoE.
Cach doc trang thai ciia dén LED hé thong (LED SYS)
Céac Dén LED hé thong cho biét hé thong c6 dang nhin ngudn va dang hoat dong binh thudng
khong. Bang ké dudi day sé li¢t ké cac mau LED va y nghia cua chiing.
Mau dén Trang thai
Tat Thiét bi dang tat

3 Giao dién d0 hoa nguoi dung trong tiéng Anh goi tit 1a GUI (Graphical User Interface) Ia
mot thudt ngtr trong nganh cong nghi¢p may tinh

# Giao dién dong 1énh (Command-Line Interface - CLI) 1a phuong tién twong tic véi chuong
trinh may tinh
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Xanh la Thiét bi hoat dong binh thuong
Hb phach Thiét bi c6 dién vao nhung hoat dong khong dung cach

Cach dgc trang thai cia den LED RPS
Luwu y: Thiét bi chuyén mach Catalyst 2960 8 cong, va Catalyst 2960-24-8,, 2960-Plus 24TC-S,
2960+24TC-S, 2960-Plus 48TC-S, 2960-48TC-S va 2960-48TT-S cong tac khong c6 dén LED
RPS.

Mau Trang thai RPS
Tht RPS bi tit hodc khong duoc két ndi ding cach.
Mau xanh la RPS duoc két ndi va sin sang cung cip dién du phong, néu can.
) RPS duoc két nbi nhung khong kha dung vi n6 dang cap qguén
Xanh luc nhap nhay cho thiét bi khac (du phong da dugc cap phat cho mot thiét bi 1an
can).

RPS dang & ché d6 cho hodc trong tinh trang 16i. Nhan nut Cho/
Hoat dong trén RPS va dén LED s€ chuyén sang mau xanh luc.

Ho phach Néu khong, quat RPS c¢6 thé da that bai. Lién hé véi Cisco
Systems.
Ngudn dién bén trong trong mot cong tic khong thanh cong, va
Ho6 phach nhap nhay RPS dang cap nguon cho cong tac (su du thira da duogc cap cho
thiét bi nay).

Dé biét thém thong tin vé Cisco RPS 2300 hoic Cisco RPS 675, xem huéng dan cai dit phan
ctng lién quan cho hé thong dién do.

Ciach doc trang thai ciia dén LED cong va ché do
Cac dén LED cong, nhu mot nhom hodc riéng 1€, hién thi thong tin vé cong tic va vé cac cong
riéng 1é

LED ché d¢

ey clchon Cheé do cong Mo ta
STAT Trang thai cong Trang thai cong. Day 1a ché d6 mic dinh
DUPLX Ché d6 song cong cong Cong ché do song cong: full duplex hodc half
duplex.
TOC PO (1) Tée do céng Toc do hoat dong cua cong: 10, 100 hoac 1000
Mb/s.
POE3 (2) PoE cong dién Trang thai PoE.

(1) Khi duoc cai dit trong thiét bi chuyén mach Catalyst 2960, mo-dun SFP 1000BASE-T c6 thé
hoa}t dong & muc 10, 100 hodc 1000 Mb /s & ché do song cong hodc & muc 10 hoac 100 Mb / s &
ché do ban song cong. )

(2) Bén LED PoE chi ¢ trén cong tac Catalyst 2960 PoE. )

Ngay ca khi Ché d¢ PoE khong dugc chon, déen LED PoE hién thi’céc su ¢0 PoE khi chiing dugc
phat hién trong hinh bén dudi. Bén LED PoE chi ap dung cho thiét bi chuyén mach Catalyst
2960 ho tro PoE.

Mau Trang thai PoE

Ché do PoE khong duoc chon. Khéng c6 cong 10/100 PoE nao bj tir chbi

Tat dién hodc dang trong tinh trang 15i.

Mau xanh la Ché d6 PoE dugc chon va trang thai PoE dugc hién thi trén dén LED cong.
Mau h6 phach Ché dﬁ) PoE khong dqu chon. It nhat moét trong cac cong PoE 10/100 d3 bi
nhap nhay tir choi dién, hodc it nhat mot trong céc cong c6 101 PoE.
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Pé chon hoic thay d6i mot ché do, hay bém phim Nut ché do cho dén khi ché d6 mong mudn
duoc t6 sang. Khi banthay d6i ché do cong, y nghia cua ‘mau sdc cong LED ciing thay do6i. Bang
thong tin bén dudi giai thich cach dién giai mau LED cong & cac ché do cong khac nhau.

Cich doc trang thai ciia dén 2 ché do
Cac dén LED trén cong hai muyc dich cho biét dau ndi RJ-45 c6 duogc két ndi v6i cong hay khong
hodc néu mdt mod-dun SFP duge lép vao khe. Xem vi du trong Hinh 1-24 . Ban c6 thé cdu hinh
mdi cong nhu moétCong 10/100/1000 thong qua dau ndi RI-45 hodc nhu mot mo-dun SFP, nhung
khong phai ca hai cung mot luc. Cac dén LED hién thi cach cong duoc st dung (md-dun

Ethernet hodc SFP). ? @E j i)

Hinh 5.2 Bén LED trén SW1tch Catalyst 2960

1 DPéu ndi RJ-45 3 Deén LED st dung cong mo-dun SFP

2 Cong LED sir dung trong RJ-45 4 Khe cim mo-dun SFP
Trén day 14 tong hop cach cach doc thong tin trang thai dén led cua switch mang cisco dong
switch 2960 catalyst. Ban doc c6 thé dua vao bao hudng dan dé doan bénh cling nhu lam chu
thiét bi chuyén mach ctia minh mét cach tbt hon. Bai viét duogc téng hop va viét hoa thong tin tur
cisco.com doc quyén.
2.3 Cau hinh Switch co ban
Switch chia mang ngay nay khong con trd nén qua xa la véi nguoi st dung Viét Nam, day la
thiét bi duogc sir dung rat nhiéu & cac van phong, nha xudng, truong hoc doi hoi tinh bao mat
cling nhu sy 6n dinh trong hé théng mang LAN ciing nhu trong hé théng mang thong thuong.
Trén thi trudng ngay nay, Switch chia mang ciing vo ciing phong phii dén tir cac thuong hiéu
khac nhau dé ngudi str dung c6 thé da dang hon trong lya chon phu hop véi tig nhu cau cia
ban than. Trong d6 Cisco la mot trong nhimng thuong hi¢u uy tin va chat lugng bac nhit trong
dong san pham nay. Switch chia mang Cisco luon dugc ky thuat vién tin tuong s dung va la su
lira chon s6 mot trong cac cong trinh mang c6 yéu cau vé sy on dinh va téc do khiat khe.
D61 khi, trong mot s6 truong hop, quy vi s€ phai cAu hinh mét cong switch hodc tim dia chi
MAC trén mdi cong. Co thé, day 1a cong viéc cua ki thuat vién nhung trong gido trinh nay xin
duoc chia sé nhitng budc cin ban nhét trong viéc quan trj Switch Cisco dé gitp cac ban doc ¢d
kién thuc téi thiéu dé khiac phuc mot s6 van dé phat sinh c6 thé xay ra.

Pang nhap

- Trudc khi quy vi c6 thé quan tri Switch Cisco, quy vi can ¢6 mot sb thong tin co ban
nhat nhu:

+ Cbng Ethernet cua switch
+ Dia chi IP cua switch gi? DNS la gi?
+ Tén dang nhap va mat khéu ban c6 thé dang nhéap?

- Mot cachkhac dé c6 thé cau hinh switch 13 cau hinh tryc tlep trén giao dién web. Cau
hinh mét cach co ban khong kho va cting khong can tro giip nhiéu. Trong giao dién dong
1énh CLI (command-line interface) ta c6 thé thuc hién bat ki kiéu c4u hinh nao. Vi vay,
chung ta nén str dung giao dién dong 1énh 10S. Trong gido trinh nay s€ gitp cac ban thuc
hién nhiing budc co ban trong quan 1y switch bang Cisco IOS giao dién dong 1énh (CLI) .

Hién thi cau hinh switch i )

- Ciing giéng nhu trén router, 1énh I0S dugc dung dé hién thi cdu hinh switch véi tat
ca nhitng cong Ethernet. D& biét dugc ciu hinh switch, chi can danh show running-config
nhu sau:
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HappyRouter TERMSERVER on LAN - SecureCR1
fle Cdt View Options Transfer Soipt Window Heb

service tinestamps debug uptine
service tinestanps log uptine
No service password-encruption
|

P;ost.nane SH1

ip subnet-zero

|

vtp domain [smartports)
vip node transparent

!

spanning-tree node pust
?panum-tree extend sustem-id

vian 2
'naue VLAN_Inside(2)

vian 11

nane VLAN_BB1(11)

|

vian 22 v

Ready Teinet 68, 11 | S2Rows, 72Cols VT100 NM
Hinh 5.3 Céu hinh Switch
Hién thi tinh trang cac cong caa Sitch Cisco
Hau nhu moi khi phai khic phuc su c6 cong switch hodc thay d6i cau hinh cong switch, cach
nhanh nhat d¢€ hién thi tinh trang ciia moi cong switch la 1énh show interfaces status: .
__ HappyRouter TERMSERVER on LAK - SecureCRT |

IDUD "BQBES &R P

o ~
iztshou interfaces status >‘——

Port Name Status Vian Duplex Speed Tupe

Fa0/1 connected 1 a-half a-10 10/100BaseTX
Fa0/2 notcornect 1 auto auto 10/100BaselX
Fa0/3 notconnect 1 auto auto 10/100BaselX
Fa0/4 connected 1 a-full a-100 10/100BaselX
Fad/5 notconnect 1 auto auto 10/100BaselX

Ready Telnet |46, 11 | 26Rows, 80Cols (VT100 NUM

Hinh 5.4 C4u hinh Switch

Lénh nay cho biét: néu cong két ndi voi thiét bi, VLAN 14 IN, cung voi d6 1a hién thi toc do, kiéu
mau ctia cong. Py chinh 14 cach nhanh va t6t nhat dé co thé biét dugc tinh trang cta timg trén
cong switch Cisco.

Thay doi toc do va duplex cua interface
Giao dién Fa0/21 véi toc do duoc tu dong dat 1a auto. Tuy nhién, tde do nay can phai dugc cai
dat 1a 10Mb/sec. Dé thay doi toc do cia cac cong, ban phai chuyén téi ché do cdu hinh interface
va st dung 1énh speed:
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HappyRouter TERMSERYER on LAN - SecureCRT

HHPIR B8 E TR ?

End with CNTL/Z.

SH1(config=1F)ef} v
Ready Telnet 8, 16 | 8Rows, 72Cols VT100 NUM

Hinh 5.5 C4u hinh Switch
Trén switch nay, toc do ctia 10/100 cong Ethernet duoc dit 1 auto. Trén cong Gigabit Ethernet
ban chi ¢ thé diéu chinh switch vai tc dd cia cong 1a: ¢6 thé hodc khong thé ty dong do tim tde
d%. Mot khi tde dd duge cAu hinh 10Mb, ban hoan toan c6 thé kiém tra lai interface Fa0/21 giéng
nhu:

HappyRouter TERMSERVER on LAN - SecureCRT

Fle Edit View Options Transfer Scapt Window Hep
AV "B BEE FR 2
= A
Status Yian Duplex Speed Tupe
Fa0/21 notconnect 1 auto 10 10/100BaseTX
swidll v
Ready Tenet 39, 5 10 Rows, 80 Cols VT100 NUM

Hinh 5.6 C4u hinh Switch
Nhu véy ta thay, tbc 46 da duoc dit 1a 10. Va dé co thay doi toc d6 ca 2 chiéu ciia cong, ban thuc
hién cic budc twong ty, nhung trong truong hop nay can sir dung 1énh duplex. Duplex c6 thé dat
la auto, full hodc half,
Tat va bat cac interface
Dé co thé tit hodc bat cac interface, ban c6 thé str dung 1énh no shutdown/shutdown trong ché
d6 céu hinh interface.

HappyRouter TERMSERVER on LAN - SecureCRT

SRR < GQ“~5 %P

, one per line, End with CNTL/Z, ~

1u¢ltd d&IN(-S-O-RGED Interface FastEthernet0/1, changed state to administrati
vely n
ivdd: ZLINEPROTO-S5-UPDDWN: Line protocol on Interface FastEthernet0/1, changed
state to down
sSﬂlgcon::xg—xf)l
1{config-t
S —
SHi{config-i
tudd: ZLINK=3-UPDOWN: Interface FastEthernet0/1, changed state to down
ivdd: ZLINK=3-UPDOWN: Interface FastEthernet(/1, changed state to up
lvdd: ZLINEPROTO-S5~UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state o wp
SHi{config-if)e
SHi{config-if)e"Z

SHiw
1udd: XSYS-S-CONFIG_I: Configured from console by consolel] ¥
Ready Tehet 34, 53 | 26Rows, 78Cols VT100 NUM

Hinh 5.7 Céu hinh Switch
Chu y khi cong cta switch bi shutdown, tin nhan giao tiép xuat hién s€ bao tinh trang quan 1y da
duoc chuyén thanh down, line protocol cling dugc chuyén thanh down. Khi cong duoc bat tro
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lai, line protocol s€ chuyén thanh up. Gi¢ day ban c6 thé hién thi tinh trang interface dé théy tinh
trang cuano.

2.4 Kiém tra cau hinh Switch

Switch la gi? 1a cau hoi ma véi dai da s6 nguoi dung binh dan hién nay. (c6 thé chinh nguoi
dung dang doc gi4o trinh nay) ludn c6 mot ciu tra 101 khd don gian. n6 chinh 1a mot bo chia cong
mang tai nha, co quan, ctra hang khi ho dang ¢é nhu cau chia sé két ndi mang c6 day cho nhiéu
thiét bi may tinh, laptop hon.

Vai tro cia Switch trong mang LAN

- Switch déng mét vai trd v cung quan trong trong moi hé théng mang, no git vai tro
két néi cac thiét bi trong mang LAN véi nhau, dong thai ciing la diém trung gian dé két
ndi cac thiét bi mang LAN véi Router dé két ndi voi Internet.

- Switch lam viéc nhu mét Bridge nhiéu cong. Khac véi Hub nhan tin hiéu tir mot cong
r6i chuyén tlep tGi tat ca cac cong con lai, switch nhén tin hi¢u vatly, chuyén d6i thanh dir
liéu, tr mot cong, kiém tra dia chi dich roi gui t6i mot cong twong Gmg.

Thiét bi chuyén mach Switch dwoc phan chia thanh cac Layer (cac tang hoic cac

l6p) gom:

Switch layer 1: (Tang 1 hodc L6p 1) la I6p co ban va la md hinh ¢6 nhat ca thiét bi chuyen
mach. ¢ thoi ky so khai né dugc goi la Hub (bridge — b 13p). Mot hub (mdt cong vao, nhiéu
cong ra), hodc bo lip (mot cong vao, mot cong ra), la nhirng thiét bi mang don gian khong quan
1y bat ky luu lugng truy cép nao dén qua n6. Bat ky goi tin nao duge dua vao Switch Layer 1 tu
mot cong s& dugc “lap lai” va duoc chuyén téi tat ca cac thiét bj trong mang qua cac cong

Kh&c ngoai trur céng nhap vao.

Vi mdi goi duoc lip lai va truyén trén tat ca cac cong khac do d6 né gay ra anh anh hudng va
lam giam bang thong trén toan bd hé thdng mang LAN (noi bo), diéu nay gay nén su gigi han
dung lugng chung cua Switch Layer 1. B6 lap dugc dung dé bu suy hao tin hiéu bang cach
chuyén tiép tat ca cac tin hiéu dién dén tir cong vao tGi cong ra sau khi da khuéch dai. Trong khi
mot hub dugc dung dé ndi véi nhiéu thiét b ethernet.

Switch layer 2: vé co ban 1a mot cau ndi v6i nhiéu port, mdi port 1a mot doan trong Ethernet
LAN, biét 1ap v&i cac port con lai. Viéce truyén g6i tin dya hoan toan vao dia chi MAC hodc dia
chi IP chura trong gbi, nd s& khong duoc truyén di khi chua biét dugc dia chi géc.

Viéc truyén cac goi tin trong Switch Layer 2 dién ra nhu sau: goi tin duoc giri tir mot Host voi
mot dich dén duoc danh dau bang mot dia chi MAC hoic dija chi IP caa may dich. géi tin duoc
guri dén Switch Layer 2 va duoc luu trong bd nhd tam cua Switch. Switch Layer 2 s& doc théng
tin dich dén la dia chi MAC hoic dia chi IP cia may dich, sau d6 né sé& loc dit liéu tir mot bang
dia chi MAC va dia chi IP ¢6 sin dé biét may dich nam & cong nao va sé chuyén tiép goi tin nay
dén dung cong c6 dia chi MAC cua may dich.

Viéc thu thap va tao bang dia chi MAC va dia chi IP ciia Switch Layer 2 dién ra nhu sau: Khi
mang dugc khai chay, Switch layer 2 s& ban mot goi tin Broadcast toi tat ca host trong mang.
cac host nay sé& co quyén tiép nhan hoac khéng tiép nhan goi tin Broadcast trén. néu Host tiép
nhan, sau d6 ban tra lai mot goi tin tra vé cho Switch layer 2 thi Switch s& thu thap duoc cac
thong tin nhu dia chi IP, dia chi MAC cua Host nay va luu trir chang lai trén mot bang vai muc
dich sir dung dé truy xuat dir liéu vé dia chi IP hoic dia chi MAC cho cac lan truyén tiép goi tin
trong mang.

Switch layer 2 1a gi, fch loi cua Switch Layer 2:

- Cac thiét bi két ndi gian tiép thong qua céc port cua switch Layer 2

- Switch Layer 2 1am cho céc host c6 thé hoat dong & ché do song cong (c6 thé doc —
ghi, nghe — noi) cung ldc.

- Khong can phai chia s¢ bang théng. Cac port cua switch s& quyét dinh bang thong
truyén di nhu thé nao.

- Giamty 1¢16i trong frame. Frame s& duoc kiém tra 13i. Céc g061 tin tdt khi dugce nhan
s& duogc luu lai trude khi chuyén di (cong nghé store-and-forward).
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- C6 thé gidi han luu luong truyén di & mot mirc ngudng nao do.

- Mot Switch Layer 2 di kém vdi céc loai giao dién khac nhau nhu 10Mbps, 100Mbps,
1Gbps, 10Gbps... va no ciing ho trg giao tlep full-duplex trén mdi cong ciia no. N6 ciing
tao diéu kién mé rong mang va két ndi v&i phan con lai cua mang thong qua cac cong toc
do cao duoc goi la cac cong uplink co thé duoc két ndi voi cac thiét bi chuyen mach L2
khac hogc cac by dinh tuyén L3.

Switch layer 3: vé co ban, 1a sy két hop kha nang dinh tuyen cua Router va thém vao Switch
Iayer 2 tiéu chuan. Sy khéc biét chinh giira hoat dong chuyén tiép goi tin ctia mot bd dinh
tuyen va sy chuyén ddi 16p 3 1a thuc thi thuc té. Trong cac router ¢6 myc dich chung, viée
chuyén tiép thuong dugc thuc hién trong phan mém chay trén bo vi xur Iy hodc bd xtr Iy mang ,
trong khi d6 cong tac 16p 3 thuc hién cting mot hoat dong bang phan cting mach tich hop danh
riéng cho trng dung chuyén dung (ASIC).

Hoat dong ctia Switch Layer 3 chi dua trén dia chi IP (dich) duoc luu trit trong tiéu dé cua IP
datagram. Sy khac biét giira chuyén doi ctia Switch layer 3 va b dinh tuyén 1a cach thiét bi
dang dua ra quyét dinh dinh tuyén. Theo truyén thong, bd dinh tuyén str dung bo vi xtr 1y dé dua
ra quyét dinh chuyén tiép trong phan mém, trong khi chuyén doi chi thyc hién chuyén mach géi
dua trén phan cing (bang ASIC chuyén dung vdi su tro giup cia bd nhd dia chi ). Tuy nhién, mot
so b6 dinh tuyén truyen thdng ¢ thé co céac chirc nang phan cing tién tién ciing nhu trong mot
s6 mo hinh cao cap hon.

U'u diém ciaia Switch layer 3
Uu diém chinh cua switch layer 3 13 tiém ning cho d6 tré mang thip hon vi goi tin c6 thé duoc
dinh tuyén ma khong can phai thyc hién thém budc nhay mang cho router. Vi dy, két ndi hai
phan doan riéng biét (vi du VLAN ) v&1 mot bo dinh tuyén cho mdt chuyén ddi 16p 2 tiéu chuin
yéu cau chuyén frame dén switch (L2 16p dau tién), sau d6 dén router (L2 16p thir hai), noi goi
tin bén trong khung dugc dinh tuyén (L3 hop) va sau d6 quay trd lai cong tac (tha ba L2
hop). Chuyén d6i 16p 3 hoan thanh nhiém vu tuong tu ma khong can router (va do d6 b sung)
bang cach tu dinh tuyen dinh tuyén, tirc 1a goi duge dinh tuyén dén mang con khéc va chuyén
sang cong mang dich dong thoi.

- Boivi nhleu thiét bj chuyén mach layer 3 cung cip chirc nang tuong tu nhu cac bo
dinh tuyén truyén thong, chiing c6 thé duogc sir dung nhu thay thé do tré thap hon, ré hon
trong mot sé mang. Switch layer 3 ¢6 thé thuc hién cac thao tac sau ciing c6 thé duogc thuc
hién bdi cac bd dinh tuyén:

+ Xac dinh dudng dan dua trén dia chi logic

+ Chay 16p 3 tong kiém tra (chi trén tiéu d¢)

+ Sir dung thoi gian dé song (TTL)

+ Xt Iy va tra 10i bat ky thong tin tiiy chon nao

+ Cap nhat cac trinh quan ly Giao thirc quan Iy mang don gian (SNMP) véi thong
tin Co so thong tin quan ly (MIB)

+ Cung cap bao mat

Nhiing lgi ich clia Switch Layer 3 bao gom:

- Chuyén tiép gbi phan ctng nhanh

- Chuyén mach goi hiéu suat cao

- Kha ning mé rong toc do cao

- Thap do tré

- Chi phi mdi cong thap hon

- Ké toan dong chay

- Chét luong dich vu (QoS)

Cé bao nhiéu loai Switch ?

Véi nhu cau sir dung ngay cang da dang cua khach hang, cac nha cung cip thiét bi mang ciing
ngay maot da dang hoa va lién tuc tich hgp thém nhiéu tinh nang va thiét bi chuyén mach Switch.
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nhung vé co ban & thoi diém hién tai, chang ta co thé phan loai Thiét bi chuyén mach theo cac
nhom sau:

Phén loai Switch theo lép

- Nhu d3 néi & dau bai viét Switch 1a gi, chiing ta c6 thé phén loai Switch theo 16p hoat
dong do la:

+ Switch Layer 1
+ Switch Layer 2
+ Switch Layer 3

Phan loai Switch theo sé céng

- Cung nhu ching t6i dé noi ¢ phan Switch La Gi. Thong thuong, voi nhiing nguoi
dung khong qua am hiéu vé CNTT hoic khong doi hoi gi nhiéu vé tinh nang. ho chi don
gian 1a tim kiém thiét bi chuyén mach. va khi do ho chi quan tam to1 s6 cong cuia switch dé
tim mot thiét bi chuyen mach dap ung dugc ) lugng user tai nha hoac co quan cua ho.
switch c6 cac loai ¢ s6 cong nhu sau:

+ Switch 4 port
Switch 8 port
Switch 12 port
Switch 16 port
Switch 24 port

+ Switch 48 port

Phan loai theo cong nghé:

- Switch Ethernet 10/100

- Switch Ethernet 10/100/1000 (Switch Gigabit)

- Switch Ethernet POE

- Switch cong Quang

Phén loai Switch theo vi tri hoat djong

- Switch Cong nghiép

- Core Switch

- Access Switch

Phan loai Switch theo hang san xuat

- Trén thi truong hién nay c6 hang trim hing san xuat thiét bi chuyén mach Switch.
tuy nhién, trong s6 d6 c6 nhing cai tén khong thé khong nhiac dén nhu: Cac thuong hiéu
switch hang dau, vdi cac thuong hiéu dan dau thi trudng chung ta c6 thé ké tdi:

+ Switch Cisco

+ Switch Linksys

+ Switch Juniper

+ Switch HP, ...

- Trong sb cac hing san xuat trén thi cai tén CISCO ludn 1a Tap Poan dan dau vé cong
nghé ciing nhu chit lugng. Pay 1a tip doan chuyén san xuat Thiét Bi Chuyén Mach —
Switch Cisco. cai tén ma bat cir mot ngudi co chiit kién thirc vé CNTT déu mudn sé hiru.
day 1a dong san phdm ma Cisco chinh hing dang phan phdi bao gdm:

+ Switch Cisco 2960

+ Switch Cissco 2960-L

+ Switch Cisco 2960-X

+ Switch Cisco 3650

+ Switch Cisco 3850

Cac Thuong Hiéu gia ré

- Hién tai trén thi truong c6 rat nhiéu cac thuong hiéu gia ré bao gdbm:

+ + + +
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https://ciscochinhhang.com/switch-cisco-2960/
https://ciscochinhhang.com/switch-cisco-2960l/
https://ciscochinhhang.com/switch-cisco-2960x/
https://ciscochinhhang.com/switch-cisco-3650/
https://ciscochinhhang.com/switch-cisco-3850/

Switch Planet
Switch TP-Link
Switch D-Link
Switch 3Com
Switch 3onedata
Switch Netgear
Switch Wintop

+ Switch Micronet, ...

Két luin

Qua gido trinh nay (Thiét bi chuyén mach 1a gi? Switch la gi? Tim hiéu vé& Switch) hy vong da
dua dén cho ban doc cai nhin géng quan vé thiét bi chuyén mach — Switch va ching t61 hy vong
sau bai hoc nay, ban doc c6 thé tra 161 dugc cau hoi Switch 1a gi? hay thiét bi chuyén mach la gi?
2.5 Bao mat thiét bi Switch
Switch C2960-L 1a mot thiét bi mang ndi bat v6i nhiéu tinh ning méi, dem lai nhidu giai phap
mang hoan hdo cho cac doanh nghiép. Vi thé thiét bi nay hién tai duogc rat nhiéu cac doanh
nghiép vira va nho lya chon.

afuaales 5
£15¢0 u H [iiiq
ST

& - 4 .- ",.'

+ + + + + + +

Hinh 5.8 Switch C2960-L
Trong gido trinh nay chung ta cung tham khéao tinh ning biao mat cia né
Cung giong nhu cac dong san pham khac cua Cisco, C2960-L mang tinh bao mat cao va duoc hd
trg trén nhleu nén tang tmg dung. Cu thé nhu sau;
Hé thong bao mat thong qua xac thye cong IEEE802.1x
- Viéc xac thuc dua trén cong IEEE 802.1x gitip ngan chin cac thiét bi trai phép truy
cap vao mang. Cac tinh ning 802.1x dugc hd tro:

+ Xéc thuc da mién (MDA) cho phép cac thiét bi dit liéu va thiét bi thoai, chang han
nhu dién thoai IP (c6 thé 1a Cisco hodc khong phai Cisco), dé xac thyc doc 1ap trén cung
mot cong chuyén ddi hd trg IEEE 802.1x.

+ Dynamic virtual virtual LAN (VLAN) cho MDA dé cho phép mot VLAN thoai
dong trén mot céng duoc kich hoat MDA.

+ Phanbd VLAN dé han ché nguoidung dugce xac thyc 802.1x dén mot VLAN duoc
chi dinh.

+ HO tro cho viéc gan VLAN trén mot cong dugc cau hinh cho ché do multi-auth.
RADIUS gan VLAN cho may chu dau tién dé xac thuc trén céng va cac may chi tiép theo
su dung cung mot VLAN. Phan bd VLAN thoai dugc ho trg cho mét dién thoai IP.

+ Bao mat cong dé kiém soat quyén truy cdp vao cac cong 802.1x.

+ Voice VLAN cho phép dién thoai IP cua Cisco truy cip VLAN thoai bat ké trang
thai duoc phép hodc khong duge phép cua cong.

+ Tang cuong phat hién dién thoai [P dé phat hi¢n va nhan di¢n mdt dién thoai IP
cua Cisco.

+ Khach VLAN cung cap dich vu han ché cho ngudi dung khong tuan tha 802.1x.

+ Hanché VLAN dé cung cép cac dich vu han ché cho nguoi dung tuan thu 802.1x,
nhung khong c6 thong tin xac thuc dé xac thuc thong qua cac quy trinh chuan 802.1x.
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802.1x ké toan dé theo doi viéc str dung mang.

- K1em tra sdnsang 802.1x dé xac dinh murc d6 sin sang cua cac may chu két thuc dugc
két ndi truée khi dinh cau hinh IEEE 802.1x trén cong tic.

- Nhan biét bao mat 802.1x bang giong noi chi ap dung cac hanh dong vi pham giao
thong trén VLAN ma vi pham bao mat xay ra.

- B6 qua xac thue MAC (MAB) dé tiy quyén cho khach hang dua trén dia chi MAC
cua may khach.

- Kiém soét truy nhép mang (NAC) Lop 2 Xac nhan 802.1x didu kién chong vi-rut
hodc tu thé cua hé thdng diém cudi hodc tmg dung khach trude khi cip quyén truy cép
mang cua thiét bi.

- Hb tro Cau trac lién két truy cép mang (NEAT) dé thay d6i ché d6 may chu cong va
ap dung c4u hinh cong tiéu chuan trén cong chuyén d6i trinh xac thuc.

- Xac thue MAC dya trén VLAN-ID dé sir dung thong tin VLAN va dia chi MAC két
hop dé xac thuc nguoi dung nham ngan chin truy cap mang tir cac VLAN trai phep.

- MACdi chuyen dé cho phép may chu (bao gom ca cac may chu két ndi phia sau mot
dién thoai IP) dé di chuyén qua cac cong trong cung mot chuyén d6i ma khong c6 bat ky
han ché nao dé cho phép di chuyén. Khi di chuyen MAC, nat chuyén sé& xir Iy lai sy xuét
hién ctia ciing mot dia chi MAC trén mot cong khac gidng nhu dia chi MAC hoan toan
moi.

- Ho tro 3DES va AES voéi phién ban 3 cta Giao thitc quan 1y mang don gian
(SNMPv3). Ban phat hanh nay b6 sung hd tro cho Chuan ma héa dit liéu ba chiéu 168 bit
(3DES) va cac thuat toan mé hoa tién tién 128 bit, 192 bit va 256 bit (AES) cho SNMPv3.

- H) tro giao thirc Cisco TrustSec SXP. Tinh niing nay khong dugc hd tro trén hinh
anh LanLite.

Tinh ning bio mat cia Switch C2960-L

- Thiét bi chuyén mach Switch hd trg hinh dnh co s¢ LAN hogc hinh anh Lite LAN
v6i bo tinh ning gdm:

+ Xac thuc Web - Cho phép mot may khach (client) khong hd trg chirc ning IEEE
802.1x duoc xac thuc bﬁng trinh duyét web.

+ Biéu ngir xac thuc web cuc bg - Biéu ngir tuy chinh hodc tép hinh anh dugc hién
thi trén man hinh dang nhap xac thuc web.

+ Xac thuc IEEE 802.1x vo1 ACL va thudc tinh Id b0 loc RADIUS

+ Quyén truy cap dugc bao vé béng mat khau (truy cap chi doc va ghi doc) vao giao
dién quéan 1y (trinh quan ly thiét bi, Tro 1y mang va CLI) dé bao vé chéng lai cac thay doi
céu hinh trai phép

+ Bao mat da cap cho lya chon cip d6 bao mat, thong bao va hanh dong két qua

+ Dia chi MAC tinh dé dam bao an ninh

+ Tuy chon cong duge bao vé dé han ché chuyén tiép luu lugng truy cap dén cac
cong dugc chi dinh trén cting mot nit chuyén

+ Tuy chon bao mat céng dé han ché va xac dinh dia chi MAC cua cac tram duge
phép truy cap cong

+ Tuy chon bao mat cong VLAN dé tat VLAN trén cong khi xay ra vi pham thay vi
tat toan bo cong.

~+ Port ldo hoa an ninh dé thiét 1ap thoi gian 130 hoa cho cac dia chi an toan trén mot

cong.

+ Giao thtrc bao vé bio dé klem soat toe do luu luong giao thire dén mot chuyén doi
bang cach tha cac goi vuot qua toc dd xam nhap dugce chi dinh.
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+ BPDU bao vé dé tat mot cong Port duoc cdu hinh nhanh khi mot cau hinh khéng
hop 1¢ xay ra.

+ Danh sach diéu khién truy cap IP tiéu chuan va mé rong (ACL) dé xac dinh chinh
sach bao mat trong nudc trén giao dién Lép 2 (cong ACL).

+ M6 rong cac danh sach diéu khién truy cdp MAC dé xac dinh cac chinh sach bao
mat theo hudng giri dén trén cac giao dién Lép 2.

+ ACLs ngudn va dich dua trén MAC dé loc luu luong truy cap khong phai IP.

+ DHCP snooping dé loc céc tin nhan DHCP khong dang tin cdy giira cac may chi
khong tin cay va cac may chu DHCP.

+ Bao vé nguén IP dé han ché luu lugng trén céc giao dién khong dugce dinh trude
bang cach loc luu luong dua trén co so dir liéu DHCP snooping va céac rang budc ngudn
IP.

+ Kiém tra ARP dong dé ngin chin cac cudc tn cong nguy hiém trén switch bang
cach khong chuyén tiép cac yéu cau ARP khong hop 18 va cac phan hdi tdi cac cong khac
trong cung mot VLAN.

Két luin
Qua céc thdng tin ma gido trinh ndy mai chia sé toi ban doc, hi vong gitip ban biét cac tinh ning
bao mat cua Switch C2960-L, tir d6 ¢ cai nhin méi mé hon.
2.6 Toi wu hoa nhirng tién ich cia Switch
Giao dién quan 1y Web duoc tich hop trong thiét bi gitp ngudi dung dé& dang quan 1y va str dung.
Chtic nang Bluetooth dé thyc hién cac truy cap khong day ciing 1a mot diém khac biét ctia dong
san pham nay.
- Virtual Stacking dé quan 1y nhom thiét bj chuyén mach dudi dang mot thuc thé. C6 thé cau
hinh va quan 1y t6i da tdm bo chuyén mach bang mét dia chi IP duy nhét. Chuyén mach trong
mot ngan xép ao ¢ thé duge ciu hinh tir mot bd chuyén mach duy nhat.
Tét ca cac thiét bi chuyén mach trong ngan xép 4o c6 thé duoc quan 1y bang CLI, SNMP hoic
giao dién nguoi dung web.

Quin ly mang C2960-L
Thiét bi chuyén mach Cisco Catalyst 2960-L cung cap mot CLI cao cap cho cdu hinh va quan tri
chi tiét. Cac switch ciing dugc hd tro boi ddy di cac giai phap quan Iy mang cua Cisco.
- Co s6 ha tang ctia Cisco 2960-L cung cAp quan ly vong doi mang toan dién, bao gém thu vién
mé rong cac tinh ning d& sir dung dé ty dong hoa viée quan Iy ban dau va hang ngdy cua mang
Cisco cuia ban. Cong nghé Cisco Prime tich hop chuyén mon nén tang phan cimg va phan mém
va trai nghiém hoat dong vao mot bo cong cu quan 1y, theo ddi, khic phuc su ¢b, béo cdo va
quan tri manh m¢.

PoE + théng minh

- Cisco Catalyst 2960-L bo chuyén mach hd trg ca hai chuan IEEE 802.3af PoE va
IEEE 802.3at PoE + (1én dén 30W mdi cong) dé cung cap mot tong chi phi s hitu thap
cho céc trién khai c6 két hop dién thoai IP ctia Cisco, Cisco Aironet diém truy cap khong
day, hodc cac tiéu chuén khac
- Thiét bi dau cudi PoE loai bo su can thiét phai cung cép dién tuong cho cac thiét bi hd trg PoE
va loai bd chi phi thém cap dién va cadc mach ma néu khong s& can thiét trong vi¢c trién khai dién
thoai IP va WLAN.
Thiét bi chuyén mach Cisco Catalyst Switch 2960-L PoE cip dién ning dong, va anh xa ning
luong 1én dén téi da 370W cong sudt PoE +. Quan Iy ngudn thong minh cho phép phan bd ngudn
linh hoat trén tat ca cac cong. V&i PoE vinh vién, cong suat PoE + dugc duy tri trong qua trinh
nap lai bd chuyén mach. Piéu nay rat quan trong ddi vai cac thiét bi dau cudi quan trong nhu
thiét bi y té va cho cac diém cubi IoT nhu dén hd trg PoE, do d6 khong cé sy gian doan trong khi
khoi dong lai bo chuyén mach.

Bdo mat mang an toan hon véi C2960-L
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Bén canh cac giao dién quan ly, bao mat ciing la mot yéu t6 dugc danh gid cao ¢ bd chuyén d6i
nay va Cisco Catalyst 2960-L cung cAp mot loat cac tinh nang bao mat dé han ché quyén truy
cip vao mang va giam thiéu cac mdi de doa, bao gdm:

- Tinh ning 802.1X toan dién dé kiém soat truy cip vao mang, bao gdm xac thuc linh hoat, ché
d6 man hinh 802.1X va thay d6i quyén ciia RADIUS.

- Hb tro 802.1x v6i Cau trac lién két truy cap mang (NEAT) mo rong xac thuc danh tinh cho cac
khu vyc bén ngoai tu dau ddy (chiang han nhu phong hoi nghi).

- Phan phdi nguoi dung IEEE 802.1x cho phép ban can bang tai nguoi dung véi ciing mot tén
nhém trén nhiéu VLAN khéc nhau.

- V6 hiéu hoa viéc hoc tap trén mdi VLAN MAC quan ly khong gian bang dia chi MAC c6 san
bang cach kiém soat giao dién hodc VLAN nao tim hiéu dia chi MAC.

- Xéc thuc da mién dé cho phép dién thoai IP va may tinh xac thyc trén cing mot cong chuyén
mach trong khi duoc dat trén cac VLAN thoai va dir li¢u thich hop.

- Danh sach diéu khién truy cap (ACLS) cho cac thanh phan bao mat IPv6 va IPv4 va cac thanh
phan ACL chat luong dich vu (QoS).

- Céc cong ACL dua trén cong cho giao dién Lop 2 dé cho phép cac chinh sach bao mat dugc ap
dung trén cac cong chuyén doi riéng 16.

- SSH, Kerberos va SNMPv3 dé cung cip bao mat mang bang cach ma hoa luu lugng truy cap
cua quan tri vién trong cac phién Telnet va SNMP. SSH, Kerberos va phién ban ma hoéa cua
SNMPv3 yéu cAu mot hinh anh phﬁn mém mat ma dic biét vi cac han ché xuit khdu cua Hoa
Ky.

- SPAN, v6i hd tro dit liéu hai chiéu, dé cho phép hé thng phat hién xdm pham cua Cisco (IDS)
thuc hién hanh dong khi phat hién ké xam nhap.

- TACACS + va xac thuc RADIUS dé tao diéu kién tap trung chuyén doi va han ché ngudi ding
trai phép thay d6i cau hinh.

- Théng bao dia chi MAC dé thong bao cho quan tri vién vé ngudi dung dugc thém vao hoic bi
x6a khoi mang.

- Bo qua xé4c thuc MAC va Webauth véi ACL tai xudng cho phép ACL cho mdi ngudi dung
dugc tai xudng tir May chu diéu khién truy cp cia Cisco (ACS) nhu thuc thi chinh sach sau khi
xac thuc béng MAB hoac xac thuc Web ngoai IEEE 802.1X.

- Chuyén huéng xéac thuc web cho phép mang chuyén huéng ngudi ding khach ¢én URL ma ho
da yéu cau ban dau.

- Bao mat da cp trén truy cap bang diéu khién dé ngin ngudi dung trai phép thay ddi cau hinh
chuyén dbi.

- BPDU bao vé dé tat cac giao dién mo rong PortFast-tree khi BPDU dugc nhan dé tranh céac
vong cau trac lién két ngau nhién.

- IP Source Guard han ché luu lugng IP trén cac giao dién khong co 16p, Lép 2 bang cach loc luu
lugng dua trén co s6 dit liéu rang budc DHCP snooping hodc cdu hinh thii cong cac rang budce
ngudn IP.

- SSHv2 cho phép str dung chiing chi sé dé xac thyc giira nguo1 dung va may chu.

- Spanning-Tree Root Guard (STRG) dé ngan chan cac thiét bj canh khong nam trong su kiém
soat cua quan tri mang trd thanh cac nat goc cia giao thirc Spanning Tree Protocol (STP).

- B6 loc giao thire quan Iy nhom Internet (IGMP) dé cung cép xac thuc da huéng bang cach loc
ra nhitng ngudi khong dang ky va gidi han s lugng cac ludng phat da huéng dong thoi ¢o sin
trén mdi cong.

- Phan bd VLAN dong thong qua viéc thuc hién kha nang cua may khach VLAN Membership
Policy Server dé cung cap su linh hoat trong viéc gan cac cong cho cac VLAN. Dynamic VLAN
tao diéu kién cho viéc gan nhanh cac dija chi IP.

Hién tai Saigoncisco dang phan phdi cac bo chuyén mach Switch Cisco chinh hing véi day da
gidy to CO,CQ, Bao hanh 12 thang.
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2.7 Xir Iy cac sw cb ciia Switch

Ban da tumg gép su ¢d trong qua trinh st dung mang va boi r6i khong biét nguyén nhan ciing
nhu cach khac phuc ra sao? Ban phai ton rat nhiéu thoi gian 1én mang tim hiéu nhung van khong
thé biét chinh xé4c 151 va nguyén nhan gip phai? Trong gido trinh nay chia s¢ danh sach bay sy cd
ma nguoi dung cling nhu cac k¥ thuat vién mang thudng gép nhat, nguyén nhan va giai phap cho
ting su cb.

2.7.1 Khong thé lay dia chi IP

Déu hiéu:

- Biéu twong mang trén may tinh hoic laptop hién thi tinh trang khong hoat dong. Hé
diéu hanh canh bao khong nhan dugc dia chi IP tir may chu DHCP. Khi kiém tra trang thai
ctia cong mang, khong thay dia chi nao dugc gan ngoai dia chi 169.254.x.x (day la dia chi
ctia hé diéu hanh Windows tu cap cho may tinh khi khong nhan dugc IP).

- Mat mang gdy cam giac rc ché cho ngudi str dung

Nguyén nhan:

- C6 thé nguyén nhan do may chit DHCP hét quy dia chi, dich vu DHCP & méy cha da
bi v6 hiéu hoa, hay yéu ciu DHCP dugc giri tir thiét bi dau cudi khong dén duoc t6i may
chu.

Giai phap:

Ban can phai luu y xem 15i nay Xdy ra voi tat ca cac may hay chi duy nhat mot may bi. Néu chi
mot ngudi bi 161, nén kiém tra ciu hinh DHCP trén may tram. Sau do, kiém tra cong
mang tuong ing dang thudéc VLAN nao trén switch. Kiém tra thiét bi ctia nguoi dung trén
VLAN tuong tmg c6 nhin duoc dia chi IP hay khong. Néu khong nhan dugc, sy c6 nay co thé 1a
do router khong chuyén tlep cac yéu cau DHCP t6i méy chi. Néu cac may tram lai thudc nhiéu
VLAN khac nhau cting bi 18i, nguyén nhan ltc ndy 1a do chinh may chu DHCP. May chu c6 the
lac nay chua chay dich vu DHCP, hodc khong con quy dia chi. Néu t6 chirc ¢6 nhiéu méy chu
DHCP, 15i nay c6 thé do mét trong s6 nhitng may chil dugc cau hinh khong phii hgp véi hé
théng. Ngoai ra, cting co truong hop do mot AP (Access Point) gia mao, do nguoi dung tu y
mang dén va cam vao h¢ thong mang va cung cap dich vu DHCP gia mao cho hé théng mang.
2.7.2 Hi¢u suit img dung thap

Diu hiéu:

- Céc tng dung hoat dong tré nén cham chap. Man hinh cua nguoi dung co thé bi do,
bi dtrng, khong hoat dong hay bi ngan chin khi truy xudt dit liéu. Thong thudng khi gip
phai 161 nay, nguoi dung s& c6 xu hudng d6 16i cho hé théng mang hoat dong qua cham
hodc kém chit luong

Nguyén nhan:

- Nguoi dung thudng 1Am tuong va doi tai chat lugng hé thong mang. Dé tranh viéc do
16i cho hé théng mang, cac nhanvién IT can phai chan doan, c6 l4p va xac dinh duoc chinh
X4c vung xay ra su co.

- Viécung dung hoat dong khong t6t c6 thé xuat phat tir rat nhidu nguyen nhén, thuong
gip nhét 12 do mdy cau thyc hién tién hanh sao luu dir liéu trong gio lam viée, tir d6 chiém
luong 16n tai nguyén ciia hé thdng mang, 1am giam téc do truy suat co sé dir lidu ctia may
cht va con gdy mit goi trén hé thong mang.

- Pung trén goc do k¥ thuat vién, can xac dinh chinh x4c dugc nguyén nhan su ¢b 1a
do may chu hay do hé théng mang? Pé lam dugc diéu nay, can thu thap dir liéu cac gbi tin
ctia ing dung va tim xem c6 hoat dong truyén lai ndo gitra may tram va may cha khong?
Trong trudng hop c6, dong nghia véi viéc mat goi tin trén duong truyén chinh 1a nguyén
nhan anh hudng to1 hiéu suét ung dung. Con néu khong xuét hién tinh trang truyén lai, két
ndi giita may tram va may cha van duoc thiét 1ap binh thudng, nguyén nhan c6 thé tir cac
van dé tai may chu.
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Giai phap:

- Durat khé tim ra 1 nguyénnhan cua trudng hop nay neu chi dya vao vige phan tich goi
tin, nhung ngudi ta van thuong dung cach nay dé d¢ém s luot truyen lai cac goéi TCP.

- St dung bd dém nay gitp xac dinh s6 lugng goi tin bi mat gilta may tram va may
chii. Tham khao céc thong s6 nhu 16i Ethernet trén switch, router gilta may tram va may
chu cling ¢co thé 1a nguyén nhan gy ra hién tuong mat goi tin.

- Néu khong xuat hién céc 18i trén, nhan vién ki thuat can luu y kha ning mat g61i tin
trén hé thong WAN do viée sir dung vuot qua muc cho phép cua nha cung cap dich vu.
Ngoai ra, cling c6 thé phan tich hiéu suit ing dung nho cac bd cong cu phan tich mang
chuyen nghiép, tir d6 cung cap thong tin tir viéc bat cac goi tin cung voi do phén tich thoi
gian phan hoi tir cac may chu, thoi gian xtr 1y trén may con va ca thoi glan truyen trén hé
thong mang, tu d6 co thé dua ra duoc nhan dinh chinh xac dau 1a nguyén nhan gay ra 16i
hiéu suat mang.

2.7.3 Khong thé két noi dén may chi

DAu hiéu:

- Trén may cua nguoi dung canh bao “Khong thé két ndi dén may chii”. Cac canh bao
nay xuat hién khi nguoi dung st dung nhirng tmg dung nhu CRM hodc e-mail. Nguoi sur
dung thuong cho rang 161 nay xuat hién do mat mang, tuy nhién nguyén nhan khong chi co
vay.

Nguyén nhan:

- Tinh trang nay c6 thé xay ra do nhiéu nguyén nhan khac nhau. Dleu nhan vién ki
thuat cling nhu nguoi dung can quan tam la 16i nay xay ra voi tan suat ra sao? Thudng
xuyén hay chi thinh thoang7 Néu 101 xdy ra thuong xuy€n du mdy tinh da c6 dia chi IP phu
hop, nguyén nhan c6 thé do cac van dé lién quan dén dinh tuyen trén hé thong mang gitra
may chu va may tram, co thé kiém tra dé dang bang viéc kiém tra ‘ping”. Néu 151 xay ra
khong thudng xuyén, ¢ thé do may chil bi qua tai va khong thé phan hoi tat ca cac yéu cau
tor may tram.

Giai phap:

- Trong trudong hop khong phai tir dinh tuyén, nhan vién ki thuat hiy kiém tra lai muc
d6 str dung cling nhu tai nguyén ctia may chi. May chu c6 thé dang qua tai do chay song
song céac tac vu khac nhu viéc sao luu dit liéu khong? Néu khong, hay thir kiém tra luu
luong mang giita may tram va may chi xem ¢ qua tai khong? Phuong thic tot nhat 1a st
dung cong cu SNMP dé giam sat hiéu ning ciia cac két ndi. Ngoai ra, cac 16i Ethernet
(Alignment Error , FCS Error, hay Late Collision) trén router va switch cling co thé 1a
nguyén nhan dan den mat goi tin gilta may tram va may chu.

2.7.4 Cac 16i vé in 4n

Déu hiéu:

- Hé thong in 4n qua mang hoat dong chép chon, khong 6 6n dinh va c6 thé khong hoat
dong tuy nhién may in van hién thi sin sang cho viéc hoat dong.

Nguyén nhan:

- Canxac dinh xem tinh trang nay dién ra tai mot hay nhiéu may tram? Néu chi xay ra
tai mot mdy, co thé do méy tinh khong duoc thiét 1ap phi hop véi viée két ndi téi may in.
Néu khong phai nguyén nhan nay, c6 thé do hé théng mang giita may tram va may in dang
c6 van dé. Mat goi tin ciing c6 thé 1a nguyén nhan gy ra hién tuong nay.

Giai phap:

- Kiém tra cu hinh may tram xem c6 nhan dugc dia chi IP thich hop dé truy cap dén
may in chu (print server) hay khong? D61 khi, cap nhat trinh diéu khién may in (driver)
cling c6 thé gitp giai quyét hién tuong nay. Nhin chung, hiy chac chan dung lugng mang
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dén va di tur may in phai lu6n dugc dam bao mot cach t6t nhat, ddng thoi cap nhat cac trinh
diéu khién cho tat ca cdc may in thuc hé thong hé thong.
2.7.5 Cap kém chit lwong

Déu hiéu:

- Chatluongkét ndi mang kém, khong dugc dam bao. Nhiéu khi ngudi dung con khong
thé truy cdp mang tir cac may tram hodc luc dugc lic khong, anh hudng dén chat luong
cling nhu ning suit lam viéc.

C6 rat nhiéu loai cap mang kém chat luong, khong dam bao duoc by ban tran lan trén thi truong

Nguyén nhan:

- Gigabit cho may tram hién nay dé tro nén v6 cung thong dung trong cac hé thong
mang. Cong ngh¢ Gigabit can bon doi diy cho mot két ndi, do vay, hé thong cap phai dat
tiéu chuan tir CatSe tr¢ [€n. Vi cac toa nha sir dung cac hé thong mang cii, lau doi thi day
c6 thé noi 1a nguyén nhan hang day dan dén hién tuong chat lugng mang kém. Ngoai ra,
day cap bi thdo xoan quéa nhiéu (khi bAm dau hay kétndi vao thanh ddundi) hoic cap khong
phai 14 loai cap chuyén dung nhung van phai hoat dong trong cac méi trudng khic nghiét
nhu: ngoai tro1, moi trudng dé gay nhiéu, nhiét do cao,...

Giai phap:

- Trong hau hét truong hop, giai phap don gian nhat 1a thay thé loai cap dang su dung.
Néu 15i 1a do thao xodn cap qua muc, nhan vién ki thuét can tién hanh bam lai dau két ndi
va kiém tra bang b may test cap mang LAN s& giai quyét duoc van dé nay. Néu do hé
thong cap da 161 thoi, khong thé hd trg cac cong nghé méi nhu Gigabit hay PoE (Power
over Ethernet), nén cin nhic viéc thay thé bang hé thong mang st dung mang CatSe, Cat6
hodc hon. Trong truong hop nay, nhan vién ki thut va nguoi ding c6 thé lién hé tryc tiép
voi cac don vi chuyén phéan voi cap mang dé duoc tu van tot nhat.

- Hién nay, Cong ty C6 phan Vién Thong Xanh Viét Nam dang 1 mot trong nhiing
don vi chuyén cung cap cac san pham cap Cat5e va Cat6 ciing nhu thiét bi mang chinh
hang uy tin hang dau Viét Nam véi cac thuong hiéu nhu: AMP, Alantek, LS Vina, ADC,
Goldenlink,...dé ngudi dung c6 thé da dang trong viéc lua chon va sir dung theo dung nhu
ciu va muc dich cta hé théng mang cua minh.

2.7.6 Ldi DNS

Dau hiéu:

- Nguoi dung khong thé két nbi Internet hodc cac ing dung. Hé thong mang hién thi
khong thé két ndi.

Nguyén nhan:

- May tram khong thé phan giai tén cua may chu nén khong thé gtri dugc cac yéu cau
két ndi. Nguyén nhén thuong do cau hinh DNS trén may tram khong tu’0ng thich, may chu
khong thé phén giai duoc cac yeu cau DNS duoc giri t61 (do cac yéu cau nay khong nam
trong co so dir liéu), hay do mat goi tin trén duong truyén. Do DN 1a mot giao thirc loai
UDP nén cic goi tin bi mat khéng duoc truyén lai. Pay 13 nguyén nhan co ban dan dén 15i
DNS.

Giai phap:

- Nguoidung can kiém tra lai cau hinh DNS may tram. Néu cau hinh khong pht hop,
can ciu hinh lai cho may tram hodc cu hinh lai may chit DHCP nham muc dich cung cap
thong tin chinh xac cho may tram. Kiém tra may chu DNS ttr phia may tram nhleu lan d@é
danh gia dugce tinh trang phan hoi tir may chi, xem c6 xuat hién tinh trang mat g0l nao
khong? Néu c6, hily xem xét ki cac 16i Ethernet giita may tram va mdy chi. Tét nhat nén
thiét 1ap mot cong cu kiém tra lién tuc may chu DNS va ty dong canh bao khi co su cd xay
ra.
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2.7.7 May tram khéong thé két ndi Wi-Fi

Diu hiéu:

- May tram c6 thé phat hién AP nhung khong két ndi vao hé théng Wi-Fi.

- Ldi khong két ndi vai Wi-fi

Nguyén nhan:

- Khong c6 thong tin vé bao mat, nhidu hodc diém chét déu c6 thé dan t&i van dé nay.
Vi hé théng mang khong day 1a v6 hinh nén rat kho trong viée xem xét va kiém tra trir khi
co cong viéc cu thé.

Giai phap:

- Str dung cong cu giam sat mang khong day dé do ludng d6 manh, yéu cia tin hiéu tai
ving anh hudng, néu cé thé, hdy khao sat ca céac Vl‘mg lan can, tim kiém cac AP kh()ng
chinh thirc hay AP ¢6 tinh mao danh — la cac AP ma ngudi dung mang vao str dung ma
khong c6 su cho phép tir cac nha quan tri mang. Cac AP nay c¢6 thé dugc ciu hinh chong
I&n cac kénh Wi-Fi hién c6 va gay anh huong dén chat lugng Wi-Fi. Kiém tra cac nguodn
c6 thé gy nhidu xung quanh cac AP nhu tir 10 vi song hay dién thoai khong day. Kiém tra
tién trinh két ndi dén AP cua may tram, xac dinh 16i xuat hién & budc nao

Két ludn
Trén day la danh sach bay su ¢d nguoi dung thuong gip nhat khi st dung mang hién nay. Trong
nhiéu truong hop, cac sy ¢ doanh nghiép gép phai thuong tap trung ¢ mot hodc hai nguyén
nhan phd bién, va da duoc giai quyét. Tat ca cac nguyén nhén trén déu duoc tong hop tir thuc té,
trong giao trinh nay hy vong s€ gitip cho nguoi dung hodc cac nhén vién ki thuat chu dong hon
trong vi¢c khac phuc cac su ¢6 h¢ thong mang xay ra.

Cau hoi on tap

1. Hay néu céc bude khoi dong mot Cisco 108 switch;

2. Nhan dang va doc cac 16i dén trén switch phan anh dién kién 1am viéc cua switch;
3. M6 ta cac két qua hién thi cta qua trinh khéi dongtrén switch;

4. Pang nhap vao Cisco 10S switch;

5. CAu hinh switch béng CLI, kiém tra hoat dong ban dau cua switch;

6. Quan ly bang MAC cua switch va ghi lai cac dia chi MAC
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BAI 6. MANG CUC BO AO
Gidi thi¢u:

VLAN la cum tir viét tit cua virtual local area network (hay virtual LAN) hay con duoc
goi la mang LAN ao. VLAN la mot ky thuat cho phép tao 1ap cac mang LAN doc 1ap mét
cach logic trén cung mét kién tric ha tang vat ly. Viéc tao lap nhiéu mang LAN ao trong
cung mot mang cuc bo (gitta cac khoa trong mét truong hoc, gitra cac cuc trong mot cong
ty,...) gitip giam thiéu mién quang bé (broadcast domain) ciing nhu tao thuan loi cho viéc
quan ly mét mang cuc bo rong 16n. VLAN tuong duong nhu mang con (subnet).

1. Muc tiéu cta bai

- Mo ta dugce chic ndng cua mang 40 VLAN;

- MO phdng duoc vai tro cua Switch trong VLAN;

- Trinh bay dugc lgi ich cua VLAN;

- Thlet 1ap dugc cac VLAN;

- Trién khai dugc VTP, OSPF va EIGRP;

2. N0i dung bai
2.1 Trién khai VLANSs va Trunks
2.1.1. Khai niém

VLAN (Virtual Local Area Networks) dugc st dung dé chia 1 mang vat ly thanh nhiéu
mang con nho tuy muc dich su dung.

Tiéu chuan ma VLAN sur dung la IEEE 802.1q

Mdi mot VLAN duoc gan mot id cu thé cé gid tri tir 1-4094 trong d6 id bang 1 thuong
duoc sir dung dé quan Iy vi vay khong nén st dung id nay cho cac VLAN méi cua ban .
2.1.2 Céu hinh VLAN,TRUNK trén Switch Cisco
Trong gi4o trinh ndy s& huéng dan co ban cho cac ban cau hinh VLAN, Trunk trén don Switch
2.1.2.1 Céu hinh VLAN

Truy cip va kiém tra VLAN hién c6

- Switch>enable

- Switch#show vlan

Tao VLAN

- Switch# configure terminal

- Switch(config)# vlan 10

- Switch(config-vlan)# name vlan10

- Switch(config)# vlan 20

- Switch(config-vlan)# name vlan20

Switch(config-vlan)# exit

Xoa VLAN

- Switch(config)# no vlan 10

Kiém tra VLAN vira tao

- Switch# show vlan

Tién hanh xac dinh port ma Server, thiét bi can access VLAN tién hanh cau hinh

VLAN cho port dé

- Switch(config)# interface range FO0/1-F0/2

- Switch(config-if-range)# switchport access vian 10

- Switch(config)# interface FO/3

- Switch(config-if)# switchport access vlan 20
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2.1.2.2 Mot dwong két néi mudn sir dung nhiéu VLAN trén nay thi sao? Trunking
thoi chir sao nira?

Céu hinh trunking trén SW Cisco

- Truy cap

+ Switch>enable

Xac dinh port muon ciu hinh trunking

- Switch# configure terminal

- Switch(config)# interface FO/3

Thao tic cAu hinh nhw sau

- Switch(config-if)# switchport trunk encapsulation dotlq

- Switch(config-if)# switchport mode trunk

- Switch(config-if)# exit
2.1.2.3 Switch port, VTP, InterVLAN Routing
O phan 2.1.2.1va 2.1.2.2 ching ta da ciu hinh dugc co ban vé VLANSs va Trunk trén don
Switch. Thyce ra doi véi moi trudng thuc té thi viée cau hinh con phue tap hon vi n6 két noi dén
nhiéu SW5, router khac nhau nira.
Viéc dong bo dir liéu VLANs duoc céu hinh glua céc thiét bi 1 can thiét nhung n6 khong nam
trong pham vi ctia gi4o trinh ndy, cac ban c6 thé tham khao cu thé tai cac trang mang vé Céu
hinh Switch port, VLANS, Trunk, VTP, InterVLAN Routing
2.1.3. Céu hinh trén Windows Server dé nhin VLAN
Déi voi interface két ndi dén port trén Switch 1a access vlan X thi don gian chi can dat IP cho
Server thoi, khong phai thao tac gi khac.
Déi voi interface két ndi dén port trén Switch 1a mode trunk thi chiing ta phai thuc hién cau hinh
nhu sau
Mo Run gé devmgmt.msc dé mé Device Manager

= Run -

=== Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Opern: | devmgmt.msd| w |

¥ This task will be created with administrative privileges.

| QK | | Cancel | Browse...

Hinh 6.1 C4u hinh trén Windows Server dé nhan VLAN

Trong Device Manager click chudt phai vao NIC két nbi dén Switch chon Properties
= Device Manager |;|£-
TIEEEELE

- Canh-test-wn
p (M Computer

a4 ¥ Network adapters
&* Red Hat VirtlO Ethernet Adapter

b ¥ Ports (COM & LPT) Update Driver Seftware...

I = Print quewes Disable

3 q Processors Uninstall

b 43 Storage controllers

b (B System devices Scan for hardware changes };

b @ Universal Serial Bus controllers I Properties I

Opens property sheet for the current selection.

Hinh 6.2 Céu hinh trén Windows Server dé nhan VLAN
Click vao Advanced tab kéo xuéng chon VLAN ID set gia tri ID VLAN

5 SW: Switch
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https://blog.cloud365.vn/windows/linux/other/huong-dan-cau-hinh-vlan-trunking/
https://blog.cloud365.vn/windows/linux/other/huong-dan-cau-hinh-vlan-trunking/

Red Hat VirtlO Ethernet Adapter Properties -
| General Driver | Detais | Events | Resources |

The following ies are available for this network adapter, Click
the: property you wal to change on the left, and then select its value
on the night. 1

Property: Value:

Maimum Mumber of RSS Gueues | -, Jdl e |
Offload. Fx Checksum =
Offioad. Tx Checksum "
Officad. T LSO 3
Priorty and VLAN tagging
Receive Side Scaling

Recv Segment Coalescing (IPv4)
Recv Segment Coalescing (IPvE)
TCP Checksum Offload (IPv4)
TCP Checksum Offload (IPvE)
TestOnly RXThrottle

LIDP Checksum Offioad (IPvd)

Cox [ G |

Hinh 6.3 CAu hinh trén Windows Server dé nhan VLAN
Hoan tat cAu hinh
2.2 Cdi tien hi€u suat véi Spanning Tree
Mot mang manh mé duoc thiét ké khong chi dem lai tinh hiéu qua cho viéc truyén cac gbi hoic
frame, ma con phai xem xét lam thé nao dé khoi phuc hoat dong ciia mang mot cach nhanh
chong khi mang xay ra 18i. Trong méi trudng 16p 3, cac giao thirc dinh tuyén st dung con dudng
du phong dén mang dich dé khi con dudng chinh bi 13i thi s& nhanh chdng tin dung con dudng
thi 2. Pinh tuyén 16p 3 cho phép nhiéu con dudng dén dich dé duy tri tinh trang hoat dong cua
mang va ciing cho phép can bang tai qua nhiéu con duong. Trong méi trudng 16p 2 (switching
hoic bridging), khong str dung giao thic dinh tuyén va ciing khong cho phép cac con duong du
phong, thay vi bridge cung cap viée truyén dir liéu gitra cac mang hodc cac cong cuia switch.
Giao thirc Spanning Tree cung cap lién két du phong dé mang chuyén mach 16p 2 c6 thé khoi
phuc tir 16i ma khong can c6 sy can thiép kip thoi. STP dugc dinh nghia trong chuén IEEE
802.1D.
2.2.1 Spanning Tree la gi va tai sao phai str dung né?
Spanning Tree Protocol (STP) 1a mot giao thirc ngan chén su lap vong, cho phep cac bridge
truyén thong voi nhau dé phat hién vong lap vat ly trong mang. Sau d6 giao thirc nay s& dinh rd
mot thudt toan ma bridge co thé tao ra mot cau tric mang logic chira vong lap (loop- free). Noi
cach khac STP s& tao mot cdu tric cdy cta free-loop gdm céc 14 va cac nhanh ndi toan bo mang
16p 2. Vong lap xay ra trong mang voi nhiéu nguyén nhan.
Hau hét cac nguyén nhan thongthuong 1a két qua cua viéc ¢ gang tinh toan dé cung cap kha
nang dy phong, trong truonghop nay, mot lién két hodc switch bi hong, cac lién két hoac switch
khac van tiép tuc hoatdong, tuy nhién cac vong ldp cling co thé xay ra do 16i. Hinh 6.4 biéu dién

mot mangchuyén mach véi cac vong lip ¢d y duoc dung dé cung cip kha ning du phong nhu thé
nao.
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Hinh 6.4 bridging loop trong mang
Hai nguyén nhan chinh gay ra su lap vong tai hai trong mang chuyén mach 1a dobroadcast va su
sai léch ctia bang bridge.
Vong lap broadcast Vong 1ap broadcast va vong lap 16p 2 1a mot sy két hop nguy hiém. Hinh 6.5
biéu dién broadcast tao ra vong lap phan hi (feeidback loop).
ost-

Host-B
Hinh 6.5 khong c6 STP, broadcast tao Feedback loop

Gia st rang, khong c6 switch nao chay STP:

- Budc 1: host A giri mot frame bing dia chi broadcast (FF-FF-FF-FF-FF-FF).

- Budc 2: frame dén ca hai Cat-1 Vé Cat-2 qua cong 1/1

- Budce 3: Cat-1 s€ dua frame qua cong 1/2.

- Budc 4: frame duoc truyén dén tit ca cac nut trén doan mang Ethernet kéca cong 1/2
cua Cat-2.

- Budc 5: Cat-2 dwa frame nay dén cong 1/1 caa nod.

- Budc 6: mot 1an nira, frame xuét hién céng 1/1 cua Cat-1.

- Budc 7: Cat-1 s€ guri frame nay dén céng 1/2 1an hai. Nhu vay tao thanhmdt vong lap
o day.
Chu y: frame nay ciing tran qua doan mang Ethernet va tao thanh mdt vong 1ap theo hudng
nguoc lai, vong lap feedback xay ra ¢ ca hai huong.
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Mot két luan quan trong nira trong hinh 6.5 la vong lap bridge nguy hiém hon nhiéu so véi vong
1ap dinh tuyén. Hinh 6.6 mo6 ta dinh dang cua mét DIXV2 Ethernet frame.

e

6 46-1500
Hinh 6.6 dinh dang cua mot DIXV2 Ethernet frame

DIXv2 Ethernet Frame chi chira 2 dia chi MAC, mot truong Type va mdt CRC.Trong IP header
chta trudng time-to-live (TTL) duoc thiét 14p tai host gbc va né s& duoc giam di 1 mdi khi qua
mot router. Goi s& bi loai bé néu TTL = 0, diéu nay cho phép cac router ngin chin cac datagram
bi “run-away”. Khong gidng nhu IP, Ethernet khong co6 truong TTL, vi vay sau khi mot frame
bét dau bi lap trong mang thi né van tiép tuc cho dén khi ai d6 ngit mot trong cac bridge hoic
ngat mot kién két.
Trong mot mang phurc tap hon mang dugc mo ta trong hinh 6.4, va 6. 5 thi co thé gay ra vong lap
feedback rat nhanh theo ti 1¢ s6 mu. Vi cur mdi frame tran qua nhiéu cong cua switch, thi tong sd
frame ting nhanh rat nhidu. Ngoai ra can phai cha y dén con bao broadcast trén ngudi ding cua
host A va B trong hinh 6.5. Broadcast duge xu 1y boi CPU ¢ tat ca cac thiét bi trén mang. Trong
truong hop nay, cac PC deu cb xir 1y béo broadcast.
Néu ta ngat mot trong sb cac két ndi, thi no tro lai hoat dong binh thuong. Tuy nhién, ngay khi ta
két ndi n6 trd lai thi broadcast s& sirdung 100% CPU. Néu ta khong xir 1y diéu nay ma van tiép
tuc sir dung mang, thi s€ tao ra vong lap vat ly trong mang.Viéc sai 1éch bang bridge.
Nhleu nha quan tri switch/bridge da nhén thirc van dé co ban ciia bio broadcast, tuy nhién ta phai
biét rang tham chi cac unicast frame ciing ¢ thé truyén mai trong mang ma chtra vong lap. Hinh
6.7 md ta diéu nay. , ,

- Budc 1: host A mudn gui goi unicast dén host B, tuy nhién host B da ro1 khdi mang,
va dung véi bang bridge cua switch khong c6 dia chi cua host B.

- Budc 2: gia sir rang ca hai switch déu khong chay STP, thi frame dén cong1/1 trén ca
hai switch.

- Budc 3: vi host B bi down, nén Cat-1 khong c6 dia chi MAC (BB-BB-BB-BB-BB-
BB) trong bang bridge, va n6 tran frame qua cac cong. o

- Budc 4: Cat-2 nhan dugc frame trén cong 1/2 . Co6 2 van dé xay ra:

- Budc 5: Cat-2 tran frame vi né khong hoc dia chi MAC BB-BB-BB-BB-BB-BB, diéu
nay tao ra feedback loop va lam down mang.
Cat-2 chuy réng, no chi nhan mot frame trén céng 1/2 v6i dia chiMAC 1a AA-AA-AA-AA-AA-

AA. N6 thay ddi dia chi MAC cuia hostA trong bang bridge dan dén sai cong.
Host A

Dest MAC Source MAC

- o~ 4
| |
| +@ 2w |®
« ®
* Bang Bridge
12 1/2 Aw . ng dg {
(@) MAC Port
L 3 ’ AA-AA-AA-AA-AA-AA——O
: » - 1 AA-AA-AA-AA.AAAA 1

Host B
Hinh 6.7 frame unicast ciing c6 thé gay ra Bridging Loop va lam sai 1énh bang bridge
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Vi frame bi lap theo huéng nguoc lai, nén ta thay dija chi MAC cua host A bi 1an gitra
cong 1/1 va 1/2. Biéu nay khdng chi lam mang bi tran véi cac goi unicast ma con sira sai
bang bridge. Nhu vay khéng chi cé broadcast mai lam hu hai mang.

2.2.2 Hai khai niém co ban cia STP

Viéc tinh toan Spanning Tree duwa trén hai khai niém khi tao ra vong lap logic trong cau triic
mang d6 1a: Bridge ID (BID) va chi phi duong di.

Bridge ID (BID) ‘

BID 1a mot trudng c6 8 byte, n6 gébm c6 2 trudng con dugc miéu ta nhu hinh 6.8 sau:

o BID -8 Bytes .
Bridge MAC
Priority
€« »>
2 Bytes 6 Bytes
Range: 0-65,535 From Backplane/Supervisor
Default 32,768

Hinh 6.8: hai truong ctia BID
Trong do:

- Dia chi MAC: ¢6 6 byte dugc gan cho switch. Catalyst 5000 va 6000 st dung mot
trong s cac dia chi MAC tir ving 1024 dia chi gan cho mdi giam sat vién (supervisor) va
bang ndi da ning (backplane). Pia chi MAC trong BID str dung dinh dang hexa.

- Chu y: mot vai Catalyst 1ay dia chi MAC tir module giam sat (nhu Catalyst 5000) va
liy dia chi khac tir backplane (nhu Catalyst 5500 va 6000)

- Bridge Priority: 1a d§ uu tién bridge c6 2 byte tao thanh 216 gia tri tir 0-65.535. Do
uu tién bridge co6 gid tri mac dinh 1a gia tri & khoang gitra(32.768). Chu y: ta chi tap trung
vao phién ban IEEE cua giao thirc Spanning Tree.

- Mic du vé co ban 13 nhu nhau nhung c6 mot vai diém khac biét gitta IEEE STP va
DEC STP nhu DEC STP sur dung 8 bit Bridge priority. Chi phi duong di Bridge st dung
khai niém chi phi dé danh gia cac bridge khac. 802.1D dinh nghia chi phi 1a 1000 Mbps
bang cach chia bang thong cua lién két.

- Vi du nhu mot lién két10BaseT c6 chi phi 1a 100 (1000/10), Fast Ethernet va FDDI
su dung chi phi 1a 10(1000/100). Tuy nhién véi viéc gia tdng ctua Gigabit Ethernet va OC-
48 ATM (2,4Gbps),thi chi phi dugc luu trir 1a mot gid tri nguyén ma khong phai 1a phan
s6. Vi du nhu két qua OC-48 ATM trong 1000/2400 Mbps=41667 bps, mdt gi tri chi phi
khong hop €.

- Do d6 céc chi phi 16n hon hoac bang 1 Gbps thi ¢6 chi phi 1a 1, tuy nhién diéu nay
ngancan STP lua chon chinh xac “con duong t6t nhat” trong mang Glgablt Dé giai quyet
tinh trang khé xr nay, IEEE quyét dinh sira d6i chi phi dé st dung tinhco dan khong tuyén
tinh. Bang sau cho ta mdt danh sach gia tri chi phi moi.

Béng thong Chi phi STP
4 Mbps 250

10 Mbps 100

16 Mbps 624

5 Mbps 39

100 Mbps 19

155 Mbps 14

622 Mbps 6
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1 Ghps 4

10 Gbps 2
Gia trj trong bang trén duoc chon can than dé so d6 hoat dong cii va mai c6 téc do lién

két nhanh nhu hién nay. Mot diém chi y 12 gia tri chi phi STP cang thap cang tét.

2.2.3 Cac budc ra quyét dinh cia STP

Khi tao ra cau tric mang logic chara vong lap (loop-free) thi Spanning Tree luén dung
trinh tu bdn buéc sau:

+ BID gbc (Root BID) thap nhat.
+ Chi phi dudng di dén Bridge goc thap nhat.
+ BID cua nguoi gui thap nhat.

+ ID cua cong (PortID) thap nhat.

Bridge trao doi thong tin Spanning Tree véi nhau, su dung frame xac dinh la don vi dix
lic¢u giao thirc bridge (Bridge Protocol Data Unit - BPDU). M6t bridge str dung trinh ty
bon budc nay dé luu mot ban sao cia BPDU tét nhat trén mdi cong. Khi danh gia, né xem
tat ca BPDU nhan duoc trén cong ciing nhu BPDU gri di trén cong d6. Mdi BPDU dén
déu duoc kiém tra theo trinh ty bén budc nay, néu tot hon BPDU hién tai thi né duoc luu
lai cdng do6 va thay thé gi4 tri ci.

Ch y: céc bridge sé& giri BPDU cau hinh cho dén khi nhan nhiéu hon mot BPDU tét.

Thém vao d6, qué trinh luu lai BPDU tét nhat ciing diéu khién viéc giri cac BPDU. Khi
mot bridge 1an dau tién hoat dong, thi tit ca cac cong caa né duoc giri BPDU 2s mét 1an
(day 1 gia tri mac dinh cua bo dinh thoi). Tuy nhién, néu mét cdng ling nghe mot BPDU
tir mot bridge khéc tét hon BPDU ma né giri, thi cong sé ngung gui BPDU. Néu BPDU
nay tir mot 1an can ngung dén trong mot khoang thai gian (20 s 1a mac dinh) thi cong tiép
tuc giri BPDU lai lan nira.

Chay: ¢6 2 loai BPDU la BPDU ciu hinh va BPDU thdng bao thay doi cu triic mang
(TCN).

2.2.4 Su hoi tu STP ban dau (Initial STP Convergence) o ,

Phan nay ta sé xem xét thuat toAn ma STP sir dung dé hoi tu lan dau tién trén cau tric
mang logic chira vong lap (loop-free). Mac di c6 nhiéu khia canh STP, nhung sy hoi tu
ban dau duoc phan nho thanh ba buéc sau:

- Quyét dinh mot bridge gbc (Root Bridge).

- Quyet dinh cong goc (Root Port).

- Quyet dinh cong dugc chi dinh (Designated Port).

Khi mot mang khai dong lan dau, tat ca cac bridge théng bao thong tin BPDU mét cach
16n xon. Tuy nhién, cac bridge nay s& lap tic ap dung trinh ty bén buéc (6 phan 3.1.3).
Mot bridge gbc dugc quyét dinh dé hoat dong nhu 13 “trung tdm cta van vat” d6i véi mang.
T4t ca cac bridge con lai tinh toan viéc thiét 1ap cac cong gdc va céc cdng chi dinh dé xay
dung cu tric mang chua loop-free. Két qua 1a bridge gdc giéng nhu mot hub véi céc
duong di loop-free ra bén ngoai. Khi mang c6 trang thai 6n dinh, thi bridge gbc s& giri cac
BPDU dén mdi doan mang.

Sau khi mang hoi tu trén cau tric mang loop-free, néu c6 thém su thay doi thi s& strdung
qué trinh thay di cau tric mang.
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Hinh 6.9 1a md hinh cia mot mang switch/bridge. Mang nay gém c6 ba bridge két néi
thanh mot vong lap. Mdi cau ndi dugc gan mot dia chi MAC khong c6 that twong tng véi
tén thiét bi (vi du nhu Cat-A sir dung dia chi MAC 12 AA-AA-AA-AA-AA-AA),

MAC=A44-44-44-44-44-A4

MAC=EB-BE-BEE-BB-BEE-BE I ‘ MAC= OO CCOCOCCC

Hinh 6.9: m6 hinh mang str dung STP

Buéc 1: quyét dinh mot bridge géc.

- Pautién cac switch can chon mot bridge gbc bang cach tim bridge c6 BID thap nhat.

- Chuy: nhleu tai liéu st dung tinh uu tién cao nhat khi néi dén ket qua cua qua trinh
chon bridge goc Tuy nhién, bridge v&i tinh uu tién cao nhat thuc té c6 gia tri thap nhat.
Dé tranh nham 13n, tai liéu nay ludn dé cap dén gia tri thap nhat.

- Nhu dé néi dén & phan trén BID 1a mot dinh danh 8 byte dugc chia thanh 2 truong
con la Bridge Priority va dia chi MAC tir nguoi gidm sat (supervisor) hodac backplane. Tro
lai hinh 3.6, ta thiy Cat-A c6 BID mic dinh 1a 32.768 va dja chi MAC 1a AA-AA-AA-AA-
AA-AA.Cat-B 14 (32.768, BB-BB-BB-BB-BB-BB) va Cat-C la (32.768, CC-CC-CC-CC-
CC -CC). Vi ca ba bridge déu str dung Bridge Priority 13 32.678 nén dia chi MAC thap
nhat 1a AA-AA-AA-AA-AA-AA va Cat-A tré thanh Bridge goc. Hinh 6.10 mé ta qua trinh
nay.

- Chay: gia tri BID ciing 14 thdp nhat.

Tiit cd nghe 15i [
-~ BID=
W AA-AA-A4-A4-44-44

1
1M

22768,

12

[32678

CCCCCC-CCOCOC

22768
BID= [ |
BE-BE-BB-B5-BE-BE 17 e

|
Hinh 6.10: chon Bridge Root
- Nhung lam thé ndo cac bridge biét duoc Cat-A c6 BID thap nhat? D6 la do viéc trao
d6i cac BPDU. Bridge st dung BPDU danh riéng dé thay d6i cau triic mang va thong tin
Spanning Tree 1an nhau. Cac BPDU duoc gtri mac dinh 2s mot lan. Cac BPDU 4 luu lugng
bridge-to-bridge, n6 khong mang luu luong end-to-end. Hinh 6.11 mo ta cac phan co ban
cua mot BPDU.

Root BID <— cha biét bridge géc

Root Path Cost | <« cho biét chi phi duing d ciia bridge géc

Sender BID «— cho bidi B-ID ciia bridge givi BPDU ndy

Port ID «— cha biét BPDU dén tir pert néo
ciic bridge giii

Hinh 6.11: cac thanh phan co ban ciia BPDU
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- Muc dich viéc chon bridge gdc chi lién quan dén trudng Root BID va Sender BID.
Khi mot bridge phat ra mot BPDU 2s mt 1an, ngay tire khic né sé xac dinh bridge goc dua
vao truong Root BID. Bridge nay luén dat BID cua chinh n6 trong Sender BID.

- Chay: RootBID 1a ID ctia bridge gdc hién tai, trong khi Sender BID 1a ID ctia bridge
cuc bd hoac switch.

- Khi bridge khoi dong lan dau tién, né luon ludn dat BID trong ca hai truong Root
BID va Sender BID. Gia sir rang, Cat-B khoi dong dau tién va bit dau giri cac BPDU thong
bao chinh né 1a Bridge gdc 2s mot 1an. Mot vai phut sau Cat-C khoi dong va thong bao
chinh no 1a Bridge gbc. Khi BPDU cua Cat-C dén Cat- B, Cat-B s& loai b6 BPDU vi nd ¢6
B-ID thap hon duogc luu trén cac cong cta nd. Ngay lap tac Cat-B truyén BPDU, Cat-C
biét duoc la gia dinh ban dau ctia n6 1a sai. Tai thoi diém d6, Cat-C bat dau gul BPDU véi
Root BID 1a B va Sender BID la C. Bay gio mang chap nhan B la Bridge goc.

- Nam phut sau do, Cat-A khoi dong, né gia su rang n6 la bridge goc va bat dau quang
ba diéu nay trong BPDU. Ngay lap tirc cac BPDU dén Cat-B va C, cac switch niy sé&
nhudng bridge gdc lai cho Cat-A. Bay gid tat ca 3 switch déu giri cac BPDU thong bao
Cat-A 12 bridge gdc va chinh né 1a Sender BID.

Budc 2: chon cdng goc.

- Saukhi xac dinh dugc bridge gbc, thi cac switch s& chuyen qua chon cong goc. Cong
goc 12 mot cong trén bridge cuc bd. Mbi brigde (trir bridge gbc) phai lwa chon mét cong
goc.

- Chu y: Mdi bridge (trir bridge gbc) sé& lwa chon cong gdc.

- Bridge s& str dung khai niém chi phi dé xét cong goc. Cu thé 1a cac bridge theo ddi
chi phi dudng di gdc, chi phi tich ity cua tit ca cac lién két dén bridge gbc. Hinh 3.9 mo
ta lam thé nao tinh toan qua nhiéu bridge va két qua cta viéc quyét dinh cong gdc.

- (1): khi Cat-A (bridge gbc) giri cac BPDU, thi n6 chtra chi phi dudng di gde 14 0.

- (2): khi B nhan cac BPDU nay, n6 thém vao chi phi dudng di cua cong 1/1vao chi
phi dudng di gbc chta trong BPDU nhan. Gia st raing mang dang chay switch Catalyst
5000 c6 ma 16n hon phién ban 2.4 va ba lién két trong hinh 6.12 déu la Fast Ethernet. Cat-
B nhan chi phi dudng di gbe 14 0 va thém vao chi phi cia cong 1/1 1a 19,

- (3): sau d6 Cat-B sir dung gia tri 19 va giri BPDU véi chi phi duong di gbc 1a 10 ra
cong 1/2.

- (4): khi Cat-C nhan BPDU nay tir B, thi n6 ting chi phi duong di gdc thanh 38
(19+19).

- (5): tuy nhién Cat-C ciing nhan BPDU tir bridge gbc trén cong 1/1. Cat-C s& thém
vao cong 1/1 véi chi phi 14 0, va ngay lap tirc né tang chi phi 1én 19.

(6): Cat-C thay chi phi duongdi goc la 19 trén cong 1/1 va 38 trén cong 1/2, n6 quyét
dmh cong 1/1 1a cong goc (chon gia tri nho nhat).

(7): sau d6 Cat-C bat dau quang ba chi phi duong di gbc véi gia tri 19 dén cac switch
xu@idbng.
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Hinh 6.12 : chon Root Port
Hinh 6.12 biéu dién Cat-B tinh toan va chonra cong 1/1 1a cong gde véi chi phi 1a 19, va
chu ¥ 1a khi mot cong nhan BPDU thi chi phi s& tang dan.

- Chuy: Chi phi STP duoc ting khi mot cong nhan BPDU, chir khong phai vi n6 duoc
guri ra khoi cong. Vi du nhu, cac BPDU dén trén cong 1/1 cta Cat-B véi chi phi 1a 0 va
tang lén 19 bén trong Cat-B.

- Sy khac nhau gitta chi phi duong di va chi phi duong di gbe.

- Chi phi duongdi 1a gia tri dugc gan cho moi cong, nd duge thém vao cac BPDU duoc
nhan trén cong d6 dé tinh toan chi phia duong di goc.

- Chi phi duong di gbc 1a chi phi tich luy dén bridge goc. Trong BPDU, day la gia tri
cua truong chi phi. Dm v6i mot bridge, gia tri nay duge tinh bang cach cong cac chi phi
duong di clia cac cong nhan véi gia tri chtra trong BPDU.

Budc 3: quyét dinh cong duoc chi dinh.

- MJdi doan mang trén mot bridge c6 mot cong dugc chi dinh, cong nay o chirc ndng
nhén va gui luu lugng dén doan mang kia va bridge gbc. Néu chi c6 mot cong nam giir lru
lugng trén mdi lién két, thi tit ca vong lap bi phé bo. Bridge chtra cong duoc chi dinh duoc
goi la designated bridge cho doan mang do.

- Viéc lua chon céng duogc chi dinh cling dya trén chi phi tich iy ctia duong di géc
dén bridge gdc (hinh 6.13).

[ MyRootPath | /Rooty ( My Root Pan )
\Cost=0 ¥4 \Bndge 2 Sost:O
=N ~— =
Segmentt ~~ __ Segment2
171 12
s A v\n,,\v-\_
—— Designated Designated sa—
/ ™ Port Port
{ My Root Path ) ( My Root Path )
\ Cost=19 \Cost=19 4
—— ) e
N R 1| =
> T B - 08
7 | T= ) RN
et ~ Designated g —
l/ My Root Path ) Port (" My Root Path
Cost_19 J \_Cost=19 /)
Segment 3

Hinh 6.13: chon Designated Port
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- Pé xac dinh céng duoc chi dinh, ta hiy nhin vao mdi doan mang. Pau tién la doan 1,
lién két giita Cat- A va B ¢6 2 cong la Cat-A: cong 1/1, va Cat-B: cong 1/1. Cong 1/1 clia
Cat-A c6 chi phi dudng di gbc 1a 0, va cong 1/1 ctia B 1a 19 (gia tri 0 duoc nhan trong
BPDU tir A cong véi chi phi duong di duoc gan cho cong 1/1 cta B). Vi cong 1/1 cia A
c6 chi phi duong di thip hon nén no tré thanh céng duge chi dinh d6i voi lién két nay.

- Pdi v6i doan mang 2 (kién ket gitra Cat-A va C), tuong ty cong 1/2 ctia A tr¢ thanh
cong duoc chi dinh. Chi ¥ 1a mdi cong hoat dong trén bridge gbc déu tro thanh cong duogce
chi dinh.

- Bay gid hiy xem doan 3 (lién két giira Cat-B va C), ca hai cong 1/2 ctia B va 1/2 cua
C déu c6 chi phi duong di gbc 1a 19. Pay 1a mot sy han ché, va STP thuong sir dung trinh
tu bon budc dé quyet dinh:

+ B-ID gbc thap nhat.

+ Chi phi dudng di dén bridge gdc thap nhit.
+ Sender BID thap nhat.

+ ID ctia cong thip nhat.

- Trong vi du & hinh 6.13, tat ca cac bridge déu tan thanh Cat-A 1 Bridge gbc, ca B va
C déu c6 chi phila 19, nén ta sé& 1y yéu t6 BID dé quyét dinh. BID cta B 1a (32.768.BB-
BB-BB-BB-BB-BB) v ctia C 1a (32.768.CC-CC-CC-CC-CC-CC), do d6 cong 1/2 ciia B
la Céng duoc chi dinh cho doan 3.

- Vi du trong mét mang chira 15 switch va c6 146 doan mang (m(:)i céng la mot doan
mang duy nhat), s6 thanh phan STP hién c6 13

Céc thanh phan STP S6
Bridge goc 1
cong goc 14
Cong dugc chi dinh 146

Bang 3.2: Cac thanh phan STP trong mang c6 15 switch va 146 doan mang

- Tétca cac quyet dinh STP déu dua trén mét trinh ty nhu da dé cap:

+ BID gbc thap nhit.

+ Chi phi duong di dén bridge gdc thap nhét.
+ Sender BID thap nhét.

+ ID ctia cong thip nhat.

- Khi mot céng nhan BPDU no6 sé€ so sanh vdi cac BPDU nhan duoc trén cac céng khac
(cting nhu BPDU dugc gui trén cong d6). Chi BPDU t6t nhat méi dugc luu lai. T6t nhat
day c6 nghia la gia tri thap nhat (vi du nhu BID thap nhat tré thanh Bridge goc gia tri thap
nhat cling duge su dung dé chon cong gbc va ~cong dugc chi dinh). Mot cong s€ ngung
truyén BPDU néu n6 nghe dugc mot BPDU t6t hon BPDU ciia no.

2.2.5 Céc trang thai cia STP

Sau khi bridge phan chia dwgc cac cong nhu cong géc, cong duoc chi dinh va cong
khdng dugc chi dinh, thi viéc tao ra cau tric mang chira loop-free khong phuc tap 1am,
cong gbc va cCdng dugc chi dinh chuyén tiép luu lwgng, trong khi cdng khéng duoc chi
dinh thi khoa luu luong. Viéc chuyén tiép va khoa chi 1a 2 trang théai théng thuong trong
mang, bang 3.3 mé ta 5 trang thai caa STP.

Trang thai Muc dich
Chuyén tiép (forwading) Gui va nhan dit liéu nguoi ding
Hoc hoi (learning) Xay dung bang bridge
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Ling nghe (listening)

Xay dung ciu tric mang “active”

Khda (blocking)

Chi nhan cac BPDU

V0 hiéu hoa (disable)

Cac cong bi down

Bang 3.3: Cac trang thai cua STP

Trang thai “disable” cho phép ngudi quan tri mang quan ly viéc nguirng hoat dong cua
mét cong. Sau khi khai tao, cac cong bat dau trong trang thai “blocking” dé lang nghe cac
BPDU.

Do sy da dang cuia cac sy kién ma bridge truyén trong trang thai “listening” (vi du nhu
mot bridge nghi n6 1a bridge goc ngay sau khi khai dong). O trang thai nay, khong cé dir
lieu ngudi ding duoc truyén qua, tic 1a cong dang guai va nhan cac BPDU dé ¢d gang tao
cau tric mang hoat dong. Trong trang thai “listening” s& sir dung ba buéc hoi tu da noi ¢
trén, cac cong bi mat quyén cong dugc chi dinh s& tré thanh cong khdng duoc chi dinh va
trg lai trang thai “blocking”.

Cac cong duoc chi dinh va cong gdc sau 15s (gia tri mac dinh cua bo dinh thoi) s8
chuyén qua trang thai “learning”. Trong khoang 15s khéc, bridge van khong chuyén céc
frame ctia ngudi dung qua, ma xay dung bang bridge cua nd. Khi bridge nhan frame, né
dua dia chi MAC va cong vao bang bridge. Trang thai “learning” s& giam bat s lwong tran
ngap khi viéc chuyén tiép dir liéu bat dau.

Chu y: Trong viéc luu trit dja chi MAC va théng tin cong, cac Catalyst hoc cac thdng
tin nhu VLAN nguon.

Néu mot cong van 1a cong dugc chi dinh hay cong géc o khoang thoi gian cubi cua trang
thai “learning”, thi cong chuyén qua trang thai “forwading”. O trang thai nay, nd bat dau
giri va nhan céc frame caa nguoi ding. Hinh 6.14 mo ta trang thai cac cong va viéc chuyén
trang thai.

Trang thdi port:
(1): Ma port hodc khai tao port
(2): Khéa port hodc port bi hong
(3): Chon Root Port hodc Designated Pors
{4): Ngung chon Root Port hodc Designated Port
(5): Bdt bé dinh thoi chuyézn liép.

Trang thai Cisco-Specific

(6): PortFast
(7): UplinkFast

¥ ¥ Q@ [ /(@ v |
: L @ o
Disabled (Blocking |< 4

orDown |¥——— 2
-, ey N 7~ ]
F». 5 \21' A N(7)

\
N\

(

()~ ¥

3 ) Y s \r—..‘-"
< S| Forwarding |

Hinh 6.14: trang thai cac cong va hoat dong chuyén trang thai
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Hinh 6.15 biéu di&n mang véi sy phan chia cong va danh sach cac trang thai. Cha y 1a
tat ca cac cong déu chuyén tiép trir cong 1/2 cua Cat-C.

Root
Bridge

Segment 1 ® M 1/2 @) Segment 2
©P)

i/2

1/2

(F)|(P) (NDP) | (B) <— Blocking
Segment 3

Hinh 6.15: so d6 mang véi cac cong duoc dinh danh
Trang thai/céng Ky hiéu
Blocking B
Forwading F
Cong duogc chi dinh DP
Cong gbc RP
Cong khéng dugc chi dinh NDP

Bang 3.4 : Cac trang thai STP va céc ky hiéu cong
2.2.6 B dinh thoi gian STP
Mot bridge trai qua 15s & mdi trang thai “listening” va “learning”. STP dugc diéu khién
boi ba bo dém thoi gian (timer) nhu trong bang 3.5.

Timer Muc dich Gl mac
dinh
Hello Timer _KhOanA’g thoi gian guai cac BPDU cau hinh gui bai 26
Bridge goc
Forward Delay | Thoi han ¢ trang thai Listening va Learning 15s
Max Age Thoi gian luu trir BPDU 20s
Bang 3.5: STP Timer

Vidu: gia strrang lién két doan 3 trong hinh 3.12 sir dung mét hub va cong 1/2 cua Cat-
B truyén ra ngoai. Cat-C khéng thdng béo 13i lién vi n6 van dang nhan lién két Ethernet tir
hub. Cat-C chi théng bao 1a cac BPDU ngirng dén. Sau 20s (Max Age), thi cong 1/2 cua
Cat-C lay thdng tin BPDU cii véi cong 1/2 ctia Cat-B la cong dugce chi dinh cho doan mang
3. biéu nay lam cho cong 1/2 ciia Cat-C truyén trong trang thai “listening” dé ¢b gang tro
thanh cong duoc chi dinh. Vi vay cong 1/2 cua Cat-C cung cap truy cap tét nhat tir bridge
gbc dén lién két ndy, nén nd chuyén sang trang théi “forwarding”. Nhu vay, Cat-C mat 50s
(20s Max Age + 15s Listenning + 15s Forwarding) dé vuot qua sau khi cong 1/2 trén Cat-
B bi 16i.
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Trong truong hop nay, céac bridge c6 thé phét hién sy thay doi cau tric mang trén cac
lien két két ndi truc tiép va ngay 1ap tic chuyén sang trang thai “listening” ma khong can
cho thoi gian Max Age. Xem vi du trong hinh 6.16.

Root
Bridge

&<
Hinh 6.16: 16i xay ra trén lién két gitta Root Bridge va Root Port cua Cat-C N

Trong truong hop nay, cong 1/1 caa Cat- C bi 16i, vi lién két trén cong goc cting bi 10i
nén ngay lap tic cong 1/2 cia Cat-C chuyén sang trang thai “learning” dé tré thanh cong
gbc mai thay vi cho 20s roi méi lay thong tin cii. Diéu nay 1am cho thoi gian hoi tu STP
giam tir 50s xubng 30s (15s listening + 14s learning).

Cha y: thoi gian hoi tu STP 14 tir 30s dén 50s.

Hai diém quan trong can nhé khi st dung bo dinh thoi STP 1a:

Thi nhat: khdng thay d6i gié tri thoi gian mac dinh khi khdng cé sy can nhic can than.

Thir hai: ta chi duoc sira thoi gian tir bridge géc.
2.2.7 Hai loai BPDU

C6 hai loai BPDU la :

- BPDU cau hinh.

+ BPDU thong bao thay doi cdu traic mang — TCN BPDU (Topology Change
Notification BPDU). o )

+ BPDU cau hinh dugc bat dau boi bridge goc va phat ra trén cac con duong hoat
dong tr bridge goc, con TCN BPDU hudng vé bridge goc d€ canh bao voi bridge goc 1a
cau trac mang mang co su thay doi. ’ ,

+ BPDU cau hinh : cac trudong trong BPDU cau hinh dugc tom tat trong bdang 3.6

Chiéu
Truong dai Y nghia
(octet)
Protocol ID 2 Luén bang 0
Version 1 Luén bang 0
Ty . Cho biét,kiéu BPDU
BPDU cau hinh =0
LSB = Co thay d6i cau tric mang MSB = C& Xac
Flag 1 . Ze 4o,
nhan thay doi cau trdc mang
Root ID 8 BID cua bridge géc hién tai
;? I,o;uzitg dicggt;)(cm 4 Chi phi tich liy dén bridge gdc
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Chiéu

Truong dai Y nghia
(octet)
Sender BID 8 BID cua bridge hién tai
Cong ID 2 ID caa cong giri BPDU nay

Khoang thoi gian tir khi bridge goc tao BPDU dén

Message Age 2 |hi phét BPDU di.

Max Age 2 Khoang thoi gian Iuu thong tin BPDU

Hello Time 2 Khoang thoi gian gitra cac BPDU

Forward Delay 2 Thoi gian trong trang thai listening va learning

Bang 3.6 : Cac truong trong BPDU céu hinh

TCN BPDU (Topology Change Notification BPDU) :

TCN BPDU don gian hon BPDU c4u hinh va chi gdm c6 ba trudng, giéng nhu ba trudng
dau tién cua BPDU cau hinh nhung trudng Type thi thay d6i véi gia tri nhu sau :

0x00 (0000 0000): BPDU cAu hinh.

0x80 (1000 0000): TCN BPDU.

Chi y : TCN BPDU khéng mang bét ctr thong tin bd sung nao.
2.2.8 Qua trinh thay doi cau tric mang 7

Néu TCP BPDU don gian thi lam thé nao n6 thé hién duoc vai tro quan trong ctaa no?
Ta hay xem xét su thay d6i cau triic mang trong hinh 6.17.

Host D dang lién lac vai host E qua hai budc:

(1): luu lugng tir host D qua Cat-B dé lién lac vai host E.

(2): gia st bo thu phat trén cng 1/2 cua Cat-B bj hong.

MAC=DD-DD-DD-DD-DD-DD

Host-O Bang Bridge
[:' — MAC | Pont
l,ﬂ'aoot\) \DD-DD-DD-DD-DD-DD l 1
Ja=— Bridge) _|FE-EE-EE-EE-EE-EE | 1
// | \\—-‘/'v /
" Ml
{ Seg 2
‘ Hub Bang Brids
— . ang bndage
Bang Bridge MAC | Port
@| Ses|t MAC | Port \DD-DD-DD-DD-DD-DD | 1
\DD-DD-DD-DD-DD-DD ‘ 1 \EE-EE-EE-EE-EEEE | 1
v1| /7 FEEEEEEEEEEE | 2 | wm| ;7
12 12
@ =

L X
% Seg 2

N

N

-
~
~
&

B ‘QJ MAC=EE-EE-FE-EE-FE-FE
Hinh 6.17: TCN BPDU dugc dung (jé cap nhat bang Bridge nhanh hon
Nhu da thao luan, cong 1/2 cua Cat- C mat 50s dé tro thanh cong duoc chi dinh. Tuy

nhién néu khong c6 TCN BPDU thi no tiép tuc bi ngit khoang 250s. Trong khoang thoi
gian 13i, ca ba switch déu chira dia chi MAC cua host E trong bang Bridge nhu bang 3.7.
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Bang Bridge| Céng lién quan dén dia chi MAC cua host E

Cat-A Cong 1/1
Cat-B cong 1/2
Cat-C cong 1/1

Bang 3.7: Gia tri bang Bridge truéc khi cd su thay doi cau trdc mang

- TCN BPDU la mot phwong phép don gian dé cai tién thoi gian hoi ty, va né lam viée
chat ché v6i BPDU céu hinh nhu sau:

- MOt bridge bat ¢ddu moét TCN BPDU khi:

- N6 chuyén mot cong sang trang thai “forwarding” va né ¢ it nhat mot cong duoc chi
dinh.

- No chuyén mot cong tir trang thai “forwarding” hozc “learning” sang blockmg

- Sy thay ddi cdu tric mang doi hoi phai guri thong bao dén bridge gbc, gia st rang
bridge hién tai khong phai la bridge goc thi n6 bat dau qua trinh thong bao bang cach giri
TCN BPDU ra cong gdc ctia nd. N6 tiép tuc gri TCN BPDU cho dén khi théng diép TCN
dugc xac nhan.

- Brldge upstream s€ nhan TCN BPDU. Mac du, mot vai bridge nghe dugc TCN BPDU
(vi n6 két ndi truc tiép vao cong gde cua doan mang) nhung chi co cong dugce chi dinh
chap nhan va xu ly TCN BPDU.

- Bridge upstream sé& thiét 1ap co xac nhén thay d01 céu trac mang TCA (Topology
Change Acknowledgement) trong BPDU cAuhinh ké tlep dugc gui nguoc lai(ra cong duoc
chi dinh). Co nay dung dé xac nhén vo1 bridge khoi dau dé né ngung phat TCN BPDU.

- Bridge upstream s& truyen TCN BPDU ra cong goc cua no.

- Tiép tuc budc 2 dén budc 4 cho dén khi bridge gbc nhan TCN BPDU.

- Sau d6 bridge gdc sé& thiét 1ap c& xac nhan thay doi cdu trac mang — TCA (dé xac
nhan véi bridge trudc d6), va co thay doi cau tric mang — TC (Topology Change) trong
BPDU ciu hinh ma no sé& gui di.

- Brldge goc tlep tuc thiét lap co thay doi cau triic mang — TC trong tat ca cac BPDU
cu hinh ma no guri ra ngoai voi téng thoi gian la 35s (Forward Delay + Max Age). Co nay
s& thu ngan gia tri 300s xudng 15s (tirc d6 tré chuyén tiép - Forward Delay).

Non-Root Non-Root ' Root BPDU ___Fage-

Bridge A Bridge B Bridge Type TCA TC
O—® TCN N/A N/A

«—3) Config 1 0
@ — TCN N/A N/A

e — () Config 1 1

< < ) Config 0 1

< < 1 @ Config 0 1

< < Config 0 1

' TC Flag tidp tuc trong
tong thi gian 16 35s

l' (Forward Delay + Max Age)
Hinh 6.18: trinh tu cac budc trong qua trinh thay doi cdu trac mang
Dua vao hinh 6.18 ta cé thé bict dugc qué trinh thay doi cau trdc mang cho hinh 6.17

nhu sau: buéc 1 Cat-B va C giri TCN BPDU ra cong 1/1. Vi bridge upstream ciing 12 bridge
g6c nén bo qua budc 3 va 4. Sau d6 budc 2 va 5 xay ra dong thoi. Trong BPDU céu hinh
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ké tiép ma bridge géc gui di, cd TCN ACK sé& duoc thiét 1ap dé xac nhan 1a da nhan TCN
ctia hai brigde downstream. Tiép theo la budc 6 va 7, Cat-A ciing thiét 1ap co TA trong 35s
(Forward Delay + Max Age) dé cap nhat bang bridge nhanh hon. Nhu vy ca ba switch
déu nhan duoc cd TA va khoang thoi gian cho bang bridge 1 15s.

Chu y 1a khoang thoi gian ngan 15s nay khong bat budc cho toan b bang, né chi lam
qué trinh nay nhanh hon théi. Céc thiét bi tiép tuc noi suét 15s ndy ma khéng cho bang
bridge nghi. Tuy nhién, néu host D c¢b géng giri mot frame dén host E trong 20s (gia st
host E khdng néi gi hét), thi frame s& duoc tran dén tat ca cac doan mang vi dia chi EE-
EE-EE-EE-EE-EE khdng con c6 trong bang bridge nira. Ngay khi frame dén host E va host
E tra 10i, thi switch hoc dugc gia tri bang bridge méi twong ng véi cau trdc mang méi.

Bang 3.8 biéu dién toan bo bang bridge cho dia chi MAC cua E trén ca ba switch sau
khi ciu tric mang mai héi tu va luu lugng lai tiép tuc.

Bang Bridge| Cong lién quan dén dia chi MAC cia host E

Cat-A cong 1/2
Cat-B Cong 1/1
Cat-C cong %

Bang 3.8: Gia tri bang Bridge sau khi thay doi cau tric mang
Tai thoi diém nay, két ndi gitta host D va E da duoc thiét Iap lai va luu luong lai tiép
tuc. Chl y 1a TCN BPDU giam thoi gian 15i tir 300s (5ph) xudng 50s.
Hinh 6.19 mé ta truong co trong BPDU cau hinh, ca hai co TCA va TA déu duoc luu
trir trong cing mot octet caa BPDU céu hinh.

Bit7 Bit0
TCA > Reserved % TC
A ol A
Topology Change Topology Change
Acknowledgement flag flag

Hinh 6.19: truong co trong BPDU géu hinh
Nhu vay, co TCN duoc thiet 1ap baoi bridge upstream dé ndi cho céc bridge dowstream

ngung giri TCN BPDU. Con co TC dugc thiét 1ap bai bridge goc dé giam khoang thoi gian
i tir 300s xudng 15s (Forward Delay).
2.3 Dinh tuyén giira cic VLAN

VLAN la viét tat cua Virtual Local Area Network hay con goi la mang LAN ao. VLAN
la mot ki thuat cho phép tao 1ap cac mang LAN doc 1ap mot cach logic trén cuing mot kién
trdc ha tang vat ly. Viéc tao 1ap nhiéu mang LAN 4o trong cting mot mang cuc bo (gitta
cac khoa trong mot trudng hoc, giira cac cuc trong mot cong ty,...) gidp giam thiéu ving
guang ba (broadcast domain) cting nhu tao thuan lgi cho viéc quan ly mot mang cuc bo
rong 16n. V&i mang LAN théng thuong, cac may tinh trong ciing mét dia diém (cung
phong...) c6 thé dugc két ndi vai nhau thanh mot mang LAN, chi sir dung mot thiét bj tap
trung nhu hub hoac switch. Cé nhiéu mang LAN khac nhau can rat nhiéu bo hub, swich.
Tuy nhién thuc té sb lugng may tinh trong mot LAN thuang khdng nhiéu, ngoai ra nhiéu
may tinh cing mot dia diém (cung phong) c6 thé thusc nhiéu LAN khac nhau vi vy cang
t6n nhiéu bo hub, switch khac nhau. Do d6 vira tén tai nguyén sé lugng hub, switch va lang
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phi s lugng port Ethernet. Vi nhu cau tiét kiém tai nguyén, déng thoi dap wng nhu cau
str dung nhiéu LAN trong ciing mot dia diém, giai phép dwa ra la nhém cac may tinh thuoc
cac LAN khéac nhau vao cung mot bo tap trung switch. Giai phap nay goi la mang LAN ao
hay VLAN

Hién nay, VLAN dong mét vai trd rat quan trong trong cong nghé mang LAN. Dé thay
rd duoc lgi ich cia VLAN, ching ta hdy xét truong hop sau : Gia s mot cong ty ¢6 3 bo
phan 1a: Engineering, Marketing, Accounting, mdi bo phan trén lai trai ra trén 3 tang. Bé
két ndi cac may tinh trong mot bo phan véi nhau thi ta co thé 1ap cho mdi tang mot switch.
Diéu d6 c6 nghia 1a mdi tang phai ding 3 switch cho 3 bo phan, nén dé két néi 3 tang trong
cdng ty can phai ding téi 9 switch. R3 rang cach 1am trén 14 rat ton kém ma lai khéng thé
tan dung duoc hét s cong (port) vén c6 cua mot switch. Chinh vi 18 d6, giai phap VLAN
ra doi nham giai quyét van dé trén mot cach don gian ma van tiét kiem duoc tai nguyeén.

Engineering Marketing Accounting
VLAN VLAN VLAN
Catalyst

Cisco Rouler —%] i
"%_
X Floor 3

) Catalyst 5000
Fast
B ﬁ«; ; 2

Floer 2

Hinh 6.20 M5 hinh mang cua mot cong ty

Nhu hinh trén ta thay mdi tang caa cdng ty chi can ding mot switch, va switch nay duoc
chia VLAN. Céc may tinh ¢ by phan ky su (Engineering) thi sé duoc gan vao VLAN
Engineering, cdc PC & cac bo phan khac ciing duoc gan vao cac VLAN tuong tng la
Marketing va ké toan (Accounting). Cach lam trén gidp ta c6 thé tiét kiém t6i da s6 switch
phai str dung dong thoi tan dung dugc hét sé cong (port) sin cé caa switch.

Co 3 loai VLAN, bao gom:

- VLAN duya trén cong (port based VLAN): MJi cong (Ethernet hoac Fast Ethernet)
duoc gin voi mot VLAN xac dinh. Do d6 mdi may tlnh/thlet bi host két nbi véi mot cong
ctia switch déu thuéc mot VLAN nao d6. Pay la cach cdu hinh VLAN don gian va pho
bién nhat.

- VLAN dua trén dia chi vat ly MAC (MAC address based VLAN): M6i dia chi MAC
duoc gan t6i mét VLAN nhét dinh. Cach cu hinh nay rat phire tap va kho khan trong viée
quan ly.

- VLAN dua trén giao thirc (protocol based VLAN): twong tu vdi1 VLAN dua trén dia
chi MAC nhung sir dung dia chi IP thay cho dia chi MAC. Cach cau hinh nay khong dugc
thong dung.

Uu diém ciia VLAN:

- Tiét kiém bang thong cuia hé thong mang: VLAN chia mang LAN thanh nhiéu doan
(segment) nho, mdi doan d6 1a mdt ving quang ba (broadcast domain). Khi ¢é géi tin quang
bé (broadcast), n6 s& dugc truyén duy nhat trong VLAN tuong Gng. Do d6 viéc chia VLAN
gilp tiét kiém bang thong cua hé théng mang.
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- Tang kha ning bao mat: Do cac thiét bj & cac VLAN khéc nhau khong thé truy nhap
vao nhau (trir khi ta str dung router ndi giita cac VLAN). Nhu trong vi du trén, cac may
tinh trong VLAN ké toan (Accounting) chi co thé lién lac duoc véi nhau. May & VLAN ké
toan khong thé két ndi dugc voi may tinh & VLAN k¥ su (Engineering).

- D& dang thém hay bt may tinh vao VLAN: Viéc thém mot may tinh vao VLAN rat
don gian, chi can cau hinh cong cho may d6 vao VLAN mong muén.

- GiGp mang c6 tinh linh déng cao: VLAN c6 thé d& dang di chuyén cac thiét bi. Gia
su trong vi dy trén, sau mot thoi gian su dung cong ty quyet dinh de moi bo phan & mot
tang riéng biét. V61 VLAN, ta chi can ciu hinh lai cac cong switch roi dat chung vao cac
VLAN theo yéu cau. VLAN c¢6 thé duoc cau hinh tinh hay dong. Trong cau hinh tinh,
nguoi quan tri mang phai cau hinh cho tirng cong ctia mdi switch. Sau d6, gan cho né vao
mot VLAN néo d6. Trong cdu hinh dong moi cong cua switch co thé tu cau hinh VLAN
cho minh dua vao dia chi MAC cua thiét bi duoc két ndi vao.

Céu tric hoat dong ciia VLAN:

- CAu trac cua mdt mang cac VLAN gdm 3 tang thiét bj nhu hinh duéi.

Tﬁng 1: Ia Router lam nhiém vu dinh myén gifra caic VLAN

Tang 2: 13 cac switch. Trén cc cong ciia moi switch chia thanh cac VLAN
Tang 3: 14 cac workstation

Ky hiéu T: 1a duong Trunk

+

+ + +

Workstation Workstation Workstation

Hinh 6.21 M6 hinh cau trac tong thé VLAN

Cach thirc tao l1ap VLAN

- MJ&imdt cong trén switch co thé chia cho mot VLAN. Nhirng cong duge chia sé cho
cung mot VLAN thi chia s¢ broadcast. Cong nao khong thudc VLAN thi s& khong chia sé
broadcast. Nhitng cai tién cia VLAN la lam giam bt broadcast va su lang phi biang thong.

- C6 2 phuong thire dé tao 1ap VLAN:

+ VLAN tinh (Static VLAN)
+ VLAN dong (Dynamic VLAN)

Static VLAN:

- Phuong thirc ndy dugc am chi nhu 1a port-base membership. Viéc gan cac cong
switch vaio mot VLAN 1a di tao mét static VLAN. Giéng nhu mot thiét bi dugc két ndi
vao mang, né ty dong thira nhan VLAN cua cong d6. Néu user thay dbi cac cong va can
truy cap vao cing mot VLAN, thi ngudi quan tri mang can phai khai béo cong t6i VLAN
cho két ndi t6i.

Dynamic VLAN:

- VLAN dugc tao thong qua viéc sir dung céc phan mém nhur Ciscowork 2000. V&i
mot VMPS (VLAN Management Policy Server) co thé dang ky cac cong cua switch vao
cac VLAN mét cach tw dong dua trén dia chi MAC ngudn cua thiét bi duoc ndi vao cong
Dynamic VLAN hi¢n thoi tinh dén thanh vién ctia n6 dua trén dija chi MAC cua thiét bi.
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Nhu md thiét bi trong mang, n6 truy van mét co sé dit liéu trén VMPS cua cac VLAN
thanh vién

Veans vuwzlvm.ma ;

[Nz | [ians | [ViANG |

Hinh 6.22 Mo h|nh VLAN

- Trén switch cong duoc gan chomét VLAN cu the thi doc 1ap vdiuser hoac he thdng
gan voi cong d6. Piéu d6 c6 nghia 1a tat ca cc user nam trén cac cong nén la thanh vién
cua cung mdt VLAN. Mot workstation hay mot HUB co thé két nbi vao mot cong VLAN.

- Nguoiquan tri mang thyc hién gan cac VLAN. Cong ma duoc céu hinh 1a Static thi
khong thé thay d6i mot cach tw dong dugc t6i VLAN khac khi ma c4u hinh lai switch. Khi
cac user gan voi cung mot phan doan mang chia se, tat ca cac user d6 cung chia sé bang
thong cua phan doan mang. Mbi mot user dugc gan vao moi truong chia s¢, thi s€ co it
bang thong san c6 cho moi user, boi vi tat ca cac user dau nan trén mot mién xung dot.

- Neu chia sé trd nén qué 16n, xung dot c6 thé say ra qua mirc va cac trinh ung dung co
thé bi mat chat lugng. Cac switch lam giam xung dot bang cach cung cap bang thong gitra
cac thiét bi stir dung Micro segmentation (Vi phan doan), tuy nhién cac switch chi chuyén
cac goi tin dang ARP (Address Resolution Protocol — Giao thirc dd phan giai dia chi).

- VLAN dua ra nhiéu bang théng hon cho user trong mot mang chia s¢ bang cach han
ché mién quangba cu thé. VLAN mic dinh cho tat ca cac céng trén switchla VLAN1 hoac
1a management VLAN. VLAN mic dinh khong thé xo4, tuy nhién cac VLAN thém vao c6
thé tao ra va cac céng c6 thé gan lai tdi cac VLAN sen k&. Mdi mot céng giao dién trén
switch giéng nhu céng cua bridge va switch don gian 1a mot bridge nhiéu cong. Cacbridge
loc tai mang ma khong can quan tim den phan doan mang ngudn ma chi can quan tim dén
phan doan mang dich. Néu mét frame can chuyen qua bridge, va dia chi MAC dich la biét
duoc, thi bridge s& chuyén frame to1 céng giao dién chinh xac. Néu bridge hodc switch
khong biét dugc dich den n6 sé chuyén g01 tin qua tat ca cac cong trong vung quan ba
(VLAN) trir cong ngudn. M&i mot VLAN nén c6 mot dia chi 16p 3 duy nhat hodc dia chi
subnet duoc dang ky. Dleu d6 gitp Router chuyén mach goi gilta cac VLAN.

- Céac VLAN c6 thé ton tai nhu cic mang End—to-end (Tir ddu cudi dén dau cudi).

M4 hinh cai dit VLAN dua trén cong:
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Port-Centric Virtual LANs

All nodes attached to same switch port must be in same VLAN I

Routing Function

Network Lay'erb Interconnects YLANS
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Physical layer
LAN switch
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Hinh 6.23 M6 hinh VLAN

- Trong so dd ndy, cac niat ndi ciing mot cong cua switch thudc vé cling moét VLAN.
MBS hinh nay ting cuong tdi da hiéu suit ciia chuyén tai thong tin boi vi:
Nguoi sir dung duge gan dua trén cong
- VLANSs duoc quan ly mot cach dé dang
- Tang cudng toi da tinh an toan cia VLAN
- Céc goi tin khong 10 ri sang cac vung khac
- VLANS va céac thanh phan duoc diéu khién mét cach dé dang trén toan mang.
M6 hinh cai diat VLAN tinh:

vLAN1 Static VLANs

Network Mgmt Station

Hinh 6.24 M6 hinh VLAN
- VLAN tinh 1a m6t nhom céng trén mdt switch ma nha quan tri mang gan n6é vao mot
VLAN. Cac cong nay sé& thudc vé VLAN ma n6 da duoc gan cho dén khi nha quan trj thay
doi.
- Kiéu VLAN nay thuong hoat dong t6t trong nhitng mang ma & d6 nhiing su di
doi dugc diéu khién va dugc quan 1y.
M6 hinh cai dat VLAN dong :
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Dynamic VLANS

New
Nodel yian=72
L MAC = XXX,
; (VLANl VLAN? VLANS .

e

@ MAC address checked e
W, in database

P4 A [
; \ 5 'q- 1 v i
V= ! “% M/
\\\‘.d".* 1 N aa ‘f‘\c - i - “:‘\%‘“
viant,” | | VLAN3 | \_et? ‘Nea s
\ =X, SR viang VAN
Maas YLAN Configuration
VLANZ Server

Hinh 6.25 M hinh VLAN

- VLAN ddngla nhéom céc céng trén mot switch ma ching co thé xac dinh mot cac tu
dong viéc gan VLAN cho chiing. Hau hét cac nha san xuat switch déu st dung phan mém
quan ly thong minh.

- Su vén hanh cua cac VLAN dong dugc dya trén dia chi vat [y MAC, dia chi luén ly
hay kiéu giao thirc cua goi tin.

- Khi mét tram dugc ndi két 1an dau tién vao mot céng cua switch, switch tuong trng
s& kiém tra muc tir chira dia chi MAC trong co s& dit li¢u quan tri VLAN va tu dong cdu
hinh cong nay vao VLAN tuong {ng.

- Thoéng thudng, can nhiéu su quan tri trudc dé thiét lap co so dir liéu bang phan mém
quan tri VLAN va duy tri mot co s& dir li¢u chinh xac vé tit ca cac may tinh trén toan
mang.

M4 hinh thiét ké VLAN véi mang dwong truc:

- DPuong truc thong thuong hoat dong nhu 1a mdt diém tap hop cua nhiéu lugng
thong tin 16n. N6 ¢6 thé mang thong tin vé nhitng ngudi dung cudi trong VLAN va nhin
dang gilra cac switch, c4c router va cac server ndi truc tiép.

Fast Ethernet

Hinh 6.26 M6 hinh VLAN

Cac buéc cau hinh mét VLAN:

- Tuy vao cac SWITCH khac nhau trong mot hang hay khac hang san xudt ma c6 mot
céch cau hinh khac nhau. Gido trinh nay dua ra mot cach khai quat cac bude cau hinh mot
VLAN:

- Budc 1: Cau hinh Switch:

+ Vao mirc cau hinh

+ Céu hinh tén Switch

+ Cau hinh password enable
+ Céau hinh Authentication
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+ Cau hinh cho phép telnet va console cuing vé6i cac chinh sich bao mat cho telnet
va console
+ Cau hinh VLAN cho Switch (optional)
Céau hinh enterface hoat dong & trunk interface
CAu hinh routing cho VLANSs (optional)
Céu hinh dia chi IP cho cac VLAN
Cau hinh SNMP phuc vu cho nhu ciu quan tri
+ Két thiic ciu hinh

- Buwéc 2: Cau hinh VTP

- Buéc 3: Cau hinh VLANs

- Budc 4: Dinh tuyén giita cac VLAN

+ Ngoai ra con c6 thé cau hinh tham khao nhu:
+ Cau hinh Port Security
+ Cau hinh PortFast
+ CAau hinh UplinkFast
+ CAu hinh BackboneFast
2.4 Trién khai VTP
2.4.1 Ngudn goc VTP

VTP dugc thiét 1ap dé giai quyét cac van dé& nam bén trong hoat dong cua méi trudng
mang chuyén mach VLAN.

Vi du: Mot domain ma c6 cac két ndi switch hd trg boi cac VLAN. Dé thiét 1ap va duy
tri két ndi bén trong VLAN, mdi VLAN phai dugc cau hinh trén céng cua switch.
Khi phét trién mang va céc switch dugc thém vao mang, mdi switch méi phai duoc cu
hinh vai cac thdng tin caa VLAN trude d6. Mot két ndi don khdng dang VLAN an chira 2
van dé:

- Céc két ndi chong chéo 1én nhau do cau hinh VLAN khong dung

- Céc ciu hinh khong ding giita cac moi truong truyén khac nhau nhu 1a: Ethernet va
FDDI.

Véi VTP, ciu hinh VLAN duoc duy tri d& dang bang Admin domain. Thém nita, VTP
lam giam phtrc tap caa viéc quan ly VLAN.

2.4.2 Khai niém VTP

Vai tro caa VTP 1a duy tri cau hinh VLAN théng qua admin domain cua mang. VTP 1a
mot giao thirc 16p 2 str dung cac Trunk Frame dé quan ly viéc thém bot, xoé va doi tén cac
VLAN trén mot domain. Thém nita, VTP cho phép tap trung céc thay doi téi tat ca cac
switch trong mang.

Thong diép VTP duoc dong gdi trong mot chiluan CISCO 1a giao thuc ISL hoic IEEE
802.1q va sau d6 di qua céc lién két Trunk t6i thiét bi khac.

2.4.3 Loi ich caa VTP

VTP ¢4 thé bi cdu hinh khdng dung, khi sy thay doi duogc tao ra. Cac cau hinh khéng
dung c6 thé tong hop trong truong hop thdg ké cac vi pham nguy@n tic bao mat. Bai vi cac
két néi cia VLAN bi chong chéo khi cac VLAN bi dit tring tén. Cac ciu hinh khdng dang
nay co thé bi cat két ndi khi chliing duoc anh xa tir mot kiéu LAN téi mot kiéu LAN khac.

- VTP cung cép céc loi ich sau:

+ Cau hinh dung cac VLAN qua mang

+ + + +
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+ Hé thng anh xa cho phép 1 VLAn dugc trunk qua cac moi truong truyén hdn hop.
Gidng nhu anh xa cac VLAN Ethernet t§i duong cap truc téc d6 cao nhw ATM, LANE
hoac FDDI.

+ Theo d&i chinh x4c va kiém tra VLAN

+ Bdao cdo dong vé viéc thém vao cac VLAN

+ D@ dang cau hinh khi thém méi VLAN

Trudc khi thiét 1ap cac VLAN trén switch, ta phai setup mot management domain trong
pham vi nhitng th ma ta c6 thé kiém tra cac VLAN trong mang. C4c switch trong ciing
mot management domain chia sé thong tin VLAN véi cdc VLAN khac va mot switch co
thé tham gia vao chi mot VTP management domain. Céc switch & domain khac khéng chia
sé thong tin VTP.

Cac switch sir dung giao thirc VTP thi trén mdi cong trunk cua no co:

- Management domain

- S6 chu hinh

- Biét duoc VLAN va céc thong s cu thé
2.4.4 VTP domain

Mot VTP domain duoc tao ra tir mot hay nhiéu céc thiét bi da két ndi dé chia sé trén
cing mot tén VTP domain. M&i switch chi cé thé c6 mot VTP domain. Khi mét théng diép
VTP truyén téi cac switch trong mang, thi tén domain phai chinh xac dé théng tin truyén
qua. Bong goi TVP véi ISL Frame:

[IMG]file:///C:IDOCUME%7EL/TRANMY %7E1.000/LOCALS%7E1/Temp/msohtml
1/01/clip_image002.jpg[/IMG]

VTP header c6 nhiéu kiéu trén mot théng diep VTP, ¢6 4 kiéu thuong duoc tim thay
trén tat ca cac thong diép VTP:

Phién ban giao thirc VTP — 1 hodc 2
Kiéu thong diép VTP — 1 trong 4 kiéu
Do dai tén cua management domain
Tén mamagement domain

2.4.5 Cac ché dp VTP

Hoat dong chuyén mach VTP hoat dong trén maot trong ba ché do sau: Server, Client,
Transparent
2.4.5.1 VTP Server (Ché d9 mac dinh)

- Néumot switch duge cauhinh & ché do server, thi switchdo co thé khai tao, thay doi
va xo0a cac VLAN. VTP server ghi thong tin cau hinh VLAN trong NVRAM. VTP server
guri cac thong diép VTP qua tit ca cac cong Trunk.

- Céac VTP server quang ba cau hinh VLAN t&i cac switch trén cting mot VTP domain
va ddng bd cau hinh VLAN tdi cac switch khac dua trén cac quang céo nhan dugc qua
duong Trunk.. Pay la ché d6 mic dinh trén switch.
2.4.5.2 VTP Client

Mot switch dugc cau hinh & ché do VTP Client khong thé khai tao, sira chira hodc xoa
thong tin VLAN. Thém nira, Client khong thé luu thdng tin VLAN. Ché do nay c6 ich cho
cac switch khdng da b nhé dé luu trir bang théng tin VLAN I16n. VTP Client st ly céac
thay ddi VLAN giéng nhu server, n6 ciing gui cac thong diép qua cac cong Trunk.
2.4.5.3 Ché do VTP trong sudt (Transparent)
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Cac switch cdu hinh & ché do Transparent khéng tham gia vao VTP. Mot VTP
Transparent switch khéng quan ba cdu hinh VLAN ctia nd va khéng dong bo cac cau hinh
VLAN cua né dya trén cac quang cao nhan duoc. Ching chuyén tiép cac quang céo VTP
nhan duoc trén cac cong Trunk nhung bo qua céc thdng tin bén trong théng diép. Mot
Transparent switch khong thay d6i database ctia nd, khi cac switch nhan cac thdng tin cap
nhat cling giri mot ban cap nhat chi ra su thay doi trang thai VLAN. Trir khi chuyén tiép
mét quang cao VTP, VTP bj vo hiéu hoa trén switch duoc cau hinh ¢ ché do Transparent.
2.4.6 Cau hinh VTP

Cau hinh phién bian VTP

- Switch_A# vlan database

- Switch_A(vlan)# vtp v2-mode

Cau hinh VTP domain

- Switch_A(vlan)# vtp domain Cisco

Cau hinh ché do VTP

- Switch_A(vlan)# vtp [client|server|transparent]

Lénh xem cau hinh VTP

- Switch_A# show vtp status
2.5 Trién khai OSPF

Giao thirc Open Shortest Path First (OSPF) dugc dinh nghia trong RFC 2328, la mét
giao thirc dinh tuyén trong (IGP) dugc sir dung dé phan phdi thdng tin dinh tuyén trong
mot AS (Autonomous System). Bai viét nay xem xét cach OSPF hoat dong va cach né c6
thé duoc sir dung dé thiét ké va xay dung duong di 16n va phuc tap.

Giao thirc OSPF duoc phéat trién do nhu cau trong cong dong Internet. Cudc thao luan
vé viéc tao ra mot IGP twong thich chung cho Internet bat dau tir naim 1988 va khéng duoc
chinh thiac hoa cho dén nam 1991. Vao thoi diém d6, nhdm 1am viéc OSPF di yéu cau
OSPF dugc xem xét dé tién t&i Dy thao Tiéu chuén Internet.

Giao thiec OSPF dua trén cdng nghé trang thai duong link (link-state). OSPF da gidi
thiéu céac khai niém méi nhu xac thuc céc cap nhat dinh tuyén (routing updates), Variable
Length Subnet Masks (VLSM), route summarization,...

U'u diém ciia OSPF ’

- Khong gidi han hop count trong hé thong mang

- HJ trg VLSM

OSPF str dung goi tin multicast dé guri cap nhat trang thai duong link. Cap nhat chi dwoc
gui trong trudng hop c6 thay doi dinh tuyén xay ra thay vi cap nhat dinh ky. Diéu nay dam
bao str dung bang thdng tét hon

Bang dinh tuyén hoi tu nhanh do céc thay doi dinh tuyén duoc lan truyén tic thoi va
khong theo dinh ky

OSPF cho phep load balancing 7 ,

- OSPF la link-states protocol. Chung ta c6 thé ngh mot lién ket 1a mot interface trén
Router. Trang thai lién két mo ta v€ interface d6 va moi quan hé cua n6 voi cac router lan
can. Mo ta ve inteﬁacq s€ bao gom: dia chi IP cua ir}terface, mask, loai mang giu’grc két noi,
cac router dugc két noi véi mang do,... T;flp hop tat ca cac trang thai lién két nay sé tao
thanh mdt co s& dit lidu trang thai lién két.

Thuat toan Shortest Path First:
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- OSPF sur dung thuat toan Shortest Path First (Dijkstra) dé xay dung va tinh toan
duong di ngan nhét t6i mang dich. Pay 1a thuat toan kha phirc tap, cach don gian dé xem
Xét cac budc khac nhau cua thuit toan:

+ Khi khoi tao hodc do bat ky thay d6i nao trong thong tin dinh tuyén, router sé& tao
quang ba trang thai lién két. Quang ba nay dai dién cho tdp hop tit ca cac trang thai lién
két trén router do.

+ Tat ca cac router trao doi trang thai lién két bang cach 1ii lut (flooding). Mi Router
nhan dugc cip nhat trang thai lién két nén luu trit mot ban sao trong co s¢ dir li¢u trang
thai lién két cua nd va sau d6 truyén ban cép nhat dén cac router khac.

+ Sau khi co s& dit liéu ctia mbi router hoan tat, né sé tinh toan duong dan ngén nhat
dén tat ca cac dich. Router sir dung thuét toan Dijkstra dé tinh toan duong di ngan nhat,
Céc diém dén, chi phi lién quan va budc nhay tiép theo dé dén cac diém dén d6 tao thanh
bang dinh tuyén

+ Trong trudng hop khong cé thay d6i nao trong mang OSPF xay ra, chang han nhu
chi phi ctia mét lién két hodc mét mang duge thém hodc x6a, OSPF rat yén tinh. Moi thay
d6i xay ra déu dugc truyén dat thong qua cac trang thai lién két va thuat toan Dijkstra duoc
tinh toan lai dé tim ra con dudng ngin nhét.

OSPF Cost

- Cost (con goi 12 metric) ctia mot interface trong OSPF cho thay chi phi can thiét dé
giri cac goi tin qua mot interface nhat dinh. Cost ctia mot interface ty 18 nghich véi bang
thong cua interface d6. Bang thong cang cao cost cang thap. Cong thirc duoc sir dung dé
tinh chi phi la:

- Cost =100 000 000/bandwith (bps)

- Theo mac dinh, cost cia mot interface dugc tinh dya trén bang thong; ban c6 thé diéu
chinh cost ctia mot interface bang 1énh ip ospf cost

Area va Border Routers

- Nhu di dé cap truée ddy, OSPF sir dung 1ii lut dé trao ddi cac cap nhat trang thai lién
két giita cac router. Moi thay doi trong thong tin dinh tuyén déu tran vao tt ca cac Router
trong mang. Cac Area duoc gidi thiéu dé dat mot ranh giGi vé sy bung nd cua cac cip nhat
trang thai lién két. Ngap lut va tinh toan thuat toan Dijkstra trén router bi gi01 han trong
mot Area. Tat ca cac router trong mot area c6 o so dir li€u trang thai lién két chinh xAc.
Router ¢ thé thudc nhiéu area va két ndi cac area nay voi backbone area (viing xuong
séng) duoc goi 1a Router bién (Area Border Routers - ABR). Do d6, ABR phai duy tri
thong tin gitra backbone area va cac Area kem theo khac.

- Mai interface 1a mot area cu the Mot router co tat ca cac interface ctia nd trong cung
mot area dugc goi la bo dinh tuyen bén trong (Internal Router - IR). Mot router c6 cac
interface khac nhau nim trong nhiéu area khac nhau duoc goi 14 bo dinh tuyén bién khu
vuc (Area Border Routers - ABR). Router dong vai tro 1a gateway (redistribution) gitra
OSPF va cac giao thirc dinh tuyén khac (IGRP, EIGRP, IS-IS, RIP, BGP, static route) hodc
céc tién trinh khac cta giao thirc dinh tuyén OSPF duogc goi 1a b dinh tuyén ranh gidi hé
thong tu tri (ASBR). Bat ky router nio ciing c6 thé 1a ABR hoidc ASBR.

Cau hinh OSPF trén Router

- Lam theo 2 budc sau day dé cau hinh OSPF:

+ 1. Enable OSPF bang cau 1énh sau: router ospf

+ 2. Chi dinh céc Area cho céc interface trén router: network

- OSPF process-id la mot gia tri 5O cuc bg cho router. Khong can phai khép process-id
trén cac router kkhay. C6 thé chay nhiéu tién trinh OSPF trén cling mét router, nhung
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khong duoc khuyén khich vi né tao ra nhiéu phién ban co s& dir liéu c6 thém chi phi phu
cho router.

- Cau Iénh “network™ dung dé gan interface cho mot area nhét dinh. “mask” dugc st
dung nhu mét phim tat va né giup dua mot danh sach cac dia chi IP vao ciing mot area. No
chira cac bit 0 va 1 trong d6 0 1a "khép” va 1 1a bit "khong quan tam", vi du: 0.0.255.255
chi ra su trung khop trong hai byte dau tién cua mang.

- Area-id 1a sé ving ma interface thudc vé. Area-id c6 thé 13 mot sé nguyén trong
khoang tir 0 dén 4294967295 hoic ¢6 thé c6 dang twong tu nhu dia chi IP A.B.C.D.

Xac thuc OSPF

- C6 thé xac thuc cac goi OSPF sao cho céc router ¢6 thé tham gia vao cac mién dinh
tuyén dua trén mat khau dugc xac dinh trudce. Theo mic dinh, router khong sur dung xac
thue, c6 nghiala viée dinh tuyén trao d6i qua mang khong dugc xac thyc. Hai phuong thire
xéac thuc khac ton tai: Xac thyc mat khau don gian (key) va xac thuc Message Digest
(MD-5).

- 1. Xac thuc mat khau don gian (Simple password Authentication):

+ Xac thuc mat khau don gian cho phep mat khau (key) dugc cau hinh cho modi khu
vuc. Router trong cting area mudn tham gia vao mién dinh tuyen s& phai dugc cdu hinh véi
cung mot khoa. Han ché ciia phuong phéap nay 1a né dé bi tin cong thu dong. Bt cir ai c6
bo phan tich lién két déu co6 thé d& dang 1ay mat khau. Dé kich hoat xac thuc mat khau, hiy
st dung cac I¢énh sau:

+ Ip ospf authentication-key key (cau hinh trong interface cu thé)

+ Area area-id authentication (cau hinh trong “router ospf process-id”)

- 2. Xac thuc Message Digest (MD-5):

+ Xac thuc Message Digest la mot xac thuc mat ma. Motkey (password) va key-id
duoc cdu hinh trén mdi router. Router s dung thuat toan dua trén goi OSPF, key va key-
id dé tao " message digest " duoc gan vao goi tin. Khong giong nhu xac thue don gian, key
khong dugc trao d6i qua day. Sé thir tu khong giam cing dugc bao gdm trong mdi goi
OSPF d¢ bao vé chong lai cac cudc tin cong phat lai.

- Phuong phap nay cting cho phép chuyén tlep khong bi gian doan gilra cac phim. Diéu
nay hiru ich cho cac quan tri vién mudn thay d6i mat khau OSPF ma khong lam gian doan
lién lac. Néu mot interface dugc cau hinh voi mot key méi, router s& giri nhiéu ban sao cta
cung mot goi tin, mdi ban duoc xac thyc bai cac khoa khac nhau. Router s& ngliing giri cac
g6i trung 1ap mot khi nd phat hién ra rang tat ca cc router neighbors da chap nhan key
moi. Sau day 1a cac Iénh dugc sir dung dé xac thuc:

~+ Ip ospf message-digest-key key-id md5 password (cAu hinh trong interface cu
the)

+ Area area-id authentication message-digest (cdu hinh trong “router ospf process-
1d”)

Area backbone (area 0)

- OSPF c6 nhiing han ché dic biét. Néu c6 nhiéu hon mét area duogc ciu hinh, mot
trong nhitng area ndy phai 1a area 0 hay con goi 1a backbone area (viing xuong séng). Khi
thiét ké mot hé théng mang, nén bat dau véi area 0 va sau d6 mé rong sang cac area khac.
Backbone area phai 1a trung tAm cua tat ca cac area khac, tirc 13 tit ca cac area phai dugc
két ndi vat 1y véi backbone area. Tat ca cac area sé& dua thong tin dinh tuyén vao ving
backbone va tai day no s& pho bién thong tin d6 sang cac area khac. So do sau day s& minh
hoa ludng thong tin trong mang OSPF:
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Inter-area routes
{(Surrnaxy roures)

Hinh 6.27 Tnen khai OSPF

Trong so db trén, tat ca cac area dugc két ndi truc tiép vai backbone. Trong mét sé tinh
hudng khi mot area méi duoc tao ra ma khéng thé ¢ két ndi vat Iy truc tiép vao backbone,
mét lién két ao (virtual link) s& phai dugc cau hinh. Cac tuyén duong duoc tao tir mot area
(dich dén thuoc area) duogc goi 1a cac tuyén noi bo (intra-area). Cac tuyén nay thuong duoc
biéu thi bang chix O trong bang dinh tuyén. Cac tuyén c6 ngudn géc tir cac area khac duoc
goi la cac tuyén lién vung (inter-area) hoac summary routers. Ky hiéu cho c4c tuyén nay 1a
O 1A trong bang dinh tuyén. Cac tuyén duong bat nguon tir cac giao thirc dinh tuyén khac
(hoic céc tién trinh OSPF khac nhau) va dugc dua vao OSPF théng qua redistribution lai
duoc goi 1a cac tuyén bén ngoai (external routes). Cé4c tuyén nay dugc biéu thi bang O E1
hodc O E2 trong bang dinh tuyén. Nhiéu tuyén duong dén ciing mot dich duoc wu tién theo
thir tu sau: intra-area, inter-area, external E1, external E2.

2.6 Chan dodn va xit Iy 16i OSPF
Xir ly khi OSPF Neighbpr bi,mﬁc kgt EXSTART/EXCHANGE
Céc nguyén nhan pho bien nhat c6 thé cua van dé nay nhu sau:

Khoéng phu hop interface MTU

Ban sao ID bo dinh tuyen hang xém

Khong c6 kha nang ping qua v&i hon mét s6 kich thuéec MTU

Bi pha v& két ndi unicast vi nhimg diéu sau day:

+ Sai VC/DLCI lap ban db trong Frame Relay/ATM switch

+ Danh séach truy c@p chdn unicast

+ NAT chuyén dbi unicast

+ Loai mang ludi point-to-point gitra PRI and BRI/dialer

Vi du: Show cAu hinh

+ R2#show ip ospf neighbor
Neighbor ID Pri State Dead Time  Address
131.108.2.1 1 EXSTART/- 00:00:33 131.108.1.1

2.6.1. Khong phu hgp interface MTU
Vi dy: Khi céu hinh

R1#show ip interface serial 0.1
Serial0.1 is up, line protocol is up
Internet address is 131.108.1.1/24

Interface
Serial0

125



Broadcast address is 255.255.255.255
MTU is 1400 bytes
R2#show ip interface serial 0.1
Serial0.1 is up, line protocol is up
Internet address is 131.108.1.2/24
Broadcast address is 255.255.255.255
MTU is 1500 bytes
Debug
Céu hinh :
R1#debug ip ospf ad]
OSPF: Retransmitting DBD to 131.108.1.2 on Serial0.1
OSPF: Send DBD to 131.108.1.2 on Serial0.1 seq 0x1E55 opt 0x2 flag 0x7 len 32
OSPF: Rcv DBD from 131.108.1.2 on Serial0.1 seq 0x22AB opt 0x2 flag 0x7 len 32
mtu 1500 state EXSTART
OSPF: Nbr 131.108.1.2 has larger interface MTU
Giai phap:
Dé khic phuc van dé nay, hay chac chan ring MTU duoc thiét 1ap véi gid tri nhu nhau
trén ca hai bén.
R1# interface Serial0.1 multipoint
ip address 141.108.10.3 255.255.255.248
mtu 1500
2.6.2 Céac Route co cung ID
Khi OSPF giri mot gdi tin DBD dé bau mot master va mot slave ,cac bo dinh tuyén voi
cac router 1D cao nhat s& tro thanh master. Piéu nay xay ra trong qua trinh EXSTART.
Néu c6 bat ky van dé vai cudc bau cir, cac bd dinh tuyén s& bi mic ket trong tinh trang
EXSTART / EXCHANGE.
Vi du: Khi show ciu hinh
R2#show ip ospf neighbor
Neighbor ID Pri State Dead Time Address Interface 131.108.2.1 1 EXSTART/-
00:00:33 131.108.1.1 Serial0 Debug:
R2#debug ip ospf adj OSPF: Retransmitting DBD to 131.108.2.1 on SerialO
OSPF: Send DBD to 131.108.2.1 on Serial0 seq 0x793 opt 0x2 flag 0x7 len 32
OSPF: Rcv DBD from 131.108.2.1 on Serial0 seq 0x25F7 opt 0x2 flag 0x7 len 32
mtu O
state EXSTART
OSPF: First DBD and we are not SLAVE
- Ta thdy R2 duoc giri mot gbi tin DBD vdi mot ¢d 13 7, néi rang, "Toi 1a master." R2
cling nhan duge mot DBD tur R1 noi, "Toi 1a master." R2 so sanh R1 cua router ID va théy
rang n6 khong phai 1a cao hon so v6i riéng cua minh, do d6 no6 s& guri cac goi tin DBD dé
R1 néi, "Toi 1a master." Vi vay, ca hai thiét bi dinh tuyén tiép tuc giri va nhéan tinh trang
tong thé va céc router bi méc ket trong tinh trang EXSTART.
Giai phap:
Pé giai quyét van dé nay, xem xét can than nhimng nguoi hang xom Router ID va dia
phuong Router ID dé xem ho 1a chinh xac nhu nhau. Néu vay, ban phai thay doi router
ID v61 moét trong cac router va khdi dong lai qua trinh OSPF dé n6 c6 thé c6 hiéu luc.
2.6.3 Khong c6 kha nang ping qua vi kich thwéec MTU lon
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- Khi OSPF bét dau hinh thanh mot k& v6i hang x6m ctia minh, n6 di qua mot sé tiéu
bang. Trong trang thai EXSTART, OSPF s¢€ xac dinh d6 s€ 1a master va do s¢€ 1a slave. Sau
khi cac bg dinh tuyén quyét dinh nay, ho bét dau trao ddi tiéu dé LSA trong cac hinh thirc
g6i tin DBD. Néu co s¢ dirliéu la rat 16n, OSPF st dung interface MTU va cd gang dé giri
dir liéu cang nhiéu cang tot 1én dén gidi han cua interface MTU. Néu c6 mot van de voi
16p 2 chap nhan céac goi tin 16n ¢6 trong pham vi interface MTU, ké OSPF s& bi mac ket
trong tinh trang EXCHANGE.

- Vi du: Khi show c4u hinh

R2#show ip ospf neighbor

Neighbor ID Pri State Dead Time  Address Interface

131.108.2.1 1 EXCHANGE/-  00:00:46 131.108.1.2  Serial0/0 Ping)
R1#ping 131.108.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 131.108.1.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
R1#

R1#ping ip

Target IP address: 131.108.1.2

Repeat count [5]:

Datagram size [100]: 1200

Timeout in seconds [2]:

Extended commands [n]:

Sweep range of sizes [n]:

Type escape sequence to abort.

Sending 5, 1200-byte ICMP Echos to 131.108.1.2, timeout is 2 seconds:

Success rate is 0 percent (0/5)
R1#

- Ta thdy Khi R1 ping R2 v61 MTU bang hodc 16n hon 1200, ping khong bao gio dat
dén phia bén kia. Dleu nay cho thay mot van dé ¢ 16p 2

Giai phap: Vén dé 1a thuc sw véi 16p 2.

- R1 c6 thé ping R2 khi str dung mot g01 100- byte nhung ping bat dau that bai khi
datagram kich thudce 16n hon 1200 byte. bé g1a1 quyet van dé nay, khac phyc van dé 16p 2.
Mot cach dé thu hep van dé nay 1a dé két ndi hai thiét bi truc tiép thay vi di qua chuyén
mach va vv, dé xem liéu van dé 1a voi cac thiét bi 16p 2 hodc router. Néu két ndi véi bd
dinh tuyén tré lai tro lai khong stra chita vin dé, c6 mot kha ning cua phan cimg xau. Hau
hét thoi gian, nd quay ra la mot van dé & gitra, vi dy, mot chuyén ddi mang LAN hodc mot
WAN cloud.

- Tuy thudc vao phuong tién truyén thong, c6 mot sd kién nghi: Trong trudng hop cia
mot phuong tién mang LAN

- Kiém tra kich thuéc MTU dugc xac dinh trong cdu hinh chuyén ddi cho phwong tién
nay.

- Hay thtr sir dung mot cong khac nhau. Trong truong hop cia mot phuong tién WAN
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- Néu ban 13 nha cung cép dién toan ddm may WAN, kiém tra hop.

- Néuban dang nhan dugc mot mach tir mot cong ty vién thong, yéu cau ré’mg cac WAN

cloud & giita da dugc kiém tra & xem noi n6 khong thanh cong.
2.6.4. Bi pha v két noi unicast

Khi OSPF router bat dau trao ddi thdng tin co sé dit liéu véi nhau, ho gai mot goi tin
unicast véi nhau trong trang thai EXSTART / TRAO POI. Biéu nay chi xay ra néu cac
loai mang khdng phai 1a mot két néi point-to-point. Trong truong hop két ndi point-to-
point, OSPF s& guri tat ca cac goi tin multicast. Néu két néi unicast bi hong, hang xém

OSPF van con trong trang thai EXSTART.
2.6.5. Sai VC / DLCI mapping trong Frame Relay/ATM switch

Trong trudng hop Frame Relay hoic ATM, day l1a mot van dé rat pho bién. Céc gai tin
s& bi mat trong Frame Relay hoiac ATM cloud. Tiép tuc xac minh rang day la truong hop,

debug chi tiét gdi tin IP vai danh sach truy cap trén ca hai router.
R1#show access-list 100
Extended IP access list 100

permit ip 131.108.1.0 0.0.0.255 131.108.1.0 0.0.0.255 (10 matches)
R1#debug ip packet detail 100

R1#ping 131.108.1.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 131.108.1.2, timeout is 2 seconds: ......

Success rate is 0 percent (0/5)

IP: s=131.108.1.1 (local), d=131.108.1.2 (Serial0), len 100, sending
ICMP type=8, code=0

IP: s=131.108.1.1 (local), d=131.108.1.2 (Serial0), len 100, sending
ICMP type=8, code=0

IP: s=131.108.1.1 (local), d=131.108.1.2 (Serial0), len 100, sending
ICMP type=8, code=0

IP: s=131.108.1.1 (local), d=131.108.1.2 (Serial0), len 100, sending
ICMP type=8, code=0

IP: s=131.108.1.1 (local), d=131.108.1.2 (Serial0), len 100, sending
ICMP type=8, code=0

R1#

R2#show access-list 100

Extended IP access list 100

permit ip 131.108.1.0 0.0.0.255 131.108.1.0 0.0.0.255 (10 matches)
R2#debug ip packet detail 100

R2#ping 131.108.1.1

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 131.108.1.1, timeout is 2 seconds: ......

Success rate is 0 percent (0/5)

IP: s=131.108.1.2 (local), d=131.108.1.1 (Serial0), len 100, sending
ICMP type=8, code=0

IP: s=131.108.1.2 (local), d=131.108.1.1 (Serial0), len 100, sending



ICMP type=8, code=0

IP: s=131.108.1.2 (local), d=131.108.1.1 (Serial0), len 100, sending

ICMP type=8, code=0

IP: s=131.108.1.2 (local), d=131.108.1.1 (Serial0), len 100, sending

ICMP type=8, code=0

IP: s=131.108.1.2 (local), d=131.108.1.1 (Serial0), len 100, sending

ICMP type=8, code=0

R2#
2.6.6. Danh sach truy cap chan unicast ) ’ o

Néu mot danh sach truy cap duoc cau hinh trén mot b dinh tuyen, hdy chac chan rang
n6 khdng ngan chan cac goi tin unicast.

Vi du:

R1#show access-list 100

Extended IP access list 100

permit ip 131.108.1.0 0.0.0.255 131.108.1.0 0.0.0.255

R1#show access-list 101

Extended IP access list 101

permit ip 141.108.10.0 0.0.0.255 any

permit ip 141.108.20.0 0.0.0.255 any

permit ip 141.108.30.0 0.0.0.255 any

permit ip 131.108.1.0 0.0.0.255 host 224.0.0.5

R1#debug ip packet 100 detail

IP packet debugging is on (detailed) for access list 100

R1#

IP: s=131.108.1.2 (Serial0.2), d=131.108.1.1, len 100, access denied

ICMP type=8, code=0

IP: s=131.108.1.1 (local), d=131.108.1.2 (Serial0.2), len 56, sending

ICMP type=3, code=13

R1#

IP: s=131.108.1.2 (Serial0.2), d=131.108.1.1, len 100, access denied

ICMP type=8, code=0

IP: s=131.108.1.1 (local), d=131.108.1.2 (Serial0.2), len 56, sending

ICMP type=3, code=13

R1#

IP: s=131.108.1.2 (Serial0.2), d=131.108.1.1, len 100, access denied

ICMP type=8, code=0

IP: s=131.108.1.1 (local), d=131.108.1.2 (Serial0.2), len 56, sending

ICMP type=3, code=13

Ta thay danh sach truy cap 101 cho thiy chi ¢ cac goi multicast OSPF duoc phép va
rang cac goi unicast tir dia chi 131.108.1.0bj tir chbi bai vi c6 mot tiém an tir chéi vao cudi
moi danh séch truy cap.

Giai phap:
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- Dé giai quyét van dé nay, stra d6i danh sach truy cap 101 do d6, n6 cho phép cac goi
tin unicast.
R1#show access-list 101

Extended IP access list 101

permit ip 141.108.10.0 0.0.0.255 any

permit ip 141.108.20.0 0.0.0.255 any

permit ip 141.108.30.0 0.0.0.255 any

permit ip 131.108.1.0 0.0.0.255 host 224.0.0.5

permit ip 131.108.1.0 0.0.0.255 131.108.1.0 0.0.0.255
2.6.7. NAT chu’yén‘ d(;)iwuni’cast ) )

Dbay la mot van de pho bien xay ra khi NAT dugc cau hinh trén router. Néu NAT la sai,
no sé bat dau dich cac gai tin unicast tién vé phia no, sé pha v céac két ndi unicast.

R1# interface Ethernet 0
ip nat outside
ip nat inside
source list 1 interface Serial0.2 overload
access-list 1 permit any

Ta thay R1 duoc cau hinh vgi NAT. Bén ngoai interface cia R1 1 Serial0.2, két ndi dén
R2. Khi R2 gtri mét g6i tin unicast dén R1, R1 sé& cb gang dé chuyén gai tin va R2 khong
bao gio nhan duoc cau tra 10i ping. Piéu chinh d& xem cho 1a danh sach truy cap trong
NAT. Néu danh sach truy cap duoc cho phép tat ca moi tha, van dé nay sé xay ra.

- Giai phap: Bé giai quyét van dé nay, thay doi danh sach truy cap 1 va chi cho phép
nhitng dia chi IP ma can dich. Danh sach truy cap cé thé 1a khac nhau tir mang nay sang
mang. Toan bo y tudong 1 1énh gidy phép danh sach truy cap khéng nén bao gom dia chi
IP ctia ngudi hang x6m, chi c6 mang ludi bén trong 10.0.0.0/ 8 duoc cho phép. Piéu nay
c6 nghia rang R1 s& khdng con dich c4c géi tin thuoc mang 131.108.1.0. C4u hinh nhu sau:

R1# interface Ethernet 0
ip address 131.108.1.1 255.255.255.0
ip nat outside
Ip nat inside
source list 1 interface Serial0.2 overload
access-list 1 permit 10.0.0.0 0.255.255.255
2.6.8. Loai mang ludi point-to-point giira PRI and BRI/dialer

Céc loai mang trén mot giao dién PRI Ia point-to-point. Biéu nay lam cho OSPF guri cac
goi tin multicast ngay ca sau khi trang thai 2-WAY . Néu chi c6 mot BRI dén nhu 1a mot
ngudi hang x6m OSPF, nd s& 1am viéc tét. Tuy nhién, khi nhiéu Bris c6 gang dé tao thanh
mot k& véi PRI, PRI s& phan nan vi loai mang caa nd la point-to-point. Bai vi tat ca cac
goi tin OSPF duogc gui dudi dang multicast vao mot lién két point-to-point, PRI nhan duoc
goi tin DBD tir nhiéu route lang giéng BRI, va diéu nay gay ra tit ca nhitng nguoi hang
x6m dé c6 dugc vao tinh trang EXSTART / EXCHANGE.

+ Vi du: Show cau hinh

R1#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
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131.108.1.2 1 EXSTART/- 00:00:38 131.108.1.2 Serial0/0:23

131.108.1.3 1 EXSTART/- 00:00:32 131.108.1.3 Serial0/0:23

R2#show ip ospf interface bri0

BRIO is up, line protocol is up (spoofing)

Internet Address 131.108.1.2/24, Area 2

Process ID 1, Router ID 131.108.1.2, Network Type POINT_TO_POINT, Cost: 1562
Transmit Delay is 1 sec, State POINT_TO_POINT,

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:06

index 1/1, flood queue length O

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

Giai phap: Dé giai quyét van dé nay, thay do6i kiéu mang ciia PRI va BRI point-to-
multipoin.

R2#

interface BRIO

ip ospf network point-to-multipoint
2.7 Trién khai EIGRP

Pinh nghia: EIGRP — Enhance Interio Gateway Routing Protocol la giao thuc dinh
tuyén mao rong cua IGRP, IGRP 12 giao thirc dang Classfull, con EIGRP la giao thirc dang
Classless, nghia 12 c6 mang theo subnetmask trong céc l1an cap nhat EIGRP la giao thirc
dinh tuyén lai (Hybrid Routing), 1a su két hop ctia Distance Vector va Link States. EIGRP
la mét giao thirc dinh tuyén theo vector khoang cach nang cao nhung khi cap nhat va bao
tri théng tin lang giéng va thdng tin dinh tuyén thi né 1am viéc gidng nhu mét giao thic
dinh tuyén theo trang thai duong lién két.

Mot s6 wu diém ciia EIGRP so véi cac giao thire dinh tuyén véc to khoang cach:

- Kha nang hdi tu nhanh: vi ching st dung DUAL. DUAL bdo ddm hoat dong khong
bi Idp vong khi tinh toan duong di, cho phép moi Router trong hé théng mang thuc hién
dong bo cung lac khi c6 sy thay d6i xay ra.

- Baotdn bang thong va sir dung bang thong mot cach hi€u qua: vino chi gui thong tin
cap nhat mot phan va gioi han chur khong gui toan bg bang dinh tuyen Nho vay né chi ton
mot luong bang thong tdi thiéu khi hé thdng mang da on dinh. Diéu nay tuong tu nhu hoat
dong cap nhat cia OSPF, Router EIGRP chi giri thong tin cap nhat mot phan cho Router
nao can thong tin d6 ma thoi chir khong giri moi Router khac trong ving nhu OSPE. Chinh
vi hoat dong cap nhat theo chu ky, cac Router EIGRP gir lién lac véi nhau bang cac goi
hello rat nho. Viée trao ddi cac goi hello theo dinh ky khong chiém nhiéu bing thong dudng
truyén.

- H6 tro VLSM (Veriable Length Subnet Mask) va CIDA (Classles Inter Domain
Routing). Khong giéng nhu IGRP,EIGRP c6 thé trao d6i thong tin & cac IP khac 16p mang

- HO tro IP, IPX, Apple talk: vi Talk nho c6 ciu trac ting phan theo giao thirc (PDMs
— Protocok dependent modules). EIGRP c6 thé phan phéi thong tin ctia IPX,RIP dé cai tién
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hoat dong toan dién. Trén thuc té, EIGRP c6 thé diéu khién giao thirc nay. Router EIGRP
nhan thong tin dinh tuyén va dich vy, chi cap nhat cho cac Router khac khi thong tin trong
bang dinh tuyén thay doi.

- Chay tryc tiép trén IP va protocol number 13 88

- Load balancing trén tit ca cc cost khong bang nhau

- HJ tro tat ca cac giao thic va cau trac dir liéu ¢ layer 2

- Khong dung broadcast va dung Multicast hodic Unicast trong tirng truong hop cu thé.

- HO trg viéc chiig thyc

- Manual Summary trén bat ky interface nio

Nhwoc diém:

- EIGRP 1a mot giao thtrc voi rat nhidu vu diém va co thé duoc su dung trong nhing
m6 hinh mang vura va 16n tuy nhién vi day la giao thirc doc quyén cta Cisco nén no chi
chay trén thiét bi cua cisco, trong khi d6 khong phai mot t6 chirc no ciing c6 thé dung toan
dd Ciscoma con cac dong san pharn khac ntra. Chinh vi vay, day la mot bat lgi cua giao
thirc dinh tuyén EIGRP.

Nguyén ly hoat dong

- EIGRP Router luu giit cac thong tin vé dudng di va cdu trac mang trén RAM, nhd do
chung dap tmg nhanh chong theo su thay d6i. Giong nhuw OSPF, EIGRP ciing lwu nhiing
thong tin nay thanh ting bang va ting co s¢ dir liéu khac nhau. EIGRP luu cac con duong
ma n6 hoc dugc theo mot cach dac bigt. MJi con dudmng co trang thai riéng va c6 danh dau
dé cung cap thém nhiéu thong tin hiru dung khac.

- Topology exchange: Nhitng Router neighbor s& trao d6i thong tin 1an nhau, cap nhat
day du cdu trac lién két, topology mang. Khi topoly mang thay d6i no s& cap nhat phan
thay doi.

- Choosing routes: Mdi Router sé& tién hanh phan tich bang EIGRP topology table, chon
ra con duong dinh tuyén ¢6 metric tot dé dén cac subnet. Sau khi thuc hién 3 buédc & trén,
hé diéu hanh IOS sé& luu 3 bang EIGRP Tables quan trong:

+ Bang lang giéng (Neighbor table): Bang lang giéng la bang quan trong nhat cua
EIGRP, trong d6 c6 danh sach cac router than mat voi no. Dbi v6i mdi giao thirc ma EIGRP
hd trg thi nd sé co 1 bang lang gleng tuong Lrng Khi phat hién mot lang giéng méi, router
s€ ghi lai thong tin vé dia chi, cong két noi.

+ Bang cau triic mang (Topology table): La bang cung cap dit liéu dé xay dung nén
bang dinh tuyen ctia EIGRP. Thuat toan DUAL s& iy thong tin tir bang lang giéng va bang
cau triic dé chon dudng c6 chi phi thap nhat cho timg mach dich. Mdi EIGRP Router luu
mot bang ciu trac mang riéng twong Gng voi timg loai giao thirc mang khac nhau. Bang
ciu triic mang chira thong tin vé tat ca cac con duong ma Router hoc dugc. Nho nhiing
thong tin nay ma Router c6 thé xac dinh duong di khac dé thay thé nhanh chong khi can
thiét. Thuat toan DUAL chon ra duong t6t nhat dén mang dich goi 1a duong kinh (successor
Router).

Nhiing thong tin chira trong bang cau tric

- Feasible Distance (FD): La thong tin dinh tuyén nhé nhat ma EIGRP tinh dugc cho
tung mach dich

- Router Sourch: La nguon phat khai thong tin vé mot ngudn ndo d6, phan thong tin
nay chi c6 d6i voi nhiing két noi ngoai mang EIGRP

- Reported Distance (RD): La thong s dinh tuyén dén 1 Router lang giéng duoc théng
bédo qua

- Théng tin vé cong giao tiép ma Router sir dung dé di dén mach dich
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- Trang thai duong di: Trang thai khong tdc dong (P-Passive) la trang thai f)n dinh, san
sang st dung dugc, trang thai tdc dong(A-active) la trang thai dang trong tién trinh tinh
toan lai cua DUAL. , ’

- Bang dinh tuyén (Routing table): Bang dinh tuyén EIGRP luu gitr danh sach cac
duong t6t nhat dén cac mang dich. Nhiing thong tin trong bang dinh tuyén dugc rat ra tur
bang cau trac mang. )

Router EIGRP ¢4 bang dinh tuyén riéng cho tirng giao thire mang khac nhau. Con duong
duoc chon 1am dudng chinh dén mang dich goi 1a successor. Tir théng tin trong bang lang
giéng vabang cau tric mang, DUAL chon ra mot duong chinh va dua [én mang dinh tuyén.
Pén mot mang dich cé thé cd dén 4 successor. Nhitng duong nay cé chi phi bang nhau
hoac khong bang nhau.

Thdng tin vé successor ciing duoc dit trong bang cau tric mang. Puong Feasible
successor (FS) la duong du phong cho duong successor. Buong nay ciing dugc chon ra
cling véi dudng successor nhung ching chi duoc lwu trong bang cau tric mang nhung diéu
nay khong bat budc. Router xem hop ké tiép cua duong Feasible successor dudi nd gan
mang dich hon n6. Do d6, chi phi ciia Feasbile successor duoc tinh bang chi phi caa chinh
né cong véi chi phi vao Router lang giéng thdng béo qua.

Trong trudng hop nay successor bi su ¢ thi Router s& tim Feasible successor dé thay
thé. Mot duong Feasible successor bat budc phai cé chi phi ma Router lang giéng thong
bao qua thap hon chi phi ctia dudng successor hién tai. Néu trong bang cau tric mang
khong c6 san dudng Feasible successor thi con duong dén mang dich twong tng duoc dua
vao trang thai Active va Router bit dau giri cac goi y8u cau dén tat ca lang giéng dé tinh
toan lai ciu trdc mang. Sau d6 véi thdng tin mai nhan dugc, Router ¢d thé s& chon ra duoc
successor magi hoac Feasible successor magi. BPuong mai dugc chon xong sé cé trang thai
la Passive
2.8 Xir Iy sy ¢c6 EIGRP
2.8.1 Xur ly sw co0 EIGRP Redistribution

Ta ¢6 mo hinh:

OSPF Domain

EIGRP Domain

(" 150.150.0.0/16
Network coming from
Network Cloud Y

so 172.16.2.1/24
172.16.3.1/24
_RIP Domain
— A
150.150.0.0?5_\

Network coming from
Network Cloud X

Hinh 6.28 M0 hinh EIGRP

172.16.1.1/24

CAu hinh nhw sau:
Router A# interface ethernet 0
Ip address 172.16.1.1 255.255.255.0
interface ethernet 1
ip address 172.16.2.1 255.255.255.0
interface serial 0
ip address 172.16.3.1 255.255.255.0

133


http://www.vnpro.vn/wp-content/uploads/2015/09/mo-hinh6.jpg

router ospf 1
network 172.16.0.0 0.0.255.255 area 0
router rip
network 172.16.0.0
passive-interface ethernet 1
router eigrp 1
network 172.16.0.0
redistribute rip default-metric 10000 100 255 1 1500
Router A# show ip eigrp topology
150.150.0.0 255.255.0.0
% Route not in topology table
Router A# show ip route 150.150.0.0 255.255.0.0
Routing entry for 150.150.0.0/16 Known via "OSPF 1", distance 110, metric 186 Redistributing
via OSPF 1 Last update from 172.16.2.2 on Ethernet 1 Routing Descriptor Blocks: * 172.16.2.2,
from 172.16.2.2, 00:10:23 ago, via Ethernet 1 Route metric is 186, traffic share count is 1
Cho théy cac tuyén duong 150.150.0.0/16 dugc hién thi nhu 12 mot tuyén duong OSPF, khong
phai 1a mot tuyén duong RIP. Py 1a 1y do tai sao cac tuyén dudng 1a khong nhan duoc phan
phéi vao EIGRP. Trudc khi tuyén RIP dugc phan phdi vao EIGRP, cac router s& & bang dinh
tuyén va tai phan phdi tat ca cac tuyén RIP vao EIGRP. Cac bo dinh tuyén nghe cac ban cap nhat
cho cac tuyén duong 150.150.0.0/16 tir ca OSPF va RIP. Cac bo dinh tuyén cai dit cac tuyén
duong OSPF vi OSPF ¢6 AS thip hon so véi RIP. Do d6, néu cac tuyén duong duoc hién thi nhu
1a mot tuyén duong OSPF, router s& khong phat hanh lai tuyén duong nay vao EIGRP. Noi cach
khac, cac router s& phan phdi lai chi RIP tuyén duong dugc hién thi trong bang dinh tuyén vao
mién EIGRP.
Gidi phdp: Cac giai quyét vin dé nay, ban phai lam cho Router A cai dit cac tuyén duong RIP
thay vi cac tuyén duong OSPF. Mot cach dé lam diéu nay 1a dé cau hinh mot danh sach phan
phdi theo OSPF dé khong cai dit cac tuyén dudng 150.150.0.0/16. Cu hinh nhu sau:
router OSPF 1
network 172.16.0.0 0.0.255.255 area 0 distribute-list 1 out access-list 1 deny 150.150.0.0
0.0.255.255 access-list 1 permit any
2.8.2 Xir ly sw co EIGRP Summarization

Tém tit mang con khéng ton tai trong bang dinh tuyén
Ta c6 mo hinh:

Summary route

172.16.80.0
255.255.240.0 "~

= =
L L
| 192.168.3.1/24 | 192.168.3.2/24

EO EO

Hinh 6.29 M hinh EIGRP

CAu hinh nhu sau:
Router_A#interface ethernet 0
ip address 192.168.3.1 255.255.255.0
ip summary-address EIGRP 1 172.16.80.0 255.255.240.0
interface Serial 0
Ip address 192.168.1.2 255.255.255.0
interface Serial 1
ip address 192.168.2.2 255.255.255.0
router EIGRP 1

network 192.168.1.0

network 192.168.2.0

network 192.168.3.0
Router A# show ip route
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C 192.168.1.0/24 is directly connected, Serial 0
C 192.168.2.0/24 is directly connected, Serial 1
C 192.168.3.0/24 is directly connected, Ethernet 0
D 172.16.99.0/24 [90/409600] via 192.168.1.1, Serial 0
D 172.16.97.0/24 [90/409600] via 192.168.1.1, Serial 0
D 172.16.79.0/24 [90/409600] via 192.168.1.1, Serial 0
D 172.16.70.0/24 [90/409600] via 192.168.1.1, Serial 0
D 172.16.103.0/24 [90/409600] via 192.168.1.1, Serial 0
D 172.16.76.0/24 [90/409600] via 192.168.1.1, Serial 0
D 172.16.98.0/24 [90/409600] via 192.168.1.1, Serial 0
Céc tuyén duong tom tat dugce cu hinh dé dugc 172.16.80.0 255.255.240.0 bang cach st dung
1énh ip tom tat dia chi EIGRP 1 172.16.80.0 255.255.240.0. Tuyén dudng tom tit ndy bao gdbm
cac mang dai dia chi tir 172.16.80.0 dén 172.16.95.255. Tur bang dinh tuyén ta nhan thay rang
khong phu hop vei cac tuyén dudng gitra khoang 172.16.80.0 dén 172.16.95.255.
Do do6, néu khong c6 mang con cua tuyén duong tom tat cau hinh c¢6 mat trong cac bang dinh
tuyén, cac bo dinh tuyén khong tao ra cac tuyén duong tom tt.
Giai phap:

Giai phap cho van dé nay 1a dé cdu hinh mét giao dién ma roi vao trong mang 172.16.80.0
255.255.240.0. Ban c6 thé cdu hinh mot giao dién loopback véi dia chi 172.16.81.1
255.255.255.0 dé tao ra cac tuyén dudng tom tit ciu hinh trén
Ethernet 0.
Router_A#interface loopback 0
ip address 172.16.81.1 255.255.255.0
interface Ethernet 0
ip address 192.168.3.1 255.255.255.0
ip Summary-address EIGRP 1 172.16.80.0 255.255.240.0
interface Serial 0
ip address 192.168.1.2 255.255.255.0
Interface Serial 1
ip address 192.168.2.2 255.255.255.0
router EIGRP 1

network 172.16.0.0

network 192.168.1.0

network 192.168.2.0

network 192.168.3.0

Qua nhiéu Summarization

Ta c6 mod hinh:
Summary route
172.16.0.0/16
R
-
t’\} s, 50 50 IM}C‘;
Al 02 1602172 g5z ond® B
192.168.3.1/24 S1 192.168.2.2/24 .31
192.168.1.1/24
Default route
0.00.0.0.0.00
/ oz \r- ‘/ \.
o ) ( Ncrwork 172.16.1.0/24 ~\
At / \ 172.16.14.0/24 /
k/\‘-/ - \—-\\_ o

Hinh 6.30 M hinh EIGRP
Show céu hinh:
Router A# show ip route 172.16.40.0
Routing entry for 172.16.0.0/16
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Known via "EIGRP 1", distance 90, metric 409600, type internal
Last update from 192.168.2.2 on Serial0 , 00:20:25 ago
Routing Descriptor Blocks:
*192.168.2.2 from192.168.2.2, 00:20:25 ago, via Serial 0 Route metric is 409600,traffic share
countis 1
Total delay is 6000 microseconds, minimum bandwidth is 10000 Kbit Reliability 255/255,
minimum MTU 1500 bytes Loading 1/255, Hops
Muc dinh tuyén trong Router A cho thay cac tuyén dudng tom tat 172.16.0.0/16 dén tir Router B.
Do d6, Router A chuyén tiép goi tin dén Router B.
Tuy nhién, Router B gtri goi tin trd lai ding véi Router A vi Router B thi khong c6 19 trinh cho
172.16.40.0, n6 chi co cac tuyén dudng mic dinh chi tré lai Router A. Diéu nay lam cho vong
13p dinh tuyén giita cac Router A va Router B cho bat ky mang khong ton tai trong pham vi
172.16.0.0/16.

Giai phap:
Van dé chinh 13 tuyén dudng tom tit cua Router B 1a qua rong va bao gom cac mang con khong
ton tai. Ngoai ra, Router A giri mot tuyen duong tom tat tong quat hon dé dén Router B. Céc giai
phap 14 phai c6 Router B giri chi ¢ tuyén duong tom tat bao gom cac 172.16.1.0 thong qua mang
172.16.15.0. Noi cach khac, thay vi giri cac tuyén duong tom tat 172.16.0.0/16, Router B c6 thé
guri tuyén duong tom tat 172.16.0.0 255.255.240.0 dén Router A.

Cau hoi on tap
Néu chirc néng cua mang 40 VLAN;
- MO phéng vai tro cua Switch trong VLAN, trinh bay loi ich cia VLAN;
- Thiét lap dugce cac VLAN, trién khai duoc VTP, OSPF va EIGRP;
Dinh tuyén giita cic VLAN (Router on a Stick)

Router:

V™ “ GOMO: 192.168. 1. UM Gatewary of VLAN 1
. GOJ0.2: 192.168. 2. /24 Gatevay of VLAN 2
1] goys  GOMD.3: 192,168,313 UM Gatevay of VLAN 3
R 0
(e al}|
Swich:

VLAN 1: 192,168 1.254/24 1P addvess managerment of swich
FO/L

'C-"Y

VIAN T 192168 L2/ WVIANZ: 192.168.2.2/24 VAN 3: 192.168.3. /24
Yéu cau:
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- Thuc hién ddu ndi cac thiét bi, cac cAu hinh co ban: hostname, password, dia chi IP
quan ly cho Switch...

- Céu hinh thong tin VLAN, gan port cho VLAN, cdu hinh dudng Trunk ndi giita
Switch va Router.

- Céu hinh dinh tuyén giita VLAN.

- Kiém tra két ndi giira cac VLAN.
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BAI 7. XAY DUNG MANG LAN
Gi6i thigu:

Kién tric Dich vu (Service-Oriented Architecture - SOA).

Pay la kién tric khung (architectural framework) mang tinh dinh huéng su phét trién,
mé rong c6 muc dich ddi vai cac hé thong mang 16n va la mot cude cach mang trong nhan
thirc vé nén tang mang truyén théng hudng téi moi truong mang thong tin théng minh
(Intelligent information network) gilip cho viéc ting nhanh cac kha nang ung dung, dich
vu, mé rong tién trinh kinh doanh va tat nhién, kém theo dé 1a loi nhuan.

Lép co sé ha tang mang (networked infrasstructure layer): 12 16p mang lién két céc
khdi chirc niang theo kién tric phan tang, ¢ trat ty.

Lép dich vu twong tac (Interactive services layer): bao gom su két hop mot sé kién
tric mang day da véi nhau tao thanh cac chic nang cho phép nhiéu wng dung c6 thé sir
dung trén mang.

Lép wng dung (Application layer): Bao gdm cac loai ung dung cong tac va nghiép vu.
Cac ung dung nay két hop véi cac dich vy tuong tac cung cap ¢ 16p dudi s& gilp trién khai
nhanh va hiéu qua
1. Muc tiéu cua bai

- M0 ta dugc quy trinh thiét ké mot hé thong mang;

- Xac dinh dugc cach ddu cap cho céc thiét bi phan cing;

- Poc dugc bang veE thi cong mang;

- Cai dat duoc hé diéu hanh mang;

- Cai dat, cu hinh duoc céc dich vu mang;

- Céu hinh dugc céac giao thirc mang;

- Xay dung dugc cac phuong an bao mat mang;

- Lap dugc nhat ki thi cong mang;

Thuc hién cac thao tac an toan v4i may tinh;
2. Noi dung bai
2.1 Cic chi tiét co ban trén bang vé thi cong mang (sir dung microsoft visio)
2.1.1. Muc tiéu thiét ké

Thiét ké, xay dung ha tang truyén thong cho cac don vi, t6 chic tao diéu kién trién khai
cac ung dung nghiép vu va céc dich vu gia ting ctia don vi, t6 chirc do.

Muc tiéu chung duoc thé hién qua cac diém cu thé sau:

X4y dung ha ting truyén thong théng nhét, tbc do cao dong bo.

Quan trj hé thong tap trung.

Phat trién cac dich vu gia ting trén mang nhu Video conferencing, VoIP.

Xay dung ha ting co s& dam bao moi trudng tiéu chuan cho trung tim dir lidu.
2.1.2 Noi dung thiét ké

- Xay dung thiét ké mang LAN, WAN cho cac don vi, t6 chtc.

- Xay dung mang truc WAN backbone.

- Xay dung hé théng an ninh mang theo chiéu sau, nhiéu 16p va st dung nhiéu cong
nghé khéc nhau.

- Xay dung hé théng quan tri ciu hinh trang thiét bi va gidm sat kénh truyén thong.

- Xay dung ha tang co so trung tAm dir liéu chinh.

- Xay dung thiét ké mang cho trung tim dir liéu dy phong.

- Xay dung céac dich vu mang gia tang nhu I[P Telephony va Video Conferencing
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2.1.3 Tong quan vé thi'ét ké
2.1.3.1 Dinh huéng kién trac ‘ ’ q
Trong phan nay, ching toi xin gidi thiéu so lugc vé mot dinh hudng kién trdc tiéu biéu
duoc ap dung trong viéc xay dung ha tang Céng nghé Thang tin cho cac té chirc va doanh
nghiép lon. P6 1a Pinh hudng Kién tric Dich vu (Service-Oriented Architecture-SOA).
Pay la kién tric khung (architectural framework) mang tinh dinh huéng su phat trién,
ma rong ¢6 muc dich d6i véi cac hé thong mang Ion va la mét cudc cach mang trong nhan
thizc vé nén tang mang truyén théng huéng téi méi truong mang thdng tin théng minh
(Intelligent information network) gidp cho viéc taing nhanh cac kha nang ung dung, dich
vy, md rong tién trinh kinh doanh va tat nhién, kém theo d6 1a lgi nhuan.
- Lopcoséha tang mang (networked infrasstructure layer): la 16p mang lién két cac
khéi chirc ning theo kién tric phan tang, ¢ trat tu. ‘ , ,
~* Lép dich vu twong tac (Interactive services layer): bao gom sy két hop mot so
kién tric mang day du véinhau tao thanh cac chirc ndng cho phép nhiéu ting dung c6 thé
st dung trén mang. ‘

+ Lép ung dung (Application layer): Bao gom cac loai tmg dung cong tac va nghiép
vu. Cac ung dung nay két hop voi cac dich vu tuong tac cung cap ¢ 16p dudi s€ giap trién
khai nhanh va hi¢u qua o
2.1.3.2 Cac phwong thirc thiét ké . o

Trong phan nay, ching toi xin gidi thiéu so lugc vé cac phuong thirc thiét ké mang va
bao mat duoc str dung trong viéc thiét ké cac hé théng mang I6n va hién dai cua cac to
chtrc va doanh nghiép 16n. Tuong (ing véi kién tric SOA 1 thudc 16p Co so ha ting mang.
2.1.3.2.1 Phuong thirc thiét ké phén 16p - Hierarchical ’ o

Phuong thirc thiet ké phan I6p (Hierarchical) ra doi va tré thanh mot kién trac pho bién
trong gan chuc nim gan day, duoc ap dung dé thiét ké cac hé thdng mang vai qui mé trung
binh cho dén qui md 16n. Phuong thic thiét ké nay st dung cac 16p (layer) dé don gian hoa
cac cong viéc trong thiét ké mang. M&i 16p cd thé tap trung vao cac chic ning cu thé, cho
phép ngudi thiét ké lya chon dang cac hé thdng va cac tinh niang cho mdi 16p.

Phuong thuc thiét ké Hierarchical gom 3 16p:

- Lép Core: Co nhiém vu cl}uyén tiép luu thong voi tde do cao nhat o

- Lép Distribution: Cung cap cac chinh sach lién quan dén cac hoat dong ket n61

- Lop Access: Cung cap truy cép cho cac User/Workgroup vao mang
2.1.3.2.2 Phuong thirc thiét ké theo md dun - Modular 7

Phuong thuc thiét ké theo md dun (Modular) duwgc xem nhu la phuong thic b6 xung
cho phuong thirc thiét ké Hierarchical. Trong mét hé théng mang qui mé 16n, ndi chung s&
bao gdm nhiéu viing mang phuc vu cac hoat dong va chirc nang khéac nhau. Viéc thiét ké
theo md dun cho mét ha ting mang 16n bang viéc tch biét cac viing mang vai chirc ning
khac nhau, ciing dang 1a mot phuong phap thiét ké duoc sir dung rong rai trong thiét ké ha
tang mang cho cac doanh nghiép, cac cong ty, va cac to chac 16n (goi tat 12 Enterprise).

Phuong thuc thiét ké Modular c6 thé duoc chia 1am ba vung chinh, mdi viing duoc tao
boi cac mé dun mang nhoé hon:

- Enterprise campus: Bao gdm cac module dugc yéu cau dé xay dung mot mang
campus doi hdi tinh san sang cao, tinh mém déo va linh hoat.
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- Enterprise edge: Hoi tu cac két ndi tir cac thanh phan khac nhau tai phia ria mang
cua Enterprise. Vung chirc nang nay s€ loc luu thong tir cac module trong Enterprise edge
va guri chiing vao trong vung Enterprise campus. Enterprise edge bao gom tit ca cac thanh
phan thiét bi dé dam bao truyen thong hiéu qua va bao mat gitra Enterprise campus vi cac
hé thdng bén ngoai, cac dbi tac, mobile users, va mang Internet.

- Service provider edge: Cac module trong viing niy dugc trién khai béi cac nha cung
cap dich vu, chir khong thudc vé Enterprise. Cac module trong Service provider edge cho
phép truyén thong vdi cac mang khéc sir dung cac cong nghé WAN va cac ISPs khac nhau.
2.1.3.2.3 Phwong thire thiét ké bao mat cho hé théng mang

Phuong thirc thiét ké bao mat cho hé théng mang duoc sir dung 1a Kién triic an ninh cho
cac Doanh nghiép — SAFE (Security Architecture for Enterprise Networks), dugc xay dung
dwa trén nén tang cac cong nghé an ninh mang tién tién nhat dé bao vé cac cudc tan cong
tir b&n ngoai va bén trong cua hé thong mang cac doanh nghiép. SAFE dem lai sy linh hoat
va kha nang mo rong cao bao gom kha nang dy phong vat ly va cau hinh thiét bi khi c6 su
c6 hay bi ké x4u tin cdng vao hé thong mang. Khai niém Module duoc sirdung trong SAFE
gilp cho viéc td chirc hé thdng an ninh duoc chit ché va cho phép cong viéc thiét ké trién
khai hé thong an ninh mang mot cach linh hoattheo tirng Module mét (Module by Module),
trong khi van dam bao dugc yéu cau theo chinh sach an ninh dit ra cho tirng giai doan.
Kién trac SAFE bao gém cac module sau:

- Corporate Internet Module: Corporate Internet Module tap trung chu yeu cac ket
n01 ctia ngudi dung bén trong hé thong mang (Internal user) truy cép Internet va cac két
ndi tir ngudi dung bén ngoai (Internet user) truy cap vao hé théng cac may cha Public
Servers cua doanh nghiép nhu HTTP, FTP, SMTP va DNS. Ngoai ra trong Module nay
con cung cap dich vu truy cap tir xa bang cong nghé VPN hay quay sb truyén thong
dial-up.

+ Campus Module: Campus Module chu yéu tap trung cac may tram lam vi¢c, h¢
théng may chu va kién trac chuyén mach 16p 2 va 16p 3. Campus Module bao gém nhiéu
thanh phan hop nhat thanh mot Module théng nhat dugc mé ta bang mé hinh két ndi tong
quat sau:

- Campus Module c6 cau triic thiét ké twong ty mo hinh mang Campus truyén thdng
va cling dugc chiatheo 3 16p 1a Core, Distribution va Access Layer Tuynhién & 16p Access
thi Campus Module dugc phan lam 3 Module bao vé gom Building Module (users),
Management Module va Server Module. V&i sy phan cip bao vé trong Campus Module
gitip cho viéc thiét 1ap hé thdng an ninh mang dugc linh dong va doc l1ap giira cac Module,
nho vay cong viéce to chirc va quan tri tré nén dé dang hon va gitp cho doanh nghiép co6
thé mé rong, gia c6 va khic phuc cac van dé an toan cho hé thong mang khi co su ¢6 xay
ra.

+ WAN Module: WAN Module chi ¢6 mdt két ndi duy nhat dén cac mangkhac cach
xa nhau vé mat dia ly thong qua cac duong truyen thué bao riéng. Cac kha ning c6 thé bao
vé cac cudc tan cong vaio WAN Module gom:

- 1P spoofing-IP spoofing c6 thé dugc ngin chin thong qua Layer 3 filtering

- Unauthorized access—Tranh cac truy ccap trai phép bang viéc gidi han va kiém soat
céc kiéu giao thirc str dung tir chi nhanh két nbi vé Trung tim thong qua Router
2.1.3.2.4 Nguyén ly thiét ké hé thong bao mat

An ninh mang phai duoc thiét 1ap dya trén cac nguyén tic sau:

- Bao vé co chiéu sau (defense in depth): Hé théng phai dugc bao vé theo chiéu sau,
phan thanh nhiéu tng va tach thanh nhiéu 16p khac nhau. Mdi tang va 16p do6 s& duoc thuc
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hién cac chinh sach bao mat hay ngan chan khac nhau. Mat khac cting la dé phong ngira
khi mot tang hay mot 16p nao d6 bi xAm nhap thi xam nhép trai phép do6 chi bo hep trong
tang hodc 16p d6 thoi va khong thé anh huong sang cac tang hay 16p khac.

- St dung nhiéu cong nghé khac nhau: Khong nén tin cdy vao chi mot cong nghé hay
san pham cong nghé bao dam an ninh cho mang ctia mot hing nao dé. Bai néu nhu san
pham ctia hing d6 bi hacker tim ra 16 héng thi dé dang cac san pham twong tu ctia hing d6
trong mang cting s&€ bi xuyén qua va viéc phan tang, phan 16p trong chinh sach phong v¢
1a v6 nghia. Vi vay khi tién hanh phan tang, tach 16p, nén str dung nhiéu san pham cong
nghé cta nhiéu hing khac nhau dé han ché nhuoc diém trén. Pong thoi st dung nhiéu cong
nghé va giai phap bao mat két hop dé tang cuong strc manh h¢ théng phong vé nhu phdi
hop Firewall lam cong cu ngan chan tryc tiép, IDS 1am cong cu "danh hoi", phan tng
phong vé chu dong, Anti-virus dé loc virus...v.v

- Céc tiéu chuan dap Gmg: Cac san phdm bao mat phai dap img mot sé chirng nhan tiéu
chuan nhu Common Criteria, ISO/IEC 15408:2005 va ISO/IEC 18405:2005 EAL4, ICSA
Firewall va VPN, FIPS-140
2.2 Giam sat thi cong mang

Diéu kién thi cong: Trwéc khi thi cdng, tw vin giam sat thi cong tién hanh:

- Kiém tra ¢am bao c6 mat bang thi cong d6i voi Xay lap mang, lap dat vat tu, thiét bi
cong ngh¢ thong tin, phu kién va phan mém thuong mai.

- Kiém tra dam bao c6 hop dong giao nhén thau.

- Kiém tra dam bao c6 hd so thiét ké thi cong déa dugc phé duyét.

- Kiém tra c6 ké hoach thi cong chi tiét cua don vi thi cong lap.

- Kiém tra bién phap dam bao an toan phong, chong chdy, no, an toan van hanh, vé
sinh cong nghiép tai hién truong dbi voi xay lap mang, lap dat vat tu, thiét bi cong nghé
thong tin va phu kién.

Sw phit hop vé niing luc ciia nha thau thi cong ddi véi ho so du thau va hop dong:
Truéc khi thi cong, tw van giam sat thi cong tién hanh.

- Kiém tra nhan Iyc nha thau tham gia thi cong.

- Kiém tra diéu kién nang luc cua chi huy thi cong tai hién truong theo quy dinh tai
Diéu 70 Nghi dinh s6 102/2009/ND-CP dbi vi thi cong xay lap mang, lap dat vat tu, thiét
bi cong ngh¢ thong tin va phu kién.

- Kiém tra thiét bj thi cong cuanha thau. P41 voi phin mém nodi by, co s6 dir lidu phai
kiém tra cong cu phat trién phan mém va cac cong cu khac.

- Kiém tra quy trinh dam bao chat luong ctia nha thau trong tredng hop chu dau tu yéu
cau.

- Kiém tra phong thi nghiém va cac co so san Xudt vat tu, thiét bi cOng ngh¢ thong tin
phuc vu thi cong cta nha thau thi cong (neu ¢ néu trong ho so du thau, hop dong).

- Kiém tra viéc ing vbn ctia nha thau dé thuc hién hop dong theo cam két ctia nha thau
(néu c¢6 néu trong hod so du thau, hop dong).

Chit lu’o’ng vét tw, thiét bi cong nghé thong tin trudc khi lip dit: Truwéce khi thi
cong, tw van giam sat thi cong tién hanh.

- Kiém tra gidy chimg nhan chat lugng cua nha san xudt, kiém tra ching nhanhop quy,
két qua kiém dinh thiét bi cta cac t6 chic dugc co quan nha nudc c6 thim quyén cong
nhan d6i véi vat tu, thiét bj cong nghé thong tin 1ap dit trong dy an duoc néu trong hd so
du thau trude khi dua vao thi cong.

- Klem tra cac thong sd k¥ thuat cua céc vat tu, thlet bi cong ngh¢ thong tin so voi cac
thong s6 k¥ thuat ghi trong hop dong va ho so thiét ké thi cong trude khi dua vao thi cong.
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- Vat tu, thiét bi cong nghg thong tin trude khi lap dat pha1 duoc kiém tra chat lugng.
Khi nghingo cac két qua kiém tra, klem dinh, don vi tu van giam sat thi cong phai két hop
v6i chit dau tur thue hién kiém tra truc tiép vat tu, thiét bi cong nghé thong tin lp dat trong
du 4n. Truong hop céc vat tu, thiét bi cong nghé thong tin khong phul hop véi cong nghé,
khong dang tinh ning st dung so véi thiét ké thi cong dugc duyét, hd so dy thau phai duogc
dua khoi khu vuc thi cong.

- Bién ban nghi¢m thu vat tu, thiét bi cong nghé thong tin 14p theo mau.

Giam sat trong qua trinh thi cong: Trong qua trinh thi cong, tw vin giam sat thi

cong tién hanh:

- Lap va ghi nhat ky giam sat thi cong. Noi dung nhét ky giam sat thi cong quy dinh
chi tiét.

- Déi véi xay lép mang, lép dat vat tu, thiét bi cong nghé thong tin, phu ki¢n va phén
mém thuong mai:

+ Klem tra va giam sat thuong xuyén, lién tuc, ¢ he thong qua trinh nha thau thi
cong trién khai cac cong viéce tai hién truong. Két qua kiém tra déu phai duoc ghi vao nhat
ky giam sat thi cong;

+ Kiém tra bién phap thi cong cua nha thau (d6i véi truong hop thi cong phuc tap);

+ Kiém tra s lwong, hinh thirc bén ngoai, bén trong ciia cac thiét bi cong nghé thong
tin;

+ Kiém tra ban quyén ctia phan mém thuong mai (tinh hop phap, sb lugng);

+ Tham gia cong tac nghiém thu vén hanh thtr. Khi qua trinh van hanh thu dat yéu
cau, tu van giam sat thi cong va cac bén tham gia tién hanh 1ap bién ban nghiém thu van
hanh thir thiét bi cong nghé thong tin theo mau;

+ Tham gia cong tac nghiém thu lap dat thiét bi cong nghé thong tin. Khi qua trinh
lap dit thiét bi dat yéu cau chat luong, tu van giam sat thi céng va cac bén tham gia tién
hanh 1ap bién ban nghiém thu lap dt thiét bi cong nghé thong tin theo mau.

- Poi v6i phan mém ndi bo, co so dit lidu:

+ Kiém tra va giam sat qua trinh nha thau trién khai cic cong viéc tai hién truong
theo tién do thi cong chi tiét. Két qua kiém tra déu phai duoc ghi vao nhat ky giam sat thi
cong;

+ Giamsat qua trinh kiém thtr, van hanh thi: Tu van gidm sat thi cong c6 trach nhiém
tong hop két qua kiém thir, van hanh thir vao Bao co két qua giam sat thi cong. Viéc kiém
thir, van hanh thir theo hudng dan tai Didu 46 Nghi dinh s6 102/2009/ND-CP. Tu van giam
sat thi cong va cac bén tham gia tién hanh 1ap bién ban nghiém thu kiém thir, van hanh thir
theo mau.

+ Tham gia cong tac nghiém thu, ban giao san pham cua dy an hodc hang muc du
an. Khi cong tac nghiém thu dat yéu cau chat lugng, tién hanh 11ap bién ban nghiém thu ban
giao san pham du an tng dung cong nghe thong tin theo mau.

+ Phéi hop véi cac bén lién quan giai quyét nhitng vudng mic, phat sinh trong qua
trinh thi cong.

+ Phat hién sai sot, bat hop Iy vé thiét ké thi cong dé diéu chinh hodc yéu cau nha
thau thiét ké diéu chinh.

+ X4c nhan hd so hoan cong: trong qua trinh trién khai thuc hién du 4n don vi gidm
sat thi cong ky xac nhan vao cac ban veé thuc té trién khai thi cong.

+ Tong hop cac bién ban, lap ho so bao cao giam sat thi cong trinh chu dau tur, dong
thoi dé nghl chu dau tur tién hanh cong tac tong nghiém thu ban giao toan by cac san pham
cua du an. Bién ban téng nghiém thu ban giao toan b cac san pham cta du an lap theo
mau. Noi dung bao céo két qua giam sat thi cong quy dinh
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Giam sat khoilwong thi cong: Trong qua trinh giam sat thi cong du 4n, tw van giam
sat thi cong thuce hién:

- Giam sat thi cong theo khéi lwong cua thiét ké thi cong duoc phé duyét.

- Tinh to4n va xac nhan khdi lugng thi cong do nha thau thi cong da hoan thanh theo
thoi gian hodc giai doan thi cong va d6i chiéu véi thiét ké thi cong dugce duyét. Néu c6 phat
sinh khéi luong, phan phat sinh d6 phai dugc chi dau tu phé duyét. Két qua phé duyét phan
khéi luong phat sinh d6 1a co so dé thanh toan, quyét toan du an.

Giam sat tién dd thi cong: Trong qua trinh giam sat thi cong du an, tw van gidm
sat thi cong thuce hién:

- Kiém tra viéc nha thau thi cong lap. tién do thi cong trude khi trién khai thi cong.
Tién do thi cong pha1 phu hgp voi tong tién do cua du an da duge phe duyét.

- Kiém tra viéc lap tién do thi cong cho timg giai doan, thang, quy, nam ddi v6i dy an
c6 quy mo 16n va thoi gian thi cong kéo dai.

- Kiém tra viéc nha thau thi cong lap tién d6 thi cong chi tiét, b tri xen k& két hop cac
cong viéc can thuc hién.

- Theo do1, giam sat tién do thi cong.

- Pé xuét v6i chit dau tu, nha thau thi cong va cc bén lién quan diéu chinh tién d6 thi
cong trong trudng hop tién do thi cong & mot sé giai doan bi kéo dai. Truong hop xét thay
tién do tong thé cua dy an bi kéo dai, chu ddu tu phai bao cdo ngudi quyét dinh dau tu dé
quyét dinh viéc diéu chinh tong tién do du an.

- Pé xuat chu dau tu phat vi pham va yéu cau nha thau thi cong boi thuong thiét hai
khi kéo dai tién do thi cong gdy thiét hai cho chu dau tu.

Bdo dim an toan phong, chong chay, no, an toan van hanh va vé sinh cong nghlep
tai hién trwong trong qua trinh thi cong: Trong qua trinh giam sat thi cong duy an, tw
van giam sat thi cong thue hién:

- Kiém tra viéc nha thau thi cong lap cac bién phap dam bao an toan cho ngudi tham
gia thi cong.

- Yéu ciu céc bén thoa thuan bién phap dam bao an toan phong, chng chay, nd, an
toan vén hanh khi lién quan dén nhiéu bén.

- Yéu caunha thau thi cong phai thé hién cong khai cac bién phap an toan phong, chéng
chay, no, noi quy vé an toan van hanh dé moi ngudi biét va chap hanh.

- Cung nha thau thi cong va cac bén c6 lién quan xir Iy va bao cdo co quan quan Iy nha
nude vé an toan lao dong theo quy dinh phap luat khi c6 su ¢6 vé an toan lao dong.

- Kiém tra viéc nha thau thi cong thuc hién cac bién phap dam bao vé sinh cong nghiép
theo cac quy dinh hi¢n hanh cua Nha nudc.

- Kiém tra viéc bao vé ha tang k¥ thuat, trang thiét bi duoc lap dit trong ving, khu vuc,
dia diém thi cong cua du 4n (néu co). Trong trudng hop gy hu hai, hong hoc, anh huong
to1 vung, khu vuce, dia diém thi cong, tu van giam sat thi cong ph01 hop voi nha thau thi
cong, chu dau tu tién hanh 14p bién ban hién truong ddng thoi dé xut chi dau tu yéu cau
nha thau thi cong phai bdi thudng thiét hai.

Quan 1y thay doi trong thi cong:

- Trong qua trinh thi cong, truong hop phat hién nhitng yéu té bat hop 1y hodc xuat
hién yéu tb moi néu khong thay d6i thiét ké thi cong sé& anh huong dén chat lugng dau tu
cua du an, tién do thi cong, bién phap thi cong va hiéu qua dau tu cua dy 4 an, tu van gidm
sat thi cong bdo céo chu dau tu dong thoi l1ap bién ban hién trudng theo mau.

Nhat ky glam sat thi cong

- Dbivéi giam sat thi cong xay lap mang, 1ap dat vat tu, thiét bj cong nghé thong tin,
phu kién va phan mém thuong mai.
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- Viéc ghi nhatky phai thuong xuyén, ké ca nhitng ngay nghi. Noi dung nhat ky giam
sat thi cong gom:
+ MO ta tom tit qua trinh thi cong;
+ Dién bién tinh hinh thi cong hang ngay;
+ Tinh trang thuc té clia vat tu, vat liéu, thiét bi str dung;
+ Nhiing sai léch so vdi hd so thiét ké thi cong, ghi 16 nguyén nhan, kém theo bién
phap sira chita (néu co).
+ Pbi v6i giam sat thi cong phat trién, nang cip, chinh sira phan mém ndi bo, co so
dir lidu.
- Vigc ghi nhat ky theo mdc thoi gian. Noi dung nhat ky gidm sat thi cong gom:
+ Xéc nhan khéi luong cong viéc hoan thanh theo ké hoach, tién do thi cong chi tiét
do nha thau thi cong lap;
+ Xac nhén két qua kiém thir, van hanh thir d6i véi cong viéc dugc hoan thanh;
+ Nhiing sai léch so vdi hd so thiét ké thi cong, ghi 16 nguyén nhan, kém theo bién
phap sira chira (néu co).
Bio cio két qua glam sat thi cong:
- Béo caokét qua giam satthi cong la co s¢ de chu dau tu to chirc nghiém thu ban giao.
Noi dung Bao cao két qua giam sat thi cong gom:
- Thong tin chung cua du an:
Tén du an;
Tén hang muc;
Dia diém;
Tén chu dau tu;
Tén to chure thi cong;
Tén t0 chirc tu van thiét ké thi cong;
Tén t6 chuc tu van giam sat thi cong.
- Noi dung giam sat:
Piéu kién thi cong;
Sy phu hop vé ning luc ctia nha thau thi cong ddi véi hd so du thau va hop dong;
Chat lugng vat tu, thiét bi cong ngh¢ thong tin trude khi lép dat;
Chat luong thi cong;
Khéi luong thi cong;
Tién db thi cong;
An toan lao dong va bao v¢€ moi truong;
Thay doi trong thi cong.
Két luan va kién nghi.
+ Cac phu luc:
- Nhat ky gidm sat thi cong;
- Céc bién ban.
2.3 Cac ky thuat thi cong cong trinh mang
Dé thi cong hé théng mang hoan chinh va hoat dong ti vu, nguoi thi cong mang bat
budc phai tudn thu mot sé nguyén tac ky thuat thi céng nham tranh rai ro va dé dang quan
tri sau nay.
- Tuén thil cdc nguyén tic an toan trong thi cong cap va lap dat thiét bi
- Liap dit duoc hé théng cap UTP, F-O va cac phu kién
- Lép dat duoc thiét bi mang Hub/Switch
Trong luc l4p dat thi cong hé théng cap mang ching ta can tuan thu nghiém ngit céc
nguyén tac sau: an toan vé dién, an toan lap dit cap

+ + + 4+ + + +

+ + 4+ 4+ + + + + +
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An toan vé dién:

- Puong 6ng cap dién khong duoc lap dit chung véi duong ong cap mang.
- Hai duong 6ng nay phai dit cach xa nhau mot khoang cach nhat dinh

An toan lap dit cap va thiét bi mang:

- Trang bi da dd bao ho lao dong: quan 4o, kinh, ging, giay...

- Xéc dinh cac dudng cap co sin, bao dam trong tinh trang khong hoat dong
- Dung dtng dung cu

- Dat bang chu y tai khu vyc lam viéc, tranh gy hai cho khach hang hodc cong nhén
Thi cong hé thong cap:

- Tiéu chuan lip dit cap:

- D9 cang luc kéo:

+ Luc kéo ti da khi thi cong cap 100/120 € UTP khong vuot qua 25 lbs/ft
Loi khuyén: Khong keo cap trong dng mot luc qua hon hai goc 90°
Khong kéo cap trong 6ng qua chiéu dai hon 30 m
P& cap mbi 1.2 -1.5m
Tranh cac vat hodc goc nhon, sic bén
Dung rong roc hoac ngudi do tai cac goc, cua
Khong ¢ kéo khi cap bi ket, Kéo cap di vong tranh cac vat can.

Ban kinh uén cong:

+ + + + + + +

uTp \ sTP
/ :

Khong nho hon \ Khong nho hon

e - - y ~ 1824 o . ! .
e 4 1an (Cap 4 dol e o ¢ 7.5 cm (Cap non-plenum)
e 10 1an (Cap nhiéu do 4 e 15 1an (Cap plenum
ScTP
Khong nho hon 8 13n

Hinh 7.1 Ban kinh uén cong

Ste ep 1én cap:
+ Tranh dam/dap 1én cap
+ Khong di cép gilra cac tuong gia
+ Tranh b6 cap qué chat
B6 dung:

B0 sai: == =

Chu y trong luong cta bo cap trong mang.
+ EMI (Nhiéu song dién tur)/RFI:
Tranh dat cap gan cac nguodn nhiéu nhu day di€n, motor dién, dén huynh quang,..
bi cap trong 6ng - mang kim loai c6 thé giup giam anh huong cua EMI
- Néu di cap tran hogc trong 6ng phi kim, _phai gitr khoang cach t6i thiéu 120mm khoi
nguodn nhiéu. Cac yéu cau vé khoang cach tdi thiéu c6 thé tim trong:
+ TIA/EIA-569, NEC (National Electrical Code) Phan 800-52
+ Lap dat phu kién bao vé va hd tro ha tang cap mang: Face plate, va Outlet
+ Lap dat: Cap ngang, truc chinh, Patchpanel
- Cap ngang
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Hinh 7.2 lap dat cap ngang

- Truc chinh
Toa Nha 3 - < ~

> =
- ‘,-“F .

- ik
¢ Toa Nha 2
/Ep
R
bl ¢
|

Intermediate
Cross Connect (IC)

{ ix
| 4 L
AT
i -~ | & >
o &
S 211 (A
Entrance [ Hh‘ |
Closet - !
h | ﬁ? Toa Nha 1
g //Haln Cross Connect (MC)

Hinh 7.3 1dp dat cap truc chinh

- Patchpanel

AITIITI TTTITIT Y TYYY I

Hinh 7.4 lp dat cap Patchpanel

- K¥ thuat bam cap UTP .
Tréng xanh 13 .1 U”HH””UH 1. Tréng cam
Xanh la .2 2. Cam
Trdng cam .3 3. Tréng xanh 13
Xanh duong .4 4. Xanh duong
Trang xanh dudng .5 5. Trang xanh duong
Cam .6 6. Xanh la
Tréng nau .7 7. Tréng nau
Nau .8 8. Nau

Chuan

T568A T568B
Hinh 7.5 K3 thuat bim cap UTP chuan T568A va T568B
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2.4 Cac ky thuat dau noi
2.4.1 Bam day mang ’ ,

La mot trong nhitng k¥ thuat bat bugc ngudi hoc ky thuat may tinh phai biét, boi vi trong
nhiéu trudng hop dot xuat nhu ddy mang bi dut, bi long phai ding day méi, ciing nhu phai
cat bo doan bi dut dé ndi lai ...

Néu nhu dung laptop, ching ta c6 thé ndi mang internet bing cach bat wifi, tuy nhién,
nhiéu trudng hop latop bi 16i khdng bat duoc wifi, hoidc bi d6i mat khau wifi va ban khéng
nhé, 1Gc nay ban phai st dung téi ddy mang.

Ban di biét cach bAm day mang, cap mang cho may tinh chua? Trong gido trinh nay s&
gilp céc ban cach bam day mang c6 thé két ndi mang internet cho may tinh.

CM%M&

- 01 kim bam cap.

- 01 hop dau cap RJI45.

- Doan day cap mang (do dai tuy theo nhu cau st dung cua ban)

- Hién nay c6 hai chuan bam cap la TS68A nbi 2 may vi tinh v6i nhau va T568B ndi
may vi tinh v6i hub hai chuan bam cap nay gom

- Bim thang Kiéu nay dung dé ndi 2 thiét bi khac loai lai véinhau. VD: PC + Switch,
Switch + Router w

RJ-45 JACK TIA/EIA 568A STANDARD duoc goi la chuan A.

T568A: 1. Trang xanh la 2. Xanh 14 3. Tring cam 4. Xanh dwong 5. Triang xanh
dwong 6. Cam 7. Tring nau 8. Nau

- Bdm chéo: Kiéu nay dung dé ndi 2 thiét bi cung loai lai véi nhau. VD: PC-PC, PC-
Router ...

RJ-45 JACK TIA/EIA 568B STANDARD dugc goi 1a chuan B.

T568B: 1. Trangcam 2. Cam 3. Triang xanh 14 4. Xanh dwong 5. Tring xanh duwong
6. Xanh l& 7. Trang nau 8. Nau.

ey e—

Tréng xanh 13 .1 1. Trdng cam
Xanh 13 .2 2. Cam
Trang cam .3 | 2o 2 T SERERENE 3. Trang xanh 13
Xanh dudng .4 [ 4. Xanh dudng
Trang xanh duang .5 | dRy Ny 1 dl ol 5. Trang xanh dudng
Cam .6 6. Xanh la
Trang nau .7 iy Wil 7. Trang nau
Nau .8 L g4 _J_ 4| 8.Nau
dlalaly 1Ny
Chuan Chuan

T568A T568B
’ ~ Hinh 7.6 chuan T568A va T568B ,

M@t so ban thac mac: Khi bam day gitr nguyén thirc tu sau khi cat day (khdng dao vi
tri day) vai thiét bi dong dang nhu PC-Router ma mang van dung duoc. Diéu nay khong
sai, néu ban bim thang c6 thé van nhan nhung chat luong dudng truyén doi khi khdng duoc
t6t, do thiéu kha ning khir nhiéu dién tir (c6 duoc khi diéu chinh vi tri cap day)

Trong mot day cap dat chuan qui dinh bao gém tam soi day ddng trong d6 mdi hai soi
X04n VGi nhau thanh ting cip theo qui dinh nau - trang nau, cam - tring cam - xanh 4 -
trang xanh 14, xanh duong - trang xanh duong va 1 s¢i day kém. Soi day kém nay chi c6
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chtrc nang 1am cho soi day cap chic chan hon. Sgi day cép nay sé& duoc ndi véi mot dau
RJ45 @& bam day mang thi phai bam tam soi day dong vao céc diém tiép xtc bang dong
trong dau RJ45.
Tién hz‘mh’bé‘im diay mang
- Cdch bam cap chéo ’ . ) )
+ Budc 1: Cac ban dung kim hodc kéo cat vo dau cap cir cat dai thém chut ty xeép
mau cho dé khoang 4 cm la duoc .

Hinh 7. 7 Tién hanh bam ddy mang budc 1
+ Budc 2: G& cac dau xodn va xép theo thir tw: Mau tring xép trude - Cam - Xanh
da troi - Xanh la - Nau.

Hinh 7.8 Tién hanh bam day mang budc 2

+ Budc 3: Doi chd mau tring cta xanh 14 cdy va mau tring cta xanh da trdi cho
nhau, Luuy ¢ budc nay néu ban ¢é thé khong cin doi vi tri cho dé thi diy mang s& dugc
két ndi theo chuan than.g ch n £h15;1 c_lp:m) .

~ Hinh 7.9 Tién hanh bam day mang bude3
+ Budc 4: XéB cac day lai sat nhau va dung kim cat cho bang.

Hinh 7.10 Tién hanh bim diy mang budc 4
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+ Buwdc 5: Cac ban tién hanh dat diy vao dau cap that sau dé cac dau day cham 15
dong.

Hinh 7.11 Tién hanh bam day mang budc 5
+ Bwd'c 6: Sau do nhét vao kim va bam that manh va dut khoat 1 cai.

Hinh 7.12 Tién hanh bam day mang budc 6
+ Buwoc 7: Quan sat xem cac day dong cua day va 1a dong trong dau RJ 45 da kit
chua.

S5 b

~ Hinh 7.13 Tién hanh bam day mang buéc 7 ‘ ,
+ Buwoc 8: Cuoi cung cam 1 dau vira lam xong vao may tinh. Con dau kia thi tién
hanh lam tuong tu.

’ _Hinh 7.14 Tién hanh bim day mang budc 8
Cach bam cap thang
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- Cat vo day cap va xép day theo tht ty 13 1-->2-->3-->5-->6-->4-->7-->8.

, Hinh 7.15 Tién hanh bim day mang cap thang
- Xeép sat lai va cat cho bang lai chura lai 1 doan vura du voi dau RJ45.

Hinh 7.16 Tién hanh bim diy mang cap thang
- Sau d6 cac budc con lai lam tuwong ty nhu bam cap chéo.
2.4.2 BAm diy mang 4m twong sir dung AMP
Viéc bam mang am tudng vi nd khac so véi bAm mang cap 5e nhiéu lan. Trong gido
trinh nay s& huéng dan ban cach bam mang LAN cép 5e &m tuong st dung AMP.
- Pau tién cac ban cin chuin bi céac ( i W
vat liéu sau: e :
+ O LAN am tuong - AMP i’ ) 1
+ Kim bam mang cap Se. £
+ 1 doan day LAN 2 du bam sén.

|

NS J
Hinh 7.17 6 LAN am tuong - AMP

Hinh anh mit cong internet LAN &m tuong théng qua 6 mang AMP thuong c6 ban ¢
cac tiem dién véi gia chi tir 60.000d - 100.0004 tiy theo chat lugng

g _F

~ Hinh 7.18 dnh chi tiét Jack cém AMP am tuong 7 .
Hinh anh chi tict Jack cam AMP &m tuong bao gom 1 cong LAN ra va cong con lai gom
8 sgi mang tin hiéu &m tuong bén trong
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Trong gi4o trinh ndy huéng dan cho cac ban cach bam day mang LAN am tuong st
dung AMP bing vai thao tac don gian nhu sau:

Thao 6 AMP ra va ta s€ ¢o théy c0 2 bén: ’

- 1 Bén ban bam theo thir tu: Trang Cam - Cam - Trang Xanh Pam - Xanh Dam.

- 1 Bén ban bam theo thtr tu: Trang Xanh - Xanh - Trang Nau - Nau.

Hinh 7.19 Budc 1: bAm day mang LAN am tuong

- Cam day vao modem va test xem c0 tin hiéu sang cong Internet 1a thanh cong.
2.5 Cac budc tién hanh thi cong

Chéc han s& c6 rat nhiéu ban doc con chwa nim dwgc quy trinh lap dat mang Lan thudng
qua nhitng budc ndo dé c6 hé thdng mang hoan chinh nhat. Trong gi4o trinh nay xin dua
ra mot quy trinh Iip mang Lan don gian dé quy ban doc tham khao.

Ciéc buéc tién hanh trién khai lip dit hé thong mang lan:

- Buéc 1: Khao sat va thiét ké hé thong mang

+ Sau khi tiép nhan thong tin k¥ thudt s& dén khao sat theo céc tiéu chi: muc dich sir
dung cua khach hang va yéu cau str dung thiét bi, khao sat mat b?mg, két cau toa nha va vi
tri ldp dat thiét bi, didu kién thi cong va chét lugng vat liéu thi cong (cable, dng, nep....)
Cac diéu kién co thé anh huong dén hé théng (dién, moi truong...)

+ Thiét ké chi tiét: V& k¥ thuat chi tlet hé thong loai thiét bi duogc dung (biéu gi,
tinh nang ky thut, thoi han bao hanh) bao gom So db logic, so d6 lip dit... s6 luong vat
tu va cac linh kién di kém; thong nhét hoi gian thi cong.

- Buéc 2: Lip dat he théng
Thi cong hé thong cap mang
Trlen khai thiét bi dan (dng nhya, nep, day dan .. )
Trién khai hé thong cap mang theo dung so db thiét ké
Panh dau day cap va két ndi vao bo tap trung (Swich, Router, Firewall...)
Gan may tinh vao hé théng mang
Gan cac thiét bi ngoai vi vao hé thong mang
Cai dat hé théng mang
Phan chia nhém nguoi dung theo VLAN (chia system thanh cdc mang con)
CAu hinh Router, cic giao thirc dinh tuyén, load-balancing...
Céu hinh tuong lura, tao DMZ cho Server
Cai dat hé diéu hanh cho server
Cai dat giao thuc va cac dich vu mang
Tao nhoém nguoi dung
Thiét lap tai khoan cua nguoi dung
Phan quyén ngudi dung
Cai dat chuong trinh ng dung mang

+ 4+ ++ o+
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+ Cai dat giao thuc cac may Client

+ Tao tai khodn may Client

+ Chia sé tai nguyén may Cliet

- Buée 3: Chuyén giao hé thong

+ Nghiém thu hé thng va chuyén giao

+ Kiém tra su tuong thich va tinh on dinh cua hé théng

+ Nghiém thu hé thdng chuyén giao hd so thiét bi (phiéu bao hanh, hoa don thanh
toan...)

+ Chuyén giao hop ddng thiét ké va lap dit, so d6 mang

+ Hudng dan st dung hé théng va dao tao nhan sy.

Trén day la cac budc chi tiét co ban khi ban mudn thi céng lap dit mang lan, ciing tiy
thudc vao dia hinh, quy mé van phong, vi tri 1ap dat ma ban lya chon céch thi cdng cho
phu hop. Thiét ké sao cho c6 thé thém bét thiét bi trong hé théng dé dang dé co thé thay
d6i vé sau.

2.6 Pau ndi va cau hinh phan cing

Thiét lap mang:

- Lip card mang: Ban dau ban phai lap card mang vao may tinh bang cach: tat may
tinh, thdo v ctia may tinh, sau d6 ban tim khe (slot) trong dé cdm card mang vao. Vin bc¢
lai. Sau d6 dong vo may lai.

- Cai driver cho card mang: Sau khi ban di lap card mang vao trong may, khi khoi
dong may tinh 1én, n6 s& tu nhan biét c6 thiét bi méi va yéu cau ban cung cép driver, luc
d6 ban chi viéc dua dia driver vao va chi dung dudng dan noi luu chia driver (ban cé the
lam theo to hudng dan cai dit kem theo khi ban mua card mang). Sau khi cai dat hoan tat
ban c6 thé tién hanh thiét 1ap ndi day cap mang.

- Noi két cap mang: Trong mé hinh nay ban ding cap xoan dé nbi két. Yéu cau trude
tién 1a ban phai do khoang cach tir nat (tr may tinh) mudn két n01 vao mang toi thiét bi
trung tam (co thé Hub hay Switch). Sau do ban cit mot doan cap xoan theo kich thude moi
do, r6i ban bam hai dau cap v&i chuan RJ 45. Khi da hoan tit ban chi viéc cim mot dau
cap mang nay vao card mang, va dau kia vao mdt port cua thiét bi trung tam (Hub hay
Switch). Sau khi n01 két cap mang néu ban thay dén ngay port (Hub ’hay Switch) m6i cam
sang lén tirc 1a vé lién két vat ly gitra thiét b trung tdm va nut 13 t6t. Néu khong thi ban
phai kiém tra lai cap mang da bam tdt chua, hay card mang da cai tt chua.

Dinh cAu hinh mang:

- Saukhi d4 thiét lap mang, hay noi cach khac la da thiét lap nbi két vé phan cu’ng gilra
thiét bi trung tAm va nit thi cdc nit van chua thé thong tin véi nhau dugc. Dé giira cac nit
c6 thé thong tin v6i nhau duoc thi yéu cau ban phai thiét 1ap cac nat (cac may tinh) trong
LAN theo mét chuan nhat dinh. Chuan 1a mot giao thirc (Protocol) nham dé trao doi thong
tin giita hai hé thong mdy tinh, hay hai thiét bi may tinh. Giao thirc (Protocol) con duoc
goi 1a nghi thirc hay dinh udc cia mang may tinh. Trong mot mang ngang hang (Peer to
Peer) cac may tinh sir dung hé diéu hanh cia Microsoft théng thudng sir dung giao thirc
TCP/IP (Transmission control protocol/ internet protocol).

- Gan IP cho mang: Khi dinh cau hinh va gan IP cho mang c6 hai kiéu chinh: Gan IP
theo dang dong (Dynamic): Thong thudng sau khi ban da ndi két vat Iy thanh cong, va gan
TCP/IP trén mdi nut (may tinh) thi cac may di c6 thé lién lac dugc v4i nhau, ban khong
can phai quan tam gan IP nira. Gan IP theo dang tinh (Static): Néu ban c6 nhu cau 13 thiét
lap mang dé chia sé tai nguyen trén mang nhu, may in, file, cai dat mail offline, hay ban s€
cai share internet trén mot may bat ky, sau d6 dinh cau hinh cho cac may khac déu két nbi
ra dugc internet thi ban nén thiét 1ap gan IP theo dang tinh.
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Windows 7 tr& 18n, ban chudt phai vao biéu tugng mang trén khay hé théng > Open
Network and Sharing Center > Change adapter Settings > chudt phai Ién tén mang,
chon Properties > kéo xuéng chon TCP/IPv4 > Properties. Roi chon Dynamic hoic
Static.

Luu y: Viéc dat dia chi TCP/IP tinh 14 diéu bat budc trong cac mang ngang hang ding
giao thirc TCP/IP. Nhung v&i mang cuc bd chay trén nén Windows NT theo md hinh
Client/Server ban ciing nén dat dia chi tinh dé dé& dang quan ly va phat hién 13i. Cac may
tinh trong mang phai cé dia chi IP khong trung nhau va phai cung mét Subnet Mask. Sau
khi d& hoan tat cac budc trén thi cac nat, cac may tinh trong mang LAN cua ban da cd thé
trao d6i thdng tin cho nhau, chia sé tai nguyén gitra cac may.

2.7 Nhat ki thi cong
DICH VU VI TINH
KIM TAI COMPUTERS

Chuyén:
SUA CHOPA, LAP DAT:

MAY IN, LAPTOP, DESKTOP
CAMERA, THIET Bl VAN PHONG
THUWONG XUYEN NHAN HOC VIEN BAO TAO
% 091 900 5366 — 082 900 5366
= VO DUY CHi, KP4, THI TRAN CU CHI

NHAT KY THI CONG CONG TRINH

QUYEN SO: .../NKCT

TEN CONG TRINH oottt ettt e e et e e e e e e e eaeen,
PIA PIEM XAY DUNG: ....oviiiiiiiiiiiieiiee ettt ee e erae e
CHU DAU TU . oo e,

PON VI THI CONG: DICH VU VI TINH KIM TAI COMPUTER

Hotline : 0919005366
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NHAT KY THI CONG CONG TRINH

QUYEN SO: .../NKCT-NV
1. Tén cong trinh (hang muc cOng trinh): ........ccoooiiiiiiiii e

3. GO QAW T 1ot
DIEN thoal: v e
4. Nha thau tu vAn giam sat thi cOng cONG tHNN:.........c.ceeeevivieeeeeeeeeeee e
HOQ va t€Nn KF ST @IAM SAL: 1.evvviiiiii e
DIEI thoal: v
5. Nha thau thi cOng cONG trNN: ......vevvivieeieieeeeeeee e,
DICH VU VI TiNH KIM TAI COMPUTER

Ho va tén chi huy trudng cOng trinh: .........ccoooiiiiiiii e
DN th0a1: oot e
6. Tén nha thau thiét ké ki thuat, thiét k& ban v& thi CONE: .....cvevvvveveiceee e,

Khai cong theo hop d0ng NZAY.......covevvivevieiiiieiee e, Thuc ..o,
Ban giao theo hop dONE NEAY ....o.vovvveeieeieeeeeeee e ThUuc ..o,
S6 nay gom: 03 trang, danh s6 thir ty tir 01 dén s6 03 dong dau giap lai va chir ky cila ong:
Ho tén, chit ky ngudi phu trach thi céng cong trinh va quan 1y quyén nhat ky :
5 (0 1< o PP
(0] 11130 SRS
Ho tén, chit ky ngudi phu trich giam sat thi cong cua Chu dau tu:
3 (o 1< 5 PP
L] 1110/
Cu chi, Ngay ...... thang ..... nam............
DICH VU VI TiNH KIM TAI COMPUTER
Giam doc
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DANH SACH CB CHI HUY VA CB KY THUAT CUA CONG TRINH

Ho va tén

Chirc danh

Nhiém vu Dién thoai | Ghichu

1. Thoi tiét

] Binh thwong 1 Mua

2. Cong viéc thuc hi¢n
2.1 Thiét bi:

3. Nhén xét danh gia cta phu trach giam sat hodc chu dau tu:
3.1 Cong tac v¢ sinh mai truong
1 Binh thudng 1 kém

0 Tt

3.2 Cong tac an toan lao dong
0 Tt

3.3 Y kién khac:

1 Binh thuong 1 kém

CAN BO GIAM SAT
hodc CHU PAU TU
(Ky, ghi ro ho tén)

4. Xay dung cac phuong an bao mat mang;

5. Lap nhat ki thi cong mang;

CAN BO PHU TRACH THI CONG
(Ky, ghi ro ho tén)

Cau héi on tap

1. Mo ta quy trinh thiét ké mot hé théng mang;

2. Xac dinh cach dau cap cho cac thiét bj phan cing;

3. Cai dat, cau hinh cac dich vu mang; C4u hinh cac giao thirc mang;
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PHU LUC BAI TAP

Cau héi on tap bai 4:

Huéng din

1. Két noi cap cho cac thiét bi nhw so' dd bén trén

2. X6a cu hinh cho cac thiét bi va reload

3. CAu hinh céc thong s6 co ban cho céc router

4. Céu hinh dia chi ip cho cac thiét bi
Trén router R1:
bat dia chi va kich hoat interface fastethernet 0/0
Code:
R1(config)#interface fastethernet 0/0
R1(config-if)#ip address 172.16.3.1 255.255.255.0
R1(config-if)#no shutdown
*Mar 1 01:16:08.212: %LINK-3-UPDOWN: Interface FastEthernet0/0, changed state to
up
*Mar 1 01:16:09.214: %LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0,changed state to up
R1(config-if)#
bat dia chi va kich hoat interface serial 0/0/0
Code:
R1#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#interface Serial 0/0/0
R1(config-if)#ip address 172.16.2.1 255.255.255.0
R1(config-if)#no shutdown
R1(config-if)#clock rate 64000
Trén router R2:
bat dia chi va kich hoat interface fastethernet 0/0
Code:
R2(config)#interface fastethernet 0/0
R2(config-if)#ip address 172.16.1.1 255.255.255.0
R2(config-if)#no shutdown
*Mar 1 01:16:08.212: %LINK-3-UPDOWN: Interface FastEthernet0/0, changed state to
up
*Mar 1 01:16:09.214: %LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to up
R2(config-if)#
bat dia chi va kich hoat interface serial 0/0/0
Code:
R2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface Serial 0/0/0
R2(config-if)#ip address 172.16.2.2 255.255.255.0
R2(config-if)#no shutdown
bat dia chi va kich hoat interface serial 0/0/1
Code:
R2(config)#interface Serial 0/0/1



R2(config-if)#ip address 192.168.1.2 255.255.255.0
R2(config-if)#clock rate 64000
R2(config-if)#no shutdown
Trén router R3:
bat dia chi va kich hoat interface fastethernet 0/0
Code:
R3(config)#interface fastethernet 0/0
R3(config-if)#ip address 192.168.2.1 255.255.255.0
R3(config-if)#no shutdown
*Mar 1 01:16:08.212: %LINK-3-UPDOWN: Interface FastEthernet0/0, changed state to
up
*Mar 1 01:16:09.214: %LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0, changed state to up
R3(config-if)#
bat dia chi va kich hoat interface serial 0/0/1
Code:
R3#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface Serial 0/0/1
R3(config-if)#ip address 192.168.1.1 255.255.255.0
R3(config-if)#no shutdown
Trén PC1:
Ip address: 172.16.3.10
Subnet mask: 255.255.255.0
Default gateway: 172.16.3.1
Trén PC2:
Ip address: 172.16.1.10
Subnet mask: 255.255.255.0
Default gateway: 172.16.1.1
Trén PC3:
Ip address: 192.168.2.10
Subnet mask: 255.255.255.0
Default gateway: 192.168.2.1
5. Kiém tra ciu hinh ban diu
Kiém tra trang thai cta cac interface
Router R1
Code:
R1#show ip interface brief
Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 172.16.3.1 YES manual up up
FastEthernet0/1 unassigned YES unset administratively down down
Serial0/0/0 172.16.2.1 YES manual up up
Serial0/0/1 unassigned YES manual up up
Vlanl unassigned YES manual administratively down down
Router R2
Code:
R2#show ip interface brief
Interface IP-Address OK? Method Status Protocol



FastEthernet0/0 172.16.1.1 YES manual up up

FastEthernet0/1 unassigned YES unset administratively down down
Serial0/0/0 172.16.2.2 YES manual up up

Serial0/0/1 192.168.1.2 YES manual up up

Vlanl unassigned YES manual administratively down down

Router R3

Code:

R3#show ip interface brief

Interface IP-Address OK? Method Status Protocol

FastEthernet0/0 192.168.2.1 YES manual up up

FastEthernet0/1 unassigned YES unset administratively down down
Serial0/0/0 unassigned YES manual up up

Serial0/0/1 192.168.1.1 YES manual up up

Vlanl unassigned YES manual administratively down down

Kiém tra bang dinh tuyén cta 3 router

Router R1

Code:

R1#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

I - IS-IS, L1 - IS-IS level-1, L2 - 1S-1S level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 2 subnets

C 172.16.2.0 is directly connected, Serial0/0/0

C 172.16.3.0 is directly connected, FastEthernet0/0

Router R2

Code:

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - I1S-IS level-2, * - candidate default
U - per-user static route, o — ODR

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 2 subnets

C 172.16.1.0 is directly connected, FastEthernet0/0

C 172.16.2.0 is directly connected, Serial0/0/0

C 192.168.1.0/24 is directly connected, Serial0/0/1

Router R3

Code:

R3#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area



N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - 1S-IS level-2, * - candidate default

U - per-user static route, o — ODR

Gateway of last resort is not set

C 192.168.1.0/24 is directly connected, Serial0/0/1

C 192.168.2.0/24 is directly connected, FastEthernet0/0
6. Test két ndi

Trén PC1: ping dén dija chi IP trén interface fastethernet 0/0 cua router R1: thanh cong

Trén router R1: ping dén dia chi IP trén interface serial 0/0/0 ctia router R2: thanh céng

Trén PC2: ping dén dia chi IP trén interface fastethernet 0/0 ctia router R2: thanh cong

Trén router R2: ping dén dia chi IP trén interface serial 0/0/1 cua router R3: thanh cong

Trén PC3: ping dén dija chi IP trén interface fastethernet 0/0 cua router R3: thanh cong
7. Céu hinh static routing trén cac router

Command cau hinh static route sir dung ip next hop:

Code:

Router(config)# ip route network-address subnet-mask ip-address

Céau hinh trén router R1:

Code:

R1(config)#ip route 172.16.1.0 255.255.255.0 172.16.2.2

R1(config)#ip route 192.168.1.0 255.255.255.0 172.16.2.2

R1(config)#ip route 192.168.2.0 255.255.255.0 172.16.2.2

Céu hinh trén router R2:

Code:

R2(config)#ip route 172.16.3.0 255.255.255.0 172.16.2.1

R2(config)#ip route 192.168.2.0 255.255.255.0 192.168.1.1

CAu hinh trén router R3:

Code:

R3(config)#ip route 172.16.3.0 255.255.255.0 192.168.1.2

R3(config)#ip route 172.16.1.0 255.255.255.0 192.168.1.2

R3(config)#ip route 172.16.2.0 255.255.255.0 192.168.1.2

Kiém tra két qua dinh tuyén

Code:

R1#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - 1S-IS level-2, * - candidate default

U - per-user static route, o — ODR

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 3 subnets

C 172.16.3.0 is directly connected, FastEthernet0/0

C 172.16.2.0 is directly connected, Serial0/0/0

S172.16.1.0 [1/0] via 172.16.2.2

S 192.168.1.0/24 [1/0] via 172.16.2.2

S 192.168.2.0/24 [2/0] via 172.16.2.2

R1#



Code:

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - I1S-IS level-2, * - candidate default
U - per-user static route, 0o — ODR

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 3 subnets

C 172.16.1.0 is directly connected, FastEthernet0/0

C 172.16.2.0 is directly connected, Serial0/0/0

S172.16.3.0 [1/0] via 172.16.2.1

C 192.168.1.0/24 is directly connected, Serial0/0/1

S 192.168.2.0/24 [1/0] via 192.168.1.1

R2#

Code:

R3#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - I1S-IS level-2, * - candidate default
U - per-user static route, o — ODR

Gateway of last resort is not set

172.16.0.0/24 is subnetted, 3 subnets

S172.16.1.0 [1/0] via 192.168.1.2

S 172.16.2.0 [1/0] via 192.168.1.2

S

172.16.3.0 [2/0] via 192.168.1.2

C 192.168.1.0/24 is directly connected, Serial0/0/1

C 192.168.2.0/24 is directly connected, FastEthernet0/0
R3#Command c4u hinh static route sir dung exit interface:

Code:

Router(config)# ip route network-address subnet-mask exit-interface
X6a cau hinh dinh tuyén trén router R3

Code:

R3(config)#no ip route 172.16.3.0 255.255.255.0 192.168.1.2
R3(config)#no ip route 172.16.1.0 255.255.255.0 192.168.1.2
R3(config)#no ip route 172.16.2.0 255.255.255.0 192.168.1.2

Cau hinh dinh tuyén lai cho R3 str dung exit interface

Code:

R3(config)#ip route 172.16.3.0 255.255.255.0 serial 0/0/1
R3(config)#ip route 172.16.1.0 255.255.255.0 serial 0/0/1
R3(config)#ip route 172.16.2.0 255.255.255.0 serial 0/0/1

Kiém tra két qua dinh tuyén



Code:
R3#show ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * - candidate default
U - per-user static route, o — ODR
Gateway of last resort is not set
172.16.0.0/24 is subnetted, 3 subnets
S 172.16.1.0 is directly connected, Serial0/0/1
S 172.16.2.0 is directly connected, Serial0/0/1
S 172.16.3.0 is directly connected, Serial0/0/1
C 192.168.1.0/24 is directly connected, Serial0/0/1
C 192.168.2.0/24 is directly connected, FastEthernet0/0
R3#
8.Céu hinh static default route cho cic router
Command c4u hinh static default route:
Code:
Router(config)#ip route 0.0.0.0 0.0.0.0 { ip-address | interface }
Cau hinh cho router R1:
Code:
R1(config)#ip route 0.0.0.0 0.0.0.0 172.16.2.2
Céu hinh cho rouer R2:
Code:
R2(config)#ip route 0.0.0.0 0.0.0.0 192.168.1.1
Céu hinh cho router R3:
Code:
R3(config)#ip route 0.0.0.0 0.0.0.0 Fastethernet0/1
Kiém tra bang dinh tuyén ctia cac router
Code:
R1#show ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - I1S-IS level-2, * - candidate default
U - per-user static route, o — ODR
Gateway of last resort is 172.16.2.2 to network 0.0.0.0
172.16.0.0/24 is subnetted, 3 subnets
C 172.16.3.0 is directly connected, FastEthernet0/0
C 172.16.2.0 is directly connected, Serial0/0/0
S172.16.1.0 [1/0] via 172.16.2.2
S 192.168.1.0/24 [1/0] via 172.16.2.2
S 192.168.2.0/24 [2/0] via 172.16.2.2
S* 0.0.0.0/0 [1/0] via 172.16.2.2
R1#




Code:

R2#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

I - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, * - candidate default
U - per-user static route, o — ODR

Gateway of last resort is 192.168.1.1 to network 0.0.0.0
172.16.0.0/24 is subnetted, 3 subnets

C 172.16.1.0 is directly connected, FastEthernet0/0

C 172.16.2.0 is directly connected, Serial0/0/0

S 172.16.3.0 [1/0] via 172.16.2.1

C 192.168.1.0/24 is directly connected, Serial0/0/1

S 192.168.2.0/24 [1/0] via 192.168.1.1

S* 0.0.0.0/0 [1/0] via 192.168.1.1

R2#

Code:
R3#show ip route
Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - I1S-IS level-2, * - candidate default
U - per-user static route, o — ODR
Gateway of last resort is 0.0.0.0 to network 0.0.0.0
172.16.0.0/24 is subnetted, 3 subnets
S172.16.1.0 [1/0] via 192.168.1.2
S 172.16.2.0 [1/0] via 192.168.1.2
S 172.16.3.0 [2/0] via 192.168.1.2
C 192.168.1.0/24 is directly connected, Serial0/0/1
C 192.168.2.0/24 is directly connected, FastEthernet0/0
S* 0.0.0.0/0 is directly connected, FastEthernet0/1
R3#
9. Cau hinh summary route
Tién hanh summary ba dudng mang bang tay
172.16.1.0 10101100.00010000.00000001.00000000
172.16.2.0 10101100.00010000.00000010.00000000
172.16.3.0 10101100.00010000.00000011.00000000
=> Puong mang summary duoc la: 172.16.0.0/22
CAu hinh static summary route cho router R3
Xéa cdu hinh dinh tuyén dang c6 trén router R3
Code:
R3(config)#no ip route 172.16.3.0 255.255.255.0 192.168.1.2
R3(config)#no ip route 172.16.1.0 255.255.255.0 192.168.1.2
R3(config)#no ip route 172.16.2.0 255.255.255.0 192.168.1.2
CAu hinh mét duong static summary route trén router R3



Code:

R3(config)#ip route 172.16.0.0 255.255.252.0 192.168.1.2

Kiém tra bang dinh tuyén cta router R3

Code:

R3#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

I - 1S-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, * - candidate default
U - per-user static route, 0 — ODR

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

172.16.0.0/22 is subnetted, 1 subnets

S 172.16.0.0 [1/0] via 192.168.1.2

C 192.168.1.0/24 is directly connected, Serial0/0/1

C 192.168.2.0/24 is directly connected, FastEthernet0/0

S* 0.0.0.0/0 is directly connected, FastEthernet0/1

R3#

Test két nbi:

Ping tir PC3 dén PC1: thanh cong

Ping tir PC3 dén PC2: thanh cong

10. Dung 1énh show running-config dé kiém tra cdu hinh cac router.
Code:

R1#show running-config

R2#show running-config

R3#show running-config



Cau héi on tap bai 6:
Thuc hién

Budce 1: Thuc hién két ndi va cau hinh co ban

+ Cau hinh IP dé quan ly Switch tir xa:

+ Switch(config)#interface vlan 1

+ Switch(config-if)#ip address 192.168.1.254 255.255.255.0

+ Switch(config-if)#no shutdown

Budc 2: Cau hinh thong tin VLAN, gan port cho VLAN, cau hinh duong Trunk ndi

gitra Switch va Router.

CAu hinh thong tin VLAN:

+ Switch(config)#vlan 2

+ Switch(config-vlan)#exit

+ Switch(config)#vlan 3

+ Switch(config-vlan)#exit

CAu hinh gan Port cho VLAN :

Switch(config)#interface FO/2

Switch(config-if)#switchport access vlan 2

Switch(config-if)#exit

Switch(config)#interface FO/3

Switch(config-if)#switchport access vlan 3

Switch(config-if)#exit

CAu hinh dudng Trunk giita Switch va Router:

+ Switch(config)#interface G0/1

+ Switch(config-if)#switchport mode trunk

Budc 3: Cau hinh dinh tuyén gitta cic VLAN

+ Cau hinh cac sub-interface tuong tmg véi cac VLAN:
R1(config)#interface GO/1
R1(config-if)#ip address 192.168.1.1 255.255.255.0
R1(config-if)#no shutdown
R1(config)#interface GO/1.2 3 sub-interface cho VLAN 2
R1(config-subif)#encapsulation dotlQ 2 B dong goi giao thirc dotl.q cho VLAN 2
R1(config-subif)#ip address 192.168.2.1 255.255.255.0
R1(config)#interface G0/1.3 R sub-interface cho VLAN 3
R1(config-subif)#encapsulation dotlQ 3 R dong goi giao thirc dotl.q cho VLAN 3
R1(config-subif)#ip address 192.168.3.1 255.255.255.0

Kiém tra dia chi IP ciia cong trén Router:

Rigshow ip interface brie?

+ + + + + +

Intezface IP-Addzess CR7? Method Status o
2igabiztZchernet0/0 unassigned YES unset administractively down down

sigabitEcshernes/1 S manual up

i v

rigabitichernes0/1] 192, 4% . YES manual up P

GigabitEchecznetl sanual up <P

Vianl unassigned S unset administratively down dowvn

Kiém tra bang dinh tuyén trén Router:
R1#show ip route

C 192.168.2.0/24 is directly connected, GigabitEthernet0/1.2
C 192.168.3.0/24 is directly connected, GigabitEthernet0/1.3
Budc 4: Kiém tra két no1 gitta cac PC

+

+ ...

+ C 192.168.1.0/24 is directly connected, GigabitEthernet0/1
+

+
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