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TUYEN BO BAN QUYEN:

Tai liéu nay thudc loai sach gido trinh nén cac ngudn thong tin ¢ thé duge phép
dung nguyén ban hoic trich dung cho cac muc dich vé dao tao va tham khao.

Moi muc dich khac mang tinh 1éch lac hoac str dung véi muc dich kinh doanh
thiéu lanh manh s& bi nghiém cam.

LOI GIOI THIEU

Gido trinh “An Toan Mang” dugc bién soan theo Chuong trinh khung Quan tri mang
may tinh da dugc Bo Lao dong — Thuong binh va Xa hoi ban hanh.

Trong nhitng nim qua, day nghé da c6 nhiing budc tién vuot bac ca vé sb luong va
chat lugng, nham thuc hién nhiém vy dao tao nguén nhan lyc k¥ thuat truc tiép dap tng
nhu ciu xi hoi. Cung véi su phat trién cta khoa hoc cong nghé trén thé gidi, linh vuc
COng ngh¢ thong tin ndi chung va nganh Quan tri mang & Viét Nam noéi riéng da co
nhitng budc phat trién dang ke.

Chuong trinh khung qudc gia nghé Quan tri mang da dugc xay dung trén co s& phan
tich nghé, phﬁn k¥ thuat nghé duogc két ciu theo cac modun. Dé tao diéu kién thuan loi
cho cac co sé day nghé trong qua trinh thuc hién, viéc bién soan gido trinh k¥ thuat nghé
theo theo cac md dun dao tao nghé 1a cip thiét hién nay.

Noi dung chinh caa giao trinh duoc chia thanh 05 bai, bao gom céac noi dung:

1. Téng quan vé bao mat va an toan mang
2. Bao mat voi loc goéi IP

3. IPSEC

4. NAT

5. Virus va cach phong chdng Virus

An Toan Mang 13 mé dun dao tao nghé duoc bién soan theo hinh thirc tich hop 1y
thuyét va thuc hanh. Trong qué trinh thuc hién, nhém bién soan da tham khao nhiéu tai
liéu Quan tri mang trong va ngoai nudc, két hop véi kinh nghiém trong thuc té. Mic dau
c6 rat nhidu c¢b gang, nhung khong tranh khoi nhitng khiém khuyét, rit mong nhan duoc
su dong gop vy kién cua doc gia dé gido trinh duoc hoan thién hon.

Xin chan thanh cdm on!
Cu Chi, ngay ... thang ... nam 2024
Nhom bién soan:
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BAI 1. TONG QUAN VE BAO MAT VA AN TOAN MANG
Gi6i thiéu:

Bao mat an ninh mang 1a qua trinh thuc hién cac bién phap phong ngira ca vé phuong
dién vat ly 1an phan mém nhim bao vé co sé ha tang mang trudc cac truy cap trai phép, st
dung sai muc dich, sy ¢ thay d6i va ro ri... Tir d6 tao ra mot nén tang bao mét cho may
tinh, ngudi dung, thdng tin va cac chuong trinh quan trong trong mot mai truong an toan.
1. Muc tiéu:

- Xac dinh duoc cac thanh ph?ln cia mot hé théng bao mat

- Trinh bay duoc cac hinh thirc tin cong vao hé théng mang.

2. Noi dung bai hoc
2.1 Giéi thiéu
2.1.1. Gi6i thiéu vé AAA: (Access Control, Authentication va Auditing):

Khi hé théng mang duoc ra doi nhu cau can trao doi tai nguyén duoc dat ra va nhiing
ngudi sir dung hé théng mang dé duoc trao doi tai nguyén véi nhau. Sau mot khoang thoi
gian su dung, hé thng mang d6 ngay cang duoc mé rong va sb luong tham gia vao mang
ngay cang ting, do d6 viéc thuc hién cac chinh sach bao mat, thiét 1ap cac chinh sach trong
viéc truy xuit tai nguyén mang duoc dit ra.

Cong nghé thong tin duoc ap dung trong nhiéu linh virc nhu thwong mai, hang hai, . ..
Trong su phat trién d6 “thong tin” 1a mot phan quan trong nhat. Moi thiét bi may tinh nhu
(Ram, CPU, Man hinh, Bia cang ...) ciing nhu ha ting mang (router, switch, ...) duoc tao
ra dé hd tro viéc xu ly, luu trix, trinh bay, van chuyén thdng tin ... Vi vay viéc bao dam
tinh an toan cua di liéu dugc luu trir trén may tinh ciing nhu tinh bi mat va toan ven cua
théng tin duoc truyén trén mang cd ¥ nghia rat 16n d6i véi su ton tai va phat trién cua cong
nghé théng tin.

Dé hd tro cho viéc bao mat nham han ché truy cap dir liéu cua nguoi khéc, tranh sy mat
mat dr li¢u, thuat ngir AAA (Access Control, Authentication va Auditing) da ra doi.

AAA dugc Viét tac tir: Access Control, Authentication va Auditing. AAA 1a khai niém
co ban caa an ninh may tinh va an ninh mang. Nhitng khai niém nay duoc ding dé bao
dam céc tinh nang bao mat thong tin, toan ven dix liéu va tinh san sang caa hé thong.
2.1.2. Piéu khién truy cip (Access Control):

Diéu khién truy cap 1a mot chinh sach, duoc su hd trg cia phan mém hay phan cing
dugc dung dé cho phép hay tir chéi truy cap dén tai nguyén, qui dinh méc d6 truy xuat dén
tai nguyén.

C6 ba md hinh dugc str dung dé giai thich cho mé hinh diéu khién truy cap:

- MAC (Mandatory Access Control)

- DAC (Discretionary Access Control)

- RBAC (Role Based Access Control)
2.1.2.1 MAC (Mandatory Access Control):

M6 hinh MAC la mét mé hinh tinh str dung cac quyén han truy cap dén tap tin duoc
dinh nghia trugc trén hé thong. Ngudi quan tri hé thong thiét 1ap cac tham sé nay va két
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hop ching véi mét tai khoan, véi nhiéu tap tin hay tai nguyén. Ma hinh MAC c6 thé bj han
ché nhiéu. Trong méd hinh MAC ngudi quan tri thiét 1ap viéc truy cip va ngudi quan tri
cling 1a nguoi 6 thé thay doi su truy cap d6. Nguoi ding khong thé chia sé& tai nguyén
duogc trir khi c6 mot méi quan hé véi tai nguy@én da ton tai trudc.

Vi du: Béi véi Unix hé thdng qui dinh mot tap tin hay thu muc s& vé mot cha sé hiru
(Owner). Khi d6 ta khdng thé dinh nghia mét tap tin hay thu muyc thudc quyén so hiru cia
hai hay nhiéu nguoi.

Quyén tap tin, thu muc trén Windows 2000 (Full control, Write, Read, List folder
content ...)
2.1.2.2. DAC (Discretionary Access Control):

La tap cac quyén truy cap trén mot dbi twong ma mot ngudi dung hay mét tng dung
dinh nghia. M6 hinh DAC cho phép ngudi dung chia sé tap tin va st dung tap tin do nguoi
khac chia sé. M6 hinh DAC thiét lap mot danh sach diéu khién truy cap (Access control
list) dung dé nhan ra nguoi ding ndo dugc quyén truy cap dén tai nguyén nao. Ngoai ra,
md hinh nay cho phép ngudi dung gan hay loai bé quyén truy cap dén mdi ca nhan hay
nhém dua trén tirng trudng hop cu thé.
2.1.2.3. RBAC (Role Based Access Control):

Trong RBAC, viéc quyét dinh quyén truy cap dya trén vai tro caa mdi ca nhan va trach
nhiém cua ho trong td chic.

Quyén han dya trén cong viéc va phan nhém nguoi dung. Tuy thudc vao tiing quyén
han cua nguoi ding ma chdng ta s& phan quyén cho phi hop.

Vi du: Ngudi quan tri ¢6 toan quyén quan tri trén hé théng mang, duoc quyén thém,
X084, sira thdng tin trén mang. Nhitng nhan vién binh thuong trong mang s& chi ¢ quyén
sir dung may tinh ma khéng duoc phép lam gi ca.

2.1.3 Xac thuc (Authentication):

Qua trinh ding dé xac nhan mot may tinh hay mot nguoi ding cb gang truy cap dén tai
nguyeén, ciing nhu cach thic dang nhap va st dung hé théng.

Qua trinh xac thuc rat da dang, tir cich xac nhan thdng thuong nhu kiém tra tén dang
nhap/ mat khau dén viéc sir dung cac cong nghé tién tién nhu thé thong minh, thiét bi sinh
hoc dé nhan dang nguai ding.
2.1.3.1. Username/ Password:

Pay la phuong thic xac nhan ¢é dién va duoc st dung rat phd bién (do tinh nang don
gian va dé quan ly).

MJi ngudi ding s& duoc xac nhan bang maot tén truy cap va mat khau. Mat khau thong
thuong duoc luu trong co so dir liéu dudi dang mé hoa hoac khong mé hoa. Tuy nhién mat
khau c6 thé dé dang bi doan bang cac phuong phép vét can.

Chinh sach mat khau:

- Mutc d6 khong an toan: it hon 06 ky tu

- Muc d6 an toan trung binh: 08 dén 13 ky tur

- Mtrc d§ an toan cao: 14 ky tu

Ngoai ra mat khau can tuan theo mot sb yéu cau sau:



- Két hop gitta cac ky tu hoa va thuong

- Sur dung sd, ky tu dic biét, khong sir dung céc tir ¢6 trong tu dién.

- Khong str dung thong tin ca nhan dé dit mat khau (ngay sinh, sé dién thoai, tén
nguoi than ...).
2.1.3.2. CHAP:

Do diém yéu cua User/ Pass 1a thong tin d& dang bi mat khi chuyén trén mang, do dé
can phai c6 mot phuong phap dé dam bao rang dit liéu dwgc truyén théng an toan trong
qua trinh chiing thyc. CHAP 1a mét giao thic dap tng duoc yéu cau trén.

CHAP thuong dugc dung dé bao vé cac thdng tin xac nhan va kiém tra két néi dén tai
nguyén hop 1€, sir dung mot ddy cac thach thuc va tra 161 dugc mé hoa. Pay la nghi thirc
X&c nhan truy cap tir xa ma khdng can giri mat khau qua mang.

CHAP duoc sir dung dé xac dinh sy hop 1é bang cach sir dung co ché bit tay 3 - Way.
Co ché nay duogc si dung khi két ndi dugc khoi tao va duoc sir dung nhiéu lan dé duy tri
két ndi.

- Noi can xac nhan s& giri mot thong diép “Challenge”

- Bén nhan sé& sir dung mat khau va mot ham bam mot chiéu dé tinh ra két qua va tra
161 cho bén can xac nhan.

- Bén can x4c nhan s& tinh todn ham bam twong tng va ddi chiéu véi gid tri tra vé.
Néu gia tri 1a dGng thi viéc x4c nhan hop 18, nguoc lai két ndi s& két thic.

- Vao mot thoi diém ngau nhién,bén canh x4ac nhan s& gui mot Challenge moi dé
kiém tra su hop 1€ cua két ndi
2.1.3.3. Chirng chi (Certificates)

Trong cudc song ching ta st dung CMND hay ho chiéu dé giao tiép véi nguoi khéac
trong x& hoi nhu st dung dé di du lich, tau xe ... Trong may tinh ching ta st dung chiing
chi dé xac nhan véi nhitng may khac rang ngudi ding va may tinh hop 18 va gitp cho cac
may tinh truyén théng véi nhau dugc an toan.

Chung chi dién tir 14 mot dang dit liéu s chira cac thong tin dé xac dinh mot thuc thé
(thyuc thé c6 thé 13 mot c& nhan, mot server, mot thiét bi hay phan mém...) Chi tiét vé chung
chi ching ta s& tham khao trong cac phan sau.
2.1.3.4. Mutual Authentication (X4ac nhan lin nhau):

Pa s6 cac co ché chung thuc déu thuc hién mot chiéu, khi d6 viéc xac thuc rat dé bi gia
lap va dé bi Hacker tan cong bang phuong phap gia lap cach thiuc két ndi (nhu Reply
Attack...) Trong thyc té c6 rat nhiéu ang dung doi hoi co ché xac nhan qua lai. vi du mot
ngudi dung ¢6 mot tai khoan tai Ngan hang. Khi nguoi ding truy xuat dé kiém tra ngay
nap tién vao Ngan hang s& kiém tra tinh hop 1é cua Ngan hang dang thao tac. Néu thdng
tin kiém tra 1a hop Ié thi qué trinh dang nhap thanh cong va nguoi ding c6 thé thay doi
théng tin tai khoan cua minh.

MJi thanh phan trong mot giao tiép dién tir c6 thé xac nhan thanh phan kia. Khi do,
khong chi xac nhan ngudi dung vai hé thong ma con xac nhan tinh hop Ié cua hé théng ddi
véi nguoi dung.
2.1.3.5. Biometrics:



Cac thiét bi sinh hoc c6 thé cung cap mét co ché xac nhan an toan rat cao bang céch sir
dung cac dic tinh vé vat ly ciing nhu hanh vi cia mdi c& nhan dé chung thuc, duoc sir dung
& cac khu vuc can su an toan cao.

Céch thirc hoat dong ciaa Biometric:

- Ghi nhan dic diém nhan dang sinh hoc

+ Céc dic diém nhan dang cua doi tugng duge quét va kiém tra.
+ Céc thong tin vé sinh hoc duoc phan tich va luu lai thanh cidc mau.
- Kiém tra
+ Dbi tuong can dugce kiém tra sé dugc queét
+ May tinh s& phén tich dit liéu quét vao va d6i chiéu voi dir liéu mau.
+ Néu dit liéu mau d6i chiéu phu hop thi ngudi dung dugc xac dinh hop 18 va co
quyeén truy xuit vao hé thong.
M@t s6 dang:
- Cac dic diém vat Iy
+ DAu van tay
+ Hand geometry
+ Quét khudén mat
+ Quét vdng mac mat
+ Quét trong den mat
- Cac dac tinh va hanh vi:
+ Chi ky tay
+ Giong noi

Hién nay co ché xac nhan sinh hoc dugc xem 1a co ché mang tinh an toan rat cao. Tuy
nhién dé xay dung co ché xac nhan nay thi chi phi rat cao.
2.1.3.6. Multi — Factor:

Khi mot hé théng sir dung hai hay nhiéu phwong phap ching thuc khac nhau dé kiém
tra viéc User dang nhap hop 1& hay khéng thi duoc goi 1a multi — factor. Mot hé thong vira
str dung thé thdng minh vira sir dung phuong phap chirng thuc bang username va password
thi dugc goi 1a mot hé thdng chuang thuc two — factor. Khi d6 ta c6 thé két hop hai hay
nhiéu co ché xac nhan dé tao ra mot co ché xac nhan phl hop vai nhu cau.

Chi danh cua mot ca nhan duogc xac dinh str dung it nhat hai trong céc factors xac nhan
sau:

- Ban biét gi (mot mat khau hay s pin)

- Ban c6 gi (smart card hay token)

- Ban la ai (d4u van tay, vong mac ...)

- Ban lam gi (giong noi hay chit ky)
2.1.3.7. Kerberos:

Kerberos 1a mot dich vu xac nhan bao dam céc tinh ning an toan, xac nhan mét lan, xac
nhan 13n nhau va dua vao thanh phan tin cay tha ba.

- Antoan:



Str dung ticket, dang théng diép ma hoa c6 thai gian, dé chieng minh su hop 16 cua ngudi
dung. Vi thé mat khau caa nguoi dung cé thé duoc bao vé tét do khong can gui qua mang
hay luu trén bd nhd may tinh cuc bo.

- X4c nhén truy cip mt lan:

Nguoi dung chi can dang nhap mét 1an va co thé truy cap dén tat ca cac tai nguyén trén
mét hé théng hay may chi khac hd trg nghi thirc Kerberos.

- Thanh phin tin cdy thi ba:

Lam viéc thdng qua mot may cha xac nhan trung tim ma tat ca céc hé thong trong mang
tin cay.

- Xé4c nhan lan nhau:

Khong chi xac nhan nguoi dung ddi véi hé théng ma con xac nhan su hop 1é cua hé
théng ddi véi ngudi dung.

Xéc nhan Kerberos dugc tich hop truc tiép trong cau tric quan ly thu muc (Active
Directory) caa Windows 2000, 2003 server hd tro cac may tram c6 thé dang nhap mét lan
vao DC va st dung dich vu trén céc server khac thuoc ciing DC ma khong can phai dang
nhap. Viéc ndy hoan toan trong suét voi nguoi dung nén ho khong nhan ra duoc sy hd tro
cua Kerberos.

2.2 Bao mat mang
2.2.1. Giéi thiéu:

Pé xay dung mot hé théng bao mat, trudc hét chiing ta phai hiéu rd cach thirc cac Hacker
st dung dé tan cong vao hé thong. Viéc tim hiéu cach thirc tin cong gop phan rat nhiéu
cho cong tac bao mat mot hé théng mang, gilp viéc ngan chan hiéu qua hon rat nhiéu. Mai
truong mang ngay cang phét trién, do d6 nhu cau bao mat, bao dam an ninh trén mang
lubn phat trién.

Hién nay, cac phuong phap tan cdng rat da dang va phong pha. Tuy c6 rat nhiéu phuong
thirc tan cong nhung co thé tam xép chiing vao nhitng nhém nhu sau:

- Theo muc tiéu tin cong: Ung dung mang hay ca hai

- Theo cach thtic tan cong: Chi dong (Active) hay thu dong (Passive)

- Theo phuong phap tin céng: C6 nhiéu loai vi du nhu bé khoa, khai thac 15i, phan
mém hay hé thong, ma nguy hiém ...

Ranh gigi caa cac nhdm nay dan khé nhan ra vi nhitng cach tan cong ngay nay, ngay
cang phuc tap, téng hop.

Tuy nhién, khéng phai moi hacker déu tan cong nham muc dich pha hoai hé théng. C6
mot s6 dbi tuong tin cdng vao hé thong c6 muc dich nham tin ra 16 hong cua hé théng va
bdo cho ngudi quan tri &é ho vé 16 hong do lai. Nhitng hacker dang nay nguoi ta goi la
“ White hat”, con hacker dang khac nguoi nguoi ta goi la “Black hat”.

Mot s6 nguoi lai 1am tuong gitra hacker va cracker. Cracker 1a mot ngudi chuyén di tim
hiéu cac phan mém va bé khoa cac phan mém do, con hacker 1a nguoi chuyén di tim céc
16 hong cua hé thong.

2.2.2. Minh hoa khii quat mdt qui trinh tan cong:



Tuy thudc vao muc tiéu tan cong ma hacker s& c6 nhirng kich ban tan cdng khac nhau.
O day ching ta chi minh hoa mét dang kich ban téng quét dé tin cong vao hé théng.

L

1. thim do va S 2. Thim
danh gia hé thong

3. Gia ting quyén han

Y

1. Duy tri truy cap 2. Khai thac

Hinh 1.1 Cac buéc co ban ciia mot cudc tin cong

- Budc 1: Tién hanh tham do va danh gia hé thong

- Budc 2: Thuc hién budc tham nhap vao hé théng. Sau d6 c6 thé quay lai buodc 1 dé
tiép tuc tham do, tim thém céc diém yéu cua hé thong.

- Budc 3: Tim moi cach dé gia ting quyén han. Sau d6 c6 thé quay lai bude 1 dé tiép
tuc tham do, tim thém cac diém yéu cta hé thong hodc sang budc 4 hay budc 5.

- Budc 4: Duy tri truy cép, theo doi hoat dong cua hé théng

- Budc 5: Thyc hién cac cudc tan cong (vd: tur chéi dich vu o)

2.2.3. Tan cong chi dong:

La nhitng dang tan cong ma ké tan cdng truc tiép gay nguy hai téi hé théng mang va
ting dung (khdng ché may chi, tat cac dich vu) chix khdng chi nghe 1én hay thu thap thong
tin. Nhitng dang tin cong phé bién nhu: Dos, Ddos, Buffer overflow, IP spoofing ...
2.2.3.1. DOS:

Tan cong tir chdi dich vy, viét tat 1 DOS (Denial of service) la thuat ngit goi chung cho
nhitng céch tan céng khac nhau vé co ban 1am cho hé théng nao dé bi qua tai khong thé
cung cap dich vy, hoac phai ngung hoat dong. Kiéu tin cong nay chi lam gian doan hoat
dong chi rat it kha nang danh cap thong tin hay dir liéu.

Théng thuong muc tiéu cua tan cong tir chdi dich vu 1a may cha (FTP, Web, Mail) tuy
nhién ciing c6 thé 1a cac thiét bi mang nhu: Router, Switch, Firewall ...

Tan cong tir chéi dich vy khong chi 13 tan cng qua mang ma con cé thé tan cong & may
cuc bo hay trong mang cuc bo con goi la Logcal Dos Against Hosts.

Ban dau tan cong tir chéi dich vu xuét hién khai thac su yéu kém cua giao thiec TCP 14
Dos, sau d6 phat trién thanh tan cong tir chdi dich vu phan tan Ddos (Distributed Dos).

Ching ta cd thé phan nho tan cdng tir chdi dich vu ra thanh cac dang Broadcast stom,
SYN, Finger, Ping, Flooding ...

Hai van dé caa tan cong tir choi dich vu la:

- Viéc st dung tai nguyén (Resource consumption attacks) ctia s lugng 16n yéu cau
1am hé thong qua tai. CAc tai nguyén la muc tiéu cua tan cong tir chdi dich vu bao gdm:
Bandwidth (thudng bi tin cong nhét), Hard disk (muc tiéu ctia bom mail), Ram, CPU ...

- (0 15i trong viée xir 1y cac String, Input, Packet dic biét duogc attacker xay dung
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(malfomed packet attack). Thong thudong dang tin cong nay s& duoc ap dung voi router
hay switch. Khi nhan nhitng packet hay string dang nay, do phan mém hay hé théng bi
16i dan dén router hay switch bj crash ...

Tan cong tir chdi dich vu khdng dem lai cho attacker quyén kiém soat hé théng nhung
no 12 mot dang tan cdng vo cung nguy hiém, dic biét 1a véi nhitng giao dich dién ti hay
thuong mai dién tir. Nhitng thiét hai vé tién va danh du, uy tinh 12 khé c6 thé tinh duoc.
Nguy hiém tiép theo Ia rat khé dé phong dang tan cong nay thdng thudng ching ta chi biét
khi da bi tan cong.

Ddi véi nhitng hé thong bao mat tét tan cong tir chdi dich vy duoc coi 1a phuong phép
cudi cuing duoc attacker &p dung dé triét ha hé thong.
2.2.3.2. DDOS:

Tan cdng tir chdi dich vu phan tan thuc hién véi s tham gia caa nhiéu may tinh. So véi
Dos mirc do nguy hiém caa DDos cao hon rat nhiéu.

T4n cong DDos bao gém hai thanh phan:

- Thanh phan tht nhat: La cdc may tinh goi 1a zombie (thong thudng trén internet)
da b1 hacker cai vao d6 mot phén mém dung dé thuc hién tn cong dudi nhiéu dang nhu
UDP flood hay SYN flood ... Attacker ¢ thé st dung két hop véi spoofing dé ting muc
d6 nguy hiém. Phan mém tan cong thuong dudi dang cac daemon.

- Thanh phén thr hai: La cac may tinh khac duoc cai chuong trinh client. Cac may
tinh nay ciing nhu cic zombie tuy nhién cac attacker nim quyén kiém soat cao hon.
Chuong trinh client cho phép attacker gtri cac chi thi dén Daemon trén cac zombie.

Khi tin cong attacker s& ding chwong trinh client trén master giri tin hiéu tan cong dong
loat t&i cac zombie. Daemon process trén zombie s& thuc hién tan cong téi muc tiéu xéac
dinh. C6 thé attacker khong truc tiép thuc hién hanh dong trén master ma tir mot may khac
sau khi phat dong tan cong s& cat két néi véi cac master dé dé phong bi phat hién.

/ Attacker |

LS NP NS

server

Hinh 1.2 Minh hoa tdn cong DDOS



Théng thudng muc tiéu cua DDos 1a chiém dung bandwidth gay nghén mang. Cac cong
cu thuc hién c6 thé tim thiy nhuTri00 (Win Trin00), Tribe Flood Network (TFN hay
TFN2K), Sharf ... Hién nay con phat trién cac dong virus, worm c6 kha nang thyc hién
DDos.
2.2.3.3. Buffer Overflows (tran by dém):

Pay 1a mot dang tan cong lam tran b dém cua may tinh. Buffer Overflows xuat hién
khi mét ing dung nhan nhiéu dit liéu hon chwong trinh chap nhan. Trong trudng hop nay
g dung c6 thé bi ngat. Khi chuong trinh bj ngat c¢é thé cho phép hé thdng guri dit lidu voi
quyén truy cap tam thoi dén nhitng mac do c6 dic quyén cao hon vao hé thdng bi tin cong.
Nguyén nhan cua viéc tran bo dém nay 1a do 16i cia chuong trinh.
2.2.3.4. Spoofing:

Truy cap vao hé théng bang cach gia danh (sir dung chi danh danh cép cua ngudl khac,
gia dia chi MAC, IP ...)

La phwong phép tan cdng ma attacker cung cap théng tin chirng thuc hoic gia dang mot
user hop 18 dé truy cap bat hop 18 vao hé théng. Tuy nhién trong vai truong hop viéc cau
hinh hé thdng sai c6 thé gay hau qua twong tw. Vi du cau hinh hé théng c6 13i cho user ¢6
quyén cao hon quyén duoc phép ma user nay khong hé cd y gia mao.

C6 nhiéu tan cong bang spoofing. Trong dé cé “blind spoofing” attacker chi giri thong
tin gia mao di va doan két qua tra vé. Vi du IP spoofing sau khi gui packet gia mao dia chi
attacker khdng nhan dugc tra 1oi. Dang tha hai can quan tdm 1a “informed spoofing”
attacker kiém soéat truyén théng ca hai hudng.

Tan cong bang cach gia mao thuong duoc nhic dén nhat 12 1P spoofing va ARP spoofing
hay con goi la ARP poisoning.

Viéc gia mao IP xay ra do diém yéu cua giao thic TCP/IP. Giao thirc TCP/IP khong hé
¢ tinh nang chang thuc dia chi packet nhan dugc co6 phai la dia chi dang hay la dia chi gia
mao. Mot IP address duoc coi nhu 1a mot may tinh (thiét bi) duy nhat két néi vao mang va
do d6 cac may tinh c6 thé giao tiép véi nhau ma khong can kiém tra. Tuy nhién ching ta
c6 thé khic phuc bang cach str dung Firewall, router, cac giao thuc va thuat toan ching
thuc... Viéc thuc hién gia mao IP c6 thé bang cach st dung Raw IP.

ARP poisoning cach tan cong nham thay d61 ARP entries trong bang ARP nhd dé ¢6
thé thay d6i duoc noi nhan thong diép. Céc tan cong nay 4p dung vél LAN switch.

Trinh bay céch tan cong bing ARP poisoning:

- ARP (Address Resolution Protocol): La mdt giao thirc dung dé 1am cho mét dia chi
IP phu hop véi mot dia chi MAC. ARP duoc dung trong tat ca cac truong hop noi ma
mdt nut trén mang TCP/IP can biét dia chi MAC cua mot nit khéc trén cung mot mang
hay trén mang tuong tac. Vé co ban, ARP cho phép mot may tinh gui thong diép ARP
trén mang cuc bo dé tat ca cac nut déu nghe thdy nhung chi c6 nut mang c6 dia chi IP
tuong rng mai tra 101.

- MOt vai hé diéu hanh khong cap nhat thong tin ARP néu néd khong c6 sin trong
cache, mot sd khac thi chép nhan chi mot 1an tra 161 lai dau tién (vi du nhu Solaris)

- Attacker c6 thé gia mao mot packet ICMP da bat chude dé bit bude may tram thyuc
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hi¢n mdt ARP request. Ngay lap tirc sau khi nhan dugc ICMP, may tram gui lai mot
ARP.
Bién phap dbi pho:
- Chung ta c6 thé sir dung mot trong cac bién phéap sau: (Yes: c6 thé st dung duoc,
No: khong thé st dung duoc)
+ Yes — Passive monitoring (arp watch)
Yes — Active monitoring (ettercap)
Yes — IDS (detect but not avoid)
Yes — Static ARP entries (avoid it)
Yes — Secure ARP (puplic key auth)
No — Port security on the switch
+ No — Anticap, antidote, middleware approach
2.2.3.5. SYN Attacks:
La mét trong nhitng dang tin cong kinh dién nhat. Loi dung diém yéu cua bat tay 3 budc
TCP. Viéc bat tay ba budc nhu sau:
- Budc 1: Client gui goi packet chira co SYN
- Budc 2: Server giri tra client packet chirc SYN/ACK thong bao sin sang chap nhan
két n6i dong thoi chuan bi tai nguyén phuc vu két ndi, ghi nhan lai cac thong tin vé client
- Budc 3: Client giri tra server ACK va hoan thanh thu tuc két ndi.
+ Khai thac 15i ctia co ché bat tay 3 budc cia TCP/IP. Van dé ¢ day 1a client khong
g tra cho server packet chira ACK, viéc nay gol 1a half — open connection (client chi

+ + + + +

m& két ndI mot nira) va véi nhiéu packet nhu thé server s& qua tai do tai nguyén co han.
Khi d6 co6 thé cac yéu cau hop 1é s& khong dugce dap tng. Viéc nay twong ty nhu mot
may tinh bi treo do m& qué nhiéu chuong trinh cting mét luc.
+ May tinh khoi tao két ndi s& girl mot thong diép SYN + Spoofing IP
+ May nhan duoc s€ tra 161 lai SYN va mot ACK
+ S¢€ khong c¢6 nguoi nao nhan dugc ACK (do dia chi gia)
+ Do vay may nhan dugc s€ doi mot khoang thoi gian dai trude khi xoa két nbi
Khi s6 luong tao két ndi SYN nay qua nhiéu s& lam cho hang doi tao két ndi bi day
va khong thé phuc vu cac yéu cau két ndi khac.
Trén Windows dé nhan biét tin cong SYN c¢6 thé dung 1énh Netstar — n —p tcp
Chiing ta s& chi y SYN — Received ctia cac connection. Tuy nhién tin cong SYN
thuong di chung véi IP spoofing. Cach attacker thuong st dung 1a random source 1P,
khi d6 server thuong khong nhan dugc ACK tir cac may c6 IP khong that, dong thoi
server c6 khi con phai giri lai SYN/ACK vi nghi rang client khéng nhan duogc
SYN/ACK. Ly do tiép theo 1a tranh bi phat hién source IP, khi d6 nhan vién quan tri s&
block source IP nay.
Giai phap:
- Giam thoi gian cho doi khoi tao két ndi. Viéc nay c6 thé sinh ra 13i tir chdi dich vu
véi may tir xa c6 bang thong thap truy xuat dén.
- Tang s6 luong cac cb gang két nbi



- Sur dung tuong lra dé gtri g6i ACK cho may nhan dé chuyén két ndi dang thyc hién
sang dang két ndi thanh cong.
2.2.3.6. Man in the Middle Attacks:

K¢ tin cdng s& dung gitra kénh truyén thong cua hai may tinh dé xem trom thong tin va
tham chi cé thé thay d61 nol dung trao dbi gitta hai may tinh.

Trong khi d6 ca hai may tinh déu nghi rang minh dang két ndi truc tiép véi may tinh kia.

Cach tin cdng Man in the Middle:

- Tén cong trong mang noi bo:

+ ARP Poisoning
+ DNS Spoofing
+ STP mangling

+ Port Stealing

- Tén cong tlr cuc b dén cac may ¢ xa (thong qua gateway)
ARP Poisoning
DNS Spoofing
DHCP Spoofing
ICMP Redirection
IRDP Spoofing
Route mangling
Tén cong tir xa
DNS Spoofing
Traffic tunneling
Route mangling

- Tén cong trén mang khong day

+ Access Point Reassociation
2.2.3.7. Replay Attacks:

Str dung cdng cu dé ghi nhan tat ca théng tin trao d6i khi mot may tinh nao dé truy xuat
dén server. Sau d6 sir dung cé4c thdng tin bat dugc trén mang dé ndl két lai dén server do.

Pay la ki thuat ma Attacker khi nam dugc mot s6 luong packet s& st dung lai nhiing
packet nay sau do. Vi du Attacker c6 duoc packet chira password cua mot user. Password
nay da dugc ma hoa va attacker khong biét duoc. Tuy nhién hé thong chiing thuc khong
c6 chuc nang kiém tra Session time hay hé théng c6 TCP Sequence number kém. Attacker
s& thuc hién Bypass Authenticate bang cach giri packet mot 1an nita hay con goi 1a replay.
2.2.3.8. Dumpster Diving:

Dumpster Diving la thuat ngir md ta tin cong bang céach thu lugm théng tin tir nhitng
thir tuong nhu khong con gia tri. Vi du Attacker c6 thé c6 duoc nhiéu thong tin tir “Recycle
bin” tir gidy to chiing tir bd di ... Khong chi tir nhitng thong tin trén may vi tinh, nhiing
théng tin thu luom duoc ciing cd thé 1y duoc tir cac tai liéu, hd so do ngudi dung bo di.
Tur nhitng loai gidy to thu nhan duoc c6 thé rat trich ra dé lay nhitng théng tin can thiét cho
viéc tan cong.
2.2.3.9. Social Engineering:

+ + 4+ + + + + + + 4+

10



Pay la mot dang tin duoc sir dung phd bién nhat va rat khd phong ngtra. Cach tan cong
nay khdng doi hoi ké tan cong st dung cac cong cu hay thiét bi ma van c6 thé ¢ duoc céc
thong tin can thiét dé tham nhap vao hé thng.

Da s6 nguoi dung thuong dat mat khau dua vao thong tin ca nhan nhu ho tén, sé dién
thoai, ngay sinh,... Khi dé ké tn cdng c6 thé thu thap céc thong tin nay dé thuc hién viéc
doan mat khau cua nguoi ding.

Mot dang khac 1a khai thac sy tin cay hay nhe da ctia con ngudi dé tim ra cac thdng tin
quan trong nhu gia danh mot khach hang quen thudc caa Cong ty dé thu thap cac thong tin
quan trong ...

Giai phap: Dao tao huéng dan nguoi ding ludn canh giac
2.2.4. Tan cong thu dong:
2.2.4.1. DO tim 16 héng:

Pay la budc co ban ké tan cong sé thyuc hién dé danh gia va tim ra cac diém yéu cua hé
thdng. ki thuat ding cac cdng cu quét dé tim ra diém yéu tan cong.

Str dung c4c cdng cu quét cong dé tham do va phat hién cac thong tin cua hé thong nhu
hé diéu hanh, phién ban, cac tng dung trién khai ...

Attacker s& kiém tra dé hi vong tim ra mot ctra nao khdng khoé hoic dé dang pha ma
khéng bi phat hién.

- Gioi thiéu cong cu NMAP:

NMAP la viét tat caa Network Mapper. Ban dau NMAP dugc thiét ké chi yéu danh cho
System admin nham scan nhitng mang c6 nhiéu may tinh dé biét may nao hoat dong, cac
service n6 dang chay va hé diéu hanh dang st dung.

NMAP hd tro ky thuat scan bao gom: UDP, TCP, TCP SYN (half — open), FTP Proxy
(bounce attack), ICMP (ping sweep), FIN, ACK sweep, Xmas tree, SYN sweep, IP
Protocol ... C6 thé dung xac dinh cac thong tin clia may ¢ xa, vi du nhu OS qua TCP/IP
Fingerprinting.

Cong cu NMAP c6 thé dé dang tim trén internet va duoc cai dit ... Mic dinh trong céc
hé diéu hanh Unix. NMAP c¢é nhitng phién ban chay trén Windows va hd trg giao dién d6
hoa (NMAP Win).

- Mt s6 chirc ning chinh ciia NMAP:

+ Connect Scan (TCP connect): Pay 13 mot dang co ban nhat cua viéc quét TCP.
K¥ thuat nay dugc dung dé quét tat ca cac cong trén hé théng may tinh. Néu cong dang
lang nghe, két ndi thanh cong, nguoc lai thi cong s& khong dat dén duoc. Piém manh
cuia k¥ thuat nay 1a chung ta khong can phai c6 dic quyén.

+ Viéc quét bang ki thudt nay s& dé dang bi phat hién bi may duoc quét.

+ TCP SYN (haft-open): Ky thuat nay thuong dugc hiéu nhu 1a kiéu quét (haft-
open) boi vi ban khong mé mot két ndi day di TCP. Ban giri mot SYN packet, néu nhur
ban dang md mot két ndi thuc sy va ban dang chd hoi dap. Mot SYN /ACK chi cho biét
céng dang 1a‘ing nghe. Mot RST biéu 16 ciia mot Non — listener. Néu mot SYN/ACK duoc
nhan, mdt RST ngay lap tirc gui lién tuc dén két ndi. Thuén loi chinh cua k¥ thuat quét
nay 1a it site luu lai thong tin ctiia nd. Pé thyc hién duoc ching ta phai c6 quyén root.
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+ FTP Proxy (Bounce attack): Pay 1a méot dic diém thu vi cua giao thirc FTP hd
tro cho nhirng két ndi FTP thong qua proxy. Noi mot cach khac chung ta c6 thé két ndi
tir Evil.com dén FTP server cua target.com va yéu cau server giri mot file ANYWHERE
trén internet. Bay gid diéu nay da duoc thuc hién vao nim 1985 khi RFC d3 duogc viét.
Nhung véi hé thdng ngay nay, chung ta khong c6 thé chiém doat FTPserver va gui yéu
ciu dén bat ky diém nao trén internet mot cach tuy tien. Khi cac khai niém cii vé FTP
server duoc viét lai vao nam 1995, sai lam cua giao thirc nay co thé duoc st dung dé dua
news va mail gan nhu khong thé phat hién duoc, gay nguy hiém trén nhiing server tai
nhiing site khac nhau, 1am day dia ctng ... Chung ta s& lgidung nhirng dic diém nay dé
Scan TCP port tir mot proxy FTP server. Vi thé ban c6 thé két ndi dén mot FTP server
duoc dit sau mot Firewall va sau d6 quét nhitng port dudng nhu da bi blocked. NéuFTP
server cho phép doc va ghi trén mét vai thu muc, ban c6 thé gui bat ky dit liéu dén nhiing
cong ma ban da tim thay (NMAP thi khong lam duoc viéc nay).

+ ICMP (Ping Sweep — PingScanning): Thinh thoang chung ta chi muén biét mét
host trén mang c6 duoc md hay khong. NMAP ¢6 thé 1am diéu nay bang cach giri ICMP
echo request packet dén moi dia chi IP trén mang ma ban chi dinh. Nhitng host ma tra
101 1a nhitng host dang mé. Mot s6 site thi block echo request packets. Vi thé NMAPc6
thé gt mot TCP ACK packet theo céng 80. Néu chuing ta nhan dugc mdt RST tra vé,
may tinh d6 dang ma. Mot k¥ thuat tha ba lién quan dén viéc giri mot SYN packet va
cho RST hay SYN/ACK. Maic dinh (cho user root) NMAP str dung ca hai k¥ thuat ACK
va ICMP. Ban c6 thé thay d6i diéu nay véi option — p.

+ Chu y rang thao tac ping duoc thuc hién bt cr lac nao va chi nhitng host hdi
dap dugc quét. Chi sir dung tily chon néu ban mong muén ping sweep ma khong can bat
ky port scans nao thyc sy hoat dong.

+ ACK Sweep (ACK Scan): Bay 1a mot phuong phap thuan lgi thuong duoc s
dung dé vach ra nhiing bo luat firewall. Trong trudng hop dic biét, no co thé giup xac
dinh no1 firewall khong c6 hiéu qua hay chi 1a mdt bg loc packet don gian chi block
nhitng SYN packet.

+ Céc Scan nay giri mot ACK packet dén mot port dugc chi dinh. Néu co6 RST tra
vé, port dugc phan loai 13 “unfiltered”. Néu khong c6 bat ctr thong tin gi tra vé (hay néu
mot ICMP unreachable dugc tra vé&) port dugc phan loai 1a “filtered”. Chu y rang NMAP
thuong khong in ra nhiing port dugc phan loai la “unfiltered”.

+ Xmas tree, FIN, Null Scan: D6 1a nhitng 1an khi st dung quét SYN nhung khong
bao dam bi mat. mot vai firewall va packet filter c6 thé nhin thay tin hi¢u SYN va gidi
han port va chuong trinh gidng nhu SYN logger va courtney thi d& dang phat hién ra
viéc quét nay. Viée sir dung nhitng cach quét nay (Xmas tree, FIN, Null Scan) s& c6 thé
vuot qua dugc ma khong bi can trd.

+ IP Protocol: Phuong phap nay duoc st dung dé xac dinh nhiing giao thirc IP nao
duoc hd tro trén host. K§ thuat nay sé giri nhiing IP packet dang raw ma khong chira bat
ky protocol header dén timg giao thirc dugc chi dinh tai host dich. Néu chiing ta nhan
mot ICMP protocol unreachable message, diéu d6 c6 nghia rang giao thirc khong duoc
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str dung, nguoc lai chiing ta gia st rang n6 duoc mé. cha ¥ ring mot vai host (AIX, HP-
UX, Digital UNIX) va mét sb firewall khong thé gui protocol unreachable messages,
day 1a nguyén nhan 1am cho hiéu 1am ring tat ca giao thirc déu duoc “open”.
- Cii phap chuén nhv sau:
NMAP [Scan type (s)] [option] <host or net #1 ... [#n]>
Scan type bao gom:
+ -sS: TCP SYN
+ -sT: TCP connect ()
-sU: UDP scan
-sO: IP protocol
-SF -sX -sN: Stealth FIN, Xmas tree, Null scan
-sP: ping scanning
-sV: version detection
- Cac Option chinh nhu sau:
+ -PA [portlist] st dung TCP ACK ping xem danh sach céc host dang hoat dong
+ -PS [portlist] twong tu -PA nhung dung SYN (connection request)
+ -PU [portlist] dung UDP
- Vi du: Dé quét tit ca cac cong TCP trén may dich 172.29.14.141
Nmap -v 172.29.14.141
+ Tuy chon —v: M& ché d6 hién thi chi tiét qua trinh quét.
Pé quét mot dudng mang 16p C ma c6 chta dia chi IP 172.29.14.141 dung tin hiéu
SYN. Ngoai ra ciing x4c dinh ludn ca hé diéu hanh ma dang str dung tai mdi may 1a gi ?

+ + + + +

C6 dang hoat dong hay khong? Dé sir dung dugc dic diém nay, ngudi stt dung phai cd
quyén root.

Nmap —sS — O 172.29.14.141
2.2.4.2. Nghe lén (Sniffing):

K¢é nghe 1én phai niam trong cuing duong mang hoic duoc dat ¢ cac vi tri cong truy cap
dé doc cac thdng tin dugc truyén trén mang.

Str dung phan mém dé don bat cac thdng tin quan trong (vi du tén truy cap, mat khau,
cookie) truyén trén mang ma khong dugc ma hoa hoic chi sir dung nhitng co ché mé hoa
don gian.

Cac quan tri mang c6 thé str dung cac cong cu sniff dé xem xét va danh gia luu théng
mang.

- Giéi thiéu cong cu TCP Dump:

La cong cu phan tich phd bién trong mdi truang Unix hay Linux. TCP Dump hd tro cac
giao thuc TCP, UDP, IP va ICMP. Ngoai ra con hd tro cac dang dit liéu cua cac tng dung
phd bién. Hau hét chuong trinh TCP Dump phai chay véi quyén root hay dugc setuid 1a
root.

- Cu phap TCP Dump nhu sau:

TCP Dump [ -adefln Nopg RstuvxX]

[ -c count ]
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[ -C file _size]
[ -Ffile]
[ -1 interface ]
[ -m module ]
[-rfile]
[ -s snaplen ]
[-T type]
[ -U user ]
[-wfile]
[ -E algo: secret ]
[ expression ]
- Cacluuy:
+ -c s& dung khi bat du sd goi tin
+ - C trudce khi save raw packet vao file s€ kiém tra file hién tai co kich thudc 16m
hon file _size hay khong. Néu c6 thi mé mét file moi véi tén chi dinh 1a —w cong véi
kich thudc phia sau. Pon vi cua file size 1a 1000000 bytes.

- Vi du: DPé in ra tit ca nhitng packet di dwoc nhéin va giri di tir may cé tén la

sundown:
# tcpdump host sundown
Dé in ra sy luu thdng giita hai hé théng may tinh cé tén 1a sundown va moondown:
# tcpdump host sundown and moodown

Dé in ra tat ca nhixng goi tin IP giita sundown va bat ky nhitng host khac ngoai trir may
cé tén la testking:

# tcpdump ip host sundown and not testking

- Gioi thi€éu cong cu Ethereal:

La mot trong nhitng céng cu “phan tich giao thirc” protocol analyzer mai nhat hién nay,
phét trién nam 1998. Ethereal c6 ca phién ban cho Unix/Linux va windows. Mét khi thuc
hién bat gai tin, packet s& duogc giit trong buffer va sau d6 dugc hién thi Ién man hinh. Mot
tinh nang cua Ethereal 1a live decodes ngay packet cho dén khi dirng viéc bat goi tin. Ching
ta c6 thé thay diéu nay qua Network monitor cua windows sé trinh bay sau. Tuy nhién day
cling 1a tinh nang khéng tét 1am néu luu lwong mang kha nhiéu 10000 packet chang han
ma khong thyc hién bién phap loc go6i nao. Khi dé chiing ta khong thé nao theo ddi kip cac
théng tin trinh bay.

- Giédi thiéu cong cu Network monitor ciia windows:

Windows 2000, 2003 ¢6 hé tro cong cu Network monitoring hd tro cac quan tri mang
theo ddi va phan tich cac goi tin dwoc giri ra ngoai ciing nhu cac két ndi truy xuat dén.

Thong thuong néu duoc cai dat NW s& duogc dit tai. Trong truong hop khong co ta c6
thé dé dang cai dit thém bang céch:

Start = Setting = Control pannel - Add/Remove Program - Add/Romove Windows
Components - Management and Monitoring tools.

Chay chuong trinh:
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Sau khi chon Network interface nhan start capture dé bét géi tin. Nhan biéu twong Stop
and View capture dé xem cac goi tin bat duoc. Ngay sau khi bit duoc ching ta dang ¢
panel dau 1 panel liét ké tom tat.

B6 chon Zoom panel (thanh toolbar hinh kinh 1tp) dé xem ca 3 panel caa cac goi tin da
bi capture nhu sau:

Panel thir hai 1a théng tin chi tiét va panel cudi cung biéu dién dudi dang hex. Ding
Edit/Display Filter (thanh toolbar hinh cai phéu) dé loc cac gai tin.

- Gi6i thiéu cong cu Cain & Abel:

Pay la céng cuy lang nghe rat manh hd trg cac tinh nang:

- Gia mao dia chi ARP dé thu thap duoc thém nhiéu thong tin

- Kha nang giai ma ddi voi mot sb password bat duoc dudi dang ma hoa.

Huéng dan sir dung Cain & Abel dé ling nghe thong tin trén mang LAN (thiét bj sir
dung trong mang thuoc tang 1 va 2)

- Cai dat chwong trinh Cain & Abel:

+ Download chuong trinh Cain & Abel tir website: http://www.oxid.it/
+ (Cai dat chuong trinh (can cai dat Winpcap v3.1 beta 4 trude khi st dung chuong
trinh Cain & Abel)
+ Sur dung chuong trinh Cain & Abel d¢é lang nghe thong tin trén mang.
- Chay chuwong trinh Cain & Abel:

(F—— T51x]
File VYiew Configure Tools Help

o eomBm  +v ReyvnEEa®er (0 2 0
I@% Decoders I§‘ Metwork Iﬂ? Sniffer I.;f Cracker I@ Traceroute IM Ccou I“f}"] Wireless l

T HNTLH

I_&% Cached Passwords
@ Protected Storage Press the + button on the toolbar to dump the Protected Storage
g L5A Secrets

2% Wireless Passwords

e 1E7 Passwords
: g Windows Mail Passwords

@ Dialup Passwords
--[=== Edit Boxes

- Enterprise Manager

§® Credential Manager

o

«| | i
Iﬁ Protected Storage I

http: { fuvw. oxid.it
Hinh 1.3 Chay chuong trinh Cain & Abel
Chon muc trén thanh cong cu dé bat dau qua trinh ling nghe trén mang, sau dé chon
tab Sniffer.
Tab Sniffer, chon muc Add to list Trén thanh céng cu dé quét danh sach cac may tinh
trén hé théng mang. Moi théng tin trao déi tir danh séch nay s& duoc lang nghe.
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MAC Address Scanner 1 _5]

— Target

Al hosts in my subnet
" Range

— From
| 1927188 . 3 . 1

—To
| 192 . 168 . 3 . 254

— Promiscuous-Mode Scanner

I~ ARP Test [Broadcast 31-bit)
I~ ARP Test [Broadcast 16-bit)
I~ ARP Test [Broadcast 8-bit)
I ARP Test [Group bit)

I~ ARP Test (Multicast group 0)
I~ ARP Test [Multicast group 1)
I~ ARP Test [Multicast group 3)
[~ Al Tests

| oK I Cancel I

Hinh 1.4 Chay chuong trinh Cain & Abel
Luwu y: Chang ta chi quét dugc nhitng may tinh thugc cung duong mang véi minh.
Chon tab password dé quan sét cac thong tin tra vé khi c6 su trao doi thong tin trén mang.

File View Configure Tools Help

SmeohB® | +v Ry mEEaO82 Q2|0
[@% Decoders I§ Network |9 sniffer [of cracker |8 Traceroute | ccou | wireless |

A1 |_Timestamp | FTP server I Client I Username l Passw

-4 FTP (0)
) HTTP (D)
(=) MaP (0)
-[E LDAP (D)
- POP3 (D)
s SME (0)
B Telnet (0)
? YNC (0)
-y TDS ()
E‘; NS (0)
€3] SMTP (D)
NNTP (0)
DCE/RPC (0)
MSKerbS-Preduth {(
Radius-Keys {0) ﬂ I _']

Q Radius-Users {0) =
o v~ s FTP

<] | »
=) Hosts |® APR |$ Routing l_'& Passwords I@ YoIP I

Lost packets: 0%

Hinh 1.5 Chay chuong trinh Cain & Abel
Néu password bi ma hda ching ta s& dung chinh chuong trinh Cain & Abel dé giai ma
hodc ding chuong trinh LC5. C6 nhiéu thuat toan dé gilp cho viéc giai ma thanh cong
nhu:
- Giai ma dung phuong phap Dictionary Attack
- Giai ma dung phuong phap Brute — Force Attack
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- Giai ma dung phuong phap Cryptanalysis
2.2.5. Password Attacks:

La phwong phép tan cdng nham doan ra password con goi 1a password guessing. Chung
ta c6 thé nghi ngay dén viéc doan password tir nhitng thong tin lién quan dén user sir dung
no: Ngay sinh, tén ...

Co6 hai cé4ch tan cong chinh 1a Brute — Force Attack (vét can) va Dictionary — based
Attack (dua trén danh sach mat khau da xay dung truéc)
2.2.5.1. Brute Force Attacks:

- St dung cac cong cu doan mat khau béng cac quét can

- Kha ning dé tim ra mat khau s& rit cao néu mat khau don gian
2.2.5.2. Dictionary — Based Attacks:

- Céc mat khau co trong cac tu trong tu dién rat d& bi pha mat khau

- Céach pha mat khau sir dung moét danh sach cac tur nam trong tu dién da duoc tinh
gia tri bam trudec.

- Danh sach cac tir va gia trj bam c6 thé tim thdy trén internet.
2.2.5.3. Mot s6 cong cu tan cong password:

Pé tan cong password, ching ta sir dung cac céng cu ¢ kha ning giai ma duoc cac
password. Nhitng cdng cu manh c6 kha nang tan cong password d6 nhu Cain & Able (xem
phan trén), LC5 ...

- Vi du: Cach tan cong mit khau biang phwong phap vét can

Str dung chuong trinh Cain & Able

Muc tiéu: LAy mat khau caa cac user trén may cuc bo.

Cach thuc hién:

- BI: Kich hoat chuong trinh Cain & Abel

- B2: Chon tab Cracker tai panel bén trai, chon muc LM & NTLM Hash. Sau do
chon trén thanh cong cu chirc nang add to list
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File View Configure Tools Help

lowonmm +v 2 uimEEeaces 020
[& Decoders | D network | sniffer |off Cracker |8 Traceroute |EE ccou [4) wireless |

Cj} Cracker A | User Name l LM Password I <8 l NT Password l
g8 LM 2 NTLM Hashes (0)

& NTLMv2 Hashes (0)

-4l Ms-Cache Hashes (0}

&2 PWLfiles (0)

- JB Cisco I0S-MDS Hashes (0)

- Ji Cisco PIX-MDS Hashes (0}

b APOP-MDS Hashes (0)

&2 CRAM-MDS Hashes (0)

-} OSPF-MDS Hashes (0)

-} RIPv2-MDS Hashes (0)

----- & YRRP-HMAC Hashes (0)

~[Rg vnic-3DES (0) |
~md MD2 Hashes (0)

~md MD4 Hashes (0)

~.md MDS Hashes (0)

- SHR SHA-1 Hashes (0)

- SHR SHA-2 Hashes (0) < | )
- R RIPEMD-160 Hashes (0)

= @ KerbS PreAuth Hashes (0) ~| Eﬁ LM & NTLM Hashes I
http:f fwww, oxid.it

Sunday, November 09, 2008
w5tart| | D % 9:20 A

Hinh 1.6 Chay chuong trinh Cain & Abel
- Chon muc Import Hashes from local machine chon Next

Add NT Hashes from a x|

%" Import Hashes from local system
V' Include Password History Hashes

-

~C Import Hashes from a text file

~" Import Hashes from a S4M database

SAM Eilename

Boot Key (HEX]

gl

Cancel I Next -> I

Hinh 1.7 Chay chuong trinh Cain & Abel

- Click chuét trén user can ldy password, chon muc Brute — Force Attack
(NTLM)>LM hashes
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u‘ File View Configure Tools Help

=l&] x|

CHALL CHALL

- >
JJ \ 3 @ @ NTLM SPOOF SPOOF
AUTH RESET HTLH

| —

+v R eumEEa0%E O 2 0

2 Decoders Metwork |EE3 Sniffer |af Cracker Traceroute |EEI ccou |“A" wireless
: £ f ] 8’

o Cracker

-~ NTLMv2 Hashes (C
-4 Ms-Cache Hashes
&2, PWL files (0)

--JE Cisco I05-MDS Ha
--JH Cisco PIX-MDS Ha:

-4 LM & NTLM Hashz

- ' User Name
A
LM Hz ]

LM Hashes + challenge
MTLM Hashes

MTLM Hashes + challenge
MTLM Session Security Hashes

LM Password <8 | N

Brute-Force Attack

~-[Rg vnC-3DES (0)

- md MD2 Hashes (0)
-4 MD4 Hashes (0)
~-md MDS Hashes (0)
- SHR SHA-1 Hashes (0)
- SHR SHA-2 Hashes (0)

http: f fwww, oxid.it

1D APOP-MDS Hashes (0)
&2 CRAM-MDS Hashes (0)
-} OSPF-MDS Hashes (0)
- RIPv2-MDS Hashes (0)
-} YRRP-HMAC Hashes (0)

R RIPEMD-160 Hashes (0}

- @ KerbS PreAuth Hashes {0} L‘ E&

<

Cryptanalysis Attack » =
Rainbowcrack-Online »
ActiveSync >
Select All

MNote

Test password

Add ko list Insert
Remave Delete
Remove All

Export

LM&NTLM Hashes |

T Password
234

Hinh 1.8 Chay chuong trinh Cain & Abel
- Cua s Brute — Force Attack duoc hién ra >Chon Start dé bat dau qua trinh
do/giai ma/doan password > Két qua tra vé 1a 1234

x|

~ Charset —Password length———
. =
* Predefined g -
[4BCDEFGHIKLMNOPORS TUVWXYZ0123456789 = || L s
" Custom — Start from
| |1234
~ Keyspace — Current password
| 80501653325 |
—Key Rate — Time Left

Plaintext of AAD3B435BS1404EE is
Plaintext of B7S57BFSCOD87772F is 1234
Attack stopped!

2 of 2 hashes cracked

Start |

Exit

2.2.6. Malicous Code Attacks:

2.2.6.1. Viruses:

Hinh 1.9 Chay chuong trinh Cain & Abel

Virus, wrom va trojan horse duoc goi chun g 1a nhitng doan ma nguy hiém. ching c6
thé chiém dung tai nguy@n 1am cham hé théng, hoic 1am hu hé théng.
Virus 1a nhitng chuong trinh duogc thiét ké dé pha hoai hé thong ¢ ca muc hé diéu hanh

va ung dung.

2.2.6.2. Trojan horse:
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Trojan horse la mét loai chuong trinh ¢6 vé an toan va hitu ich nhung thuc su bén trong
cua no lai duoc nhing nhitng daon ma nguy hiém.
2.2.6.3. Logic Bombs:

Nhitng doan ma dugc tich hop vao cac tng dung va c6 thé duoc thuc hién dé tan cong
khi thoa man mét diéu kién nao do (vi du cac Script hay ActiveX duoc tich hop trong céc
trang web).

La mot loai malware thuong dugc attacker dé lai trong hé thong c6 tinh ning twong tur
“pbom hen gid”. Logic bomb khi gap nhitng diéu kién nhat dinh s& phat huy tinh ning pha
hoai ciia n6. Mot trong nhitng logic bomb néi tiéng 1a Chemobyl phét huy tinh ning pha
hoai ciia né vao ngay 26/4.

Mot cach dung cua logic bomb ma attacker hay diing 1a dé hay céc chung cir cua dot tan
cdng khi admin hé théng bit dau phat hién dot nhap.
2.2.6.4. Worms:

Worm ciing la mot dang virus nhung né c6 kha ning tu tao ra cac ban sao dé phat tan,
lay lan qua mang.

Diém khac biét 16n nhat giira worm va virus: Worm a mét chwong trinh doc lap c6 thé
tu nhan ban, lay lan qua mang bang nhiéu cach nhung théng thuong nhat 1a E - mail va
Chat. Worm ciing ¢ thé thyc hién cac pha hoai nguy hiém. Trong khi d6 virus 1a mot doan
ma nguy hiém duoc gan trong mot chuong trinh khac. Vi thé virus chi dugc kich hoat khi
chuong trinh c6 chra virus duoc thyc thi.
2.2.6.5. Back door:

M6t churong trinh, mot doan ma hay nhitng cau hinh dic biét trén hé théng ma ching ta
khong biét cho phép attacker co thé truy cap ma khong can ching thyuc hay logon.

2.2.7. Cac phwong phap phong chdng:
2.2.7.1. Gidi thi€éu cong cu Essential NetTools:

Essential NetTools lamét bo cong cu bao gém Netstat, Nslookup, Tracert, Ping, ... Viéc
sir dung céc Iénh nay trén windows thi rat 1a phuc tap kho danh gia dugc. Tuy nhién, voi
b cbng cu nay, viéc sir dung twong d6i don gian nhd giao dién than thién, dé ding va tai
léu hudng dan chi tiét va day du.

Véi cdng cu Essential NetTools, ngudi quan tri mang c6 thé giam sat moi hoat dong xay
ra trén hé thong may tinh (kiém tra xem c6 ngudi ndo dang tan cong bang SYN flood)

Giai phéap:

- Loai bo nhiing dich vu khong can thiét

- Sur dung tudng la hay IP Sec dé loc thong tin khong can thiét

- Sir dung IDS dé phat hién cac tham do va thong bao cac truy cap kha nghi
2.2.7.2. Gidi thiéu cong cu Microsoft Baseline Security Analyzer:

Muc tiéu: Tim hiéu céch thyuc phat hién 15 hong bao mat trén may cuc bd va mang, dién
giai duoc cac ban bao céo tra vé.

Céch thuc hién:

- Sir dung cong cu Microsoft Baseline Security Analyzer (MBSA) dé kiém tra 15
hong trén hé diéu hanh windows.
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- Nghién ctru cac 16 hong bao mat duogc tim thdy va cung cip cach vé nhirng 16 hong
do.
- Sir dung MBSA dé quét nhitng diém yéu cua hé thong windows
Cai dat MBSA:
- Kich hoat chuvong trinh MBSA
Chon Scan a computer
Chon Start Scan dé bat dau do 15 hong, ban bao céo s€ duogc tra 101 nhu sau:
Véi nhitng Score c¢6 biéu twong X 1a nhiing 16 hong nghiém trong nhat.

- Chon muc Result details dé xem chi tiét vé 15 hong bao mat. chon muc how to
correct this dé tim ra phuong thirc khic phuc van dé.

- Ch0 y: khi muén quét 15i bao mat tir cac hé thong khac, ching ta chi can nhap tén
hay IP ctia may can quét.
2.2.7.3. Str dung cong cu Tenable NeWT Scanner:

Muc tiéu:

Tim hiéu cach thtc phét hién 16 hong bao mat trén may cuc bo, dién giai duoc cac bao
C4o tra vé.

Cach thuc hién:

- Sur dung NeWT d¢é do nhiing 16 héng bao mat trén may cuc bd

- Tim hiéu céc 16 hong duoc tim thiy va cung cap cach vé 16 hong

- Sur dung NeWT dé quét nhitng noi bi tin cong trén hé théng cuc bd

Cai dat chwong trinh Tenable NeWT Scanner:

- Kich hoat chuong trinh NeWT Security Scanner

- Chon New Scan task dé bat dau qua trinh quét

- Nhap vao tén hodc dia chi IP cia may can quét = chon Next

- Chon Scan now dé bt dau scan. Sau khi qua trinh quét thanh cong. M6t thong bao
s& hién thi ra nhu sau:

- Dua trén ban bao céo tra vé, chung ta dua ra cac giai phap dé khic phuc 13i.
2.2.7.4. Xay dung Firewall dé han ché tin cong:

Pé ngan chin sy xam nhap bat hop phap cua nguoi dung mang, ching ta can xay dung
céc hé thong phong tha. Firewall 1a mot giai phéap tét cho van dé nay. Viéc xay dung
firewall c6 thé dung thiét bi phan ciing hoac sir dung giai phap phan mém. Trong phan nay
ching ta s& hiéu hai giai phap nay.
2.2.7.4.1. Giai phap phan cirng:

Hién nay trén thi truong co rat nhiéu san pham cho phép thiét lap firewall tir don gian
dén phtrc tap. Céc firewall dugc tich hop trong cac thiét bi ndi duong truyén ADSL hay
trong cac thiét bi Load Balance Router ciing nhu cac san pham firewall chuyén dung nhu
Fotinex, Juniper, Check Point, ... Ty vao mic do cua hé théng mang ma ching ta sé st
dung céc loai firewall twong tng. Trong phan nay, ching ta s& tim hiéu mot sé tinh ning
cua firewall trén san pham Load Balance Router.

Véi thiét bi Load Balance Router cua hdng Dray tek (vigor 3300V) sir dung cac tinh
ning dé han ché nguoi dung trong va ngoai mang nhu:
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- IP Filter:

+ La mét tinh nang dé loc cac thong tin tir mang trong di ra ngoai va nguoc lai.

- Dos:

+ La mot tinh ning cho phép gidi han su tin coéng ciia cac may tinh bén ngoai st
dung Dos.

- URL Filter:

+ La mdt tinh nang cho phép loc ndi dung dia chi website truy cap

- Bind IP to MAC:

+ La mot tinh ning dé giéi han nhirng nguoi dung khong hop 1& ¢o thé truy cap st
dung duong internet hi¢n tai.

- IM/P2P Blocking:

+ La mdt tinh nang cho phép cAm mét hodc mot vai dia chi IP truy cap vao cac
dich vu tin nhin, VoIP hay céc dich vu chia s€ dit liéu ngang hang.
2.2.7.4.2. Giai phap phian mém:

Ngoai cac giai phap st dung phan cing, chlng ta con cd thé sir dung cac giai phap phan
mém dé han ché sy xdm nhap tir cac may khac. Tir Windows XP tré vé sau ndy, cac phién
ban déu tich hop cach thac thiét lap firewall co ban dé bao vé may tinh. Néu chiing ta mong
mudn bao vé an toan trén mang, c6 mot s6 phan mém giai quyét cac giai phap do nhu ISA,
Kerio Win Route Firewall, Zone Alam, ... Trong phan nay ching ta s& sir dung ISA 2004
dé xay dung firewall.

Phan mém ISA 2004 cung cap cho chiing ta nhiéu giai phap dé xay dung firewall va han
ché sy xam nhap bat hop phap caa nguoi ding trén mang. Cac mén hoc trude ching ta da
tim hiéu cach thic thiét 1ap bo loc dé han ché nguoi ding trong mang truy cap ra ngoai
cling nhu mé mot s6 cong dich vy can thiét dé cho phép cac may bén ngoai mang truy cap
Va0 trong noi bd. ngoai ra trén ISA 2004 ching ta con c6 thé gidi han dugc sb luong phién
(session) dugc mé dong thoi ciing nhur han ché dugc cac tan cong theo dang Dos.

Cau hoi on tap

1. Cac em hay xac dinh cac thanh phan cua mot hé thong bao mat.
2. Cac em hay trinh bay cac hinh thirc tan cong vao hé thong mang
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BAI 2. BAO MAT VOI LQOC GOI IP
Gioi thiéu:

Loc go6i tin (Packet Filter) 1a mot k§ thuat bao mat mang phé bién hién nay, n6 thuong
duoc st dung dé kiém soét céc gai tin di qua cac cong ndi mang (router, firewall, ...) caa
cac mang chuyén mach goi TCP/IP

B6 loc goi co thé duoc thiét Iap trén céc router/firewall, dong vai trd céng ndi bao mat
(tai cAc mang vanh dai) cho cac mang Intranet. Cac thiét bi nay s& 1am cho chinh sach truy
cap/chinh sach an ninh ciia mang c6 hiéu luc.

1. Muc tiéu:

- Nam duoc cach thirc bao mat véi loc goi IP

- Thiét ké duoc cac luat bao mat véi loc 261 IP cho mot hé théng mang.
2. N¢i dung bai hoc
2.1 Gi6i thiéu goi loc IP
2.1.1. Go6i Tin (Packet):
2.1.1.1 Packet la gi?

- Nhu chiing ta da biét cac tin hiéu trao doi gitra hai may tinh 1a cac tin hiéu dién duéi
dang céc bit nhi phan 0/1.

- V6i viée truyén dir liéu dudi dang céc bit nhi phan don thuan thi ching ta khong thé
nao biét dugc thong tin nhan dugc 1a thong tin gi, n6é thudc kiéu dang dir liéu nao, va né
gui cho ing dung mang nao trén may nhan goi tin.

- Bé khic phuc cac kho khin d6 ngudi ta dua ra khai niém goi tin (data packet). Theo
khai niém nay thi thong tin dir li€u trudc khi duge guri di nd s€ dugc chia thanh nhiéu
phan nho, cac phan nhé nay trudce khi duoc giri di nd s& duge dong vao mot khuon dang
nao d6 goi 1a goi tin sau d6 ndé moi duge giri di. Trong goi tin c6 mot phan dung dé chira
dung cac thong tin vé noi giri va nhan, ciing nhu cac phuong phap kiém soat 16i, ma
hoa, ... goi 12 phin mao du cua goi tin (data packet header)

- Giao thirc TCP/IP 1a mot trong nhiing giao thirc phd bién nhat hién nay sir dung
phuong thire truyén dir liéu dudi dang goi tin. Trong giao thitrc nay n6 c6 rat nhiéu loai
g61 tin nhu: goi TCP, goi 1P, go1 UDP,...
2.1.1.2 Goi IP:

Day 1a loai goi tin dugce sir dung trong giao thirc IP (internet protocol) ¢ 16p Internet
trong mé hinh TCP/IP. Géi tin nay c6 chirc nang la dam bao cho viéc truyén dir liéu mot
cach chinh x4c tir may dén may.

Ciu tric cia goi IP nhu sau:
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4 bit |4 bitheader] 8 |L'I-i_1 type of
version lenigth service(TOS)

16 bit total length (in byte)

16 bit identification an

’;‘fl 13 bit frament offset

& bit time to live 8 bit protocol

16 bit header checksum

32 bit source IP a

ddress

32 bit source IP destination

Option

Padding

Data

Hinh 2.1 Céu tric cua goi IP
- Version: truong nay c6 4 bit nd cho biét phién ban cua giao thic IP dang duoc sir

dung. S6 version nay hét stirc quan trong nhat 1a ngay nay ta dang ton tai hai phién ban

IP song song. Mot s6 phan mém tng dung trén giao thirc nay khi xir Iy mot IP datagram

no bat budt phai biét dugc sé version, néu n6é khong nhan biét dugce s version thi coi

nhu goi tin do bi 16i va khong duge chap nhan dé duoc xir 1y tiép theo .

- Header Length: trudng nay c6 do dai 4 bit, n cho biét sé6 word duogc sir dung IP
header, ta sir dung trudng nay bai vi IP header ¢6 hai ciu tric 1 short IP_header c6 20

byte, long IP_header c6 24 byte do c6 st dung truong option .
- Type Of Service: ¢6 do dai 1 byte cho biét cach thirc sir 1y géi tin khi né duoc

truyén trén mang .

1 2 3 4 5

6 7 8

Precedence | D | T

RIM|Z

Hinh 2.2 Ba bit dau tién caa goi tin

- Ba bit dau tién cho biét mtrc d6 wu tién cua
+ 000: thip nhat
+ 111: cao nhét

- Bit D quy dinh vé& d6 tré
+ 1: yéu cau do tré thap
+ 0: binh thuong

- Bit T chi thong luong yéu cau
+ 1: yéu cau thong luong cao
+ 0: binh thuong

- Bit R chi d9 tin cay yéu cau
+ 1:d0 tin cay cao
+ 0: binh thuong

- Bit M yéu cau vé chi phi

g061 tin
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+ 1: chi phi thap
+ 0: binh thuong

- Bit Z chua duogc str dung .

- Total Length: Cho biét d6 dai cua toan bd ciia mot IP datagram bao gém ca header,
don vi tinh 1a byte. N6 c6 gié trj thdp nhat 1a 20byte va lén nhit 1a 65535 byte. Trudng
nay ding dé xac dinh do 16n cua phan data .

- Identification: c6 d6 dai 16 bit, dung cho viéc danh sb cac goi tin khi truyén di, n6
cho biét thir ty cta goi tin, sd thir tu nay duoc cho boi dau phat va khong bi thay doi
trong qua trinh di tir ngudn t6i dich .

- DF (don’t fragment): bit nay cho biét goi tin d6 c6 duoc phép chia nho trong sudt
qua trinh truyén hay khong

+ 1: khong cho phép chia nho
+ 0: cho phép chia nho
- MD (more fragment): cho biét sau n6 con c6 géi tin nao khac hay khong .
+ 1: con mot goi tin dirng sau nod
+ 0: khong con goi tin nao dirng sau n6

bit nay chi dugc st dung khi DF ¢6 gia tri 0

- Fragment offset: c6 do dai 13 bit, don vi tinh cta truong nay la octect (1 (1 octect
= 8 byte) n6 cho biét vi tri ciia octect dau tién cta géi bi phan manh trong qua trinh
truyén so véi vi tri cta octect thir 0 ctia goi goc. Truong nay chi duge str dung khi DF
cogiatrilal.

- Time To Live: c6 d6 dai 1 byte, né qui dinh théi gian sdng ctia mot géi tin, don vi
tinh 12 s6 nit mang ma né6 di qua, thoi gian song dugc thiét 1ap khi géi tin dugc gui di,
va ctr mdi lan di qua mot nit mang thoi gian séng ciia n6 giam di mot, néu thoi gian
song bang 0 trude khi géi tin di téi dich thi n6 s& bi hiry. Muc dich 13 han ché tic ngén
trén dudng truyén .

- Protocol: c6 do dai 1 byte, né cho biét giao thirc dugc sir dung & 16p trén. VD: TCP
(6) ; UDP (17)...

- Header Checksum: c6 16 bit dung dé kiém tra 16i cua IP header, trudng nay co thé
thay d6i sau mdi 1an qua mot nat mang néu DF = 1. Truong nay dung phuong phép kiém
tra 16i CRC .

Source/Destination address: chi biét dia chi nguon va dia chi dich, mdi truong c6 do dai
32 bit .

- Option: trudng nay cé do day tir 3 dén 4 byte, n6 co thé duoc hoic khong duoc st
dung. N6 cung cép cac thong tin vé kiém tra 16i, do ludng, ....
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1hyte  1hbyte 1-2 byte

Type Length | Option data..,

1 2 3 4 5 6 7 8
FC | Class Number option

Hinh 2.3 Cau tric cua géi tin

+ FC (flag copy): bit nay co6 chirc nang la ¢6 sao chép truong option khi phan manh
(doan) hay khong .

+ 1: sao chép trudng option cho tit ca cac phan doan .

+ 0: chi c6 phan doan dau tién c6 truong option, cic phan doan con lai thi khong
co truong option .

+ Class: c6 2 bit n6 ¢6 cac gia tri sau :

+ 00: dung cho diéu khién datagram

+ 10: dung cho muc dich diéu hanh ban gi4 trj ciia trudng type cuia option :

FC | Class | Number option Y nghia
1 00 00000 Marks the end of the options list
1 00 00001 No option (used for padding)
1 00 00010 Security options (military purposes only)
1 00 00011 Loose source routing
1 00 00111 Activates routing record (adds fields)
1 00 01000 Tream ID
1 00 01001 Strict source routing
1 10 00100 Timestamping active (adds fields)

+ Length: cho biét d6 dai cua truong option bao gém ca truong type va length
+ Option data: dung dé chtra dung céc thong tin lién quan do dén truong type .

- Padding: truong nay dugc st dung khi truong option ¢6 d¢ dai nhdé hon 4 byte,
trén thuc té truong nay chi la by dém 16t them vao dé cho déy cAu tric khung.

- Data: dung dé chtra dit liéu cua g61 tin. N6 ¢6 do dai khong cb dinh, tuy thudc vao
d6 16n cia thong tin truyén di ciing nhu méi trudng mang .
2.1.1.3. G6i UDP:

Chiic niing va cau tric:

- Chirc nang: Day la goéi tin duge st dung trong giao thirc UDP chtic nang ctia no
1a dam bao cho dit lidu duoc truyén tir tng dung trén host ngudn dén mot tmg dung trén
host dich mét cach chinh xac dya trén phuong phap hoat dong khong két noi.

- Cau trac goi tin:
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1 16 17 32

Source port number | Destination port number

UDP length UDP checksum

/ Data \

Hinh 2.4 Cau trac géi tin
+ Source port number: cho biét dia chi cua ung dung ngudn giri géi UDP di.
+ Destination port number: cho biét dia chi ctia (ng dung dich s& nhan goi UDP.
+ UDP length: cho biét do dai cua gbi UDP bao gdm ca phan header va phan data.
+ UDP checksum: day la ving tiiy chon, n6 ¢6 thé dugc hodc khong dugce sir dung,
khi khong duoc sir dung né co gié tri 1a 0, nhung khi muén dam bao sy an toan ciing nhu
do chinh xac cua goi tin thi truong nay maoi duge s dung.

Hoat Pong Cua UDP
- Dong go1 UDP:
UDP header UDP data
IP header IP data
Erame Frame data
eader

Hinh 2.5: qua trinh dong goi UDP

- Hoat dong :

+ Pay 1a mot giao thirc hoat dong theo phuong thirc khong lién két. Turc 1a khi mot
mg dung trén host nguén mudn gui dit liéu dén host dich ma st dung giao thicc UDP thi
n6 chi viéc giri dit liéu di ma khong can biét dir liéu d6 c6 téi duoc host dich hay khong.

+ UDP chi duoc st dung véi cac tmg dung khéng yéu cau do tin ciy cao hodc doi
hoi tinh thoi gian thyc nhu: TFTP, BOOTP, Multimedia (intenet vedeo, VoIP ....)
2.1.1.4 G6i TCP:
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1 1617 32

Source port Destination port

Sequence number

Acknowledgement number

Hlen | Reserved RISIF

_ _ R elslEl) Window
4bit Bbit  Je]xfs] Tin]®
Checksum Urgent pointer
Options Padding
Data

Hinh 2.6 Goi TCP

- Sequence number: don vi tinh 1a octect, n6 cho biét vi tri cia byte dau tién trong
truong data trong ludng dir liéu truyén di. Trudng nay c6 gié tri tir 0 dén 2% —1.

Khi méi bat dau két ndi sequence number chtra dung gid tri dau tién cua no, gié tri nay
do host ngudn chon va thuong khdng co gia tri ¢o dinh. Khi gi dit liéu dau tién duoc gui
di n6 co gia tri bang gia tri dau cong thém 1 .

Tong quat trudng sequence number ¢6 thé dugc tinh nhu sau

sequence__number, =sequence_ number, _, + len(data, _,)

- Acknowledgement number: truong nay cho biét géi tin ma noi gtri mudn thong bao
cho noi nhan biét 1a n6 dang doi phia nhan guri cho nd goi tin ¢6 sd sequence number co
gia tri bang véi gia tri cia Acknowledgement number, khi nhan duoc thong béo nay noi
nhan xac dinh duoc ré“mg cac goi tin ma no gui dén dau kia trude d6 da dén dich an toan.

- Hlen: cho biét d6 dai ctia phan TCP header, nhd vao trudng nay ma dau thu biét
dugc truong Option c6 dugc xir dung hay khong .

- Reserved: truong nay hién chua dugc st dung .

- Flag bit: truong nay cé 6 bit ¢, mdi bit duge sir dung vao cac muc dich khac nhau,
né gdm céc bit sau :

+ URG : cho biét truong Urgent pointer ¢6 hiéu luc hay khong
+ ACK : cho biét ACK number c6 duoc sir dung hay khong
+ PHS :1 dua thing lén 16p trén khong can kiém tra.
0 _kiém tra trudc khi dua Ién 16p trén .
+ RST :yéu cau thiét lap lai két ndi .
+ SYN : thiét lap lai s6 trinh ty .
+ FIN : két thuc truyén tai .

- Window: cho biét d6 16n cta cta host ngudn

- Checksum: dung dé kiém tra 18i ctia cua goéi TCP, viéc kiém tra 16i do dau nhan
thyc hi¢n. Viéc tinh toan do phia g& ddm nhan. TCP st dung ma CRC dé kiém tra 13i .

Khi tinh toan truong Header checksum ngudi ta thém vao goéi UDP mét phan dau gia,
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ndi dung cua phan dau gia nay gidng nhu ndi dung cua phan dau gia cia UDP :

1 1617 i

Source IP address

Destination P address

Psuedo header

Zero | Protoco UDP length

Hinh 2.7 G6i TCP
- Urgent pointer: day la truong con tro khan cp, né c6 cc chiic nang nhu :
+ Ngin can mot qua trinh ndo d6 trong qua trinh truyén tai
+ Dung d¢é chi ra ranh gidi giira gitta phan dit liu khan cap v1 phan dit liéu thuong
(trong TCP phan dit liéu khan cap duoc dat trude) .
- Option: trudong nay 1a tiy chon, nd cé cau tric gidong nhu truong Option cua IP :

Thyte  1byte 1-2 byte
Type Length | Option data...'l'l

Hinh 2.8 Goi TCP
+ Type: cho biét loai thong diép option
+ Length: cho biét do dai cua trudng option
+ Optiondata: chtra ndi dung cia trudong option
Cac loai théng diép option :

Type number | Length Means
0 - Két thiic ctia option list
1 - Khoéng st dung
2 4 Cho biét kich thudc tdi da ctia 1 phan doan
3 3 Théng bao vé su thay doi cua ctra s6
4 2 Shack permit
5 X shack
8 10 Timestamp

2.2 Mot s6 vi du vé goi loc
2.2.1 Bao mat véi lgc goi:
2.2.1.1 Khai quat vé loc géi:

Bao mat dwa trén loc goi tin 1 phuong phap bao mat dya trén cac théng tin ¢ phan
header cua cac gai tin, thong qua cac thong tin nay ma ta c6 thé quy dinh g6i tin nao duoc
phép hay khdng dugc phép trén qua bd loc.
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Cac thong tin ma chlng ta quan tm dén 1a cac thdng tin nhu dia chi cia may gii va
nhan g6i tin, dia chi cua wng dung nhan va gt g6i tin, giao thuc st dung trong sudt qua

trinh trao d6i théng tin gitra hai may.

2.2.1.2 Cac buwée dé xay dung ludt bao mat trong IPSEC:

Buéce 1: Xac dinh b loc goi tin:

- B6 loc goi tin ¢6 chirc niang cho phép hay ngin caAm mot hay mot sé loai goi tin

duoc phép hay khong dugce phép truyén qua no.
Cé&c budc xay dung bd loc nhw sau:
- Khéi dong IPSEC:

+ Vao Administrative tools = Local security policy - Right click 1én IP security
policies > Manage ip filter list ... = xuat hién hop thoai:

Manage IP filter lists and filter actions 2| x|

Manage |P Fiter Lists | ManagoFletAotionsI

that describe your network traffic.

¥

The 9vailable |P fiker lists are shared by all IP Secunty
policies.

IP Filtes Lists:

This dialog allows you to create and mantain the IP filker fists

Name Description |

AllICMP Traffic

ping

Matches all ICMP packets betw...
AllIP Trafhe Matches all IP packets from this ...

|

[ox ]

Canoel I SOy |

Hinh 2.9 xay dung bd loc
+ Chon muc Manage IP filter list and filter action—> chon Add dé tién hanh tao bd

loc mé&i > Xuat hién hop thoai sau:

=+ An IP filter list is composed of multiple filters. In this way, multiple subnets, IP
1:: addresses and protocols can be combined into ane IP filter.
Name:
New IP Filter List
Description; Ll
_‘_I Edit. I
L’ H emove
Filters: IV Use &ddWizard
Mirrored | Description | Protacol ] Source Port | Destination
< | 2

ok | concel |

Hinh 2.10 xay dung b6 loc

+ Name: cho phép khai bao tén cua bo loc
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+ Description: cho phép gd vao cac mé ta chi tiét cua bo loc

+ Filters: cho phép khai bdo céc chirc nang cua bo loc

+ Add: cho phép thém vao bg loc 1 chirc ndng maéi

+ Edit ...: cho phép hiéu chinh (thay d6i) 1 chirc ning c6 sin cta bd loc

+ Remove: cho phép x6a 1 chirc nang cua bg loc

+ Chon Add dé thém 1 chirc nang vao bd loc > Next = xuat hién hop thoai: IP
Trafic Source

20
IP Traffic Source w
Specify the sowrce address of the IP traffic.
B

Source address:

My IP Address

<Back Next> Cancel |

Hinh 2.11 xay dung b6 loc
+ Hop thoai nay cho phép ta khai bao dia chi ip cia may gui goéi tin = Next >
xuét hién hop thoai: IP Trafic Destination

IP Traffic Destination %
Specify the destination address of the IP traffic.
s

Destination address:

< Back I Mext > I Cancel I

Hinh 2.12 xay dung bg loc
+ Hop thoai nay cho phép khai bao dia chi ip ctia may nhan géi tin > Next > xuét

hién hop thoai: IP Protocol Type
2]

IP Protocol Type v
Select the IP protocol type. If this type is TCP or UDP, you will also specify the
P ia

source and destination ports

Select a protocol type:
Any -
-~
EGP —
HMP
ICMP
Other
Raw 1]

< Back ITI Cancel I
Hinh 2.13 xay dung bo loc
+ Hop thoai nay cho phép xéac dinh giao thirc sir dung trong bd loc 1a giao thuc gi?
> Next > xuét hién hop thoai: IP Protocol Port
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21

IP Protocol Port F
Many TCPAP appication protocols are established with welknown TCP or UDP
ports =

Set the IP peotocol port:

& From any poet & Toany port
" From this port: " Tothes pott:
Bock [ New> | ol |

Hinh 2.14 xay dung b0 loc

+ Hop thoai nay cho phép khai bao dia chi port cua ting dung guri va rng dung
nhan gobi tin

+ From any port/ from this port: muc nay cho phép khai bao dia chi port cua ting
dung gtri gbi tin

+ To any port/ to this port: muc ndy cho phép khai bdo dia chi port cua ing dung
nhan gobi tin = Next - Finish: dé hoan tat viéc xay dung 1 chirc nang cho bd loc

Chu y: Budc nay ching ta c6 thé bam OK dé két thuc viéc xay dung bo loc, hoic chon

Add dé thém vao bd loc 1 chtc nang loc khac.

2%
=+ AnlP Rterfist is composed of mukiple fters. In thes way, mubiple subnets, IP
i: addresses and protocols can be combined into ona IP Rter,
Name;
lmw IP Fiter List
Descipton:
=] Edt., |
;] Remove I
Fiters: V' Use Add Wizard
Mirroced | Description _|_Protocol |_Source Podt |_Destination
Yes TCcP ANY ANY
< | 2
ok | cancel |
4

Hinh 2.15 xay dung b¢ loc
Budc 2: xac dinh cac hanh dong cua b loc:
- Chung ta c6 3 loai hanh dong co ban cua b loc:
+ Permit: cho phép
+ Block: ngin cdm (khoa)
+ Negotiate security: ma héa dit liéu khi truyén
- Tai cira s6 Manage IP filter list and filter action = chon Manage filter action
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Manage IP filter lists and filter actions ] 2| x|

Manage IP Fiter Lists Manage Filter Actions |

This dialog allows you to create and maintain the filter actions
that describe the security of your network.

%

The available filter actions are shared by all IP Security

policies.
Filter Actions:
Name l Description I
cam
Permit Permit unsecured IP packets to ...
Request Security (Optional) Accepts unsecured communicati...
Require Security Accepts unsecured communicati...

Add... | Edit... | Remove I V Use AddWizard

I Close I [Cancel | Apply

Hinh 2.16 xay dung bg loc
- Chon Add dé tao hanh dong maéi cho bo loc:

213
Filtes Action Name el
Name thes Res action and provide a brief description o
el
Name:
Descripbort
=
E7|
Back [ Net> | Cocel |

Hinh 2.17 xay dung bg loc
+ Name: cho phép khai bdo tén ctia hanh dong
+ Description: phan mé ta chi tiét cho hanh dong do
- Chon Next - Filter Action General Option: hop thoai nay cho phép khai bao cac
hanh dong twong ting ctuia bd loc nhu: ngan can, cho phép, ma héa dir li¢u:

21
Filter Action General Options -
Set the fter action behavicr, ﬂ
e
" Pemit
 Block
(% Negotiale secunty:
<Back Next> Cancel |

Hinh 2.18 xay dung bo loc
+ Chon Next > Finish dé hoan tat viéc tao Action Filter
Budc 3: xay dung luat:
- Click phai chu6t (right click) I1én IP Security Policy Local Computer - chon Create
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Ip Security Policy = xudt hién hop thoai: IP Security Policy Name: muc nay cho phép
khai bao tén cua luat dang duoc xay dung > Next = ... - Finish

- Xuét hién hop thoai:

- Chon Add dé thém vao luat 1 chinh sach m&i > Next >

New IP Security Policy Properties

Rules | General |

21

35 Security rues for commurecating with other computess

IP Secuty nues:

1P Fider List | Fiher Action | Authentication_.. | Tu
B <Dynamic> Defauk Response Ketberos Ne
«| | 2l

ad. | e | Fecr | @ oymadiwesd

[ ok ]| Ccoce |
Hinh 2.19 xay dung bg loc

Security Rule Wizard 3

Network Type =
The secunty ne must be appled 1o 3 network type. %
et

Sedect the network type:

(5 All network cornections
" Local aea netwark [LAN)
(" Remote access

... xuét hién hop thoai
2]

< Back Newt >

Cancel |

Hinh 2.20 xay dung b6 loc
+ All net connection: co hiéu lyc cho tit ca cac mang
+ Local area network: co hiéu lyc chi trong mang ndi bd
+ Remote access: chi ¢6 hi€u lyc voi cac may stir dung dich vu truy nhap tu xa.
- Chon Next = ... > xuét hién hop thoai IP Filter List hop thoai nay cho phép chon

bd loc.

Security Rule Wizard .

IP Filter List

Seldect the [P fiket st for the type of IP traffic to which this securty nule applies.

If o IP fiker in the following list matches your needs, chick Add to create a new one.

IP filtes Bsts:

Name

| Description

O AllIP Traffic
O New IP Filter List

Matches all ICMP packets bet

Matches al IP packets from t...

| Addl

2]

< Back Next >

Cancel |

Hinh 2.21 xay dung bo loc
- Chon Next >xuat hién hop thoai Filter Action: hop thoai nay cho phép chung ta

chon hanh dong tuong ing cua bg loc
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Security Rule Wizard i

Filter Action
Select the filter action for this security rule.

21|

If no filter actions in the following list matches your needs, click Add to create a new
one. Select Use Add Wizard to create a filter action using the wizard.

Filter Actions: vV Use Add Wizard

Name | Description | Add... I
O AR SR
Edit... I

O New Filter Action
Remove I

O Pemit
O Request Security [Optional)
O Require Security

Permit unsecured IP packetst...
Accepts unsecured communi...
Accepts unsecured communi...

< Back I Next > I

Cancel I

Hinh 2.22 xay dung bg loc

20

Authenbcation Methods | TunnelSeting | Connection Typa
IP Fiter List Flter Action

:;_‘." The selecied IP fiter kst speciies which netwark traffic wil be
=, affected by this nle.
IP Fiker Lists:
Name | Description 1|
O ANICMP Traffic Matches all ICMP packets betw...
O ANIP Traffic Matches all IP packets from this .,
0]

Hinh 2.23 xay dung b6 loc

2%
Rulez IGenevsl
gs Securty nes for commurecating with other computers
IP Secunty rules:
1P Filtes List | Fites Action | Authenbcation . | Tu
-l-_.m; Fies e % P

™ <Dynamic> Daul Response Kerbesos Nc
| | i
I Add.. I Edit.. I Remove I N Use AddWead

Hinh 2.24 xay dung b0 loc

- Chon Next = Finish > xuat hién hop thoai New Rule Properties

- Chon OK d¢ hoan tit qu4 trinh cai dit 1 chinh sach loc cho luat (rule)
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- Pén day ching ta c6 thé chon close dé hoan tat viée xay dung 1 luat, hoac chon
Add dé thém mot chinh sach méi vao trong luit.
2.2.1.3 Loc Géi IP Dya Trén Thiét Bi Phan Cung

Chung ta sir dung modem Drayteck 2800 va truy nhap vao modem drayteck: http:\\[IP
cua modem]

- Sau khi nhap dung user/pass trinh duyét xuat hién man hinh cdu hinh thiét bi >
Chon Filterwall
IM blocking: khéa dich vu tin nhin
P2P blocking: khoa cac dich vu chia s€ file nhu: emule,...
Dos defense: ngin chin tin cong ban DDOS
URL conten filter: ngan cam truy nhap mot sb dia chi web nao dé

+ + + +

=+

Web filter: ngin cam truy nhap web site theo thong tin tir cac web site bao mat
trén mang.

Cau hoi on tap
1. Cac em hdy néu cach thirc bao mat véi loc goi IP

2. Cac em hay thiét ké cac luat bao mat véi loc goi IP cho mot hé thong mang ma céc
em dang quan tri.
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BAI 3. IPSEC (INTERNET PROTOCOL SECURITY)
Gioi thiéu:

Tap céc dich vu an ninh duoc dé xuét bao gom diéu khién truy nhép, tinh toan ven khong
theo théng, nhan thuc sb liéu goc, bao vé chdng phat lai (mot dang cua tinh toan ven trinh
du), bao mat (ma hda)va bao mat ludng luu lugng han ché. Céc dich vu nay dugc cung cap
tai 16p IP dé dam bao bao vé cho cac giao thirc IP va (hoic) cac 16p trén. Cac dich vy nay
dat duoc bang cach sir dung hai giao thirc an ninh luu luwong, tiéu dé& nhan thic-AH
(Authetication Header), dong bao tai trong an ninh — ESP (Encapsulating Security Payload)
va str dung céac thu tuc, cac giao thirc quan ly khoa.

1. Muc tiéu:

- Hiéu kién trac cua IPSec

- Xay dung duogc cac chinh sach bao mat [PSec

- Thiét lap duogc cac ché d6 lam viéc IPSec.

2. Noi dung bai hoc
2.1 Chinh sach IPSec mac dinh

Giao thirc IPsec duoc 1am viéc tai taing Network Layer — layer 3 cia md hinh OSI. Céc
giao thic bao mat trén Internet khac nhu SSL, TLS va SSH, duoc thuc hién tir tang
transport layer tro 18n (Tur tang 4 t6i tang 7 md hinh OSI). Diéu nay tao ra tihh mém déo
cho IPsec, giao thirc nay cd thé hoat dong tir ting 4 véi TCP, UDP, hau hét céc giao thic
str dung tai tang nay. IPsec c6 mot tinh niang cao cip hon SSL va cac phuong thirc khac
hoat dong tai cac tang trén cia md hinh OSI. V&i mot wng dung st dung 1Psec ma (code)
khong bi thay d6i, nhung néu ting dung d6 bat budc sir dung SSL va céc giao thirc bao mat
trén cac tang trén trong mé hinh OSI thi doan ma ang dung do s& bi thay doi lon.

IPsec duoc trién khai (1) sir dung cac giao thic cung cidp mat ma (cryptographic
protocols) nham bao mat gai tin (packet) trong qua trinh truyén, (2) phuong thirc Xac thuc
va (3) thiét lap cac thdng s6 ma hoa.

Xay dung IPsec sir dung khai niém vé bao mat trén nén tang 1P. Mot sy két hop bao mat
rat don gian khi két hop cac thuat toan va cac théng s (vi nhu cac khod — keys) 1a nén tang
trong viéc ma hod va xac thuc trong mét chiéu. Tuy nhién trong cac giao tiép hai chiéu,
c4c giao thirc bao mat s& lam viéc véi nhau va dap tng qué trinh giao tiép. Thuc té lya
chon cac thuat toan ma hoa va xac thuc lai phu thuéc vao nguoi quan tri IPsec bai IPsec
bao gdom mot nhém céc giao thic bao mat dap ang ma hoa va xac thuc cho mai goi tin IP.

Trong cé&c budc thuc hién phai quyét dinh céi gi can bao vé va cung cap cho mot goi tin
outgoing (di ra ngoai), IPsec sir dung cac thdng sé Security Parameter Index (SPI), mdi
quéa trinh Index (danh tha tu va luu trong dit liéu — Index vi nhu mot cudn danh ba dién
thoai) bao gom Security Association Database (SADB), theo sudt chiéu dai cua dia chi
dich trong header cua goi tin, cling véi su nhan dang duy nhat cua mét thoa hiép bao mat
(tam dich tur - security association) cho méi gai tin. Mot qua trinh twong tu ciing duoc lam
Véi goi tin di vao (incoming packet), noi IPsec thuc hién qué trinh giai ma va kiém tra cac
khoa tir SADB.
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Cho cac goi multicast, mot thoa hiép bao mat s& cung cp cho mét group, va thuc hién
cho toan b céc receiver trong group d6. C6 thé c6 hon mot thoa hiép bao mat cho mot
group, bang céach sir dung céc SPI khac nhau, tuy nhién né ciing cho phép thuc hién nhiéu
muc do bao mat cho mét group. Mai ngudi gui ¢d thé c6 nhiéu thoa hiép bao mat, cho phép
xéc thuc, trong khi ngudi nhan chi biét dugc céc keys duoc giri di trong dit liéu. Cha y cac
chuan khéng miéu ta 1am thé nao dé cac thoa hiép va lva chon viéc nhan ban tir group toi
cac ca nhan.

IPsec 1a mot phan bét bugc cua IPv6, co thé dugc lva chon khi st dung IPv4. Trong khi
cac chuan da duoc thiét két cho céc phién ban IP gidng nhau, phé bién hién nay 1a ap dung
va trién khai trén nén tang IPv4.

Céc giao thirc IPsec dugc dinh nghia tir RFCs 1825 — 1829, va dugc phd bién nam 1995.
Nam 1998, duoc nang cap vai cac phién ban RFC 2401 — 2412, n6 khong tuong thich véi
chuan 1825 — 1929. Trong thang 12 nam 2005, thé hé thir 3 ciia chuan IPSec, RFC 4301 —
4309. Ciing khéng khéc nhiéu so véi chuan RFC 2401 — 2412 nhung thé hé méi dugc cung
cap chuan IKE second. Trong thé hé mégi nay IP security ciling duogc viét tat lai 1a IPsec.

Su khac nhau trong quy dinh viét tit trong thé hé dugc quy chuan boi RFC 1825 — 1829
Ia ESP con phién ban mai la ESPbis.

2.2 Tao m{t chinh sach IPSec

IPsec dugc cung cap boi Transport mode (end-to-end) dap ¢ng bao mat giira cac may
tinh giao tiép truc tiép véi nhau hoic st dung Tunnel mode (portal-to-portal) cho cac giao
tiép gitta hai mang vai nhau va chu yéu duoc st dung khi két néi VPN.

IPsec c6 thé duoc sir dung trong cac giao tiép VPN, sir dung rat nhiéu trong giao tiép.
Tuy nhién trong viéc trién khai thuc hién s& c6 su khac nhau gitra hai mode nay.

Giao tiép end-to-end dugc bao mat trong mang Internet duoc phét trién cham va phai
cho doi rat 1au. Mot phan ba ly do tinh phé théng cuaa no khdng cao, hay khdng thiét thuc,
Public Key Infrastructure (PKI) duoc st dung trong phuong thic nay.

IPsec da dwoc giGi thiéu va cung cap cac dich vu bao mat:

- 1. M4 hoa qué trinh truyén thong tin

- 2. bam bdo tinh nguyén ven cua dit li¢u
3. Phai duogc xac thuc giira cac giao tiép
4. Chéng qua trinh replay trong cac phién bao mat.

5. Modes — Cac mode

C06 hai mode khi thuc hién IPsec do la: Transport mode va tunnel mode.

Transport mode

Trong Transport mode, chi nhitng dix liéu ban giao tiép cac goi tin dwoc ma hod va/hoic
xac thyc. Trong qua trinh routing, ca IP header déu khéng bi chinh stra hay ma hod; tuy
nhién khi authentication header duoc sir dung, dia chi IP khdng thé biét duoc, boi cac thong
tin da bi hash (bam). Transport va application layers thuong dugc bao mat bai ham bam
(hash), va ching khong thé chinh sira (vi du nhu port number). Transport mode sir dung
trong tinh huéng giao tiép host-to-host.
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Diéu nay c6 nghia 1a dong goi cac thdng tin trong IPsec cho NAT traversal dugc dinh
nghia bai cac thong tin trong tai liéu cua RFC boi NAT-T.

Tunnel mode

Trong tunnel mode, toan bo goi IP (bao gdbm ca data va header) s& dugc ma hoa va xac
thuc. NO phai dugc dong gai lai trong mot dang IP packet khac trong qua trinh routing caa
router. Tunnel mode dugc sir dung trong giao tiép network-to-network (hay gitta cac
routers vai nhau), hoac host-to-network va host-to-host trén internet.

2.3 Tao quy tic ngin chin

C6 hai giao thirc dugc phét trién va cung cap bao mat cho cac goi tin cua ca hai phién
ban IPv4 va IPv6:

IP Authentication Header gitip dam bao tinh toan ven va cung cp xéc thuc.

IP Encapsulating Security Payload cung cap bao mat, va 1a option ban c6 thé lya chon
ca tinh nang authentication va Integrity dam bao tinh toan ven dix liéu.

Thuat toan ma hoa dugc st dung trong IPsec bao gdm HMAC-SHAL1 cho tinh toan ven
dir liéu (integrity protection), va thuat toan TripleDES-CBC va AES-CBC cho ma ma hoa
va dam bao do an toan cua goi tin. Toan b thuat toan nay duoc thé hién trong RFC 4305.

Authentication Header (AH)

AH dugc sir dung trong cac két néi khdng co tinh dam bao di liéu. Hon nira n6 1a lya
chon nham chéng lai cac tan cong replay attack bang cach sir dung cong nghé tan cong
sliding windows va discarding older packets. AH bao vé qua trinh truyén dix liéu khi st
dung IP. Trong IPv4, IP header c6 bao gdm TOS, Flags, Fragment Offset, TTL, va Header
Checksum. AH thuc hién tryc tiép trong phan dau tién caa goi tin IP. dudi day 12 mé hinh
cua AH header.

Cac modes thuce hién

git: O 7 15 a1

Socurity Parameter Index { SP1)

Hinh 3.1 quy tic ngin chin IPsec
Y nghia ciia tirng phan:
- Next header: Nhén dang giao thirc trong sir dung truyén thong tin.
- Payload length: B¢ 16n cua goi tin AH.

39



- RESERVED: Sir dung trong tuong lai (cho t6i thoi diém nay né duoc biéu dién
bang cac sb 0).

- Security parameters index (SP1): Nhan ra cac thong sd bao mat, dugc tich hop
vé6i dia chi IP, va nhan dang cac thuong luong bao mat duoc két hop voi goi tin.

- Sequence number: Mot sb ty dong ting 1én mdi goi tin, st dung nham chdng lai
tan cong dang replay attacks.

- Authentication data: Bao gom théng sb Integrity check value (ICV) can thiét
trong gobi tin xac thuc.

Encapsulating Security Payload (ESP)

Giao thirc ESP cung cap xac thuc, do toan ven, dam bao tinh bao mat cho g6i tin. ESP
cling hd tro tinh nang cau hinh st dung trong tinh hudng chi can bao ma hoa va chi can cho
authentication, nhung sir dung m& hoa ma khéng yéu cau xac thuc khdng dam bao tinh bao
mat. Khdng nhu AH, header cua g6i tin IP, bao gdm cac option khac. ESP thyc hién trén
top IP sir dung giao thic IP va mang s6 hiéu 50 va AH mang s6 hiéu 51.

Bit: ¢ 18 23 31
A

Security Parameter Index ( SPI )

Hinh 3.2 quy tic ngan chin IPsec
Y nghia ciia cic phan:
- Security parameters index (SP1): Nhan ra cac thong sé duogc tich hop véi dia chi

- Sequence number:Ty dong ting c6 tac dung chong tan cong kiéu replay attacks.
- Payload data: Cho dir liéu truyén di

- Padding: Str dung vai block ma hoa

- Pad length: B¢ 16n ctua padding.

- Next header: Nhén ra giao thtrc duoc sir dung trong qua trinh truyén thong tin.

- Authentication data: Bao gdm dir liéu dé xac thuc cho gdi tin.
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2.4 Tao quy tic cAp phép

IPsec duogc thuc hién trong nhan véi cac trinh quan ly cac key va qué trinh thuong luong
bao mat ISAKMP/IKE tir nguoi dung. Tuy nhién mét chuan giao dién cho quan Iy key, né
c6 thé duoc diéu khién boi nhan cua IPsec.

Bai vi duoc cung cap cho ngudi ding cudi, IPsec cé thé duoc trién khai trén nhan caa
Linux. Du an FreeS/WAN Ia dy &n dau tién hoan thanh viéc thuc hién IPsec trong ma
ngudn ma cu thé 1a Linux. N6 bao gdm mat nhan IPsec stack (KLIPS), két hop véi trinh
quan Iy key 12 deamon va rat nhiéu shell scripts. Du 4n FreeS/WAN duoc bat dau vao thang
3 nam 2004. Openswan va strongSwan da tiép tuc du an FreeS/WAN.

Du 4n KAME ciing hoan thanh viéc trién khai sir dung IPsec cho NetBSB, FreeBSB.
Trinh quan ly cac khod dugc goi la racoon. OpenBSB dugc tao ra ISAKMP/IKE, véi tén
don gian 1a isakmpd (n6 ciing duoc trién khai trén nhiéu hé théng, bao gém ca hé théng
Linux).

Trong gi4o trinh nay s& trinh bay tong quan vé cach thtc lam viéc cua Public Key
Infrastructure (PKI).

Néu ban st dung Active Directory cia cong nghé Windows NT thi mdi user khi dugc
tao ra ciing di lién v&i né c6 mot cap Key: Public key va Private key. Ngoai ra con cé nhiéu
g dung dé tao ra cap khod nay.

Alice
52ED879E | Key generation
70F71D92 function
Big random '
number
Alice's Alice's

public key private key

Hinh 3.3 quy tic cap phép IPsec
Cip key duoc tao ra ngau nhién véi nhiéu chir sé hién thi. Khi céc keys duoc tao ra tir
nhiéu chit s6 ngau nhién, s& khong thé giai ma néu ra private key néu biét public key.
Nhung c6 mét s6 thuat toan c6 thé tao ra public key tir private key. Nhung chi c6 Public
key méi duoc published cho toan bd moi nguoi.
Hau hét cac cap key duoc tao ra tir nhiéu sé va bang mét thuat toan ma hoé nao do.
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{ ce's

public key
6EB69S70
Alice +
Hello A/h
-¢— Decrypt
Alice! Alice's

private key

Hinh 3.4 quy tic cap phép IPsec
Mot thong tin dugc ma hoé véi public key thi chi c6 thé giai ma boi private key. Néu
chi c¢6 public key ban s& khong thé giai ma dugc goi tin. Piéu nay co nghia khi mot nguoi
gui théng tin dugc ma hod tdi mot nguoi khac thi chi ¢d nguoi nhan mai mo dugc théng
tin d6 ma thoi. Nhiing nguoi khac ¢ bat duoc toan bo thong tin thi ciing khéng thé giai
ma dugc néu chi c6 Public key.

Alice

'Wl" Sign "h
pay $500 (Encrypt)

Alice's

' private key

Bob
I will _/
pay $500 (Decrypt) | Alice's

public key

Hinh 3.5 quy tic cap phép IPsec
Mot théng tin duoc ma hoa vai private key c6 thé giai ma véi public key. Khi public
key da duoc public cho toan bo moi ngudi thi ai ciing ¢ thé doc dugc thdng tin néu c6
public key.
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Alice

S

Bob's

Combine | 751A696C
public key ' keys ’—> 24D97009
H( Alice and Bob's

shared secret
Alice's
private key

Bob

' Combine | o | 751A696C

public key ' keys \ 24D37008
H’ Alice and Bob's

shared secret
Bob's

private key

Hinh 3.6 quy tic cap phép IPsec

Pé dam bao an toan hon trong qua trinh truyén thong tin: Alice két hop Private key caa
cd ay voi Public key cua Bob dé tao ra va chia sé bao mat (share secret). Ciing twong tu
nhu vay Bob ciing két hop Private key ciia minh véi Public key cua Alice dé tao ra mot
shared secret. R6i hai ngudi truyén théng tin cho nhau.

Khi Alice truyén thdng tin cho Bob bang Shared Secret dugc tao ra, khi Bob nhan dugc
goi tin ma hoa bai shared secret d6 diing Public key cua Alice két hop véi Private key caa
minh d& mé thong tin. Bidu nay ciing twong tu khi Bob truyén thdng tin va cach Alice giai
ma dé lay thong tin.

2.5 Cau hinh ché d khéi dong IPSec

Dé két ndi téi cac chi nhanh mot cach an toan va bao mat thi giai phap IPSec Tunnel Ia
su lya chon tt nhat. Ching ta cling tim hiéu mé hinh sau:

Van phong chinh c6 IP WAN: 218.242.133.91 va IP LAN: 172.17.1/24.

Van phong chi nhanh cé IP WAN: 218.242.130.19 va IP LAN: 192.168.1.0/24.

;- N |
IPSec Tunnel
ﬁ" -~ ~ i "ﬁ'

Head Office Branch Office

WAN:218.242.133.91 WAN : 218.242.130.19
172.17.1.0/24 192.168.1.0/24

Hinh 3.7: M6 hinh VPN Lan To Lan.
Vian phong chinh VPN and Remote Access >> IPSec General Setup (¢ vi du nay
key la 123456) Pre-Shared Key: 123456Confirm Pre-Shared Key: 123456
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VPN and Remote Access >> [PSec General Setup

VPN IKE/IPSec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).
IKE Authentication Method

Pre-Shared Key fooccoo

|
Confirm Pre-Shared Key [e00oee j
IPSec Security Method
Medium (AH)
Data will be authentic, but will not be encrypted.

High (ESP) [Mlpes [M3pEs [MAES
Data will be encrypted and authentic.

[ ok ] [ cancel ]
Hinh 3.8: IPSec General Setup.
VPN and Remote Access >> LAN to LAN, Profile Index: 1
Common Settings.
- Profile Name: nhap tén cua profile tuy y
- Chon "Enable this Profile".

- Chon Dial in va khéi gan “Idle Timeout™ 1a 0 dé gitr két néi duge lién tuc.
VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings

(Prnﬁle Name ivp__nserver D Call Direction O poth O Dpial-out
Enable this profile O always on
(Idle Timeout b | second(s)j

Y¥PN Connection Through: iWAN{E@{EJ
OBlock

Multicast via VPN Opass @elock
(for some IGMP,IP-Camera,DHCP Relay..etc.)

Hinh 3.9: LAN to LAN.
Dial-in Settings. Chon IPSEC.

3. Dial-In Settings

[ Enable PING to keep alive
PING to the IP |

Netbios Naming Packet Pas

Allowed Dial-In Type

277
1SDN Username [ 77
O ppTP Password l

IPSec Tunnel Y] Compression ® on O off

[ L2TP with IPSec Palicy [ 11

IKE Authentication Method

. Pre-Shared Key
[ specify Remote VPN Gateway .

Peer VPN Server IP : el \—‘

‘ j [ pigital signature(X.509)

or Peer ID [ LEhe o5

IPSec Security Method
Medium (AH)
High (ESP)
DES 3DES AES

Callback Function (CBCP)
Enable Callback Function
Use the Following Number to Callback

|

Callback Number | |

Callback Budget l | minute(s)

Hinh 3.10: Dial-in Settings.

TCP/IP Network Settings.



My WAN IP: 0.0.0.0.

Remote Gateway IP: 0.0.0.0.

Remote Network IP: 192.168.1.0.
Remote Network Mask: 255.255.255.0.

5. TCP/IP Network Settings

My WAN IP 0.0.00 } RIP Direction Disable  v|

Remate Gateway IP ‘U.U.U.U 1 dFrom first subnet to remote network, you have to
: o

Remote Netwoark IP 192.168.1.0 [Route M
[J change default route to this YPN tunnel { Only

single WAN supports this )

[m ] [ Clear ] [ Cancel ]
Hinh 3.11: TCP/IP Network Settings.

VPN and Remote Access >> Connection Management

Dial-out Tool [10 v

General Mode:’ vu Dial ]

Backup Mode:l V![ Dial ]

VPN Connection Status

[T &

Tx Tx Rx Rx

VPN Type Remote IP Virtual Network Pkts Rate Pkis Rate UpTime
(VPN;erver) DIEPSS_';;::’}:&L 218.242,130,19 192.168.1.0/24 353 3 291 3 0:13:53

wuxnnxxx @ Data is encrypted.

Hinh 3.12: Connection Management.
Van phong chi nhanh.



Common Settings:

- NhapProfile Name.

- Chon "Enable this
Profile".

- Chon "Dial-Out" va
khdoi gén “Idle Timeout" 1a
0.Néu chon “Always On”,
hay chon "Enable PING to
keep alive" va danh IP
LAN cua Router ddu xa.

+ Khi d6 Vigor sé& cb
ging két ndi tro lai 16p
mang d4u xa néu kénh VPN
bi dut.

Dial-Out Settings:

- Chon
Tunnel".

- Server IP/Host Name
for VPN: dia chi IP wan
hodc dyndns cta Vigor dau
Xa.

- IKE
Key: 123456.

- IPSec Security
Method: enable “High
(ESP)”, chon “DES with
Authentication”.
TCP/IP
Settings:

- My
IP: 0.0.0.0.

- Remote Gateway IP:
0.0.0.0

- Remote Network IP:
172.17.1.0.

- Remote Network
Mask: 255.255.255.0.

"IPSec

Pre-shared

Network

WAN

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1. Commeon Settings

profile Name
Enable this profile

VPN Client

WAN1 First v

VPN Connection Through:

Mul

(for som
2. Dial.Out Settings
Type of Server | am calling
ISDN
O ppTR
I @ 1PSec Tunnel I

O L2TP with 1PSec Policy

Server IP/Host Name for VPN
(such as draytek.com or 123.45.67.89)

O Both ,-;; Dial-In

Call Direction

Always on

Idie Timeout second(s)
[J] Enable PING to keep alive

PING to the [P

Link Type
Usemame
Password

PPP Authentication
Y] Compression

on Off

IKE Authentication Method

218.242.13391

® Pre-shared Key

[ IKE Pre-Shared Key [ssssesssee

O Digital Signature(X.509)

IPSec Security Method
O Meadium(AH)

[ @ High(Esp) DES with Authentication v

3. Dial-In Seftings
Allowed DialIn Type
ISDN
¥ pPTP
IPSec Tunnel
] L2TP with IpSec Policy | None v

[ Specify Remote VPN Gateway
Peer VPN Server [P

or Peer ID

4. GRE over IPSec Settings

[ Enable IPSec Dial-Out function GRE over IPSec
[J Logical Traffic My GRE 1P

5. TCP/IP Network Settings

My WAN IP 0000
Ramote Gateway [P 0000
Remote Network IP 1721710
Remote Network Mask 255 255 2550

Advanced

Index(1-15) in Schedule Setup:

u

Callback Function (CBCP)
Require Remote to Callback
Provide ISON Number to Remote

Usemame 27?2

Password

V] Compresson ® on O Off

IKE Authentication Method
Pre-Shared Key

[Cloigital Signature(x.509)

IPSec Security Method
Madium (AH)
High (ESP)
DES

3DES AES

Callback Function (CBCP)
Enable Callback Function
Use the Following Number to Callback

Callback Number

Callback Budget minute(s)
Paeer GRE IP
RIP Direction Disable v

From first subnet tofemote network, you havs to
do

| Route %

Change default route to this VPN tunnel ( Only
single WAN supports this )

[Coxk ] [ ce

ar ] [ Cancel |

Hinh 3.13: CAu hinh cho chi nhanh.
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Vao VPN and Remote Access >> Connection Management dé xem status két ndi vpn

VPN and Remote Access >> Connection Management

Dial-out Tool Refresh Seconds : | 10 "‘
General o | (VPN Cllent) 218.262.13391 v [ Ol |
Backup Mode: : V
Load Balance Mode: :7 7"‘
VPN Connection Status
Current Page: 1 page No |G

Tx Tx Rx Rx
Pkts Rate Pkts Rate

(va:‘:um) D?f_;';;:”;ilh 218.242,133.91 172,17.1,0/24 8 3 132 36 m:6:41 |Drop

xxxxxxxy | Data is encrypted.
®yxuuxxn @ Data isn't encrypted.

VPN Type Remote IP Virtual Network UpTime

Hinh 3.14 xem status két ndi vpn

Néu trong muc Connection Management xuat hién dong mau xanh nhu hinh trén thi
ban da két ndi thanh cong
2.6 Céu hinh cic phwong phap chirng thue

Ngay nay véi cong nghé VPN, cac doanh nghiép da co thé két néi giira cac chi nhanh
vé6i nhau 1 cach an toan va chi phi ré nhat ma khong can phai thué Lease Line, tuy nhién
viéc cau hinh trén trén céc router van con tuong d6i phirc tap doi hoi ngudi quan tri phai
c6 1 trinh d6 nhat dinh va dugc dao tao chuyén nghiép. Nam bat duoc diéu do, trong giao
trinh nay s& gitp cac em thiét 1ap 1 kénh VPN gitta 2 chi nhanh 1 cach nhanh chong va don
gian nhat. C6 thé ap dung cho hau hét cac dong Router Vigor hién tai do DrayTek san xuat
Trir Vigor3300 va cac dong ADSL doi cii da hét san xuat.

Chuén bi

- 01 IP tinh: can it nhéat 1 ip tinh public d& VPN hoat dong 6n dinh. Néu khong thué
ip tinh, dimg lo... van c6 thé dung tén mién dong (DDNS)

- bia chi mang ndi by & 2 chi nhanh khac 16p mang véi nhau: Cong nghé VPN doi
hoi dia chi ip ¢ 2 site khong dugc trung nhau, trong gido trinh nay dung 16p mang
192.168.60.1/24 cho chi nhanh Ha No1 va 16p mang 192.168.62.1/24 cho CN HCM.

M3 hinh két n6i

ISP 113,162.187.124

M3 hinh kit n&i VPN site o site g Ha N
Serve

) 5558

PC PC PC
192.168.62.1/24 192.168.60.1/24

Hinh 3.15 M6 hinh két ndi

113.162,186.226
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CAu hinh

- Dial-in:
+ Chon thiét bi c6 ip public tinh 1am Dial-in.
+ Cau hinh pre-share key trén thiét b dial-in.

+ Khai bao dia chi mang ndi bd cta chi nhanh dial-out trén router Dial-in.

- Dial-out:
+ Khai bao pre-share key.
+ Khai bao dia chi mang ndi bd ctia chi nhanh ma minh s€ Dial-in.
VPN Server (Dial-1n) Settings
Vao VPN and Remote Access >> IPsec General Setup,
- Pre-shared Key: dién key Ipsec VPN
- Confirm Pre-Shared Key: dién lai key Ipsec VPN
- OK

VPN and Remote Access >> IPsec General Setup

VPN IKENIPsec General Setup
Dial-in Set up for Remote Dial-in users and Dynamic IP Client (LAN to LAN).
IKE Authentication Method
Certificate for Dial-in MNone
Pre-Shared Key
Pre-Shared Key @ [reeeees
Confirm Pre-Shared Key [
IPsec Security Method
¥ Medium (AH)
Data will be authentic, but will not be encrypted.

High (ESP) # DES ¥ 3DES ¥ AES
Data will be encrypted and authentic.

OK Cancel

Hinh 3.16 C4u hinh Ipsec
Vao VPN and Remote Access >> LAN to LAN nhan Index
- Tai Commont Settings
+ Profile Name: Dat tén Profile
+ Check Enable this profile
+ Call Direction: Chon Dial- IN

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1, Common Settings

Profile Name |Sewet | Call Direction Bath Dial-Out |" Dial-in |
¢ Enable this profile | Tunnel Mode GRE Tunnel
Always on
WPN Dial-Out Through 1dle Timeout o second(s)
WANT Flrst v

Enable PING to keep IPsec tunnel alive

Netbios Naming Packet '® Pass Block PING to the IP

Multicast via VPN Pass '® Block

(for some IGMP,IP-Camera,DHCP Relay. etc.)

- Tai Dial- In Settings
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+ Allow Type VPN: Chon IPSEC Tunnel

3. Dial-In Settings.

Allowed Dial-In Type

| ppTR
¥ Ipsec Tunnel I
—! IPsec XAuth
| L2TP with IPsec Policy | Mone
— SSL Tunnel

Username G
Password{Max 11 char} Max: 11 characters
W] Compression % an Off

IKE Authentication Method
¥ Pre-Shared Key

| Specify Remote VPN Gateway
Fear VPN Server IP

or Peer 1D [Max: 47 characters

i IKE Pre Shnrec"Kc',- , Max: 64 characters
Digital Signature(X.509)
Mone *
Local 1D
‘= Alternative Subject Name First

' Subject Narne First

IPsec Security Method
¥ Medium{aH)
High(ESP) “ DES ¥ 3DES ¥ AES

Hinh 3.17 C4u hinh Ipsec

- Tai TCP/IP Network Settings

+ Remote Network: Pién 16p mang dau xa (192.168.222.1/24)
+ Local Network: Pién 16p mang noi bo (192.168.111.1/24)

+ Click OK

5. TCPNP Network Settings

My WAN IP 0.0.0.0

Remote Gateway IP 0.0.0.0

Remote Network IP 192.168.60.1

Remote Network Mask 255.255255.0

Local Network IP 192.168.62.1

Local Network Mask 255.255.255.0
More

RIP Direction Disable v
From first subnet to remote network, you have to do
Route v

IPsec VBN with the Same Subnets

Change default route to this VPN tunnel { Only
active if one single WAN is up )

OK

Clear Cancsl

Hinh 3.18 C4u hinh Ipsec

VPN Client (Dial-Out) Settings

Vao VPN and Remote Access >> LAN to LAN

- Tai Common Settings
+ Profile Name
+ Check Enable this Profile
+ Call Direction
+ Check Always all
- Tai Dial- Out Setting
+ Type of Server | am Calling
+ Server IP/Host Name for VPN
+ IKE- Presharekey

:Dat tén Profile

:Chon Dial- Out

: chon Ipsec Tunnel — IKEv1
: Dién IP WAN hodc Tén mién Router VP
: Dién Passwork Ipsec VPN
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Profile Index : 1
1. Common Settings

Prafile Mame |client

I" Enable this profilel

VPN Dial-Out Through
WANT First

1-113.172.148133 v

MNetbios Naming Packet ® Pass Block
Multicast via VPN Pass ® Block
(for some IGMP,IP-Camera,DHCP Relay..etc.)

Call Direction

Ecthl' DiaIfOutI Dial-in

Tunnel Mode GRE Tunnel

Idle Timeout 300 second(s)

Enable PING to keep IPsec tunnel alive
PING to the IP

2. Dial-Out Settings

Type of Server | am calling

PRTP
| 1Psec Tunnel IKEv1 |

L2TP with IPsec Palicy None v
SSL Tunnel

Server IP/Host Mame for VPHN.

(such as draytek.com or 123.45.67.89)

|KEv1.sever.net |

Server Port (for SSL Tunnel): 443

Usernams 272

Password Max: 15 characters

PPP Authentication | PAP/CHAP/MS-CHAP/MS-CHAPv2 v
V] Compression On Off

IKE Authentication Method
® Pre-Shared Key

| IKE Pre-Shared Key | I ------ | |
Digital Signature(X.509)
Peer ID None v
Local ID

Alternative Subject Name First
Subject Name First
Local Certificate Nene A

IPsec Security Method
Medium{AH)
® High(ESP) | AES with Authentication v

Advanced

Schedule Profile

None ¥ |, |None ¥ |, |None ¥ |, | None A

Hinh 3.19 C4u hinh Ipsec

Tai TCP/IP Network Setting
+ Remote Network IP

+ Local Network IP
Nhén OK

5. TCP/IP Network Settings

‘Dién 16p mang dau xa (192.168.111.1/24)
:Dién 16p mang nodi bd (192.168.111.1/24)

My WAN IP 0.0.0.0
Remote Gateway IP 0.0.0.0
Remate Network IP 192.168.62.1
Remoate Network Mask [255.255.255.0
Local Network IP 192.168.60.1
Local Metwork Mask 255.255.255.0

Maore

RIF Direction Disable -

Fram first subnet to remote network, you have to do

Route
IPsec VPN with the Same Subnets

Change default route to this VPN tunnel { Only

active if one single WAN is up )

K

Clear Cancel

Hinh 3.20 C4u hinh Ipsec

VPN and Remote Access >> Connection Management

Dial-out Tool

Vao VPN and Remote Access >> Connection Management, Kiém tra két ndi VPN

Backup Mode:
Load Balance Mode:

General Mode: ( Client ) ikev2.server.net ¥ Dlal

Y| Dial
Y| Dial

VPN Connection Status

LAN-to-LAN VPN Status Remote Dial-in User Status
Virtual Tx Tx Rx Rx
ven Type Remote P yotwork  Pkts Rate(Kbps) Pkts Rate(Kbps) UPTIMe
(g 2L Tl 1921682929 yopsg02ye 8 326 9 w2 ooso [Dwp

xxxxxxxx : Data is encrypted.
xxxxxxxx ! Data isn't encrvoted.

Hinh 3.21 C4u hinh Ipsec thanh céng
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Cau hoi on tap
1. Cac em hdy tim hiéu va tinh bay kién trc cua IPSec
2. Cac em hay xay dung céc chinh sach bao mat IPSec
3. C4c em hay thiét 1ap cac ché do 1am viéc IPSec.
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BAI 4. NAT (NETWORK ADDRESS TRANSLATION)
Gioi thiéu:

Loai NAT don gian nhat cung cip viéc bién dich mét - mot cho mét dia chi IP.
Chuan RFC 2663 goi loai NAT nay 1a NAT co ban. N6 doi khi ciing duoc goi 1a NAT mét-
mét. Trong kiéu phién dich nay chi c6 dia chi IP, IP header, phan kiém 15i can phai thay
d6i (d6i voi TCP/UDP thi nhu vay 1a du, nhung mét s giao thuc ting cao hon ¢ thé yéu
cau bién dich nhiéu hon). NAT co ban c6 thé si dung dé két ndi hai mang may tinh cé dia
chi khdng tuong thich.,

1. Muc tiéu:
- Trinh bay dugc qué trinh NAT ctia mot hé thong mang
- Thiét 1ap cAu hinh NAT trén Windows server.

2. N¢i dung bai hoc

2.1 Gi6i thiéu

2.1.1. Nat la gi?

NAT hay con goi la Network Address Translation la mot ki thuat duoc phat minh lic
khoi dau dung dé giai quyét van dé IP shortage. Khi c6 hai may tinh ¢ trén cling mot 16p
mang (cuing subnet), cac may tinh nay két ni tryuc tiép vai nhau, diéu nay c6 nghia la ching
c6 thé gui va nhan dit liéu truc tiép vai nhau. Néu nhitng may tinh nay khong trén cling
mot 16p mang va khong cé két ndi truc tiép thi dir liéu s& duoc chuyén tiép qua lai gitra
nhitng 16p mang nay va nhu thé phai can mét router (c6 thé 1a phan mém hozc phan cang)
Pay Ia truong hop khi mot may tinh nao dé6 mudn két ndi toi mot may khac trén internet.
2.1.2. M6 hinh mang cta dich vu NAT.

G

NAT server

Ytz

Hinh 4.1 M6 hinh mang cua dich vu NAT
2.1.3. Nguyén ly hoat dong cia NAT
NAT lam viéc nhu mét router, cdng viéc cua no la chuyén tiép cac goi tin (packets) giira
nhitng 16p mang khac nhau trén mot mang 16n. Ban ciing ¢6 thé nghi rang Internet 1a mot
mang don nhung c6 vd sb subnet. Routers c6 di kha ning dé hiéu dugc céc 16p mang khéac
nhau xung quanh noé va co thé chuyén tiép nhitng géi tin dén ding noi can dén.
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% 192.168.205.40

ﬁ Guest (Unknown user]

.. &2 NAT: TCP Connection :0 203.162.45.156:80

& NAT: UDF 192.168.205.40:1172 <-» 203.162.0.11:53

& NAT: UDF 192.168.205.40:1173 <+ 203.162.0.11:53
€2 NAT: TCP Connection :o 216.136.232.140:5050
€2 NAT: UDF 192.168.205.40:1177 <-» 203.162.0.11:53
€2 NAT: TCP Connection 0 12.129.205.110:80
€2 NAT: TCP Connection 0 12.129.206.110:80
&2 NAT: UDP 192.168.205.40:1180 <= 203.162.0.11:53
€2 NAT: UDF 192.168.205.40:1182 < 203.162.0.11:53

Hinh 4.2 Hoat dong ciia NAT

NAT st dung IP caa chinh nd lam IP cong cong cho méi may con (client) véi IP riéng.
Khi mot may con thuc hién két ndi hodc guri dir liéu t6i mot may tinh nao dé trén internet,
dir liéu s& duoc giri t6i NAT, sau d6 NAT s& thay thé dia chi IP géc caa may con dé roi
gui goi dir liéu di vai dia chi IP cuia NAT. May tinh tir xa hoac may tinh nao do trén internet
khi nhan duoc tin hiéu s& gui goi tin tré vé cho NAT computer bai vi ching nghi rang NAT
computer la may da gui nhirng goi dir liéu di. NAT ghi lai bang thdng tin cua nhirng may
tinh da gui nhirng goi tin di ra ngoai trén mdi cong dich vu va giri nhitng gai tin nhan dugc
vé diing may tinh d6 (client).

NAT thue hién nhirng cong viéc sau:

- Chuyén doi dia chi IP nguff)n thanh dia chi IP ctia chinh n6, ¢6 nghia la dit liéu nhan
duoc boi may tinh tir xa (remote computer) giéng nhu nhan duoc tir may tinh c6 cau
hinh NAT.

- Gui dir li€u to1 may tinh tir xa va nhé duoc goi dir liéu do da s dung céng dich vu
nao.

- Dir liéu khi nhan duoc tir mdy tinh tir xa s& dugce chuyén t6i cho cac may con.

NAT c6 hoat dong véi bat ky giao thirc va irng dung niao khong?

- Giao thtc sir dung da két ndi hodc da phuong tién va nhiéu kiéu dir liéu (nhu 1a
FTP hoac RealAudio). V6i FTP, khi ban bat dau cong vi¢c truyén file, ban thuc hién mot
két ndi téi FTP server bai FTP client, may client két ndi vao va yéu cau duoc truyén file
hoac thu muc, vé1 mot vai FTP client ban sé théy mot hién tuong gi d6 nhu 1€nh port,
nhitng gi ma dong lénh nay dang thuc hién 1a thiét 1ap két noi dit liéu dé gui tap tin hodc
thu muc vé lai cho FTP client. Cach thuc hién cong viéc nhu vay c6 nghia la may client
“ndi” véi server rang “hay két ndi véi toi trén dia chi IP nay va trén cong port nay dé
truyén dir lidu”.

- Van dé & day la may client chi cho server biét dé két nbi nguoc lai trén dia chi IP
nodi bd bén trong mang LAN cua chinh n6 va nhu vay server s€ khong tim dugc dia chi
IP nay va that bai néu server ¢b ging tim kiém va két néi vai dia chi nay, day 1a luc phai
can t6i NAT

- Hau hét cac giai phap NAT (trong d6 bao gom ca WinGate) déu c6 sy hd trg dic
biét ddi véi giao thire FTP va yéu cau ddi voi may tinh duoc ciu hinh NAT 13 may tinh
do phai co6 dia chi IP tinh (static IP).
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2.2 NAT trong Windows server
2.2.1 Trién Khai Dich Vu Nat
Yéu cau:
- May phai c6 tir hai giao tiép network tré 1én
+ C¢ hai card mang.
+ C6 1 card mang va 1 giao tiép thong qua modem dialup.
+ May phai cai dat HbDH window server.
Trién khai dich vu Nat:
- Buwée 1: khéi dong dich vu Nat:
+ Khoi dong chuong trinh Routing and Remote Access: Chon Menu Start > All

Program - Administrative Tools = Routing And Remote Access
=I0xj

Ble  ftion  Yew Heb
e OB XER 2

"R, Routing and Remote Access [ SERVER -RADIUS (local)
) Server ot I =
7 T P

o Sy e bl ] and Remote
wid Reatrite ACe

P Access, on the Action menu, click

%[
&

and Remote Access.
ptung up & Rowting and Remote
Yow b, and troudleshoobing, see Halp.
(winte
Refresh
Properties
oo

Hinh 4.3 trién khai dich vu NAT
+ Khdi dong dich vu Nat & Right Click Server-Radius (tén cia may Nat Server)

- Configue And Enable Routing And Remote Access
=lolxf

Ble Acten Yew ted
- OB XEFR 2

[ Routing and Remote Access | SERVER-RADIUS (ocal) '
Q:}«v«i&oﬁw I =]
e e

Hrimn tha Dacting and Remote
1 Raerote ACCe

b Access, on the Action menu, click

(2
E

and Remote Access.
ptung up & Rowting and Remote
Yoow b, and troubleshooting, see Halp.
Qwinte
Refresh
Properties
o

Configres Routing and Remote Access for the selected sarver

Hinh 4.4 trién khai dich vu NAT
+ Chon Next = Nextwork Address Translation
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Routing and Remote Access Server Setup Wizard

Configuration .
You can enable any of the following combinations of services, or you can ?[_,,J
customize this server.

" Remote access [dial-up or VPN)

Allow remote clients to connect to this server through either a dial-up connection or a
secure Yirtual Private Network [VPN] Internet connection.

Allow internal clients to connect to the Internet using one public IP address.

" Virtual Private Network [VPN) access and NAT

Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Internet using a single public IP address.

(" Secure connection between two private networks
Connect this network to a remote netwaork, such as a branch office.

(" Custom configuration
Select any combination of the features available in Routing and Remote Access.

For more information about these options, see Routing and Remote Access Help.

< Back I MNest > I Cancel |

Hinh 4.5 trién khai dich vu NAT
+ Chon Next = khoi dong hop thoai NAT Internet Conection: hop thoai nay cho
phép chiing ta chon lya giao tiép nao két nbi véi hé théng mang internet

Routing and Remote Access Server Setup Wizard g

NAT Internet Connection .
You can select an existing interface or create a new demand-dial interface for QJ

client computers to connect to the Intemet.

(+ iUse this public interface to connect to the Intemet:

Name I Description ] IP Address |

Local Area Connection AMD PCMNET Family P...  192.168.1.1
Local Area Connection 2 AMD PCNET Family P...  152.168.10.2

" Create a new demand-dial interface to the Intemet

A demand-dial interface is activated when a client uses the Internet. Select this
option if this server connects with a modem or by using the Point-to-Point Protocol
over Ethernet. The Demand-Dial Interface Wizard will start at the end of this wizard.

[V Enable security on the selected interface by setting up Basic Firewall.

Basic Firewall prevents unauthorized users from gaining access to this server
through the Internet.

For more information about network interfaces, see Routing and Remote Access Help.

< Back I Next> I Cancel
Hinh 4.6 trién khai dich vu NAT

- Co6 2 muc chon lya:

+ Use this public interface to connect to internet: Chung ta chon lya myc nay
khi may co tir 2 card mang trd 1€n, tai list box ching ta chon lya card mang dung dé két
ndi internet

+ Create a new demand-dial interface to the internet: Muc nay chi dugc chon
lwa khi giao tiép véi internet 1a 1 modem dialup

- Chon Next > Finish dé khoi dong dich vu Nat
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Starting Routing and Remote Access i

@ service on SERVER-BADIUS starts.

Please wait while the Routing and Remote Access

Hinh 4.7 trién khai dich vu NAT

- Sau khi khoi dong dich vu NAT ta cé giao dién chuong trinh nhu sau:

Be  fction  Yew bHeb

=181 x|

- - W gm@@

A Routing and Remaote Access
_‘) Server Retus
= [ EEVIR-AADIS (o)
T Network Sterf aces
P Routing
B Generdl
a Rk Rontes
e

| NAT s Fremat
Irteface <

w ol Ares Cotometon 2 (-] (-}
":‘uxl Area Cornwction ' it Q
f,‘lrl.ev e [+ 0 o

B NAT/Basi Fremal
¥ & Remote Access Pokoes
3 ) Remote Access Loggrg

| J

Hinh 4.8 trién khai dich vu NAT
- Budre 2: Cau hinh dich vu Nat:
Céau hinh giao tiép Internet: Right click 1&n giao tiép Internet = Properties > dé mo
hop thoai cau hinh cua két ndi Internet
+ Tab Nat/Basic firewall:

NAT/Basic Frewsll | Addess Pool | Services and Parts | ICMP |

2ix

Irtedace Type:
" Prvate nterdace corrmcied to pavate netwed
GM o ‘w“l :

¥ Enabla NAT on this intedace
NAT enables chents on this network 1o send data 1o and tecerve
data froem the intemet using this intedace.

¥ Epable a basic feewal cn ths ntedace

A banc feowall accopts data from the Intesnet ool f & has been
1equested by the retwork,

" Basic frewol onky
Statc packet fRers

Staic packet fllers can restict talfic based on packet attrbates, such |
#: |P address o piotocol

inbound Fters | Qutbound Fess |

[ok ] caes | sy |

Hinh 4.9 trién khai dich vu NAT

+ Hop thoai nay cho phép thiét 1ap cic bao mat co ban trén giao tiép internet

+ Public interface connect to the internet: Muc nay duoc chon lya khi giao tiép
nay la giao tiép két ndi véi hé thong mang bén ngoai.

+ Enable NAT on this interface: muc nay cho phép bat hay tat chtrc ning NAT,
khi tit chirc ning nay khi cac mdy tram trong hé thong mang LAN khong thé két ndi
internet duogc

+ Enable basic firewall on this interface: muc nay cho phép bat tit ché do bao
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v€ co ban cua NAT server trén giao tiép hién tai.

+ Static Packet Filter: Muc nay cho phép thiét 1ap chinh sach loc cac goi tin di
gua nat server

+ Inbound filter: cho phép thiét 1ap bo loc goi tin di vao interface nay

+ Outbound filter: cho phép thiét 14p bo loc gdi tin di ra interface nay

+ Tab Address pool: Cho phép quy dinh nhitng may c6 dia chi IP nao dugc phép
truy nhap internet

Local Area Connection Properties 2ix]

NAT/Basc Frowal  Address Pool | Services and Ports | 1IMP |

Your Interret service provider (FSP) assigns thes addrass pool
lFm To | Matk
ad. | e || e |
- Resorve public addresses
Resarve public addresses om the above Bst for use by spaciic
pervate nalwodk computers
Reseryations... I

e

Hinh 4.10 trién khai dich vu NAT

+ Tab service and ports: Cho phép quy dinh loai dich vu nao ma cho phép bén
ngoai internet truy nhap vao no.

21 x|

NAT/Basic Firewall | Address Pool Services and Potts | ICMP |

Select the services on your network to which you want to provide access
for internet users. This will create exceptions in your basic firewall.

Services:

miFtPSever B
[ Intemet Mail Access Protocal Version 3 (IMAP3)
[ Intemet Mail Access Protocal Version 4 (IMAP4)
O Internet Mail Server (SMTP)

1P Secuiity (IKE)

1P Security (IKE NAT Traversal)

[ Post-Dffice Protocal Version 3 (POP3)

[ Remate Desktop

[ Secure Web Server [HTTPS)

[ Telnet Server v
«| | »

Add. | Edt. Delete

| oK I Cancel I Spply |

Hinh 4.11 trién khai dich vu NAT
+ Add: cho phép thém vao loai dich vu
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+ Edit: cho phép hiéu chinh thong tin cua tung loai dich vu
+ Tab ICMP: Cho phép thiét 1ap cac chinh sach loc voi giao thic hd tro dinh
tuyén ICMP.

NAT/Basic Firewall | Address Pool | Services and Ports  ICMP |

Intemet Control Message Protocal (ICMP) allows the computers on
a network to share error and status information. Select the requests
for information from the Intemet to which this computer will respond.

Allow the following:

(M} Incoming echo request
[ Incoming timestamp request

[ Incoming mask request

[ Incoming router request

[ Dutgaing destination unreachable
[ Outgaing source quench

[ Outgoing parameter problem

[ Outgoing time exceeded

[ Redirect

— Description:
Messages sent to this computer will be repeated back to the
sender. This is commonly used for troubleshooting, for example,
to ping a machine.

0K I Cancel | Soply |
Hinh 4.12 trién khai dich vu NAT

Cau hdi on tap

1. Trinh bay qua trinh NAT ciia mot hé thong mang
2. Thiét 1ap cau hinh NAT trén Windows server.
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BAI 5. VIRUS VA CACH PHONG CHONG VIRUS
Gioi thiéu:

Trong khoa hoc may tinh, virus may tinh hay virus tin hoc (thuong dugc ngudi su
dung goi tit I virus) la nhitng doan ma chwong trinh duoc thiét ké dé thuc hién téi thiéu
la 2 viéc:

- Ty xen vao hoat dong hién hanh ctia may tinh 1 cach hop 1é, dé thuc hién tu nhan
ban va nhiing cong viéc theo chi ¥ ctia ngudi 1ap trinh. Sau khi két thuc thuc thi ma
virus thi diéu khién duoc tra cho trinh dang thue thi ma may khong bi "treo", trir trudng
hop virus ¢d ¥ treo may.

- Tu sao chép chinh né, tirc tyr nhan ban, 1 cach hop 1é 1dy nhiém vao nhitng tap
tin (file) hay cac ving xac dinh (boot, FAT sector) & cac thiét bi luu trir nhu dia ctng, dia
mém, thiét bi nhé flash (phd bién 1a USB).... tham chi ca EPROM chinh cta may.

1. Muc tiéu:
Hiéu dugc virus may tinh

Hiéu dugc cach thire lay lan cua virus may tinh

Phan biét duogc cac loai virus

Phong ngtra dugc sy xam nhép cua virus.
2. NOi dung bai hgc

2.1 Giéi thiéu tong quan vé virus

2.1.1 Virus

Virus tin hoc hién nay dang 1a ndi ban khoan lo ling cua nhitng ngudi 1am cong tac tin
hoc, 1a ndi lo so cta nhitng ngudi sir dung khi may tinh cia minh bi nhiém virus. Khi may
tinh cua minh bi nhiém virus, ho chi biét tréng chd vao cac phan mém diét virus hién c6
trén thi treong, trong truong hop cac phan mém nay khong phét hién hozic khdng tiéu diét
dugc, ho bi 1am phai tinh hudng rat khé khan, khdng biét phai lam nhu thé nao.
Vi Iy do d6, c6 mot cach nhin nhan co ban vé co ché va cac nguyén tic hoat dong caa virus
tin hoc 1a can thiét. Trén co s& do, c6 mot cach nhin ding dan vé virus tin hoc trong viéc
phong chdng, kiém tra, chira tri ciing nhu cach phan tich, nghién ciru mot virus méi xuat
hién.
2.1.1.1 Viruslagi ?

Thuat ngit virus tin hoc ding dé chi mét chwong trinh may tinh cd thé tu sao chép chinh
né I18n noi khac (dia hoic file) ma nguoi st dung khdng hay biét. Ngoai ra, mot dic diém
chung thuong thay trén céc virus tin hoc 1a tinh pha hoai, nd gay ra 15i thi hanh, thay doi
vi tri, m& hoa hoac huy thong tin trén dia.

2.1.1.2 Phan Loai:

Thong thuong, dya vao dbi tuong lay lan 1a file hay dia ma virus dugc chia thanh hai
nhém chinh:

- B-virus: Virus chi tdn cong 1én Master Boot hay Boot Sector.

- F-virus: Virus chi tin cong lén cac file kha thi.

Mic du vay, cach phan chia nay ciing khong han Ia chinh xac. Ngoai 1 van c6 cac virus
vira tin cong Ién Master Boot (Boot Sector) vira tin cong Ién file kha thi.
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Dé c6 mot cach nhin tong quan vé virus, ching ta xem ching danh quyén diéu khién
nhu thé nao.

B-virus:

Khi may tinh bét dau khai dong (Power on), cac thanh ghi phan doan déu duogc dat vé
OFFFFh, con moi thanh ghi khéc déu duoc dat vé 0. Nhu vay, quyén diéu khién ban dau
duoc trao cho doan ma tai OFFFFh: Oh, doan mé nay thuc ra chi la Iénh nhay JMP FAR
dén mot doan chuong trinh trong ROM, doan chuong trinh nay thuc hién qua trinh POST
(Power On Self Test - Tu kiém tra khi khoi dong).

Quaé trinh POST sé& lan luot kiém tra cac thanh ghi, kiém tra bo nhé, khai tao cac Chip
diéu khién DMA, bo diéu khién ngét, bo diéu khién dia... Sau d6 nd s& do tim cac Card
thiét bi gdn thém dé trao quyén diéu khién cho ching tu khai tao roi lay lai quyén diéu
khién. Chi y rong day la doan chwong trinh trong ROM (Read Only Memory) nén khong
thé stra d6i, cling nhu khdng thé chén thém mot doan ma nao khéc.

Sau qua trinh POST, doan chuong trinh trong ROM tién hanh doc Boot Sector trén dia
A hodc Master Boot trén dia cirng vao RAM (Random Acess Memory) tai dia chi 0:7C00h
va trao quyén diéu khién cho doan ma d6 bang 1énh JMP FAR 0:7C00h. Bay la chd ma B-
virus loi dung dé tan cong vao Boot Sector (Master Boot), nghia la n6 s& thay Boot Sector
(Master Boot) chuan béng doan ma virus, vi thé quyén diéu khién dugc trao cho virus, n6
s& tién hanh cac hoat dong cua minh trudce, rdi sau d6 mai tién hanh céc thao tac nhu thong
thuong: Doc Boot Sector (Master Boot) chuan ma nd cat giau ¢ dau dé vao 0:7C00h roi
trao quyén diéu khién cho doan ma chuan nay, va ngudi sir dung c6 cam giac rong may
tinh ctia minh van hoat dong binh thuong.

F-virus:

Khi DOS t6 chirc thi hanh File kha thi (bdng chic ning 4Bh cua ngat 21h), nd sé to chirc
lai viing nhg, tai File can thi hanh va trao quyén diéu khién cho File d6. F-virus loi dung
diém nay bong cach gan doan ma caa minh vao file ding tai vi tri ma DOS trao quyén diéu
khién cho File sau khi d3 tai vao viing nhég. Sau khi F-virus tién hanh xong cac hoat dong
ctia minh, né méi sap xép, bé tri tra lai quyén diéu khién cho File dé cho File lai tién hanh
hoat dong binh thuong, va ngudi sir dung thi khdng thé biét dugc.

Trong cac loai B-virus va F-virus, c6 mot sb loai sau khi danh dugc quyén diéu khién,
s& tién hanh cai dat mot doan ma caa minh trong ving nhd RAM nhu mét chuong trinh
thuong tri (TSR), hoic trong ving nhé ndm ngoai tam kiém soat cua DOS, nhdm muyc
dich kiém soat cac ngit quan trong nhu ngat 21h, ngat 13h,... Mi khi cac ngat nay duoc
goi, virus s& danh quyén diéu khién dé tién hanh cac hoat dong cua minh trude khi tra lai
cac ngit chuan cua DOS.

2.2 Cach thire lay lan va phan loai virus
2.2.1 Pic Piém Cia B-Virus:

Qua phan trude, chung ta da dua ra cac thong tin hét sitc co ban vé cdu trac dia, tién
trinh khai dong va cach thire to chirc ving nhd, to chirc thi hanh file ciia DOS. Nhiing
thong tin d6 gitp chiing ta tim hiéu nhiing dic diém co ban cua virus, tir 46 dua ra cach
phong chdng, chira tri trong trudng hgp may bi nhiém virus.
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Phéan loai B-virus:

Nhu chiing ta d3 biét, sau qua trinh POST, sector dau tién trén dia A hoic dia C duogc
doc vao vung nh¢ tai 0: 7C00, va quyén diéu khién duoc trao cho doan ma trong sector
khoi dong nay. B-virus hoat dong bing cach thay thé doan ma chuan trong sector khéi
dong nay bong doan mi ciia né dé chiém quyén diéu khién, sau khi d3 cai dit xong méi
doc sector khai dong chuan dugce virus cat giir & dau d6 vao 0:7C00 va tra lai quyén diéu
khién cho doan ma chuén nay. Viéc cAt gilr sector khoi dong tai vi tri nao trén dia tuy
thudc loai dia va cach giai quyét cua timg loai virus. Poi véi dia cing, thong thuong nd
duoc cat giir & dau d6 trong Side 0, Cylinder 0 vi trong ca track nay, DOS chi sir dung
sector dau tién cho bang Partition. Trén dia mém, vi tri cit giit s& phurc tap hon vi moi
chd déu c6 kha ning bi ghi dé thong tin. Mot s6 hudng sau ddy da duoc cac virus ap
dung:

- Sur dung sector & cudi Root Directory, vi no thuong it duge sir dung.

- Sur dung cac sector cudi cung trén dia, vi khi phan bd ving trong cho file, DOS tim
ving trong tir nho dén 16n cho nén ving nay thuong it dugc sir dung.

- Ghi vao ving trong trén dia, ddnh dau trong bang FAT ving nay 14 ving bi hong
dé DOS khong sir dung cap phat nita. Ccah 1am ndy an toan hon céc cach 1am trén day.

- Format thém track va ghi vao track vira dugc Format thém.

- Tuy thudc vao do 16n cia doan ma virus ma B-virus dugc chia thanh hai loai:

SB-virus:

- Chuong trinh ctia SB-virus chi chiém diing mot sector khai dong, cac tac vu cua
SB-virus khong nhiéu va twong ddi don gian. Hién nay sb céac virus loai nay thuong it
gdp va co 18 chi 1a cac virus do trong nudc "san xuat".

DB-virus:

- Pay la nhirng loai virus ma doan mi cua né 16n hon 512 byte (thuong thay).
Vi thé ma chuong trinh virus dugc chia thanh hai phan:

- Phan dau virus: Puoc cai dit trong sector khoi dong dé chiém quyén diéu hién khi
quyén diéu khién duoc trao cho sector khai dong nay. Nhiém vu duy nhét cta phan dau
1a: tai tiép phan than ciia virus vao viing nhd va trao quyén diéu khién cho phan than dé.
Vi nhiém vu don gian nhu vy nén phan dau cua virus thuong rat ngan, va cang ngin
cang tot vi cang ngan thi su khac biét gitta sector khoi dong chuan va sector khéi dong
da bi nhiém virus cang it, gidm kha ning bi nghi ngo.

- Phan thin virus: La phan chuong trinh chinh cua virus. Sau khi duoc phin dau tai
vao ving nhé va trao quyén, phan than nay sé tién hanh céc tic vy ctia minh, sau khi tién
hanh xong méi doc sector khai dong chuan vao ving nhd va trao quyén cho né dé may
tinh lam viéc mot cach binh thuong nhu chua c6 gi xay ra ca.

M@t s6 ki thuat co ban cia B-virus.

Du & SB-virus hay DB-virus, nhung dé ton tai va lay lan, ching déu c6 mét sé cac ky
thuat co ban nhu sau:

- Ky thuat kiém tra tinh duy nhat.

- Virus phai ton tai trong bd nhé ciing nhu trén dia, song su ton tai qua nhiéu ban sao
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cua chinh né trén dia va trong bd nh¢ s€ chi [am cham qué trinh Boot may, cling nhu
chiém qua nhiéu ving nhé anh hudng toi viée tai va thi hanh cac chuong trinh khac dong
thoi cling 1am giam téc d6 truy xuat dia. Chinh vi thé, k¥ thuat nay 1a mot yéu cau nghiém
ngat voi B-virus.

Viéc kiém tra trén dia c6 hai yéu té anh huong:

- Thu nhét 13 thoi gian kiém tra:

+ Néu moi tac vu doc/ghi dia déu phai kiém tra dia thi thoi gian truy xuét s& bi
tang gap d6i, 1am giam tdc do truy xuat ciing nhu gia ting mdi nghi ngo.

+ Pdi v6i yéu cau nay, cac virus ap dung mot sd ky thuat sau: Giam sd 1an kiém
tra bong cach chi kiém tra trong trudng hop thay d6i truy xuat tir 6 dia ndy sang 6 dia
khac, chi kiém tra trong truong hop bang FAT trén dia duoc doc vao.

- Tht hai 14 k¥ thuat kiém tra:

+ Hau hét cac virus déu kiém tra bong gia tri tir khoa. Mdi virus s& tao cho minh
mot gia tri dac biét tai mot vi tri xac dinh trén dia, viéc kiém tra dugc tién hanh bong
cach doc Boot record va kiém tra gia tri cua tir khoa nay. Ky thuat nay gip tré ngai vi sb
lugng B-virus ngdy mot dong déo, ma vi tri trén Boot Record thi ¢6 han. Cach khic phuc
hién nay cta cac virus 13 ting s6 luong ma 1énh cin so sanh dé 1am giam kha nang tring
hop ngiu nhién.

+ Pé kiém tra sy ton tai ctia minh trong bd nhd, cac virus di ap dung cac ky thuat
sau: Bon gian nhét 13 kiém tra gia tri Key value tai mdt vi tri xac dinh trén vung nhé cao,
ngoai ra mot k¥ thuat khac dugc ap dung ddi véi cac virus chiém ngit Int 21 caa DOS
1a yéu cau thuc hién mét chic ning dic biét khong cé trong ngit nay. Néu co bao 15i
duoc bat 1én thi trong bo nhé chua co virus, nguoc lai néu virus da luu tri trong ving
nhé thi gia tri tra lai (trong thanh ghi AX chang han) 1a mot gia tri xac dinh nao do.

Ky thuat luu tru:

- Sau khi thuc hién xong chuong trinh POST, gi4 tri tong s6 ving nhd vira duoc Test
s& duoc Iuu vao ving BIOS Data & dia chi 03h. Khi hé diéu hanh nhan quyén diéu khién,
no s€ coi vung nhd ma néd kiém soat 1a gia tri trong dia chi nay. Vi vay dé luu tra, moi
B-virus déu ap dung k¥ thuat sau day: Sau khi tai phan luu tri ciia minh 1én ving nhé
cao, no s€ giam gia tr1 vung nhéd do DOS quan ly tai 03h di mot lugng ding bong kich
thudc cta virus. Tuy nhién néu khong kiém tra tot su c6 mat trong ving nhé, khi bi Boot
mém lién tyc, gia tri tong sé ving nhé nay sé& bi giam nhiéu lan, anh hudng tdi viée thyuc
hién cua cac chuong trinh sau ndy. Chinh vi thé, cac virus duogc thiét ké tot phai kiém tra
su ton tai ctia minh trong bd nhd, néu da c6 mat trong bd nhé thi khong giam dung lugng
vung nhé nira.

Ky thuat lay lan.

Boan méa thyc hién nhiém vu lay lan la doan m& quan trong trong chuong trinh virus.
Dé dam bao viéc lay lan, virus khdng ché ngit quan trong nhat trong viéc doc/ghi ving hé
thng: do6 1a ngat 13h, tuy nhién dé dam bao toc do truy xuat dia, chi céc chuc nang 2 va 3
(doc/ghi) 1a dan t&i viec lay lan. Viéc lay lan bong cach doc Boot Sector (Master Boot) 1én
va kiém tra xem d bi 18y chwa (k¥ thuat kiém tra da néi & trén). Néu sector khai dong doé
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chua bi nhidm thi virus s& tao mot sector khoi dong mai véi cac tham sb twong Gng cua
doan ma virus rdi ghi tro lai vao vi tri cua no trén dia. Con sector khoi dong vira doc 1én
cung véi than cuaa virus (loai DB-virus) sé dugc ghi vao vung xac dinh trén dia. Ngoai ra
mét s virus con chiém ngat 21 caa DOS dé lay nhiém va pha hoai trén céc file ma ngat 21
lam viéc.

Viéc x@y dung sector khai dong c6 doan ma cua virus phai dam bao cac ky thuat sau
day:

- Sector khoi dong bi nhiém phai con chira cac tham sé dia phuc vu cho qua trinh
truy xuat dia, d6 1a bang tham sé BPB ciia Boot record hay bang phan chuong trong
trudong hop Master boot. Viéc khong bao toan s& dan dén viéc virus mat quyén diéu khién
hoic khong thé kiém soat duoc dia néu virus khong c6 mit trong méi truong.

- Su an toan cta sector khoi dong nguyén thé va doan than cua virus ciing phai duoc
dat 1én hang dau. Cac k¥ thuat vé vi tri cat gidu chung ta ciing da phan tich & cac phan
trén.

K§ thuat nguy trang va gay nhiéu.

- Kj¥ thuét nay ra doi kha muon vé sau nay, do khuynh huéng chéng lai su phat hién
ctia ngudi st dung va nhitng l4p trinh vién ddi véi virus. Vi kich thudc cua virus kha
nho bé cho nén céc 1ap trinh vién hoan toan co thé do tiig budc xem co ché cua virus
hoat dong nhu thé nao, cho nén cac virus tim moi cach 14t 1éo dé chéng lai su theo doi
cua cdc lap trinh vién.

- Céac virus thuong ap dung mat so k¥ thuat sau day:

+ Cb tinh viét cac 1énh mot cach ric rdéi nhu dat Stack vao cic ving nhé nguy
hiém, chiém va xo4 cac ngit, thay d6i mot cach 1t 1éo cac thanh ghi phan doan dé ngudi
do khong biét dir liéu 1ay tir dau, thay doi cac gia tri cia cac 1énh phia sau dé ngudi st
dung kho theo doi.

+ M4 hoa ngay chinh chuong trinh ctia minh dé ngudi sir dung khong phat hién ra
quy luat, cling nhu khong thdy mot cich rd rang ngay su hoat dong cia virus.

+ Nguy trang: Cach thtr nhat 12 doan ma cai vao sector khoi dong cang ngan cang
tot va cang giéng sector khai dong cang tot. Tuy vay cach thir hai van dugc nhiéu virus
ap dung: Khi may dang ném trong quyén chi phdi cta virus, moi yéu cau doc/ghi Boot
sector (Master boot) déu dugc virus tra vé mot ban chuan: ban trude khi bi virus 1ay.
Piéu nay danh ltra ngudi st dung va cac chuong trinh chéng virus khong dugc thiét ké
t6t néu may hién dang chiu sy chi phdi cua virus.

Ky thuat pha hoai.

- Dai 1a virus thi bao gio cling c6 tinh pha hoai. C6 thé pha hoai & muc dua cho vui,
cling c6 thé 1a pha hoai & mirc d6 nghiém trong, gdy mat mat va dinh tré dbi voi thong
tin trén dia.

- Cin ctr vao thoi diém pha hoai, ¢ thé chia ra thanh hai loai:

+ Loai dinh thoi: Loai nay luu gitt mot gia tri, gia tri ndy c6 thé 1a ngay gio, s6 lan
lay nhiém, s6 gid may di chay, ... Néu gia tri ndy vuot qua mot con s6 cho phép, no sé&
tién hanh phé hoai. Loai nay thudng nguy hiém vi chung chi pha hoai mét lan.
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+ Loai lién tuc: Sau khi bj 1ay nhiém va lién tuc, virus tién hanh pha hoai, song do
tinh lién tuc nay, cac hoat dong pha hoai ctia n6 khong mang tinh nghiém trong, chii yéu
la dua cho vui.

2.2.2 Pic Piém Cia F-Virus:

So véi B-virus thi sé lwgng F-virus déng dao hon nhiéu, c6 I8 do céc tac vu dia véi sy
hd tro caa Int 21 d3 tré nén cuc ky dé dang va thoai mai, dé 1a diéu kién phat trién cho céc
F-virus.

Thuong thi cac F-virus chi lay lan trén céac file kha thi (c6 dudi .COM hoic .EXE), tuy
nhién mot nguyén tic ma virus phai tuan tha 1a: Khi thi hanh mot file kha thi bi 1ay nhiém,
quyén diéu khién phai ném trong tay virus truée khi virus tra né lai cho file bi nhiém, va
khi file nhan lai quyén diéu khién, tit ca moi dit liéu cua file phai dugc bao toan.

Déi véi F-virus, c6 mot sé ki thuat dugc néu ra & day:

Ky thuat lay lan:

Cac F-virus chu yéu sir dung hai k¥ thuat: Thém vao dau va thém vao cudi

Thém vao dau file:

- Théng thuong, phuwong phap nay chi ap dung cho cac file .COM, tirc 1a dau vao
cua chuong trinh ludn luén tai PSPOh. Loi dung dau vao c¢b dinh, virus chén doan ma
ciia chuong trinh virus vao dau chuong trinh d6i tuong, day toan bd chuong trinh d6i
twong xudng phia dudi. Cach ndy c6 mot nhuge diém 1a do dau vao cb dinh ciia chuong
trinh .COM 1a PSPO, cho nén trudc khi tra lai quyén diéu khién cho chuong trinh, phai
day lai toan bo chwong trinh 1én bat dau tir offset 100h. Cach 1ay nay gay kho khan cho
nhitng ngudi khoi phuc vi phai doc toan b file vao ving nhé réi méi tién hanh ghi lai.

Thém vao cudi file:

- Khac véi cach lay lan & trén, trong phuong phap nay, doan ma cua virus s€ duoc
gdn vao sau cua chuong trinh ddi twong. Phuong phap nay duoc thy trén hau hét cac
loai virus vi pham vi lay lan cia n6 rong rai hon phuong phap trén.

- Do than cua virus khong nam ding dau vao cua chuong trinh, cho nén dé chiém
quyén diéu khién, phai thuc hién k¥ thuét sau day:

- Déi véi file .COM: Thay céc byte dau tién ctia chuong trinh (dau vao) bang mot
1énh nhay JMP, chuyén diéu khién dén doan ma cta virus. E9 xx xx JMP Entry virus.

- Déi véi file . EXE: Chi can dinh vi lai hé théng cac thanh ghi SS, SP, CS, IP trong
Exe Header d¢é trao quyén diéu khién cho phan ma virus.

- Ngoai hai k¥ thuat 1ay lan cha yéu trén, c6 mot sd it cac virus st dung mot sb cac
ky thuat dic biét khac nhu ma hoa phan ma ctia chwong trinh virus trudc khi ghép chiing
vao file dé nguy trang, hodc tham chi thay thé mot sé doan ma ngén trong file doi tuong
bong cac doan ma cua virus, gay kho khan cho qua trinh khoi phuc.

Khi tién hanh 1y lan trén file, ddi véi céc file duoc dat cac thuoc tinh Sys (hé thong),
Read Only (chi doc), Hidden (an), phai tién hanh déi lai cac thugc tinh d6 dé co thé truy
nhap, ngoai ra viéc truy nhap ciing thay doi lai ngay gio cap nhat cua file, vi thé hau hét
c4c virus déu luu lai thudc tinh, ngay gio cap nhat cua file dé sau khi lay nhidm sé tra lai y
nguyén thudc tinh va ngay gio cap nhat ban dau cua né.
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Ngoai ra, viéc c¢b gang ghi I&n dia mém c6 dan nhan bao vé ciing tao ra dong thdng béo
15i cia DOS: Retry - Aboart - Ignored, néu khong xir Iy tét thi d& bi ngudi s dung phat
hién ra sw c6 mat cua virus. L3i kiéu ndy duge DOS kiém soat bong ngat 24h, cho nén cac
virus muén tranh cac théng bao kiéu nay caa DOS khi tién hanh lay lan phai thay ngat 24h
cua DOS truée khi tién hanh 1ay lan rdi sau d6 hoan tra.

K§¥ thuit dam bao tinh ton tai duy nhat:

Ciing giéng nhu B-virus, mot yéu cau nghiém ngat dit ra ddi véi F-virus 12 tinh ton tai
duy nhét cia minh trong bo nhé ciing nhu trén file.

Trong ving nhé, théng thuong cac F-virus sir dung hai ki thuat chinh: Thi nhat 14 tao
thém chirc nang cho DOS, bong cach st dung mot chirc nang con nao d6 trong do dat chac
nang 16n hon chiic niang cao nhat ma DOS cd. Bé kiém tra chi can goi chuc nang nay, gia
tri tra lai trong thanh ghi quyét dinh sur ton tai caa virus trong bo nhé hay chua. Céch tha
hai 1a so sanh mdt doan ma trong viing nhé an dinh vaoi doan ma cuaa virus, néu ¢ sy chénh
léch thi c6 nghia 12 virus chua c6 mit trong ving nhé va sé tién hanh lay lan.

Trén file, c6 thé c6 cac cach kiém tra nhu kiém tra bong test logic nao do6 vai cac thong
tin cua Entry trong thu muc cua file nay. Cach nay khong dam bao tinh chinh xac tuyét doi
song néu thiét ké tot thi kha nang tring ldp ciing han ché, hau nhu khéng cd, ngoai ra mot
vu diém 14 toc d6 thue hién kiém tra rat nhanh. Ngoai ra c6 thé kiém tra bong cach do mot
doan ma dic trung (key value) cua virus tai vi tri 4n dinh nao dé trén file, vi du trén cac
byte cudi cung cua file.

Ky thuat thuong tru:

Pay la mot ky thuat khé khan, ly do 1a DOS chi cung cip chic ning thudng trd cho
chuong trinh, nghia 1a chi cho phép ca chuong trinh thudng tri. Vi vay néu st dung chirc
nang caa DOS, chwong trinh virus mudn thudng tra thi ca file ddi twong ciing phai thuong
trd, ma diéu nay thi khdng thé duoc néu kich thuéc cua file d6i tugng qua lon.

Chinh vi ly do trén, hau hét cac chuong trinh virus muén thudng tri déu phai thao tac
qua mit DOS trén chudi MCB bong phuong phap "thu ¢éng”. Cin cir vao viéc thuong tri
dugc thuc hién truéc hay sau khi chuong trinh ddi twong thi hanh, cé thé chia k§ thuat
thuong tru thanh hai nhom:

Thwong trd trwéc khi tra quyén diéu khién:

- Nhu di noi ¢ trén, DOS khong cung cip mdt chirc ning nao cho kiéu thudng tra
ndy, cho nén chuong trinh virus phai tu thu xép. Cac cach sau day da duoc virus dung
dén:

- Thao tac trén MCB dé tach mot khdi ving nhé ra khoi quyén diéu khién cua DOS,
r0i dung ving nay dé chtra chuong trinh virus.

- Tu dinh vi vi tri trong by nhd dé tai phﬁn thuong tri cuia virus vao, thuong thi cac
virus chon ¢ viing nhé cao, phia dudi phan tam tra cua file command.com dé tranh bi
ghi d¢ khi hé théng tai lai command.com. Vi khong cip phat bo nhé cho phan chuong
trinh virus dang thuong tri, cho nén command.com hoan toan cé quyén cap phat ving
nhé d6 cho cac chuong trinh khac, nghia 1 chuong trinh thuong tri ctia virus phai chap
nhan sy mat mat do may rui.
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- Thuong tra béng chirc ning thudng tri 31h: Pay 13 mot k§ thuat phuc tap, tién
trinh can thuc hién dugc mé ta nhu sau:

- Khi chuong trinh virus dugc trao quyén, noé s€ tao ra mot MCB duoc khai bao la
phan tir trung gian trong chudi MCB dé chira chuong trinh virus, sau d6 lai tao tiép mot
MCB méi dé cho chuong trinh bi nhidm béng cach doi chuong trinh xudng ving méi
nay. Dé thay doi PSP ma DOS dang luu gitr thinh PSP ma chuong trinh virus tao ra cho
chuong trinh dbi tuong, phai sir dung chitc nang 50h cua ngit 21h.

Thwong tra sau khi deat lai quyén diéu khién:

- Chuong trinh virus lay tén chuong trinh dang thi hanh trong méi truong ciia DOS,
roi n6 thi hanh ngay chinh ban than minh. Sau khi thi hanh xong, quyén diéu khién lai
duoc tra vé cho virus, va khi d6 n6é méi tién hanh thuong trit mot cach binh thuong bong
chirc ning 31h cua ngit 21h.

K§ thuit nguy trang va giy nhiéu:

- Mot nhuoc diém khong tranh khoi 1a file d6i tugng bi 1ay nhiém virus s& bi ting
kich thuéc. Mot sd virus nguy trang bong cach khi sir dung chtrc nang DIR ctua DOS,
virus chi phdi chtrc ning tim kiém file (chtrc ning 11h va 12h cua ngat 21h) dé giam
kich thudc cua file bi lay nhiém xudng, vi thé khi virus dang chi phdi may tinh, néu sir
dung 1énh DIR cua DOS, hoac cac 1énh st dung chirc nang tim kiém file & trén dé co
thong tin vé entry trong bang thu muc, thi thdy kich thudc file bi 1ay nhiém van bang
kich thudc cua file ban dau, diéu nay danh lira nguoi str dung vé su trong sach cua file
nay.

- Mot s6 virus con gay nhiéu bong cach ma hod phan 16n chuong trinh virus, chi khi
nao vao ving nhé, chuong trinh méi dugc giai ma nguoc lai. Mot sb virus anti-debug
bong cach chiém ngit 1 va ngit 3. Boi vi cac chuong trinh debug thuc chat phai dung
ngét 1 va ngét 3 dé thi hanh tirng budc mét, cho nén khi virus chiém cac ngit nay roéi ma
ngudi lap trinh dung debug dé theo ddi virus thi két qua khong luong trude duoc.

Ky thuat pha hoai:

- Thong thuong, cac F-virus ciing str dung cach thirc va k§y thuat pha hoai giéng nhu
B-virus. C6 thé pha hoai mdt cach dinh thoi, lién tuc hodc ngau nhién. béi tuong pha
hoai c6 thé 12 man hinh, loa, dia,...

2.3 Ngan chan sy xadm nhép virus
2.3.1 Phong chéng virus:

Dé phong chéng virus ¢ nhiéu cach khac nhau, cach pho bién nhat ngay nay la sir dung
cac phan mém diét virus. Trong gi4o trinh ndy hudng dan cac ban cai dat chuong trinh
Symantec Antivirus.

2.3.1 Cai bat Chuong Trinh Symantec Antivirus Server (Server Intall):

Chay file cai dit setup.exe man hinh Welcome ... xuat hién
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{§ Symantec Antivirus - InstaliShield Wizard E x|

Welcome to the InstallShield Wizard for
Symantec AntiVirus

The InstallShield(R) Wizard will install Symantec Antivirus on
your compaer. To continue, cick Next.,

WARNING: This program is protected by copyright law and
international treaties,

< Bak Next > Cancel l

Hinh 5.1 Cai bat Chuong Trinh Symantec Antivirus
Chon Next = man hinh xac nhan ban quyén xuét hién = chon | accept ... dé tiép tuc
qua trinh cai dat

i; Symantec AntiVirus - InstaliShield Wizard E .!'
License Agreement
Please read the following icense agreement carefully. ’ symantec "
SYMANTEC SOFTWARE LICENSE AGREEMENT zl

SYMANTEC CORPORATION AND/OR ITS SUBSIDIARIES (“SYMANTEC™) IS
WILLING TO LICENSE THE SOFTWARE TO YOU AS AN INDIVIDUAL, THE
ICOMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE SOFTWARE
(REFERENCED BELOW AS “YOU" OR “YOUR”) ONLY ON THE CONDITION

THAT YOU ACCEPT ALL OF THE TERMS OF THIS LICENSE AGREEMENT.

READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT
(CAREFULLY BEFORE USING THESOFTWARE. THISIS A LEGAL AND
ENFORCEABLE CONTRACT BETWEEN YOU AND THE LICENSOR. BY OPENING +|

(* 1 accept the terms in the license agreement
" 1do not accept the terms in the license agreement

IrstatShield

<Back Next > cancel |

Hinh 5.2 Cai Bat Chuong Trinh Symantec Antivirus
Chon Next = man hinh chon lra phuong thirc cai dat xuat hién: Client Server Option
- chon Server Intall

{& Symantec Antivirus - InstallShield Wizard

Xl
Client Server Options
Choose to install a Client or Server configuration

’ symantec.
Setup supports the following installation scenarios: —

Client - Choose this option if this computer s to be unmanaged or managed by a
computer running Symantec AntiVirus Server Edition,

Server - Choose this option if this computer s to be a Symantec AntiVirus Server and
will be managing other cient computers.

Select the option you want to usa:

gamm
érmm

InstaliStesld

<Back Next > cancel |

Hinh 5.3 Cai Bt Chuong Trinh Symantec Antivirus
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Chon next = hop thoai Setup Type xuat hién = chon Complete dé cai dat day du céc

tinh nang cta chuong trinh

[ Symantec Anti¥irus - InstallShield Wizard ] x|
Setup Type

Choose the setup type that best suits your needs. symanteQ-
Pleass select a setup type.
' Complete

- Al program features will be installed. (Requires the most disk

o space.
" Custom

: Choose which program features you want installed and where they
| will be installed, Recommended for advanced users,
<Back Next > cancel |

Hinh 5.4 Cai Bat Chuong Trinh Symantec Antivirus

Chon Next = hop thoai Select Server group xuat hién = trong hop thoai nay, khai bao

cac théng tin sau:
- Server Group: cho phép khai bdo nhom server
- Username: khai b4o user cho phép dang nhap server sau khi cai dat
- Password: cho phép khai bao password cua user dang nhap
{i? Symantec Anti¥irus - InstallShield Wizard i x|

Select Server Group

Please enter information below , Symantecu

A Server Group is a group of protected servers, You can set Server Group-wide
options for the servers in a server group.

‘ou can type in a new Server Group name or accept the default name.,

Server Group

Browse... I

Enter the username and password for the Server Group below,

Username Iadmin

Password I

Installshield

< Back I Next > I Cancel I

Hinh 5.5 Cai Bat Chuong Trinh Symantec Antivirus

Chon next = hop thoai xac nhan password xuat hién: go lai password lai mot lan nira.
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Symantec Client Security j

This Server Group does not exist. To create it,

i please retype the password below to verify and

iﬁ click DK. Click Cancel to not create this Server
Group.

Password: I R

oK Cancel |

Hinh 5.6 Cai Bat Chuong Trinh Symantec Antivirus
Chon OK = hop thoai Intall Option xuat hién

{& Symantec AntiVirus - InstallShield Wizard x|

Install Options

Choose the install options that best serves your needs. ’ syrnantec-
Tarﬂakeopt‘mmmofsmm,youm ould enable Auto-Protect. 7

= [V Auto-Protect

We recommend that you run LiveUpdate at the end of the installation to ensure that you
haye the most current protection avallable,

é. [V Run LiveUpdate

[nstadls

<Back Next > cancel |

Hinh 5.7 Cai Bat Chuong Trinh Symantec Antivirus
Chon Next = hop thoai Ready to Install the Program xuat hién dé xac 1ap lai qua trinh
cai dat

{& Symantec Antivirus - InstallShield Wizard

, x|
Ready to Install the Program
The wizard is ready to begin installation, Symantec "
Chick Install to begin the installation.

I you want to review or change any of your instaliation settings, chick Back. Click Cancel to
exk the wizard.

<Back Instal Cancel |

Hinh 5.8 Cai bat Chuong Trinh Symantec Antivirus

Chon Install dé bat dau qua trinh cai dit
2.3.2 Cai bat Chwong Trinh Symantec System Center:

Chirc nang: Pay la chuong trinh cho phép quan ly cdc symantec antivirus server va
symantec antivirus client.

Théng qua chuong trinh nay ching ta c6 thé thuc hién cac chic niang quan 1y nhu:

- Cai dat antivirus va bao vé cac 16 héng bao mat trén may.

- Cho phép cap nhat symantec antivirus client defination

- Cai dat cac chuong trinh bao vé trén may tram, ....

Cai dit: Cac budc cai dit cling gidng nhu cai dat Synmantec Server.
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Tai hop thoai Select Compoments

Chon Next ....

% Symantec System Center - InstallShield Wizard

i Symantec System Center - InstallShield Wizard

Select Components

Please select from the list below,

, symantec.

Ta install a component, click the check box next ta it. If the
check box is empty, that component will not be installed.

Alert Management System Console
Symantec AntiVirus Snap-In

Symantec Client Firewall Snap-In

Symantec Endpoint Compliance Snap-in

Client Remote Install Tool

MNext =

[ < Back ][

J [

Cancel ]

Hinh 5.9 Cai Bat Chuong Trinh Symantec Antivirus
- Install dé bat dau qua trinh cai dat
o

’ symantec.

Please wait while the InstaliShield Wizard installs Symantec System Center,
This may take several minutes.

Status:

Installing Symantec System Center

The program features you selected are being
instabad,

[---n-----.-------------.--.

Sau khi qué trinh cai dat hoan tat chwong trinh s& yéu cau ching ta khai dong lai may:

Hinh 5.10 Cai bat Chuong Trinh Symantec Antivirus

e Symantec System Center Installer Information

{.-*' ¥ou must restart vour system for the configuration

e changes made to Symantec System Center to take
effect., Click Yes to restart now or Mo if yvou plan to
restart later,

Hinh 5.11 Cai bat Chuong Trinh Symantec Antivirus

Chon ok dé khai dong lai may.
2.3.3 Cai Dat Symantec Antivirus Client :

Cac budc cai dat symantec client gibng nhu cai dat Symantec Server chi khac tai hop

thoai Client Server Option: chon muc Client Intall




i-:-.;! Symantec Anti¥irus - InstallShield Wizard i 5]

Client Server Options

Choose ko install a Client or Server configuration , Symantec"

Setup supports the following installation scenarios:

Client - Choose this option if this computer is to be unmanaged or managed by a
computer running Symantec Antivirus Server Edition.

Server - Choose this option if this computer is to be a Symantec Antivirus Server and
will be managing other client computers.

Select the option you want to use:

g {+ Client Install
ﬁ " Server Install

Installshield

< Back l Mext > I Cancel |

Hinh 5.12 Cai bat Chuong Trinh Symantec Antivirus
Chon Next - hop thoai Network Setup Type = chon Managed - Next

[5‘ Symantec AntiVirus - InstaliShield Wizard b K 5‘
Network Setup Type
Choose the network setup type that suits your needs. Symantec-

Setup supports the following installation scenarios:

Managed - Choose this option if this computer is to be managed by a computer running
Symantec Antivirus Server Edition,

Unmanaged - Choose this option ¥ this computer will not be managed by a computer running
Symantec AntiVirus Server Edition. For example, your home computer,

Select the option you want to use:
' Managed
" Unmanaged

InstaliShintd

< Back Next > Cancel I

Hinh 5.13 Cai Bat Chuong Trinh Symantec Antivirus
Hop thoai Select Server:
m

Select Server

In a managed installation, you need to select a server, , symantec'-

Please specify the machine name of a Symantec Antivirus Server. This server will set
the chent’s configuration and provide the client with virus definkions, *Note - The Parent

Server Discovery process may take several minutes to fully complete, depending on
network activity.

Server Name: Browse, ..
[ | bowse.. |

Instaiichiedd

<Back | met> | cacel |

Hinh 5.14 Cai Bat Chuong Trinh Symantec Antivirus

Chon Browse dé tim kiém Symantec Server ma Client can két néi dén :
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Select Symantec AntiVirus Server - ﬁj

Plaase salect the Symantec AralVirus sarver. Thes server will sat
the chent’s conhigurabion and shase the virus defirsions.

E'-% = Serves name: *P_CUENT

| Seever | Version |
|.~)3>>a>_wem 10022

;Mx Find Computer... |
o] comet |

Hinh 5.15 Cai bat Chuong Trinh Symantec Antivirus
Chon Server can két ni ¢én & OK > chon Next dé bat dau qua trinh cai dat

-

Cau hoi on tap

1. Virus may tinh la gi?

2. Hay néu cach thire lay lan ctia virus may tinh?

3. Lam sao dé phan biét cac loai virus?

4. Cach phong ngtra sy xam nhap cua virus vao may tinh?
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