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TUYEN BO BAN QUYEN:
Tai liéu nay thudc loai sach gido trinh nén cic ngudn thong tin ¢ thé duge phép
dung nguyén ban hodc trich ding cho cac muc dich vé dio tao va tham khao.
Moi muc dich khac mang tinh 1é€ch lac hodc st dung v&i muc dich kinh doanh
thiéu lanh manh sé bi nghiém cAm.

LOI GIOI THIEU

Giao trinh “Bdo tri hé¢ thong mang” duogc bién soan theo Chuong trinh khung Quan
tri mang may tinh da dugc B Lao dong — Thuong binh va Xa hoi ban hanh.

Trong nhiing nim qua, day nghé da c6 nhimng budc tién vuot bac ca vé sd lugng va
chat luong, nham thyc hién nhiém vu dao tao nguén nhan lyc k¥ thuat truc tiép dap ting
nhu ciu xi hoi. Cung véi su phat trién cta khoa hoc cong nghé trén thé gidi, linh vuc
COng nghé thong tin ndi chung va nganh Quan tri mang & Viét Nam noéi riéng da co
nhiing budc phat trién dang ké.

Chuong trinh khung qudc gia nghé Quan tri mang da dugc xay dung trén co s& phan
tich nghé, phﬁn k¥ thuat nghé duogc két ciu theo cac mé dun. Dé tao diéu kién thuan loi
cho cac co sé day nghé trong qua trinh thuc hién, viéc bién soan gido trinh k¥ thuat nghé
theo theo cac md dun dao tao nghé 1a cip thiét hién nay.

Noi dung chinh ciia gi4o trinh duoc chia thanh 05 bai, bao gom céac noi dung:

1. Phan cing

2. Phan mém

3. Truy cap mang, may in mang
4. Mang Internet dung chung

5. Bao mat, bao tri

Bao tri hé théong mang 13 md dun dao tao nghé duogc bién soan theo hinh thire tich
hop 1y thuyét va thuc hanh. Trong qué trinh thuc hién, nhoém bién soan da tham khao
nhiéu tai liéu Quan tri mang trong va ngoai nudc, két hgp véi kinh nghiém trong thuc
té. Mic dau c6 rat nhiéu c¢b gang, nhung khong tranh khoi nhirng khiém khuyét, rat mong
nhén duoc su dong gop ¥ kién cua doc gia dé gido trinh duoc hoan thién hon.

Xin chan thanh cam on!
Cu Chi, ngay ... thang ... nam 2024
Nhom bién soan:
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BAI 1. PHAN CUNG
Gi6i thiéu:

Phan cing (tiéng Anh: hardware), dé cap dén cac bo phan vat Iy hitu hinh caa mot hé
théng may tinh; cac thanh phan dién, dién tu, co dién va co khi caa nd nhu 13l man
hinh, chudt, ban phim, may in, may quét, vé may tinh, bo nguén, bo vi xi ly CPU, bo
mach chal?, Céc day cap, ciing nhu ta hodc hop, cac thiét bi ngoai vi cua tat ca céc loai, va
bat ky yéu td vat Iy nao khac co lién quan, tao nén phan ciing hoic hd tro vat Iy vi du
nhu loa, 6 dia mém, 6 dia cing, 6 CDROM, 6 DVD, card d6 hoa VGA, card wifi, card am
thanh, bo phan tan nhiét...

1. Muc tiéu:

- Xac dinh duoc su cb vé phén cung

- Xac dinh dugc nguyén nhan gay ra sy cd

- Xu ly duogc kip thoi cac su cb.

2. NOi dung bai hgoc
2.1 Sw ¢0 card mang

Muén néi mang véi nhau bang cép, hoic két ndi Internet bang duong truyén, cac may
tinh phai duoc trang bi mét card mang hay con goi Ethernet card hay NIC (Network
Interface Card). Card mang ciing can phai c6 driver @& PC nhan dién duoc thiét bi. Mdi
card mang s& chira mét dia chi duy nhat I1a dia chi MAC- Media Access Control (dia chi
card mang, dia chi vat ly).

Hinh 1.1 Card mang

Vi dia chi MAC la duy nhat cho méi may, nén khi may A goi thong diép cho may B,
may A s¢ dung dia chi MAC cua may B. May B khi nhan thong diép nay sé so sanh dia chi
MAC dé xem c6 tring véi dia chi MAC cua minh khéng, néu triing thi nhan, khong thi bo
qua. Pay la cach truyén dir liéu giita c4c may trong mang Ethernet (Chuan théng dung nhat
cia mang LAN)
1.1. Nhiém vu cia card mang

- Chuyén dbi cac tin hiéu mdy tinh ra cac tin hiéu trén phuong tién truyén dan va
nguoc lai (chuyén dbi dir liéu song song sang dit liéu tuan tu va nguoc lai). D& hiéu hon,
dir lidu trén day dan s& dugc chuyén vé dang dir liéu may tinh sir dung thong qua card
mang.
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- Guri / nhan va kiém soat ludng dir liéu duoc truyén. Piéu nay 1a di nhién vi moi
ludng dir liéu tir bén ngoai vao PC hay nguoc lai déu qua card mang.
1.2. Lap rap card mang

- Card mang duogc chia lam 2 loai:

+ Card onboard (tich hop thang vao mainboard).

+ Card 101, thuong duoc gan bd sung vao may tinh thong qua cong PCI, USB. Card
c6 két ndi thong qua cong USB nho gon, dé cim va dung ngay, tuy nhién né cé gia cao
hon nhiéu, thich hop véi may xach tay hon, cho nén card PCI van 1a lya chon s6 mot
cho nguo1 dung PC.

Gia card mang hién nay rat ré. Néu st dung card onboard ban khong can phai lam gi
thém ngoai viéc cai dirver nhu dé cap dudi day. Véi card roi, ban phai ma thiing may va
gan card mang vao cong PCI trén may tinh. C6 rat nhiéu céng PCI va c6 thé gan tly y cong
nao sao cho thong thoang may la tét nhat. Pam bao phai cam sat, bat vit can than dé tranh
truong hop bén tia lira dién do hé khe cam (cho dul 14 rat nho nhung ciing rat nguy hiém).
Mot két néi long 1éo véi cong PCI s& 1am card mang hoat dong chap chon hoic khong hoat
dong.

- Mac dinh khi cai dat Windows, driver s€ dugc cai ty dong cho hé théng cua ban,
va ngay ca khi ban str dung mot card roi thi Windows cling tuw dong nhan dién va cai
dung driver cho thiét bj ma khong can nguoi dung phai cai dat thém driver nhu Windows
9x trd vé trudce. Tuy nhién vi Iy do nao d6 hoac Windows khong ¢ san driver cho card
mang, ban hiy tién hanh cai driver nhu sau:

+ Pdi voi card onboard, ban chi can dua dia driver ciia mainboard vao CDROM,
trinh autorun sé tu dong chay, ban chon muc LAN Driver, trinh setup s& bat dau.

+ Pdi v6i card roi, nhép chudt phai vao My Computer, chon Manage, click muc
Device Manager. Néu tén card mang ctia ban ¢6 dau chdm hoi thi hiy nhap phai va chon
Update driver, Browse dén dia driver. Néu dfa driver c6 trinh autorun xuat hién thi ban
c6 thé click nut Install Driver dé dang hon nhiéu.

- Sau khi cai déy du driver cho PC, dé biét card d3 hoat dong chua, vao Start> Run
g6 cmd. Giao dién DOS xuat hién, ban g& 1énh Ping 127.0.0.1. Néu thay xuat hién reply
4 1an xem nhu cong viéc hoan hao. Hiy két ndi diy mang va bit déu lust web.

1.3. Su ¢6 card mang

Bat ngd mot hdm ban khdng két ndi Internet duoc, ban nghi ¢ thé do duong truyén
hoic rét mang, nhung sau d6 van khong thay két néi duoc, luc nay ban cd thé nghi dén van
dé xuat phat tir card mang onboard, hdy thay thé bang maot card roi.

Sau khi ldp card mang méi, ban da c6 thé luét web nhung may tinh rat hay khéng 6n
dinh nhu hay bi treo giira chirng, hién man hinh xanh. Néu thir cai dat lai Windows thi sau
buéc Scan phan cang, may khong cho cai tiép tuc ma lai hién man hinh xanh. Nguyén nhan
rat c6 thé card onboard bi hu 1am anh huéng dén mainboard, hozc xung dot giita card roi
méi gan va card onboard. Cach tét nhat ban nén disable card onboard mot khi né bi hu
hodc khong can ding bang cach nhu sau:

Restart may va g phim Delete nhiéu lan cho dén khi man hinh BIOS xuét hién, tim dén
muc quan ly cac thiét bj onboard trén mainboard va disable Ethernet card, NIC, Network
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Card (t0y loai mainboard), khai dong lai may, hién tuong s& duoc giai quyét.
Viéc cai driver cho Windows nhan dién card mang chi 12 mot phan van dé, budc ké tiép
ban s& cai dit bo giao thirc TCP/IP dé cho may tinh mét dia chi IP, néi cach khac la dat tén
cho PC cua ban. Céc dir liéu va thdng tin dugc nhan vé hay gui di qua Internet déu dua
trén dia chi IP cta ban va ngudi nhan.
2.2 Sur ¢6 phan cirng thiét bi mang

Tong quan mang Ethernet

- Mang khu vyc theo chuin qubc té IEEE 802.3 (Ethernet) duoc thiét ké cho moi
trudng cong nghiép va mé rong dén cip thiét bi hién truong.

- Két ndi céc thiét bj tu dong véi nhau, voi cac may tinh va céc tram lam viéc cling
nhu céac thiét bi két ndi khong day véi phuong thirc truyén thong dong nhat hodc bat
dong nhat.

- PROFINET, chuan mé cho tu dong hoa, dya trén chuan Ethernet cong nghiép va
hd tro viéc két ndi céac thiét bi tir cap hién trudng cho dén cap quan 1y.

- C6 thé ap dung giai phap mang mo toan dién.

- Tdc d6 truyén thong cao, co thé 1én dén 1 gigabit/s

- Ethernet Cong nghiép 1a mot chuan cong nghiép, da duoc kiém ching rong rai va
duoc chép nhan trén toan thé gioi.

- Két nbi téi mang LAN khong day (WLAN) va cac mang LAN cong nghiép khong
day (IWLAN) theo tiéu chuén.

- Lanén tang IT trong ty dong hod, vi du nhu chirc nang Web, thu tin dién tir (email)
va két ndi IWLAN.

- Giai phap an toan duoc thiét ké dic biét cho tu dong hoa cong nghiép voi khai niém
bao mat cong nghiép dung SCALANCES

Sw c6 phan cirng Ethernet 1am mat mang

- Kiém tra card mang

+ Budc dau tién, 13 ta hiy tién hanh kiém tra lai card mang. Phan ciing nay 1a mot
phu kién gin vao bo mach chi trén may tinh. N6 s& chuyén d6i cac thong tin ma may
tinh mudn gui ra mang, thanh cac tin hiéu dién c6 thé truyén di trén duong cap. Card
mang thuong duoc gin vao cong PCI. Pé kiém tra card mang, ta mo cira so Device
Manager dé quan sat cac thiét bi dang c6 trong may tinh.

A Computer Management - O X
File Action View Help
= nE HE
A Computer Management (Local|| + M LeBaThi ~ | Actions
w '[rj System Tools | Audioinputs and outputs Device Man...
@ Task Scheduler [ Computer
{2 Event Viewer - Dlisk drives Maore A.. P
2 Shared Folders L& Display adapters
#e Local Users and Groups iy Human Interface Devices
IZ‘:"E‘:JZI Performance =@ IDE ATA/ATAP| controllers
A Device Manager = Keyboards
w 25 Storage m Mice and other pointing devices
& Disk Management [ Monitors
T Services and Applications [ Metwork adapters
& Ports (COM & LPT)

Hinh 1.2 Ctra s6 Device Manager



+ Trong cira s6 Device Manager, ta nhan vao nit mii tén trudc muc Network
adapter dé hién danh sach cac thiét bj mang. Hay dam bao ring ta khong nhin thiy
diu hiéu canh béo nao trude tén céac thiét bi mang do. Mudn chéc chin, ta nhin kép
chudt vao tén card mang can kiém tra. Néu trong cura s6 Device Status hién ra véi
dong théng bao This Device is working correctly thi c6 nghia la card mang dang
hoat dong tot.

2.3 Swr ¢d phin cieng day cap
- Kiém tra cAp mang

+ Néu card mang da hoat dong on dinh sau cac bude kiém tra va stra 16i trén, phr:in
ctirng ké tiép ma ta can kiém tra dé dam bao két nbéi mang, chinh 1a cip mang. Dé kiém
tra xem soi cap dang str dung c6 hoat dong tot hay khong, ta nén dung bo thiét bi kiém
tra cap, c6 ban ¢ cac ctra hang tin hoc.

+ Chi véi loai thiét bi kiém tra cap don gian bang dén LED ré tién, 14 ta da c6 thé
biét duoc soi cap c6 dugce bam ding vi tri cac soi cap vao dau RJ45 hay chua, hoac co
soi nao bi dat hay khong. Khi thir, ta cam mot dau soi cap mang vao hop chinh, dau cap
con lai vao hop phu di kém. Sau d6 ban bat cong tac nguén trén hop chinh, roi quan sat
cac dén led nhap nhay theo thir ty danh sb tir 1 dén 8. Néu cip dén ndo khéng séng theo
thtr tu, nghia 1a duong day doéng tuwong tng trong soi cap d6 da dut, hodc chua bam dinh
vao dau RJ45. Ban c¢6 thé bam lai dau cap, hoac baAm mot soi cap moi.

o

Hinh 1.3 Thiét bi kiém tra day cap mang RJ45
+ Pé c6 thé bAm duoc mot soi cap tot, trude hét ban can chon mua loai day céap
chinh hang va cac dau cap tot.

Hinh 1.4 Pau bAm mang RJ45



+ Dau cap RJ45 tét thuong duge 1am bang nhya cing, khong gion, do trong subt
cao, thanh nhip giit phia sau c6 d6 dan hoi tét, cac miéng dong & ddu mau vang 6ng.
Néu cam thay khé phan biét, ban hiy tim mua & nhiing cira hang uy tin. Sau khi tuéc
16p vo nhyra bén ngoai va sip xép cap theo dung chuan, ban hiy dua cac soi ddng vao
dau cap RJ45, rdi diy manh chiing vao hét mirc c¢6 thé. Rdi ban kiém tra lai timg vi tri
xem mau sic cac soi dong trong dau cap da dung voi chuan minh dinh bim chwa. Néu
da chinh xac, ban kiém tra tiép vé do siu cua cac soi cap nho da duoc déy dén vi tri cua
cac miéng dong trén dau RJ45 hay chua, va phan vo cap c6 vao dén vi tri chdt nhya cia
dau bam hay chua.

Hinh 1.5 Pau day mang bam diing
+ Cubi cung ban dua dau cap vao khe bam RJ45 trén kém, roi dung stc bop that
manh dén khi nghe mot tiéng tach nho. Pé chic chin, ban c6 thé bAm va gilr lién tuc
nhiéu lan dé cac 14 déng bam chat vao soi cap.

Hinh 1.6 Bdm cap mang

+ Ngoai ra, ban ciing nén cht ¥ dén viéc duong cap mang bi cac loai song dién tir
gay nhidu. Néu ban din diy cap di gan cac thiét bj dién dan dung, hiy doi chung ra xa.
Lbi thuong gap nhat 1a khi dudng cap mang bi xép chung véi day dan dién trong cling
mot dudng dng nhya. Ban hiy tach duong cap mang va cap dién di theo hai dudng dng
khac nhau.

- Kiém tra Router Lbi cudi ciing can kiém tra dé may tinh c6 thé di ra duoc internet
chinh 12 thiét bi router ADSL. Dén led Power s& cho ban biét thiét bi di duoc cip ngudn,
va d3 hoat dong. Pén LAN véi cong mang sb thi ty twong tmg v6i 16 cim cap mang, s&
cho biét duong két ndi gitra may tinh va router dang hoat dong tét.

- Dic biét quan trong 1a dén WAN cho ban biét tin hiéu tir nha cung cap dich vu da
duoc truyén dén Router nha ban hay chua. Néu dén nay khong sang, ban hay lién lac véi
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b6 phan hd trg khach hang ctia nha cung cép dich vu, dé thong bao cho ho biét. Con dén
Internet thi cho biét ring Router da két ndi thanh céng, va di c6 thé truyén dir liéu ra
mang toan cau nay. Néu dén WAN sang, nhung dén Internet khong sang, thi thuong 1a
tai khoan dang nhap cua ban c6 van dé, nhu sai mat khau, hodc ban chua kip dong tién
phi dich vu cua thang trudc.

2.4 Sy ¢ phan cing dién

Mit dién dot ngot

- Ngudn dién bi mat dot ngot, dién ap ngay lap tirc giam con OV.

- Nguyén nhan chu yéu thuong 13 do hoat dong cit dién cta cong ty dién luc, su cb
qué tai lam nhay Ap-td-mat, su cb dut, cham chép trén duong day dan dién... Sy ¢ nay
lam cho thiét bi dién, dién tr ngiimg hoat dong dot ngdt. Poi véi PC, viée thiét bi ngimg
hoat dong dot dot ngdt con lam anh hudng dén dit liéu phﬁn mém, cac dit liéu dang duoc
ghi s& bi 16i. Sau moi lan bi tat dot ngot, may tinh c6 hién tugng bi treo, do va 16i. Ngoai
ra, nhidu lan bi tat dot ngdt s& lam giam tudi tho cia may tinh ciing nhu thiét bi dién,
dién tir.

Tang ap dot ngot

- Dién ap tang cao dot bién trong mot thoi gian rat ngan.

- Nguyén nhan c6 thé do Sét danh tryc tiép, Sét lan truyén trén duong day dién, sy
tdng cuong thiét bi phat dién hoa vao dién ludi, cac su b trén duong day truyén tai dién,
nhung dai da s6 13 do dong ngat cac thiét bi phu tai trén dudng day dién sinh ra.

- Sucd nay co thé lam mat dir liéu bo nhd, 16i dir lidu, hu phr;in cung. T¢ hon nira,
khi dién 4p ting cao dot ngdt nhu truong hop sét danh s& 1am hu hong thiét bi dién, dién
tir ngay lap tuec.

Giam ap dot ngot

- Dién ap giam thap dot bién trong maot thoi gian rat ngan.

- Nguyén nhan thuong 1a do cat giam, sy cd ¢ tram may phat, cac su cb trén duong
day truyén tai dién, nhung dai da sb 1a do dong ngit cac thiét bi phuy tai trén dudng day
dién sinh ra.

- Su cb nay din dén 16i dir liéu, hu phan ctimg, dén bi chép nhdy, thiét bi tit vi dién
khong du dap ung...

Tang ap kéo dai

- Dién ap tang cao kéo dai tir vai phut dén ca ngay.

- Nguyén nhan 13 do sy ting cuong thiét bi phat dién hoa vao dién ludi, sy cat giam
thiét bi phu tai, cac su cb trén duong day truyén tai dién. Gay hu hong ning cho méto,
may Vi tinh va cac thiét bj dién, dién tir khac, 1am bd nhé bi hu/mét dir liéu, ting nguy
co chay n. ..

Giam ap kéo dai

- Dién ap giam thap kéo dai tir vai phut dén ca ngay.

- Nguyén nhan 1a do cit giam, sy ¢ & tram mdy phat, sy ting thém phu tai, cac su
cd trén duong day truyén tai dién. Sy o lam thiét bi giam tudi tho, hu hong do nhiét do
phat sinh ting cao. Nguy co gy chay nd...

Bién tan



- Su thay ddi tan s6 so vai tan sd 6n dinh.

+ Nguyén nhén 1a do 16i ctia may phat dién khong 6n dinh, do chat lugng ngudn
dién khong dam bao... Su thay doi tin sd dién dan dén mat dir liéu, hé thong bi dung
(crashes), hu thiét bi.

+ Pbi vai dong co di¢n, tan sb thay ddi lién tuc co thé lam dong co hoat dong
khong 6n dinh, hu hong truc tiép va cd nguy co gy ra chay no.

Trwot tin

- Xay ra tirc thoi gay ra dién ap thap, trong khoang rat ngan nano gidy.

- Su ¢b c6 thé lam cac thiét bi nhay cam vdéi nguén dién nhu hé théng Server hoat
dong khong 6n dinh, néu thuong xuyén hon c6 thé 1am hé théng Restart.

Méo hai

- Dang soéng cia ngudn dién bi méo dang, khong con dang hinh sine chuén.

- Thong thudng giy ra do dong ngit cac tai phi tuyén tinh. Sy ¢d ¢ 1am giam hiéu
suét thiét bj dién nhu dong co, cac may bién ap...

Nhiéu trén dwong day

- Nhiéu tap trén dudng day dién, cac tdn sd cao xuit hién trong ngudn dién gay ra
boi cac bd EMI, cac ngudn phat ra song hai nhu bién thé, mo-to dién, thiét bi HVAC (hé
théng dién lanh, thong gi6) van hanh ...

- Sinh ra nhi¢t cao gay hu hong thiét bi, hoa hoan va nguy co chay nd, Am tham dién
bién trong nhiéu ndm ma rat kho bi phat hién.

- Ngoai ra, nhiéu trén duong day lam giam chat luong nguon dién, anh huong nhiéu
dén nhirng thiét bj can ngudn dién chuin va chit luong cao, vi du nhu nhitng hé thong
High End (hé théng 4m thanh chéat lugng cao) can nguodn dién cuc chuan va sach dé nuoi
linh kién va khuyéch dai cong suat. Néu nhitng thiét bi High End duogc cip ngudn tir 1
nguon dién khong sach, nhiéu nhidu va hai c6 thé lam suy giam chat lugng linh kién trén
bo mach, dan dén am thanh xur 1y s& khong con duoc chinh xac nhu trude.

2.5 Swr ¢6 phin citng v6 tuyén

Séng vo tuyén

- La mot kiéu bure xa dién tir vdi budce song trong pho dién tir dai hon anh sang hong
ngoai. Séng vé tuyén co tan s tir 3 kHz t6i 300 GHz, twong tng budc song tir 100 km
t6i 1 mm. Gidng nhu cac song dién tir khac, ching truyén voi van tée anh sang. Séng vo
tuyén xuat hién tu nhién do sét, hoic boi cac ddi twong thién vin. Séng vo tuyén do con
nguoi tao nén dung cho radar, phat thanh, lién lac vo tuyén di dong va ¢6 dinh va cac hé
théng dan duong khac. Thong tin vé tinh, cdc mang mdy tinh va vo s cac img dung
khac. Cac tan s khac nhau cta song vo tuyén co dic tinh truyén lan khac nhau trong khi
quyén Trai Dat; song dai truyén theo dudng cong ctia Trai Dat, song ngin nhd phan xa
tir tAng dién ly nén c6 thé truyén rat xa, cic bude song ngan hon bi phan xa yéu hon va
truyén trén duong nhin thang.

Nguyén nhan gay ra sy cb ky thuat d6i vai song vo tuyén bao géom: cac nguyén nhan
khach quan va cac nguyén nhan chi quan. Ta can biét rd cac nguyén nhan nay dé phong
tranh, han ché tdi da cac su cb xay ra.

Nguyén nhan khach quan



Su ¢b gay ra do thién tai: Chang ta déu biét thién tai c6 anh hudng rat 16n khdng chi doi
vé6i vo tuyén ma ddi voi tat ca céc loai thong tin lién lac khac. Thuong xay ra 1a bdo lén
lam d6 cot, 1éch hudng phat séng, mua 16n gay tén hao séng dién tir, gdy am wét cac dau
ndi cao tan va thiét bi ngoai troi, tham chi ngap wét thiét bi, déng sét danh truc tiép hoic
cam ung ciing gay thiét hai rat ning né cho thiét bi, dic biét 1a d6i véi cac thiét bi vo tuyén.

N6i chung su ¢6 thién tai 1 bat kha khéang, tuy nhién néu ta tich cuc chu dong cé bién
phap phong ngtra thi s& han ché duoc dang ké anh huéng cua no.

Su ¢b gay ra do 16i ky thuat cua thiét bi

Thong thuong khi thiét ké ché tao mot san pham, nha san xuat da tinh toan rat ky dé
thiét bi c6 thé hoat dong 6n dinh dam bao theo ding tinh ning k§ thuat trong thoi gian tudi
tho ctia n6, nhung khong tranh khoi cé san pham bi 16i ma chi sau mot thoi gian st dung
méi dugc phat hién ra. Ldi c6 thé xay ra thuoc ca phan cang 1an phan mém cua thiét bi va
thuong do chat lugng caa linh kién lap rap khong dong déu hoac do qua trinh 140 hoa ty
nhién cua vat liéu.

Céc su ¢6 do 16i ty nhién caa thiét bi 1a su ¢6 bat kha khang can phai du phong dé thay
thé kip thoi va bao hanh lay thiét bi méi dé sir dung.

Sw ¢6 gay ra do mai trwong tw nhién

M6i trudng tu nhién co thé ké dén 1a nhiét do, dd am anh hudng dén thiét bi, hoic dia
hinh dia vat, mdi truong truyén séng anh huong dén chat lwgng truyén song vo tuyén.
Ngoai ra con phai ké dén bui ban va con tring ciing gay tac hai khéng nho dén chat lugng
khai thac thiét bi. Ching ta c6 thé han ché duoc mot phan Ion cac anh huong cia moi
trudng tu nhién bang cdng tac bao quan bao dudng va td chire khai thac thiét bi mot cach
hop ly.

Nguyén nhén cha quan

- Su ¢b do sai sot k¥ thuat trong khao sat, thiét ké tram, tuyén

+ Sai sot k§ thuat ¢ day thudc vé cac khau khao sat, thiét ké, hoach dinh tram
tuyén. D6 13 su thiéu ty my chinh x4ac trong khao sat, thiét ké tuyén, thiét ké nha tram,
co s ha téng, hé théng nguén dién, dic diém thoi tiét khi hau tirng vung, mang cap va
hé théng an toan... Ngoai ra con phai ké dén tinh hop 1y trong dé khong vuot qua tinh
ning k¥ thuat caa thiees bi. Chang han nhu cy ly dudng cap tdi da tir cac bo ghép kénh
dén thué bao xa 1a bao nhiéu thi dam bao. Pong thoi sai sot ky thuat con co thé xay ra
ngay trong qua trinh thtr tuyén khi chua luong hét duoc nhitng bién dong cua thoi tiét,
dia hinh, dia vat, nhét 1a ddi véi cac tuyén trién khai di chién.

- Su cb do sai sot trong qua trinh lap dit tram tuyén

+ Trude tién phai ké dén nhtng sai sot ki thuat trong lip dit cac cdu kién ngoai
troi va trén cot dng ten lip khong dat yéu cau ky thuat, dwong cap bi gap khuc, xodn,
gay, khong chéng thdm nudc, khong dau tiép dat cho cac thiét bi.

+ Nhiing sai sot d& gip khi lp dit thiét bi trong phong may bao gém: chon vi tri
lap may sai, nhu qua gan cira s6 dé bi mua hat, hodc ngay & noi cira gi6 clia may lanh dé
bi dong nudc; sai sot thuong giap khac 1a viée dau dat cho cac thiét bj khong dung, day
tiép dat vong véo qua nhiéu thiét bi, khong dau truc tiép vao bang nbi dat; 1ap dit cac
thiét bi chdng sét khong dam bao yéu cau k¥ thuat, ddu ndi cac duong tin hiéu khong
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dam bao tiép xuc tot.

+ Ngoai ra con co cac sai sot trong viéc dau ndi sir dung ngudn dién trong tram,
hay bb tri st dung tan s6 khong hop 1y, chua thue hién do dac cac chi tiéu k¥ thuat khi
thong tuyén va so sanh véi thiét ké dé kip thoi phat hién va khic phuc triét dé sy ¢b trudce
khi quyét dinh dua vao st dung.

- Su ¢ do sir dung ngudn dién khong dang yéu cau ki thuat

+ Dién hinh 1a viéc sir dung ngudn dién AC tu cic td may phat dién khong dam
bao dién ap, tan s6, 36 méo cho céac thiét bj ngudén SWITCHING, UPS, c6 tram da chay
mot lac 2 bd ngudn do stir dung ngudn chat luong thap. Céc thao tac cip ngudn vaax con
sai s6t nhu khi tram mét dién vao gid cao diém 6n 4p dang & ché do ting ap, néu khong
ngat dién tir 6n ap vao thiét bi thi khi co6 dién tro lai vao gio thap diém dau ra 6n ap dién
ap s& tang vot va phai c6 mot thoi gian tré thi dién ap méi tré lai mic danh dinh, trong
thoi gian tré d6 thiét bi cia chung ta da bi hong; hay nhu dién 4p va tan sé may nd chua
6n dinh da dong cau dao cip dién cho thiét bi.

2.6 K¥ thuit va xir 1y sw co

Buwéc 1: Nhan dién vao sw cd

Théng thudng ban khéng nhan dién dugc ra van dé, khdng thé tim hudéng giai quyét su
¢ dé nhan biét dugc tinh trang may tinh xay ra sy ¢6. Ban hoi ngay nguoi ding may tinh
trude ldc xay ra su c6 ¢ lam cac bude sau khong:

- May tinh xay ra hién tuong gi, nhu thé nao

- May c6 thudng xuyén xdy ra tinh trang thé khong

- May c6 cai dat phan mém nao méi khong

Buéc 2: Kiém tra hé thong

Trudéc khi tién hanh can kiém tra hé thdng may, cac phu kién lp dit trong Case, cac két
ndi nhu Card man hinh, ban phim, chuét (Keyboard) vv... man hinh céc phu kién khéc.
CAac van dé vé su cb ¢ kha ning xay ra su cd tir cac thiét b.

Sau khi kiém tra céc thiét bi hé thong van hoat dong binh thuong ma van chua xir ly
dugc chuyén sang budc tiép theo.

Budre 3: Tim céc tac nhan giy nén su cd

Cac nguy@n nhan sy ¢ may tinh, hoi chinh nhitng ngudi sir dung may tinh d6 cung cap
thong tin vé su chinh xéac 1am nhitng gi trudc khi sy ¢d xay ra dé tir d6 suy doan duoc lai
nhitng sy Viéc trugc do dé tim nguyén nhan.

- Khoi dong lai may tinh budc ndy 1a quan trong dé xac dinh duoc phan nao may
tinh ctia ban dé tap trung vao tim kiém va giai quyét cac phan can cé nhiing k¥ ning, k§
thuat va nhitng céng cu giai quyét khac nhau.

- Budc tiép theo nay chu yéu tim hiéu nguyén nhan dya vao kinh nghiém cua ting
ca nhan k¥ thuat vién.

Buwéc 4: Thiét lap

Kiém tra cac thiét 1ap vé phan cang trong CMOS va trong bo quan Iy thiét 1ap hé thong,
tao céc trinh diéu khién thiét bi va cap nhat tat ca card cam trén may tinh.

Budc 5: Céc thay ddi



Khi thay 15i mét phan cing hay phan mém trén may tinh, hdy xac dinh diéu gi da thay
d6i truge khi van dé xay ra.

Buéc 6: Sur ¢ 1a mdi trwong hoc tap hiru ich

C6 thé hoc duoc rat nhiéu khi dbi pho véi du loai 16i. Hay ghi lai tit ca cac canh béo 15i
va phuong phap khic phuc, qua d6 ban s& ¢ mét cudn sb chi dan céac phat hién va xu ly
16i may tinh.

Buée 7: Néu khong giai quyét dwge vin dé

Sau khi xac dinh nguyén nhan ma ban khéng giai quyét duoc van dé, dat may tinh vé
tinh trang ban dau rdi méi tiép tuc giai quyét theo nhitng hudng khac.

Buéc 8: Yéu ciu tro giip

Moi diéu hién nhién trong ching ta khéng ai c6 thé giai quyét duoc moi su ¢, nhitng
sir ¢6 phét sinh méi chua ting gap va khong thé tim ra nguy@n nhan.

Khi d6 can tim dén su gitp d& tir ddng nghiép. ..

Chu y: cac budc trén chi 1a d¢é tham khao va van dung mét cach linh hoat trong cong tac
chuan doan, khdng nhat thiét phai theo dang tha tu. Vi cac su ¢d xay ra rat da dang va
phtic tap ngudi K thuat co rat nhiéu phuong huéng dé giai quyét.

Trén day la nhitng budc mang tinh chat dé tham khao khic phuc va chuan doan sy ¢,
tly vao nhitng kinh nghiém xt ly cua tung k¥ thuat vién.

Cau hoi on tap

Cau 1: Hay néu céc su ¢b card mang va cach giai quyét.

Cau 2: Hay néu cac su cb Ethernet va cach giai quyét.

Cau 3: Hay néu sy ¢ khong két ndi duoc véi nha cung cip dich vu, su ¢b dién va cach
giai quyét.

Cau 4: Hiy néu cac ky thuat xur 1y su cb.
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BAI 2. PHAN MEM
Gioi thiéu:

Phan mém may tinh, hay don gian 1a phan mém, duoc ngudi Viét hai ngoai goi 1 nhu
lidu Ia tap hop dit liéu hodc hudng dan may tinh cho may tinh biét cach lam viéc. Piéu nay
tréi nguoc véi phan ciing vat Iy, tir @6 hé thong duoc xay dung va thuc su thuc hién cong
viéc. Trong khoa hoc may tinh va k¥ thuat phan mém, phan mém may tinh 1a tat ca thong
tin duoc xt Iy boi hé thdng may tinh, chuong trinh va dit liéu. Phan mém may tinh bao
gom cac chuong trinh may tinh, thu vién va dir liéu khdng thé thuc thi lién quan, chang
han nhu tai liéu truc tuyén hoic phuong tién ki thuét s6. Phan cirng va phan mém may tinh
y&u cau lan nhau va khdng thé tu s dung mét cach thuc té.

1. Muc tiéu:
- Xac dinh dugc cac 16i do phan mém gay ra cho hé théng
- Dinh lai dugc cac cau hinh phdn mém cho thiét bi.

2. Noi dung bai hoc

2.1 Pinh cdu hinh card mang

B6 diéu hop mang 1a thiét bi phan cting dung dé két n6i nhitng may tinh hodc céc thiét
bi khac véi mang. Bo diéu hop mang chiu trach nhiém cung cép két ndi vai mang va dia
chi vat Iy ctia may tinh. Bo diéu hop mang (hodc céc thiét bi phan cing khac) cin mot
bo diéu khién (driver) dé lién lac v6i hé diéu hanh Windows. Céc driver thuong c6 trong
dia CD cai card mang hoac dugc cung cép bo1 Windows. Ban phai chuén bi sin dia CD
cai dat driver, va c6 kha nang lap rap mot sb thiét bi phan cimg vao Bo mach may tinh
cling nhu biét cach cdu hinh CMOS va quan 1y thiét bi di kém trong Motherboard.

Tién hanh cai

Trude khi cai bo diéu hop mang, diéu quan trong la doc cac huong dan di cung voi
thiét bi. Néu bo diéu hop mang con méi, nd di tu cau hinh, v6i kha ning Plug and Play.

Sau khi ban cai bd diéu hop mang c6 hd trg Plug and Play, n6 s& hoat dong khi ban
khoi dong may 1an ké tiép.

Cac budc gan NIC vao PC: Chi ding cho Motherboard khong c6 Network Adapter.

- Tat may.

- Mo thung CPU

- Trén MainBoard, tim mot Slot PCI con tréng va gén NIC vao theo hinh minh hoa.

Gan card vao PCl slot
tréng trén Main board

Hinh 2.1. Noi gdn Card mang trén Main
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Sau khi gin vao, ban khoi dong hé théng va Windows s& chay chwong trinh New
HardWare Wizard (Hoic Plug and Play) dé cai Driver cho Card nay. Ban tién hanh dua
dia CD vao va theo cac budc cho dén khi cong viéc cai Driver hoan tat.

Luu ¥: Nhitng thiét bi méi s& tu dong tim cac thiét dinh va tu cau hinh. Céc thiét bi cii
dwa vao chwong trinh cai dat phan cang dé ciu hinh. Nhitng thiét bi that cii ky doi hoi ban
phai tu cAu hinh bang tay bing thong qua switches (khda chuyén) hoac jumpers (cau ndi
ngt).

Khi bo diéu hop mang khong c6 kha ning Plug and Play, hé diéu hanh s& do tim thiét bi
phan cang mai va sé khai dong chwong trinh New Hardware Wizard va s& huéng ban qua
tirng budc tim va tai driver cho bo diéu hop.

Néu MainBoard cua ban c6 kém Built-n Ethernet adapter thi ban phai kich hoat (Enable)
no trong CMOS bang cach chon LAN Deivice Enabled, sau d6 ban phai ding dia cai dt
Mainboard dé cai Driver cho LAN Port nay.

Kiém tra NIC di duoc cai hay chwa?

A Computer Management - O *

File Action View Help

«s | 2EE HE 2 EXGE

& Computer Management (Local|| v & LeBaThi | Actions
w '[ré Systern Tools i Audio inputs and outputs Device Ma... =
@ Task Scheduler 3 Computer
{2 Event Viewer - Dlisk drives More... b
| Shared Folders & Display adapters
& Local Users and Groups ) Human Interface Devices
(%) Performance = IDE ATA/ATAPI controllers
& Device Manager = Keyboards
w 25 Storage m Mice and other pointing devices
= Disk Management [ Menitors
Z4 Services and Applications v [ Network adapters

¥ Kaspersky Security Data Escort Adapter

o I Npeap Loopback Adapter
57 Realtek PCle GBE Family Controller
A 5 WAN Miniport (IKEv2)

7 WAN Miniport (IP)

- . . . . & WAN Miniport (IPvE)

NIC da co trén he thong 58 WAN Miniport (L2TP)

@ WAN Miniport (Metwork Monitor)

F WAN Miniport (PPPOE)

I WAN Miniport (PPTP)

< > & WAN Miniport (S5TP) v

Hinh 2.2. Kiém tra card mang

Luu Y rang ching ta ding cach xem Classic View trong Control Panel cho cac bai thyuc
hanh.

Khi b diéu hgp mang da duoc cai dat, ban co thé cau hinh cho né théng qua hop thoai
Properties. Dé truy cap hop thoai ndy, c6 nhiéu cach, mét trong céc cach 1a st dung Device
Manager.

Click Start/Control Panel/ chon Swicth to Classic View/ Chon System/ Click chon Tab
Hardware/ Click chon Device Manager/ Click Network Adapter. Cira s6 Device Manager
mé ra nhu bén dudi: TUy vao Model cua NIC ban mua ma tén caa NIC c6 thé khac so véi
hinh trén nhung co ban ban khong thay c6 bao 16i véi dau cham than mau vang.
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Mot cach khéac dé kiém tra xem NIC hoat dong dung khéng, ban Click Start/Control
Panel/ Network Connections. Trong cira s6 Network Connection méi mé nhu hinh duéi:

&/ Network Connections — O >
A U < Net, > Metw. v O O Search Netw...

Organize = Disable this network device = e @
A Ehernet & Disable
- ""“':-hj - VNPT

@ Realtek PCle GBE Family Con Status
L_'. Ethernet 2 Diagnose
St Metwork cable unplugged - -

> puag Bridge Connect
xK D Kaspersky Security Data Esco e
L_' Mpcap Loopback Adapter Create Shortcut

-
o= _ Enabled o Delete

= Mpcap Loopback Adapter & Rename

® Properties —

3 items 1 item zelected

Hinh 2.3 Kiém tra NIC bang Network Connection
Truong hop card mang cua ban da gan vao may tinh nhung khong xuat hién trong danh
s&ch, ban phai thém n6 vao hé thdng bing cach chon menu Start — Control Panel. Trong
phan Hardware and Sound, ban chon muc Add a device, réi thuc hién cac budc chon lya
theo yéu cau.

[EH Control Panel - O >
4 [EZ s Control Panel v | O ~ Search Control Panel
Adjust your computer's settings View by: Category ¥

System and Security User Accounts
Review your computer's status i G Change account type
Save backup copies of your files ? P
with File History HHH Appea rance and
Backup and Restore (Windows 7) E. Persanalization
N T
S Network and Internet . Clock and Region
View network status and tasks *"* Change date, time, or number
/ formats

./ Hardware and Sound

%‘ View devices and printers Ease of Access
Add a device @ Let Windows suggest settings

Optimize visual display

“~_ Programs
["] Uninstall a program

Hinh 2.4 Cai dat Device
Néu & budc trén, ma hé thong khdng phét hién phan ciing nao thuéc nhém thiét bi mang,
thi rat c6 thé card mang cua ban da bi long ra khoi khe cam, hodc n6 bi hu. Ban hdy giai
quyét bang cach thao card mang ra khoi khe cim PCI, va ding mot cuc tay dé lam sach
c4c chan ddng trén card. Ban ciing can dung binh xit khi nén dé lam sach khe cam. Sau d6
ban hay cam card mang tré vao khe that chan chan, sao cho card mang nam vuéng goc véi
bo mach chu. Ban ciing dirng quén xiét con 6c¢ van dé c6 dinh card mang vao thuing may.
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Luu y rang truéc khi mo thang may ra dé 1am vé sinh theo cac budgc trén, ban nhé tat
may tinh, rGt cap ngudn, va rat day mang ra khoi card mang. Sau dé, ban sé& thiy card mang
s& xuat hién trong danh sach cia Device Manager, nhung c6 dau hiéu hinh tam giac mau
vang c6 dau cham than phia truéc. DAu hiéu d6 canh bao cho ban biét phan cing nay chua
thé hoat dong trong hé thdng. Dé giai quyét, ban bAm phai chuét trén card mang bi 13i, roi
chon muc Uninstall. Sau d6 ban tién hanh khai dong lai Windows dé hé théng tu dong
phat hién lai va cap nhat phan mém diéu khién.

C06 céach khéc dé sira 16i nay 1a ban bam phai chuét trén card mang bi 13i, va chon muc
Update Driver Software, rdi chon chirc ning do tim ty dong Search automatically.

Néu qua trinh do tim tu dong khdng thé phat hién ra duoc phan mém diéu khién thiét bi
phl hop véi card mang hién tai trong bo cai dat goc caa minh hay tai xudng tir internet,
ban s& can phai chi ra noi chira trinh diéu khién thiét bi thuong 12 CD dinh kém khi mua.

A Device Manager v ¥ Network adapters

v B8 Stor ¥ Bluetooth Device (Personal Argafietwork)
= Pk Management ¥ Bluetooth Device (RFG W Protocol TDI)
Sfrvices and Applications ¥ Deil Wireless 1704 802.11b/a/n (24GHz)

¥ Kaspersky Securi Update driver
2 Realtek PCle FEF Disable device
P TAP-Windows A

Uninstall device

£F VirtualBeox Host-! l,\.\-
= WAN Miniport (I Scaflor hardware changes
& WAN Miniport (1

Propdrties

¥ WAN Miniport (1

Hinh 2.5. G& bo card mang cii

2.2 Pinh ciu hinh b dinh tuyén

Router 1a mot thiét bi lién mang & tang 3, cho phép ndi hai hay nhiéu nhanh mang lai
vGi nhau dé tao thanh mot lién mang. Nhiém vy cuia router 1a chuyén tiép cac goi tin tu
mang ndy dén mang kia dé c6 thé dén dugc may nhan. Mdi mot router thuong tham gia
vao it nhét 1a 2 mang. N6 c6 thé 1a mot thiét bi chuyén dung véi hinh dang giéng nhu
Hub hay switch hodc ¢ thé 1a mot may tinh véi nhidu card mang va mot phan mém cai
dat giai thuat chon dudng. Cac dau ndi két (cong) cua cac router dugc goi 1a cac Giao
dién (Interface).

Cac may tinh trong mang dién rong duoc goi 1a cac Hé théng cudi (End System), véi
y nghia day chinh 13 noi xuét phat cia thong tin luu thong trén mang, ciing nhu 1a diém
dung cua thong tin. Vé mit kién trac, cac router chi cai dit cac thanh phén thuc hién cac
chitc ning tir tang 1 dén ting 3 trong md hinh OSI. Trong khi cac End System thi cai dat
chirc ning ciia ca bay tang...
2.2.1. Gi6i thiéu

C6 mot vai phuong phap c6 thé cau hinh cac router. C6 thé dugc thuc hién trén mang tir
mot may cha TFTP, c6 thé thuc hién théng qua giao dién menu duoc cung cap khi khai
dong hay c6 thé duogc thuc hién tir giao dién menu duogc cung cap béi st dung lénh setup.
Tuy nhién huéng dan trong bai s& khong gioi thiéu cac phuong phap nay. N6 chi gisi thiéu
viéc cau hinh tir giao dién dong lénh 10S. Tuy nhién huéng dan sé rat hiru dung doi voi
bat ctr ai con la 1am véi cac router ciia 10S va nhiing ngudi nghién ciru CCNA.

Ly do cho viéc sur dung dong Iénh Ly do chinh cho viéc sir dung giao dién dong Iénh
thay vi mét giao dién diéu khién théng qua menu cho phép thuc hién nhanh hon Ia khi ban
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dau tu thoi gian vao viéc nghién ctru cac 1énh, ban ¢é thé thyc hién nhiéu hoat dong nhanh
hon nhiéu so véi viéc st dung menu. Biéu nay tao ra loi thé cua viéc st dung dong 1énh so
véi cac giao dién menu. Con ¢ nhitng diéu 1am cho né tra 1&n dic biét hiéu qua khi nghién
ctru giao dién dong lénh cua Cisco 10S rang né 1a mét chuan cho tat ca cac router cua
Cisco. Thém vao d6 nira 1a mot s6 cau hoi trong bai kiém tra vé CCNA yéu cau ban biét
vé c4c 1énh nay.
2.2.2. Bit dau véi Router Cisco

Bét dau ban c6 thé cau hinh router ciia minh tir mot thiét bi dau cudi. Néu router d3 duoc
cau hinh va c6 téi thiéu mot cdng dugc cau hinh véi mot dia chi IP ndo d6 thi nd sé c6 mot
két ndi vat Iy v6i mang, tir d6 ban c6 thé telnet dén router va cdu hinh n6 trén mang. Néu
nod chua dugc cau hinh thi ban can phai két ndi truc tiép router véi mot thiét bi dau cudi va
cap ndi tiép. Vi cac may tinh Windows, ban ¢ thé sir dung Hyperterminal dé két ndi mot
cach dé dang dén router. Cam cap ndi tiép vao cong COM trén may tinh va dau con lai cam
vao cong trén router. Khai chay Hyperterminal, chuyén toi cong COM ma ban sir dung va
kich OK. Thiét lap toc do két ndi 1a 9600 baud va kich OK. Néu router chua duoc bat
ngudn, hay bat nguon cap cho nd. Néu ban muén ciu hinh router tir may tinh Linux, can
phai c6 Seyon hoic Minicom, thi téi thiéu mot trong s6 ching, c6 thé 1a ca hai s& di kém
ban phan phdi Linux cua ban.

Thong thudng ban can phai nhat phim Enter dé thiy duoc nhéac nho tir phia router. Néu
n6 chua duoc cau hinh thi nhitng gi ban thay s& nhu dudi day:

Router>

Néu né da duogc cau hinh tir trude vai mot hostname, khi d6 ban s& thay:

Hostname of router>

Néu ban vira méi bat router, sau khi khai dong né s& yéu cau ban xem c¢6 mudn bat dau
cau hinh tir dau hay khéng. Hay tir chdi tra 1oi. Néu ban ddng y thi nd s& dua ban dén giao
dién menu. Chinh vi vay hdy chon né.

- Céc ché @p

Giao dién dong lénh cua Cisco 10S duoc td chic theo y tuong cac ché do (mode). Ban
chuyén vao va ra mot vai ché do khac nhau trong khi cau hinh router, ché do nao ban nam
trong dé s& quyét dinh nhitng 1énh nao ban c6 thé sir dung. M&i mot ché o co mot tap cac
1énh hién hitu cho nd, mot sb cac 1énh chi cé san trong ché o nao dé. Trong bat cir ché do
nao, viéc danh mot dau hoi cham sé hién thi mot danh sach cac 1énh hién hitu trong ché do
do.

Router>?

- Céc ché @9 dic quyén va khong dic quyén

Khi ban 1an dau tién két ndi dén router va cung cip mat khau (néu can thiét), ban s& vao
ché @6 EXEC, ché d6 dau tién ma ban c6 thé si dung cac Iénh tir dong lénh. Tir day, ban
c6 thé sir dung céc 1énh khong dic quyén nhu ping, telnet, and rlogin. C6 thé sir dung lénh
show dé thu vé cac thong tin hé thong. Trong ché do dac quyén, ban cé thé sir dung lénh
show version dé hién thi phién ban caa 10S ma router dang chay. Panh show ? s& hién thi
tat ca cac lénh show hién hitu trong ché 6 ma ban dang hién dién.

Router>show ?
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Ban phai vao ché do dic quyén dé cau hinh cho router caa minh. Thuc hién diéu d6 bang
cach sir dung 1énh enable. Ché d6 dic quyén thuong duoc bao vé mat khau trir khi router
chua duoc cau hinh. Ban c6 thé chon ché @6 dic quyén khdng bao vé mat khau tuy nhién
tat ca déu nén dat mat khau dé an toan. Khi phét 1énh enable va cung cap mat khau, ban s&
vao ché do dic quyén. Bé gilp nguoi dung theo ddi duoc ché do nao ho dang ¢ trong, nhic
lénh cua dong 1énh s& thay d6i mdi khi ban vao mot ché do khac. Khi ban chuyén tir ché
d6 khdng dic quyén sang ché do dic quyén, nhic nhé s& thay doi tur:

Router> Thanh Router#

Diéu nay s& khdng can thiét néu chi c6 hai ché do. Tuy nhién trong thuc té, vai nhiéu
ché d6 nén tinh ning nay rét can thiét. Ban ciing can chd y dén nhic nhé moi luc. Bén trong
ché @6 dic quyén lai c6 nhiéu ché @6 nho. Khi ban vao ché do dac quyén (hay c6 thé goi
la ché do cha - parent), nhic nho s& két thic bang dau (#). C6 nhiéu ché do6 ma ban chi co
thé vao sau khi vao duoc ché do dac quyén. Mdi mot trong cac ché do nay déu c6 nhic nho
nhu mau dudi day:

Router(arguments)#

Chting van két thuc bang dau (#) va duoc gop vao trong ché d6 dic quyén. Nhiéu ché
do co cac ché do con trong ban than no. Khi ban vao ché do dac quyén, ban c6 thé truy
cap vao tat ca cac thong tin cdu hinh ciing nhu céac tiy chon ma IOS cung cip, truc tiép
tir ché do cha hay tor mot trong cac ché dd con cua no.

2.2.3. C4u hinh router Cisco

Néu ban vira mai bat router, n6 s& hoan toan chua dugc cau hinh. Néu né da duoc cau
hinh, ban c6 thé xem duoc cdu hinh hién hanh caa nd. Tham chi néu né chua dugc cau
hinh tir truge thi ban ciing c6 thé tu khai thac bang Iénh show trudc khi bat dau cau hinh
router. Vao ché do dic quyén bang cach phét Iénh enable, sau d6 phat mot vai 1énh show
dé xem nhirng gi ching hién thi. Nhé rang, 1énh show ? s& hién thi tit ca cac lénh show
hién hiru trong ché @6 hién hanh. Hay thtr véi cac 1énh duéi day:

Router#show interfaces

Router#show ip protocols

Router#show ip route

Router#show ip arp

Khi vao ché do dac quyén bang cach sir dung lénh enable, khi dé ban s& nam trong ché
d6 top-level cia ché do dac quyén, duoc biét trong tai liéu nay 1a “ché do cha — parent”.
NG 1a ché @6 ma ban c6 thé hién thi hau hét cac théng tin vé router. Nhu nhitng gi ban biét,
ban c6 thé thyc hién diéu d6 vai cac Iénh show. O day ban cd thé biét duoc vé cau hinh
cua giao dién. C6 thé hién thi cac giao thirc IP dang duoc st dung 1a gi, chiang han nhu cac
giao thirc dinh tuyén dong. Ban cd thé xem tuyén va ban dinh tuyén ARP va mot s6 cac
tdy chon quan trong khac. Khi cau hinh router, ban s& vao trong mot s ché do con dé thiét
lap céc tly chon, sau d6 tré vé ché do cha dé hién thi cac két qua. Ban ciing trg vé ché do
cha dé vao cac ché do con khac. Dé tré vé ché do cha, ban chi can nhan ctrl-z. Thao tac
nay sé& lam céc 1énh ma ban vira phat ra ¢d hiéu luc va dwa ban trg vé ché do cha.

Céu hinh toan cuc
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Dé cau hinh bét ct tinh ning ndo cua router, ban phai vao ché do cau hinh. Pay la ché
d6 con dau tién cua ché do cha. Trong ché d6 cha, ban phat Iénh config.

Router#config

Router(config)#

Nhu minh chiing ¢ trén, nhic nho s& thay dbi dé chi thi rang ban dang & trong ché do
nao ldc nay. Trong ché d6 cau hinh, ban c6 thé thiét 1ap céc tiy chon dé su dung cho toan
hé thdng, dugc &m chi nhu 12 cac cdu hinh mang tinh toan cuc. Cho vi du, dit t&n cho router
dé ban c6 thé d& dang nhan ra né. Ban c6 thé thuc hién diéu do trong ché do cau hinh véi
Iénh hostname.

Router(config)#hostname ExampleName

ExampleName(config)#

Nhu minh chiing & trén, khi ban thiét 1ap tén cua host véi Iénh hostname, nhic nhé s&
ngay lap tic thay do6i bang céch thay thé Router thanh ExampleName. (Luu y: nén dat tén
cho cac router cia ban theo mét luoc d6 tén cé to chirc). Mot Iénh hitu dung khac duoc
phét tir ché d6 cau hinh 1 1énh dé chi dinh may chu DNS nham st dung cho router:

ExampleName(config)#ip name-server aa.bb.cc.dd
ExampleName(config)#ctrl-Z
ExampleName#

Paiy ciing 14 noi ban thiét 1ap mat khau cho ché d6 dic quyén.
ExampleName(config)#enable secret examplepassword
ExampleName(config)#ctrl-Z
ExampleName#

Cho t6i khi ban nhan ctrl-Z (hoic danh exit cho ti khi ban vao duoc ché d6 cha) 1énh
cua ban moi khong b1 &nh huong. Ban cé thé vao ché do ciu hinh, phat mot vai Iénh
khac nhau, sau d6 nhén ctrl-Z dé kich hoat chung. MOdi 1an ban nhén ctrl-Z, ban sé tré vé
ché d6 cha va nhéc:

ExampleName#

O day ban sur dung 1énh show dé thAm dinh céc két qua cua cac 1¢énh ma minh da phat
trong ché do cau hinh. Pé tham dinh cac két qua cta Iénh ip nameserver, phat 1énh show
host.

Ciu hinh giao dién

Viéc dit tén giao dién Cisco rat don gian. Céc giao dién riéng biét duoc dan dén boi
thu tuc nay: media type slot#/port# "Media type" 1a kiéu thiét bi c6 giao dién 13 cong,
chrflng han nhu Ethernet, Token Ring, FDDI, ndi tiép,... S6 khe chi thich hop voi céc
router cung cp sb khe dé ban c6 thé cai dit cac modul. Cac modul gém c6 mot vai cong
cho thiét bi da cho. Serie 7200 1a mét vi du. Cac modul nay c6 thé thay nong. Ban c6 thé
remove mot modul ndo dé ra khoi khe ctia n6 va thay thé né bang mot modul khac ma
khong can phai ngat dich vu dugc cap boi cac modul khac di cai dat trong router.

Céc khe nay dugc danh s trén router. S6 cong dwa vao cong tham chiéu véi cac cong
khéc trong modul d6. Viéc danh sé dugc tién hanh tir trai sang phai va tat ca déu bat dau
tir s6 0, khong phai mét chir sb.

Cho vi du, Cisco 7206 1a router serie 7200 c6 6 khe. Pé am chi cho mét giao dién 1a
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cé)ng thtr ba cua mot modul Ethernet da duogc cai dat trong khe thur sau, no s€ la giao dién
6/2. Chinh vi vay, dé hién thi c4u hinh cua giao dién, ban can sir dung Iénh:
ExampleName#show interface ethernet 6/2
Néu router ctia ban khong c6 cac khe, gidng nhu 1600, thi tén giao dién chi gom c6:
media type port#
Cho vi du:
ExampleName#show interface serial 0
Day 1a mot vi du vé viéc cau hinh mét céng noi tiép v6o1 mot dia chi 1P:
ExampleName#config
ExampleName(config)#interface serial 1/1
ExampleName(config-if)#ip address 192.168.155.2 255.255.255.0
ExampleName(config-if)#no shutdown
ExampleName(config-if)#ctrl-Z
ExampleName#
Sau d6 tham dinh c4u hinh:
ExampleName#show interface serial 1/1
Luwu ¥ vé lénh no shutdown. Mt giao dién cé thé dwoc ciu hinh ding va két noi
vit ly nhwng vén gip phdi vin dé. Trong trang thdi nay né sé khong hoat dpng. Lénh
gdy ra 16i nay la shutdown.
ExampleName(config)#interface serial 1/1
ExampleName(config-if)#shutdown
ExampleName(config-if)#ctrl-Z
ExampleName#show interface serial 1/1
Trong Cisco 10S, cdch ddio hodc xéa cdc két qud cho bdt cir Iénh nao la ddt no vao
dang truée né. Cho vi du, néu ban muén hiiy gdn dia chi IP ma da gdn cho giao dién
noi tiép 1/1:
ExampleName(config)#interface serail 1/1
ExampleName(config-if)#no ip address 192.168.155.2 255.255.255.0
ExampleName(config-if)ctrl-Z
ExampleName#show interface serial 1/1
Viéc ciu hinh hau hét cac giao dién cho cac két ndi LAN c6 thé chi g@)m viéc gan mot
dia chi 16p mang va bao dam rang giao dién khong bi shutdown. Thudng khong can thiét
phai quy dinh su goi gon 16p lién két dit liéu. Luu y rang thudng can phai quy dinh su
g6i gon 16p lién két dir lidu twong thich, chang han nhu frame-relay va ATM. Céc giao
dién nbi tiép mac dinh phai st dung HDLC. Tuy nhién viéc thdo luan sau vé cac giao
thtre lién két dit lidu lai nam ngoai pham vi cua tai liéu nay. Ban s¢€ can phai tra ctru 1énh
10S encapsulation dé c6 thém thong tin chi tiét.
Céu hinh va dinh tuyén
Viéc dinh tuyén IP dugc kich hoat mot cach hoan toan ty dong trén céac router Cisco.
Néu n6 da bi vo hiéu hoa tir trudce trén router ctia ban thi ban cé thé kich hoat no trd lai
trong ché do ciu hinh bing 1énh ip routing.
ExampleName(config)#ip routing
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ExampleName(config)#ctrl-Z

C6 hai cach chinh mét router biét duoc noi n6 giri cac goi. Quan trj vién c6 thé gan céc
tuyén tinh static routeshoic router cd thé biét vé cac tuyén bang cach st dung giao thic
dinh tuyén dong dynamic routing protocol.

Ngay nay, phuong phap dinh tuyén tinh nhin chung thuong duoc sir dung trong cac
mang rat don gian hoic trong nhirng trudng hop ma & d6 bét budc can phai sir dung dén
ching. Bé tao mot tuyén tinh, quan trj vién chi can 1énh cho hé diéu hanh dé bat ct luu
lwgng mang nao dugc du tri cho dia chi 16p mang cu thé nao d6 can phai dugc chuyén tiép
dén mot dia chi l6p mang cu thé nhu vay. Trong Cisco 10S, diéu nay dugc thuc hién voéi
Iénh ip route.

ExampleName#config

ExampleName(config)#ip route 172.16.0.0 255.255.255.0 192.168.150.1
ExampleName(config)#ctrl-Z

ExampleName#show ip route

C6 hai thtr can phai n6i trong vi du nay. Pau tién d6 1a dia chi dich phai chta subnet
mask cho mang dich d6. Thu hai, dia chi nd giri chuyén tiép dén 1a dia chi dwgc chi dinh
cua router tiép theo ciing véi dudng dan dén dich. Pay 1a cach chung nhat cho viéc thiét
lap mot tuyén tinh. Mac du vay van con cé mot s6 phuong phép khéc.

2.3 Pinh céu hinh va quan 1y nguoi ding

Windows Group Policy 1a cdng cu kha manh duoc sir dung dé cau hinh nhiéu khia canh
ctia Windows. Hau hét viéc tinh chinh Windows Group Policy chi c6 Admin méi c6 thé
thuc hién dugc. Néu ban 1a Admin cua nhiéu may tinh khac trong cong ty hoic ban co
nhiéu tai khoan khac trén may tinh ctia minh, khi d6 ban nén tan dung loi thé caa Windows
Group Policy dé kiém soét viéc st dung may tinh cua ngudi ding khéc.

Luwu y: Group Policy Editor khong cé san trén phién ban Home va phién ban chuan cua
Windows. Ban phai st dung phién ban Professional hozc Enterprise thi mai c6 thé sir dung
Group Policy.

Lam thé nao dé truy cip Windows Group Policy Editor?

Mic du ¢6 nhiéu cach dé truy cap Windows Group Policy Editor, nhung céch don gian
nhat va nhanh nhat 1 s dung hop thoai Run va cach nay hoat dong tat ca phién ban cua
Windows.

- Pé truy cap Windows Group Policy Editor ban thyuc hién theo cac budc dudi day:

+ Nhin t6 hop phim Windows + R dé mé cura s6 1énh Run, sau d6 nhap

"gpedit.msc" vao d6 r6i nhan Enter dé mé Group Policy Editor.
"2 Run o

===  Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

A R R Ny
%' This task will be created with administrative privileges.

Cancel ‘ r 7§(owsev.. J

b

Hinh 2.7 truy cap Windows Group Policy Editor
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Mot luu ¥ 12 ban phai diang nhap bang tai khoan Admin truéc khi truy cap Group Policy.
Tai khoan chuan khong cho phép truy cap Group Policy.

Nhitng diéu c6 thé 1am véi Group Policy
2.3.1. Theo d6i ding nhap tai khoan

Trén Group Policy ban c6 thé "budc” Windows "ghi lai** tit ca cac diang nhap thanh
cOng va that bai trén may tinh tir bat ky tai khoan ngudi dung ndo. Ban ¢ thé sir dung cac
thong tin nay dé theo ddi xem c6 ngudi la ndo ding nhap trai phép may tinh Windows cua
ban hay khong.

Trén cira s6 Group Policy Editor, ban diéu huéng theo dudng dan dudi day:

Computer Configuration => Windows Settings => Security Settings => Local
Policies => Audit Policy

Sau do6 tim va kich dap chuot vao Audit logon events.

LGc nay trén man hinh xuat hién hop thoai Audit logon events Properties. Tai dy ban
danh tich chon Success va Failure, sau d6 click chon OK va Windows sé& bat dau "ghi lai"
cac dang nhap duoc thuc hién trén may tinh cua ban.

— =l
| 5/ Local Computer Policy || urity Setting
4 $% Computer Configuratl} auditing
:_ Scftware Settings suditing
4 | Windows Settingd] 7
Name Resol aUd'ﬂf“g
| Scripts (Startufl aud.rtfng
w0 Deployed Prinfl auditing
4 g Security Setti aud_rtmg
4 Account Pi auditing
o L?HI P?I' This setting might not be enforced ¥ other policy is configured to aUd-“fng
5 Audit By ovemde category level audt pokcy audting
7 User For more information, see Audt logon events. (Q921468)

Hinh 2.8 Pinh cau hinh va quan 1y ngudi dung

Pé xem céac dang nhap nay ban phai truy cap cong cu hitu ich khac cua Windows -
Windows Event Viewer. Bé mo Windows Event Viewer, dau tién ban nhan to hop phim
Windows + R dé mé cira s6 1énh Run, sau d6 nhap eventvwr vao dé roi nhan Enter.

Tai day ban ma rong muc Windows Logs, sau do chon tuy chon Security. Tai khung &
giita ban s& nhin thay tat ca cac su kién gan day, nhiém vu cua ban Ia chi can tim céc su
kién diang nhap thanh cong va that bj tai danh sach nay.

Céc su kién dang nhap thanh cong cé "Event ID: 4624" va dang nhap that bai la "Event
ID: 4625". Chi can tim cac ID sy kién dé tim cac thong tin dang nhap va xem chinh xac
ngay va thoi gian dang nhap.
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£] Security Audi... 117172016 1:39:07 AM Micros... 4719 AuditP... ¥ Create Custom Vie...
[ ] Setup Audi... 11/1/2016 1:39:07 AM Micros... 4719 AuditP... Import Custom Vie...
5] System Audi.. 117172016 1:39:07 AM Micros... 4719 AuditP...
[] Forwarded Events Audi.. 11/1/2016125534 AM  Micros.. 4634 Logoff ClaarLog..
:1 Applications and Services Lo Baudi... 11/1/2016 12:54:48 AM Micros... 4672 Special... ¥ Filter Current Log...
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Ak ARSI AN R sene - Attach 3 Vask Toth..
Event 4624, Microsoft Windows security auditing x ki k

Hinh

Kich dap chudt vao cac su kién nay dé hién thi chi tiét tén tai khoan dang nhap.

2.9 Dinh c4u hinh va quan 1y ngudi dung

, ies - v =
UL pre— = i
4| General ‘Details‘ A
+ i =]
i R d Log...
New Logon: Vie.
Security ID: WIN-INHFBAUBV25\Administrator | e
Account Name: Administrator lplustom Vie..
Account Domain: -INHFBAUBV2S
Logon ID: 0x28c8de E
Logon GUID: {00000000-0000-0000-0000-000000000000} < tent Log...
Log Name: Security = J
Source: Microsoft Windows security Logged: 117172016 12:54:43 AM \E
Event ID: 4624 Task Category: Logon By s
Levelk: Information Keywords: Audit Success psk Toth...
User: N/A Computer: WIN-INHFBAUENZS 4 < ccves ' >
CpCode: Info
More Information: Event Log Online Help »
rosoft -

Hinh 2.10 Pinh cau hinh va quan 1y ngudi ding

2.3.2. Chan truy cap Control Panel

Control Panel dugc xem la “trung tim” cac thiét 1ap caa Windows, bao gom ca thiét 1ap
bao mat va thiét lap sir dung. Tuy nhién néu bi roi vao tay ké xau ban s& khong thé doan
truéc dugc didu gi s& xay ra. Bé ngin chin cac truong hop xau c6 thé xay ra, tot nhat ban
nén chin quyén truy cap Control Panel.

Pé lam duoc diéu nay, trén ctra s6 Group Policy Editor ban diéu huéng theo key:

e X

@ = 8m Y

Panel

15] Local Cumpu_t;"l’_oﬁ‘cy
4 & Computer Configurati

—

» % Software Settings
» [ Windows Settings

4 4 User Configuration
» [ Software Settings

4 Administrativi

| Shared Folders

7 System

> 71 Administrative Templates Edit policy seting

" Start Menu and Taskbar

1 Windows Compenents any Control Panel items.

Prohibit access to the Control Panel  Setting }
~ [ Add or Remove Programs

_ Display
Requirements: || Personalization
At least Windows 2000 [ Printers
Descri ; [ Programs
Diess:;;:n:l?(ontrol Panel [ Regional and Language Options
programs. i: Hide specified Control Panel items

lways open All Control Panel ltems vihen opening C|
This setting prevents Control.exe,
the program file for Control Panel,
from starting. As a result, users
cannot start Control Panel or run

iz} Show only specified Control K

Hinh 2.11 Dinh c4u hinh va quan 1y nguoi ding
Tai day tim va kich dup vao tuy chon co tén "Prohibit access to the Control Panel".
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Trén ctra s6 Prohibit access to the Control Panel, click chon tily chon Enable dé chin
truy cap Control Panel. Bay gio tuy chon Control Panel sé dugc go bo khoi Start Menu va
khéng mét ai co thé truy cap Control Panel duoc nita, tham chi ngay ca khi m¢ Control
Panel trén ctra sb 1énh Run.

| Local Group Policy Editor

=

~ . s ooEs

File Action View Help

hod N

E‘} Prohibit access to the Control Panel PreiansSeting J [ Next Setting ]

“) Not Configured Comment:

@ Enabled

\ Supported on:  a¢ jeast Windows 2000

Hinh 2.12 Dinh c4u hinh va quan Iy nguoi dung

Néu ¢ gang mad Control Panel, trén man hinh sé& hién thi théng bao 13i.
2.3.3. Ngiin chiin nguwoi dung khac cai dit phan mém méi trén hé thong

S& phai mat mot khoang thoi gian dai dé c6 thé "don sach” duoc lii virus va cac phan
mém doc hai dang ghét tn cong trén may tinh cua ban khi cai dat bat ky phan mém nao.
Do d6 dé dam bao an toan cho hé théng ciing nhu dam bao nguoi ding khac ding nhap trai
phép va cai dat cac phan mém, chuong trinh c6 nhiém cac phan mém doc hai trén may tinh
caa minh, ban nén v hiéu héa Windows installer trén Group Policy di.

Trén cira so6 Group Policy ban diéu huéng theo key:

Computer Configuration => Administrative Templates => Windows Components
=> Windows Installer

Local Group Pol
File Action View Help
R e o o4 i3 BE N 7 ool ¢
| i ;VTasrllc Sci’\edulél ~ v WMMW
‘  Windows Anytime | :
| Windows Calendar || pisable Windows Installer Setting X
‘ i Witicons Solor S5+ A ] Prohibit Flyweight g
. Windows Customel Edit policy setting. | 5 EURE i
‘ Windows Explorer A o = 2] Disable logging vi age scmns
© Windows Installer Requirements: . ,Wgndows ot
Wiridows Logon Of At least Windows 2000 & oh!b-rt patching
‘ ~ Windows Mail Description: 7| & Prohibit rol'lbaclf :
| Windows Media Di¢ Dicablée or nastitets theuse of 2] Allow admin to install from Remote Desktop Servi
1 Windows Media Plz Windows Installer, iz, Enable user control over installs
1 Windows Messengt . : ] Logging
7 Windows Mobility ¢ l'::\s_‘“‘"g_““ P"W"‘t ::’.':’; iz, Prohibit non-administrators from applying vendo

Hinh 2.13 Dinh c4u hinh va quan 1y nguoi ding
Tai day tim va kich dup chuét vao "Disable Windows Installer".
Trén cira s6 Disable Windows Installer, chon tily chon Enable va chon Always tir Menu

dropdown tai muc Options.
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[5] Oisable Windows Installer {PttviousSetﬁng} [ Nextsetting, |
= i S ) UM

) Not Configured Comment:

@ Enzbled

led
Supported o0 At eact Windows 2000

| Options: Help:

‘ Disable Windows Installer Disables or restricts the use of Windows Installer.

| For non-managed apps only v] This setting can prevent users from installing software on their
> systems or permit users to install only those programs offered by
2 system administrator.

e s i i e vl I
Hinh 2.14 Dinh c4u hinh va quan Iy nguoi dung

Tir gio nguoi dung khac khong thé cai dat bat ky phan mém méi nao trén may tinh cua
ban, mic du ho c6 thé tai va luu trir eng dung dé trén may tinh.
2.3.4. Vo hiéu hoéa truy cap cac thiét bi lwu trir di dong

Cac thiét b luu trit di dong nhu USB, hoic céc thiét bi khac khé I hitu ich dé sao chép
va luu trir dir liéu, nhung tuy nhién day ciing c6 thé 1a mot trong nhiing “con dudng” dé
virus tin céng may tinh cua ban.

Néu ai d6 vo tinh (hay cb y) két néi mot thiét bi luu trix c6 nhidm virus véi may tinh cua
ban, virus c6 thé tan cong toan bo hé théng may tinh cua ban va gay ra mot so van dé
nghiém trong trén may tinh.

Dé chan nguoi khéc két ndi cac thiét bi luu trix di dong trén may tinh caa ban, trén cira
s6 Group Policy ban diéu huéng theo key:

User Configuration => Administrative Templates => System > Removable Storage
Access => Removable Disks: Deny read access

| | Local Group Policy

File Action View Help
‘5‘@‘ 9_@1_’ [ nshi ¢
4 38 User Configuratio » '~ "Rﬂmﬁeﬁm&g’e’&‘c«s
> ] Software Setti ¥ :
S Windows Sett Removable Disks: Deny read access  Setting
« || Administrativc
> | 7] Control Pz Edit policy setting.

2, Time (in seconds) to force reboot Not}

} % Deskto iz, CD and DVD: Deny read access Nof

=, Networi Requirements: =) CD and DVD: Deny write access Nof

= Shared Fol At least Windows Vista 2 Custom Classes: Deny read accesy Noi

= iz, Custom Classes: Deny write acgli€s Noi

. Start Meny Description: P Fl Drives: D 4 d Nod

4 [ System This policy setting denies read access = PPy rrves. e rea_ v s

] Ctri+A || to removable disks. i) Floppy Drives: Deny writfigess No|

 Driver: ! ) 2] Removabie Disks: Deny read access 4

‘ I Folder = || f you enable this policy setting, read - pemovable Disks: Deny write access Noi
| = access will be denied to this -

1 Group i) All Removable Storage classes: Deny all access Mot

removable storage class.
| Inteme = Tape Drives: Deny read access Not|

Hinh 2.15 Dinh c4u hinh va quan 1y nguoi ding

Tai day ban tim va kich dap chudt vao "Removable Disks: Deny read access".

Trén cira s6 Removable Disks: Deny read access, click chon Enable d kich hoat tiy
chon va may tinh caa ban s& khong doc bat ky dir liéu tir thiét b luwu trir ngoai (chang han
nhu 6 USB,...). Ngoai ra trén cira s6 Group Policy c6 mot tly chon bén dudi c6 tén
"Removable Disks: Deny write access". Ban c6 thé kich hoat tly chon néu khéng muén
bat ky ai ghi (dan) dir liéu vao thiét bi lwu trir ngoai.

23



[} Removable Disks: Deny read access

[Prcvioussming“r Next Setting ]

&) Not Configured Comment:
@ Enabled

jed
Supported en: At jeact Windows Vista

Help:

This policy setting denies read access to removabie disks.

I you enable this policy setting, read access will be denied to this
removable storage class.

Hinh 2.16 Dinh cau hinh va quan 1y nguoi ding
2.3.5. Ngin mét wng dung cu thé dang chay
Ngoai ra Group Policy con cho phép ngudi ding tao mot danh sach cac ang dung dé
ngan chan cac hoat dong cua cac wng dung nay.
Dé lam duogc diéu nay, trén cira sé6 Group Policy ban diéu huéng theo key:
User Configuration => Administrative Templates => System => Don’t run
specified Windows applications

| 4 9 User Configuratic + ||

> ] Software Setti || i

> 1 Winti.mSeFt Don't run specified Windows Setting

“ R SRS || et 1 Locale Services
o e ”
tontuitel ool | Performance Control Panel
. Desktop Edit policy setting

" Power Management

. Network ani ; = T A
; Shared Fol equirements: emovabie Storage Access
S Start Ment At least Windows 2000 Scnpts
| System Descnpt:on = = 1 User Profiles
- Wind HotStart
load missing COM comp t:

Centuty interpretation for Year 2000

4
1 Ctl+A] ||| Prevents Windows from i
" Driver = || the programs you specafymth«s
= Folder setting.

1 Group I you enable this setting, users | (] Restrict these programs from being launched from Help
~ Interne cannot run programs that you add _4 Custom User Interface
. Locale to the list of disallowed (2] Prevent access to the comdilind prompt
“ Perfon applications.
3. Poveer| ||| This setting only prevents users =
- Remov || from running programs that are (2, Run only specified Windows applications
5<"Pl5 started by the Windows Explorer [£2] Windows Automatic Updates
1 UserPy process. it does not prevent users

VY- from such as - 4 m )

Hlnh 2.17 Pinh cau hinh va quan 1y nguoi ding
Tai day ban tim va ma tuy chon "Don 't run specified Windows applications™.
Trén cira s6 Don’t run specified Windows applications, click chon Enable dé kich hoat
ty chon va click chon Show dé bit dau qué trinh tao mot danh sach (ng dung ma ban
mudn chan.

B Don't run specified Windows applications f : < Z
[ Previous Seting | | NextSeting ]

°) Not Configured ~ Comment:
@, Enabled
led

Supported on: At east Windows 2000 -

| Options: Help:

>

Prevents Windows from running the programs you specify in this

List of disallowed applications setting.

Hinh 2.18 Dinh c4u hinh va quan 1y nguoi ding
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Dé tao danh sach, ban phai nhap tén thuc thi caa tng dung kém theo .exe dé cd thé chin
rng dung, ching han nhu CCleaner.exe, CleanMem.exe hoic lol.launcher.exe.

Cach tét nhat dé tim chinh xéc tén thuc thi ctia tng dung 1a tim thu myc @ng dung trén
Windows File Explorer, sau d6 sao chép chinh xac tén thuc thi cia chuong trinh (c6 phan
dudéi mo rong la ".exe™).

Nhap tén thuc thi vao danh séach rdi click chon OK dé bat dau qua trinh chan &ng dung.

™

| & Don't run speafied Windows spplications - i i S0 x4
: -
B Cen'tnl g Contents
Not Confilll  List of disallowed apphcabons
O Enabled Voo -
Dissbled
‘ ’e |

Hinh 2.19 Pinh c4u hinh va quan 1y nguoi dung

Ngoai ra trén ctra s6 Group Policy con cé tlly chon Run only specified Windows
applications. Néu mudn vé hiéu hoa tit ca cac loai ang dung, trir mot s6 tng dung quan
trong, ban cd thé st dung tiy chon dé tao mot danh séch céc ang dung ma ban muén chan.
2.3.6. V6 hiéu h6a Command Prompt va Windows Registry Editor

Command Prompt trén Windows cho phép ban nhap nhitng cau Iénh d¢é may tinh thuc
hién lénh d6 va truy cap hé thong. Tuy nhién cac hacker cé thé dung lénh Command Prompt
(CMD) dé truy cap trai phép nhitng dit liéu nhay cam.

Ca Command Prompt va Windows Registry Editor 1a nhitng cng cu c6 thé v hiéu hoa
moi hoat dgng trén may tinh Windows, dac biét la Windows Registry Editor.

Néu mudn dam bao an toan ciing nhu c4c van dé bao mat trén may tinh cua minh, ban
nén vo hiéu hoa Command Prompt va Windows Registry Editor di.

Dé lam duoc diéu nay, trén ctra s6 Group Policy ban diéu hudng theo duong dan:

User Configuration => Administrative Templates = > System

Tai day ban tim va kich dap chuét vao cac tuy chon co tén "Prevent access to the
command prompt" va "Prevent access to registry editing tools". Sau d6 trén cira s6 Prevent
access to the command prompt va cira sd Prevent access to registry editing tools ban click
chon Disable dé vo hiéu hda céc tly chon nay di.

« 3% User Configuration » Syatem
Software Sestin
Windows Setta Preveot access 1o the command Setting
. Admnatiative prompt ks €
Py 2l
@ | System - | Descrigtion: baarh rofﬁ:‘. 2oy
Cite AR Preverts-users frge runming the Windowi Motitart | Parel
Oerper b g | | Mheractive command prompt, gl 1 Doviriload missing COM components
Foldarf | | Sd-exe: This sefting akso 1 Century intepeetite 101 Y ear 2000
- ' determanes whvethe? batch files R th ¥ ; ned Ha
Geoup- (emd and bat) can run on the i REthit thete programs froem baing lawng rom Help
Internet computer 1 Cottom Uses Interface
Locale * peo
Pedcer ¥'y0u enable Whis setting and the 1 Prevent access to registry editing tools
P N Uier et 1O Open & Command " -
oyt windna the ostem danisve 2 Dentrun speciied Windows appl ations

Hinh 2.20 Dinh c4u hinh va quan 1y nguoi ding
Tir gio nguoi dung khac khong thé truy cap Command Prompt va Registry Editor nira.
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2.3.7. An phan vung 6 dia tir My Computer

Néu mét 6 dia cu thé ndo do trén may tinh cua ban c6 chta dit liéu nhay cam va ban
khéng mudn ngudi ding khac truy cap va danh cap cac di liéu do, khi d6 ban c6 thé an 6
dia dé tir My Computer va nguoi dung khac khong thé tim dwoc ching.

Dé lam duoc diéu nay, trén ctra s6 Group Policy ban diéu hudng theo duong dan:

User Configuration => Administrative Templates => Windows Components =>

Windows Explorer => Hide these specified drives in My Computer
K ARE41 o BTN 7 Bl 4

Attachment Manager -  Windows Explorer
AutoPlay Policies g
Backup Hide these specified drivesinMy  Setting
Peibtop Oadgels Compitar - Common Open File Dialog
Desktop Window Manager
S _ Explorer Frame Pane
_ Digital Locker Edit policy sefting S b
Instant Search . R -
Internet Explorer Requirements: 12 Allow only per user or approved shell etension:
> At least Windows 2000 i- Disable binding directly to IPropertySetStorage v
Location and Sensors = 9 y P g
_ Micresoft Management Console Deseription: “| iz Disable Known Fofdas
_ NetMeeting Removes the icons representing i:; Display confirmation dialog when deleting files
_ Network Projector selected hard drives from My i, Display the menu bar in Windows Explorer
Network Sharing Computer and Windows Explorer. 2 Do not display the Welcome Center at user loge
||| Also, the drive letters representing %
~ Presentation Settings 1| the selected drives do not appear (2, Do not move deleted files to the Recycle Bin
__ Remote Desktop Services in the standard Open dialog box. i1, Do not request alternate credentials
* RSS Feeds e i1 Do not track Shell shortcuts during roaming
Sound Recorder To use this setting, select a drive B e tr Rl e Cor
Tablet C or combination of drives in the 3! e 2 m pAR
||| drop-down list. To display all i Hides the Manage item & i Windows Explore
1Y Schadales” drives, disable this setting or select 5 Maximum allowed Recycle Bigize

Hinh 2.21 Dinh c4u hinh va quan 1y nguoi ding
Tai day tim va kich dtp chudt vao tuy chon cé tén "Hide these specified drives in My
Computer".
Trén cira s6 Hide these specified drives in My Computer click chon Enable dé kich hoat
tuy chon.
Sau khi kich hoat tdy chon, tir menu dropdown muc Options, chon 6 ma ban muén an.
Cubi cuing click chon OK dé an 6 d6 trén hé thng.

le  Action{les Hide these specified drives in My

“IQll P} Hide these specified drives in My Computer Previous Setting e Seting

Not Configured Comment:

| © Enabled

‘ d 3
Supported oN: At jeact Windows 2000 -

Opticns: Help:

feting files
| Pick one of the folicha binaticag | eremoves the icons representing selected hard drives from My o plorer
] | Computer 2nd Windows Explorer. Also, the drive letters | f ot user logo
-

l Restrict oll drives | representing the selected drives do not appear in the standard
| Restrict A and B drives only | Open dialog box.
Restrict C drive only | \

ll| Restrict D drive only | To use this setting, select a drive or combination of drives in the

Restrict A B and C drives only | drop-dowm list. To display all drives, disable this setting or select

Restrict A B, C and D drives only ‘ the "Do not restrict drives” option in the drop-down list.
| Rskiaaudrivs |

|
| Do not restrict drives | Note: This setting removes the drive icons. Users can still gain

Hinh 2.22 Dinh c4u hinh va quan 1y nguoi ding
2.3.8. Tinh chinh Start Menu va thanh Taskbar

Group Policy cung cap cho ban hang ta c4c tinh chinh cho Start Menu va thanh Taskbar
theo y muén caa ban. Cac tinh chinh nay ¢6 san cho ca Admin va nguoi ding thudng.

Dé tinh chinh Start Menu va thanh Taskbar, trén ctra s6 Group Policy Editor ban diéu
huéng theo duong dan:

User Configuration => Administrative Templates => Start Menu and Taskbar

Tai day ban s& tim thay tat ca céc tinh chinh kém theo cac giai thich.
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Cac tinh chinh khé 1a d& hiéu. Bén canh ¢6 Windows con cung cip m ta chi tiét cho
mai tinh chinh.

Ban c6 thé thuc hién mot s thao tac nhu thay doi chac ning nat Power trén Start Menu,
ngin ngudi ding ghim chwong trinh trén thanh Taskbar, han ché tim kiém trén tiy chon
Search, an théng bao trén khay hé théng, an biéu twong pin, ngin viéc thay d6i thanh
Taskbar va thiét 1ap Start Menu, ngan ngudi ding sir dung cac tly chon Ngudn (tit may,
ché do6 ngu déng (hibernate)....), g& bo tly chon Run khoi Start Menu,. ...

File Action View Help

e el IEAN 7o T 4

_ Start Menu and Taskbar
« & Computer Configuration

I Software Settings
1 Windows Settings
| Administrative Templates
4 @ User Configuration
Software Settings
. Windows Settings
- Administrative Templates
Control Panel
Desktop
= Network
1 Shared Folders
Start Menu and Taskbar
System
Window: onents
All Settings

Turn off user tracking

Edit policy setting

Requirements:

Windows Server 2008, Windows
Vists, Windows Server 2003,
Windows XP, and Windows 2000

Descnption:

If you dwsable or do not configure
this setting, the system tracks the
programs that the user runs. The
system uses thes information to
customaze Windows features, such
a3 showing frequently used
programs in the Start Menu.

If you enable this setting, the
system does not track the
programs that the uzer runs, and
does not display frequently used
programs in the Start Menu.

B

i Remove Network icon from Start Menu

(2, Remove Pictures icon from Start Menu

(2, Remove pinned programs from the Taskbar
i) Remove pinned programs list from the Start Me
12, Remove programs on Settings menu

(2. Remove Recent ltems menu from Start Menu
2] Remove Recorded TV link from Start Menu

L= Remove Run menu from Start Menu

i Remove Search Computer link

i2) Remove Search fink from Start Menu

i- Remove See More Results / Search Everywhere |
- Remove the "Undock PC™ button from the Start |
i Remove the Action Center icon :
iZ, Remove the battery meter

:2, Remove the networking icon

(i, Remove the volume control icon

i1 Remove user folder link from Start Menu

Hinh 2.23 Pinh c4u hinh va quan 1y nguoi ding

2.3.9. V6 hi€u héa viéc budc khéi dong lai

Mic du ban ¢ thé kich hoat mét sé tlly chon dé tri hodn, nhung Windows 10 cubi ciing
s& tu khoi dong lai may tinh, néu c6 cac ban cap nhat dang chd xir ly. Ban c6 thé lay lai
quyén kiém soat bang cach kich hoat mot muc Group Policy.

Khi ban thuc hién vo hiéu hda viéc buoc khai dong lai, Windows sé chi ap dung cac ban
cap nhat dang cho xu ly khi ban tu khoi dong lai.

Ban sé& tim thay n6 ¢ day:

Computer Configuration > Administrator Templates > Windows Components >

Windows Update > No auto-restart with logged on users for scheduled automatic update
installations

2.3.10. Vo6 hi€u héa cap nhat driver tu dong

H Prevent mstallation of devices that match any of these device IDs

Previous Setting | Next Setting
O Not Configured ~ Comment
(@) Enabled
O Disabled
Supported on: [ At jeact Windows Vista
Options: Help:

‘ ) — - - —
| Prevent installation of devices that match any of This policy setting allows you to specify a list of Plu

| these Device D5 | | hardware IDs and compatible IDs for devices that W
Show Contents O X

[ To create a list of devices, click S Prevent installation of devices that match any cf these Device I0s
| Contents dialog box, in the Valuel
\ Value
| type a P Play ware |

| type a Plug and Play hardware 10 | ™ [ornven 0864DEV_0AT6ESUBSYS_397817AAMREV_09
| (for example, gendisk, USB\CCM
| USSR\ MTere 6

oK Cancel

Hinh 2.24 Dinh ciu hinh va quan 1y nguoi ding
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V0 hiéu héa cap nhat driver tu dong

Ban c6 biét rang Windows 10 ciing cap nhat driver thiét bi ma khong c6 su cho phép rd
rang cta ban khéng? Trong nhiéu truong hop, didu nay rat hiru ich, vi né nham muc dich
giit cho hé théng cap nhat nhit cd thé.

Nhung néu ban chay mét driver tiy chinh hozc c6 18 driver mai nhit cho mét thanh phan
phan ctng nhat dinh c6 18i khién hé thdng caa ban gap su ¢ thi sao? Pay 1a ldc viéc cap
nhat driver tu dong c6 hai hon la hiru ich.

Dé vo hiéu hda cap nhat driver tu dong, hay kich hoat:

Computer Configuration > Administrative Templates > System > Device Installation >
Device Installation Restrictions > Prevent installation of devices that match any of these
device IDs

Sau khi kich hoat, ban s& phai cung cép ID phan cing cho cac thiét bi ma ban khong
mudn cap nhat driver ty dong. Ban c6 dugc nhiing tha nay thdng qua Device Manager,
phai mat mot vai budc.

2.3.11. An Balloon va Toast Notification

Thong bao trén man hinh c6 thé hitu ich, nhung chi khi ching cung cap diéu gi d6 c6
gia tri. Hau hét cac thdng bao ma ban thiy déu khong dang doc va thuong 1am ban mat tap
trung.

Kich hoat gia tri ndy dé tit thdng b4o dang bong bdng (balloon notification) trong
Windows:

User Configuration > Administrative Templates > Start Menu and Taskbar > Turn off
all balloon notifications

Bat dau vai Windows 8, hau hét cac thong bao hé théng chuyén sang dang toast
notification. Do do, ban cting nén vo hiéu hoéa ching:

User Configuration > Administrative Templates > Start Menu and Taskbar >
Notifications > Turn off toast notification

Pay la mot cach dé dang dé ngan chin su phién nhidu tir cac thdng béo.

2.3.12. X6a OneDrive

OneDrive dugc dwa vao Windows 10. Mic di ban cé thé g& cai dat né nhu bat ky ¢ng
dung nao khac, nhung ciing c6 thé ngin nd chay bang cach sir dung mot muc Group Policy.

V6 hiéu héa OneDrive bing cach kich hoat:

Computer Configuration > Administrative Templates > Windows Components >
OneDrive > Prevent the usage of OneDrive for file storage

Diéu nay sé loai bo kha niang truy cap OneDrive tir bat ky dau trén hé thong. N6 ciing
x0a shortcut OneDrive trong thanh bén File Explorer.

2.3.13. Tit Windows Defender

Windows Defender ty quan ly, vi vay né sé ngung chay néu ban cai dat tng dung diét
virus cua bén tht ba. Néu céng cu nay khong hoat dong dung vi mét sé 1y do hozc ban
mudn v hiéu héa n6 hoan toan, ban c6 thé kich hoat muc Group Policy nay:

Computer Configuration > Administrative Templates > Windows Components >
Windows Defender > Turn off Windows Defender
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Mic du c6 thé d& dang vé hiéu hoa, nhung Windows Defender 1a mét giai phap bao mat
du tot cho hau hét moi ngudi. Bam bao thay thé Windows Defender bang mét chuong trinh
diét virus cho Windows dang tin cay khéc, néu ban g& bo no.

2.3.14. Chay script khi ding nhap/khéi dong/tit may

Startup Properties (! X
Scripts  PowerShell Scripts

Startup Scripts for Local Computer

Name Parameters

To view the script files stored in this Group Policy Object, press
the button below.

Show Files...

Hinh 2.25 Dinh c4u hinh va quan 1y nguoi ding

Chay script khi dang nhap/khoi dong/tat may

Cubi cuing nang cao hon mot chit, vi vay c6 I n6 s& khong hitu ich Iam, trir khi ban c6
thé thoai mai vai cac file batch va/hoic viéc viét cac script PowerShell. Néu thay 4n, thi
ban thuc sy c6 thé chay céc script da noi tu dong voi Group Policy.

Pé thiét lap script khoi dong/tat may, hay truy cap:

Computer Configuration > Windows Settings > Scripts (Startup/Shutdown)

Dé thiét 1ap mot script dang nhap hoic ding xuat, hdy vao day:

User Configuration > Windows Settings > Scripts (Logon/Logoff)

Lam diéu nay cho phép ban chon céc file script thuc té va cung cip céc tham sé cho
nhitng script d6, do vay, nd kha linh hoat. Ban ciing c6 thé gan nhiéu script cho mdi su
kién kich hoat.

2.4 Pinh ciu hinh man hinh nén

Viéc thay d6i man hinh Desktop 1a mét thao tac qua don gian di véi nhitng ban sir dung
may tinh thuong xuyén rdi phai khong nao?

Tuy nhién, trong gido trinh nay van huéng dan chi tiét, boi vi véi tiéu chi va muc tiéu Ia
s& hudng dan va chia sé tat ca, tir d& cho dén kho dé c6 thé hd tro tét nhat cho doc gia, nén
c6 18 bai viét trong gi4o trinh nay chi phi hop véi nhitng ban Newber thdi nhé.

2.4.1. Sir dung hinh nén mic dinh ciia Windows

Déi vai cac hé diéu hanh méi nhu Windows 7/ Windows 8 va 8.1 hay la hé diéu hanh
Windows 10 thi nhitng hinh nén mic dinh do Microsoft cung cip cho ngudi dung 1a kha
dep va rat dang dé st dung.

Trong gido trinh nay ban c6 thé 1am theo hudng dan sau dé st dung cac hinh nén mic
dinh khac trong Windows:
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Thuc hién: Nhin chudt phai vao khoang khong ngodi man hinh Desktop va chon

Personalize
View >
Sort by »
Refresh
Paste

Paste shortcut

Undo Delete Ctrl+Z
B  Graphics Properties...
B Graphics Options »
New »

E=  Screen resolution

Hinh 2.26 Dinh cdu hinh man hinh nén
Tiép theo chi viéc lra chon hinh nén (Background) — tdng mau ma b

T ! + Control Panel »

Control Panel Home .
Change the visuals and sounds on your computer

Change desktop icons Click a theme to change the desktop background, color, sounds, and screen saver all at once.

All Contral Panel items » Personalzation v & Search Co.. @

an thich thoi

Change mouse pointers

ol
Unsaved Theme

Windows Default Themes (3)

o A !

Windows

Lines and colors Flowers

=

Savetheme  Get more themes online

Display
Taskbar and Navigation Deskiop Backgming
hinh-nen-hd 19 Color 11 Mo Sounds Non

Ease of Access Center thuthuat-vnzet,

com

Hinh 2.27 Dinh cdu hinh man hinh nén
Set (cai dit) mot hinh anh bat ky 1am hinh nén

ks s B

Screen Saver

Cai nay thi don gian nhat roi, ban chi can lya mot hinh anh ma ban thich, sau d6 nhan

chudt phai vao hinh anh d6 va chon Set as desktop background
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4]

EH select all

=
4
)
JLé
4

X Delete ~ 5 - oo

=0 Rename New Properties
folder -

Select none

AN

=8 |nvert selactinn

Preview
§l Set as desktop background |
Edit
Print
Run Sandboxed

SkyDrive Pro

-
-

hinh-nen-hd hinh-nen-hd | P reView

Rotate right
Rotate left

Quét hinh-nen-hd - blogchiasekienthuc.com

Convert to PDF in Foxit Reader
hinh-nen-hd hinh-nen-hd | Open with
Hinh 2.28 Pinh ciu hinh man hinh nén

Tu dong thay doi hinh nén Desktop

C6 nghia 12 ban s& sir dung nhiéu hinh anh dé 1am hinh nén cho may tinh, va sau mot
khoang thoi gian nao do6 (do ban dat ra) né sé ty dong chuyén qua hinh anh tiép theo.

Cach nay ciing rat hay, gitp ban khéng bi nham chan khi phai st dung 1 hinh anh, va
mét thoi gian thay doi sau mot thoi gian sir dung.

Thay do6i hinh nén may tinh trén Windows 7, 8 va 8.1

- Bwéc 1: Trude tién ban can tim mot sé hinh anh dep ma ban mudn lam hinh nén

sau d6 cho chung vao chung 1 thu muc (Folder). Néu thich ban c6 thé tai mot s6 hinh
anh Full HD dé 1am hinh nén may tinh.

- Buwéc 2: DBé sir dung nhiéu hinh anh lam hinh nén Desktop ciing khong c6 gi kho
khan ca.

Ban ciing nhan chudt phai vao Desktop => va chon Personalize nhu thay d6i hinh nén
mac dinh minh da huéng dan phia trén d6. Nhung thay vi lya chon céc hinh nén c6 sin thi
ban nhap chudt vao Desktop BackGround

o Personalization

+ ), ControlPanel » Al Control Panel ltems » Personalization v ¢
Control Panel Home 5 .
Change the visuals and sounds on your computer

Change desktop icons Click 2 theme to change the desktop background, color, sounds, and screen saver all|

Change mouse pointers My Themes (1)

£

Unsaved Theme

Savetheme  Getmoret

NG !ﬂ o

p Backg r S S
Taskbar and Navigation 1Eou Colo Sounds

hinh-nen-h§ Color 11 No Sounds

Ease of Access Center thuthuat-vnzet.com

Hinh 2.29 Pinh ciu hinh man hinh nén
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- Bude 3: O cira sb tiép theo ban nhan vao Browse... va tim dén Folder chtra anh ban
dd chuén bj sdn. Cudi nhan nhin OK chon Save changes dé luu lai.

L Desktop Background - a

© ~ 1 & « Al Control Panel items » Personalization » Desktop Background v C Search Co.. P

Choose your desktop background

Click a picture to make it your desktop background, or select more than one picture to create a slide show

Picture location: |hinh-nen-Desktop M i Brc\\-set.(“j) Select all Clear all
AUced Browse For Folder
4 C\Usel =

| Bromse to the fokier contaning the pictures you want to

A
v v
| use for your desktop background.
) g
™ s,
Dixliéu a Bl“\ ¥

EraserDropPortable

|| [messie ] (2)

2
NEW
g ‘ Thu muc chia énh
I UniKey 4.0.8 Final v

Picture posit]
i

[l i

Folder: | hinh-nen-Desktop e Y

Save changes Cancel
(3)0«[\ Cancel 2 9( 4)

|
Hinh 2.30 Pinh ciu hinh man hinh nén
- Buwéc 4: Néu thich thi ban c6 thé chinh lai thoi gian dé chuyén tir birc anh nay sang

birc anh khac, Iua chon chuyén dén mot buc anh bat ky (random)... dé 1am duoc viée
nay thi tai giao dién nhu hinh bén trén ban kéo xuéng va thiét lap lai nhé.

Picture position: Change picture every:
» | 30 minutes v| [[]Shuffle
Zoes\ ! Fil v
A [¥] When using battery power, pause the slide show to save power

i Save changes ‘ Cancel

Hinh 2.31 Pinh cdu hinh man hinh nén

Trong do:

- Change picture every: Co nghia 1a thoi gian chuyén tir anh nay sang anh khéc
la..xx.. phat.

- Shuffle: Ché @6 Random, chuyén dén mét birc anh ngau nhién trong danh sach céac
btrc anh ban da chon, khong theo mdt thir tu nao ca.

- When using battery power, pause the slide show to save power: Tich vao lya
chon nay tire 1a khi str dung nang luong pin mdy tinh s& tam dirng trinh chiéu anh dé tiét
kiém dién.

Thay d6i hinh nén may tinh trén Windows 10

- Thuc hi¢n: Nhép chudt phai vao man hinh Desktop => chon Personalize => chon
Background => trong phan Background ban chon 1a Slideshow thay vi Picture nhu mic
dinh.

Tiép theo ban hay nhan vao Browse va chon thu muc chtra cac hinh anh ma ban muédn
dat 1am hinh nén.
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Settings = O X

% Home Background

I Find a setting b ]

Personalizat?on/ Background
Pict
I Rd  Background (1) e
Solid color /(2)

Colors Slideshow
Dﬂ o “ ‘
Z Themes
Browse
58 Start
Choose a fit
= Taskbar I Eill ( 3) v

Have a question?
Hinh 2.32 Pinh cdu hinh man hinh nén
Tiép theo, ban hay thiét 1ap thém cac tinh nang khac vi du nhu:
- Change picture every: Thoi gian chuyén anh, ban chon thoi gian ma ban mudn.
- Shuffle: X4o tron, c6 nghia 1a hinh anh s& hién thj kiém Random (ngiu nhién) va

khong theo mot thir tu nao ca.
- Allow slideshow when on battery power: Cho phép xem hinh ty dong khi st

dung Pin.
- Choose a fit: Chon kiéu hién thj hinh anh.
Settings = [m} X
% Home Background

Choose albums for your slideshow
=R

I B Background Browse

[ Find a setting R

Personalization

Colors Change picture every

| T |

| 10 minutes |
Cd Lock screen —_
@ Themes Shufile

@ off
S Start

Allow slideshow when on battery power
& Taskbar @ Off

Choose a fit

Fill v

Hinh 2.33 Pinh c4u hinh man hinh nén
Vay la xong roi. Rat don gian vay thoi
Cich cai dit, thay ddi man hinh cho cho may tinh
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Ap dung trén Windows 7, 8 va 8.1

C6 nghia |a sau mot khoang thai gian khdng sir dung dé chudt va ban phim thi may tinh
sé tu dong kich hoat man hinh ch¢. Thao tac nhu sau:

- Thuec hién: Nhap chudt phai vao man hinh Desktop chon Personalize nhu cac bude
thay déi hinh nén desktop bén trén. Tai ddy ban chon Screen Saver

Windows Default Themes (3)

kil g =

Desktep Background Color Sounds Screen Saver

]

hinh-nen-hd 19 Color 11 No Sounds Bubbles
Hinh 2.34 Pinh cdu hinh man hinh nén
- Tiép theo ban cai dat theo y thich ctia minh:

+ Screen saver: Minh chon 12 Bubbles (man hinh chd bong bong rat dep mat), ban
c6 thé lya chon céi khac néu khong thich cai nay.

+ Settings..: Mot s6 hiéu tng man hinh chd s& phai vao phan Settings dé cai dat
vi du nhu 3D Text, con vi du nhu hiéu tng Bubbles minh da chon bén trén s& khong can
phai cai dat gi.

+ Preview: Xem thur trude.

+ Wait: Sau mét khoang thoi gian bao nhi€u phut khong st dung chudt va ban
phim thi s& xuat hién man hinh cho nay.

+ On resume, display logon screen: Tich vao lya chon nay c6 nghia la may tinh
xuat hién man hinh chd dong thoi kich hoat ché do Logon.

Screen Saver
173
. & "—
- .
. - —
(o)

Screen saver

Bubbles o [ Smings..[} Preview

Wait: 20 2| minutes [ ] On resume, display logon screen

Power management

Conserve energy or maximize performance by adjusting display
brightness and other power settings.

OK Cancel

Hinh 2.35 Pinh cAu hinh man hinh nén
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Ap dung trén Windows 10

C6 rat nhiéu ban hoi vé cach cai dat man hinh cho cho Windows 10 thé nao, vi ho khdng
thay muc Screen Sever & dau ca. Rat don gian thdi ban 1am nhu sau:

- Céch 1: Ban c6 thé sir dung tinh ning tim kiém trén Windows véi tir khoa screen
sever.

- Céch 2: Nhip chudt phai vao man hinh Desktop => chon Personalize => chon
Lock screen => ban kéo xudng va tim dén phan Screen Server settings nhu hinh bén
dudi.

Settings

£ Home Lock screen

} Find a setting £ ‘

Choose apps to show quick status

+ 4+ 4+ +

Personalization

Background
Show lock screen background picture on the sign-in scre

Colors (1) 0 On

e

Cortana lock screen settings
| Cd Lock screen

Screen timeout settin ( 2 )
Themes

i

Screen saver sett‘ng{‘%
58  Start

Hinh 2.36 Pinh ciu hinh man hinh nén

Vay la da hoan thanh, bay gio thi ban co thé cai dat, thiét 1ap hoan toan twong tu nhu
d6i véi Windows 7, 8, 8.1 ma trong gi&o trinh vira hudng dan bén trén xong.

Thay d6i hinh nén man hinh khéa (Look Screen)

Trén Windows 8 va 8.1

- Thuec hién: Pau tién ban hdy nhan phim Windows + | hoic dé chudt vao goc phai
man hinh mdy tinh va chon Settings => tiép theo chon Change PC Settings

- Tiép theo chon Look Screen => nhép chudt vao hinh anh hién tai => chon Browse...
va tim dén burc anh ban mudn thay thé 1a xong.

Lock screen preview ‘

3 = (2)
TTNG, £} "
Thit Bay, 04 Thang Bay —

vao hinh

Hinh 2.37 Pinh cAu hinh man hinh nén
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Trén hé diéu hanh Windows 10

Thuec hién: Nhip chuét phai vao man hinh Desktop => chon Personalize => chon Lock
screen => trong phan Background ban chon 14 Picture (hinh anh) hozc Slideshow (nhiéu
hinh anh) dé hién thi.

- Tiép theo ban hiy nhin vao Browse va chon hinh 4anh (néu ban chon 1a Picture)
hodc thu muc chita cac hinh anh (néu nhu ban chon 1a Slideshow).

Settings - =] X

& Home Lock screen

Find a setting

H

Perconalizatio
Fersonalization

1 v 2 \ AR S
R Background O 5 S .
( 1) Tuesday, September 19

Colors

I Cd Lock screen Background (2)
’ Picture »
@ Themes
B8 Start Choose your picture

B Taskbar

Hinh 2.38 Pinh cdu hinh man hinh nén

Tu dong ldy hinh dnh trén Bing lam hinh nén may tinh mdi ngay

- Thém mét cong cu rat hay khac nira, ho trg cac ban ty dong thay ddi hinh nén may
tinh theo Bing, ma nhu cic ban di biét thi Bing 1a mot cong cu tim kiém cua Microsoft
vo1 hang trdm ngan buc anh dep.

- May tinh cta ban s& trd nén méi mé mdi ngdy véi nhitng hinh anh hién thi ngiu
nhién nay. Pay 1a mot cong cu do chinh Microsoft phat trién nén ban hoan toan c6 thé
yén tdm vé do 6n dinh, tinh bao mat... cling nhu tinh twong thich véi hé diéu hanh
Windows.

2.5 Sur ¢6 vé phan mém hd tro giy ra cho hé thong

Khi may tinh khdng khai dong dung céach, ching ta c6 thé rat buc boi. Cho di ban dang
tao mot ban dung hay hé théng dot nhién ngung hoat dong, cé thé rat kho khan dé biét phai
bat dau tir dau dé sira may tinh. Kho khan cang phic tap néu khdng thé truy cap hé diéu
hanh.

Trong gio trinh ndy hudng dan ban cac budc néu may tinh cua ban dang bat va man
hinh hién thi dang hoat dong, nhung n6 khong cho phép ban truy cap hé diéu hanh va bj
ket & man hinh BIOS. C6 rat nhiéu nguy@n nhan tiém ning cua van dé nay, nén ching ta
s& xem qua mot sé van dé thuong gap dé thar 1am cho hé thong hoat dong tro lai.

Nén nh¢ rang néu may tinh ctua ban khdng maé duoc gi ca - nghia 1a khdng cé gi xay ra
khi nhan nat ngudn dién, hodc khi ban nhan nat, may tinh mo vai gidy va tit lai, ching toi
dé cap dén nhiing van dé dé ¢ day.
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Néu ban c6 thé truy cap hé diéu hanh, nhung van con gap truc tric, ban s& can xir 1y su
cb phan mém. C6 rat nhiéu ngudn tai liéu cd thé duoc st dung cho cac van dé lién quan
dén su cd hé diéu hanh.

BI10S (hé thong vao/ra co ban) 1a phan mém duoc luu trix trén bo mach chu c6 kha ning
tuong tac voi phan cang hé thdng va diéu khién cac chic ning co ban nhu wu tién khoi
d6ng. Bo mach chit méi hon st dung UEFI thay vi BIOS. UEI 14 phién ban cai thién phan
mém duoc thiét ké véi giao dién than thién véi ngudi dung hon va phi hop véi phan cing
mai hon.

Hay nghi d6 1a hé diéu hanh don gian dé bo mach chu diéu khién may tinh cach khoi
dong. Ban sé& thiy BIOS trudc khi hé diéu hanh tai, va thuong gdm mot menu vin ban hoic
mot giao dién don gian cho ban kiém soat nhirng dic tinh co ban caa phan cang. Bao gom
diéu chinh hudng dan khoi dong va xt 1y su cd.

BIOS c6 thé khac nhau giira cac bo mach chu, nén khéng c6 huéng dan giéng nhau cho
hoat dong. Mac du céc nha san xuat dua ra cac giao dién khac nhau, chiing c6 chic ning
tuwong tw. DSi v6i cau hoi lién quan dén mot van dé BIOS cu thé, hay kiém tra tai liéu vé
bo mach chu.

/ESUSS  UEFI BIOS Utility - EZ Mode

) R 3 = A -
1 3_)2 [ Q EZ Tuning Wizard(F11)

CPU Temperature

g P1: TOSHIBA DTO1ACA300 (2861588MB)

[ QFan Control } 31€ Boot Menu(F8)

/ Default(Fs) Save & Exit(F10) Advanced Mode(F7)|-3] Search on FAQ

Hinh 2.39 Sy ¢b vé phan mém hd trg gdy ra cho hé théng

Tay thudc vao chi tiét cu thé cua tinh hudng, cé thé ban can doc céc phan khac nhau.
Néu ban cam USB ngoai vi méi, nhu ban phim, con chuét hoic tai nghe. Néu gan day ban
d3 thém mot thiét bi luu trir mai, hdy bat dau véi phan "Cap nhat BIOS". Néu may tinh cua
ban chua bao gio khai dong thanh cong, tot nhat ban nén bat dau doc phan "Thong bao 15i
BIOS".

Loai trir cac nhan té bén ngoai

Truéc khi thay doi cai dat ndo, hay thir g bo tat ca thiét bi ngoai vi khoi may tinh cua
ban. Bao gdm tat ca moi thir khac ngoai trir cap ngon dién, cap hién thi gan vao man hinh
va ban phim dé diéu huéng menu. Cac thiét bj ngoai vi gan vao may nhu 6 cting ngoai hay
tham chi 12 con chudt USB c¢6 kha niang gay ra van dé véi nguon dién, xung dot 6 dia, hoic
truc trac véi 1énh khoi dong, va cd thé 1am hé théng khong khoi dong duoc.

Néu hé théng cia ban khai dong thanh cong ma khong c6 thiét bi nao gan vao, hay gan
ting thiét bi mot, va khai dong lai cho dén khi ban tim dugc thiét bi ngoai vi gy ra su cd.

Thoéng bao 16i BIOS
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Mot khi ban da loai bo su 6 tir cac thiét bi ngoai vi, dd dén luc kiém tra BIOS dé kiém
thong béo 13i.

American
Megatrends

Hinh 2.40 Su ¢6 vé phan mém hd trg gay ra cho hé théng

Thong thuong, néu BIOS phat hién ra van dé phan cing, n6 s& bao cho ban biét truéc
khi ban truy cap menu BIOS. Théng béao 13i s& thay doi tiy thudc vao BIOS ban dang dung
va c4c su ¢ hién co, nhung day 1a mot sé vi du dé tham khao:

Khong thay quat CPU - 15i quat hay bo lam mat.

L3i thiét bi khai dong - C6 van dé véi mét trong cac 6 dia luu trix cua ban.

Néu ban that su gap 18i, va ngay 1ap tic khong phat hién ra van dé lién quan, hay tim
hiéu chi tiét cu thé trong tai liéu vé bo mach cha hoic online. Biéu nay cé thé 1a mot budc
quan trong dé xac dinh van dé nam ¢ dau va phai thuc hién budc tiép theo dé sira chira.

Néu ban van con gap rac rdi dé tiép can hé diéu hanh sau khi tim hiéu va xu ly céc théng
bao 13i, cd 1& can cai BIOS lai ché do mac dinh.

Khéi phuc lai mac dinh

Canh bao: BIOS diéu khién hoat dong co ban cua hé thdng, nén hay can than khi thuc
hién céc thay doi.

- Truy cip menu BIOS néu ban chwa vao d6. Qua trinh nay s& tiiy thudc vao nha
san xuat, nhung thudng can nhan phim ngay 1ap tic sau khi khoi dong hé théng cua ban,
thuong 14 phim F2 hay phim DEL. Hau hét hé thong s& cho ban biét trén man hinh phim
nao phu hop ngay sau khi khoi dong. G6 phim nay nhiéu 1an ngay khi ban khai dong hé
théng, va ban sé& thdy menu BIOS.

- Pit lai thanh cai dit mic dinh. Ban s& mudn xem lam sao dé thyc hién chinh xé4c
dua trén huéng din cta nha san xuit bo mach chi, nhung lya chon nay thudng nam
trong phﬁn “Luu va thoat" cua menu. Diéu nay s€ cai BIOS lai ché do mic dinh, c6 thé
gitp giam thiéu cac sy c¢b gy ra boi thay doi ciu hinh. Luu va khoi dong lai dé ap dung
thay doi.
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/ESUSS  UEFI BIOS Utility - Advanced Mode //
jomoots 3:3 3% | engish  (ElMyravorite(r3)  Fo Qfan ConwrokFe) @ EZ Tuning Wizarg(F11) T2 Hotke: )
My Favorites Main Ai Tweaker Advanced Monitor Boot Tool Exit I Hardware Monitor
> Load Optimized Defaults
> Save Changes & Reset
> Discard Changes & Exit

> Launch EFI Shell from USB drives

Restores/loads the default values for all the setup options.

i
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=z Version 2.17.1246. Copyright (C) 2017 American Megatren:

Hinh 2.41 Su ¢6 vé phan mém ho trg gay ra cho hé thong

Cap nhat BIOS

Piéu nay cd thé khdng phu hop néu ban dang sir dung may dung trudc, hoac néu may
tinh dang hoat dong va bat dau truc tric, nhung néu ban dang cai dat may tinh méi, dic
biét néu ban st dung bo mach chu cii, cap nhat BIOS c6 thé hitu dung khi xt Iy su ¢ khoi
dong.

Mot 1an nita, tién trinh s& co chit thay doi tly thudc vao nha san xuat, nén can tim hiéu
cu thé. Nha san xuat bo mach chi ¢6 thé cé quy trinh thich hop dugc ghi ré trong huéng
dan vé bo mach chu hoic trén mang. Nhiéu nha san xuat c6 cac quy trinh khac biét, va mot
s6 bo mach chu cao cap tham chi c6 thé c6 tinh ning ty cap nhat.

Cap nhat phan cang c6 thé xt Iy cac van dé do ghép ndi phan ciing méi hon, nhu 6 luu
trir v&i kha nang cao hon, véi cac bo mach chu cti hon.

Bo luu trir

Hé diéu hanh duoc cai trén 6 dia luu trit, nén viéc khong tai dugc hé diéu hanh c6 thé 1a
du hiéu cua van dé véi 6 dia. C6 vai cach dé tim ra cac van dé vé luu trir. Chlng ta sé& bat
dau voéi lénh khoi dong.

Lénh khai dong, hoac wu tién khai dong, la 1énh may tinh quét tim céc tuy chon luu triv
c6 sin va quyét dinh nén wu tién cai ndo. Néu 6 dia hé diéu hanh khong phai la 1énh cao
nhét trong lénh khai dong, o thé 1a do nd khdng dugc tai dung. Biéu chinh cai dat nay cho
phép ban khoi dong tir mot 6 dia hodc 6 luu trir bén ngoai, didu nay co thé cé ich cho nhiing
viéc nhu cap nhat BIOS dugc dé cap bén trén. Diéu nay ciing ¢ thé gay ra su ¢b néu uu
tién khai dong khéng chinh xéc, hodc néu hé thdng cua ban khéng phét hién duogc thiét bi
luu trir chinh.

- G& bé 0 luu trir bén ngoai. Dé x4c dinh 1énh khoi dong, khoi dong lai hé thong,
thao g& bat ky 6 luu trit hay 6 dia flash ndo, va nhap vao BIOS bang cach nhan phim
phu hop trong qua trinh khoi dong.

- Piéu hwéng dén phan Khéi dong ciia BIOS. Tén d6 co thé hoi khac biét, nhung
ban dang tim phan danh cho luu trit, c6 thé goi 1a menu Uu tién khdi dong hay Lénh
khoi dong.
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My Favorites Main Ai Tweaker Advanced Monitor Boot Tool Exit [ Hardware Monitor
Interrupt 19 Capture | Enabled - cPU
Setup Mode [[E2 Mode - requ
4200 MHz
> CSM (Compatibility Support Module)

> Secure Boot

a2x
Boot Option #1 Windows Boot Manager (M2: CT* ~

Boot Option #2 [M2: cT1000P155D8 -]

Boot Option #3 I'Pl- TOSHIBA DTO1ACA300 (286 ~ ] 3000 MHz

Memory

24576 M8
Windows Boot Manager (M2: CT1000P15SSD8)

M2: CT1000P1SSD8 Voltage

P1: TOSHIBA DTO1ACA300 (2861588MB) 12,006 v

;>\ Sets the system boot order
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/' s Last Modified EzMode(F7)| 3] Search on FAQ
= Version 2.17.1246. Copyright (C) 2017 American Megatrends, Inc. ¥

Hinh 2.42 Su ¢6 vé phan mém hd trg gdy ra cho hé thong

Xic dinh 6 dia khéi dong phu hop

- O dia chinh nén 1a 6 dia c6 cai dat hé diéu hanh cua ban. Néu ban khong biét dung
6 dia nao dé khai dong, ban co thé can phai xem 6 dia, nhu dung luong va nhan hi¢u
thuong thay trén nhén, va thong tin nay thuong duoc nhac dén trong BIOS. Néu ban
khong chic 6 dia ndo c6 diéu hanh, hiy tat tit ca 6 dia trir mot 6 dia trong BIOS, va hiy
xem hé théng c6 khoi dong khong. Néu khong, hiy tiép tuc tién trinh loai trir cho dén
khi ban tim théy 6 dia khoi dong chinh xac. Sau do6 ban co thé quay lai BIOS va tai tao
6 dia luu trit khac. Chi cin dam bao 6 dia v6i hé dicu hanh cta ban dang nam ¢ dau danh
sach uu tién.

Luru thay doi.

- Mot khi ban d3 dugc wu tién 1énh khai dong, luu thay d6i va thoat ra.

- Néu BIOS khong phat hién dugc 6 dia, c6 nghia 13 6 dia c6 hé diéu hanh khong c6
trong menu 1énh khoi dong, ban c6 thé dang gip van dé cua 6 dia hodc cach né duge cu
hinh.

- Néu ban dang st dung luu trit dang PCle, nhu 1a o cung thé rain NVMe, c6 thé xay
ra van dé néu cai dat khong duoc cAu hinh phu hop. PCle 1a két ndi ndi tiép cho phép
chipset va CPU két ndi va giao tiép véi phan cing dugc cai dit vao bo mach chu cua
ban. C6 mét luong khoi luong gidi han "dong" PCle (Cac kénh guri va nhan dir li¢u, can
duoc phan giai phu hop trong phan cimg st dung phan ctng sir dung, bao gém céac giai
phap mé rong va luu tri.

- Néu dat khong ding c6 thé 1am giam hiéu ning hodc gy ra cac van dé vé tinh phu
hop. Piéu nay cin dang luu tdm hon khi méi dau ché tao may tinh khong khoi dong
thanh cong, hoic khi thém phan cirng méi vao hé diéu hanh cii hon, vi phan b6 lan khong
mong mudn sé& thay d6i ma khong can cai dat hoic g& bo phan cing.

- Ngoai ra, hiy can nhic xem c6 phai 13 do bo mach chu hd tro ché d6 khoi dong phu
hop cho b cung thé ran. Néu ban sir dung 6 luu trir NVMe M.2 hoic thé bo sung, vi du
nhu, bo mach chi/BIOS c¢6 thé khéng c6 kha niang khai dong tir dinh dang méi hon. Co
thé can cap nhat BIOS dé cai UFI méi hon véi hd trg khéi dong NVMe, hodc thay doi
sang ché d6 khoi dong khoi dong UPUI dé str dung 6 dia méi. Hau hét cac bo mach chi
hién dai c6 khe M.2 s& khong gip phai van dé nay, nhung néu ban dang lam viéc véi
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phan ctng cii, cdn phai xem cac lwa chon nay trong phan khai dong ciia BIOS, hoic cap
nhét 1én phién ban méi nhat cia phadn mém bo mach chu.

Tham khao tai liéu vé bo mach chu caa ban dé tim hiéu chinh xac cach bo mach cha cua
ban xir Iy phan bd PCle va liéu n6 c6 twong thich véi UEFI hay khong.

Tim hiéu thém vé& PCle, UEFI va Luu trit

- Néuban dang st dung 6 dia PCle, nhu 1a NVMe SSD, ¢6 thé gay ra van dé néu cai
dit khong cau hinh phu hop. PCle 1a két ndi ndi tiép cho phép chipset va CPU két nbi
va giao tiép v4i phan cing duoc cai dit vao bo mach cha cta ban. Cé mot luong khbi
luong gidi han "dong" PCle (Cac kénh giri va nhan dit liéu, can dugc phan giai phu hop
trong phan ctng str dung phan cimg sir dung, bao gdm cac giai phap mé rong va luu trit.

- Néu dit khong ding c6 thé lam giam hiéu ning hodc giy ra cic van dé vé tinh phu
hop. Diéu nay dugc xem xét nhiéu hon khi ban dau xay dung mot may tinh chua bao gid
khoi dong thanh cong hodc khi thém phan cling mdi vao hé thong cil, vi né khong thé
phén bd 1an dudng s& thay doi ma khong can cai dit hodc g& bo phan cimg.

- Ngoai ra, hily can nhic xem c6 phai 1a do bo mach chii hd tro ché do khoi dong phu
hop cho o cung thé ran. Néu ban sir dung 6 luu trir NVMe M.2 hodc thé b sung, vi du
nhu, bo mach chi/BIOS c¢6 thé khéng c6 kha niang khai dong tir dinh dang méi hon. Co
thé can cap nhat BIOS dé cai UFI méi hon véi hd trg khoi dong NVMe, hoac thay doi
sang ché d6 khéoi dong khoi dong UPUI dé sir dung & dia mé&i. Hau hét cac bo mach chu
hién dai c6 khe M.2 s& khong gip phai van dé nay, nhung néu ban dang lam viéc véi
phan cting cii, can phai xem cac lya chon nay trong phan khéi dong cua BIOS, va / hodc
cap nhat 1én phién ban méi nhat ctia phadn mém bo mach chu.

- Tham khao tai liéu vé bo mach chu ctia ban dé tim hiéu chinh xac cach bo mach
chu xir 1y phan bd PCle va liéu nd c6 tuwong thich véi UEFI hay khong.

Sw ¢6 phan cirng

- Néu hé thong cua ban da khoi dong thanh cong trong qua khi, nhung BIOS khéng
con phat hién b dia luu trit, ban c6 thé xem xét vin dé vai chinh 6 dia do.

- Trong trudng hop nay, da dén luc khic phuc sy ¢b phan cing, diéu nay sé& lién quan
dén viéc mo hé théng cua ban.

- Trudc khi lam nhu vay, hay chic chan rat cap nguén dién, dam bao ban biét cach
an toan nhat dé mé vo may va luu y néu 1am viéc trén mot hé thong duoc xay dung sin
ma ban c6 thé vi pham bao hanh. Kiém tra v6i nha san xuat hé théng ctia ban néu diéu
do lam ban lo ngai.

- Khi hé thdng cua ban dang mé, hay kiém tra xem céc day cap dugc gan vao 6 luu
trit cua ban c6 duoc két ndi dung cach khong va co bi 1ong khong. Néu ban st dung 6
dia M.2, hiy kiém tra xem n6 duoc cai dung vao khe cim cua bo mach chu khong.

- Néu moi thtr c6 vé 6n, c6 1& dén luc x6a bé luu trit va thir nghiém voi hé thdng khac
ma ban biét ¢6 thé hoat dong duoc. S€ qua t&t néu ban cai 6 dia vao hé théng chirc nang
khéac dé thir nghiém. Néu khong, bd diéu hop USB sé& cho phép ban cim 6 dia vao cong
USB ciia mot hé thong khac dé kiém tra xem 6 dia c6 dugc phat hién khong. Diéu nay
s& cho phép ban xem liéu mot hé diéu hanh khéac c6 thé phat hién 6 dia hay khong va
chay kiém tra chan doan bang cac cong cu nhu Windows Disk Utility hozc Intel® Solid
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State Drive Toolbox dé xac dinh trang thai cua 6 dia.

- Néu thiét b lvu trir vin khong dugc phat hién, ngay cé trén hé thdng khac biét, co
thé 14 6 dia da hu. Néu 6 dia khong con hoat dong, c6 18 dén luc bat dau tim thiét b thay
thé méi.

CMOS

Mic du d6 khéng phai 1a mét su c¢b phé bién, doi khi cac su c¢b vé pin CMOS c6 thé
ngin hé thdng cua ban khoi dong dung cach.

Pin ban din CMOS (b6 sung kim loai oxit b6 sung) trén bo mach chu cua ban 1a mot
con chip chay bang pin lIuu trix théng tin hé théng thiét yéu nhu cai dit phan cang co ban
va ngay. Sy that bai cia CMOS thudng duoc biéu thi bang ddng hd lién tuc dit lai hodc
thong béao 15i BIOS lién quan dén CMOS. Tudi tho caa cac loai pin nay thuong la khoang
mét thap ky trong cac diéu kién st dung théng thuong, nhung didu nay co thé khac nhau.
Néu ban st dung bo mach cha cii hodc da qua sir dung, can kiém tra ki xem pin c6 hoat
dong tét hay khong. Ching cé gia phai ching, va quéa trinh thay thé thuong don gian.

- Tim pin. Xac dinh vi tri CMOS trén bo mach chu cia ban (né c6 pin mau bac,
phing, hinh ddng xu.) Néu ban gip khé khin trong viéc tim kiém no, hiy tham khao tai
liéu bo mach chu cua ban.

- Ldp lai pin. Trudc khi thtr thay pin khac, hiy rat pin ra va lap lai Viéc thao pin kha
don gian. C6 mot chét hodc kep giit no tai chd, nhung thong thuong chung co thé duge
g& bo bang tay hoic nhe nhang bang tudc no vit, va thay thé theo cach tuong tu.

- Théo va thay pin CMOS. Néu ndi lai khong khac phuc duoc su ¢b, hiy thir thay
thé. Pin CMOS phd bién nhat 1a CR2032, nhung khi ban thio pin, hdy chic chin rang
ban luu ¥ cac tinh ning cua nd dé tim mot su thay thé giéng hét nhau.

- Khéi dong hé thdng ciia ban. Sau khi ban d3 ndi lai hoic thay pin thanh cong,
hiy khoi dong lai hé théng cua ban va nhap vao BIOS. Sau d6, ban s& mudn cai dit ngay
gio, luu va thoat.

Phan citng Khac

Ngoai dung lwong luu trit, c6 thé céc phan cing khac gay ra 15i khdng khai dong duoc,
dic biét néu dugc thong bao bang thong béo 16i. N6 c6 gia tri kiém tra tat ca hé théng céap
cua ban va dam bao tat ca cac phan cang khac cua ban duoc dat dung vi tri néu khong c6
gi khac hoat dong. Ban c6 thé 1am theo huéng dan nay dé biét chi tiét timng budc vé cach
kiém tra tirng phan cang cua ban va xem diéu nay c6 giai quyét dugc van dé khong.

Thir nghiém thém

Néu ban da thur tat ca cac dé xuat trén ma van bi ket trén man hinh BIOS, kiém tra cau
hinh phan cing hién tai cia ban véi mét bo mach cha méi 6 thé 1a buée tiép theo hitu ich.
Ban s& can phai cai dit lai CPU, bo tan nhiét va gan lai tat ca cac bo phan can thiét, nhung
s& giup loai boé van dé bo mach chu.

Kiém tra v&i phan cang thay thé ludn 1a diéu nén 1am néu ban c6 tly chon d6 va c6 thé
dic biét hiru ich néu BIOS chi cho ban huéng d¢én mét thanh phan cu thé.

Hau hét cac sy c6 may tinh déu co thé dugc khac phuc, nhung néu ban dang xir Iy mot
hé thng ci, thi c6 thé da dén lGc nang cap. Phan cang may tinh c6 thé ton tai trong mot
thoi gian dai khi duoc bao tri dung cach, nhung khi cong nghé may tinh tiép tuc phét trién,
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ngay ca nhitng thanh phan dang tin cay nhit cudi clng ciing can duoc cap nhat dé co trai
nghiém nguoi dung ly tuong.

Chéc han ban dang 1am viéc trén mot chiéc may tinh, moi thir dang hoat dong tét voi
trai nghiém 1a tuyét voi. Nhung khi c6 nhitng khé khin vé k§ thuat, moi thir cd thé trg nén
buc boi va kho chiu. Ngay ca moét céi gi do ¢o vé don gian, nhu dong bang hoac treo may
thi déi khi ciing 1am cho ching ta gap lung ting khdng biét xa ly chiing nhu thé nao.Céch
xtr ly c&c van dé pho bién nhat dé khi c6 chuyén gi xay ra, c6 thé khiac phuc nhanh chéng
va hiéu qua. 11 van dé phé bién vé sw c6 may tinh va cach tw khic phuc sw ¢ ngay
trong giao trinh nay.

Céch dbi pho véi man hinh xanh chét chéc Man hinh xanh chét chéc (Blue Screen
OF Death) 12 mét 15i STOP lién quan dén Microsoft Windows. Théng thuong, né chi ra
mét van dé nghiém trong, rat co thé lién quan dén phan cang hodc trinh diéu khién. Khi
man hinh xanh xuat hién, nd s& hién thi thong tin thich hop vé su ¢é. Phan théng tin quan
trong nhat & 16i STOP, bao gom ma 13i cho su ¢ may tinh cua ban gap phai. Cach tt nhat
dé tim hiéu nhitng gi da xay ra la thuc hién tim kiém trén web don gian cho ma 15i nay. Hay
chéc chin rang ban viét nd xudng truéc khi may tinh khai dong lai. Néu ban bo 13, ban
lubn cd thé st dung trinh xem sy kién Windows dé xem that ky 15i hé théng.

Sira 16i thiéu File DLL

Mot tap tin DLL vé co ban 1a mot chire nang duy nhat ma cac nha phat trién cé thé bao
gom véi cac tng dung cua ho. Cac tép nay chira cac hudng dan cho may tinh va HPH (hé
diéu hanh). Cach tot nhat dé xu ly cac tép DLL bi thiéu 1a dwa vao Trinh kiém tra tép hé
théng - mot tién ich Windows tich hgp. N6 s& quét cac tép hé thdng trén 6 cang chinh cua
may tinh ciia ban va kiém tra xem c6 thiéu s6t hay hong gi khong. Cac tap tin hoan toan c6
thé ton tai, nhung ching c6 thé bi hong theo thoi gian. Biéu nay tham chi c6 thé xay ra néu
mét 6 ciing bat dau bi 15i. Trinh kiém tra tép hé thong s& quét tat ca cac thu muc can thiét
va s& thay thé hoic sira chira cac tép khi can. Ban ciing c6 thé st dung CD cai dat Windows
hoac cai dat SO dé sao chép thu cong cac tép DLL can thiét, nhung diéu nay phuc tap hon
nhiéu. Céc budc bo sung lai File DLL:

- Budre 1: Truy cap vao trang web cung cip file DDL cho may tinh Windows 7/10.

- Buwéc 2: Trong giao dién chinh ctia no, cac ban dién tén file .dll bi thiéu trong thong
béo 16i khi cai dit game — phan mém vao 6 “Search for your missing DLL files” sau d6
bam Enter dé tim kiém.

- Budre 3: Trong danh sach két qua tim kiém, ban s& thay tén file DLL ctia minh ngay
tai muc Fileaname hay chon vao no.

- Bwéc 4: Tai trang méi md, ban dung voi lam gi ca vi tt ca ban théy hi¢én gio chi
1a quang cdo ma hiy kéo xudng tim dong c6 cac thong tin nhu “Bits & Version — File
size — Zip file size — Language — Description — Checksums...” sau d6 bam
nat Download mau cam bén canh d6. O déy tuy file ma chiing c6 nhiéu phién ban phac
nhau, cac ban hiy chon mot phién ban phu hop véi phién ban hé diéu hanh Windows
cua minh 1a 32bit hay 64bit.

- Buérc 5: Trang tai xudng s& mo ra, & day ban hiy cho vai gidy dé file ty dong tai
vé 16i chi viéc chon thu muc Iwu trit. Sau khi tai file .dll phi hgp hoan tat, ching ta s&

43



tiép tuc lam cong viéc cudi cung bang cach sao chép file .dll d6 r6i dan vao vao thu muc
hé théng qua 1 trong 2 dudng din sau:

C:\Windows\System32\ (danh cho Windows 32bit)

C:\Windows\SysWOW64\ (danh Windows 64bit)

Ung dung chay cham

Tinh trang cham may tinh khién céc ang dung chay kém la cuc ky phd bién. Tuy nhién,
day khéng phai 1a mot sira chita d& dang vi c6 rat nhiéu yéu t c6 thé gép phan lam cham
lai. Mot may tinh ciing c6 thé bi cham néu 6 cting day - thuong thi day 1a 6 cting chinh ma
HPH duoc cai dit va chay. Nhung mot 6 cing bi hong hozc gan hét tudi tho ciing c6 thé
gay ra su cham chap dang ké.

Dau tién, ban can xac dinh chinh xéc nhitng gi gay ra su cham lai. Cach tét nhat dé 1am
diéu nay 1a nhan d6i van dé bang cach tit tat ca moi tha va mo tirng tng dung va xi ly
tirng cai mot Mo Trinh quan ly tac vu Windows bang céch giit CTRL + ALT + Delete va
sau do6 chon tly chon lién quan (Task Manager). C4c cira s6 Trinh quan Iy tac vu s& xuat
hién. Hay chac chan rang ban dang xem chwong trinh ( Processes). Tai day, ban c6 thé thay
tat ca cac ung dung hién dang chay trén may tinh cia minh. Pong cac (ng dung khéng hoi
dap, trong cira s6 Task Manager ban s& tim thiy danh séch cac chuong trinh dang chay trén
may tinh va nat End task nam & goc duéi cing bén phai. Néu muébn thoat mot chuong trinh
nao d6 dang bi 15i, khéng hdi dap ban chon chuong trinh dang chay trén may tinh roi an
End task. Windows s& dong cac chwong trinh ngay 1ap tac. Khi ban tu tin, tat ca cac ung
dung nguoi ding s& khdng con chay. Mé ting @ng dung va cong cu cia ban va kiém tra
xem c6 bj cham khéng. Diéu nay sé& cho phép ban tim ra thi pham.

Virus may tinh

Virus may tinh va phan mém doc hai c6 thé khién PC cua ban bi mét cap théng tin ca
nhan nhay cam, mé cira sau cho tin tic d6t nhap chiém quyén diéu khién va cac hanh dong
khac c6 loi cho nguoi phat tan virut. Bau tién: Tai xudng chuong trinh diét virus. Tiép theo,
bat chirc ning cap nhat dit liéu dé phan mém do6 nhan biét duoc c6 virut méi. Va cudi thuc
hién viéc quyét sdu may tinh.

Luu y, néu ban khong thé loai bo duoc vi gap phai nhitng van dé 16n thi viéc thué bén
ngoai 1a can thiét. Khoi dong lai may tinh caa ban va xac minh ching da bi xda. Lap lai
quy trinh loai bé vi-rat ¢ ché do an toan (Safe mode): Pau tién, khai dong lai may tinh.
Nhéan phim F8 dé hién thi BIOS. Chon bat d¢au Safe mode. Va cubi ciing 1a chay quét virus.

Khic phuc sw cé két ndi Internet hoic két noi mang

Mot van dé pho bién khéc cd thé gay ra nhiéu dau dau 1a két ndi internet. Pay c6 thé 1a
su ¢b vé6i bo dinh tuyén hozc tham chi phan cing, phan mém lién quan dén may tinh cua
ban. Khi d6, ban thyc hién viéc khoi dong lai Windows xem c6 thé khac phuc su ¢ khdng
hodc két ndi PC cua ban bang cap ethemet khac. Cudi ciing, kiém tra cai dat DNS/IP va
cau hinh b dinh tuyén caa ban dé biét cac két ndi bi chan. Néu khdng, ban hay lién hé truc
tiép voi nha cung cap dich vu internet (ISP). Hoac ban lién hé véi bén cung cp PC dé dugc
hd tro.

Céch dbi pho véi 16i 6 cirng
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O cung khodng c6 tudi tho mai méi nd ciing xay ra su ¢, do vay ban thudng xuyén sao
luru dir liéu trén may tinh, day 1a viéc rat can thiét. Ban nén chay chuong trinh chuan doan
trén 6 dia (Chkdsk) dé kiém tra tinh trang cua 6 dia. Khi 6 ctrng bi hong, cach duy nhat dé
khic phuc su c6 1a thay thé né. Ban cd thé tu 1am diéu nay bang cach mua va cai dat mot
cai mai, hoic ban cd thé mang may tinh cia minh dén cira hang - nhung né s& dét hon
nhiéu. Xem thém: Danh sach 6 cang tét nhat nam 2019

Khic phuc tiéng 6n la

May tinh khong bao gio im lang. Tai bat ky thoi diém nao, nhiéu chic nang dién ra c6
thé gay ra tiéng dn. Chang han, 6 dia cirng va 6 dia quang, tao ra tiéng on riéng biét khi bat
ngudn va khi chiing dugc s dung. Quat 1am mat ciing c6 thé tao ra tiéng on khi ching
quay. Card d6 hoa hoic GPUS ciing c6 mot quat bat khi chiing néng 1én. Nhiéu thanh phan
trong s6 nay cd thé tao ra nhitng tiéng dong la khi ching that bai hoic bat dau gia di. Bé
d6i pho véi nhitng tiéng dong la, trude tién ban phai cach ly van dé. Chi ra thanh phan phan
clrng nao tao ra tiéng 6n, néu cd thé. Sau d6 chay mot cong cu chan doan hoic don gian 1a
thay thé phan ctng.

Khic phuc sw ¢é qua nhiét

Khi dong dién chay qua cac bo phan bén trong may tinh dugc s dung, ching nong
Ién. Do 1a ty nhién. Piéu nay bao gom CPU, 6 cung, card do hoa, nguon dién, 6 dia ngoai
va trong va tham chi ca bo mach chu. Khi nhiét bén trong may tinh ting qué cao, nd c6 thé
gay ra 16i nghiém trong va tham chi cd thé 1am hong céc thanh phan. D6 chinh xac 1a ly do
tai sa0 mot bo xir Iy ¢6 quat 1am mét riéng. Diéu twong tu 4p dung cho mot card do hoa
hoic ngudn dién. Cac thanh phan nay can phai ¢ trong mot pham vi nhiét ¢6 hop ly. Cach
t6t nhat dé xir ly van dé qua nhiét 1a theo ddi nhiét d6 bén trong vé may tinh hoic khung
may tinh cua ban va sau d6 hanh dong. Néu CPU hoic b xir Iy qua néng, ban cé thé can
phai gan lai chip bang cach phu n6 bang miéng dan nhiét méi va lap dat quat mai. Néu do
la GPU hoic card dé hea, ban c6 thé s& can phai thay thé thé - nhung trong mét sé truong
hop hiém hoi, ban c6 thé sira chita hoic guri lai cho nha san xuat dé thay thé.

Néu nhiét d6 bén trong vo qué ndng va né khién moi thir ngung hoat dong - diéu dé
khong pho bién nhung van xay ra. Vi thé ban lap dat quat case bén trong khung may. Ban
cling cd thé sap xép lai cac thanh phan va phan cang bén trong thing may, dé ¢ da khdng
gian cho khodng khi vao va ra.

Ung dung khong cai dit

C6 nhiéu ly do tai sao mot ng dung c6 thé khong cai dit trén may tinh caa ban. Kha
nang cao nhat 1a may tinh va phan mém caa né khong tuong thich véi tng dung noi trén.
C6 céc yéu cau hé thong téi thiéu dé chay moi th tir mot chwong trinh don gian dén mot
trd choi chuyén sau vé phan cing. Néu may tinh caa ban khong dap tng cac nhu cau nay,
ban c6 thé gap su ¢ cham va d6i khi ung dung tham chi s& khdng chay. Ban nén so sanh
c4c y&u cau hé thdng téi thiéu can thiét dé chay phan mém véi thong sé ki thuat cua may
tinh caa ban. Néu ban khong dap &ing cac yéu cau do, thi don gian 1a ban khéng thé chay
chuong trinh ma khong can nang cap. Diéu nay 1a hiém, nhung no c6 thé xay ra. Hau hét
thoi gian phan mém van sé& chay, nhung n6 s& lam rat kém. Tuy nhién, c6 kha ning 1a n6
s& khong hoan thanh qué trinh cai dat, tuy nhién. Trong trudong hop dau tién - noi phan
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mém khong tuong thich véi phién ban HPH cua ban - ban khéng thé lam duoc gi
nhiéu. Ban c6 thé thir va tim phién ban tuong thich cia phan mém ban muédn chay hoic
ban cd thé tim kiém maot giai phap thay thé.

May tinh ludn bat ngo khéi dong lai hoic tit

Néu may tinh caa ban dot nhién khoi dong lai chinh né ma khong c6 bat ky dau hiéu
nao, rat co thé 1a mot cai gi d6 bén trong may tinh dang qua ndng. Hau hét cac may tinh
hién dai tu dong thiét 1ap lai hoic tat khi ching phat hién nhiét do cao bat thuong dé tranh
lam hong bat ky thanh phan nao qua nong. Gia sir ban 1a nguoi dung trung binh khong bi
rbi vai tbe do quat hoic ép xung, budc tiép theo 1a xac dinh thanh phan nao qué néng. Diéu
dau tién ban nén 1am 1a mé may tinh 18n dé ban c6 thé thay rd tit ca cac quat, bao gom ca
quat tan nhiét trén CPU va quat trén card do hoa cia ban. Bat may tinh I&n va dam bao tat
ca cac quat déu quay. Néu ban nhan thy bui tich tu cao trong quat, ban c6 thé loai bo
ching bang cach str dung mot binh nén khi. Ngoai ra, ¢dam bao khong c6 qué nhiéu day cap
hoic cac chudng ngai vat khac cé thé chan ludng khi tir quat. Néu quat khong quay hoic
bi hong, ban s& phai thay thé n6 hoic thanh phan ma né dugc gan vao.

Cau hdi on tap
- Hay néu va khic phuc céac 16i do phan mém gay ra cho hé thong.
- Hay thiét 1ap lai cac cAu hinh phdn mém cho thiét bi.
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BAI 3. TRUY CAP MANG, MAY IN MANG
Gioi thiéu:

Truy cap mang 1a kha ning cua cic c4 nhan va té chuc c6 thé két ndi bang céch sir
dung thiét bi dau cubi may tinh va cac thiét bi khac; va kha ning tiép can cac dich vu
nhu email va World Wide Web. Céac cdng nghé khac nhau, voi toc do6 rat khac nhau da
dugc céc nha cung cap dich vu Internet (ISPs) sir dung dé cung cap dich vu nay.

Hién nay, viéc st dung may in da dan tré nén dé dang hon, tuy nhién, cai dit may in
nhu thé nao dé sir dung thi khong phai bat ki nhan vién vin phong nao ciing rd. Va trong
gido trinh nay ching téi sé gigi thiéu cho ban doc cach cai may in qua mang.

Théng thudng, mot chiéc may in s& o trach nhiém in gidy to cho hang loat chiéc may
tinh duoc chia sé quyén théng qua dudng dan mang. Nhu vay, &é may tinh hoic laptop c6
thé guri 1énh yéu cau diéu khién dén may in, c4c ban can phai thiét 1ap sao cho may in co
thé in qua mang dugc.

1. Muc tiéu:

- Xac dinh duoc cac su cb két ndi mang, Sua chira dugc cac su cb do

- Quan ly hoat dong in va khac phuc duoc cac su ¢d clia may in dung chung trén
mang.

2. NOi dung bai hgc
2.1 Xir Iy sw ¢6 két ndi mang

Néu dang phai dau dau voi cac su cd két ndi mang, chang han nhu khdng cé két ndi
mang hay c6 biéu trgng mang nhung khong thé truy cap Internet, ... trong gido trinh nay
ban doc cing tham khao dé tim hiéu cach don gian khic phuc sy ¢6 két néi mang.

Cich 1: Kiém tra cac cai dat Wifi

- Pé khic phuc céc sy cb két nbi mang, dau tién kiém tra cac cai dat Wifi béng cach
truy cap Settings =>Network & Internet =>Wifi va bat Wifi.

r Home Wl“F|
I Find a setting ~ ] Wi-Fi
@ on
Network & Internet
My Wi-Fi
& Status ﬁ Connected, secured
7 WiFi Show available networks
Hardware properties
¥ Ethernet

Hinh 3.1 X 1y su ¢6 két ndi mang
Trén cac thiét bi dién thoai va may tinh bang, dam bao da duoc bat Wifi dé két ndi véi
mang.
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To see available networks, turn Wi-Fi on.
To improve location accuracy, system apps and services can still
scan for Wi-Fi networks. You can change this in scanning settings.

Wi-Fi preferences

Saved networks

Hinh 3.2 Xt 1y su ¢6 két ndi mang
Ngoai ra ban ciing nén kiém tra ché do may bay (Airplane Mode) bat hay tat.
Cich 2: Kiém tra diém truy cip mang
- Kiém tra cac két ndi mang WAN (wide area network) va LAN (local area network).
Theo thuét ngit ciia layman, day 1a cap Ethernet duoc két ni trén router (bd dinh tuyén)
va céc thiét bi mdy tinh.

Hinh 3.3 Xir 1y su c¢6 két ni mang
- Néu nghi ngd day cap mang 1a tht pham gay ra 15i, sy c6 két ndi mang, thir thay

day cap mai va kiém tra xem 16i, sy ¢d con hay khong.

Cich 3: Dit router ¢ gan vi tri thiét bi sir dung Internet

- C6 thé ban chua biét, tudong va db noi that khac, 10 vi séng, ... c6 thé 1a thu pham,
vat can cac tin hiéu mang, gy ra cac su ¢ két ndi mang. Giai phap la di chuyén router
sang vi tri khac ¢ vi tri trung tdm ngo61 nha hodc gﬁn céc thiét bi ban can su dung dé dat
duoc cuong do tin hiéu tét nhat.

Cach 4: Khéi dong lai Router

- Doi khi giai phap khoi dong lai router (b dinh tuyén) ciing c6 thé gitp khic phuc
céc su ¢d, két ndi mang.

- Trong truong hop néu khai dong lai router khong gitup khic phuc céc su ¢, ban ¢
thé can nhic dén giai phap reset lai router. Tuy nhién néu 4p dung giai phap nay s& khoi
phuc router vé cai dat gdc, ddong nghia v&i viéc ban s& phai cdu hinh lai moi thi, bao
gdm ca SSID va mat khau.
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Ciach 5: Kiém tra tén va mat khiu Wifi
- Giai phép tiép theo dé sira 151, khic phuc cac su cb két nbéi mang 13 kiém tra tén
mang (hay con goi 1a SSID) va mat khau cua mang. Néu nhu trudc ddy ban co thé két
ndi mang ty dong trong pham vi cua router, nhung bay gio thi khong, c6 thé 1a do két
ndi mang da bi thay doi.
Smart_Bro_073096

Secured

PLDTHOMEDSL33331

Secured

Airplane mode hotspot

Hinh 3.4 Xt Iy su ¢d két ndi mang

- Hiéu mét cach don gian co thé 14 do cac Admin cap nhat mat khau hodc SSID thanh
mat khau khac.

Cich 6: Kiém tra cic cai dit DHCP

- Céc cai dat DHCP trén router cho phép may tinh tham gia két néi mang ty dong.
Néu DHCP duoc kich hoat, nguoi dung s& khong gip phai cac rac rdi va khong phai cai
dat dia chi IP va may chua DNS theo cach thu cong.

- Dé chinh stra cai dat DHCP, ban truy cdp Windows Settings =>Network &
Internet =>Wifi. Trong muc Wifi, click chon Manage Known Networks, sau d6 chon
mot mang va click chon Properties.

@ Wi-Fi

Manage known networks

Add a new network
+

Search this list

™

Sort by: Preference v Filter by: All v

7 My Wifi

Properties Forget

Hinh 3.5 Xt 1y su ¢6 két ndi mang
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- Trong muc IP Settings, click chon Edit. Tir menu tha xudng, chon Automatic
(DHCP).

Edit IP settings

Hinh 3.6 Xir 1y su c¢6 két ndi mang
+ Luu y: Néu chon tuy chon Manual, ban s€ phai cai dat dia chi may chu DNS
va dia chi IP theo cach thu cong.
Cach 7: Cap nhit Windows khic phuc sw ¢4 két néi mang
- Mbt nguyén nhan khac gy ra cac su c6 két ndi mang co thé 1a do hé théng ctia ban
dang c6 van dé. Rat co thé Microsoft s& phat hanh cac ban sira 1, thir cip nhat may tinh
Windows cuia ban 1én phién ban méi nhat va kiém tra xem 16i mang con hay khong.

@ Home Windows Update
[ Find a setting ] You're up to date
Last checked: 04/01/2019, 12:43 AM

Update & Security
Check for updates

<> Windows Update

Hinh 3.7 Xir 1y su ¢6 két ndi mang

- Truy cap Windows Settings => Update & Security => Windows Update. Click
chon Check for Updates. Néu c6 cc ban cap nhat c6 sin, Windows s& tai xudng va cai
dat cac ban cap nhat nay.

Cach 8: Str dung Windows Network Diagnostics

- Trén Windows duogc tich hop cong cu co6 tén goi Windows Network Diagnostics,
cho phép nguoi dung khic phuc cc su cb két néi mang.

- Truy cap Windows Settings =>Network & Internet =>Status. Trong muc
Change Your Network Settings, click chon Network Troubleshooter.

@ Home Status
L?m:i a setting ’ Change your network settings
Network & intemet @ Change adapter options
View network adapters and change connection settings.
I & Status
% Sharing options
/ﬁ: Wi'Fl For the networks you co 1ect to, decide what you want 1o share
¥ Ethernet A :letwork troqbles(hoo.ter ‘
1_ )5€ and nx network problems
% Dial-up View your network properties

Hinh 3.8 Xir 1y su ¢6 két ndi mang
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- Windows Network Diagnostics s€ chay va kiém tra xem nguyén nhan gay ra cac

su cO két ndi 1a do dau va khac phuc cac su co nay.

= Windows Network Diagnostics

What type of networking problems are you having?

Windows tested your Internet connection and verified that you are able to access some websites.
Are you looking for help with a different issue?

—> I'm trying to reach a specific website or folder on a network

—> I'm having a different problem

Show me other network troubleshooting opticns.

Hinh 3.9 Xir 1y su ¢6 két ndi mang

Trong gi&o trinh nay vira huéng dan ban 8 cach don gian khac phuc sy ¢6 két ndi mang,
ngoai ra tuy theo tinh hinh thuc té s& c6 nhitng 15i khac va bién phap khac phuc ciing khac.
2.2 Don dep My Network Places

Trén Windown néu ban mé thu muc tai liéu thi ¢ phia bén trai trong ngan diéu huéng,
ban bam NETWORK, ban s& thiy danh sach mot s may tinh trén cing mot mang va néu
ban c6 quyén truy cap vao cac PC d6 thi ban c6 thé mé mot cai 18n va xem céc thu muc
USER va nhitng thir d6 trong do.

Vay lam thé nao dé loai bo cac may tinh hién thi trong danh sach nay trén cac may tinh
Windown khéc. Diéu nay rat rui ro vé bao mat (mic du ban can mot tai khoan c6 quyén
truy cap vao cac may tinh do dé xem moi thir trong do).

g.\/;v!fy » Network »
Organize v Search Active Directory Network and Sharing Center Addaprinter  Adda wireless device

¢ Favorites % |« computer (13)
} ¥ ANDYPC 3 ¥ DONPC
L oz ) L P-CFO
B -
) L P-EXECASSTL ) L P-FINANCEL-1
S o~
3 L P-FINANCE2-1 ) L P-FINANCE3-1
Lo o~

Librar p P
My P-FINANCES-1 My P-FnancEs-1
o o
4 L P-PURCHASEMANAG 1 & TEMP-PC
e
L UHC-FINANCES-1
o
4 Media Devices (3
€ Network

. ] . )

= ANDYPC o oz B P-FINANCEA-1: Administrator

% DONPC gt =

= oz ] )

- p.cFO o UHC-FINANCES -1

o =

8 P-EXECASSTL e
NTTTTanCton Devices |

M P_FINANCEL-1 uititunction Devices

& pFINANCE2-1 Other Devices (9

M p-FINANCE3-

i P-FINANCE3-1 Printers (2

Hinh 3.10 Don dep My Network Places

"Pau tién, vao Menu Start -> chon Run nhap: "cmd ". Trong ddu nhic doi Iénh, nhap

cac lénh sau:

Net config server /hidden:yes
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B Administrator: CHVWINDOWS system32\emd.exe - O *

~ /hidden:yes

(LEBATHI)
(LEBATHT)

Lénh nay s& an may cua ban khoi ving 1an can mang nhung cac thu muc duoc chia sé
ctia ban van ¢ thé dugc truy cap duoc.

Luu y: trong Windows Vista, ban can mo 1énh nhéc véi tu cach Quan tri vién: Menu
Start > chon Run nhap "cmd"> bam t6 hop phim CTRL + Shift + Enter va nhan Tiép
tuc. Néu khong ban s& nhan duoc thong bao nay: System error 5 has occurred va Access
is denied.

- Pé kiém tra xem may tinh ctia ban c6 bi an trong ving lan can mang hay khong, hay
nhap 1énh nay trong ddu nhic 1énh
Net config server

BN Administrator: CAWINDOWShsystem32iemd.exe - O X

Hinh 3.12 Don dep My Network Places
- Céch hién thi lai may tinh ctia ban trong Ving 1an can mang
Net config server /hidden:no
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Anh xa 6 dia mang va c4c thu muc chia s& khac 12 mot cach tbt dé gitr dir liéu tir xa trong
mang cuc bo cua ban. Tuy nhién, tai may tinh cta ban ciing ¢ thé mudn x6a mot sé anh
Xa nay va chi gitr lai nhirng anh xa ma ban thuc su s dung hang ngay. Trong gido trinh
nay s& hudng dan cho ban chinh xac 1am thé nao?.

Téng cong 8 buéc

- Buére 1: St dung Windows / File Explorer dé x6a 6 dia mang dugc anh xa khoi
Windows

. | Drive Tools
File Computer View Manage (2]
« v N l? » ThisPC » v 0 Search Th... P
% v Folders (6
v
#* Quick access olders (6)
I Desktop * Desktop 45| Documents
P8 Documents 2 -
B}l Books *
¥ Pickures P ‘ Downloads ﬁ Music
£ Music v
&l Software * | Pictures E Videos
-—
OneDrive
& ~ Devices and drives (4)
3 This PC s System (C:) Virtual Machines (D:)
Desk o EEE——
IR Desidop Ny 170 GB free of 231 GB W 552 GB free of 11168
%) Documents
Games (E) Data (F)
¥ Downloads pEmm—e—
% 300 GB free of 596 GB ¥ 165 GB free of 931 GB
. Movies (RT-N36U) ~ re ° b 5 free 3
D Music v Network locations (2) |
= Pictures Music (\\RT-N56U) (Z:)
Movies (RT-N36U) -
B videos = W™ 741 68 free of 931 GB
‘a System (C:) t
Virhual Machinec ) Y
12items  1item selected = = |

Hinh 3.13 Don dep My Network Places
+ Néu can x06a 4nh xa 0 dia da tao trude d6, diéu dau tién ban phai 1am 1a mé File
Explorer néu ban str dung Windows 10 hoic Windows 8.1 hoic Windows Explorer néu
ban str dung Windows 7. Sau d6, & bén trai ciia cira s6, chon This PC néu ban st dung
Windows 10 hodc Windows 8.1 va May tinh néu ban st dung Windows 7.
- Buwérc 2: X6a anh xa 6 dia

Drive Tools
File Computer View Manage (2] E
“ v 4 B, ThisPC v hTh. £ | |
% < Folders (6 l
v
# Quick access olders (6) Open
Open in new window
I Desktop o
w0 ok 3 - Desktop: Pin to Quick access
ocuments
B} Books ° [E AL ESETSEYIES M R S
% Pictures » ‘ Doownioads i
£ Music * =
& Software + ; Pictures Restore previous versions
. Always available offiine
OneDrive
& - Devices and drives (4) Pin to Start
3 This PC 5
vt System () Disconnect h
[ Desktop & == ~ .
Ny 179 GB free of 231 GB -~ e
5| Documents & . 24
& Downloads & Create shortcut
. Movies (RT-NS6U) N 200 GB free of 596 GB ~ Rename
D Music v Network locations (2) Properties }
= Pictures 5IC
: Movies (RT-N36U) o -
M Yidsos L W™ 744 G5 free of 931 GB
am System (C:)
Virhal Machinee ) Y
12items  1item selected -

Hinh 3.14 Don dep My Network Places
+ To delete a drive mapping toward a network location, right-click on it and select
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Disconnect.

+ Pé xba anh xa 6 dia mang, nhfip chudt phai vao d can x04 va chon Disconnect.
- Buwée 3: Xo6a anh xa 6 dia

Computer View

« . 4 EB; ThisPC

Open
~ i v
o ~ Folders (6) Open in new window
uick access Pin to Quick access
Deskto
I Desktop !Desk(cp oy P Al &
% Documents ™
B} Books LS
% wnload:
% Pictures “' Dowmlosds
2 Include in library
&3 Music
' Pin to Start
| P 5
5l Software . Restore previous versions
& OneDrive r
? Devices and drives (4) Send'to 2
[ This PC o System (C:) Cut
.
B Deskeo, - Co
P o Py
:| Documents % Create shortcut
Games (€:)
& Downloads Delete h
. Movies (RT-N36U) - Rename
D Music Network tocations (2) Properties
= Pictures TVIUSTC TR TYI0UT (2T
= Movies (RT-N36U) ==
B videos P \‘_f 44 GB free of 931

‘w System (C:)

Virual Machinec ) VY

12items  1item selected

Hinh 3.15 Don dep My Network Places
+ Pé x0a anh xa 6 dia thu muc mang hoac FTP, nhép chudt phai vao n6 va chon
Delete.
+ Cac 6 dia, thuy myc anh xa da x6a s& nging hién thi. P& khoi phuc chiing, ban s&
phai tao lai.

- Buwdec 4: St dung DAu nhic Lénh dé x6a 6 dia mang dugc anh xa khét Windows

Hinh 3.16 Don dep My Network Places

+ Mot phuwong phap hoat dong trong tat ca cac phién ban Windows hién dai 1a st
dung DAu nhic 1énh. M né va gd: net sir dung ky tu 6 dia / x6a. Sau d6, nhin Enter.

+ Vi du: Ta co anh xa 6 dia Z, vi vay ta phai gd: net Z: /delete.

+ Ban dugc thong bao réng 6 dia duoc anh xa da bi x6a thanh cong va 6 dia mang
bién mat ngay lap tirc khoi File/Windows Explorer.

+ Mot thuc té quan trong can xem xét 1a diéu nay chi hoat dong ddi véi anh xa 6
dia co chir cai dugc gan. Poi véi anh xa vi tri mang nhu may chit FTP hodc may chi
web, 1énh nay khong hoat dong.

- Buwéce 5: St dung Windows/File Explorer dé x6a anh xa vi tri mang khoi PC cua
ban bang cach xo6a 16i tit cta no.
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File Home Share View (7]
< v. N « Codrut > AppData > Roaming > Microsoft > Windows > Network Shortcuts 0 v O Search Ne.. P
A Name “ Date modified Type Size
o Quick access
Movies (RT-N56U (RT-N56U 5/30/20173:30 PM__ File folder
B Desktop 4 " ( ( )] 0
P8 Documents * : :
Open in new window
| *
Bl Bocks Pin to Quick access
% Pictures o
o o ms e i b nen e d
&) Music * o = =
Softw. * ‘5
are
a [
@ OneDrive Include in library >
B8 This PC Pin to Start
[ Desktop ) Restore previous versions
2 Documents Send to >
& Downloads Cut
. Movies (RT-NS6U (RT-N< Copy
o Music Create shortcut
& Pictures 9 Delete
B Vvideos Rename
- em (C:
= System (C) 3 Properties e
Titem  1item selected B3

Hinh 3.17 Don dep My Network Places

+ Anh xa vi tri mang thuc sy 1a mgt phim tit duge luu dudi dang tép trén PC
Windows ctia ban. Néu ban khong thé x6a né bang phuong phap dau tién thi ban co thé
thir nhirng cach khac.

+ Mot trong s6 d6 1a st dung File/Windows Explorer dé xéa 16i tit ctia nd. Mo
File/Windows Explorer va diéu huéng dén "C:\Users\ Your_User_Name\ AppData\
Roaming \ Microsoft \ Windows \ Network Shortcut.” Your_User_Name la tén tai
khoan nguoi1 dung Windows cua ban.

+ Trong thu muc mang, ban s tim théy tat ca anh xa vi tri mang. Chon nhiing cai
ban khong con mudn sir dung va xéa chiing bang cach str dung menu chudt phai va chon
X6a hodc bang cach nhan Delete trén ban phim cta ban.

- Buéc 6: Néu ban dang st dung Windows 7, ban ciing phai xac nhan r::ing ban muén
x6a muc da chon

Delete Shortcut ]

Are you sure you want to move this shortcut to the Recycle Bin?

Movies (RT-N56U (RT-N56U))
Type: File folder
Date modified: 5/30/2017 5:26 AM

Hinh 3.18 Don dep My Network Places
Néu ban dang st dung Windows 7, ban ciing phai xac nhan rang ban muén xda (cac
muc d3 chon). Néu ban dang sir dung Windows 10 hoic 8.1, moi thir s& bi x6a ngay 1ap
tirc ma khdng can xac nhan thém.
- Bwé6c 7: St dung DAu nhic Lénh dé x6a anh xa vi tri mang khoi PC ctia ban bang
cach xo6a 16i tit caa nd

55



Hinh 3.19 Don dep My Network Places

+ Ban ciing c6 thé sir dung Dau nhic 1énh dé duyét PC va x6a anh xa mang khoi
n6 bang cach xoa 16i tat ciia no.

+ M¢ D4u nhéc 1énh va st dung 1énh CD (Change Directory) dé diéu huéng dén
vi tri ciia thu muc nay. Nhap CD "'C: \Users\ Your_User_Name\ AppData\ Roaming\
Microsoft\ Windows\ Network Shortcut™, trong d6 Your_User_Name la tén cua tai
khoan nguoi dung Windows cua ban.

- Budre 8: Sir dung 1énh Del (X6a) dé xo6a 16i tit cho anh xa mang

Hinh 3.20 Don dep My Network Places
+ Sau do, st dung Iénh del (X06a) dé x6a 16i tat cho anh xa mang ma ban khong
con mudn nita. Chéng han, néu ban mudn x6a ban dd mang c6 tén Music, ban nén chay
Iénh nay: del Music. Ban duoc yéu ciu xac nhan xoa.
+ Pé x4c nhan riang c6 mudn xod hay khong bang cach gd chir y. Khi ban thyc
hién viéc do, anh xa mang s€ bién méat ngay 1ap tirc khoéi may tinh hoac thiét bi Windows
cua ban.

2.3 Swr ¢b trong may in dung chung

Pé gitip ban tim ra 13i két ndi may in va cach khic phuc do trong qua trinh cai dat
dién ra giira chirng thi bi nging.

May in khong nhan Iénh, tai liéu in ra gidy trang, hay nhu 15i khong nhan tin hiéu giira
mady tinh v&i mdy in. Vi 16i ndy, trén man hinh s& cé thong bao 16i Windows cannot
connect to printer. Windows khong thé két ndi voi may in.

g;é AGFA-Acc ,g;é CanonlBP Tang 1
"rl LD0 Al ."rl. Diris b A
Windows Printer Installation = {
Connecting to CanonLBP.OK ¢ |
9 Add Printer ==X

MAYCHUKETOAN

.8‘ Connect to Printer
_{_ k4
Windows cannot connect to the printer,

A Hide details
Operation failed with error (00000002,

Hinh 3.21 Sy ¢6 trong may in ding chung
Trong gi4o trinh nay chia sé dén ban doc giai phap stra 16i may in khong nhan 1énh vo
cung don gian, tiét kiém thoi gian nhat.
2.3.1. Pi tim nguyén nhan 13i két néi may in
Trudce khi di vao tim hiéu nguyén nhan 15i két ndi may in va cach khic phuc ban can
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phan biét tinh trang va 18i may in dang méc phai: Trudng hop may van bao dén (xanh/
d6/vang) khi nhan 1énh in ma khéng ra, 15i ndy lién quan dén phan cimg hoic hop muc.

Can phai tim ra 16i két ndi may in va cach khic phuc dugc trong truong hop khi nhan
Iénh in ma may lai khong nhan dugc Iénh in. Khéng nhan dugc bat ky tin hi¢u két ndi
nao tir may tinh dén may in. Theo nhiéu nghién ctru chi tiét, ngudi ta d thong ké ra duoc
mot s6 nguyén nhan cha yéu yéu dan dén viéc mdy in khong nhan 1énh. Tir d6 dé dua ra
nhiing giai phap sira 16i may in khong nhan Iénh.

- Nguyén nhan thtr nhat: May tinh bi 16i win 14 truong hop tuy khong xay ra thuong
xuyén nhung ban ciing can luu y. Qua trinh 16i win anh huéng dén viéc in va nhan lénh.

+ Luu y: khong nén bo sot bat ky chi tiét nao khi tim kiém nguyén nhén 16i may
in va cach khic phyc cia tinh trang may khong nhan lénh.

+ Nguyén nhan thir hai: La do 18i ¢ phan day cap két ndi: R4t nhiéu truong hop
may in di bat va co tin hiéu mau xanh, tat ca di sdn saing nhung van khong thé ra ban in
duoc. Tat nhién khi d6 ban hay kiém tra day cap két ndi giira may in va may tinh, xem
xem no da dugc két ndi chua? Day ndi c6 gip van dé gi khong?

+ Nguyén nhan thtr ba: La do chua bat ngudn may in: C6 doi khi ban mat ca ngay
loay hoay di tim kiém nhiing 15i bén trong, hay nhiing 15i cao siéu nao khac nhung lai
bo qua chi tiét rat nho — “ngudn ctia mdy in”. Chic chan rang ngudn dién di c6, may in
da duoc bat san.

+ Nguyén nhan cubi cung: C6 thé do 18i driver: Ngudn da bat, dén tin hiéu mau
xanh, moi thir da sdn sang nhung may van khong hoat dong. Ban nén xe lai phan mém,
néu chua co hoic 16i hiy down va cai lai phdn mém cho may.

2.3.2. Cach khic phuc nhanh chéng tirng 18i may in

Lbi Windows cannot connect to printer:

- Néu nhu ban nhin thiy thong bao Windows cannot connect to printer va kém
theo ma 16i nhu hinh dudi, thi c6 thé do thiéu file mscms.dll.,

Trude hét ban truy cap theo duong dan sau: C:\Windows\system32\ va chon file c6
tén 1a mscms.dll.

- Tiép theo, chiing ta s& copy file mscms.dll vao thu muyc trén may tinh theo dudng
dan bén dudi:

C:\Windows\system32\spool\drivers\x64\3\ néu dang str dung Windows 7 64-bit .

C:\windows\system32\spool\drivers\w32x86\3\ néu dang sir dung Windows 7 32-bit.

e
) -L«uw(c:)lm-mmn-m-m-m-sl v £33 [ sewchs )
Organize v [ ‘Openwith... v Bumn New foider U Fle Shredder > [l @

Fevores = s 5 FXSORV.OL stdnames.god
B Desktop mul FXSRES.DL sidscher od
# Downloads temp FXSTIFF.OL stdschmx.od
« Recent Places fervpe_drv.di % FXSULDLWL s unidrv. di
fervpe_pot.txt FXSWZRD.OLL  {gunidrv.hip
gy Hrarias & fervpe_ui.dl IOWORY. I unidrvi. Al
o Apes fodfok.ben s Jrovdh. Al o unees.dl
* Documents
P o forvpe_drv.di % XpsSves.di
" Pictures fomype_pnt. bt
8 Videos formvpe_u.dl
o frdvpe_drv.di
B Computer o frdvpe_pnt.txt
&L Local Dk (C2) o frdvpe_u.dl
. Data () FXSAPL.OW
Fxtra (F;) ~

Hinh 3.22 Su ¢6 trong may in dung chung
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Cubi cung ban nén tién hanh khoi dong lai may in va thuc hién thao tac chia sé cac
may in trong mang LAN nhu thong thudong. May tinh s& khong xuét hién théng bao 16
nhu trén va ching ta s& két ndi lai dugc véi may in.

Két ndi may in véi Windows:

- M6t may in c6 thé duoc két ndi thong qua Ethernet hodc Wi-Fi, hay n6 c6 thé két
ndi truc tiép qua cong USB véi may tinh trén. Viéc chia sé may in trén may cha hay trén
may tinh v6i may in dugce két ndi qua cong USB c6 thé duoc chia sé v6i ngudi dung
khac trén mang.

\ ) )~ |#B » Control Panel » Hardware and Sound » Devices and Printers
A £ :

Add a device Add a printer

@ d=h Add Printer

Find a printer by name @ P/AP addre
Connect to Printer :Zﬂ

i No driver found

Windows can't find a driver for hp LaserJet 1160 onthe | [§ 160 (Copy 1) on
network. To locate one manually, click OK. Otherwise,
click Cancel and consult your network administrator
or the printer manufacturer's website.

l OK ][ Cancel

Cancel

Hinh 3.23 Sy ¢6 trong may in ding chung

- Windows c¢6 mét trinh tén la Add Printer Wizard truy cap tur Devices and Printers
trong Control Panel. (Pdi voi Windows phién ban cii hon bao gdm ca Vista, phan nay la
muc Printers). Viéc thém may in 1a kha 1a khac nhau vé cac chi tiét trén cac phién ban
Windows khac nhau. Nhung 16i két néi may in va cach khic phuc cac budc chung, co
ban van gidng nhau.

- Khi vao lién két Add Printer, Windows sé& thuc hién viéc tu dong tim kiém may in
trén mang. Khi may in dugc tim théy, né s& bat 1én va ban c6 thé chon va tién hanh in.

Thém mot may in khong cé trong danh sach:

- Muc ké tiép trong cira s6 Add Printer Wizard 1a Find a printer by name or TCP/IP
Address (tim may in theo tén hoac dia chi TCP/IP).
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S - N
€ v 1 =3 » Control Panel » Hardware and Sound » Devices and Printers v & Search Devices and Printe P
Add a device Add a printer See what's printing Manage default printers Print server properties  » = v 7]

Windows can display enhanced device icons and information from the Internet. Click to change... $
~
Admin Admin Admin hieulv3005 HIEULV3005-PC IM-A830K:1 infocom
(admin-pc) (admin-pc) (Admin-PC0826q (hieulv3005-pc) (infocom-pc)
)
INFOCOM-PC LT18i thinh do TranNhat TRANNHAT-PC vaio (vaio-vaio)
(thinhdo-pc) (trannhat-pc)
4 Printers (3)
< -
Fax Microsoft XPS Panasonic
Document Writer |  KX-MB2030CX on
vanphong v
Microsoft XPS Document Writer  Model: Microsoft XPS Document Writer vd
/ Category: Printer
;’/ Status: 0 document(s) in queue

Hinh 3.24 Sy ¢ trong may in ding chung

- Trén thyc té ban c6 thé tim kiém trong cac thu muc, nhung néu trong cira s6 dau
tién & budc trén khong co tén may in thi kha ning lua chon nay ciing khong xuét hién.

- Déi véi tiy chon “Select a printer by name”, ban c6 thé nhap tén mdy in can két
ndi theo mau \COMPUTERNAME\PRINTERNAME, trong ¢ COMPUTERNAME la
tén ciia may chi (hodc may tinh ma may in dugc cai dat) trén mang. N6 c6 thé tim thay
théng qua Control Panel -> System and Security -> System (trong Windows 7). Néu
khong biét tén may in (PRINTERNAME), hiy hoi ngudi sir dung truc tiép may in d6
hodc lién hé dén bd phan IT trong co quan dé biét tén.

- Néu gip may min, viéc lya chon mdy in theo cach nay s& cho phép ban truy cap
duoc. Néu van khong thé két ndi hodc tén ciia may in bi an, ban c6 thé thir giai phap
“Add a printer using a TCP/IP or hostname” (thém may in sit dung giao thuc TCP/IP
hoic tén may). Luc nay ban can phai c¢6 dia chi IP tinh ciia may. Dé lay dia chi IP tinh
cua may in, ban co thé vao Control Panel chon Printers, nhdn chudt phai vao biéu tuong
may in can xem, chon Printer Properties va chon thé Ports, xac dinh tén may in, ban s€
thay dia chi IP. Sau d6 quay trd lai my tinh va gd dia chi IP trong muc Hostname hoic
IP Address va no sé& tu dong xudt hién trong trudng Port name (hinh dudi). Nhian Next
va dé né tu dong két ndi.

- C6 hang loat cac van dé khac c6 thé 1am cho Windows khong thé két néi duoc véi
may in, ngay ca khi may tinh cta ban c6 thé nhan dang va xac dinh. Ban c6 thé tim kiém
thém trén cac dién dan vé IT dé tim 156i két n6i may in va cach khac phuc hodc ¢ thé
lam theo nhiing budc co ban dé xir 1y!

2.4 Quan ly hoat dong in mang

Ban s& kiém soat duoc viéc in 4n trong vian phong khi biét cach qudn ly may in trong
mang LAN. Sau day la nhitng viéc ban can 1am dé c6 thé quan ly dé dang hon.

Hé thdng mang LAN trong cac vin phong, nha cao tang,... that su rét tién ich, vi n6 c6
thé gitp nhiéu nguoi sir dung duoc mot dudng truyén internet, thong qua hé thong do cac
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may tinh con c6 thé sir dung chung dit liéu, chung tng dung, chung céc thiét bi ngoai vi
nhu may in, may scan,...

Tuy nhién trong vai truong hop, chinh cac tién ich nay ciing sé Ia nguyén nhan tao ra
rac rbi. Pon cir, nhu viéc chia sé may in, néu ban khdng gisi han, khong biét cach quan ly
thi rat kho dé kiém soat lwong in 4n mdi ngay trong mét van phong déng dic.

Pé c6 thé dé dang thuc hién kiém soat ban can biét cach quan ly ngay tir dau. Trong
gido trinh nay s& hudng dan ban quan ly may in trong mang LAN.

- Buwée 1: Dau tién ban can mé Control Panel r6i chon Devices and Printers.

[E8 All Control Panel ltems — O X
&« v 4 EE»s Con » Al s v | O Search Control Panel
Adjust your computer's settings View by: Small icons ~

”
p_-| Administrative Teols @ AutoPlay
i Date and Time [® Default Programs
A Device Manager $ s Devices and Printers
'@3 Ease of Access Center El f Devices and Printers
) . View and manage devices, printers,
) File History f and print jobs
@ Mouse w* Metwork and Sharing Center v

Hinh 3.25 Quan Iy hoat dong in mang
- Budrc 2: Check dong Set as default printer => Roi nhan Printer properties.

s Devices and Printers - O x
« “ A Ma o« All.. » Devic.. v | D Search Devices and Pri...
Add a device Add a printer See what's printing s ¥ e
. A~
~ Devices (4)
o
Generic LEBATHI Use Use
Non-PnP Keyboard Optical
Monitor Mouse
~ Printers (8)
— See what's printing t - -
L
"o‘/ | «" Set as default printer‘ 1 == ==
Canon Printing preferences DF Microsoft Microsoft
LBP2900 - - Print to XPS
‘ Printer properties ‘ 2 PDE Document
Wit
Create shortcut neer
?; E; Remove device
OrneNnte Troubleshoot v
Properties It
Q! rerer—camorrea P 2000
Category:  Printer

Hinh 3.26 Quan 1y hoat dong in mang
- Bwéc 3: Trong hop thoai méi mo ra, hay chon tab Sharing rdi check vao dong
Share this printer => Bam OK.
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= Canon LBP2900 Properties X

GeneraIF‘orts Advanced Color Management Security Device Settings  Profile

1 If you share this printer, only users on your network with a username
*% and password for this computer can print to it. The printer will not
be available when the computer sleeps, To change these settings,
use the Metwork and Sharing Center,

§hare this printer

Share name: | [SELGN A=

[“] Render print jobs on client computers

Drivers

If this printer is shared with users running different versions of
Windows, you may want to install additional drivers, so that the
users do not have to find the print driver when they connect to the
shared printer.

Additional Drivers...

3 Cancel Apply Help

Hinh 3.27 Quan Iy hoat dong in mang
- Bwéc 4: Quay lai Control Panel, nhung lan nay hay click Network and Sharing
Center.

All Control Panel ltems — O X
« > ~ 4 > Cow. » Al » v D £ Search Control Panel
Adjust your computer's settings View by: Largeicons =

]
.. Keyboard j‘li Mail
& Mouse .l::’l.. Network and Sharing
== Center

Hinh 3.28 Quan ly hoat dong in mang
- Buéc 5: Nhan vao Change advanced sharing settings dé luu lai thiét lap.

S Network and Sharing Center - O *

“ “ 4 EE <« AllControl .. » Network and Sharing Center ) 2 Search Control Panel

View your basic network information and set up connections ~
Control Panel Home

View your active networks

Change adapter settings
Change advanced sharing VNPT Access type: Internet
settings Public netwark Connections: ,'5 Ethernet

Media streaming opticns

Change your networking settings

{‘i. Set up a new connection or network

Set up a breadband, dial-up, or VPN cennection; or set up a router or access

Seealso -
point.
Internet Opticns
Windows Defender Firewall @ Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information, ~

Hinh 3.29 Quan 1y hoat dong in mang
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- Budrc 6: Hiy danh dau vao cac tiy chon nhu hinh bén duéi.

s Advanced sharing settings — [m| X

<« A o@ <« Networkand.. » Advanced sharing settings v O Search Control Panel

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile.

Private

Guest or Public (current profile)

MNetwork discovery |1

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers.

2 | (® Turn on network discovery
(O Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

3 | @ Tum onfile and printer sharing

(O Turn off file and printer sharing

B save changes

Hinh 3.30 Quan Iy hoat dong in mang
- Budre 7: Tiép theo d6 kéo xudng muc Password protecting sharing roi danh dau
vao tuy chon Turn on password protected sharing.

*& Advanced sharing settings - ] *

< v *§ « Networkand.. » Advanced sharing settings v | D Search Control Panel

Previous Locations

Password protected sharing

When password protected sharing is on, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off password protected sharing.

1 (@ Turn on password protected sharing

(O Turn off password protected sharing

Hinh 3.31 Quan ly hoat dong in mang

Budc ndy ban can luu y that k§, lua chon "Turn on password protected sharing" dong
nghia ban budc ngudi sir dung may in duoc chia sé phai nhap pass maéi c6 thé in an. Va voi
thiét 1ap nhu thé nhitng nguoi dung nao duoc ban cap pass mai co thé sir dung may in, tir
d6 quan Iy viéc in an d& dang hon.

2.5 Xir Iy s ¢6 may in mang

Xir Iy sw ¢ 16i 101:

T4t nhién, may in d6i lac c6 thé khong duogc cai dit thanh cong. N6 c6 thé khong xuat
hién trong danh sach may in c6 san, hoic ban c6 thé nhan dugc thong bao rang Windows
khong thé két néi véi may in. Budc dau tién ban can kiém tra ngay 1 may in va cac may
tinh muén thém cé nam trén cing mot mang hay khong va tinh ning chia sé mdy in cta
may tinh két néi truc tiép voi may in da duoc bat chua.

Néu nhu khong thdy may in dugc liét ké trong muc Add Printer Wizard hay khong
thé két ndi khi nhan vao tén ctia nd. Luc nay ban hiy nhan vao lién két c6 tén 1a “The
printer that I want isn’t listed”. Viéc tén mdy in cia ban khong nam trong Add Printer
Wizard khong c6 nghia la khong c6 may in do.

B6 phan IT trong mét sb co quan thuong mac dinh an tén cua may in trén mang. Mac
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du viéc nay la ding vé van dé bao mat hodc nguyén tic nghiép vu nhung vé co ban nd
c6 thé gay trd ngai cho mot s6 ngudi nao d6 mudn tim ra 15i két ndi may in va cach khic
phuc ¢6 nhu cau chinh dang.

Trong ctra sb tiép theo, ban s€ dugc Iya chon thém may in cuc bo hodc thém tir mang
¢ ddy, hay khong day hodc qua két ndi v6i may in Bluetooth. Ban nén dung tuy chon
thtr hai.

IP may tinh chwa thong nhau

Khi 2 may tinh chua nhin thay nhau qua dia chi IP, chic chian may tinh cua ban khéng
thé str dung duoc may in. Ldc ndy ban can phai kiém tra may tinh cia ban va may chia sé
may in trong hé théng mang LAN da théng nhau chura.

- Kiém tra 2 may tinh da thong nhau chua trong mang LAN

+ Buwée 1: Dung Windows+R md hdp thoai RUN G6 1énh cmd Nhin OK.

+ Buéc 2: Go 1énh ipconfig dé xem dia chi IP may tinh chii ¢6 két ndi truc tiép véi
may in.

+ Bwée 3: Lam tuong ty voi may ctia ban dé xem dia chi IP, Sau d6 ghi nho, trd lai
may tinh chu gd tiép 1énh ping + dia chi may tinh ciia ban dé xem 2 mdy tinh da thong nhau
chua. Trong trudng hop hai mdy tinh chua thong véi nhau ban can thyc hién viéc chia sé
lai.

Cai Drive may in

- Du dugc chia sé tir may tinh khac, nhung may tinh ctia ban can phai duoc cai Drive
may in d6 méi co thé st dung.

Sira 16i share trong mang LAN

Trén Windows mét s6 may khi truy cap vao di liéu di share nhu may in cua may khéc
trong cing mang LAN bj bao yéu cau phai nhap User va password hoic théng bao nhu
hinh:

Logon failure: user account restriction. Possible reasons are blank passwords not

allowed, logon hour restrictions, or a policy restriction has been enforced.
i Cpen Folder li_hj

.8. Y\192.168.31.91 is not accessible. You might not have permission to use this network resource,
Contact the administrater of this server te find out if you have access permissions,

Logon failure: user account restriction. Possible reasons are blank passwords not allowed,
logon hour restrictions, or a policy restriction has been enforced.

Hinh 3.32 X 1y su ¢ may in mang

Gap 16i nay thi ban xu ly bang céch:

- Luu y: chinh trén ca 2 may: may share va may mudn truy cap vao.

Tit yéu ciu password khi share trong Network Profile

- Click phai vao biéu twong Network gian ddng ho rdi chon Open Network and
Sharing Center. Tiép tuc chon vao dong Change advanced sharing settings -> tim
dén dong All Network (& phia gan cubi), mo ra rdi chon dong Turn off password
protected sharing roi luu lai.
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5% Network and Sharing Center - [m] x

= ~ 4 i > Control Panel > All Control Panel ltems > Network and Sharing Center » Advanced sharing settings v & | Search Control Panel »

Control Panel Home All Networks

Fublic folder sharing ‘
Change adapter seitings

When Public folder sharing is on, peeple on the network, including homegroup members, can
Chenge advanced sharing access files in the Public folders.
settings
() Tum on sharing so anyone with network access ¢an read and write files in the Public folders
@ Tum off Public folder sharing (people logged on to this computer can still access these
folders)

File sharing connections

Windows uses 128-bit
support 128-bit e

@ Use 128-bit encryption to help protect file s

ryption te help protect file sharing connect tions (recommen: ded)
(O Enable file sharing for devices that use 40-

9
-bit encryption
Password protected sharing

When password protected sharing is on, only people who have a user account and password on this

¥ computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off password protected sharing.

(O Tum on password protected sharing

(@ Turn off password protected sharing
Internet Options v

Windows Firewall

®5ave changes | | Cancel

Hinh 3.33 Xt 1y su ¢6 may in mang
+ Cho phép tai khoan khong cé password cé thé truy cip trong Group Policy
Mg Group Policy bang cach vao Run gd lénh: gpedit.msc
+ Tiép tuc tro dén Computer Configuration / Windows Settings / Security
Settings / Local Policies / Security Options r6i click d6i vao dong Accounts: Limit
local account use of blank passwords to console login only chon Disable r6i OK

ez | AFIXER HE
=/ Local Computer Policy ~ || Palicy - Security Setting ~
v i Computer Configuration Accounts: Guest account status ’ Mot Applicable
- So.ftware Sett\!ﬂgs Accounts: Limit local account use of blank passwords to co..  Disabled
v Wiml'j:xse;e::!:ﬁ:ion Policy Accounts: Rename administrator account Administrator
) Scripts (Startup/Shutdown) Accounts: Rename quest account Guest
= Deployed Printers iu:
= u
¥ 5 % Aecont potcies u Locel Securty g Exlan
w 4 Local Policies Aud =M Accounts: Limit local account use of blank passwords to console
4 Audit Policy DCg -§~ logon only
& User Rights Assignms DCg
7 Security Options Dev
Windows Firewall with &4 Dev (C) Enabled
| Metwerk List Manager Pt Dev @ Disabled
| Public Key Policies Dewi
| Software Restriction Poliv Dev
| Application Control Polic Don
\g IP Security Policies on Lo Don
| Advanced Audit Policy C Don
uliy Policy-based QoS Don
> & Afmlglstratl.veTemplates w Don v
< > < >

Hinh 3.34 Xt ly sy ¢6 may in mang

Sau khi da chinh xong trong Policy thi vao Run g6 tiép lénh: gpupdate /force doi chay
xong thi kiém tra c6 thé vao share trén may khac duoc chua, néu con hoi User va pass thi
ban chi can nhap tén user & d3 c6 thé vao dugc. Néu van chua duoc thi khai dong lai may
la ban da c6 thé truy cap vao tai nguyén da share ciia may khac.

Tiép tuc chinh trén may chit may in nhw sau.

- Vao Group Policy bang cach vao Run nhap gpedit.msc rdi Enter. Tim dén nhanh
Computer Configuration > Administrative Templates > Printers. Chon dong Allow Print
Spooler to accept client connections r6i chon Enable. Tiép tuc chon dong Point and Print
Restrictions chon Disable
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=] Local Computer Pelicy ~_ Printers

~ & Computer Configuration ) -
Software Settings Point and Print Restrictions Setting State Comment

Windows Settings ctivate Internet printing Not configured No

Edit policy setting

v 7 Administrative Templates dd Printer wizard - Network scan page (Managed network) ot configured Ne
I Control Panel Requirements: dd Printer wizard - Network scan page (Unmanaged netwo... Mot configured No
7| Network At least Windows Vista lousiah, i Lot canfi % "
| Printers ’ llow Print Spooler to accept client connections Enabled No ]

Description:
7 Server [Tow printers to be published Fot configured o

This policy setting controls the

“1 Start Menu and Taskbar client Point and Print behavior,

llow pruning of published printers Mot configured Ne

7 System including the security prompts for Iways rasterize content to be printed using a software raste.. Mot configured No
“| Windows Components W':’”’ﬂ““;n‘”“ﬂ ‘”:{"F”‘E‘“:'“E Iways render print jobs on the server Mot configured No
5 Al Settings paicy stting app les only te nen utomatically publish new printers in Active Directory Mot configured No

Print Administrator clients, and

v # User Configuration only to computers that are

: hange Microsoft XPS Document Writer (MXDW) defautt ou... Not configured Mo
7| Software Settings

members of a domain. heck published state Mot configured No

=) Windows Settings
Administrative Templates If you enable this policy omputer location Mot configured Ne
B ’ setting: ustom support URL in the Printers folder's eft pane Mot configured No

~Windows XP and later
clients will only download print
driver components from a list of
explicitly named servers. If a
compatible print driver is available
on the client, a printer connection
will be made. If a compatible print
driver is not available on the
client, no connection will be made.

“Vou can configure
Windows Vista clients 5o that
security wamings and elevated
command prompts do not appear
when users Point and Print, or
when printer connection drivers
nesd to be updated.

irectory pruning interval Mot configured No
irectory pruning priority Mot configured Ne
irectory pruning retry Mot configured No
isallow installation of printers using kemel-mode drivers Not configured Mo

0 not allow v printer drivers to show printer extensions Mot configured Ne
Execute print drivers in isolated processes Mot configured Mo
Extend Point and Print connection to search Windows Update Mot configured Ne
solate print drivers from applications Mot configured No
og directory pruning retry events Mot configured Mo
nly use Package Point and print Mot configured No
Mo

verride print driver execution compatibility setting reporte...  Not configured

[ Point and Print Restrictions. Disabled

Hinh 3.35 Xt ly sy ¢6 may in mang
- Pa s6 16i khong share duoc mdy in xay ra do tring tén user trén may chu va may
con ma password khac nhau. Nén ban tao mot user moi vdi tén va mat khau 1a: mayin
dé khoi bi 16i. Roi chay file reg sau dé an user mayin nay khoi man hinh ding nhap
Windows.
- File reg ban soan thao c6 ndi dung nhu sau:

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Winlogon\Special Accounts\UserL.ist]
""mayin"'=dword:00000000 ; Change ChangeMe to the user name you want to hide.

Chinh trén may con
Vao Run nhap: control userpasswords2 roi Enter s& ra ctra s6 sau, chon nhu hinh
(Trén Windows 7 thi chon theo thir tu: Add a local printer -> Create a new port)

Users Advanced‘

Passwords

You can manage the passwords you have stored on this computer

Manage Passwor&s

v 4 [B > Control Panel > All Control Panel ltems > Credential Manager

Control Panel Home ;
Manage your credentials

View and delete your saved logon information for websites, connected applicationgid networks.

q&ﬂ Web Credentials !,z;{ | Windows Credentials

&l ]

Back up Credentials Restore Credentials

Windows Credentials Add a Windows credential

Hinh 3.36 Xt ly su ¢6 may in mang
- Tiép tuc nhap nhu hinh

65



Make sure that the user name and password that you type can be used to access the location,

Internet or network address

(e.g. myserver, server.company.com): |—|f§n maﬁﬁﬁﬁaqin
User name: | maqin |

Password: | maqin |

oK Cancel

Hinh 3.37 Xt Iy su ¢6 may in mang

- Xong vao Run gd \\tén may tinh ctia may chi may in Enter

- Néu vao duoc s& hién ra tén may tén may in trong ctra s6 méi. Kich d6i vao tén
may in dé két nbi. Néu & bude nhép tén may chii vao Run ma bao 13i thi thir thay bang
dia chi IP ctia may chi, néu vao dugc thi vao lai control userpasswords2 lam nhu &
trén nhung thay vi nhap tén may chil ban thay bang dia chi IP may chi.

- Luu y: Néu dung dia chi IP mdy chu thi trén may chi ban phai dat IP tinh cho may
cht, dé mdi 1an khai dong lai khoi bi nhay IP khac s& khong két ndi duge may in.

Néu khi kich d@éi vao tén may in dé két néi ma bao I8i thi 1am nhuw sau:

Mo Control Panel chon Devices and Printers rdi chon nhu hinh (trén Win 7 ¢6 thé khac)

=0 Add Printer

B* Add a device
Add a device Add a printer|

Find a printer by other options
~ Devices

Choose a device or printe
o Mo devices found () My printer is a little older. Help me find it.
\

() Select a shared printer by name

blustooth BT Spea Example: V\computernameprintername or
http://computername/printers/printername/ printer
~ Multimedia Devices (15
( (O Add a printer using a TCP/IP address or hostname
4}
Y
n

(O Add a Bluetooth, wireless or network discoverable printer

(@) Add a local printer or network printer with manual settings

= A The printer that | want isn't listed

[TV]Samsung [TV]Sam:

Hinh 3.38 X ly su ¢6 may in mang

« ™= Add Printer

Choose a printer port

A printer port is a type of connection that allows your computer to exchange information with a printer.

() Use an existing port: LPT1: (Printer Port)

(®) Create a new port:

Type of port: Local Port ~
Port Name X
Enter a port name:
| Cancel

\\itenimayiehiNtenimaylinishare
Cancel
Hinh 3.39 Xt ly sy ¢6 may in mang
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- Xem tén may in share bang cach trén may chu kich phai vao may in

E@A doPDF 9 Properties it
General Sharng  Pots  Advanced Color Management  Securty  About

If you share this printer, only usg
% and password for this computefil [:14) még in EhaFE. Luu g: nén

be available when the computcE— - o o i N
use the detwork and Sharing C daf ten nganva vigt lien khnng
cb khoang cach gitra

GChange Sharing Options

Share this printer
Share narne: | | doPDF G

Render print jobs on client computers

Hinh 3.40 X ly su ¢6 may in mang

Cau hoi on tap
- Xac dinh cac su cb két ndi mang, sta chira cac sy cb do?
- Cai dat va quan ly may in, khic phuc cac sy ¢b cia may in khi ding chung trén
mang LAN.
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BAI 4. MANG INTERNET DUNG CHUNG
Gioi thiéu:

Internet 1a mot hé thdng théng tin toan cau cé thé duoc truy nhap cong cong gdm cac
mang may tinh duoc lién két voi nhau. Hé thdng nay truyén thong tin theo kiéu ndi chuyén
goi dir liéu (packet switching) dwa trén mot giao thuc lién mang da dugc chuan hoa (giao
thie IP). Hé thng nay bao gdm hang ngan mang may tinh nho hon cua cac doanh nghiép,
cua cac vién nghién ctru va céc truong dai hoc, cia nguoi dung cd nhan va cac chinh phu
trén toan cau.

1. Muc tiéu:

- Trinh bay duoc cac nguyén tic ctia nha cung cap dich vy Internet

- Kiém tra, khic phuc céc su cb két ndi Internet bing thong rong.
2. N¢i dung bai hoc
2.1 Céac nguyén tic ciia nha cung cip dich vu Internet.

Nha cung cap dich vu Internet hay Nha cung cap dich va néi mang (tiéng Anh:
Internet Service Provider, viét tit: ISP) chuyén cung cap cac giai phap két ndi mang toan
cau (Internet) cho cac don vi to chirc hay cac ca nhan nguoi ding. Céc ISP phai thué duong
va cong ciia mot IAP. Céc ISP ¢6 quyén kinh doanh théng qua cac hop dong cung cap dich
vu Internet cho cac td chiic va cac ca nhan.

Céc loai ISP dung riéng duoc quyén cung cap day da cac dich vy Internet. Diéu khéc
nhau duy nhat gitta ISP va ISP riéng 1a khdng cung cap dich vu Internet véi muc dich kinh
doanh. Nguoi ding chi can thoa thuan véi mot ISP hay ISP riéng nao do6 vé cac dich vu
duoc sur dung va thu tuc thanh toan duoc goi 1a thué bao Internet.

Mot s6 ISP ¢ Viét Nam 1a VNPT, FPT, Viettel, CMC, VDC, Netnam.

Viéc thuc hién hop tac kinh doanh vai té chie, doanh nghiép cung cp dich vu ndi dung
thong tin trén mang vién thdng di dong theo nguyén tac quy dinh tai Khoan 1 Biéu 29 Nghi
dinh 72/2013/NB-CP vé quan Iy, cung cap, st dung dich vu Internet va thong tin trén mang,
cu thé nhu sau:

- Thdng qua thuong lugng trén co s& bao dam cdng bang, hop ly, phi hop véi quyén,
lgi ich cua cé&c bén tham gia;

- Sir dyng hiéu qua tai nguyén vién thdng va co s ha tang vién thong;

- Bao dam hoat dong an toan, thng nhat cua cac mang vién thong;

- Bao dam quyén, loi ich hop phap ciia nguoi st dung dich vu vién théng va té chirc, ca
nhan cé lién quan;

- Cung cap két ndi cho céc t6 chuc, doanh nghiép cung cip dich vu ndi dung thdng tin
trén mang vién thong di dong tai bat ky diém nao kha thi vé mat ky thuat trén mang vién
thong va thuc hién két ndi kip thoi, hop ly, cong khai, minh bach;

- Khong phan biét d6i xu vé két ndi, gia cudc, thanh toan, tiéu chuan, quy chuan ki thuat
vién thdng, chat lugng mang va dich vu vién théng.

2.2 Swr ¢b trong dung chung két ndi cap quang.

Ciach nhén biét bio dén converter quang bi 18i khi nio va cach khic phuc

- N&m bat dugc nguyén Iy hoat dong Converter quang dién c6 6 dén LED thong bao
trang thai,Nhiing ngudi thi cong cap quang lanh nghé biét cach xem dén trén Converter

68


https://vi.wikipedia.org/wiki/Ti%E1%BA%BFng_Anh
https://vi.wikipedia.org/wiki/M%E1%BA%A1ng_to%C3%A0n_c%E1%BA%A7u
https://vi.wikipedia.org/wiki/M%E1%BA%A1ng_to%C3%A0n_c%E1%BA%A7u
https://vi.wikipedia.org/wiki/Internet
https://vi.wikipedia.org/w/index.php?title=IAP&action=edit&redlink=1
https://vi.wikipedia.org/wiki/Vi%E1%BB%87t_Nam
https://vi.wikipedia.org/wiki/VNPT
https://vi.wikipedia.org/wiki/FPT
https://vi.wikipedia.org/wiki/C%C3%B4ng_ty_Vi%E1%BB%85n_th%C3%B4ng_Viettel
https://vi.wikipedia.org/wiki/VDC
https://vi.wikipedia.org/wiki/NetNam
https://thukyluat.vn/vb/nghi-dinh-72-2013-nd-cp-quan-ly-cung-cap-su-dung-dich-vu-internet-va-thong-tin-tren-mang-31196.html?hash=dieu_29
https://thukyluat.vn/vb/nghi-dinh-72-2013-nd-cp-quan-ly-cung-cap-su-dung-dich-vu-internet-va-thong-tin-tren-mang-31196.html?hash=dieu_29
http://thietbivienthonghcmc.com/san-pham/converter-quang/

quang dién,khi xtr 1y sy ¢d hay bao tri hé thong cap quang ho khong phai mét thoi gian
vao nhirng su c6 don gian.Va co thé nim bat dugc hé thong mang dang 1am viéc ra sao
va gitip ta khic phyc nhanh hé théng mang khi sy c¢d xay ra.
Ki hiéu trén Converter quang
- Deén trén Converter quang dugc chia thanh 2 hang doc FX va TX, 3 hang ngang 1a
ngd vao, tin hi¢u truyén nhan, ngd ra. Khi hoat dong binh thuong ca 6 dén s& sang
véi Converter quang dién 10/100, 2 dén giita Link/Act sang nhap nhay lién tuc( Nhay
cang nhanh tinh hi¢u mang cang manh).
- Céc ki hiéu duoc viét trén dén:
+ PWR: dén ngudn
+ Link/Activity: dir liéu mang truyén nhan
+ FX: Thong bao két ndi mang cap quang
+ TX: Thong bao mang internet két ndi (Ethernet)
+ FDX: ché do Full Duplex (Converter quang 2 cong)
Hé thng mang Lan va internet sir dung converter quang

Converter quang Converter quang

Fiber optic

' LAN A LAN B
Hinh 4.1 Hé théng mang LAN sir dung mot doi Converter quang dién

Nha cung cép

Fiber optic Converter quang

Hinh 4.2 Hé théng mang Internet sir dung Converter quang dién
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Trang thai trén converter quang dién 10/100M Truong hop mat tin hiéu quang, 2 dén
Link/Act cua hang FX bi tit: kiém tra Day nhay quang ndi tir Converter quang dién vao
hop phdi quang (ODF quang) xem c¢6 bi dat khdng. Tiép dén ta kiém tra duong cap quang
ndi tir ODF quang diém bén nay sang ODF dau bén kia c6 thé kiém tra biang cach ding dén
Laser hozic ngudn sang manh soi & mot dau dé kiém tra théng quang (Vé6i hé théng mang
Internet sir dung Converter quang dién doan cap quang nay do nha cung cap dich vu quan
ly, ta goi cho nhan vién nha mang dén khic phuc duong truyén)

Hinh 4.3 Converter quang - B chuyén déi quang dién 10/100 Mbps mdt tin hiéu quang
Truong hop mat két ndi LAN tir Switch dén Converter quang dién, dén hang TX va dén
FDX s& bi mat: Thir dung cong khac trén Switch mang. Kiém tra day cap mang ndi tir Bo
chuyén doi quang dién vao Switch (v&i hé théng mang Internet sir dung Converter quang
dién ta kiém tra day cap tir Media converter vao Modem va tir Modem vao Switch) duoc
két ndi dung chura, Cap mang phai dugc cam chic chan tai tat ca cac két nbi. Néu cap duoc
cim t6t ma van chua c6 mang ta ding cap mang khac thay thé.

Hinh 4.4 B6 chuyén d6i quang dién 10/200Mbps mat tin hiéu LAN
Trong trudng hop sang du 6 dén ma két ndi van down: ¢ nhiéu truong hop Bo chuyén
d6i quang dién, Modem, Switch bi treo ta can khoi dong lai. Truong hop ta khong tim ra
ngay diém xay ra su c6 ta chia mang thanh céc doan nho dé dé dang x Iy.

Hinh 4.5 Bo chuyén dbi quang dién 10/100Mbps mat tin hiéu LAN
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Trang thai trén Converter quang dién 1GB Khi mét tin hiéu quang, dén FX s& tit,
Converter quang dién sé con 4 dén sang.

Hinh 4.6 Converter quang — B chuyén ddi quang dién 1G khi mét tin hiéu quang
Khi mat két ndi LAN tir Switch ¢én Converter quang dién 2 dén hang TX s& mat, ldc
nay chi con FX va dén ngudn trén Converter quang séang

Hinh 4.7 Bo chuyén dbi quang dién 1GB mat két ndi LAN
Khi Converter quang dién sang da 5 dén ma két ndi van bi mat: ta nén kiém tra xem
thiét bi nhu Switch hozc Bo chuyén doi quang dién c6 bi treo khéng va khai dong lai, két
hop Véi viéc phan doan mang thanh nhitng doan nho dé tim diém xay ra su ¢6 gidp ta khac
phuc nhanh hon.

Hinh 4.8 Converter quang dién 1G sang dén nhung mét két ndi
- Cach khic phuc FTTH c6 tin hiéu nhung khong sir dung dwoc dich vu
Hién nay hau hét moi ngudi déu c6 nhu cau sir dung dich vy két néi Internet toc do cao.
Trong do viéc lua chon sir dung dich vu truy nhap Internet trén cap quang FTTH dang co
Xu hudng tang nhanh.
PAu tién c4c ban kiém tra dén trén by Media Converter dé phan doan 13i:
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Hinh 4.9 Kiém tra dén trén bo Media Converter

- Sang di 6 dén: Két ndi tét

- Peén FX, FX Link/ACT khéng sang: 156i két ndi quang tir Converter dén phia nha
mang, goi nhan vién kiém tra mang ngoat Vvi.

- Pén TX khong sang: 16i ddy két ndi tir cong WAN modem-Converter, kiém tra,
cam lai day.

- Khéng dén nao sang: khong c6 ngudn cho Converter, Kiém tra, cam lai ngudn
Converter.

Truong hop dén Converter sang di, nhung khong két néi dwoc Internet, chia
thanh cac Trwong hop sau:

- Trwong hop 1: Léi tai modem: 6 dén Converter sang, dén WAN khong sang, dén
LAN két nbi tir may tinh — modem séng

+ Cac ban kiém tra cap két ndi theo dung mo hinh: mdy tinh -> cong LAN modem,
cong WAN modem -> Converter. Dam bao 6 dén Media converter sang du, dén LAN
cong ndi vao mdy tinh sang, ddm bao may tinh truy cdp duoc vao modem & dia chi
“192.168.1.1”.

+ Ban truy cdp modem va kiém tra cAu hinh PPPoE c6 bi mat khong:

+ Néu mat cu hinh: Ban cau hinh lai modem (Céc thong sé can cha ¥ Conection
type: PPPoE, Username, Password) — khéi dong lai modem—>vao modem kiém tra lai
mdt 1an nita cAu hinh c6 bi mat khong. Néu bi mit — modem khong nhan cu hinh —>
Nhan vién Viettel kiém tra thiét bi modem.

+ Néu khong mat cau hinh: Ban “reset factory default” cho modem —> cau hinh lai
PPPoOE — khéi dong lai modem, tat bat lai Media Converter, dgi 1.5 -2 phat.

- Trwong hep 2: Ldi tir phia may tinh ban: 6 dén Converter sang, dén WAN modem
sang, dén LAN modem két ndi t6i mdy tinh sang nhung may tinh khong vao dugc
Internet.

+ Ban kiém tra lai DNS, proxy su dung 1énh “ping —t 203.113.131.1” t61 DNS cua
nha mang. Néu nhan dugc tra 161 nhu hinh dudi tic 1a may tinh két ndi tdt dén Internet.
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B C\WINDOWS\systermn32icmd.exe - ping 203.113.131.1 -t - a >

y from
from
r from

B Ba R P

y from

Hinh 4.10 st dung 1énh ping dé kiém tra két ndi
+ Néu két qua tra 1oi khong gidng nhu hinh 4.10 thi bao ngay cho nhan vién nha
mang kiém tra truc tiép.
- Sir dung 1énh ipconfig dé kiém tra IP

BN CAWINDOWS system32hemd. exe — O >

: Media disconnected

Hinh 4.11 st dung 1énh ipconfig dé kiém tra
+ Néu Ipv4 Address: 169.254.... va default gateway khong co, tirc 1a may tinh
khong nhan dugoc DHCP tr modem —> khoi dong lai modem va kiém tra lai 1énh
Ipconfig. Néu khong dugc ctr binh tinh dit IP tinh cho c4c mAy tinh trung voi dai IP
192.168.100.254 ctia modem.
+ Chuy: Hau hét KH st dung FTTH déu co su dung qua mang ndi bo co6 cac thiét
bi trung gian.
Sw c6 Connector
- bén WAN trén Modem khong sang cho du da d6i vi tri cam. Kiém tra lai dau
connector hodc diy Pigtail c6 bi hong hodc dut bang but thir Laser.
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Dau Connector bj v& hodc Day pigtail bi dit trong qua
ban trong qua trinh thao lap trinh thao I&p.

Hinh 4.12 Sy ¢6 Connector
Sai User va Pass khach hang

Wfﬂ% SEres) Dray Tek
X ) ey www.draytek.com
s BTt F reWall ol -
| p—
Auto Logout ¥ Online Status
\ System Status System Uptime: 0:0:36
}, e Primary Secondary
: LAN Status Primary DNS: 194.109.6.65 Secondary DNS: 168.95.1.1
 |ntemet 1P Address TX Packets RX Packets
l f 192.168.1.1 505 1136
l WAN 1 Status >> Dial PPPoE
Enable Line Name Mode Up Time
\’ Yes Ethernet PPPoE 00:00:00
! w Gw 1P TX Packets TX Rate(Bps) RX Packets RX Rate(Bps)
[l 28 0 2 0
Error [ Username or password error, ] >
| e
E\L“, ~ ra "~ .
Théng bao nhap sai User
va Pass khach hang

Hinh 4.13 Sai User va Pass
+ Kiém tra lai Username & Password xem nhdp di dung chua (tit céc
bo g tiéng Viét).
+ Néu van khong duoc bao nha cung cip dich vu ISP .
2.3 Swr ¢b vé bing rong dung chung
Internet chip chon: Do 15i thi cong du ndi:
- Thué bao AON.
+ Khoang cach cap tir dai dén thué bao 16n dan dén c6 nhiéu méi han, méi ndi dan
dén suy hao han ndi 16n.
+ Cac thao tac k¥ thuat xép soi vao khay c6 ban kinh uén cong nho, gay suy hao
mdi khi c6 luc tic dong 1én cép.
+ Str dung may do OTDR do & ché d6 Real Time dé phat hién va xu ly.
- Thué bao GPON.
+ Khoang cach cap tir dai dén thué bao 16n dan dén c6 nhiéu mébi han, mébi néi dan
dén suy hao han ndi 16n.
+ Thi cong day thué bao khong ding qui trinh din dén bi rat soi tai dau
Fastconnector. Gay suy hao 16n khi c6 tic dong cta gio 1én day dan.
+ Dung may do cong suat dé do va xir 1y.
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m Path:Status-Network Interface-PON information

Device Information

-Network Interface e s

WAN Connection GPON Statet_é?lhenn'can'on Snccejé: D
3G WAN Connection — e
g:;?n:ztr:g:l Optical Module Input Power(dBm)

22;12{];‘,?‘ Optical Module Output Power(csm

PON informatio Optical Module Supply Voltage(uV) 329100

Mobile Network

Optical Transmitter Bias Current(uA) 12284

+User Interface Operating Temperature of the Optical

+Network Module(ec) 45

Coéng suét
*Security thu dwoi
+Application nQU’ﬁ’ng

+Administration

Hinh 4.13 Internet chap chon
Internet chim: Do 16i may tinh:
- May bi Virus.
+ Trong qua trinh sir dung, méay bi nhiém Virut 1am cho tdc do truy cép Internet
cham.
+ Sir dung Virut ban quyén dé quét va xir 1y.
+ Truong hop khong thé quét xir 1y hét, nén cai lai hé diéu hanh may tinh.
- May tinh qua nhiéu ric.
+ May tinh str dung lau ngdy sinh ra luong rac nhat dinh, diéu nay 1am chiém hét
dung lugng bd nhé dém, gay ra lam cham kha nang xir Iy ciia may tinh.
+ Sir dung cac phan mém don rac méy tinh dé quét va don dep may.
+ Do st duyng mot sb phin mém 4an danh: UltraSurf hodc Hotspot
Shield.
+ Mot s6 nguoi thuong sir dung cac phan mém an danh hoic Fix IP dé truy cap
cac trang Facebook. Tuy nhién, né lai gdy can tré cho viéc truy cap cac trang Web.
2.4 Ky thuat bang rong
Bing thong rong (tiéng Anh: Broadband) dé cap dén cac cong nghé truyén tai dung
luong cao khéac nhau duoc st dung dé truyén di lidu, giong néi va video qua khoang cach
xa va véi tdc do cao.
Céc phuong tién truyén dan phé bién bao gom cép dong truc, cap quang va séng vo
tuyén.
Cach thirc hoat dong ciia Bang thong rong
- Ngay nay, thao luin vé biing théng réng thuong tip trung vao viéc sir dung nd dé
cung cap truy cap internet toc do cao.
- Trong lich sir, Internet bing thong rong dugc xem la nhanh hon két néi internet
quay sd truyén thdng. Tuy nhién, hién nay céc dinh nghia dugc yéu cau rd rang hon.
- Chang han, Uy ban Truyén thong Lién bang cia My (FCC) di ra phan quyét vao
niam 2015 rang, dé dugc coi 1a internet biang thong rong, dich vu phai cung cap toc do
tai xudng va tai 1én it nhat twong ng lan luot 1a 25 megabit va 3 megabit.
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- Tuy nhién, n6i chung, hai dic diém dé xac dinh bing thong rong 1a toc do cao va
¢ sin ¢ moi thoi diém. Ca hai dic diém nay phuc vu dé phan biét bing thong rong voi
cac két ndi quay sé cii. Két ndi Internet quay sé cham hon, va chi kha dungg khi ngudi
ding yéu cau cu thé.

- Do nhitng loi thé 3 rang ctia né so véi cac dich vu quay sd, truy cap Internet bang
thong rong dugc ca ngudi dung cudi va chinh phu wa thich.

- Mic du c6 stc hap dan rong rii, viée truy cap vao bang thong ma bang thong rong
cung cap chi tap trung cao chi & mot sé qudc gia.

Vi du vé Biing thong rong

- Mot khai niém mdi ndi ctia cong nghé truyén dan bing théng rong 1a viéc st dung
cic mang vé tinh tién tién dé cung cap truy cdp Internet ma khong can dau tu qui mé 16n
vao co s ha t?mg trén mat dat.

- Mot vi du dang cha y ciia phuong phap mdi n6i nay 1a du 4n Starlink hién dang
duoc theo dudi boi cong ty phat trién va thim do khong gian tu nhan, SpaceX.

- Thong qua du an nay, Elon Musk, nguoi sang 1ap SpaceX dit muc tiéu ra mat mot
loat 12.000 vé tinh chua timg c6 dugc thiét ké dé hoat dong song song, cung cip truy
cap Internet v¢ tinh tdc d6 cao cho nguoi dung trén toan thé gioi.

- Tinh dén thang 11 nam 2019, khoang 120 vé tinh da duoc SpaceX trién khai theo
chuong trinh méi nay. Tuy nhién, céng ty udc tinh rang vé lau dai, dy an c6 thé doi hoi
phai phong td1 42.000 v¢ tinh.

- Néu thanh cong, muc tiéu da néu ciia dy an la cung cap dich vu Internet bang rong
chi phi thap cho ngudi dung trén toan thé gidi, c6 kha ning vuot qua cic nha cung cap
vién thong mat dat.

Cau hoi on tap
- Trinh bay cac nguyén tic ctia nha cung cép dich vu Internet
- Kiém tra va khac phuc cac sy ¢d két ndi Internet bing thong rong.
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BAI 5. BAO MAT, BAO TRI
Gioi thiéu:

Bao mat théng tin 1a bao vé thdng tin dit liéu ca nhan, to chirc nham tranh khoi su “déanh
cap, an cip” boi nhitng ké xau hoic tin tic. An ninh théng tin ciing nhu sy bao mat an toan
thong tin néi chung. Viéc bao mat tét nhitng dix liéu va thdng tin s& tranh nhing rai ro
khéng dang c6 cho chinh ca nhan va doanh nghiép cua ban.

Bao tri 1a hoat dong cham soc ki thuat, diéu chinh, stra chita hoic thay thé mot hoic
nhiéu chi tiét hay cum chi tiét may nham duy tri hoic khdi phuc céc thong sé hoat dong,
bao dam méay mac thiét bi hoat dong véi nang suit, téc do, tai trong da xac dinh trudc.

1. Muc tiéu:

- Phat hién dugc cac su cb vé tuong lura va van dé can bao mat trén hé théng mang.

- Kiém tra va quét cac loai virus may tinh xAm nhép vao mang

- Sao luu va phuc héi dir liéu thuong xuyén, c¢6 dinh ky

- Nang cap mo rong hé théng mang dang sir dung
2. NOi dung bai hgoc
2.1 Swr ¢d vé birc twong lira

Windows c6 mét sb tinh nang bao mat dé giir cho may tinh va dit liéu cua ban an toan,
chéng lai cac chuong trinh doc hai va tin tic. Mot trong nhiing tinh ning nay 14 Windows
Firewall, né gilp chan truy cap trai phép va cac ung dung cé kha nang gay hai vao may
tinh cua ban.

Tuy nhién, trong qué trinh sir dung, ban cd thé gap mot s6 van dé vé Firewall (tuong
ltra), vi du khong thé kich hoat tinh niang nay hoac 16i 80070424, 16i dich vu 5 (0x5). Déi
khi cac ung dung hoac tinh nang nhu hd tro tir xa (Remote Assitant) khong hoat dong hoic
ban khong thé quyén truy cap vao tép chia sé¢ va may in dung chung vi ching bi chan bai
Windows Firewall.

Néu ban gap phai bat ky van d& nao trong s nhiing van dé hoic cac van dé tuong tu,
ban c6 thé st dung "Windows Firewall Troubleshooter" - cong cu tu dong quét va khic
phuc sy ¢ thudng gap. Ban ciing cd thé khoi phuc cai dat tuong lra vé ché do mac dinh
va tu chan tng dung thdng qua Windows Firewall.

Trong gido trinh ndy hudéng dan cac ban cac budc don gian dé khac phuc va giai quyét
cac su ¢d vai Windows Firewall.

Pé khic phuc su ¢6 Windows Firewall, thuc hién cac budc sau:

- Tai Windows Firewall Troubleshooter tir Microsoft.

- Bam dup vao tép WindowsFirewall.diagcab.

- Nhap vao Next.
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Troubleshoot and help prevent computer problems

Windows Firewall Troubleshooter
Automatically repaic Windows Firewall problems, such as Windows fails to start Windows
Firewall service ((x5), BFE service i...

A Apply repairs automatically

Publisher: Microscoft Corporation

Privacy statement

Ganc

Hinh 5.1 Sy ¢b vé biic tudng lta
- Tuy thudc vao két qua khic phuc su ¢b, nhap vao tuy chon dé khic phuc sy cd.
X

File and Printer Sharing is enabled but it is blocked by Windows Firewall

File and Printer Sharning is enabled but it is blocked by Windows Farewall and does not
work. Do you want to unblock File and Printer Sharing so that it is allowed by Windows
Firewall?

—> Do nothing
Continue to biock File and Prnter Shanng in Windows Firewall,

~> Allow File and Printer Sharing
Allows File and Printer Sharing to work with Windows Firewall. Thas will not affect your File
and Printer Sharing settings. It will only unblock File and Printer Shaning in Windows
Furewall.

Cancel

Hinh 5.2 Su ¢6 vé biic tuong lta
- Néu van dé da duoc giai quyét nhap vao “Close the troubleshooter” dé dong trinh
khic phuc su cd.

Troubleshooting has completed

The troubleshooter made some changes to your system. Try sttempting the task you were trying
to do before.

Problems found
Cannot Access Shared Files and Printers Foced &

=> Close the troubleshooter

—> Give feedback on this troubleshooter

Cloze

Hinh 5.3 Su ¢b vé biic tudng lta
+ Néu van chua khic phuc duoc su cb, hdy click vao lién két “View detailed
information” dé xem bao céo tit ca cic van dé trinh khac phuc su ¢6 dd cb ging khac
phuc nhu quyén truy cép vao tép chia sé va may in ding chung, cac van dé v4i Remote
Assitant, khong thé khoi dong Windows Firewall hodc cac dich vu c6 lién quan khac
nhu dich vu BFE.
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Troubleshooting report
-

- . o A
Windows Firewall Troubleshooter Putilisher details
Issues found
Cannot Access Shared Files and Prnters Foeed @

Aliow File and Printer Sharing Completed
Potential issues that were checked
Windows Firewall service i not started Issue not present s

Hinh 5.4 Su ¢6 vé biic tudng lira
+ Sau d6, ban c6 thé str dung thong tin nay dé tiép tuc nghién ctru va tim kiém cach
khéc phuc trén céng cu tim kiém hoic yéu cau trg gitp trong dién dan Windows Central.
Cich thiét 1ap lai cai dit Windows Firewall
- Ngoai ra, néu trinh khic phuc su c6 khong tim thay bat ky van dé gi, vi du van dé
do mot cai dit cu thé di duoc dinh cAu hinh trude trén thiét bi cua ban. Trong truong
hop nay, ban cé thé thur g0 bo cu hinh hién tai va khoi phuc cai dat Windows Firewall
mac dinh.
- Chu y: Sau khi khoi phuc cai dat mic dinh, ban c¢6 thé phai cdu hinh lai cac ing
dung yéu cau su cho phép thong qua tudng lira.
- DPé thiét lap lai Windows Firewall vé cai dat mac dinh, thue hién theo céc budc sau:
+ Mo Control Panel.
+ Click vao System and Security.
+ Chon Windows Firewall.

% System and Security

« « 4 @ > ControlPanel 5 System and Security > v & | SesrchControl Panel £

Control Panel Horne

ues Gihav\gsL:e”‘»;v:x:_"' Control settings

System and Security

MNetwork 3nd Internet

Hardwsre and Sound e L ¢

Programs

Allow an app through Windews firenall

g Storage Spaces

%> Manage Storage Spaces

Work Folders v
Hinh 5.5 Su ¢ vé birc tuong lira
+ Trén thanh bén trai, nhip vao lién két “Restore defaults".
+ Chon “Restore defaults".

* Restore defaults — (i x

&« « 4 @ > ControlPanel > System and Security > Windows Firewall > Restore defaults v & | SesrchControl Panel p

Restore default settings

Restoring default settings will remove all Windows Firewall settings that you have configured for all network
locations. This might cause some 2pps to stop werking.

Bestore defaufts

Hinh 5.6 Su ¢6 vé birc tudong lira

+ Cubi ciing chon “Yes" dé xac nhan.
- Sau khi ban d3 hoan tit cac budc trén, cac cai dit mic dinh da duoc khoi phuc va
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khic phuc tAt ca cac van dé vé cAu hinh trén thiét bj cua ban.

Tat ca cac may tinh Windows déu c6 cac tinh ning bao vé hé diéu hanh khoi hacker, vi
rdt va céac loai phan mém doc hai khac. Ngoai ra con cé c4c bién phap bao vé “tai chd” dé
ngin ngura c4c tai nan do nguoi dung tu gay ra, chang han nhu v tinh cai dit cac phan
mém khong mong muédn hoic thay doi cai dat hé théng quan trong. Hau hét cac tinh ning
nay da tén tai dudi nhiéu hinh thic trong nhiéu nam. Mat trong sé ching l1a Windows
Firewall (tudng lza windows), ludn 1a mot phan cua Windows va c6 trong XP, 7, 8, 8,1 va
gan day nhat 1a Windows 10.

NO duoc kich hoat theo mac dinh. Nhiém vu cta né la bao vé may tinh, dir liéu cua ban
va tham chi la nhan dang cua ban.

Nhung chinh x&c tuong lta 1a gi va tai sao no lai can thiét. Bé hiéu diéu nay, hay xem
xét vi du thuc té. Trong linh vuc vat ly, tuong lia 1a mot bic tuong duoc thiét ké dic bist
dé chan hoic ngan chan sy lay lan caa ngon lta hién ¢ hoic dang tiép can dén. Khi mot
ngon ltra dén gan, birc twong van dang viing trén mat dat va bao vé nhitng gi phia sau no.

Windows Firewall ciing thuc hién chirc nang twong tu, chi khac ¢ day la dir liéu (hoac
cu thé hon la céc goi dix liéu). Mot trong nhitng cong viéc caa no la xem xét nhirng gi dang
¢ gang xam nhap vao may tinh tir cac trang web va email, sau d6 quyét dinh xem dit liéu
d6 ¢6 nguy hiém hay khong. Néu dir lidu an toan, n6 s& cho phép dir liéu vuot qua. Néu
cam thay di liéu c6 thé de doa dén su 6n dinh cia may tinh thi thdng tin trén d6 s& bi tir
chéi. Do 1a 16p phong thu, gibng nhu mét bac twong hia vat 1y.

Tuy nhién, day 1a mot loi giai thich rat don gian vé mot chu dé rat ky thuat. Néu ban
mudn tim hiéu sau hon thi xem bai viét Tuong hira (Firewall) 1a gi? Nhitng kién thic tong
quan vé Firewall.

Cach truy cap twong lira

Tuong lira Windows cung cap mot sb cai dat ma ban cé thé dinh ciu hinh.

Ban c6 thé cau hinh céch tuong lira thuc hién va nhitng dix liéu, tng dung tuong lra
chin va cho qua. Ban c6 thé tu chan mot chuong trinh theo mic dinh duoc théng qua chang
han nhu Microsoft Tips hodc Get Office. Khi chin cac chuong trinh ndy, vé ban chat c6
nghia 12 v6 hiéu hoa chiing. Néu ban khong thich nhiing nhac nha khi mua Microsoft Office
hodc néu nhitng meo nay dang 1am phién, ban cd thé 1am cho ching "bién mat".

Ban ciing 6 thé chon dé cac ung dung chuyén dir liéu qua may tinh cia ban ma theo
mac dinh n6 khdng duoc théng qua. Piéu ndy thudng xay ra véi cac tng dung cia bén thir
ba ma ban cai dit nhu iTunes vi Windows yéu cau su cho phép cua ban dé cai dat va thong
qua. Tuy nhién, cac tinh ning ciing c6 thé lién quan dén Windows nhu tly chon sir dung
Hyper-V dé tao cac may 4o hoic Remote Desktop dé truy cap vao may tinh caa ban tir xa.

Ban ciing cd tly chon dé tit twong lira hoan toan khi mudn st dung bo phan mém bao
mat caa bén thir ba, nhu cac chuong trinh chéng virus do McAfee hoic Norton cung cap.
Day thuong la dich vy thir nghiém mién phi trén may tinh ca nhin méi va ngudi ding
thuong dang ky. Ban ciing c6 thé vo hiéu hoa tuong lira Windows néu ban da cai dat mot
phan mém mién phi.
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Luwu y: Diéu quan trong 1a phai duy tri mét teong lira duy nhit, vi vay dung tat tuong
lza Windows trir khi ban c6 mot eng dung khac thay thé va khéng chay nhiéu tuong lra
cung mot ldc.

Khi ban da sin sang thay doi tuong lira Windows, hay truy cap céc tly chon tuong lua:

- Nhép vao khu vuc tim kiém cua thanh Taskbar.

- GO Windows Firewall.

- Trong két qua, click Windows Firewall Control Panel .

- Tu khu vyc tuong ltra cia Windows, ban co thé thuc hién mot sb thao tac. Tuy
chon dé tuong lra cia Windows & ché d6 On hoac Off.

- Tuong ltra s€ chan mot ) phﬁn mém doc hai ma ban khong biét. Ban c6 thé bAm
dé xac minh va sau d6 sir dung mili tén quay lai dé tré vé man hinh tudng lira chinh. Ban
cling c6 thé khéi phuc lai mic dinh néu ban di thay doi chung bang tuy chon Restore
Defaults ¢ khung bén trai.

Cach cho phép irng dung thong qua twong Iira Windows

Windows Firewall cho phép ung dung thdng qua dua trén viéc xac nhan ban két ndi véi
mang riéng tu (private network) hay mang cong cong (public network) hozc ca hai. Néu
ban chi chon Private thi ban chi c6 thé st dung ung dung hoic tinh nang khi két ndi véi
mang riéng tu, chang han nhu mang & nha hoic van phong. Néu ban chon Public, ban c6
thé truy cap ung dung khi két néi voi mang cong cong, chang han nhu mang trong quan ca
phé hoic khach san. Nhu ban thiy ¢ day, ban ciing c6 thé chon ca hai.

Pé cho phép mot tng dung théng qua Windows Firewall:

- Md& Windows Firewall. Ban c6 thé tim kiém n6 tir thanh Taskbar nhu huéng din
O trén.

- Chon Allow an App or Feature Through Windows Firewall (Cho phép ting dung
hodc tinh ndng thong qua tuong Ira Windows)

- Nhéap Change Settings va g& mot mat khau quan tri vién néu duoc yéu cau.

- Xac dinh tng dung cho phép thong qua tudng lira. N6 s& khong c6 diu tich bén
canh.

- Tich vao (cac) hop dé cho phép truy cap tir mang riéng tu hay mang cong cong
bing hai ty chon Private va Public. Pau tién ban nén chon Private truéc sau d6 chon
Public sau néu khong nhan duogc két qua mong mudn.

- Cudi cung chon OK.

Cach chan irng dung thong qua twong Iira Windows 10

Tuong lra caa Windows cho phép mot s6 ing dung Windows 10 va céc tinh nang truyén
dir liéu di vao va di ra khoi may tinh ma khdng can bat ky tac dong cua ngudoi ding nao.
Cac ¢ng dung bao gdm Microsoft Edge va Microsoft Photos, cac tinh ning can thiét nhu
Core Networking (mang 16i) va Windows Defender Security Center. Cac irng dung khéc
cua Microsoft nhu Cortana cd thé yéu cau sy cho phép cua ban khi sir dung lan dau tién.
Tuy nhién trong twong lai c6 thé Cortana khong can su cho phép cuaa ban van dugc mac
dinh kich hoat. Piéu d6 c6 nghia la cac (ing dung va tinh nang khac c6 thé duoc kich hoat
d0 ban c6 mudn hay khéng. Vi du, Remote Assistance (hd tro tir xa) duoc bat theo mac
dinh. Chuong trinh nay cho phép mot k thuat vién truy cap vao may tinh cia ban tir xa dé
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gilp ban giai quyét vin dé néu ban cap quyén truy cap. Mic du ung dung nay bi khéa va
kha an toan, nhung mét sé ngudi ding coi day 12 16 hdng bao mat mé. Néu mudn dong tiy
chon ndy, ban c6 thé chan quyén truy cap.

Ngoai ra ban can xem xét cac wng dung cia bén thir. Biéu quan trong la can chin (hoic
c6 thé g& cai dat ) cac ung dung khéng mong néu ban khong sir dung ching. Ban c6 thé
kiém tra cac muc lién quan nhu chia sé tép, chia sé nhac, chinh sira anh, v.v... va chin
nhitng muc khéng cho phép truy cap. Va khi sir dung ¢ng dung nay, ban s& duoc nhéc cho
phép ng dung thdng qua tudng lra. Biéu nay s& gidp ban st dung cac wng dung khi can
thiét va ciing ngin ban vé tinh g& cai dit ung dung ma hé théng can dé hoat dong dung
cach.

Pé chin mot chwong trinh trén may tinh Windows 10:

Thuce hién cac budc tir 1-3 giéng phan cho phép @ng dung théng qua tuong lta

Xéc dinh tng dung chan thong qua tuong lira. N6 s& ¢6 dau tich bén canh.

Tich vao (c4c) hop dé khdng cho phép truy cap tir mang riéng tu hay mang cong cong
bang hai tlly chon Private va Public. Chon ca hai

Sau do chon OK.

Khi ban d3 hoan tat, cac ung dung ban da chon sé& bi chan dwa trén cac loai mang ma
ban da chon.

Twong lira ciia bén thir ba mién phi

Néu ban muén sir dung tuong la tir nha cung cap bén thir ba, ban hoan toan co thé st
dung ching. Hay nhé rang, tuong lira cia Windows bao vé may tinh ciia ban kha tét nén
ban khéng can phai kham pha cac tly chon khéac néu ban khéng muén. D6 1a su lva chon
ctia ban va néu ban mudn thir né, day 1a mot vai lya chon mién phi:

- ZoneAlarm Free Firewall - ZoneAlarm di c6 khoang mot thoi gian rat dai va 1a
mot tén dang tin cdy. N6 bao vé may tinh ctia ban & nhiéu cap d6 tir an cong mé dén cap
nhat bao mat thoi gian thuc. That d& dang dé tai xudng va cai dit no.

- TinyWall - Str dung don gian hi€u qua va khong xam nhép, tuong lra nay 1la mot
lwa chon tét cho nhitng ngudi dung chi ¢6 mot chit kinh nghiém.

- Comodo Firewall - Tuong lira nay di kém véi mot bd bao mat day du va tét nhat
cho ngudi dung chuyén nghiép. N6 bao gém céc cip nhat ty dong nhung khong c6 nhiéu
tro gitip duoc cai san.

Bat ké ban quyét dinh 1am gi hoic khdng lam véi Windows Firewall, hdy nha rang ban
can bat twong lta dé bao vé may tinh khoi phan mém doc hai, vi rat va cac mdi de doa
khac. Ban ciing nén thudng xuyén kiém tra nd, c6 1& mot thang maot lan. Cha y dén bat ky
thong b4o nao ban thay vé tuong lira va giai quyét ngay 1ap tirc. Ching xuat hién trong khu
vuc thong bao cua thanh Taskbar ¢ phia bén phai.

2.2 Virus

Virus may tinh 14 gi? Cach phong chdng virus may tinh

Khi sir dung may tinh ching ta thuong nghe téi virus may tinh, vay virus may tinh la
gi? virus may tinh cé hai hay khong? Cach thirc ma virus may tinh 1y lan tir may nay qua
maéy khac? Céch phong chdng virus may tinh?

Virus may tinh la gi?

82



- Trong khoa hoc may tinh, virus may tinh (thuong duoc ngudi st dung goi tat 1a
virus hay vi-rat) 1a nhitng doan ma chuong trinh dugc thiét ké dé thuc hién téi thiéu 1a
hai viéc:

+ Tw xen vao hoat déng hién hanh ciia may tinh mot cach hop 16, dé thuc hién
ty nhan ban va nhitng cong viéc theo chu ¥ cia ngudi 1ap trinh. Sau khi két thic thuc thi
mi virus thi diéu khién duoc tra cho trinh dang thyc thi ma may khong bi “treo”, trir
trudng hop virus ¢b ¥ treo may.

+ Tu sao chép chinh né, tirc tyr nhan ban, mot cach hop 1é 1ay nhiém vao nhiing
tap tin (file) hay cac ving xac dinh (boot, FAT sector) & cac thiét bi luu trit nhu dia ctng,
dia mém, thiét bj nhé flash (phd bién 13 USB),... tham chi ca EPROM chinh cia may.

Virus may tinh c6 gay hai khong?

- V& co ban, virus may tinh 1a phan mém do con ngudi tao ra chinh vi vay chung
thuong c6 mot muc dich nhét dinh va thuong la cac muc dich gay hai. Ban c6 thé coi
virus may tinh 1a mot bénh dich va luon c6 kha niang 1ay nhiém cho may tinh ctia ban.

- K& tur khi xuat hién cho t6i nay, virus may tinh da co rat nhiéu loai khac nhau va
trong s6 d6 ¢co nhiing virus gay ra nhirng hau qua rat 1on, thiét hai 1én t6i hang tram tri¢u
USD. Chinh vi vy nguoi sit dung may tinh can phai tim ra cac phuong phap dé c6 thé
ti€u diét chung tranh lam anh hudng t&i cac dir li€u c6 trén may tinh hodc thong tin ca
nhén cua ban. Cac giai phap ngudi dung nén lwa chon d6 1a st dung phin mém diét
virus dé bao vé, ngan chan va loai bé virus.

Cach thirc l1ay lan cia Virus may tinh?

- Virus c6 rat nhiéu cach lay lan va pha hoai khac nhau tuy thudc vao muc dich cua
ngudi da tao ra nd. Thong thudng virus s& tan cong thong qua cac két ndi ngoai vi trén
may tinh ctia ban nhu mang ndi b, thong qua email, cic file ban download vé tir
internet, cac Website ddc hai, cac web phim cép 3, va dic biét 12 USB. Mot sd loai
virus tinh vi hon, chiing xAm nhép bang cach loi dung 16 hong tir hé diéu hanh hodc céc
phﬁn mém ban st dung.

Lam sao dé bao vé may tinh khéi virus?

- C6 mot sb cach dé bao vé may tinh khoi virus doc hai ma ban c6 thé ap dung

- Cai dat cac phén mém diét virus

- Poéng bang 6 dia (dung Deep Freeze)

- Sao luu dit lidu (Ghost ca 6 cting, hodc cac 6 chira dit liéu quan trong)

- Han ché viéc sao chép khong can thiét va khong chay cac chuong trinh tai tir Internet
hodc sao chép tir may khac khi chua du tin cdy.

- Khong mé nhiing tép giri kém trong thu dién tir néu c6 nghi ngd vé ngudn goc hay
ndi dung thu.

- Khong truy cap vao céac trang web c¢6 ndi dung khong lanh manh.

- Thudng xuyén cip nhat cac ban sira 15i cho cdc phan mém chay trén may tinh cia
minh, ké ca hé diéu hanh.

- Pinh ki sao luu dit liéu dé co thé khoi phuc khi bi virus pha hoai.

- Dinh ki quét va diét virus bang cac phan mém diét virus
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2.3 Nhitng van dé vé bio mat vé tuyén

Mang khong day 12 mot hé théng céac thiét bi dwoc gom nhém lai véi nhau. Ching c6
kha ning giao thiét thdng qua séng vo tuyén. Vay vu nhuoc diém cua ching 1a gi. Va hé
théng bao mat mang khong day ra lam sao?

- Bdo mat mang khong day

588

7 2N

e Cling VGAHDMI \ I Cling LAN (RJ4S)
-yl o/ ——

May chiéu Wireless Projector Server B9 dinh tuyén Internet
Edimax WP-S$1100

Hinh 5.7 bao mat vo tuyén
Uu nhwoc diém ciia mang khong day
- Uu diém ciia mang khong day

+ Chi phi lap dat giam dang ké so v6i mang c6 day
+ Cong nghé mang khong day duoc tich hop cho tit ca cac thiét bi di dong jecungx
nhu may tinh xach tay. Pam bao tat ca moi tiét bi déu c6 tinh nang két ndi mang khong day
+ Mang khong day tao dugc sy thodi mai trong viéc truyén tai dir licu ma khong co
su rang budc vé khoang cach va khong gian giita cac thiét bi. Chi can di chuyén o bat ki
noi nao trong pham vi phd song
+ Mang khdng day sir dung séng hong ngoai va song radio dé truyén dit liéu giira
c4c thiét bi. S6ng radio truyén tin hiéu di xa hon, 1au va rong hon, bang thong cao hon. Vi
vay song radio duoc str dung rong rii hon tia hong ngoai.
- Nhuoc diém ctia mang khong day
+ Toc do mang khong day phu thudc vao biang thong, va toc do nay thudng thap hon
mang co day.
+ Rat kho quan 1y thong tin va c6 kha ning danh roi dit liéu trén dudng truyén.
Kha nang bao mat mang khong day
- Mang khong day dung trong gia dinh, cdc doanh nghiép, co quan chinh phu,... luén
c¢6 kha ning bi hacker dé dang xam nhap vao duong truyén dé danh cap thong tin. Va tir
d6, c6 thé s& gy ra nhitng hau qua nghiém trong. Thé nhung, ngudi dung van chua dé y
dén van dé bao mat mang khong day. Mot van dé dang dugc quan tim ngay nay.

84



Carte pcl
Carte pci wifi
win o
ou
- >
o
> Adaptateur usb
wifi
- Routeur modem adsl
integré
\- 1
B '
Carte pei ‘
wifi "
ou
’,\'-Q \’d i
Adaptateur usb Carte pemcia wifi
wifi

Hinh 5.8 bao mat vo tuyén

Cic 16 hong trong viéc bio mat mang khong day

- Han ché khd nang quan tri: Mang khong day cho phép tat ca moi ngudi két ndi vao
hé théng trong pham vi phu séng. Chi can nam trong ban kinh phi séng ctia mang khong
day thi bat ki ai ciing c6 thé két ndi va khai thac tai nguyén ctia hé théng d6. Vi vay, day la
co hoi tot cho cac hacker xdm nhap vao hé thong.

- Kha nang ma hoa dir lieu: Mac du dir liéu da dugc ma hoa trudce khi dugce truyén qua
hé théng mang khong ddy. Tuy nhién, cac hacker co thé sir dung thiét bi wifi da duoc thay
d6i dé chan dir liéu, gdy nén nhimg kho khin cho hé thong.

- Xdc thue quyén nguoi ding: Hau hét cac két ndi mang khong diy déu mic dinh &
ché d6 mo hoan toan. Nghia 1a khon gcung cap day du quyén quan tri cho ngudi quan 1y.
Ciing nhu khong ¢6 kha ning xac thuc quyén nguoi dung, hay phan quyén cho cac két ndi
Xudt phat tir hé théng

- Kha ndng phdt hién va phong chong tan c¢éng: Cac hinh thirc tan cong cta hacker
ngay cang da dang. DAy 1 tré ngai cho hau hét cac t6 chirc va kho khin khi tim cach phong
chéng.

- Chinh vi hé thong bao mat mang khéng day khong duoc an toan. Nén nha cung cap
dd cho mot s6 chuin va dua ra mot sd dich vu nham khéc phuc nhiing van dé trén. Dich vu
thué dudng truyén riéng trong nudc 1a mot trong nhitng giai phap khac phuc hiéu qua nhat.
Phu hop cho cac t6 chirc, doanh nghiép yéu cau hé thong bang thong va bao mat cao.
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2.4 Ghi tai lidu

Ho so tai liéu luu trit ¢d ¥ nghia vo cling quan trong véi ting don vi, co quan, t6 chuc,
doanh nghiép. Chinh vi vay, viéc bao mat ho so tai liéu trong ky nguyén internet hién nay
la van dé can trong ma mdi don vi déu ludn luu tdm. Vay cach bao mat ho so tai liéu nao
an toan hién nay?

Phwong thirc quan Iy hd so tai li¢u thwong ap dung

Théng thudng cac don vi, doanh nghiép thuong quan Iy hd so, tai liéu va bao mat ching
theo phuong phép truyén théng. Viéc quan Iy tai liéu thuong dugc thuc hién theo cach ghi
nhan lai trén gidy to, s sach theo dai... sau d6 luu lai trong thu vién hoic kho luu trit,
danh diu ma s6 va ghi chép thong tin vao cac kep file hd so dé c6 thé tim kiém lai khi can.

Tuy nhién theo thoi gian khéi lugng céc tai lidu, ho so, cong vin, gidy to ting I1én rat
nhiéu. Ban dau ching ta luu thanh cac tu tai liéu, sau d6 viéc luu trir thdng tin trén may
tinh ciing tré nén qua tai 1am chung ta mat phuong huéng trong viéc quan ly théng tin, tim
kiém, tra cizu ho so tai lieu.

Nhitng nam qua, céng tac quan ly cong van, tai liéu tai cac don vi theo cach quan ly
truyén thdng da boc 16 nhiéu han ché. Qua thoi gian, tai liéu d& bi hong, viéc tra ciru tai
liéu mat nhiéu thoi gian 1am giam hiéu qua céng viéc.

Chinh vi thé, nhu cau sé hoa tai liéu 1a giai phap hitu hiéu trong viéc phat trién cua cac
don vi, doanh nghiép.

Bio mét ho so tai liéu trong Ky nguyén internet

Thay vi phai tén nhiéu thoi gian, cdng stc, chi phi cho viéc quan Iy tai liéu theo cach
truyén théng thi hién nay, nhiéu doanh nghiép, co quan, té chirc da tién hanh ap dung céng
nghé théng tin véi cac phan mém quan Iy ho so tai lidu chuyén nghiép phuc vu cho nganh
van thu luu trir va quan ly tai liéu.

Bao mat ho so tai liéu trong ky nguyén internet bang phan mém quan ly tai liéu hién dai

Thoi dai Internet [8n ngdi thi viéc tng dung cong nghé théng tin vao cai cach hanh chinh
la diéu tat yéu gitp cac doanh nghiép tiét kiém thd gian, chi phi dé phét trién manh mé& hon.

Hién nay, cd rat nhiéu phan mém quan ly tai liéu dugc xay dung nham bao mat thong
tin h so, tai liéu va téi gian céc tha tuc quan ly cho mdi doanh nghiép ung dung. Maét trong
s6 cac phan mém duoc doanh nghiép trong nudc st dung nhat hién nay 1a phan mém vin
phong dién tir Cloudoffice.

Pay la hé thong phan mém bao gom phan mém quan ly van ban, ho so tai liéu va diéu
hanh quan tri céng viéc toan dién va chuyén nghiép. Phan mém duoc thiét ké mot cach
khoa hoc véi day du chirc nang trao doi thdng tin, diéu hanh tac nghiép va quan Iy van ban,
diéu hanh cong viéc truc tuyén trén mang may tinh. C6 kha ning theo dai xu 1y vin ban va
diéu hanh cdng viéc tir xa thdng qua Internet.

Véi phan mém quan Iy ho so, tai liéu Cloudoffice nguoi quan ly c6 thé phan loai ho so
tai liéu theo cac chu d&, nhoém linh vuc quan ly khac nhau, dinh nghia cac thudc tinh cho
ting cha dé tai liéu gilp quan ly tai liéu da dang va linh hoat theo tirng thoi diém. Piéu
nay sé& gilip nguoi dung dé dang quan ly va tim kiém khi can.

Bén canh d6, phan mém con cho phép phép luu trir cac hd so, tai liéu dung chung cho
ca don vi hodc nhém nguoi ding. Cac tai lidu duoc luu trix ¢d thé 1a cac phan mém, biéu
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mau, an chi, tai liéu vé hinh anh, am thanh, video... Khdng nhitng thé, phan mém con cho
phép quan ly cac ho so su kién. Céc su kién c6 thé dugc quan Iy thanh 1 hd so theo ddi
dién tién tir ¢ bat dau cho tai khi két thiic sy kién. Chic ning nay ap dung hiéu qua trong
treong hop quan ly hd so khiéu nai t céo, hd so vi pham, hé so trién khai du an, trién khai
hop ddng. Ching ta d& dang tim kiém lai hd so cua sy kién ndo do dé theo ddi hoic tiép
tuc cap nhan céc noi dung, van dé mai cua su kién.

Kha ning quan ly c&c loai tai liu dit thu va theo ddi danh dau két qua thuc hién ciing
dugc nha thiét ké tich hop trong phan mém. Pic biét, phan mém con ¢6 chic nang canh
bao céc tai liéu sdp hét han &p dung dbi véi mot sé tai liéu c6 han quan 1y hoic theo ddi
nhu hop ddng, du an...

Véi chtic nang phan quyén trong phan mém vin phong dién tir, ngudi quan tri hé thong
dugc phép tao 1ap céc thanh vién méi, dbi quyén truy cap cua cac thanh vién, phan cac
quyén truy cap cac chirc nang cia phan mém. Do do, viéc bao mat thong tin ludn duoc dam
bao an toan tuyét doi.

Nho nhiing wu diém tich cuc chiic nang tién ich, phan mém quan ly van ban, tai lidu
Cloudoffice duoc xem 1a giai phap hitu hiéu cho viéc quan Iy va bao mat ho so, tai liéu.
Phan mém di va dang duoc rat nhiéu don vi co quan, to chic, doanh nghiép lua chon ap
dung va dem lai nhiéu loi ich thiét thuc. Phan mém g6p phan giam thiéu rat nhiéu thoi gian
lam viéc cho do6i ngii nhan vién, tiét kiém nhiéu khéng gian luu trir vin ban do toan bo hd
s0, tai liéu duoc scan lai va sap xép luu trit theo cach quan ly rat khoa hoc trén cac may
tinh chuyén dung, an toan va bao mat.

2.5 Sao luu thong tin

Bao vé dir liéu 1a viéc vo cuing thiét yéu, bai dir liéu Ia tai san quan trong nhat cia nguoi
ding trén may tinh. C6 thé néi nhu cau st dung may tinh va mang déu xuat phat tir dir liéu.

Thong thuong khi quyét dinh lya chon mot phuong phap bao vé may tinh thi dit liéu giir
vai trd tién quyét. Hé diéu hanh va cac ang dung co thé cai dat lai, nhung dir liéu nguoi
duoc tao boi ngudi dung 1a duy nhat, néu bi mat s& khdng cé gi thay thé duoc, tham chi
con c6 thé gay ra nhirng thiét hai v cuing 16n cho ca nhan, t chic. CO rat nhiéu nguyén
nhan khach quan, chi quan lam mat dit liéu nhu 15i hé thdng, virus hoic ty tay x6a nham.

Ngoai ra mot sé dir liéu rat bi mat, quan trong ching ta khdng mudn mat né ma con
khong mudn ngudi khac xem néu khong duoc cho phép.

Trong gi&o trinh nay s& cting ban doc tim hiéu mot sé bién phéap bao vé di liéu trén may
tinh, thy thudc vao mac do quan trong va diéu kién riéng ma ban c6 thé lra chon phuong
phéap phu hop cho dir liéu caa minh.

Backup dir li€u kip thoi va thwong xuyén

- Budc quan trong nhat trong viéc bao v¢ dit liéu khoi bi that lac 1a thuc hién backup
thuong xuyén. Chung ta can thyc hién backup theo chu ky bao 1au? Piéu nay phu thudc
vao lugng dir li€u s€ bi méat néu hé thé)ng bi danh sap hoan toan. Ching ta c6 thé thuc
hién backup hang tuan, hang ngiy, hay hang gio.

- Mt s6 18i backup thwong gip

+ Chung ta c6 thé sir dung tién ich backup duoc tich hop trong hé diéu hanh
Windows (ntbackup.exe) dé thuc hién nhing tién trinh backup co ban, ngoai ra, c6 thé
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str dung Wizard Mode dé don gian hoa tién trinh tao va khéi phuc cac file backup, hay
c6 thé cau hinh thu cong cac cai dat backup va Ién lich thuc hién tac vu backup dé tu
dong hoa tac vu nay.

+ Ngoai cong cu trén, co rat nhiéu cong cu backup nhoém ba khac véi nhiéu tuy
chon nang cao hon. Cho du chiing ta lya chon cong cu nao, thi viéc luu trit mot ban copy
dy phong cta file backup 1a rat quan trong dé dé phong trudng hop nhitng bang/dia chira
file backup bi pha huy cung véi dit liéu gbe. Hién nay c6 mot phuwong phép rat hiéu qua
ma chling ta c6 thé stir dung dé luu trit du phong ban backup d6 1a backup tryc tuyén.

- Ap dung bio mit chia sé va bio mat cap db file

+ Dé bao mat dit liéu, thao tac dau tién 1a cai dit gidy phép cho file va thu muc.
Néu dang chia sé dir liéu qua mang, chung ta c6 thé cai dat cac gidy phép chia s¢ dé kiém
soat nhitng tai khoan nguoi dung nao cé thé hay khong thé truy cap vao nhiing file nay
qua mang. Vi Windows 2000 va Windows XP, chung ta thuc hién cai dat gidy phép
bang cach click vao nat Permissions trén tab Sharing ctia ctra s6 thudc tinh Properties
cua thu muc hay file.

+ Tuy nhién, nhitng gidy phép cip d6 chia sé s& khong c6 hiéu luc véi ngudi dung
dang st dung mdy tinh luu trit dit liéu chia sé. Néu may tinh duoc nhiéu ngudi st dung
thi chiing ta phai stir dung cac gidy phép cap do file (con dugc goi 1a gidy phép NTFS vi
chung chi xuét hién trén nhiing thu muc va file dugc luu trit trén phan vung dugc dinh
dang NTFS). Nhitng gidy phép cap do file, dugc cai dat trong tab Security cua hop thoai
thudc tinh Properties, bao mat hon so véi cac gidy phép cap do chia sé.

+ Trong ca hai truong hop, ching ta co thé cai dat gidy phép cho tai khoan ngudi
dung hay nhém, va cé thé cho phép hay tir chdi nhiéu cap d6 truy cap khac nhau tir read-
only (chi doc) toi toan quyén truy cép.

- Piat mat khau bao vé tai liéu

+ Mot s6 Gmg dung, nhu Microsoft Office va Adobe Acrobat, cho phép chung ta
cai dat mat khau trén nhiéu tai liéu khac nhau. Dé mé nhiing tai liéu nay chung ta s& phai
nhap vao mat khau di cai dat cho ching. Trong Microsoft Word 2003, dé dat mat khau
cho tai liéu, vao menu Tools | Options 16i click vao tab Security. Chung ta c6 thé cai dat
mat khau mo file ndy va dit mat khau chdng chinh sira. Ngoai ra chung ta c6 thé cai dat
kiéu ma hoa duoc st dung.

+ Cach khoa thu muc bang mat khau véi 1énh file * BAT

+ Mot s6 phan mém nén nhu WinZip hay PKZip ciing hd tro ca tinh ning ma hoa
file nén.

- Str dung ma hoa EFS

+ Céc hé diéu hanh Windows tir Windows 2000 d¢én Windows 10 déu dugc hd tro
tinh nang ma hoa Encrypting File System (EFS — ma hoa file hé thng). Chung ta co thé
str dung phuwong phap ma hoa tich hop nén tang gidy phép nay dé bao vé cac file va thu
muc riéng biét dugc luu trir trén phan vung dinh dang NTFS. Thao tdc ma hoa file va
thu muc rat don gian, chi can click vao ndt Advanced trén tab General cta trang thudc
tinh Properties. Luu ¥ ring chung ta khong thé sir dung két hop ma hoa EFS va nén
NTFS.
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- Céach ma héa file, thw muc bang EFS trén Windows 10

+ EFS st dung két hop ma hoa ddi xing va bat ddi ximg cho ca bao mat va thuc
thi. D& ma hoa file véi EFS, nguoi dung phai c6 mot gidy phép EFS, ¢6 thé dugc tao boi
Windows Certification Authority, hay mot gidy phép tu phan néu khong co Certificate
Authority nao trén mang. Cac file EFS c6 thé dugc mé bai tai khoan nguoi dung da ma
hoa chung, hay béi mot taic nhan khoi phuc chuyén dung. V61 Windows XP hay
Windows 2003 chung ta con c6 thé chi dinh nhitng tai khoan ngudi dung khac dugce phan
quyén dé truy cap vao nhitng file dugc ma hoa bang EFS.

+ Luuy réng EFS dugc st dung dé bao vé dix liéu trén 6 dia. Néu g1 mot file
duoc mi hoa EFS qua mang va ai d6 stir dung mot Sniffer (trinh phan tich dir liéu) dé
danh cép thi ho c6 thé doc dir liéu trong file nay.

- Sir dung céng cu mi héa 6 dia

+ Trong mot sO phién ban cua Windows Vista, Windows 7, Windows Server 2008
va Windows Server 2008 R2 tich hop mét cong cu mi hoa 6 dia kha manh c6 tén
BitLocker. Mdc dinh, cong cu nay st dung b0 ma hoa AES (Advanced Encryption
Standard) van hanh theo ché d6 CBC (Cipher-Block Chaining).

- BitLocker va EFS khac nhau nhw thé nao?

+ Ngoai ra chung ta c6 thé sir dung nhiéu cong cu ma hoa 6 dia nhom ba khac cho
phép ma héa toan bo 6 dia. Khi ma hoa toan bo 6 dia, nguoi dung s& khong thé truy cap
vao dir li€éu trong d6. Dir li€u sé duoc ma hoa tu dong khi dugc ghi vao 6 dia nay, va s¢
tu dong duogc giai ma trude khi duoc tai vao bd nhd. Mot sb cong cu co thé tao nhiing
vung luu trit vo hinh bén trong mét phan ving, sau d6 hoat dong nhu 6 dia an bén trong
mot 6 dia. Nhitng nguoi ding khac chi co thé thay dir liéu trong 6 dia ngoai.

+ Nhiing cong cu ma hoa b dia c6 thé dugc st dung dé ma hoa 6 dia di dong. Mot
s6 cho phép tao mot mat khau chu cung v6i nhitng mat khau phu voi quyén thip hon dé
cap cho nhirng ngudi dung khac, nhu Whole Disk Encryption, Drive Crypt, ...

- Tan dung Public Key Infrastructure

+ Mot Public Key Infrastructure (PKI) 1a mot hé thong quan 1y nhiing cip Private
Key va Public Key, va cac gidy phép so. Do cac Key va gidy phép dugc phat hanh bai
mot cong cu nhom ba dang tin cdy nén bao mat nén tang gidy phép ma hé thdng nay
cung cap kha manh.

+ Chung ta c6 thé bao mat dir liéu mudn chia sé v&i nguoi khac bang cach ma hoa
dit liéu ndy véi mot Public Key va ngudi duoc chia sé. TAt ca nguoi dung trong mang s&
thay dir liéu nay, tuy nhién duy nhat nguoi dung co6 Private Key twong tmg véi Public
Key méi c6 thé giai ma.

- An dir liéu véi kiéu mi héa Steganography

+ Steganography la mot kiéu ma hoa tao email an trong d6 chi c6 ngudi giri va
nguoi nhan maéi biét dén sy tdn tai ciia email nay.

+ Chiing ta c6 thé sir dung mot ing dung Steganography dé an dir liéu bén trong
dir liéu khéc. Vi dy, ching ta co thé 4n mot email van ban trong mot file anh .JPG hay
mot file nhac MP3, ...

+ Steganography khong thuc hién ma héa email, do d6 né thuong dugc s dung
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v6i cac phan mém ma hoa. Trude tién dir liéu s& duge ma hoa, sau d6 4n nd bén trong
file khac bang mot phan mém Steganography.

+ Mot s6 cong cu ma hoa kiéu Steganography yéu cau sy hoan ddi ciia mot Key bi
mat, trong khi do sb khac lai st dung Key mat ma Private va Public. Mot vi du dién hinh
ctia phdn mém Steganography 1a StegoMagic. Day 1a mot phan mém mién phi giup ma
hoa email va an chiing trong céc file .TXT, .WAV, hay .BMP.

- Bio vé dit liéu giri di bing cach bao mat IP

+ Dir liéu cila chiing ta c6 thé bi tin tic danh cip khi dang truyén qua mang bang
mot phan mém Sniffer. Pé bao vé dir lidu khi dang truyén qua mang chung ta c6 thé st
dung Internet Protocol Security (IPSec), tuy nhién ca hé thong gui va hé théng nhan phai
hd trg IPSec. Ké tir hé diéu hanh Windows 2000, Windows da duoc tich hop kha nang
hd tro cho IPSec. Cac ting dung khong phai nhan biét IPSec vi n6 van hanh tai mé hinh
mang cap do thap.

+ Encapsulating Security Payload (ESP) 1a giao thitc duoc IPSec sir dung dé ma
hoéa dit liéu. IPSec c¢6 thé van hanh theo ché d6 duong ham dé cung cap kha ning bao vé
tai cong ndi, hay trong ché d6 truyén dé cung cap kha ning bao vé khi di liéu dang duoc
truyén. Pé sur dung IPSec trong Windows, chung ta phai tao mot chinh sach IPSec, lya
chon phuong thirc tham dinh quyén va nhiing bo loc IP s& sir dung. Pé cdu hinh nhiing
cai dat cua IPSec, mo cira s6 thudc tinh Properties cua giao thirc TCP/IP trén tab Options
cua Advanced TCP/IP Settings.

- Biao mat dir liéu truyén qua mang Wifi

+ Dir liéu ma ching ta gui qua mang Wifi dé bi tac dong hon so véi khi giri qua
mang Ethernet. Tin tic khong can phai truy cap vat 1y téi mang hay céc thiét bi trén do,
bét cir ngudi dung nao st dung laptop d3 duoc kich hoat Wifi va mét dng ten thu phat
song manh co thé danh cép dit liéu hay dot nhap vao mang va truy cap vao dir liéu duoc
luu trit trén mang d6 néu diém truy cap Wifi khong duoc cau hinh bao mat.

+ Bdo mat WiFi ti nhiing budc co ban

+ Chung ta chi nén gui va luu trit dir li€u nhiing mang Wifi dd dugc ma hoa. bé
ma hoa mang Wifi, tot nhat nén st dung WPA/WPA2 két hop véi1 AES thay vi Wired
Equivalent Protocol (WEP).

- Str dung Rights Management dé duy tri kiém soat

+ Néu can gui dir liéu cho nhitng nguoi dung khac nhung chung ta lai lo ling vé
viéc bao vé dir lidu nay khi khong con nam trén hé théng cia chung ta nira thi ching ta
c6 thé str dung Windows Rights Management Services (RMS) dé kiém soat hanh vi ctia
nguoi nhan d6i vai dit liu ho nhan duge. Vi du, ching ta co thé phan quyén dé nguoi
nhan c6 thé doc tai liu Word nhan duogc nhung khong thé hiéu chinh, copy hay luu tai
liéu nay. Ngoai ra chiing ta c6 thé chin ngudi nhan chuyén tiép email ma chung ta giri
di, hay cai dit thoi han st dung cho email hay tai liéu dé ngudi nhan khong thé truy cap
sau thoi han do.

+ Pé sir dung RMS, chiing ta can cdu hinh Windows Server 2003 nhu mot may
chit RMS. Nguoi dung can str dung Internet Explorer hay cai dit phan mém may tram
dé truy cap vao céc tai liéu dugc RMS bao vé. Nhirng nguoi dung duge phan quyén can
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phai tai mot gidy phép tir may chu RMS.

- Hy vong mot sb giai phap trén diy c6 thé giup cho may tinh ciing nhu dit liéu cua
ban an toan hon trong thoi dai an ninh mang dang bi de doa nay.
2.6 Nang cap mang

Ching ta da biét bao mat WEP rat d& bi crack, cdng nghé bao mat nay chi bao vé duoc
mang khong day cuaa ban trudce nhitng ngudi dung théng thudng. Con ngoai ra, ddi véi cac
hacker, ké ca cac hacker mai vao nghé ciing c6 thé download cac cong cu mién phi va thyuc
hién theo mot hudng dan nao d6 dé crack khéa WEP cua ban. Sau khi ph& dugc khoa,
hacker c6 thé két néi dén mang Wi-Fi va truy nhap vao cac tai nguyén chia sé chung trén
mang cta ban. Ngoai ra cac hacker con cd thé giai ma luu luong thoi gian thuc trén mang.

Chinh vi ly do d6 ma ching ta can st dung mot cong nghé an toan nhat dé bao vé cho
mang khong day caa minh: hién tai @6 chinh la Wi-Fi Protected Access 2 (WPA2), day la
cbng nghé st dung ma héa AES/CCMP.

C6 hai dang thurc caa cong nghé WPA va WPAZ2: Personal hoac Pre-shared Key (PSK)
cho nguoi dung gia dinh va Enterprise cho doanh nghiép.

Ché d6 Personal rat dé trong cai dat va st dung. Ban cd thé tao mot khda ma héa (gidng
nhu mot mat khau) trén router khdng day hoic diém truy cap. Sau d6 nhap vao khoéa nay
trén cac may tinh va cac thiét bi dé két ndi véi mang Wi-Fi.

Ché d¢ Enterprise phuc tap hon nhiéu va yéu cau mot may chu ngoai, may cha nay duoc
goi la RADIUS server, dé kich hoat nhan thuc 802.1X. Tuy nhién ché d6 nay thich hop véi
viéc str dung trong cac doanh nghiép. Ban c6 thé tao cac username va password cho nguoi
dung dé st dung khi két néi. Cac khda ma héa thuc khong dugc luu trén may tinh va thiét
bi do d6 s& bao vé cho mang cua ban tét hon néu chiing ¢ bi mat hoac bj danh cap.

Khi sir dung ché d6 Enterprise, ban c6 thé thu hoi su truy cap caa ngudi dung khi ho
khong lam tai cng ty cua ban nira. Néu str dung ché d6 Personal, ban s& phai thay doi khoa
ma hoa (trén tat ca cac diém truy cap va tat ca may tinh) mdi khi mot may hoac mot thiét
bi bi mat hay bj danh cip va khi ¢ nhan vién nao do roi cong ty.

Kiém tra cac phwong phap bao méat hién hanh

Néu ban khdng chic chin vé phuong phap bao mat ma minh dang st dung, hay kiém
tra nhanh trong Windows bang cach vao danh sach cac mang khong day cé san.

Trong Windows XP (téi thiéu & day la Service Pack 2), cac mang st dung mot s6 kiéu
bao mat nay sé& cd théng béo dugc bao mat. Néu dang sir dung WPA hoiac WPA2, thong
bao s& duoc hién thi trong dau ngodc don, con lai sé 1 trudng hop st dung WEP. Trong
Windows Vista va Windows 7, ban chi can di chudt qua mang nam trong danh sach 1a c6
thé xem duogc céc thdng tin chi tiét, cac thdng tin ndy gom c6 kiéu bao mat.

Tham dinh twong thich WPA2

Hau hét cac san pham Wi-Fi duoc san xuét tir sau nam 2005 déu hd tro WPA2. Néu cd
mét router khdng day, cac diém truy cap, may tinh hay céc thiét bi Wi-Fi khac duoc san
Xuat trudc 2005, ban can kiém tra xem thiét bi caa minh c6 hd trg WPA2 hay khong.

Pé kiém tra xem router khdng day hoac diém truy cap c6 hd tro WPA2 hay khéng, ban
hay nhap dia chi IP cta n6 vao trinh duyét web, ding nhap vao panel diéu khién va kiém
tra c4c thiét 1ap khong day.
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Luu y: Néu khdng biét dia chi IP cua router 1a gi, hdy triéu goi hgp thogi Wireless
Network Connection Status trong Windows, kich nat Details, sau @6 tham khdo phdan
Default Gateway. Xem hinh.

s B

aill Local Area Connection 3 Status (s3]
| General \
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity Lo mskossal N
Media State: MNetwaork Connection Details
SSID:
Duration: Network Connection Details:
Speed: Property Value
Signal Quality: Connection-specific DN...  gateway. 2wire.net
Description Atheros AR5006EXS Wireless Network &,
Detglls. .. Physical Address 00-1C-B3-B1-3E-07
. DHCP Enabled Yes
Aoty IPv4 Address 192.168.0.61
IPv4 Subnet Mask 255.255.255.0
Lease Obtained Friday, February 11, 2011 8:45:34 AM
Bytes: Lease Expires Monday, March 20, 2147 4:10:03 PM
IPv4 Default Gateway 192.168.0.1
Errors:
IPv4 DHCF, r 192.168.0.1
"&‘Properties [ P4 DNS & 192.168.0.1
IPv4 WINS Server
NetBIOS over TepipEn..  Yes
Link-local IPvE Address fe80::6del:.e7dd:699e:2e53%20
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Hinh 5.9 ning cip bao mat mang

Luwu y: Néu khoéng nhé mat khdu, hay tham khao hwéng siz dung hay tim kiém trén
Google dé ldy mdt khau méc dinh. Néu da thay doi mdt khau méc dinh, ban c6 thé thiét Iap
lai mat khdu mdc dinh nha may bang cach gi nut reset nhé ¢ phia sau router hay diém
truy cdp khéng day cua minh.

Néu khdng thay WPAZ2 trong cac thiét 1ap bao mat khong day cua router hay diém truy
cap khdng day, ban c6 thé can dén su hd tro tir cc nang cap phan mém bé sung cua nha
maéy. Trong panel diéu khién, tim c4c thdng tin vé hé thong va trang théai dé kiém tra xem
phién ban duogc cai dat cia phan mém. Sau d6 vao phan hd tro trong website cia nha san
xuat va kiém tra cac desktop c6 sin cho model cta ban. Néu cé phét hanh phan mém moi
nao cho thiét bi, hdy download né va upload théng qua trang phan mém trén panel diéu
khién.

Néu ban c6 mét sé may tinh Windows, hdy cai dat Service Pack 3, day la phién ban hd
trg WPA2. Kich Start, right-click My Computer, chon Properties. Néu da cai dat
Service Pack 3, ban sé& thay dong chir “Windows XP Service Pack 3”. Con trong truong
hop khong thay, ban hay download va cai dat bang cach st dung Windows Updates.
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Néu dang sir dung mot adapter khong day cii, adapter nay c6 thé khong hd trg WPA2
néu Windows hd trg né. Bé kiém tra sy hd trg caa nd trong Windows XP, mé hop thoai
Wireless Network Connection Properties, chon tab Wireless Networks, kich Add. Bao
dam WPA2 c6 trong menu s6 xudng trong phan Network Authentication.

Néu khéng thay WPA2, ban c6 thé tim su hd tro tir cAc nng cap driver bai nha san xuét.
Kiém tra phién ban cua driver da duoc cai dat: Mo hop thoai Wireless Network
Connection Properties trong Windows, kich nat Configure, chon tab Driver. Sau d6 vao
phan hd tro cua website nha san xuat va kiém tra cac download twong @ng voi model thiét
bi cua ban.

Néu cd phién ban driver méi hon, hiy download va nang cip bang cach thuc hién theo
huéng dan caa nha san xuat hay théng qua tab Driver.

Str dung WPA2-Personal (PSK)

Dé kich hoat bao mat WPA2-Personal, ban can nhap dia chi IP caa router khéng day
hay diém truy cap vao trinh duyét web, ding nhap vao panel diéu khién va sau dé tim céc
thiét 1ap bao mat khong day.

Néu khéng biét dia chi IP cua router hoic khéng nhg mat khau, ban hay tham khao cac
lwu ¥ trong phan trudc.

Khi tim thay phan cac thiét 1ap bao mat khong day, chon bao mat WPA2 va ma hoa
AES. Tiép d6 nhap vao 8 dén 63 ky tu 1am Pre-Shared Key hoic Passphrase. Can biét
rang mat khau cang dai va cang phuc tap thi bao mat caa ban cang an toan. Thém vao do
cling nén sir dung ca cac ky tu in hoa va in thuong ciing nhu cac chir s6 trong mat khau.
Ghi mat khau ra gidy va cét giir & mot noi an toan. Cudi cuing khéng dugc quén luu lai cac
thay doi ma ban vira thyuc hién.

Ldc nay ban phai nhap vao ciing mot mat khau trén cac may tinh hoc thiét bi dugc trang
bi Wi-Fi. Trong Windows, ban s& duoc nhic nhg dé nhap vao thong tin nay khi két néi.
Tuy nhién néu da tirng sir dung WEP hoic WPA, Windows c6 thé khdng két néi cho téi
khi ban stra cac thiét 1ap bao mat da luu:

Trong Windows XP, kich dup vao biéu tugng mang khong day & gdc trén bén dudi, kich
Change the order of preferred networks. Sau d6 kich tén mang va thay doi Network
Authentication thanh WPA2-PSK, Data Encryption thanh AES va nhap mat khau vao hai
lan trong truong Network Key. Xem thé hién trong hinh.

Trong Windows Vista va Windows 7, triéu goi danh sach cac mang khong day co san,
kich phai vao mot mang nao d6 va chon Properties. Sau d6 thay d6i Security Type thanh
WPA2-Personal, Encryption Type thanh AES, nhap vao mat khau lam Network Security
Key.

Str dung WPA2-Enterprise

Trudc khi c6 thé sir dung WPA2-Enterprise, ban phai chon va cai dat mot may cha
RADIUS server. Néu di c6 mot Windows Server, ban s& c6 thé st dung IAS hoic NPS
server. Cac may chia RADIUS khac gom c6 FreeRADIUS, Elektron va ClearBox. Luu y
rang mot sé diém truy cap 16p doanh nghiép (chang han nhu ZyXEL ZyAIR G-2000 Plus
V2 s& ¢6 tich hop cac méay chi RADIUS). Néu khéng c6 kinh phi hoac chua c6 nhiéu kinh
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nghiém trong viéc diéu hanh mot may cha riéng, ban cé thé sir dung thdng qua dich vu
hosting, chang han nhu AuthenticateMyWiFi.

Cau hoi on tap
- Kiém tra va cho biét cac su cb vé tuong Iua, van dé can bao mat trén hé théng mang
la gi?.
- Cai dat 1 chuong trinh di€t virus va queét cac loai virus may tinh xadm nhép vao
mang LAN.
- Trinh bay phuong phap sao luu, phuc hoi dit liéu thuong xuyén, c6 dinh ky?
- Hay nang cap mo rong hé théng mang LAN dang sir dung thanh mang MAN
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