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TUYEN BO BAN QUYEN:
Tai liéu nay thudc loai sach gido trinh nén cic ngudn thong tin ¢ thé duge phép
dung nguyén ban hodc trich ding cho cac muc dich vé dio tao va tham khao.
Moi muc dich khac mang tinh 1éch lac hoac str dung véi muc dich kinh doanh
thiéu lanh manh sé bi nghiém cAm.

LOI GIOI THIEU

Gi4o trinh “Chuyén dé” duoc bién soan theo Chuong trinh khung Quan trj mang may
tinh da duoc B6 Lao dong — Thuong binh va Xa hdi ban hanh.

Trong nhirng nim qua, day nghé di c6 nhiing budc tién vuot bac ca vé sb lugng va
chat luong, nham thyc hién nhiém vu dao tao nguén nhan luyc k¥ thuat truc tiép dap tng
nhu ciu xi hoi. Cung véi su phat trién cta khoa hoc cong nghé trén thé gidi, linh vuc
Cong nghé thong tin n61 chung va nganh Quan tri mang & Viét Nam noi riéng da co
nhitng budc phat trién dang ké.

Chuong trinh khung qudc gia nghé Quan tri mang da dugc xay dung trén co s& phan
tich nghé, phﬁn k¥ thuat nghé duoc két ciu theo cac mé dun. Dé tao diéu kién thuan loi
cho céc co s& day nghé trong qua trinh thyc hién, viéc bién soan gido trinh k¥ thuat nghé
theo theo cac modun dao tao nghé 1a cap thiét hién nay.

Noi dung chinh ciia gi4o trinh duoc chia thanh 02 bai, bao gom céac noi dung:

1. Chuyén dé 1: Quan tri mang ngang hang (Peer To Peer Network) & quan tri thu dién
tar bang MDEAMON

2. Chuyén dé 2: Quan tri mang Domain Network & quan tri thu dién tir bang Microsoft
Exchange

Chuyén dé 13 mo dun dao tao nghé dugc bién soan theo hinh thirc tich hop Iy thuyét
va thuc hanh. Trong qué trinh thyc hién, nhom bién soan da tham khao nhiéu tai liéu
Quan tri mang trong va ngoai nude, két hop vai kinh nghiém trong thuc té. Mic dau c6
rat nhiéu cd gang, nhung khong tranh khoi nhitng khiém khuyét, rat mong nhan dugc su
dong gop ¥ kién cua doc gia dé gido trinh dugc hoan thién hon.

Xin chan thanh cdm on!
Cu Chi, ngay ... thang ... nam 2024
Nhom bién soan:
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BAI 1. CHUYEN PE 1
QUAN TRI MANG NGANG HANG (PEER TO PEER
NETWORK) & QUAN TRI THU PIEN TU BANG MDEAMON

Gioi thiéu:

Mang ngang hang (tiéng Anh: peer-to-peer network), con goi 1a mang déng dang, 1a mot
mang may tinh trong d6 hoat dong cua mang chu yéu dwa vao kha ning tinh toan va biang
théng cua cdc may tham gia chi khdng tap trung vao mét sé nho cac may chu trung tam
nhu cac mang thdng thuong. Mang ddng ding thuong duoc st dung dé két nbi cac may
thong qua mot luong két ndi dang ad hoc. Mang déng dang c6 nhiéu wng dung. Ung dung
thuong xuyén gap nhat 12 chia sé tép tin, tat ca cac dang nhu am thanh, hinh anh, dit liéu, ...
hoidc dé truyén dix liéu thoi gian thuc nhu dién thoai VolP.

MDaemon Ia phan mén quan ly thu dién tir chay trén Window. MDaemon rat don gian
va dé cu hinh, ddng thai 12 mot phan mén c6 gia thanh rat hop 1y nhu lai ¢6 rat nhiéu dic
tinh cho phép dé& quan ly hon céc hé thdng thu dién tir khac trén thi treong.

1. Muc tiéu:

- Xac dinh dugc cac yéu cau can thiét dé quan tri mot mang ngang hang.

- Cai dat va quan tri dugc mot mang ngang hang.

- Chia sé duoc tai nguyén mang véi cac quyén han khac nhau.

- Giam sat dugc viéce str dung tai nguyén mang.

- Sur dung dugc tinh nang Remote Desktop.

- Trinh bay dugc qua trinh giri nhan thu dién tir trong mang.

- M0 ta dugc chirc nang cta cac giao thuc Mail.

- Cai dat duoc phan mém MDEAMON.

- Backup duogc thu dién tu.

- Quan tri dugc thu dién tur trong doanh nghiép.

- Thuyc hién céc thao tac an toan véi may tinh.

2. Noi dung bai hoc
2.1 Cai dit cAu hinh mang

Mang ngang hang (p2p) la mang ma trong dé hai hay nhiéu may tinh chia sé tap tin va
truy cap cac thiét bi nhu may in ma khéng can dén may cha hay phan mém may cha. Hay
& dang don gian nhat, mang p2p duoc tao ra bai hai hay nhiéu may tinh duoc két ndi voi
nhau va chia sé tai nguyén ma khéng phai thdng qua mot may chu danh riéng.

Mang p2p c6 thé 1a két ndi tai chd — hai may tinh néi voi nhau qua céng USB dé truyén
tap tin. P2P ciing c6 thé 1a co s¢ ha tang thuong truc két ndi 5-6 may tinh véi nhau trong
mét vin phong nhé bang cap ddng. Hay né ciing cé thé 1a mot mang ¢6 quy md 1on hon
nhiéu, dung cac giao thirc va tng dung dac biét dé thiét 1ap nhitng méi quan hé tryc tiép
gitra ngudi dung trén internet.

Ung dung ban dau ciia mang p2p la sy tiép ndi cua viéc trién khai cac may tinh ca nhan
doc 1ap vao dau nhirng nam 1980. Khac véi may tinh I6n (c& mini) ngay 4y co vai tro may
tinh Xt Iy va Iuu trir trung tdm phuc vu cac tac vu xtr Iy van ban va nhirng trng dung khac
cho cac thiét bi dau cubi (terminal), PC doi mai lac d6 ¢ riéng dia cang va CPU. N6 con
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c6 sin cac (ng dung, nghia 1a n6 co6 thé trién khai trén ban lam viéc va thuc sy hitu dung
ma khdng can phai ndi dén may tinh lén.

Nguoi dung cam thay dugc giai phong khi co may tinh dung riéng trén ban lam viéc caa
minh. Nhung sau d6, ho thdy can phai co phuong thirc dé chia sé tap tin va may in. Phuong
phap d& dang nhét la luu tap tin trén dia mém va mang né dén cho ngudi nhan hay guri di
bang duong thu noi bo.

Mang thi cong

Thuc té d6 da dan dén thuat ngir mang thu cong (sneaker net). Biém cudi thuong gap
nhat cta mang tha cong tiéu biéu 1a nhan vién co may in ndi vao may tinh cua ho.
Tuy sneaker net 1a sy pha tron ky la caa cong nghé méi va dang van chuyén ¢ 13 si nhét
nhung m6 hinh nay lai 13 nén tang thuc sy cho nhitng nhém lam viéc nho p2p ngay nay.
Trong khi mé hinh tinh toan tap trung hoa ban dau va hé théng client/server hién nay nhin
chung dugc coi nhu méi truong bi diéu khién, trong dé6 mdi ca nhan dung may tinh theo
cach thic do cap cao hon quyét dinh, mang lam viéc nhém p2p c¢é dién lai hoan toan mé
vé chia sé tap tin va thiét bi.

Noi chung mang p2p van phong va gia dinh dung chuan Ethernet (10Mb/s) hay Fast
Ethernet (100Mb/s) va két néi theo md hinh hub-and spoke. Cap dong category 5 (xoan
d6i) néi giita cac PC va Ethernet hub hay switch, cho phép ngudi dung PC ndi mang nay
truy cap chia sé dia cang, may in hay ngay ca két ni internet.

Ca khach lan chi

MJi PC duoc két ndi ddng thoi vira 1am may chu vira lam may khach. Khong coé hé diéu
hanh mang chuyén dung chay trén may tinh manh dé hd trg cac tng dung dic biét cua phia
may chu nhu dich vu thu muyc (co s dix liéu chuyén dung kiém soat ngudi nao truy cap
vao cai gi).

Trong mdi trudng p2p, quyén truy cap duoc diéu khién bang cach thiét 1ap cac thong s6
Vvé quyén chia sé trén ting may tinh.

Vi dy, néu PC cua nguoi dung A két ndi voi mot may in ma nguoi dung B mudn truy
cap dén, ngudi dung A phai cai dat may caa minh dé cho phép (chia s¢) truy cap dén may
in. Tuong tu néu nguoi dung B mudn truy cap dén thu muc, tap tin hay tham chi toan bo
dia ctrng trén PC cua nguoi dung A. A phai cho phép viéc chia sé tap tin trén PC cta minh.
Viéc truy cap may in hay thu muc trén mang p2p vian phong cé thé dugc kiém soat chat
ché hon bang cach dung mat khau cho cac nguon tai nguyén nay.

Mang Ngang Hang Trén Internet

Mic du internet rat gidng véi mang khach/chi nhung ¢ nhitng cong nghé chia sé tap
tin cho phép nguoi dung tao ra moi truong p2p trén mang internet cong cong.
Truong hop gay dugc cha ¥ 16n nhit 1a mang cua Napster, ho da dat duoc quy dinh cua
chinh phu My cho phép ngudi ding tim kiém trén dia cing cta nhau nhiing tap tin ¢6 ban
quyén. Tuy nhién, Napster khdng hoan toan la mang p2p. Ngudi dung cia dich vy nay phai
dang nhap vao mot may cha dé tim kiém tya ban nhac, sau d6 may chi sé chi dén PC cua
mot ngudi dung khac, & dau dé trén internet co chira tap tin mudn tim. Tuy nhién, mot khi
da tim thay tap tin thi viéc tai xudng xay ra ngang hang tir PC nay sang PC khac.



Mot hé théng chia sé tap tin p2p khac bang internet 1a Gnutella, ddy la mot giao thic
vén do hang Nullsoft phat trién nhung sau d6 dugc phd bién trén nhitng website cdng cong
khi Nullsoft bi America Online mua vao nam 1999.

Ung dung cua ngudi dung cudi trong thich Gnutella tao ra cai goi la tac nhan (servent)
Gnutella khi cai dit trén PC caa nguoi dung cudi. Khi ding nhap vao internet, servent tu
cdng b chang cho nhing servent khac va ciing nhan ban cac yéu cau tim kiém tap tin duoc
luru trén dia cing cua ngudi dung. Két qua truy tim duoc “dua” cho ngudi dung théng qua
ing dung servent, ngudi dung chon tap tin ho can va sau dé tai xudng tryc tiép tir PC luu
gitr tap tin nay qua internet.

Mo hinh mang ngang hang (Peer-to-Peer)

Mang ngang hang (p2p) la mang ma trong d6 hai hay nhiéu may tinh chia sé tap tin va
truy cap cac thiét bi nhu may in ma khéng can dén may chu hay phan mém may chi. Mang
ngang hang thuong duoc to chic thanh cac nhom lam viéc workgroup. M6 hinh nay khong
c6 quéa trinh dang nhap tap trung, néu da dang nhap vao mang ban c6 thé sir dung tat ca tai
nguyén trén mang. Truy cap vao cac tai nguyén phu thudc vao nguoi da chia sé cic tai
nguyé@n do, do vay ban c6 thé phai biét mat khau dé c thé truy nhap dugc téi céc tai nguyén
duoc chia sé.

Mang p2p duoc tao ra bai hai hay nhiéu may tinh dugc két ndi vai nhau va chia sé tai
nguy@n ma khéng phai thdng qua mot may chu danh riéng. Mang p2p cé thé 1a két néi tai
chd — hai may tinh ndi véi nhau qua cong USB dé truyén tap tin. P2p ciing ¢o thé 1a co so
ha ting thuong truc két ndi 5-6 may tinh véi nhau trong mét van phong nhoé bang cap dong.
Hay no ciing ¢6 thé 1a mot mang ¢ quy md 16n hon nhiéu, dung cac giao thuc va tng dung
dac bigt dé thiét 1ap nhitng mdi quan hé truc tiép giita nguoi dung trén internet.

M6 hinh lai (Hybrid)

M® hinh nay la su két hop gitra Client-Server va Peer-to-Peer. Phan 1on cac mang may
tinh trén thuc té thuoc mé hinh nay.

Trong cac md hinh mang n6i trén, mdi mé hinh ¢ nhing wu, nhugc diém riéng déi véi
tirng chi tiéu danh gid nhu: tinh bao mat thong tin, sy cai dat, kha nang mé rong mang...
Sy so sénh giira cac md hinh mang trén d6i véi mot sb chi tiéu danh gia phé bién duoc cho
trong bang sau:

M® hinh mang/

A » lient-Server Peer-to-Peer Hybri
Chi tiéu dénh gid Client-Serve eer-to-Pee ybrid

C6 d6 an toan va bao mat|bo an toan va bao mat|bo an toan va
D6 an toan va tinh|thdng tin cao nhat. Quan|lkém, phu thudoc vao|lbao mat cao gan

bao mat thong tin. ||tri mang c6 thé diéu chinh|muac truy nhap duoc|nhu Client-
quyén truy nhap théng tin.|chia sé. Server,
Kha nang cai dat. ||Kho cai dat. Dé cai dat. Kho cai dat.

Poi hoi c6 may chu, hé|Khéng can may chi, hé
diéu hanh mang va cac|diéu hanh mang, phan
phan cang bé sung. ctrng b sung rat it.

Nhu Client-
Server.

Poi hoi vé phan
ctrng va phan mém.
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M hinh mang/

o ., Client-Server Peer-to-Peer Hybrid
Chi tiéu danh gia y

. . Khéng can c6 quan tri|Nh Client-
Quan tri mang.  |Phdi c6 quan tri mang. g ca quan triNhu

mang. Server.
X 1y va lwu tri taple, o Khéng. Khéng.
trung.
Chi phi cai dat.  ||Cao. Thap. Cao.

Trong md hinh mang c6 may chu (server) khéng phai moi may chii déu hoat dong nhu
nhau ma ching dugc danh riéng dé thuc hién nhirng nhiém vu chuy@n biét nhim hd tro cac
may tram trén mang, mot may cha c6 thé thuc hién toan bo cac nhiém vu nay hoic ciing
c6 thé c6 mot s6 may chu s& thuc hién md nhiém vu riéng biét nao do, vi du nhu: Web
server, FTP server, File server, Printer server...

Két ndi mang LAN duoc hiéu don gian 1a két ndi hai hay nhiéu may tinh trong mot
pham vi nho théng qua thiét bi switch. Qua trinh két ndi s& gilp cac may tinh co thé chia
sé dir liéu noi bo véi nhau mot cach don gian, tién loi thay vi phai sir dung USB dé copy
dir liéu tir may nay roi méi paste sang may khac hoic st dung Internet dé gui 1én cac kénh
Zalo, Facebook hay Drive,...

Hinh 1.1 cai dat ciu hinh mang LAN

Khéng chi tién loi va dé dang, két néi mang LAN con han ché dugc nhiém virus hon so
Véi viéc st dung USB, giam thiéu dugc cac budc tai xudng, nén file so véi viéc st dung
Drive hoic cac kénh két ni thng tin.

Cach tao mang LAN va két néi mang LAN

So véi cac phién ban Windows cil, viéc két ndi mang LAN bay gio tré nén don gian hon
rat nhiéu boi trén hé diéu hanh nay da duoc tich hop san mét s6 tinh nang gilp ngudi dung
cd thé toan quyén kiém soét.

- Budre 1: Mo Start menu, nhap tir khoa "Firewall" ¢¢ mé Windows Firewall .



B a3 Filters \/
Best match

Windows Firewall
Control panel

Search suggestions

L firewwall - Search the web

Hinh 1.2 cai dit ciu hinh mang LAN
- Buwéc 2: Trén ctra s6 Windows Firewall, lua chon muc Turn Windows Firewall on
or off & khung bén trai dé bat, tit tuong lira

* Windows Firewall

™ f » Control Panel > System and Security > Windows Firewall v & Search Co.. O

Control Panel Home Help protect your PC with Windows Firewall

Windows Firewall can help prevent hackers or malicious software from gaining

Allow an app or feature access to your PC through the Intemet or 3

through Windows Firewall
& Change notification settings . o Private networks Not connected
® Ium Windows Firewall on or.

off . Q Guest or public networks Connected

& Restore defaults < , .
Networks in public places such as airports or coffee shops
© Advanced settings

Troubleshoot my network Windows Firewall state: On

Incoming connections: Block all connections to apps that are
not on the list of allowed apps

Active public networks:

Notification state: Notify me when Windows Firewall
blocks a new app

Hinh 1.3 cai dit ciu hinh mang LAN
- Buwde 3: Néu ban mudn bat Firewall lya chon Turn on Windows Firewall & ca 2
muc Private network settings va Public network settings.

* Customize Settings

Lo v 4 ﬂ« Windows Firewall > Customize Settings v & Search Co.. O

Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.

8 onnections, including those in the list of allowed 2pps
[ Notify me when Windows Firewall blocks a new app

g (O Turn off Windows Firewall (not recommended)

"[_1Block allincoming connections, including those in the list of allowed apps
4] Notify me when Windows Firewall blocks a new app

9 O Turn off Windows Firewall (not recommended)
OK Cancel

Hinh 1.4 cai dit ciu hinh mang LAN
+ Néu ban muén tit Firewall lva chon Turn off Windows Firewall ¢ ca 2 muc nhu
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trén. Sau khi Iya chon xong, nhin OK dé luu thay d6i.

* Customize Settings

L v Q <« Windows Firewall > Customize Settings v Search Co.. O
Customize settings for each type of network
You can modify the firewall settings for each type of network that you use.
Private network settings
° ( Turn on Windows Firewall

Block sll incem nnections, including those in the list of allowed 2pps

No e wher ows Firew

g[b Turn off Windows Firewall (notA;eAc&v;;ﬁm&eJ]‘l

Public network settings
o (O Turn on Windows Firewall

all inc

nnectiens, includ

me when Windows Firewall blo

8 F Turn off Windows Firewall (not vc(ommended)1

OK Cancel

Hinh 1.5 cai dat ciu hinh mang LAN
- Budc 4: Dé nhéan biét ban d3 bat tiat Firewall trén Windows 10 hay chua, ban sé&
thdy mot biéu twong tuwong Gmg voi ché do bat,tit cia tudng lira.

* Windows Firewall

= v 1 @ > Control Panel > System and Security > Windows Firewall v & Search Co.. P

Control Pand Home Help protect your PC with Windows Firewall
Windows Firewall can help prevent hackers or malicious software from gaining

Allow an app or feature access to your PC through the Internet or 3 network,

through Windows Firewall

& Change notification settings Update your Firewall settings
@ Tum Windows Firewall on or Windows Firewallis not using the gy ;.0 o sed sektings
off recommended settings to protect
& Restore defaults your computer.
O Advanced settings What are the recommended
settings?
Troubleshoot my network

e Private networks Not connected

‘ . g Guest or public networks

Networks in public places such as airports or coffee shops

Connected

Windows Firewall state: Off
G Incoming connections: Block all connections to apps that are
y not-on the list of allowed apps

Security and Maintenance Kekvve pidblic s

Network and Sharing Center

Notification state: Notify me when Windows Firewall

Hinh 1.6 cai dit ciu hinh mang LAN

Véi viéc bat, tat twong lira ban da c6 thé thoai mai bat tat Firewall bat ctir khi ndo ban
mubn dé hé théng bao vé nay khong ngin ban truy cap dén cac server game, (ng dung,
website,... Ngoai viéc bat tit thi tuong lira con c6 thé cau hinh sdu hon dé n6 ngin chan két
ndi manh hon hay noi 16ng hon mot chit, khi da thiét 1ap cau hinh tuong lira xong thi ban
nén tao sao luu twong hra ciing nhu phuc hoi dé sau nay cé thé thiét Iap lai hé thong tuong
lra dé dang trén mot may tinh khéc.
2.2 Thiét 1ap cac thong sé dé xAy dung mang ngang hang
2.2.1 Thiét 1ap mang:




Lip card mang: ban dau ban phai lip card mang vao may tinh bang cach: tit may tinh,
thao vo caa may tinh, sau d6 ban tim khe (slot) tréng dé cim card mang vao. Vin &c lai.
Sau d6 dong vo may lai.

Cai driver cho card mang: Sau khi ban di lap card mang vao trong may, khi khai dong
may tinh I&n, n6 s& ty nhan biét co thiét bi méi va yéu cau ban cung cap driver, lic d6 ban
chi viéc dua dia driver vao va chi diing duong dan noi luu chta driver (ban cé thé 1am theo
t& hudng dan cai dat kém theo khi ban mua card mang) . Sau khi cai dit hoan tat ban c6
thé tién hanh thiét 1ap ndi day cap mang.

N&i két cap mang: Trong mé hinh nay ban ding cap xoan dé ndi két. Yéu cau trudc tién
la ban phai do khoang céch tir nat (tir may tinh) muén két ndi vao mang téi thiét bi trung
tam (cd thé Hub hay Switch), Sau dé ban cat mét doan cép xoan theo kich thuéc méi do.
réi ban bam hai dau cap véi chuan RJ_45. Khi da hoan tat ban chi viéc cdm mot dau cap
mang nay vao card mang, va dau kia vao mét port cua thiét bi trung tam (Hub hay Switch).
Sau khi ndi két cap mang néu ban thay dén ngay port (Hub hay Switch) méi cim sang 1én
tac 1a vé lién két vat ly giira thiét bi trung tam va nat 1a tot. Néu khong thi ban phai kiém
tra lai cap mang da bam tét chua, hay card mang da cai tét chua.

2.2.2. Pinh ciu hinh mang:

Sau khi da thiét 1ap mang, hay noi cach khac la da thiét 1ap ndi két vé phan cung gitra
thiét bi trung tdm va nat thi cac ndt van chua thé thdng tin véi nhau duoc. Dé gitta cac nat
c6 thé thong tin vai nhau dugc thi yéu cau ban phai thiét 1ap cac nat (cac may tinh) trong
LAN theo mét chuan nhat dinh. Chuan 13 mét giao thirc (Protocol) nham dé trao doi thong
tin gitta hai hé thng may tinh, hay hai thiét bi may tinh. giao thirc (Protocol) con duoc goi
Ia nghi thic hay dinh wdc cia mang may tinh. Trong méot mang ngang hang (Peer to Peer)
c4c may tinh sir dung hé diéu hanh cua Microsoft théng thuong sir dung giao thiac TCP/IP
(Transmission control protocol/ internet protocol).

Déi véi Win2k hay céc phién ban tro vé sau thi sau khi ban cai Card mang xong la hé
diéu hanh s& tu dong cai ludn cho ban giao thicc TCP/IP, con néu nhu ban dung hé diéu
hanh thuoéc dong Win9x thi ban phai tu cai.

Gan IP cho mang:

- Khi dinh cdu hinh va gan IP cho mang c6 hai kiéu chinh:

+ Kiéu I1: Gan IP theo dang dong Automatic (DHCP): Thong thudng sau khi ban di
nbi két vat 1y thanh cong, va gan TCP/IP trén mdi nut (mdy tinh) thi cac may da co thé lién
lac duoc v6i nhau, ban khéng can phai quan tim gan IP nira.

+ Luu y: Néu ban 1am cach nay thi IP ciia ban sau khi cai s& c6 dang sau: 169.254.X.X
Con néu ban mudn IP ¢ dang nao do6 theo y ban thi ban c6 thé dung DHCP dé chi dinh
day IP trong LAN ma ban can gan cho cac may con.

+ Kiéu 2: Gan IP theo dang tinh (Manual): Néu ban c6 nhu ciu 1a thiét 1ap mang dé
chia sé tai nguyén trén mang nhu, may in, chia sé file, cai dat mail offline, hay ban sé cai
share internet trén mot may bat ky, sau d6 dinh cau hinh cho cac may khac déu két ndi ra
duoc internet thi ban nén thiét 1ap gan IP theo dang tinh. Pé thyuc hién ban nhép tur khod
“Control Panel” - Network and Sharing center->Ethernet-> Properties—> Internet Protocol
version 4 (TCP/IP) > Properties, néu tai ddy ban da thay co giao thirc TCP/IP rdi thi ban
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khoi can add thém néu chua c6 thi ban hay add thém vao = chon TCP/IP sau d6 chon
Properties.. = gan IP sau d6 chon OK.

+ Luu y: Phai dit IP dang cG phap nhé, tiy truong hop va nhu cau sir dung mang ma
ban c6 thé dat, ban van c6 thé dat IP theo y cua ban cling duoc hodc dat theo dung nguyén
tac dwa ra ma khong so bi dung gi d6 1a cac day (con dugc goi 1a Private IP Address):

+ 10.0.0.0 v6i subnet mask 1a: 255.0.0.0 d6i voi IP thude 16p A

+ 172.16.0.0 v&i subnet mask 1a: 255.255.0.0 d6i v6i IP thude 16p B

+ 192.168.0.0 voi subnet mask 13: 255.255.255.0 ddi voi IP thude 16p C

é

Automatic (DHCP)

Manual

IPv4
@ o

IP address

192.168.100.5

Subnet prefix length

255.255.255.0

Gateway

192.168.100.254

Preferred DMS

203.162.4.190

Ahlternate DNS

203.162.4.19

Save

Cancel

O X

Huéng din thém 1 vai 1énh kiém tra trang thai ciia mang:
- Pau tién vao menu Start/Run. Go6 1énh CMD, rdi Enter.

Hinh 1.7 cai dt ciu hinh mang LAN
Nhu vay 1a da c6 thé két ndi voi cac may khéc va trao doi thong tin véi nhau.

+ Pé biét duoc IP cia may minh hién thoi 14 bao nhiéu thi ban dung 1énh ipconfig

rol enter.

+ Dé kiém tra xem may minh cé thong véi may khac hay khong thi gé 1énh ping <IP



ciia may khac>, néu n6 bao "Reply ..." 1a thanh cong, con nguoc lai 1a chwa duoc
2.3 Chia sé tai nguyén mang

Chia sé 6 cling

- Buéc 1: Nhan chudt phai vao 6 ma ban mudn chia sé sau d6 chon Properties

v Folders (7)
3D Objects Desktop O
3 Open in new window
Pin to Quick access
) Music = Pictures | 3 Open with Code
: Give access to >
v Devices and drives (3) @ UltralSO >
- Windows 10 (C:) Soft_Driv Pin to Start
o=  E— I
W 333 GB free of 130 GB W 103G fr| | Unlocker
WinRAR >
Eject
Copy
Create shortcut

Hinh 1.8 Chia s¢ tai nguyén mang
- Bwéc 2: Tiép theo ban chuyén qua tab Sharing va tich vao & Share this folder va
chon Permissions. Lam theo nhu hinh dudi day.

["*> Data (D) Properties X3
__ Previous Versions l Quota tomize
General | Tools | Haraware | Shaing | Securty |

——Alatuade Eila.and Ealdes Shaaa 1

Advanced Sharing -
| !ZL
v is folder
Settings

Share
D

Remove

Limit the number of simultaneous users to: 20 &

Comments:

(3)

[ permissions | [ caching |

Hinh 1.9 Chia s¢ tai nguyén mang



- Budre 3: Tiép theo ban nhd lua chon 1a Everyone nhé. Con céc tiy chon nhu:
+ Full Control: Cho phép ngudi khéac toan quyén st dung file cua ban
+ Change: Cho phép thay ddi file.
+ Read: Chi cho phép doc file.
- Buwéc 4: Sau khi Iya chon xong ban nhan OK dé hoan thanh qua trinh share file.

PermissionsforD -

Share Permissions

Group or user names:
82 Everyone

-

Remove
Permissions for Everyone Deny
Full Control '
Change (4)
Read

eam it ntrol and permission \ (5
|
J L

Hinh 1.10 Chia sé tai nguyén mang
Chia sé file/ folder
- Budre 1:Chudt phai vao folder can chia sé > Share with & Chon Specific people.

. Kien Nguye= AL00182.24 ARA Sile folder
) Open le folder

Open in new window

ater Mus| le folder
] ba Open as Notebook in °"°N°t;/ icrosoft Office P... 91 KB

B danh sach Share with »| & Nobody
:s Driver Restore previous versions Homegroup (Read)
g khuyen khi Quét Kien Nguyen Homegroup (Read/Write)
Water Mus _—
I | >
Include in library Specific people...
B Addioacch

Hinh 1.11 Chia s¢ tai nguyén mang
- Budre 2: Tiép theo ban chon 1a Everyone dé chia sé cho tit ca moi ngudi nhé. Sau
d6 nhén vao Share dé thuc hién.
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) B File Sharing

Choose people to share with
Type a name and then click Add, or click the arrow to find someone.

Everyone] Z : Add

DELL I
Guest Level
UpdatusUser

Homegroup ) | s
i X EVEryONnE RESA/WIte v

S

[ Share }[ Cancel J

L
I'm having trouble sharing

Hinh 1.12 Chia sé tai nguyén mang

2.4 Truy xuit tai nguyén mang

C6 3 cach dé vao truy xuit tai nguyén ding chung tir mét may tinh khac trong cung
mang LAN do la:

- Mo hop thoai Run (Windows + R) = sau d6 go 1énh \Computer_Name

- M¢ hop thoai Run sau d6 gd 1énh \\dia-chi-ip-may-can-vao

- Vao thong qua ctra s6 network

Thuec hién: Ban cd thé vao Control Panel va tim dén phan Network, hoic ban c6 thé
dua biéu twong Network ra man hinh desktop cho tién sir. Bé lam duogc viéc ndy ban xem
huéng dan sau:

Nhan chuét phai vao man hinh Desktop = chon Personalization = chon tiép Change
desktop icons = chon biéu tugng ma ban mudn dua ra ngoai = nhan OK.

Eé" » Control Panell = Desktoplconsemngs. - - - I —-—
| - = |

Deskiop lcons
Control Panel Home
k
I Change desktop lconsl v Computer v Recycle Bin {
v User's Files v Control Pane
Change mouse pointers
( ) v Network (2
Change your account picture:
. ‘ = -~ r
~ Ql ~
- }& - % =
’ Computer lec_TKT Network Recycle Bn  Recycle Bin
(fulf) (empty)
Change Icon Restore Default
v Allow themes to change deskiop icons
Display ( )
Taskbar and Start Menu [I Cancel

Hinh 1.13 Truy xuét tai nguyén mang
Sau khi nhan vao Network, cdc may tinh trong cling mang Lan caa ban s& duoc liét ké
nhu hinh bén dudi. Néu chwa nhan hét cac may thi ban c6 thé chudt phai va chon Refresh.
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KM » Newor» -
e 4]
Organize ~ Network and Sharing Center Add a printer Add a wireless device

) 4 Computer (3)
4 _ Libraries

% Documents 1 l ICC_TKT-PC 1 ~ MRCHIEN-PC
4. Music :

S, Pictures

8 videos * TOKYTHUAT-PC

Hinh 1.14 Truy xuét tai nguyén mang

Sau d6 ban truy cap vao may tinh ma ban can lay dit liéu 1a xong. Dé xem tén may tinh
thi ban nhan chudt phai vao Computer chon Properties s& c6 day du théng tin cho ban nhu
tén may, Workgroup...
2.5 Giam sat viéc truy cap mang

C6 nhiéu céch ban c6 thé sir dung router dé theo ddi luu lugng truy cap mang. Ban c6
thé chan Iuu luong truy cap trong nhiing khoang thoi gian va ngay nhat dinh, wu tién cao
hon cho céc thiét bi cu thé, quan trong hon di véi cong ty va tim ra thiét bi nao dang tiéu
thu nhiéu di liéu nhat.

Biét cach giam sat luu luong va mac st dung théng qua router rat quan trong, dac biét
la véi mot cdng ty c6 luong bang thdng khdng qua “doi dao”.

Ngoai ra, viéc giam sat & cap router c6 vé khong phirc tap nhu cai dit cac quyén kiém
soat, cai dat chuong trinh theo ddi hoac gidm sat s€ vuot qua ranh gidi gitra viéc theo doi.
2.5.1. Piéu chinh luu lwgng router thong qua cai dat Quality of Service (QoS)

LINKSYS by Cisco
Applications &
Gaming
QoS (Quality of Service)
Wireless | W Sopport: ® Enabled ' Disabled (Dsfault: Enabled)
\ No Acknowledgement: Enabled '® Disabled (Dafault: Disablzd)
Internet Access Priority ® Fnabled Disabled
Upstream Bandwidth: Auto ¥ 0 - Kbps
Applications | MSN Messenger v |
Priority IMedlum (Recommend) ¥ ]
[Add |
Summary Priority Name Information
Mediom | Ryan_Laptop | oo MC Remove | | | Eot |
el Hizh Sony Player 00-2 s = Remove | Edit |

Hinh 1.15 Giam sat viéc truy cadp mang
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Vi tri cia menu QoS, ciing nhu cac tly chon trong menu, thay déi tiy theo router. Tuy
nhién, ddi véi hau hét cac phan, trong menu QoS, ban s& can kich hoat mét cai dit vu tién
st dung Internet ndo d6. Cai dat nay 1a noi ban chi dinh mac d6 wu tién két néi cho mot
thiét bi cu thé.

Thong thudng, ban chi dinh mirc @ wu tién trung binh cho cac thiét bi dé ngay ca khi
nd yéu cau nhiéu bang thong, thiét bi d6 ciing khong lam anh huong dén nhitng thiét bi
mang khac duoc két ndi. Tuy nhién, néu ban c6 mot cong cu phét truc tuyén khdng thé sir
dung vi bang thdng dang bi nhiing thiét bi khéc tiéu tén, hdy dit mac do wu tién cao cho
no dé giai quyét van dé.

2.5.2. Ghi nhat ky va theo doi luu luwgng router

Néu ban td mo vé nhitng gi dang tiéu tén bang thdng trong cty cia minh, thi khéng can
phai loay hoay cai dat thiét bi giam sat trén moi thiét bi sir dung mang dau. Hau hét cac
router déu cung cap kha ning ghi nhat ky viéc sir dung Internet (ca luu lugng dén va di).
Tay chon dé ghi luu luong router thuong dugc tim thay trong phan Administrator trong
menu router.

Access Applications &

R i Caming Administration Status

'® Enabled Disabled

\,7 View Logwj

f [ View Log¥oogle Chrome
[3 192.168\1/Log_View.asp#

LINKSYS by Cisco

Type

Incoming Log

Outgoing Log
Security Log
DHCP Client Log

Save he Log

Incoming Log Destination Port Number

Hinh 1.16 Giam sat viéc truy cap mang
Khi tim thidy menu Administrator, hdy tim mot menu c6 tén 12 “Log” (hoic twong tu
nhu vay). Ban nén tim tly chon cho phép ghi nhat ky luu lwong dén, di hoic tat ca luu
lwong router. Sau d6, chd doi mot ldc va kiém tra nhat ky luu luong dén va di trén router.
Kiém tra phan Outgoing log dé nim duoc mot s6 théng tin vé nhitng trang web ma con
ban dang truy cap.
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* Lnabled Disabled

View Log

P

View Log - Google Chrome

192.168.1.1,

Type

Quigomglog ¥

Uuigomng Log  LANIP Destination URLAIP Service/Port Number

19216812 $1.203 hitos
192168 1.2) LRl hitps
192188122 121 hitps
152168186 10814

192 168 1 209801 152 241 hitps

1R 1681 % 1358 hitps

19216817 P18l 61 hiipe

Hinh 1.17 Giam sat viéc truy cap mang

Khi ban mé phan nhat ky, hdy tim dia chi IP teong Gng voi may tinh trong danh sach,
sau d6 la dia chi IP giri di xuat hién doc theo danh sach. Tly thudc vao router dang sir dung,
ban s& thay dia chi IP hoic tén trang web thyc té. Néu dang str dung router cii, dirng lo lang.
Hay truy cap trang MXToolBox Reverse IP Lookup, nhap dia chi IP va tim kiém.

Khéng phai moi trang web déu dugc hién thi, nhung ban s& nim dugc phan 16n céac
website ma ai d6 da truy cap. Reverse IP lookup (dung IP phan giai ra tén trang web) chic
chan 1a mot trong nhitng cach dé nhat, nhanh nhat dé tim ra nhitng gi ma nguoi st dung
dang lam trén mang va lam tiéu ton rat nhiéu bang thong.

C6 thé ban sé& tim thay cac dia chi IP lién két toi Facebook, YouTube, Netflix, Twitch,
V.V..., nhitng trang web phd bién trén Internet. it nhat ban ciing nhan duoc mot s6 15i giai
thich vé nhiing gi dang tiéu ton bang thong.

2.5.3. Chin viéc sir dung Internet bang cach sir dung lich biéu

Néu ban néi chuyén véi nhan vién trong cty vé viéc ngung sir dung Internet vao gio 1am,
nhung ho 1o di va van 1én dem céc thiét bi dién tir vao phong lam viéc dé luét web, ban co
nhiéu lya chon khac dé xir ly viéc nay.

Nhiéu router cung cip cho ban tly chon chan viéc st dung Internet tir mang theo lich
trinh da dit. Vi dy, ban c6 thé chan truy cap Internet trén cac thiét bi trén tir 7h30 dén 11h30
vao nhing ngay trong tuan.

Tim dia chi MAC ciia thiét bi

Viéc 1ap ké hoach chin Internet thuong khdng khd dé thiét 1ap. Dau tién, ban can xac
dinh dja chi MAC cua thiét bi muén gigi han thoi gian sir dung. Dia chi MAC 1a mot ma
dinh danh duy nhat cho mét thiét bi, duoc hardcode tai thoi diém san xuat. Trén hau hét
c4c router, ban cd thé tim thay dija chi MAC cua thiét bi trong menu Local Network.
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J [} DHCP Client Table - Google Chrome
Local MAC Addrass: 00:234| [ 192.168.1.1/DHCPTable.asp
|Routet IP Addrass: 192.1
Subnet Mask: 255.24

LINKSYS by Cisco

IDHCP Sarver:

|Start IP Address: /
End IP Address: BHCP Client Table
———— ToRaltBY oamie
DHCP Client Table |IPAddress ¥ |

Client Name Interface IP Address | MAC A

Ryan-PC LAN 182.168.1.2 (00:1D:BA

.

Hinh 1.18 Giam sat viéc truy cap mang

Menu Local Network s& hién thi tat ca cac két ndi thiét bi hién tai va gan day cho router.
Bén dudi hoic bén canh cac dia chi IP, ban s& thiy mot chudi gém séau cap chit va s6 (dang
nhu A8:BE:1C:F4:D0:3A). Xac dinh tén cua thiét bi sir dung, sau d6 sao chép gia tri dia
chi MAC.

Khi ban tim thay dia chi MAC cho céc thiét bi ban giéi han, ban can tim menu “Access
Restrictions”. Hiy nhé rang, menu nay c6 thé c6 mot tieu dé khac, tly thudc vao model
router. Tai day, ban cd thé xac dinh mot s chinh sach khac nhau cho thiét bi cua nhan vién
va tlly chinh nhitng quy tic truy cap Internet cu thé cho ho.

sony-player LAN 192.168.1.3 UO:AO:QSJI

[20 v | [ Delete This Entry |
Accass Policy: O —

[ Summary |
Enter Policy Nama: lKids iPads B

e ‘® Enabled ' ' Disabled

Status: /

| EditList | (This Policy applies only to PCs on the List)

y
[ List of PCs - Google Chrome

'~ Deny -
® anow | [0 192.168.1.1/FilterPMAC.asp
Days:
¥ Everyda ® ;
LINKSYS by Cisco
® 24 Hous
vre: [
vre2: [ List of PCs /

F NALAddiE3) |G f 1:36:75 06 [0:00:00:00:00:00
Keyword 1: —_—

02 {SMSEmeN B2:CE 07, 00:00:00:00:00:00

Hinh 1.19 Giam sat viéc truy cap mang
Tao lich trinh han ché thoi gian sir dung Internet
Hay tao chinh sach hoic quy tic lich biéu Internet méi, sau 6 thém dia chi MAC di sao
chép truge do. Tiép theo, x4c dinh cac han ché truy cap ban muén &p dung cho thiét b do.
Tuy thugc vao tirng router, ban c6 thé diéu chinh cac khoang thoi gian.
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Chang han, mot model router Linksys khéng cho phép cac han ché bat dau tir toi hom
truéc dén sang hdm sau, vi vay ban s& phai thuc hién hai quy tic cung lic dé ting cudng
lan nhau.

'Access Restrictions .. N

Internet Access Policy

Internet Access Policy

2 (Kids iPads - Evening ) v | | Delete This Eq

Accsss Policy:

| Summary |
Entar Policy Name: |Kids Pads - Evening
Status: ® Enabled Disabled

Applied PCs ”Edit Llst j (This Policy applies only to PCs on the List.)

Access Restriction ~
*' Deny 1 4o g .
Intarnat ace=ss during selactad days and hours.

~ Allow /

Schedule Days:
L) Evervéay ¥ Sun ¥ 0on W Tue @ wes @ Ty LR [ 52
Times:

D 24Hours ® [10PM v |:[00 ¥|to[11PM ¥ ][00 ¥

Hinh 1.20 Giam sat viéc truy cap mang

Vi ban dang sir dung dia chi MAC cua nhitng thiét bi riéng 1¢, ban cd thé tao céc quy
tic cu thé cho ting thiét bi. Vi vay, néu ban c6 nhan vién 1am viéc c6 nhu cau khéac nhau,
hay chi dinh mét quy tic riéng cho thiét bi cua ho. Hodc néu nhan vién caa ban can truy
cap sudt thoi giam 1am viéc, ban c6 thé tang lich trinh Internet caa ho.

Internet Access Policy
Internet Access Policy

_ [1(Strange Device) v | | Delete This Entry |
Accass Policy: 1 { Strange Device )
‘ 2 ( Kids iPads - Evening )
| 3 ( Kids iPads - Morning )

Enter Policy Nama: g : ; ﬁ
ol
Status: s0) ‘
| 70) |
‘ 18() |
Applied PCs | ["egp | st | (Tuis Policy ap 9 () £
= [100) 1
Access Restriction ®
Deny Intarnat access during szlactad days and hours.
Allow

Schedule Days:
¥ Evervéay Sun Mon Toe Wed The Fri Sat
Times:

®) 24 Hours |12AM ¥ |: |00 ¥ |to|12AM ¥ ::QU v

Hinh 1.21 Giam sat viéc truy cap mang

Kiém soat lich trinh internet c6 1& 1a mot trong nhitng cach hiéu qua nhat dé quan Iy viéc
sir dung internet cua nhan vién. Néu ban cé nhitng nhan vién (hoac bat ky ai khac) khdng
tén trong yéu cau nging sir dung Internet sau mot thoi diém nhat dinh, ban c6 thé ty minh
Xt ly.

Chi can luu y rang nhirng nhan vién “tinh ranh” c6 thé tim ra cach thay d6i dja chi MAC
cua thiét bi. Néu ching 1am nhu vay, moi han ché ¢ cip d6 router ma ban da thiét 1ap bang
cach str dung dia chi MAC sg bi v6 hiéu hoa.
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2.5.4. Chin mét s6 hanh vi sir dung Internet nhit dinh

Néu nhu nhan vién trong cty ban chiu vang 1&i va st dung Internet mot céch co trach
nhiém, ban cé thé khéng can bat ky 16i khuy@n nao trong giéo trinh nay. Nhung néu nhan
vién ctia ban ¢ xu huéng 1am nhitng viéc nhu sir dung VPN dé bo qua céc bo loc Internet
hoic sir dung proxy dé torrent noi dung bat hop phép, ban c6 thé can phai “manh tay” hon.

Tuy thudc vao mdi router, ban cd thé c6 quyén truy cap vao cac cong cu nang cao nhu
chin viéc truyén qua VPN hoic cac quyén kiém soat riéng cho nhitng tap 1énh web quan
trong nhu Java, AJAX va ActiveX. Mot sé router cho phép ban chin cookie va ca viéc sir
dung proxy nira.

LINKSYS by Cisco

Security

* Ewabled Disabled

/

¥ Prexy Java Astived Cookaas

$P1 Firevall Protection

Hinh 1.22 Giam sat viéc truy cap mang

Viéc nhan vién cia ban cau hinh trinh duyét hozc may tinh nhu thé nao khong quan
trong. Router kiém soat nguon Internet dén va di tir cty cia ban, vi vay né nam duoc tat ca
moi thir dién ra trén mang.

Co thé chin tat ca thiét bi khoi Internet khong?

Hay nhé rang khong c6 gi 1a tuyét di. Néu nhan vién cty ban da théng minh, ho sé& tim
cach khic phuc cac gidi han trong viéc sir dung Internet ma ban da thiét 1ap & cap do router,

C6 18 ho s& tim ra mat khau admin cua router hozc tim cach “vuot mat” thiét bi nay. Néu
nhan vién cua cty ban c6 quyén truy cap vao dién thoai thdng minh véi gi dit liéu hop 1y,
ho ¢6 thé str dung thiét bi d6 lam diém phat song WiFi, va tat nhién khi do nhitng han ché
ban thiét lap trén router s& khong con gia tri.

Tuy nhién, nhiing loi khuyén trong gi4o trinh nay sé it nhiéu gitp ban thir quan ly nhitng
gi dién ra trong cty cia minh, ciing nhur cich moi ngudi truy cap Internet tir ¢6. Ban ciing
cd thé khong can str dung tat ca cac tlly chon néu trén. Viéc siét chat nhitng han ché trong
viéc sir dung Internet qua mirc c6 thé khuyén khich nhan vién cty cai ban xay dung thoi
quen duyét web hop ly hon.

Tat nhién, hdy nha rang viéc néi chuyén thang than voi nhitng nhan vién van la cach tot
nhat. Nhung néu viéc d6 khéng c6 tac dung, ban ciing con nhitng cong cu trong tay dé lam
chu tinh hinh.

Trong khi thue hién nhiing thiét 14p trén router, nhan tién hay kiém tra xem cd vi khach
khoéng moi nao dang truy cap mang caa ban khong.

2.6 Tong quan vé thw dién tir
2.6.1. Thw dién tur la gi?
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Khai niém: Thu dién tir 1 dich vu chuyén thu duéi dang sb trén mang may tinh thong
qua cac "hop thu dién ta".

U'u diém ciia dich vu thu dién tir: Chi phi thip, thoi gian chuyén gan nhu tirc thoi,
mot ngudi c6 thé giri ddng thoi cho nhiéu ngudi khac, c6 thé giri kém tép....
2.6.2. Hé thong thw dién tir

Buu dign Ha Ngi Buru dién TP. Ha Chi Minh

’fai
—

Hinh 1.23 Qua trinh chuyén thu
Cac buéc giri thu truyén thong:
- Buwde 1: Nguoi gui bo thu da co dia chi chinh xac ciia ngudi nhéan vao thung thu
- Bwéc 2: Nhan vién buu dién tap hop moi thu can giri

Mguriri giri: Minh
Bija chi:..., TP. H& Chi Minh

Ngud| giriz Ha
Dia chi:..... Ha N§i

- Budre 3: Thu duoc chuyén qua hé thdng van chuyén cua buu dién
- Budrc 4: Nhan vién buu dién chuyén dén tay ngudi nhan

; L May chii thur dién tir
Mdy chu thu dién tor S len

N | ] S Internet i N ,l,_‘:_--»]
Gt’rithu’ ‘!/'\%/\(."* \ Nhan thw

L L‘& Nguwai nhan
L . Ngudoiglri

Hinh 1.24 Minh hoa viéc giri va nhan thu dién tur

Qua trinh guri thw dién tu:

- Buwéde 1: Thu dugc soan tai may cua ngudi gui

- Buwéc 2: Thu dugce giri t61 may chu thu dién tir ciia nguoi gui

- Bude 3: May chu thu dién tir cia nguoi gui chuyén thu dén may chu thu dién tir
cua nguoi nhén qua mang may tinh (Internet)

- Buéc 4: May chu thu dién tr ctia ngudi nhan chuyén thu vao hop thu cia ngudi
nhan

Nhu vay, trong hé thng thu dién ta:

- Cac may chi thw dién tir s€ 1a "buu dién"

- H¢ thong van chuyén ciia "buu dién" chinh 1a mang mdy tinh
2.6.3. Mé tai khoan, giri va nhan thw dién tir
2.6.3.1 M¢ tai khoan thu dié€n tir
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Dé giri, nhan thu dién tir trudc hét phai mé tai khoan thw dién tir. C6 thé mo tai khoan
thu dién tir v6i nha cung cap dich vu thu dién tir mién phi nhu: yahoo, google, ...

Sau khi mé tai khoan thw dién tir, ngudi ding s& duoc nha cung cap dich vu thu dién
tir cAp mot hop thu dién tir trén may chu thu dién tir. Cung vai hop thu, ngudi ding c6 tén
dang nhap va mat khau ding dé truy cap vao hop thu dién tir. Mai hop thu dugc gan voi
mot dia chi thu dién tir cd dang:

< Tén dang nhdp > @ < Tén may chi luu hép thw >

Vi du: thelong@math.ac.vn, habuiviet@gmail.com, thanhbv@vnn.vn,... la cac dia chi
thu dién ta.

bia chi thu dién tir con dugc goi la tén hop thw dién tir.

Cha y: Hai hop thu thudc ciing nha cung cap dich vu thu dién tir phai c6 tén dang nhap
khac nhau. Do vay, mdi dia chi thu dién ti s& 1a duy nhat trén pham vi toan cau.
2.6.3.2. Nhan va gtri thuw

Cac budéc truy cap vao hop thw dién tu:

- Budre 1: Truy cap trang web cung cap dich vu thu dién tir

- Budre 2: Dang nhap vao hop thu dién tir bang cach gd tén dang nhap (tén ngudi
dung), mat khau rdi nhan Enter (hoic nhdy vao nut ding nhép)

GP’I Il chao mung ban dén véi Gmail

Giai phap email clia Google.

Gmail 1& mat lozi webmail mdi, duoc xay dirng trén y 1m:rr1g_réng ermail ci

thé trec quan, higu qué vé hitu dung hon. V& thim chi cd thé thd v nira. Tai khoan Google

Cuii cung, Grail co: -
Tén nguwiri ding: bantinhoc

it spam hon ) L o n D
@ Loai bd thi khéng mong muén khdi hap thu dén bing Mat khau: (eeeeese
cdng nghd tién tién cla Google. [[] Dy tri trang thai ding
nhd
Truy cép tir dién thoai di déng ﬁp .
y Bioc Gmail trén dién thoai di d6ng cOa ban bing cach trd [ Bang nhép
trinh duyét web cda dign thozi 100 hitp:/Ygmail.com/app.
Tim hiéu thém ihing thé truy cép i kbodn clia ban?

Hinh 1.25. Bang nhap hop thu dién tir

Chirc nang chinh cia dich vu thw dién ti:

- M6 va xem danh sich cic thu da nhan va dugc luu trong hdp thu

- Mo va doc ndi dung ctia mot buc thu cu thé

- Soan thu va gui thu cho mét hoac nhiéu nguoi

- Traloi thu

- Chuyén tiép thu cho mot ngudi khac
2.7 Cai diit va ciu hinh giao thirc thw dién tir

C6 thé ban da quen véi khéi niém lién lac qua email. Nhung ban di bao gid tu hoi n6
hoat dong nhu thé nao? Trong gi4o trinh nay, ching tdi s& giai thich vé dich vy email va
dinh nghia cac giao thac POP3, SMTP, IMAP. Qua d6 ban s& nhanh chéng biét duoc su
khac biét gitta POP3 va IMAP la gi, con SMTP dung dé lam gi. Hay cung tim hiéu thoi

POP3 la gi va port POP3 la gi?
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POP3 (Post Office Protocol version 3) dugc st dung dé két ndi téi server email va tai
email xudng may tinh ca nhan thong qua maot ng dung email nhu Outlook, Thunderbird,
Windows Mail, Mac Mail,....

Théng thuong, email client s& c6 tly chon ban c6 muén git mail trén server sau khi tai
vé hay khdng. Néu ban dang truy cap maot tai khoan bang nhiéu thiét bi, ching tdi khuyén
la nén chon gitr lai ban copy trén server néu khong thiét b thir 2 s& khodng thé tai mail vé
duoc vi nd da bi x6a sau khi tai vé trén thiét bj 1. Ciing dang dé luu y 1a POP3 12 giao thirc
mét chiéu, c6 nghia la email duoc “kéo” tir email server xubng email client.

- Mac dinh, port POP3 la:

+ Port 110 — port khdng mé hoéa
+ Port 995 — SSL/TLS port, ciing c6 thé duoc goi 1a POP3S

IMAP la gi va port IMAP maéc dinh la gi?

IMAP (Internet Message Access Protocol), POP3 ciing déu dugc ding dé kéo emails vé
emails client, tuy nhién khac biét vsi POP3 1a n6 chi kéo email headers vé, noi dung email
van con trén server. Pay la kénh lién lac 2 chiéu, thay doi trén mail client s& dugc chuyén
Ién server. Sau nay, giao thuc nay trd nén phd bién nhd nha cung cap mail 16n nhat thé gidi,
Gmail, khuyén dung thay vi POP3.

- Port IMAP mac dinh:

+ Port 143 — port khong mé héa
+ Port 993 — SSL/TLS port, ciing c6 thé duoc goi 1a IMAPS

SMTP la gi?

SMTP (Simple Mail Transfer Protocol) 1a giao thirc chuan TCP/IP duoc dung dé truyén
tai thu dién tir (e-mail) trén mang internet.

N6 thiét lap kénh két ndi gitta mail client va mail server, va thiét 1ap kénh lién lac gitra
mail server giri va mail server nhan. Email s& dugc day tir mail client 1&n mail server va tir
mail server nd s& dugc server nay gui di dén mail server nhan. Nhin hinh dudi ban sé thay
cach hoat dong cua viéc guri mail:

- Céc port mdc dinh cia SMTP:

+ Port 25 — port khéng méa hoa
+ Port 465/587 — SSL/TLS port, ciing co6 thé dugc goi 1a SMTPS

Nhu vay, ban da hiéu vé dich vu email va port dugc sir dung. Muc dich sir dung POP3
va IMAP 1a giéng nhau, déu dung dé tai mail nhung IMAP giit noi dung trén server va
POP3 tai toan b mail vé may tinh. Ngoai ra ban ciing d3 biét SMTP dwoc dung dé gui
mail va cac port mac dinh cuia SMTP, POP3 va IMAP.

2.7.1 CAu hinh Mail véi giao thirc POP3 trén Outlook 2016
Trong gi4o trinh nay s& hudng dan ban cach ciu hinh Email Outlook 20186.
- Buwérc 1: Vao Account Information
+ Tai giao dién chinh Outlook vao File rdi chon Info
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@ Tell me what you want to do

Send / Receive Falder
= g o | |
Clean Up EJ Team Email
Delete | Reply Reply Forward More |

Mew  Mew Mew
Email Items+  Meeting 36)]“”“'
New Jeam\iewer Delete

Hinh 1.26 Cai dit va cau hinh giao thirc thu dién tur

Bwéc 2: Add Account
+ Tai muc Info trong menu File, click Add Account dé tao mot tai khoan méi.

Outlook

Respond

Info AC C o U nt Inform atio n
=gl =1 anhminh@minhclear.net -
L pop/smrp
= Add Accoll

Hinh 1.27 Cai dit va cu hinh giao thtc thu dién tir

- Buwdre 3: Cau hinh Server types
+ Chon Manual setup or additional server types — Sau do6 click Next

Add Account

Auto Accoant Setup
Manual setup of an actount or connect to other server types,

E-mail Account

IO. wmammmﬁl

Hinh 1.28 Cai dat va cau hinh giao thirc thu dién tir

- Bwéc 4: Chon Account Type
+ Tai cira s6 Choose Service chon POP or IMAP — Sau do click Next

“’E« Account
Choose Your Account Type

© POP or IMAP,
Advanced setup for POP or IMAP email accounts

) Exchange ActiveSync
Advanced setup for services that use Exchange ActiveSync

Other

Connect to a server type that is listed below
Fax Mail Transport

| <Back }[_u_m» ][ Cancel J

Hinh 1.29 Cai dat va cau hinh giao thirc thu dién tir

- Bwéc 5: Nhap thong tin email
+ Dién cac thong sb -> Sau d6 click More setting
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l POP and IMAP Account Settings
Enter the mal server settings for your account,

‘ User & Test Account Settings
Your Name: Tén nguai sir dung hién thi We recommend that you test your account to ensure that
| the entries are correct
Email Address ,,,,OD
Server Information
| Test Account Settings ..,
|
Account Type: POP3 v
| Incoming mait server: /| Automatically test account settings when Next
€. is clicked
Outgoing mail server (SMTPRE, Deliver new messages to:
Logon Information © New Outlook Data File
User Name: m,oc Existing Outlook Data File
Passwordd B ssveeens
7 RO PR
Require logon using Secure Password Authentication
(SPA)
More Settings ...

<Back || MNet> | | Cancel |

Hinh 1.30 Cai dit va cau hinh giao thirc thu dién tir

+ Your Name: Ho va Tén cta ban, nén nhap day du tuy nhién khong nén gé dau

+ Email Address: nhip mail cta ban can cai dat (Vd: info@tnccuchi.edu.vn)

+ Account Type: Pé mic dinh 1a POP3

+ Incoming mail server va Outgoing mail server (MTP): May chu goi va nhan
email, thudong 13 mail.domanin.com (trong d6 domanin.com 13 tén mién d3 ding ky)

+ User Name: tén mail cta ban (vi du: info@tnccuchi.edu.vn)

+ Password: mat khau ding nhap email ctia ban.

+ Chu hinh Pop3 hoéc Imap: Tai phan Server information, cac ban luu ¥ chon
AccountType 13 pop3 néu mudn cai dit email theo pop3 hodc imap néu mudn cai dat
email dé xem online khong can tai vé may tinh. Luu y khi mudn thay d6i pop3 hay imap
thi can backup email trudc trén may tinh sau d6 x6a account cii va cai lai Imap phan
“Account Type”. Khi cai tir imap sang pop3 thi khong can budc trén chi x6a account va
cai lai.

- Buwéc 6: Cau hinh Outgoing Server

+ Sau khi tich More setting vao Tab Outgoing Server thiét lap thong s6 nhu hinh

sau (Check vao 6 My outgoing server...)

-
Internet Email Settings g

General | Outgoing Server | Advanced

Z My outgoing server (SMTP) requires authentication
Q) Use same settings as my incoming mail server
Log on using

REMEeémDEer passwora

Require Secure Password Authentication (SPA
Log on to incoming mail server before sending mail

0K | Cancel }

. >

Hinh 1.31 Cai dit va cdu hinh giao thirc thu dién ttr
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- Bwéc 7: Cau hinh Port cho email
+ Sang tab Advanced thiét l1ap thong s6 nhu hinh sau -> Va click OK dé hoan

thanh.

-

Internet Email Settings ﬁ

General | Outgoing Server| Advanced |

Incoming server (POP3): 995 U?,’,,D“,‘,U"ﬁ J
|V This server requires an encrypted connection (SSL)
Qutgoing server (SMTP): 587 )

Use the following type of encrypted connection: TLS v

Lerrermmrenurs

Short J Long 1 minute

Delivery

V| Leave a copy of messages on the server

[ Remove from server after | 14 *. days

Remove from server when deleted from '‘Deleted Items’

l 0K l [ Cancel

Hinh 1.32 Cai dat va cAu hinh giao thure thu dién tur

+ Incoming server (POP3): 110 hoic 995 (néu st dung SSL)
+ Check vao dong “This server requires an encrypted connection (SSL)” Néu mail

server cong ty ban c6 sir dung giao thirc ma hoa SSL.
+ Outgoing server (SMTP): 25 hoic 465 (néu st dung SSL)
+ User the following type of encrypted connection: SSL. Néu mail server cong ty
ban c6 str dung giao thirc ma hoa SSL.
+ Remove from server after: (Nghia la mail s€ x6a khoi server trong bao nhiéu

ngay, tiy ban chon vi khi ban d3 tai mail vé may tinh thi x6a ludn ciing duoc khong quan

trong lam).
+ Sau d6 chon “OK” dé hoan thanh viéc cau hinh email cong ty trén Outlook.

+ C6 thé chon ssl hodc non-ssl, trong mot sé trudng hop gip khé khan do may tinh
hoac mang c6 tinh nang khong nhan port 25,110,143 c6 thé chon SSL port lam phuong

an thay thé.

- Budc 8: Kiém tra két ndi
+ Xem thong bao kiém tra thong s OK hét -> Click Close
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-
Test Account Settings S

continue,

Congratulations! All tests completed successfully, Click Close to Stop

Close

Tasks | Errors

Tasks Status
\/Lcug onto incoming mail server [POF3) Completed
\/Send test email message Completed

Hinh 1.33 Cai dit va cdu hinh giao thirc thu dién tur
- Bwée 9: Hoan thanh cdu hinh mail Outlook 2016
+ Click Finish dé két thuc qua trinh cai dit.

2.8 Cai dat MDEAMON

Hé¢ thdng mail ludn 13 hé thdng quan trong khong thé thiéu véi doanh nghiép. C6 rat
nhiéu phﬁn mém Iam mail server trén Windows hoic linux nhu Microsoft Exchange, Lotus,
PostFix.. Trong gi4o trinh nay s& trién khai hé théng trén MDaemon, vai tinh niang don

gian, nhe trén Windows.

Trong phan nay s& gidi thiéu mot cach cai dat va tich hop user Domain vao hé théng
mail, thiét 1ap POP3, SMTP, user, webmail va test trong mang LAN. Phan nay gilp c6
khai niém co ban vé viéc cai dat mail nhu thé ndo, can nhitng diéu tdi thiéu nao dé hé thong

mail hoat dong.

IP: 192.168.100.254
SN:255.255.255.0

DF: 192.168.100.250
DNS:192.168.100.254

IP: 192.168.100.251
SN:255.255.255.0

DF: 192.168.100.250
DNS:192.168.100.254

Client

IP: 192.168.174.250
SN: 255.255.255.0

modem

IP: 192.168.100.250
SN:255.255.255.0

IP: 192.168.100.2
SN:255.255.255.0

Hinh 1.34 M6 hinh cai dat MDEAMON
Dé chuan bi cai ¢at MDaemon, ban join may mail server vao domain dé st dung co s&

dir liéu nguoi dung caa Domain Controller.
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View basic infor

Windows edition

System

Processor:

Systemn type:

Pen and Touch:

Computer narme:

Full computer na

Domain:

Installed memory (RAM):

mation about your computer

Windows Server 2016 Standard
2 2016 Microsoft Corporation. All rights reserved.

Intel(R) Core(TM) i7 CPU
4.00 GB

£4-bit Operating System, x64-based processor
Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

870 @ 2.93GHz 2.93 GHz

2018-zrv1

me; 2076-zrv1. I - -

Computer description:

| E=ly

Hinh 1.35 Cai dat MDEAMON

Ban phai dam bao rang céc record cua mail server di dugc tao trén DNS server.

File Action View Help

e 2m Doz BHm 8 @&

2 Dns
4 § 2K1ZRZ-DCY
4 [ 7] Forward Lookup Zones

» 0 _msdes HEENEENR
¢ I

MName Type
] _msdcs
[ _sites
= tep
2 _udp
"] DomainDnsZones
(2] ForestDnsZones

Data Timestam

[ ] (same a5 parent folder) Start of Authority (S04)  [38] 2k12e2-de - stetic
b ] DomainDnsZones [ (same as parent folder) Mame Server (NS) 2ct2ez-de [ - stetic

b j ForestDnsZones [ (same as parent folder) Host (&) 192.168.100.254 107137201

b [5] Reverse Lookup Zones ] 2016-sm1 Hest (4) 192.168.100.251 10127200
b [ Trust Points 2k12r2-del Hest (A4) 192.168.100.254 static
b B Conditicnal Forwarders IE | mail Host (4) 192.168.100.251 Etatic
. abal Log mail Mail Exchan 10 2016-5rvl._.. tatic

Hinh 1.36 Cai dat MDEAMON

Ban sé& sir dung céc tai khoan nguoi dung trong AD dé sir dung 1am username cho

MDaemon.

lew 20 f0/XTas Bm s TYEn

2 Active Divectory Users and Com | Name Type Descrption »
b . Seved Quenes 2, Cent Publich.. Securty Growp.. Membens of this group ..
« 7 B2 Clonesble D Securty Grovp.. Members of this group t..

b [ Buikin B2 Derved ROD.. Securtty Growp..  Members in thes growp <.

» (0 Computen B, DnsAdmint  Security Group..  DNS Admwrinteators Gro...
® &) Demain Controlers || 22 notpgueP... Securty Group.. DS chents who are per..
’ :'O'W‘W‘)"N“ 8. Doman Ad.  Securty Group.. Designated admnatrato...
b [ Managed Service Accour 82 Doman Co..  Securty Group.. Al workstations and ser...

. B Doman Con.. Secusty Group.. AN doman contrelien i
d adrvenatssto
<| o > Securty Growp..  Members of this group ... -

Hinh 1.37 Cai dat MDEAMON

25



Sau khi ban tai phan mém MDaemon tai trang web altn.com, trong truong hop ban chua
c6 key, ban c6 thé dang ky mot key dung thir bang cach | want to install a free trail of
MDaemon.

i) MDaemon Server Installation X

Installation Type

Please select one of the following options.

(" | wank to install 3 free tial of MDaemon
" | skeady have a registration key (entes it here)

Registration key [

This option allows you to expenience eventhing MDsemon has to offer.

<Back |[ Ned> Cancel |

Hinh 1.38 Cai dgat MDEAMON
Tiép theo, ban dién thdng tin email ma théng qua do altn.com sé& gai key.
ﬁ MDaemen Server Installation >

Customer Information

Name |
Compary |
Cournly |Wietnam [vM] =l
Emal addvess  [info.engisvi@gmail com Flease enler the tame emal
addiess baice to confim.
cBack [ New> Concel |

Hinh 1.39 Cai dgat MDEAMON
Sau khi nhan dugc email chira key dung thir, ban s& dién vao dé active phan mém.

Your MDaemon Trial Key sasesa «

Alt-N Technologies <sales@helpdesk altn com>

%, TiéngAnh~ > TibngViét~  Dich the

Dear Valued Customer,

Thank you for your iMerest in MDaemdon Email Serder for Windows. Please copy he Wial key coge below and paste f
iy your MDaemon nstallalion o bagin your 30-day free trial

Trial Key: 1M1JD216-HT1B2X5-0DSRLUS

Hinh 1.40 Cai dgat MDEAMON
Trong trudng hop ban da cd san key ban chon vao muc | already have a registration
key (enter it here), va sau do6 nhap key vao 6 Registration key.
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ﬁ MDaemon Server Installation *

Installation Type

Pleaze select ane af the fallowing options.

" | want to install & free trial of MDaemon

o | alieady have a regiztration key [enter it here]

Reaistration key |‘|‘|.JD2‘| E-HT1B2x5-005SRALUZ

Enter your registration key into the R egistration £.eyp contral.

< Back Cancel

Hinh 1.41 Cai dat MDEAMON

2.9 Tao Mailbox

That dé dang dé tao cac hop thu chung dé mot nhdm ngudi ¢ thé theo ddi va gii email
tir mot dia chi email chung. Khi mot nguoi trong nhom tra 1oi thu duoc gui dén hop thu
ding chung, email duong nhu dén tir hop thu chung, khdng phai tir ngudi ding ca nhan.

Cac hop thu chia sé bao gom mét lich dugc chia sé! Rat nhiéu doanh nghiép nho nhu str
dung lich dugc chia sé nhu 14 mot noi dé moi ngudi tham gia vao cudc hen cua ho. Vi dy:
néu ban c6 3 nguoi thuc hién cac luot truy cap cua khach hang, tat ca déu co thé sir dung
lich dugc chia sé dé nhap cac cudc hen. Pay 1a mot cach dé dang dé giir moi nguoi théng
bao noi moi nguoi.

Tao h¢p thu dung chung va thém thanh vién

- Buwéc 1: Trong trung tdm quén tri vién Office 365, hiy chon Groups > Nhap vao
Share Mailbox dé di dén hop thu chung trong trung tm quan tri.

+ Dang nhap béng tai khoan quan tri vién toan cau cua Office 365 hodc tai khoan
quan tri Exchange. Néu ban nhan duoc thong bdo “You don’t have permission to
access this page or perform this action “ thi ban khong phai 1a quan tri vién Office
365. Tim quan tri vién trong doanh nghi¢p cua ban.

Microsoft 365 admin center o o® 2 Mt tzo Net ()

Home > Shared mailboxes My accounts x

Home

Mat Bao Net
. admin @matbaonet.onmicrosoft.com

Devices ‘

-+ Add a mailoox ‘ ‘ More v ‘ ‘Sea‘c' P
Users Name

Nam Email

Groups

Sign out
Groups

Nothing here yet
Let's get you started
Billing

Support

Settings Need an address like Distribution list >
support@izi.com.vn?

2 Just need to let a team email each other? | 7
ps:// portal.office.com/adminportal/homes/sharedivailbox @ Need help? [ Feedback
Hinh 1.42. Tao Mailb
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- Bwéc 2: Trén trang Add a mailbox, nhap tén cho hop thu dung chung

oft 365 admin center

New shared mailbox

Microsoft 365 admin center

Home > Shared mailboxes

+ Add a mailoox More v ‘ |Sea’\:’ L0

Users Name Email

My accounts x

Home

Mat Bao Net

. admin@matbaonet.onmicrosaft.com
Devices
My account

Groups
Sign out

Groups
sShared mailboxes

Resources NOthIng here yet

Let's get you started
Billing

Hinh 1.43. Tao Mailbox
+ Sau d6 trinh wizard chon dia chi email, nhung ban cé thé chinh stra no.

Microsoft 365 admin center & ¢ Mat Bao Net @

° New shared mailbox

Add a mailbox

Name *

Email *

@/ izi.comvn v

@ Need help? [DFeedback

Hinh 1.44. Tao Mailbox
- Buéc 3: Nhap Add. C6 thé mat vai phut trude khi ban c6 thé thém thanh vién.
Mat Bao Net @

Microsoft 365 admin center

° Support

Add a mailbox
Name *

Support

Email *

@| kbmatbao.top v This will be the alias of the mailbox. It needs to be unigue

inyour organization. It can contain letters from the basic
Latin alphabet, numbers, periods, and hyphens, The email
address should not start with anumber.

Add Close

@ Need help? [DFeedback

Hinh 1.45. Tao Mailbox



- Buwdce 4: Trong Next Step, chon Add members to this mailbox . Thanh vién la
nhitng ngudi c6 thé xem thu dén dén hop thu chung nay va cac thu tra 16

Microsoft 365 admin center

Mat Bao Net Q

Support
test@kbmatbao.top

Add a mailbox

The shared mailbox was created. It may take a few minutes before you
can add members.

View details

Next steps

Edit details for this mailbox

Add members to this mailbox

Learn how to use shared mailboxes in Outlook
(You can share this link with users)

Would you like to know more?
Qther ways to collaborate in Office 365
Hinh 1.46. Tao Mailbox
- Bwéc 5: Chon nit +Add members . Bit diu kiém bén canh nhitng ngudi ban mudn
st dung hop thu chung nay va nhap vao Save.

Microsoft 365 admin center

Mat Bao Net @

Support X
test@kbmatbao.top

Add Shared Mailbox members

Search to add members

‘ Search o

Adding (2) o

Members (2)
@ Nigel IZI Pham nigel@izi.com.vn
© nioekosk pham nigelkiosk@izicom.un

@ Need help? [DFeedback

Hinh 1.47. Tao Mailbox

- Buwéce 6: Chon Close. Ban di hoan tit! Ban c¢6 mot hop thu dung chung va n6 bao
gdm mot lich chia sé.

Cho phép moi nguoi xem email Pa giri (cac thu Reply)

Theo mic dinh, tin nhan dugc giri tir hop thu ding chung khéng dwoc luu vao thu muc
Pa giri Tim kiém caa hop thu dung chung. Thay vao d6, chiing dugc luu vao thu muc Sent
Items cua nguoi giri tin nhan. Néu ban mudn cho phép moi ngudi xem email Da guri, trong
trung tdm quan tri vién Office 365, chinh stra cai dat hop thu chung va chon Sent items >
Edit.



Microsoft 365 admin center

Groups

Groups

Shared mailboxes

Resources

test@kbmatbao.top

Billing

Support
None

- Ne -
Settings
SUE  Automatic replies Please wait On

U We'll guidey . .
that one  Sent items Not copied to mailbox

Reports ) Email apps All email apps allowed

Health Off

Nigel IZI Pham
Nigel KIOSK Pham

ustomize permissions @ Need help? [Feedback

Security & Compliance

Hinh 1.48. Tao Mailbox

2.10 Giri va nhan thw dién tir
Cac budce thuce hién giri va nhan thw dién tir Email, Gmail
Sau day, trong gido trinh nay s& gisi thiéu va huéng dan cac ban doc vai thao tac don
gian dé thuc hién qué trinh giri va nhan thu dién tor Gmail.
- Cach dé giri va nhan thu dién tir Google Gmail:
+ Buwdc thir nhéat: Ngudi dung hiy diang nhap vao tai khoan Google Gmail, Email
cua minh theo dia chi “mail.google.com” or la Gmail.com

Google

One account. All of Google,

Sign in to continue to Gmail

Hinh 1.49. Gtri va nhan thu dién tir
+ Buéc thir hai: Tai giao dién muc Google Gmail, cic ban hiy nhan vao phan

“Soan” nhu hinh chi dan nay:
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Google
Gmail -

SOAN

r

l Hop thir dén (1)

Hinh 1.50. Guri va nhan thu dién tr
+ Buwédc thit ba: Sau khi nhan vao muc Soan xong, mdt cira s6 Soan thu dé gui cua
Gmail s& hién thi nhu hinh sau day:

Mgudi nhan

Cha dé

Sans Serif - | sT - B 7 U A - %*%E = = E M I
KEl: cn-o0

Hinh 1.51. Gui va nhan thu dién tir
+ Hinh anh trén 1a Cira s6 soan thw muc nhanh ctia hom thu Gmail, day 1a cta
s6 thu nho lai, néu cac ban mudn st dung cura s6 16n hon dé soan thu dé dang va thoai
mai hon thi c¢6 thé nhan vao miii tén hai chiéu nhu hinh dé phong to Cong cu soan thu
nhanh nha.

+ Budc thir tu: budc niy c6 vai y nhé quan trong can hudng dan cho cac ban:

s

Semimil - T- B F U A- E-|jC =@ &2

- v
— Exxa g BT |

Hinh 1.52. Gtri va nhan thu dién tr
+ O muc s 1: Cac ban hiy dién day du dia chi Email cta ngudi nhan thu va Nhap
Chii dé cua birc thu do.

+ O muc sé 2: Nt (-)c6 nghia 1a Thu nhoé, nit mii tén hai chiéu () c6 nghia 1a
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phéng to, nat dau nhan (x) 12 dong ctra sb soan thu.

+ Cc (Carbon copy): La tao ra cac ban sao, ban c6 thé sir dung t6 hop phim tit
“Ctrl+Shift+C” dé sir dung nhanh tinh ning nay.

+ Bcec (Blind carbon copy): La tao ra cac ban sao tam, ban c6 thé sir dung t6 hop
phim tit “Ctrl+Shift+B” dé str dung nhanh tinh ning nay.

+ Luu y: Cc va Bee déu gidng nhau & chd 2 tinh nang nay déu dugc sir dung khi
gtri email cho nhiéu ngudi cling mot lic.

+ Khac nhau 13 Cc dugc str dung dé giri Email dén nhiéu ngudi nhan va cong khai
danh tinh ctia nguoi nhan thu, con Bece thi nguogc lai, Bec ciing giri email dén nhiéu ngudi
nhung thong tin vé& nhitng ngudi nhan thu d6 s& duoc gitr kin.

+ Va nhu vay, khi cac ban gui thu dién tir Email t6i nhiéu ngudi thi ché do mic
dinh s€ 1a Cc nha.

+ O muc s6 3: La cong cu hd tro soan thao vin ban. Ké theo thtr tu tir chir gui
sang phai, thi cong cu:

+ Pau tién: Chir A (gach chan) day duoc goi 1a “Cong cu soan thao”.

+ Biéu twong thtr hai: 1a gin thé, cic ban chi duoc Pinh kém va gui File dudi
25MB thoi.

+ Biéu tugng thir ba: Pay 1a biéu tuong ciia Google Drive, cho phép nguoi ding
gui thu dién tur di c6 dinh kem theo file 16n hon 25 MB.

+ Biéu tuong thi tu: La biéu tugng chén anh.

+ Biéu twong thi nam: La chén lién két.

+ Biéu tugng cudi cing: La thém vao icon mat cudi.

+ Tai vi tri thir 4: La hinh thing rac va Mii tén x6 xudng.

+ Néu ching may noi dung thu Email ma ban dang soan khong duoc 6n dinh va
ndi dung thu khong dugc an y, khong hay cho 1am thi cac ban c6 thé nhan vao biéu tugng
thung rac dé XOA email ma ban dang soan nha.

+ Con néu ma cac ban mudn thém vao tity chon ning cao nhu Kiém tra chinh ta,
in thi hiy nhin chon vao nit Miii tén x6 xudng bén canh thung rac dé nha.

+ Cudi ciing 12 & vi tri s6 5: Toan bo trong d6 s& 1a Noi dung ciia khung soan thao
thu Email ma ban mudn gti cho ngudi nhan d6 nha.

+ Luwu y: Trong khi soan thu, thu cua ban s€ dugc tu dong Iuu lai trong phﬁn “Thu
nhap” cho dén khi guri.

+ Buwdc cudi cung: Hoan tit qua trinh soan thu, ngudi dung hiy nhin vao nat mau
xanh, géc bén trai phia dudi & bén canh Coéng cu hd tro soan thao dé hé théng bat dau
gui thu Email ma ban vira soan td1 ngudi nhan nha.

+ Mot thong béo giri thu thanh cong s& hién thi:

Thw cia ban da dwoc giei di. Xem thw

Tac vu khac =

Hinh 1.53. Guri va nhan thu dién tir
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+ B¢ kiém tra xem thu da gui, cadc ban c6 thé nhan vao “Thw da gii” dé xem lai
thu nha.

Google

Gmail ~

I Hép thie dén

Thw gan dau sao

Thur d3 g&mrq
Thw nhap

Danh sach m& rong -
Hinh 1.54. Guri va nhan thu dién tur
Cach xem va nhan thw dién tir Gmail, Email:
Nguoi ding c6 thé xem nhitng thu ma ngudi khac gui cho ban trong muc (1) “Hép thw
dén”, néu khdng thay thi moi ngudi hdy nhan vao muc (2) “Spam” dé xem nhitng hop thu
méi gui dén gan day nha.

Gmail ~

(1} Hép thur dén

Thir gan dau sao
(luan frong

| Thw da giri
Thw nhap (57

(2) Spam (785)

Hinh 1.55. Guri va nhan thu dién tir

2.11 Quan tri thw dién ti

Trong thoi dai cong nghé thong tin ngay cang phat trién, email duoc coi la cong cu lién
lac hitu ich trong kinh doanh phé bién nhét hién nay. Email cho phép chung ta két ndi, 1am
viéc voi nhitng nguoi Khac ¢ bat ctr noi dau, ¢d thé giri thdng diép hay nhiing tai liéu dén
nhiéu ngudi cing mot Iic va nguoc lai. Tuy nhién, mot hop thu email sip xép khong co
trat tu, day ap nhirng email chua xir ly ¢6 thé 1 nguyén nhan khién cong viéc tré nén ap
lyc va kém hiéu qua. Trong gi&o trinh nay s& huéng dan nhitng cach str dung va quan ly
email vo cuing don gian, nhanh chéng, tiét kiém thoi gian.

X6a cic email khong cén thiét
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Mot trong nhitng Ii do khién thoi gian mét ngay cua ban khéng du dé giai quyét nhitng
viéc can thiét d6 1a tén cong doc nhitng mau tin quang c&o, spam hay tham chi chi 1a nhitng
dong cam on, 151 hira xac nhan cdng viéc. Biéu nay khién cho chat luong va hiéu suat cong
viéc cua ban bi anh huéng, dong thai tiéu tbn mot khoan thai gian khdng hé nho trong quy
thoi gian. Chinh vi vay, hdy cin cir vao tidu dé dé xéac dinh xem dau 1a email cdng viéc can
giai quyét, dau 1a email rac dé x6a khoi bo nhé caa minh.

Phin nhém va giin nhiin cho email

Viéc dau tién khi ban doc tiéu dé va noi dung email chinh 12 phan nhém va gan nhan
(tag) cho email d6. Trong Mailbox la danh sach, Gmail Ia nhn, tat ca déu phuc vu clng
mot muc dich: t6 chire cac thu dién tir mot cach c6 hé théng. Ban c6 thé tao nhém cho mai
du 4n hozc phan bo email theo nhiém vu hoic thoi gian cu thé sé& gidp ban tim kiém duoc
thong tin can thiét mot cach nhanh chong. Ban ciing ¢ thé danh diu muac d6 wu tién cua
ting thu muc theo muc do quan trong can xua ly. Nhu vay sé gidp ban quan Iy email hiéu
qua hon.

Lén lich xir 1y va sip xép email

Viéc ban lién tuc ra vao email dé xir Iy cong viéc cd thé 1a nguy@n nhan khién chét lugng
khdng dugc nhu mong muédn. Bai 18 khi ban bi biét c6 nhitng email véi danh sach cong
viéc day dic thi ban s& mat tap trung khi xu 1i ¢éng viéc hién tai. Trong khi c6 rat nhiéu
email quan trong, doi hoi su tap trung va téc do suy nghi nhanh. Chinh vi vay, cach tot nhat
la ban hay sap lich mot khoang thoi gian nao d6 mdi ngay dé xir Iy email. Trong sudt
khoang thoi gian do, khong tra 1oi dién thoai hoac bat ki hanh dong ngat quing nao ca va
chi chd tdm vao cdng viéc caa minh.

Tra 167 email ngan gon va stic tich

Véi nhitng email khong can dai dong, ban c6 thé tiét kiém thoi gian hiéu qua bang cach
tra 1oi thang vao van dé. Biéu nay phu thudc vao ky niang biét email cua ban. Con néu email
nao yéu cau mot luong thdng tin 16n thi tot nhat ban nén nhac dién thoai 1én hoac truc tiép
ban bac cong viéc véi ddng nghiép. Nhu vay sé tiét kiém thoi gian va ciing nang cao hiéu
qua cOng Vviéc cua ban.

Huy bé dang ky nhan email quiang cido

Mot trong nhitng 1i do khién hop thu cta ban tré nén 16n xon va khé kiém soat dé chinh
la nhitng email quang céo hoic thong tin x& hoi. Ban hoan toan ¢ thé hiy bo diang ky nhan
mail quang céo, nhu vay thi ban s& khdng phai bao gio d6i mat vai tinh trang hop thu dén
day ap thong tin khdng quan trong nira. Mot hanh dong tuy nho nhung lai gidp ich rat nhiéu
trong viéc quan ly email cua ban.

Tan dung thoi gian ranh rdi dé xir Iy nhirng email khong quan trong

Trong list cong viéc cua ban, c6 thé phan chia theo th tu wu tién cho email. Nhiing
cdng viéc khan cap, quan trong nén duoc ban tap trung xu ly. Con lai, ban cé thé tan dung
vai phat thoi gian ranh rdi nay dé xem qua hop thu. Ban c6 thé bat dau bang cach “xu 1y
truéc nhitng email ma ngay tir tiéu dé cé thé biét duoc khong mat nhiéu thoi gian dé xem
va tra 10i. Nhu vay s& gilp ban tiét kiem mot khoang thoi gian khdng hé nho dau.

Xir Iy cong viéc trong email theo ké hoach
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V4n dé tao nén rac réi khi nguoi sir dung email d6 chinh 1a doc nhitng khong xir Iy hozc
xtr ly email khong theo thtr tu. Nhu vay, ho rat d& bo 15 cong viéc hoic mét thai gian cho
nhitng cdng viéc quan trong. Tt nhat 1a ban nén doc qua danh sach email, 1én ké hoach xir
ly roi méi bt tay vao lam. Bat dau xu ly tir message trén cling caa hom thu va chi chuyén
sang céi thu 2 sau khi di hoan thanh xong cai dau tién. Email nao khdng thé xu ly ngay
phai ngay 1ap tic dua vao hop “cho xir Iy”. Sau khi xir Iy xong email dén, hdy vao hop cho
xur ly dé thiét 1ap thir tw wu tién nhirng email quan trong.

Email 1a mot céng cu giao tiép chuyén nghiép, gilp ban xay dung mot ké hoach giao
tiép dién tur théng minh va hiéu qua. Pung dé email trg thanh Ii do ngin can budc tién
thanh cong cua ban.

2.12 Backup Mailbox

Néu ban dang st dung email danh cho cong viéc, ban c6 thé dang dung tai khoan
Exchange hoic IMAP. May chi Exchange va IMAP ty dong luu trir email cua ban dé ban
cd thé truy nhap bét ky lic nao hoic bat ky dau. Néu ban c6 tai khoan Exchange, hay kiém
tra voi nguoi quan tri cia ban vé cach truy nhap luu trir email cia ban.

Néu ban muén sao luu cac thu muc thu cuc bo (ngoai viéc giit ching trén may chu) ban
c6 thé tu dong di chuyén hoic xéa boé cac muc cii bang tinh nang Ty dong Luu trir hoic
Xuat cac muc dé ra tép .pst ma sau d6 ban c6 thé khoi phuc khi can va sir dung bang cach
nhap vao.

Bam Tép > Mé & Xuat > Nhap/Xuit.

©
Théng tin M (j

M B Xudt

Ma Lich
Luu Mhw e MG mit tép lich trong Outlook Lics, ves

Ma& Tép Du ligu Outlook

M MG mot tép dii Féu Outlook [pst

: : Nhap/Xuit
Tai khoan Office . . ST .
i Mhap hoac zuat t2p va thiet dat

Tay chon

Hinh 1.56 Backup Mailbox

Bam Xuat sang mot tép, roi bam Tiép.
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https://support.office.com/vi-vn/article/tự-động-lưu-trữ-các-mục-cũ-hơn-25f44f07-9b80-4107-841c-41dc38296667
https://support.office.com/vi-vn/article/nhập-email-danh-bạ-và-lịch-từ-tệp-pst-của-outlook-431a8e9a-f99f-4d5f-ae48-ded54b3440ac

Chon mét hanh déng 88 thuc hién:

Hudt HEH ll:-li'i R55 ra I:Ei OFRAL

Nhap tép VCARD{ vef)

Nhap w2p iCalendar (ics) hodc tép vCalendar (ves)
Mhap tw trinh hodc tép khac

Mhap ngudn cap RSS i tép OPML

Mhap Mgudn cap RSS tir Danh sach Mguan cap

M ta
¥udt thong tin Outlock ra mat tép dé sif dung
trong chucng trinh khac.

Hinh 1.57 Backup Mailbox
Bam Tép Dir liéu Outlook (.pst), rdi bam Tiép.

Xudt ra Tép

Ta0o mét logi tépc

| Gia tri Phiin tach bang Dau phi
Tép D igu Outlook [ pst)

| =i | _mep> || ruybo |

Hinh 1.58 Backup Mailbox
Chon thu myc thu ma ban mudn sao luu va chon tiép theo.

Chon cip 3¢ xudt

F - rop thu dzn
Chin diich Miia hé (2)
Lén ké hoach Q4
Cac vin 38 oo =0
Cac vdn d& phap Iy
Mha nhip khdu Todn The gidi
3 nhan

7 Ban thao 1| _

=9 Khoan muc 43 GU
i [5] Khodn muc d3 Xoa a

lEam@cmm@n.mn -

| Bao gdm cic cip con BS boC..

Hinh 1.59 Backup Mailbox
Hay chon vi tri va tén cho tép sao luu cua ban, roi bam Két thic.
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Luw tép da xudt dudi dang:
g\Documents\Outlook Files\anne pst | Duyét... L\}

"'.V o Tuy chon
Y | Ay e p S
@ Thay thé cac myc triing 13p bang cac myc da xuat
| Cho phép tao cac muc trung lap
Khéng xudt cac muc tring lp

Hinh 1.60 Backup Mailbox
Néu ban muén bao dam khéng ai c6 thé truy cap vao tép cua ban, hay nhap va xac nhan
mot mat khau, rdi bAm OK.
Nhiing thu ma ban giit duéi dang tép .pst khdng khac gi cac thu khac. Ban c6 thé chuyén
tiép, tra 1oi hodc tim kiém trong cac thu duoc luu gitr gibng nhu ban thao tac véi cac thu
khac.

Cau héi on tap

- Ne&u cac yéu cau can thiét dé quan tri mot mang ngang hang.

- Lap ké hoach cai dit va quan tri mQt mang ngang hang.

- Chia sé tai nguyén mang vdi cac quyén han khac nhau cho ting ngudi sir dung.

- Giam sat viéc str dung tai nguyén mang dé thiét 1ap nguoi dung nao can dung mang.
- Cai dat va sir dung tinh ning Remote Desktop dé quan 1y.

- Neéu qua trinh gri nhan thu dién tir trong mang.

- Thiét lap cac chic ning va cai diat phin mém MDEAMON.

- Hay backup thu dién tir ra 6 dia dy phong.
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BAI 2. CHUYEN DE 2
QUAN TRI MANG DOMAIN NETWORK & QUAN TRI THU
PIEN TU BANG MICROSOFT EXCHANGE

Gioi thiéu:

Véi cac md hinh trude sir dung mang Workgroup tuy cé loi diém 1a don gian , dé trién
khai nhung khéng thuan lgi trong cong tac quan tri va tinh bao mat kém, do vay mo hinh
hé thng Domain Network véi cac wu diém-Quan ly tap trung toan bo moi thanh phan trong
hé thong-Kha ning bao mat cao nhung thuan lgi nhd co ché Single Set of Credential, Kha
nang co gidn linh dong cho moi quy mé, d& dang ma rong, Ap dung co ché quan Iy dwa
trén Policy (Policy-based Administration), Cho phép trién khai cac Application tich hop
trong AD Database do vay tan dung duoc co ché Replication cua AD.

Phién ban Exchange Server dau tién dugc Microsoft phat hanh 1a Exchange Server
4.0. Exchange ban dau da sir dung dich vu thu muc X.400 nhung chuyén sang Active
Directory sau do6. Phién ban 4.0 va 5.0 dugc dong goi cung vai ting dung email khach goi
Ia Microsoft Exchange Client. Hién nay n6 da bi ngung stir dung Microsoft Outlook .

Exchange Server str dung giao thic doc quyén c6 tén 1a MAPI . Tuy nhién, theo thoi
gian, n6 da ho trg POP3 , IMAP , SMTP va EAS .

1. Muc tiéu:

- Cai dat dugc hé diéu hanh Windows Server.

- Cai dat va cau hinh dugc DNS.

- Nang dugc Domain.

- bang ky dugc may tram vao Domain (Join Domain).

- Tao duogc cac User, Group, OU trén mién Domain.

- Quan tri dugc ngudi dung trong mang Client/Server.

- Trinh bay dugc qua trinh giri nhan thu dién tr trong mang.

- MO0 ta dugce chirc nang cua céc giao thirc nhu: IMAP, POP3, SMTP, NNTP.

- Cai dat duoc phﬁn mém MS Exchange.

- Quan tri dugc thu dién tir trong doanh nghiép.

- Thuyc hién céc thao tac an toan véi may tinh.

2. Noi dung bai hoc
2.1 Cai dat DNS

Khai niém DNS la gi ?

- DNS la viét tat cia cum tir Domain Name System, mang y nghia day du 14 hé thong
phan giai tén mién. Hiéu mot cach ngin gon nhit, DNS co ban 1a mét hé thdng chuyén
ddi cac tén mién website ma ching ta dang st dung, & dang www.tenmien.com sang mét
dia chi IP dang s6 twong tng véi tén mién d6 va nguoc lai.

- Thao tac nay ctia DNS gitip lién két cac thiét bi mang voi nhau nham muc dich dinh
vi va gan mot dia chi cu thé cho cac thong tin trén internet.

Chirc ning cia DNS l1a gi ?

- V& chtrc nang, DNS c¢6 thé duge hiéu nhu mot “nguoi phién dich” va “truyén dat
thong tin”. DNS s€ lam cong vi¢c dich tén mién thanh mét dia chi IP gém 4 nhom s
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khac nhau. Vi du nhu www.tenmien.com thanh 421.64.874.899 hoac nguoc lai dich mét
dia chi IP thanh tén mién.

- Khi “dich” nhu thé, trinh duyét s& hiéu va ding nhap vao dugc. Va khi ngudi dung
ding nhap vao mot website, thay vi phai nhé va nhap mot ddy sb dja chi IP cua hosting,
thi chi can nhdp tén website 1a trinh duyét ty dong nhan dién.

- MJbi may tinh trén Internet déu c6 mot dia chi IP duy nhét. Pia chi IP nay duoc
dung dé thiét 1ap két nbi giira server va may khach dé khoi dau mot két ndi. Bat ky khi
ndo, ban truy cip vao mot website tily ¥ hodc giri mot email, thi DNS dong vai trod rat
quan trong trong truong hop nay.

Trong v6 van trang web trén thé gioi, s& khong cé ai cé thé nhé hét tirng day sé dia chi
IP trong mdi 1an dang nhap. Do d6, khai niém tén mién dugc dua ra, tir 46 mdi trang web
s& duoc xac dinh véi tén duy nhét.

Tuy nhién, dia chi IP van duoc st dung nhu mot nén tang két néi boi cac thiét bi mang.
D6 1a noi DNS lam viéc phan giai tén domain thanh dija chi IP dé cac thiét bi mang giao
tiép vai nhau. Bong thoi, ban cling cd thé tai mot website bang cach nhap truc tiép dia chi
IP thay vi nhap tén domain cua website do.

Mot diém dang chl ¥ khéc, qua trinh tim kiém tén mién ludn duoc bit dau bang céac truy
van gai cho may chiu ROOT. Néu nhu cac may cha tén mién & mic ROOT khdng hoat
dong, qué trinh tim kiém nay s& khdng duoc thuc hién.

Pé tranh diéu nay xay ra, trén mang Internet hién tai c6 13 hé thong may chu tén mién
& muc ROOT. Cac may chu tén mién nay néi chung va ngay trong ciing mot hé théng noi
riéng déu duoc dat tai nhiéu vi tri khac nhau trén mang Internet.

Céc nhanh goc cia may chi hay con goi 1a Root name server

Hién nay tai cac nha dang ky tén mién, viéc Quan ly DNS dé dang hon bao gio hét. Ban
c6 thé Quan ly ban ghi DNS d& dang thém méi, thay doi IP, thay doi dia chi phan phdi
email.

Local Name Servers la gi ?

- Server nay chira thong tin, dé tim kiém may chi tén mién luu trit cho cac tén mién
thap hon. N6 thuong duogc duy tri boi cac doanh nghiép, cac nha cung cip dich vu
Internet (ISPs).

- May chu tén mién cyc bo nay kiém tra trong co s& dit liéu ctia né c6 chira co so dir
liéu chuyén d6i tir tén mién sang dia chi IP cia tén mién ma nguoi st dung yéu cau
khong. Trong truong hop may chu tén mién cuc bd ¢6 co so dit liéu ndy, nd s& giri tra lai
dia chi IP ctia may c6 tén mién néi trén.

- Trong truong hgp may chu tén mién cuc bd khong ¢ co sd dir liéu vé tén mién nay
n6 s& hoi 1én cac may chu tén mién & muc cao nhit (may chi tén mién 1am viéc & muc
ROOT). Méy chi tén mién & mitc ROOT nay s& chi cho may chua tén mién cuc bo dia
chi ciia may chu tén mién quan 1y cic tén mién c6 dudi .vn.

Cach thirc hoat dong ciia DNS

- Nguyén tac lam viéc cua DNS 1a gi?

+ MJbi nha cung cp dich vu van hanh va duy tri DNS server riéng ciia minh, gdm
cac may bén trong phan riéng ctia mdi nha cung cip dich vu d6 trong Internet.
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+ Tuc 13, néu mét trinh duyét tim kiém dia chi cia mot website bat ky thi DNS
server phan giai tén website ndy phai 1a DNS server cua chinh t6 chirc quan 1y website
d6 chir khong phai 1a cia mot t6 chire (nha cung cap dich vu) nao khac.

+ INTERNIC (Internet Network Information Center) chiu trach nhiém theo doi
cac tén mién va cac DNS server tuong tng. INTERNIC 13 mot t6 chire duoc thanh 1ap
bdi NFS (National Science Foundation), AT&T va Network Solution, chiu tradch nhiém
ding ky cac tén mién cua Internet. INTERNIC chi ¢6 nhiém vu quéan 1y tat ca cac DNS
server trén Internet chir khong c6 nhiém vu phan giai tén cho tung dia chi.

+ DNS c6 kha nang tra van cac DNS server khac dé c6 duoc mot cai tén da duogc
phan giai. DNS server ctia mdi tén mién thudng co hai viéc khac biét.

+ Tht nhét, chiu trach nhiém phan giai tén tir cic may bén trong mién vé cac dia
chi Internet, ca bén trong 13n bén ngoai mién noé quan 1y.

+ Thir hai, chiing tra 10i cac DNS server bén ngoai dang c6 gang phan giai nhiing
cai tén bén trong mién nd quan 1y. DNS server c¢6 kha ning ghi nhé lai nhirng tén vira
phan giai. Pé dung cho nhiing yéu ciu phan giai lan sau. S6 luong nhirng tén phan giai
duogc luu lai tuy thude vao quy mo cua tung DNS.

Sir dung DNS nhw thé nao?

- Vi tdc @6 cuia DNS khac nhau, nén nguoi st dung co thé tu chon DNS server cho
riéng minh. Trong trudng hop st dung DNS ctia nha cung cip mang, nguoi sir dung
khong can phai dién dia chi DNS vao két ndi mang ctia minh.

- Con néu trong trudng hop sitr dung may chi DNS khac, s& phai dién dia chi cy thé
ctia may cha d6 vao. Dé thay d6i DNS Server ban c6 thé 1am nhu sau:

+ Buwéc 1: Trudc tién, ban vao phan Control Panel, nhan Start Menu 1én sau d6
gd Control Panel 1 thiy.

+ Buwoc 2: Tai day ban truy cap vao View network status and tasks.

+ Buwée 3: Sau do6 truy cap vao mang internet ban dang stir dung

+ Budre 4: Tiép theo nhin vao phan Properties, noi day s& cho phép chung ta thay
d6i DNS may tinh.

+ Budre 5: Ban sé& thay c6 mot phan tén 1a Internet Protocol Version 4, hiy nhan
vao do.

+ Buwdc 6: Trong Internet Protocol Version 4 lya chon Use the following DNS
server addresses va tién hanh d6i DN tai day.

Cudi cung nhan vao OK dé xéac nhan thiét 1ap vira roi, nhu vay la ching ta da hoan tat
cong doan thay doi DNS.
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L
™

Netwarking  Sharing

Internet Protocol Version 4 (TCP/IPvd) Properties

General  Alternate Configuration

‘fou can get IP settings assigned automatically if your network supparts
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(®) Obtain an IP address automatically
{T)Use the following IP address:

() Obtain DMS server address automatically
(@) Use the following DMS server addresses:

|.ﬁ. l—||—|l—|l—|l—||—|l—||:_I'|

Preferred DMS server: | g8 .8 .8 .38 |

Alternate DMS server: | 8.8 .4 .4 |

[ validate settings upon exit e e

Cancel
Hinh 2.1 Cai dat DNS

DNS Servers Va Dia Chi IP

Nhu da dé cap ¢ trén, nhiém vu chinh cia mét DNS (Domain Name Server) la giai quyét
(hay ndi cach khéc 1a bién dich) mot tén mién thanh maot dia chi IP. Diéu nay nghe cé vé
don gian nhung thuc té thi khéng hé don gian mét chat nao ca. Ly do 1a bai vi:

- Co6 hang ty cac dia chi IP dang dugc sir dung.

- May chia DNS dang xtr Iy “hang ty” cac yéu cau trén Internet vao cac thoi diém bat
ky.

- MBJi ngay c6 hang triéu nguoi dang thém va thay d6i tén mién ciing nhu dia chi IP.

Dé giai quyét cac van d¢, may chit DNS dua vao hiéu suat mang va cac giao thirc Internet.
Déi voi dja chi cua IP, mdi mot may tinh trén mang Internet déu c6 mot dia chi IP duy nhat
(bao gom chuan IPV4 va IPV6) do IANA (Internet Assigned Numbers Authority) quan ly.

Danh sach DNS phd bién nhit hi¢n nay

- Hién nay DNS c6 rat nhiéu loai khac nhau. Duéi ddy 1a tong hop 6 dich vu DNS
pho bién nhat:

+ DNS Google

DNS OpenDSN
DNS Cloudflare
DNS VNPT
DNS Viettel
DNS FPT
Hiy cung tim hiéu chi tiét vé tirng loai DNS

+ + + + +
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- DNS Google: DNS Google 1a mét trong nhitng DNS server dugc st dung nhiéu
nhat hién nay vi tdc do nhanh va 6n dinh.
+ 8.8.8.8
+ 8.8.4.4
- DNS OpenDNS:
+ 208.67.222.222
+ 208.67.220.220
- DNS Cloudflare: Cloudflare la mét dich vu DNS trung gian, gitp diéu phéi lieu
luwong truy cap qua lop bao vé CloudFlare.
+ 1111
+ 1.0.0.1
- DNS VNPT:
+ 203.162.4.191
+ 203.162.4.190
- DNS Viettel:
+ 203.113.131.1
+ 203.113.131.2
- DNS FPT:
+ 210.245.24.20
+ 210.245.24.22
DNS néi chung 1a mot phan vé cling thiét yéu va quan trong trong quan tri mang va
website. Hy vong véi nhitng théng tin trong gi4o trinh nay cung cap cho ban s& phan nao
hiéu rd hon vé khai niém DNS va céch sir dung nd mét cach hiéu qua.
2.2 Cau hinh DNS
Sau khi cai dat DNS, tat nhién, ban can phai cau hinh DNS vi né 1a mét nhiém vu quan
trong nham gitp cho DNS hoat dong chinh xac. DNS Ia viét tit cia Domain Naming
System va muc tiéu caa DNS 1a chuyén dbi tén thanh dia chi IP va dia chi IP thanh tén, khi
ban m& mot may chu hoac mét trang web. Vi du, khi ban nhap moét tén trang web nhu
www.quantrimang.com, tai day may chit DNS s& chuyén d6i tén nay thanh dia chi IP va
ban cd thé truy cap trang web hodc truy cap vao cac ngudn may chu. Trong giéo trinh nay
sé& gigi thiéu cho céac ban toan bo cach cau hinh DNS Server trén Windows Server.
Cai dat DNS Server trén Windows Server 2016
- Cai dat DNS server role tir Server Manager GUI. M Server Manager va nhap
vao Add Roles and Features.
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Server Manager * Dashboard

B Dashboard WELCOME TO SERVER MANAGER
i

Local Server

## Al Servers ~ : :
Configure this local server

\dd NG 1eg
\0Q e S¢ ef 10
Hinh 2.2 Cai dat DNS

- Chon tuy chon Role-based installation hoic Feature-based installation va nhap
vao Next.

i Add Roles and Features Wizard - o]

DESTINATION SE

1 &3 [ ®
Select installation type HOST! contote
Select the installation type. You can install roles and features on a running physical computer or vi_|
machine, or on an offline virtual hard disk (VHD)

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

' Remote Desktop Services installation

Install required role services for Virtual Desktop infrastructure (VDI) to create a virtual machine-
or session-based desktop deployment.

Hinh 2.3 Cai dat DNS
- Tai day ban can chon may chu ma ban mudn cai dat DNS Server (thuong 1a may
chu hién tai).

fiz Add Roles and Features Wizard - (]
R . . DESTINATION S&
Select destination server HOST contosc
Befare You Beain Select a server or 3 virtual hard disk on which to install roles and features.
Before You Beg
Instaliation Type @) Select a server from the server pool
) Select 3 virtual hard disk
Server Roles Server Pool
reatures -
Filter: |
Name IP Address Operating System

HOST1.contoso.com 192.168.1035 Microsoft Windows Server 2016 Datacenter

Hinh 2.4 Cai dat DNS
43



- Tir danh sach Server Roles, chon DNS server va nhian Next. Nhidn Add Features
trén ctra sO popup - trong truong hop nay, DNS management console va PowerShell
DNS module s& duoc cai dit ty dong. Néu ban mudn quan Iy DN server ndy tir xa, ban
khoéng thé cai dit cac cong cu nay.

PE‘ Add Roles and Festures Wizard ﬁ |
Select server roles oo

Select one or more roles to install on the selected server.

Roles Description
f Add Roles and Features Wizard
Active Directory Cer
Active Directory Do
Active Directory Fedl  Add features that are required for DNS Server?
Active Directory Ligh
Active Directory Rigl  The foliowing tools are required to manage this feature, but do ¢
Device Health Attest  hauu 10 be instalied on the same server.
DHCP Server
DNS Server 4 Remote Server Administration Tools
Fax Server 4 Role Administration Tools
I M File and Storage Sery [Tools] DNS Server Tools
Host Guardian Servi
v Hyper-V (Installed)
MultiPoint Services
Network Controller
Network Policy and
Print and Document!
Remote Access
Remote Desktop Se
Volume Activation S
1
Wb Sacver O55) W] Include management tools (if applicable)
I Add Features I I Cance
Hinh 2.5 Cai dat DNS
- Bay gio ban c6 thé thay rang muc DNS dugc chon.
DEsTINAT
Select server roles HOST.
Before You Begin Select one or more roles to install on the selected server,
Instaliation Type Roles Description
Server Selaction [] Active Directory Certificate Services o Domain Name System (
[) Active Directory Domain Services provides name resoluts
Feihies [) Active Directory Federation Services networks. DINS Server is
R [ Active Directory Lightweight Directory Services manage when it is install¢
DNS Server [ Active Directory Rights Management Services same server a5 Active Dirg
oo [T Device Health Attestation Domain Services. If you s¢
Confirmation [ DHCP Server Active Dnrenqry Domain
or's s role, you can install and ¢
0 Fa S DNS Server and Active Dy
i (W] File and Storage Services (1 of 12 installed) Domain Services to work
[T] Host Guardian Service
V| Hyper-V (Installed)
[C] MultiPoint Services
[C] Network Controller
[ Network Policy and Access Services
[] Print and Document Services
[7] Remote Access
[T] Remote Desktop Services
[ Volume Activation Services
[] Web Server (IIS) vl
Hinh 2.6 Cai dat DNS
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- Khong c6 tinh ning bd sung can thiét cho budc nay, nhung ta mudn chic chin rang
DNS Server Tools di duoc chon. Dé kiém tra diéu nay, hiy nhip vao Remote Server
Administration > Role Administration Tools. Sau d6 bam vao Next.

Select features

Before You Begin

Inszaliation Type
Server Selection

Server Roles

DNS Server

Confirmation

- o
DESTINATION S8
HOST1.conton
Select one or more features 1o install on the selected server.
Features Description
L Quality Windows Audio Vigeo txpenence A Role Administration Tools incluc
[C] RAS Connection Manager Administration Kit (CM2 snap-ins and command-line to¢
[C] Remote Assistance for remotely managing roles.

4 (] Remote Server Administration Tools (2 of 42 instal

[T] Remote Differential Compression

I [ Feature Administration Tools
PRCIBRole Administration Tools (2 of 27 installed
¢ (L] AD DS and AD LDS Tools
I W) Hyper-V Management Tools (Installed)
i [C] Remote Desktop Services Tools
I [C] Windows Server Update Services Tools
i [C] Active Directory Certificate Services Tools
[C] Active Directory Rights Management Servic
(] DHCP Server Tools
V] DNS Server Tools
[C] Fax Server Tools
i [C] File Services Tools
[C] Network Controller Management Tools
] Network Policy and Access Services Tools

>

Hinh 2.7 Cai dat DNS

- O day chi can nhap vao Next.

DNS Server

Befora You Begin
instatlation Type
Server Selection

Server Roles

Features

Confirmation

Domain Name System (DNS) provides a standard method for associating names with nu
addresses. This makes it possible for users to refer to network computers by using easy-
names instead of a long series of numbers. In addition, DNS provides a hierarchical nam
ensuring that each host name will be unique across a local or wide-area network. Wind
can be integrated with Dynamic Host Configuration Protocol (DHCP) services on Wi

the need to add DNS records as computers are added to the network.

Things to note:
* DNS server integration with Active Directory Domain Services automatically replicates {

along with other Directory Service data, making it easier to manage DNS.
* Active Directory Domain Services requires 3 DNS server to be installed on the network.

installing 3 domain controller, you can also install the DNS Server role using Active Dire
Services Installation Wizard by selecting the Active Directory Domain Services role.

[(Prenous]l Next > ] Install

Hinh 2.8 Cai dat DNS

- Pé xé4c nhan cai dat, bAm Install.
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- . - $r =3 PPV DESTINATION SERVIR
Confirm installation selections

HOST1 comoso com

Bafore You Baoin To nstall the foliowwng roles, role services, or features on seiected server, ciick Install
Befcre 3]

yoe (V] Restart the destination server sutomatically if required

glactic Optional features (such as adminstration tools) might be displayed on this page because they have
been selected automatically. Iif you do not want to install these optional features, ciick Previous to clear
thesr check boxes.

DNS Sefver DNS Server
Remote Server Administration Tools

Role Administration Tools
DNS Server Tools

Export configuration settings
Specify an alternate source path

[<prevous | | peao [ ostan | [ Concel ]
Hinh 2.9 Cai dat DNS
- Qua trinh cai dit bat dau va c6 thé mét vai phut dé hoan thanh.
- Khi viéc cai dit DNS Server duoc hoan tit thanh céng, nhap vao Close.
Installation progress oy

HOST1.contosd com

View installation progress

o Feature installation

Installation succeeded on HOST Y contoso.com
DNS Server
Remote Server Administration Tools
Role Administration Tools
DNS Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by chcking Notifications in the command bar, and then Task Detads.

Export configuration settings

Hinh 2.10 Cai dat DNS
- CAu hinh DNS ciing tuong ty nhu khi cai dat no, c6 nghia la ban khong can phai
qua ban tam hoac yéu cau bat ky quan tri vién nao gitp ban thuc hién diéu do, boi vi ban
6 thé tu minh lam diéu nay, véi nhitng hudng dan chi tiét sau day trong gi4o trinh nay.
- Khi may cha DNS dugc cai dat, hdy mé cua s6 Server Manager, nhép vao tab
Tools trong menu drop-down xuat hién va nhap vao biéu twong DNS dé mo né. O day,
tén may chu cua trong vi du dugc dat la tactig-dcOL1.
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Manage Tools View

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers

ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

DHCP

Disk Cleanup

DNS

Event Viewer

Group Policy Management

iSCSI Initiator Hide

Local Security Policy

Hinh 2.11 Cai dat DNS
- Pau tién, nhitng gi chiing ta can lam 1a tao mot ving. N6 1a mot phan ciia DNS ma
cac ban ghi duoc khoi phuc. Pé thuc hién viéc nay, nhan chudt phai vao tén may chu
DNS trén méy tinh ctia ban va bam vao New zone.

& DNS Manager

File Action View Help

o mmMXBD e Eeml 8 8 &

4

& QNS } Name
v| @ TACTIG-DCO1 | {| = M iR
> 1 Forwai Configure a2 DNS Server...

> 2 Revers Create Default Application Directory Partitions...
5 3 TrustF -
» 1 Condit @

3 :h‘l] Global Set Aging/Scavenging for All Zones...

Scavenge Stale Resource Records
Hinh 2.12 Cai dat DNS
- BO trang chao mumng va trén trang tiép theo, ta s& thay ba loai khu vuc c6 sin.
+ Primary zone: La vang duoc viét lai, chir khong phai duoc sao chép tir dau do.
+ Secondary zone: La ban sao cua mdt vung khac. Khi ban tao mot secondary
zone, ban nén sao chép cac ban ghi tir mot nguén khac.

+ Stub zone: Vung nay cung cip thong tin vé bat cir may chi nao dang nim gitt
mot vung dac biét.
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New Zone Wizard X

Zone Type
The DNS server supports various types of zones and storage. , %
o

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

(O Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

(O Stub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

[“] Store the zone in Active Directory (available only if DNS server is a writeable domain
controller)

Hinh 2.13 Cai dat DNS
Vi du dang mudn tao mot ving chinh, nén ta s& nhap vao primary zone, roi nhan Next.
- Trong trang tiép theo, ban s& dugc hoi vé phuong phap sao chép.

+ Tuy chon dau tién, To all DNS servers running on domain controllers in the
domain: <domain name>, dugc sir dung khi ban mudn sao chép véi cac tén mién chinh
va tén mién phu trong toan bé domain. Luu ¥ ring diéu nay s& lam tang luu lugng mang.

+ Tuy chon thir hai, To all DNS servers running on domain controllers in the
domain: <domain name>, duogc str dung khi ban muén may chit DNS sao chép tit ca
cac may chu DNS trong domain cuia riéng ban.

+ Tuy chon thir ba, To all domain controllers in this domain (for Windows 2000
compatibility): <domain name> dugc sir dung khi ban mudn may chu ciia minh chi
sao chép cac domain controller trong domain cua riéng ban.

- Hay chon tuy chon tht 2 rdi bAm Next.

New Zone Wizard X

Active Directory Zone Replication Scope 3
You can select how you want DNS data replicated throughout your network.
b4
Select how you want zone data replicated:
(O To all DNS servers running on domain controllers in this forest: tactig.com

(®)To all DNS servers running on domain controllers in this domain: tactig.com!

(O To all domain controllers in this domain (for Windows 2000 compatibiity): tactig.com

To all domain controliers specified in the scope of this directory partition:

b

<Back Cancel
Hinh 2.14 Cai dat DNS
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- Trong trang Forward or Reverse Lookup Zone, chon Forward lookup zone.
Forward lookup zone s€ dich t€én DNS thanh dia chi IP va tuy chon thr 2, Reverse
lookup zone, s& dich IP thanh tén DNS. Chi can chon Forward lookup zone rdi nhan
Next. Reverse lookup zone s& dugc cau hinh sau.

New Zone Wizard X

Forward or Reverse Lookup Zone
You can use a zone for forward or reverse lookups.

0

Select the type of lookup zone you want to aeate:

(®) Forward lookup zone

A forward lookup zone translates DNS names into IP addresses and provides
information about available network services.

(O Reverse lookup zone
A reverse lookup zone translates IP addresses into DNS names.

b

<Back || Next> | | Cancel

Hinh 2.15 Cai dat DNS
- Chi dinh tén cho khu vuc, sau do nhép vao nut Next.

New Zone Wizard X
Zone Name et
What is the name of the new zone? -

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization’s domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is

not the name of the DNS server,
<onck cace

Hinh 2.16 Cai dat DNS
- Ban mudn ndi dung trong vung cia minh cap nhat nhu thé nao? Tuy chon dugc dé
xuét chi cho phép cip nhat bao mat. Tuy chon ndy sé& gitip ban khong bi anh huéng boi
may chit DNS va phan mém gian diép (spyware). Hiy chon tily chon dau tién va nhan
Next.

Zone name:

| tactigzone]
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New Zone Wizard

X
Dynamic Update
You can spedify that this DNS zone accepts secure, nonsecure, or no dynamic

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

(®) Allow only secure dynamic updates (recommended for Active Directory)
This option is avaiable only for Active Directory-integrated zones.

OAIowbohnonseotemdsecuedynam‘cwdates
Dynamic updates of resource records are accepted from any dient.

4~ This option is a significant security vulnerability because updates can be
AL accepted from untrusted sources.

(O Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

<Back || Next> | | Cance

Hinh 2.7 Cai dat DNS
- Sau khi tiép tuc, primary zone cta ban s& duoc tao, chi can nhap vao nut Finish dé
bat dau lam viéc.

New Zone Wizard X

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
specified the folowing settings:

A

Name: tactigzone
Type:  Active Directory-Integrated Primary
Lookup type: Forward

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,

T |

Hinh 2.18 Cai dat DNS

Bay gid khu vuc di tao thanh cdng, nhung cdu hinh DNS van chua dugc hoan thién day
du va secondary zone nhu da dé cap trudc d6 1a ban sao caa mot ving khac. Biéu dé co
nghia 12 ban nén sao chép ndi dung tir mot nguon khac. Bay gio, bai viét sé chi cho ban
thiy 1am thé nao dé tao ra mot secondary zone.

Tao mot secondary zone

Ban can mot may cha khac, noi may chu DNS duoc cai dat trén do. Vi du dit tén cho
may chiu DNS méi 1a tactig-dns02. May chi mé&i ma ban ¢6 gang sir dung 1am may chu
DNS tha hai phai la thanh vién cua Active Directory Directory Services.
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- Bay gio, ta s€ lam viéc trén may chu tactig-dns02, mé cong cu DNS Manager va
nhép chudt phai vao Forward lookup zone, nhap vao New zone rdi bo qua trang chao
mirng bang cach nhan Next. Trong trang Zone Type, chon Secondary zone.

New Zone Wizard X
Zone Type =
The DS server supports various types of zones and storage.

Select the type of zone you want to create:

(O Primary zone
Creates a copy of a zone that can be updated drectly on this server.

(®) Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

(O Stub zone
Creates a copy of a zone containing only Name Server (NS), Start of Authority
(SOA), and possily glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

Store the 2one in Active Directory (available only if DNS server is a writeable domain
controler)

< Back Cancel

Hinh 2.19 Cai dat DNS
- Trong trang Forward or Reverse Lookup Zone, chon tuy chon Forward lookup
zone. N6 s& thay d6i tén DNS thanh dia chi IP. Sau d6 bAm vao nat Next.

New Zone Wizard X
Forward or Reverse Lookup Zone &
You can use a3 zone for forward or reverse lookups.

Select the type of lookup zone you want to create:

(®) Forward lookup zone

A forward lookup zone translates DNS names into IP addresses and provides
information about avadable network services.

(O Reverse lookup zone
A reverse lookup zone translates IP addresses into DNS names.

< Back Next > Cancel

Hinh 2.20 Cai dat DNS
- Chi dinh tén cho khu vuc. Nhép tén cua khu vuc ban da tao trudc day lam primary
zone. O day ban s& c6 ban sao ctia primary zone trong secondary zone.
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New Zone Wizard X

Zone Name
What is the name of the new zone?

0

The zone name spedifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is

not the name of the DNS server,
cont ==

Hinh 2.21 Cai dat DNS
- Trong trang Master DNS Servers, ban can chi dinh may chu chinh Master server.
Master server 1a may chi ma ban mudn sao chép noi dung sang secondary zone méi.

Zone name:

| tactigzone]

Nhap dia chi IP cta Master server va IP s& duoc phan giai. Néu IP dtng, d4u tich mau
xanh 14 cay s& xuat hién bén canh hop dia chi IP, sau d6 ban hiy nhap vao nit Next.

New Zone Wizard X |
Master DNS Servers o
The secondary zone is copied from one or more DNS servers.
Spedfy the DNS servers from which you want to copy the zone. Servers are
contacted in the order shown.
Master Servers:
IP Address Server FQDN Validated Dedate
<Chick here to add an IP Address or DNS Name >
¥ 152.168.10.1  Tactig-DCO1 oK Up
<Back Cancel

Hinh 2.22 Cai dat DNS
- Khi Secondary zone dugc tao ra, chi can nhap vao nat Finish la xong.

New Zone Wizard X

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard, You
spedified the following settings:

Name: tactigzone

Type:  Secondary
Lookup type: Forward
File name: tactigzone.dns

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,

T [

Hinh 2.23 Cai dat DNS

52



- Bay gid, hiy nhip vao ving méi ban vira tao, ban s& thdy ddu x mau do (nghia 1a
khong ¢6 nd1 dung nao hién di€n) va né s€ khong hoat dong diing nhu nhiing gi da duoc
dé cap, trudc khi ban sao chép ndi dung tir mot noi khac vao do.

& DNS Manager

2 DNS

File Action

v 3 TACTIG-DCO2

View Help

o APIXE G H 8 @S

v || Forward Lookup Zones

'8' Zone Not Loaded by DNS Server

> (&) Global Logs

£ tactigzone ] )
- 3 ?z Y The DNS server encountered a problem while attempting to load the zone. The transfer of
S, NEVEISE SOoKUp Sones zone data from the master server failed.
> | Trust Points
> 1 Conditional Forwarders Correct the problem then either press F5, or on the Action menu, click Refresh.

For mere information about troubleshooting ONS zone problems, see Help.

Hinh 2.24 Cai dat DNS

- Quay trd lai may chu tactig-dns01, mo rong ché do Forward lookup zone va nhap
chudt phai vao viing ma ban mudn 14y ban sao, sau d6 chon Properties.

& DNS Manager

File Action View Help
¢ 2mMXDez Em i A
£ ONs 1 Name
v. B TACTIGRCO! [ isame a5 parent folder)
v | Forward Lookup Zones n (sarne 85 parent folder)
L msdcstactig.com
g Update Server Data File
| Reverse Looku Reload
» | Conditional F¢ New Host (A or AAAA)...
» [ Global Logs New Alias (CNAME)...
Delete
Refresh
Export List...
) ‘ Properties
Exports the current list to ¢

Hinh 2.25 Cai dat DNS

- O day, chon tab Name Servers va thém may chu ma ban d3 cai dit secondary zone.
Khi ban thém tén trong danh sach, ban c6 thé sao chép ndi dung. Dé thuc hién diéu nay,

hay nhap vao nut Add.



tactigzone Properties [4 X

WINS Zone Transfers Security
General Start of Authority (SOA) | Name Servers
To add name servers to the list, click Add.
Name servers:
Server Fully Qualified Domain Name {FQDN) IP Address
tactig-dc01 tactig.com. Unknown

Add... Edit:.. Remove

* represents an |P address retrieved as the result of @ DNS query and may
not represent actual records stored on this server.

OK || Cancel || esh || Hep

Hinh 2.26 Cai dat DNS
- Nhap tén mién day du ctia may chu (fully qualified domain name - FQDN) vao hop
nhu dugc hién thi va dia chi IP cia may chu vao bén dudi do. Khi ban phéan giai may
chu, thong béo s& xuat hién. Ding lo lang vi thong bao s& cho ban biét rang méay chii ciia
ban khong c6 thAm quyén d6i v6i ving d6. Tuy nhién vi ban chi muén tao mot ban sao
ctia khu vue d6 nén hay nhap vao nit OK.

New Name Server Record X

Enter a server name and one or more IP addresses. Both are required to identify the name server,
Server fully qualified domain name (FQDN):

| tactig-dco2 ,: Resolve
IP Addresses of this NS record:
| IP Address Validated Delete
Click here to add an IP Address> |
192.168.10.2 The server with this IP address isnot ... | P

l\i]

Hinh 2.27 Cai dat DNS
- Bay gio tré lai may chu tactig-dns02, nhan chudt phai vao viing ban da tao va chon
Transfer from Master.
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File Action

o) amMXEB IS Em 8B 8

View Help

£ DNS

v B I,ACHG'DCO‘Z IQ Zone Not Loaded by DNS Serv
> | Global Legs -

v | Forward Lookup Zones
T : P The DNS server encountered a problem v
: | rone data from the macter cerver failed
| Reverse Lookt Reload
| Trust Points
| Conditicnal Fe

| Transfer from Master |

Transfer new copy of zone from Master

Hinh 2.28 Cai dat DNS

- Refresh trang bang cach nhip vao nit Refresh va ban s& thiy tit ca cac ban ghi ma
ban c6 thé thiy trong server zone tactig-dns01. Gid ddy secondary zone di duoc tao va
céu hinh dung cach.

& DNS Manager — (] X
File Action View Help
| 20 Blgls (Berl § @6
-4 ?NS Name Type Data Timesta
v e :.IAC‘;IGI;DICLOZ ﬂ(same as parent folder) Start of Authority (SOA) [9], tactig-dcO1.tactig.co... static

&] £ - d‘:.gs Koo Z ﬂ(same as parent folder) Name Server (NS) tactig-dco2. static

v War n e « > .

- -o t:ctigz:\eup i [i—l(seme as parent folder) Name Server (NS) tactig-dcO1.tactig.com. static
| Reverse Lockup Zones
| Trust Points

| Conditional Forwarders

Hinh 2.29 Cai dat DNS

Tim hiéu vé Reverse Lookup Zone

Mot diém quan trong tiép theo trong viéc ciu hinh DNS 1 ban nén tim hiéu Reverse
Lookup Zone la gi. Reverse Lookup Zone nguoc lai véi Forward Lookup Zone cé nghia
la n6 thay doi dia chi IP thanh tén DNS, tic 1a khi ban cung cip mot dia chi IP, nd s& cung
cap cho ban t&n DNS. Dé thuc hién diéu nay, ban chi cin mot may chu DNS va vi du s& sir
dung may chu DNS géc (tactig-dns01).

- Reverse Lookup Zone duoc tao gidng nhu cac primary va secondary zone dé mé
rong tén may chu. Nhan chudt phai vao Forward Lookup Zone rdi chon New Zone. Khi
trang m&i xuat hién, bo qua trang chao ming va chon Primary zone r6i nhan Next. Giir
nguyén tiy chon mic dinh trong budc tiép theo va nhin Next. O day, hiy chon IPv4
Reverse Lookup Zone hoic IPv6 reverse lookup zone rdi nhan Next. Vi du sé& str dung
phién ban IPv4 nhung ban c6 thé chon ving ban mudn sir dung tuy thich.
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New Zone Wizard X

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPv6
addresses.

(®) IPv4 Reverse Lookup Zone

() IPv6 Reverse Lookup Zone

| N Y.

<Back Cancel
Hinh 2.30 Cai dat DNS

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID:
[192 168 .10

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr.arpa.

(O Reverse lookup zone name:
10. 168. 192.in-addr.arpa

<Back Cancel
Hinh 2.31 Cai dat DNS

- Tai thoi diém nay, Network ID (ID mang) 1a yéu t6 can thiét. Hay chi dinh
Network ID sau d6 nhan Next (Network ID la dia chi IP mang cua ban).

- Chon tuy chon Allow only secure dynamic update va nhip vao nat Next, sau dé

hoan tat cac budc tiép theo dé hoan thanh viéc cau hinh.
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New Zone Wizard >4

Completing the New Zone Wizard

You have successfully completed the New Zone Wizard. You
spedified the following settings:

Name:  10.168.152.in-addr.arpa
Type:  Active Directory-Integrated Primary

Lookup type: Reverse

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish.

o [ ]| o
Hinh 2.32 Cai dat DNS
- Chay PowerShell voi quyén admin. G 1énh sau rdi nhan Enter:
ipconfig /registerdns

2. Administrator: Windows PowerShell

Windows PowerShell )
Copyright (C) 2015 Microsoft Corporation. All rights reserved.

oS C:\Users\Administrators{ipc g /registerdns

P Configuration

NS resource records for all adapters of this computer has been initiated. Any err

n 15 minutes.

Hinh 2.33 Cai dat DNS
- Refresh Forward Reverse Zone, ban sé€ théy rﬁng mot dia chi IP da dugc thém vao
do. Moi cong viéc da hoan tat!
2 DNS Manager - O X

| File Action View Help
e amEBc= Hml 8 8

2 QNS Name Type Data Timestamp
v B T‘?CTIG'DCOI 'n(samc 35 parent folder) Start of Authority (SOA)  [2], tactig-dcOl.tactig.co...  static
- Fgrwatd LOORU? Eanes ‘n(same as parent folder) Name Server (NS) tactig-dcO1l.tactig.com. static
4 msdcstactigeom || 155 168,101 Pointer (PTR) Tactig-DCO1tactig.com.  5/1/2016 11:00:00 PM
1 tactig.com
= tactigzone
v | Reverse Lookup Zones
o 10.168.192.in-addr.arp2

L .. (ondiional Fonwarders 1o

Hinh 2.34 Cai dat DNS
Cau hinh DNS d4 hoan tat. Nhung day l1a cau hinh co ban cuia DNS, con céac budc cau
hinh nang cao cho DNS s& phirc tap hon nhiéu, Hay thuc hién lai nhiéu 1an cho dén khi ban
quen vai cac thao tac.
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2.3 Nang Domain

Trong giéo trinh nay s& hudng dan xay dung dich vu Active Directory Service trén hé
théng Windows Server 2016. Ching ta s& tién hanh xay dung maéi mot may Domain

Controller dé quan Iy mot mién (Domain).

Cac ban chuan bj mot may Windows Server 2016, dit dia chi IP tinh, va nhé Preferring
DNS Server vé dia chi IP caa may Windows Server 2016 trong trudng hop mudn cai dat
tich hop dich vu DNS Ién trén may Domain Controller nay luén.

Chuing ta vao cira sé quan Iy Server Manager, chon muc Manager, chon Add Roles and

Features.

« Dashboard

Dashboard
§ Local Server
& All Servers

#3 File and Storage Services b

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS

P File and Storage

Sendicec

Add Roles and Features

Remove Roles and Features

WELCOME TO SERVER MANAGER

Oc
-

Add Servers

Create Server Group

(-]rxﬁfn ire this lo¢ Server Manager Properties

Servergroups: 1 | Servers to

1 # Local Server 1

Hinh 2.35 xay dung Domain Controller

Trong hop thoai Before you begin, chon Next dé tiép tuc.

fls Add Roles and Features Wizard - O *
») ° = x DESTINATION SERVER
Before you begin I SRVDY ‘

Thet wiss . *al ‘es e [ v & d ' o3
Thes wizard helps you install roles, role sences, or features. You determine whach roles, role services, or

features 1o install bated on the computing needs of your organization, tuch as tharing documents, or
hosting 3 wedsite

nstalavon Type

Server Selection -~
© remove roles, role services, Of features:
S2act the Remove Rales and Festures Wizard

Before you continue, verify that the following tasis have been completed:

* The Administrator account has 8 strong password
* Network settings, such as static IP addresses, are configured
* The most curent security updates from Windows Update are instalied

i you must verify that any of the preceding prerequisites have been completed, close the wizaed
complete the steps, and then run the wizard agan

To contnue, chick Next

Skip this page by default

[ Nea> ] Cancel

Hinh 2.36 xay dung Domain Controller

Trong hop thoai Select installation type, chon Role-based or feature-based installation.

Chon Next dé tiép tuc
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i Add Roles and Features Wizard - 0o X

~t | DESTIMNATION SERVER
Select installation type s
Sefore You Segn Select the nstallabion type. You can mstall roles and features 0n 8 runmang phytcal compoter or vrtual

maching, o¢ 0n an oMlne virtual hard ditk (VHD).

* Role-based or feature-based installation

Server Selection
Configure & single server by adding roles, role services, and features.

_' Remote Desktop Services installation
Install required role services for Vietual Desiciop Infrastructire (VD) 10 create a vintual machine-based

| <Previows | | Nea> | Inata Cancel

Hinh 2.37 xay dung Domain Controller
Trong hop thoai Select destination server, chon tén Server cia mady Domain Controller,
chon Next dé tiép tuc.

i . - R DESTINATION SERVER
Select destination server cesavon
Befors You Beon Select 3 server or 3 virtual hard dak on whech 0 install roles and features.
ore You Beg
instalation Type &) Select » server from the server pool
oo JRORRIES
Server Roles Server Pool
Feyres 1‘
Filter: { I*
Name P Address Operating System |
crosoft Windows Server 2016 Technucal Preview 4

1 Computer(s) found

Thes page shows servers that are runmeng Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offine servers and
newly-added servers from which data collection i stil incomplete are not shown,

[ <Previous | [ Neat> |

Hinh 2.38 xay dung Domain Controller
Trong hop thoai Select server roles, chon muc Active Directory Domain Services, chon
Add Features.

DESTINATION SERVER
Select server roles fEs Add Roles and Features Wizard X n
X
Selectone ormorerol  Aqq features that are required for Active Directory
Roles Domain Services?
Active Directo]  You cannot install Active Directory Domain Services unless the
following role services or features are also installed,
Active Directo]
Active Directo [Tools] Group Policy Management
Active Directo 4 R Server Administration Tools
DHCP Server ‘ 4 Role Administration Tools
DNS Server 4 AD DS and AD LDS Tools
Fax Server Active Directory module for Windows PowerShell k
¢ (W Fileand Storad | 4 AD DS Tools
Host Guardian 1 [Tools) Active Directory Administrative Center
Hyper-V [Tools] AD DS Snap-ins and Command-Line Tools
MultiPoint Ser
Network Cont|
Network Policy
Print and Doci
Remote Acces Include management tools (if applicable]
Remote Deskt| ¥ 2 o )
Volume Activa | I I l
Web Server (I Add Features Cancel
Windows Dep
| e
< Previous Next > . Install

Hinh 2.39 xay dung Domain Controller
Chon Next dé tiép tuc.
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Before You Begin
Installation Type

Server Selection

Features
ADDS

Confirmation

Select server roles

i Add Roles and Features Wizard - o

DESTINATION SERVER
K16-SRVO01

Select one or more roles to install on the selected server.

Roles Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

[T] Active Directory Certificate Services A

ctive Directory Domain Service:

[C] Active Directory Federation Services

[] Active Directory Lightweight Directory Services

[C] Active Directory Rights Management Services

["] DHCP Server

[C] DNS Server |

[] Fax Server |
|- (M) File and Storage Services (1 of 12 installed)

[] Host Guardian Service

] Hyper-v

[C] MultiPoint Services

] Network Controller

] Network Policy and Access Services

[T] Print and Document Services

[C] Remote Access

[C] Remote Desktop Services

] Volume Activation Services

[C] Web Server (IIS)

[] Windows Deployment Services v

|<Premous|| Next > ]

X

Chon Next dé tiép tuc.

Hinh 2.40 xay dung Domain Controller

Select features

Before You Begin
Instaliation Type

Server Selection

Server Roles

AD DS

Confirmation

= Add Roles and Features Wizard = o

DESTINATION SERVER
K16-SRVO1

Select one or more features to install on the selected server.
Features

| 2
| (W] .NET Framework 4.6 Features (2 of 7 installed)
I [[] Background Intelligent Transfer Service (BITS)
[] BitLocker Drive Encryption
[] BitLocker Network Unlock
[] BranchCache [
[C] Canary Network Diagnostics
[C] Client for NFS

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamiess and
secure communication, and provide

[[] Containers the ability to model a range of
[] Data Center Bridging business processes.
[] Direct Play

[C] Enhanced Storage

[] Failover Clustering

Group Policy Management

[C] Host Guardian Hyper-V Support

[C] 1S Hostable Web Core

[C] Internet Printing Client

[] IP Address Management (IPAM) Server

[7] iSNS Server service v

[ <previous | [ Next> |

X

Chon Next dé tiép tuc

Hinh 2.41 xay dung Domain Controller
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fis Add Roles and Features Wizard - o X

DESTINATION SERVER

Active Directory Domain Services k165801

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
installation Type sharing and collaboration between users. AD DS is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Before You Begin

Server Selection

Server Roles

Things to note:
Features S z .
= ¢ To help ensure that users can still log on to the network in the case of a server outage, install
minimum of two domain controllers for a domain.
Confirmation * AD DS requires a DNS server to be installed on the network. If you do not have a DNS server

installed, you will be prompted to install the DNS Server role on this machine.

* Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS.

Azure Active Directory, a separate online service, can provide simplified identity and access
management, security reporting, single sign-on to cloud and on-premises web apps.
Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

I(Previous“ Next> | install @

Hinh 2.42 xay dung Domain Controller

Trong hop thoai Comfirm installation selections, chon Install.

fiz Add Roles and Features Wizard = o X
Confirm installation selections s

Bafore You Begin To install the following roles, role services, or features on selected server, click Install.

installation Typ [7] Restart the destination server ically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Rojes their check boxes.
Features
AD DS | Active Directory Domain Services

Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center

AD DS Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

Next> | [ instal | [ cancel

Hinh 2.43 xay dung Domain Controller

Qui trinh cai dat dich vu Active Directory Domain Services dang dién ra.
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fis Add Roles and Features Wizard - o X

Installation progress

DESTINATION SERVER
K16-SRVO01

View installation progress

o Feature installation

Installation started on K16-SRVQ1

Active Directory Domain Services
Group Policy Management
R te Server Admini:
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

Tools

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

Hinh 2.44 xay dung Domain Controller
Chon Close dé két thic qué trinh cai dat Active Directory Domain Services.

fis Add Roles and Features Wizard

= O X

Installation progress

DESTINATION SERVER
K16-SRVO1

View installation progress

o Feature installation

Configuration required. Installation succeeded on K16-SRVD1

Active Directory Domain Services
Additional steps are required to make this machine a domain controller,
Promote this server to a domain controller

= Group Policy Management
Results

te Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Dii y module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools

You can close this wizard without interrupting running tasks, View task progress or open this
page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

evious Next > Close Cancel

Hinh 2.45 xay dung Domain Controller

Chon muc Promote this server to s domain controller dé thiang cAp may server nay lam
Domain Controller.
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T Server Manager

« Dashboard

Post-deployment Configura...

i Dashboard Lid
Configuration re d for Active Directory Domain
i Local Server Configurati DT_r'qJ"f,J or Active Directory main
Services at K16-SRVO1
!: All Servers Promote this server to a domain controller [:al server
f§l ADDs ; :
2% o Feature installation
B File and Storage Services b d e

Configuration required. Installation succeeded on WUIEs
K16-SRVO1

Aéd Roles and Features 0 manage
Y Task Details oup
5 Connect erve cloud se
LEARN MORE

ROLES AND SERVER GROUPS

Roles:2 | Servergroups:1 | Serverstotal: 1

= File and Storage

Sensices

i§l ApDs 1

fices

Hide

Hinh 2.46 xay dung Domain Controller

Trong hop thoai Deployment Configuration, chon Add a new forest. Nhap tén domain
vao muc Root domain name. Chon Next dé tiép tuc

Deployment Configuration

Select the deployment operation
Add a domain controlier 1o an exsting doman
Add a new domain 1o an existing forest

& Add a new forest

Specify the domain information for this operation

Roct domam name: adrinvietnam c'd

Next »

TARGET SERVER
KI6-SRVO1

Cancel |

Hinh 2.47 xay dung Domain Controller

Trong hop thoai Domain Controller Options, nhap mat khau dé phuc hoi dich vu
Directory Services khi c6 su ¢b, chon Next dé tiép tuc

Dor

nain Controller Options

Select functional level of the mew forest and root domain
Forest functional levet Windows Server Technical Previe ~

Domain functional level Windows Server Technical Previe ~

Specify domain controlier capabilties

[/ Domain Name System (DNS) server
v Global Catalog (GC)
Read only domain controlier (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password “esnnene
Coafirm passwored Sensnane
Moree about doman ¢o e OpLO
i v T -
L <Previous | | Next>

TARGET SERVER
K16-SRVO1

Hinh 2.48 xay dyng Domain Controller
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Trong hop thoai DNS

Options, chon Next dé tiép tuc.

DNS Options

TARGET SERVER
K16-SRVO1

| 4 Adelegation for this

DNS server cannot be created because the authornitative parent zone canmot be found. Showmere X ]

Deployman: Configuration

Specify DNS delegation options
Create DNS delegation

Domain Controlier Options

More about DNS delegation

[th!wom]l Next> | nata

[ concet |

Hinh 2.49 xay dung Domain Controller

Trong hop thoai Additional Options, chon Next dé tiép tuc

Deploymant Configurat

~

DS Options

Paths

Additional Options

Oomain Controlier Options

TARGET SERVER
K16-SRVO1

on

Verfy the NetBIOS name assigned to the domain and change it if necessary

The NetBIOS domain name: ADMINVIETNAM

Mcee about additional options

[ <previous | | Net> |

[_Concel_|

Hinh 2.50 xay dung Domain Controller

Trong hop thoai Paths, dinh cac duong dan luu csdl cua Active Directory, chon Next dé

tiép tuc.

Paths

~

Depioymant Configuration

Domain Controlier Options

s B Database foider CAWindows\NTDS El
Vo UV —
A Ot Log files folder CAWindows\NTDS =]
_ SYSVOL folder: CAWndows\SYSVOL [:J
Review Options
Moce about Actve Drectory paths
| <Previous | | Net> | rta [ cace |

—
TARGET SERVER
K16-SRVO1

Specify the location of the AD DS database, log files, and SYSVOL

Hinh 2.51 xay dung Domain Controller
Trong hop thoai Review Options, chon Next dé tiép tuc.

Review Options

)

S Ooriors

Oasin
ASSTONA OgUCns

Faths

Prerequisites Cheack

Deploymen: Configuration

~ c Aasis
Domain Conrdler Opto

TARGET SERVER
K16-SRVO1
Review your selections:

3 Configure this server as the first Active Directory domain controlier in & new forest.
The new domain name & “adminvietnam.org”, This is a0 the name of the new forest.
The NetBIOS name of the domair: ADMINVIETNAM

Forest Functional Levet Windows Server Technical Preview

Domain Functional Levek Windows Server Techaical Preview
Create ONS Delegation: No

[<Previous | [ Nea> | | i || Concel

Hinh 2.52 xay dung Domain Controller
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Trong hop thoai Prerequisites Check, hé thdng cai dit kiém tra trude khi nang cap, chon

Install khi da san sang.

Prerequisites Check

[ Active Directory Domain Services Configuration Wizard - (m]

TARGET SERVER
K16-SRVO1

Show more x |

Prerequisites Check

Prerequisites need to be validated before Active Directory Domain Services is installed on this
computer

Rerun prerequisites check

@ View results

sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkid=104751),

1. Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain “adminvietnam.org”, Otherwise, no action is required.

0 Prerequisites Check Completed

O All prerequisite checks passed successfully. Click ‘Install’ to begin installation,

3, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

Next > [ instal || cancel
Hinh 2.53 xay dung Domain Controller
Qua trinh nang cap dang dién ra.
lnct POy TARGET SERVER
nstalaton K16-SRVO!

Progress

Starting

Hinh 2.54 xay dung Domain Controller

Sau khi qua trinh nang cip hoan tat, may tinh s& ty khoi dong lai.
2.4 Join may tram vao Domain
Dé join cac may tram vao Domain, tiép theo 1a tao cac User cho may Clients st dung.

Ban ma Server Manager va chon Active Directory Users and Computers.

Server Manager * Dashboard * (&)

{

Manage

& Dashboard

: I Local Server
: ii All Servers

WELCOME TO SERVER MANAGER

Active Directory Administrative Center

Active Directory Domains and Trusis

Active Directory Madule for Windows PawerShell

Active Directory Sites and Services

Active Directory m.-;ﬁ:,a:s.u Camputers
AD'S| Edit A

his local serv

Component Services

Hinh 2.55 Join may tram vao Domain
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Sau d6 & phan Users, ban nhap chudt phai chon New => User

w = Active Directory Users and Computers = a X
File Action View Help
Local Sei R —
i L CIEEEL Y A
L Gz : Active Directery Users and Com|| pame Type Description -~
S Saved Queries E, Administrator  User Built-in account for ad...
v = o!mec.om %Allmd RO..  Security Group.. Members in this group c.
- E:I::nmﬂs ECHI Publish... Securty Group... Members of this groug ...
) = D‘om:n Controllers Eflamahlc D... Securty Group... Members of this group t...
— ForeignSecurityPrincipal !,;Delaurtﬁccce... User A user acoount manage..
) - Managed Service Accoul E[Jmiad ROD... Security Group... Members in this group c...
_.,I Laars %Dn:ﬁdmlns Security Group...  DMNS Administrators Gro..,
EDnsUpd-lt:l’-.. Secunty Group...  DNG clients who are per... Delegate Control..
%Domain Ad.. Security Group... Designated administrato.. Find...
%Dnmain Co.. Security Group.. Computer New ’
%Dumain Con... Security Group... - s . fide
EDumlin Gue... Secunty Group... ontact
ﬂDomain Users Security Group... Group Refresh
B Enterprise A... Security Group... InetOrgPerson Export List...
Enterprise ...  Security Group... msD5-KeyCredential
P y P £y -
EE"“"P'“C Ro.  Securty Group... msD5-ResourcePropertylist rew '
gGroup Polic... Security Group... msD5-ShadowPrncipalContainer Arrange lcons »
E.;Guu.l . User mslmaging-P5Ps Line up lkcons
%k’zy Admins  Security Group... i i
EPrﬂrcncd Us... Securty Group... MSMQ Queue Alizs Properties
L % || B%RAS and 1AS ... Security Group... Prirter Help
Create 3 néw object... LQ‘}
W R Shared Falder
N ot /4 \ :
Hinh 2.56 Join may tram vao Domain
-2 . . Y ~ . , .
Hién thi User Object, ban dién thong tin User sau do click Next,
Mew Object - User x
$ Creslein: ckdol com/Users
Firet riame: |du: ntinls
L=t name: |I'1ﬂ.l'!|'-Eﬂ o
Full name: |du'.: nguyen gui
Liser logon rame:
ducng @oktot .com v
Ltz lgon rame ipre-Windows 20005
OKTOT |dusng
<o Cares

Hinh 2.57 Join may tram vao Domain
Tai phan Password, ban dién théng tin password caa User.
- C6 4 lya chon bén duwdéi:
+ User must change password at next logon: ngudi dung phai doi mat khau & lan
dang nhap ké tiép.
+ User cannot change password: nguoi dung khong thé thay d6i mat khau.
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+ Password never expires: mat khau khong bao gior hét hiéu lyc.
+ Account is disabled: tai khoan nay bi v hi¢u hoa
Sau khi dién mat khau va chon hoic khong chon 1 trong 4 lya chon trén thi chon click Next, dé
hoan tat qua trinh tao user.

Mew Object - User x

& Cremte oot comUsers

Fasgword EREEREE |

Confirm password T |

[ Userr mrusst change passwerd at nesd logon
(] User cannot change password

[] Password never exqees

] Accourt @ dastied

— =

< Back H-u](: _ Cancel

Hinh 2.58 Join may tram vao Domain
Join cac client vao Domain

- Céu hinh IP cho cic may client dang chay Windows, bat buoc Preferred DNS
Server phai la dia chi IP cua Domain Controller (DC).

'l [ 53 ] }
ﬂ Internet Pratocel Version 4 (TCP/IPW) Properties

E-enerdl

II

You can get IP settings assigned automatically if your network supports
thiz capabiity. Otherwizs, you need 1o &k your retwork administrator
fiar the appropriate IP setlings.

Obtain an [P addre<s sutomaticaly
@) Usze the follawing TP address:

IF address: 192,168 . 1 . 100
Subnet mask: 255,255,255 . 0
Defa.ltgatewa-.l: 152 . 166. 1 . 1

Obtain DNE server address automabcally
@ Lse the follawing DMS server addresses:

Preferred DNS server: 192,168, 1 . 2

Alternate DNS server:

[T vaidate settings upon exit [ Advanced... |

(6 [ s

Hinh 2.59 Join may tram vao Domain
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- Ban nhép chudt phai My Computer chon Properties hodc nhap Window + Break dé

xem thong tin.

iy Manage

Map network drive..
Msconnect network drive...

Create shortout
[Del=te

Rename

Prnpﬂ!:s

Hinh 2.60 Join may tram vao Domain
- Octrasod nay, ban nhép chudt chon Change Settings dé c6 thé Join Domain.

e e

% Device Manager

% Remote settings

".5' System protection

% Advanced system settings

Computer name, domain, and workgroup settings

Computer name: WIN-VL2U82CPITS
Full computes name: WIN-VL2U82CPIT8
L Computer description:
Amm Sl Workgroup: \WORKGROUP
Windows Update Windows activation
ly’erflcnmncelnfonmlion and TR 20 days to activate. Activate Windows now
ools

Product ID: 00426-292-0000007-85733  Change product key

uu ’i » Control Panel » System and Security » System v | 49 || Search Contrat
Control Panel Home Copynght © 2009 Microsoft Corporation. All nights reserved.
Service Pack 1

System
Rating: m Windows Experience Index
Processon Inted(R) Core(TM) i7-2760QM CPU @ 240GHz 239 GHz
Installed memory (RAM): 200 GB
System type: 64-bit Operating System
Pen and Touch: No Pen or Touch Input i available for this Display

Bie . © =

Hinh 2.61 Join may tram vao Domain

- Cua s6 System Properties, ban nhap chon Change.

T

3

1246PM
1/2472016

SR

68



I |
U |]¥ ¢ Control Panel » System and Security » Systern - |~l, I Search Control Panel el
-
Con | rights reserved.
Computer Name | Harware | Advanced | System Frotection | Remote |
) Devi
Rer Windowa uses the following irformation to identify your computer
'5' on thie network, | 3
Syst .
w For example : “Kitchen Compuber® or “Mary’s
Campuber™.
Full compuier name: WIN-VL2UB2CPITE
Wakgroun. WORKGROUP Expenience Index
W) i7-27600M CPU @ 240GHz 2,39 GHz
Tao use a wirard to jon a damain or workgroup. click _
Metwork D Netweek 1D,
b System
To rename this computer or change its doman or m h Input is available for this Display =1
warkgroup. cick Change 3
g:
Ims HP Change settings
ITg
b
Acti
i [ ok || Canea || o
Perd] bw
Tools N
Product II: 00425-292-0000007-85732  Change product key m

12:46 PM

1/24/2016

Hinh 2.62 Join may tram vao Domain
- Hién tai thi may tinh dang ¢ WORKGROUP, mudn join vao Domain thi ban nhap
chon
Domain & muc Member Of

Yo can change the name and the membership of ths

e might sffect sccess to netwark resources.

Computer name:;
WINNVLZUS2CPITE

Full compuler name
WIN-VL2UB2CPITE

Mesmibar of
D% .
@ Wiarkgroup:
WORREROUF

Hinh 2.63 Join may tram vao Domain
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- Ban go tén domain vira tao & may lam DC, bén canh do6 ban cling c6 thé ddi tén
may tinh & muc Computer name, sau d6 nhap OK

Computer Mame/Tiomain Changes |
fow can change the name and the membership of the

compuier. Changes might afec! access ba netwark resources,
Mare infamatian

Computer name:
WIN-A

Full computes names
WiN-7

[barnibear of
okdot com

1) Workgroup:
WORKGROUP

oF, ] (G ]

Hinh 2.64 Join may tram vao Domain
- O ctra s6 Windows Security ndy, ban dién thong tin User va Password cua tai khoan
Domain admin, sau d6 chon OK.
Windows Security e
Computer Name/Domain Changes

Enter the name and password of an account with permission to join the
dormain.

L

Adrninistrator ]

Domain: oktot.com

—m}n— Cancel |

Hinh 2.65 Join may tram vao Domain
- Sau khi nhap dung cac thdng tin, s€ hi¢n thong bao thanh cong: “Welcome to the

.... Domain”, sau d6 chon OK

i Computer Marne/Demain Changes EH

lﬂ Weloeme to the cktot.com domain.

[ ]

Hinh 2.66 Join may tram vao Domain
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- Sau khi join vao Domain thanh céng, may tinh s& yéu cau khai dong lai may dé cap

nhét nhitng thay doi.
| &

Microsoft Windows WT

You must restart your computer to apply these
changes

Before restarting, save any open files and close all programs.

Remnﬁi? | | Restan Later ]

Hinh 2.67 Join may tram vao Domain

- Sau khi may khoi dong, ban c6 thé ding nhap vao véi user ma ban da tao O trén

Domain dé str dung may tinh.

- Sau khi ding nhdp thanh céng, ban nhip chudt phai vao My Computer => chon

Porperties hodc to hop phim Window + Break dé xem két qua.

uU |,' » Control Panel » Systemmd”Se:Jrity » System w | 49 || Search Control Pane

Windows 7 Ultimate
Control Panel Home Copyright £ 2009 Microscft Corporation. All rights reserved.
¥ Device Manager Service Packl
" Remote settings
¥ System protection
¥ Advanced system settings
System
Rating: Retrieving system rating
Processor: Inted(R) Core(TM) i7-2760QM CPU @ 240GHz 239 GHz
Installed memory (RAM): 200 GB
System type: 64-bit Operating System
Pen and Touch: No Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Full computer name: WIN-7.oktot.com

Computer description:

Domain: oktot.com
Action Center
Windows Update Windows activation
Performance Information and Status Not Available
Tools

Product ID: Not Available

: Z AR
Hinh 2.68 Join may tram vao Domain
2.5 Tao User, Group trén Domain

— — e e
o)

Computer name: WIN-7 # Change settings

-

I’

Sau khi xay dung thanh cdng may chu Domain Controller trén Windows Server 2016 va
tién hanh join cac may clients vao Domain. Trong gido trinh nay s& gidi thiéu dén cac ban
cach tao user, OU va phan quyén quan Iy OU(Organizational Unit) trén Windows Server

2016.
Tao cac tai khoan nguwoi dung theo OU twong &ng véi phong ban
- Ban giam d6c: Nguyén Vian Tam, Tran Van Phu
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Hanh chanh: Nguyén Ptc Hoang, Nguyén Xuan Sang
K& toan: Tran Thai Ha, L& Minh Hoang
Kinh doanh: Vii Huy Hoang, Nguyén Thi Diéu, Nguyén Ptc Hung
Thiét ké: Tran Thanh Binh, Nguyén Thi Phung Anh, Pang Thanh Tung, Nguyén
Phi Thai, Tran Thanh Nam, V& Thi Tuyét, Tran Thanh Thuy, Lé Hai Son.
Cac User gach chan la user quan ly OU.
- Chuén bi
+ 01 may Windows Server di trién khai lam Primary Domain Controller (PDC)
+ 01 may Domain member chay Windows 7/8/10.
- M6 hinh hé théng

File Server

192.168.1.4/24

192.168.1/x/24

Hinh 2.69 M& hinh tao User, Group trén Domain

Cac budérc chinh
Buée 1: Mo cong cu Active Directory Users and Computers
Buwéce 2: Tao cac OU va User
Buée 3: Uy quyén cho cac User quan Iy OU
Buéc 4: Pang nhap véi quyén User quan 1y dé kiém tra

Tao tai khoan ngudi ding va tai khoan nhém trén mién bdaptech.com. Thiét 1ap
thudc tinh cho cac doi twong nguwoi ding va nhém nhw sau:

- Tét ca cac tai khoan ngudi dung trén 1a thanh vién nhom Backup Operator

- Tai khoan ngudi ding manhnv va tottd phai thay d6i mat khau khi ding nhap vao
hé thong 1an dau tién

- Ngudi dung tungnv khong duoc phép db6i mat khau tir may tram.

- Tam khoa tai khoan ngudi dung tungnv vi anh nay di hoc nudc ngoai.

- Nhén vién thugc nhom giang vién chi dugc phép dang nhap vao mang tir 7h sang
dén 9h t6i mdi ngay, tir thir 2 dén thir 6

- Sir dung cong cu Active Directory Users and Computers dé tao va quan 1y tai khoan
nguoi dung.

Tao tai khoian nhom va tai khoin nguo¢i dung:

72



- Start > Programs > Administrative Tools > Active Directory Users and
Computers. Nhap phai chudt trén muc Users > New > Group.

B Active Directory Users and Computers
Fle acton Vew Help
e Al En] N = IERERERN ? No:l k-0 Nk S5k
: Active Directory Users and Comput | Name | Type | Description
= Saved Queries There "
g &3 b oo are no ltems to show in this view.
= Buitin
[+ Computers
[® (3. Domain Controlers Delegate Control
[® FareignSecurityPrincpals Move. .,
[+ LostAndFound Fnd...
[+ Managed Service Accounts
[i Program Data Compuler
™ (27 SALE All Tasks ] Con
[+ System ;
[¥ Users Ine
[# MNTDE Quotas View ¥ msImagingPS5Ps
3 PlapTrich MSMO Queve Alias
2| P Dieu Hanh Arrange [cons k Organizatonal Linit
2| P Quan Tri Mang Line up Tcons Printer
Propertes User
Help Shared Folder
K1 *
beat& amnew abject...

Hinh 2.70 Tao User, Group trén Domain
+ Tai ctra s6 New Object — Group nhdp tén nhém can tao va nhan OK dé két

thuc.

New Object - Group E

$ Create in:
il

bdaptech.com/® Lap Trink

Group name;

|LT

Groaup name (pre-Windoves 2000):

|LT

Group soope
' Domain local
{* Global

™ Universal

Group type
i Serurity
' Distribution

Cancel

QT

- Tao tai khoan ngwoi dung: Nhap phai trén thu myc User > New > User.

Hinh 2.71 Tao User, Group trén Domain
+ Tuong tu tao tai khoan nhém: GG-s-gd.
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B Active Directory Users and Computers
Fle action Vew Help
e 2T 0Bz HE R85 7%
[ Active Directory Users and Comput | Name | Type | Dresciption |
& [ saved Queries BT Security Group ...
Bl &=j bdaptedh.com
& Buiftin Delegate Control,.
& Computers Move...
[ (2| Domain Controlers Find...
o [reeantbinceek L rew I
. All Tasks v Contact
[+ Mamaged Service Accounts
[* Program Data Refresh
@ & SALE Export List.. InetOrgPerson
[¥ System melmaghng-Fors
G Users View b MSMO Quews Alias
izational Linit
¥ [ NTDS Quotas [E— N ——
2 PLapTrich Line up Teons Frinter
& P DieuHarh
5| P Quan Tri Mang ﬁﬁiﬂﬁ |
Help |
ST R |

Hinh 2.72 Tao User, Group trén Domain
+ Hop thoai tao tai khoan nguoi dung xuat hién, nhap thong tin va nhan Next

Mew Object - User E3

; Createin:  bdaptech com/F Lap Trinh
Uad
First name: |n;|LI'n"|:ﬂ van Inkials: |
Last name; |Ihe
Full name: |nl:|er:n van the
Usar lagon name:
|Ihen'.' | @bdaptech com |
Lzer lagon name (pre-Windows 2000)
[BDAPTECH! I'.hemr
e e
Lo

Hinh 2.73 Tao User, Group trén Domain
+ Tai hop thoai ké tiép, nhap thong tin vé mat khau, nhan Next. (v6i tuy chon User
must change password at next logon thi nguoi dung s& phai thay d6i mat khau khi
ding nhap vao hé thdng 1an ké tiép).
+ Tai hop thoai tiép theo, nhan Finish dé hoan tat viéc tao tai khoan ngudi dung.
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Mew Object - User B

& Createin:  bdaptech.com/P Lap Trinh

Password: II'II'II'

Confim password: Iunuu

¥ User must change password at nest logon
[ User cannct change passward

I Pasaword never expires

[ Account is dissbled

cBack [ MNed> | Cance
=

Hinh 2.74 Tao User, Group trén Domain
+ Tuong tu cho céc user khac.
Thay déi thudc tinh tai khoan:
- Start = Programs -> Administrative Tools - Active Directory User
and Computers = chon mién bdaptech.com = Users
+ Phai chudt 1én tai khoan ngudi dung can thay doi théng tin, chon Properties,
chon tab Account.

B Active Directory Users anig

buwi trung kien Properties

e Publighed Cenfiicates | Member Of | Passwond Replicaton | Diakn | Object
L i Security | Envionment | Sessions
e | xm= 40| Remote cortrol | Remole Deskiop Services Profie
[ Active Directory Users and Co Personal Vitual Desidop | CoM. | Htribnte Edior ]
M [ Saved Queries Genersl | Address  Account | Profile | Telephones | Organization
El 3 bdaptech.com _
® 5 Bultin Liser logom name:
[# | Computers frienit [ @bdaptech com =]
[¥ |3 Domain Controlers | .
B ForeignSecurityPrinde mmmh:mm:m.
[ [ LostAndFound |EDAPTECH. Jiertt
[* Managed Service Acc
& [ Program Data logonHous.. | LogOnTo. |
[¥ (3] SALE
[* System U
[# Users: r s
@ [5] NTDS Quotas
3 PLap Trinh Accourt options:
=: Eg:“H_m [ User must chanpe password at nest logon =
. an fntang [ User carnot change password
[ Store password using reversble encryption |
 Account expineg
% Never
& End of: I Fiday . Jarwary 03, 2014 d
oK | Conce | mesty | Hep |
| |

Hinh 2.75 Tao User, Group trén Domain
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+ Dé thém tai khoan hoanvq vao nhém QTM va nhém Backup Operators chon
tab Member of va chon Add dé thém thong nhom ngudi dung cho tai khoan:

: ' '
Object Secutty Atrtte Edtor
Fle Acton Vew
sl A4 Eal i = R A

_:A;Weorecmryuwsa'\da:

5 &3 bdaptech.com 2, nguyentharh. . bdaptech com/P Quan Tn Mang

i .L‘ Buitn .‘,,ng:yenvanm bdaptach com/P Quan Tn Mang

8 ‘4 tran dac tot bdaptech com/P Guan Tn Mang

[ Computers .
G NTDS Quotas

P Lao Trich

P Dieu Harh

P Quan Tri Mang

| TN &

Hinh 2.76 Tao User, Group trén Domain
+ Tuong tu, thuc hién tao tai khoan cho tai khoan anhln, hungtn va gia nhap vao
nhom cho cac User theo yéu cau dé bai.
+ Trén tai khoan hungtn, dé thiét 1ap khong cho phép thay doi mat khau va khoa
tai khoan, trén tab Account cua tai khoan hungtn tick vao User cannot change
password va Account is disabled.

nguyen thanh tung Properties

B Active Directory Users and | o | -
Personal Vitual Desitop Atnbute Edtor
e A MW B Remctecortral | Remote Deskiop Services Profie
™ Actve Drectory Users and Cc, Published Certicates | MemberOf | Password Replication | Dialn | Object
& [] Saved Queries Genersl | Address Account | Profile | Telephones | Organization
&) 4 bdaptech.com 4
@® 3 Buitin User logon name
@ [ Computers Jungrt [@bdaptech com >
[# '3 Domain Controlers !
® ForelgnSeqityPrindg mmmmm
@ 7 LostAndFound |EDAPTECH\ frungrt
[  Managed Service Acct
[+ Program Data LOQG‘IHGHJ LogOn To... |
[ &3 SALE
¥ System r
G Users o
[+ NTDS Quotas
31 PLapTrich Account oplions:
2 P DieuHanh VP y 2 :]
= P Quan Tri Mang e W\QI __|
@!ﬂccouinad:led
[ Smart card is required for interactive logon ~|
- Account expres
" Never
& Endof. | Frday .December 06.2013 =]
RS
)
< i
S (o ] oo | b | W

Hinh 2.77 Tao User, Group trén Domain
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+ Dé thiét 1ap han sir dung cho tai khoan hungtn, trong phan Account expires tick
vao End of va thiét 1ap ngay hét han cua tai khoan
nguyen thanh iunq o =)

B Active Directory Users and
ez s i Published Cenfiicate| Jord Replication | Dialn | Object
: Secuity |F:8808 T:10:29.14 | Sessions
g | Zm 40| Remote cortrol | Remote Desktop Senvces Profile
: Active Drectory Users and Cc . Personal Virtual Desktop | COM« | Atnbute Edtor
4 ) Saved Queries Generdlﬁddus mlﬁdleleedmIOmxwm
£] &3 bdaptech.com _
= Buitn User logon name
I Computers iunsrt |@bdaptedw com j
[¢ 2 Domain Controlers g ¢
@ () ForeignSecurityPrinci | [ I e S cows SR
[ " LostAndFound [BDAPTECH\ jrungrt
IC Managed Service Acce
@& (&) Program Data logonHous. | LogOnTo. |
[ &) SALE
[Ao System ™ Uniod
[+ Users
[+ NTDS Quotas
a2 PlapTrich Accourt options:
5. P DieuHarh [ User must change password at next logon -
= P Quan Tri Mang
[V User cannot change password
v :
[™ Sore password using reversble encryption :l
i~ Accourt expres
" Never
& Endof; Thursday . December 05, 2013 E%
‘Cl | Sun Mon Tue Wed Thu Fn Sat
| 24 25 % 271 28 29 1
| — 2 ormme ol e |
2 S 10 11 12 13 14

Hinh 2.78 Tao User, Group trén Domain
+ Dé thiét 1ap thoi gian dang nhap cho nguoi dung thudc nhém Lap Trinh, click
chon céc thanh vién thudc nhém Lap Trinh, nhan phai chon Properties

B Active Directory Users and Computers

File  Action View Help
o= #m d0RCc = BHEBRETIS
[ Active Directory Users and Comput | Name | Type | Description
&[] saved Queries 2om Security Group ...
£l 3 bdaptech.com 2, tran dac tot Liser
® i ouln $
[ Computers LR nguyen tha ng Usar
[® |2 Domain Conmtrolers
= ForeignSecurityPrinopals
= LostAndFound
[ Managed Service Accounts
[* Program Data
[¥ |2 SALE
[¥ System
[¥ Users
® 5] NTDS Quotas
2| P'Lap Trinh
2 P Dieu Harh
2 B Tri

Hinh 2.79 Tao User, Group trén Domain
+ Tai tab Account tick chon Logon hours réi nhip vao Logon hours dé tiép tuc
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Hinh 2.80 Tao User, Group trén Domain
+ Sau khi thiét 14p thoi gian ding nhap, nhin OK dé két thic.

Tao OU:

- Start > Programs > Administrative Tools > Active Directory Users and

Computer.

+ Nhép phai trén domain bdaptech.com > New > Organizational Unit.

+ Nhap vao OU can tao.

How Object - Organizational Unit E

— Create in:

MName:

bdaptech com/

IF‘L;n Tark

[# Protect container from acidental deksbon

Lok (4 Conca | e

Hinh 2.81 Tao User, Group trén Domain

+ Tuong tu cac ban tao cac OU ciia phong ban: Lap Trinh, Piéu Hanh, ...

- Thiét 14ap tai khoan cé quyén quan tri trén OU:
+ Nhép phai trén OU can thiét 1ap > Delegate control, man hinh Welcome to the
Delegation of Control Wizard xuat hién, nhap Next.

¢ KF. }

o

Welcome to the Delegation of
Control Wizard

This wizard helps you delegate control of Active Drectory
objects. You can grant users permission {0 manage users
groups. comprters, organizational units. and other objects
stored n Actve Drectory Doman Senices

To cortirue, Aick Next

&

[ Net> | coca |

Delegation of Control Wzard [ X

Hinh 2.82 Tao User, Group trén Domain
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+ Tai man hinh User or Groups, nhap Add dé thém vao ddi twong can thiét lap
quyén han, nhin Next.

Debegation of Control Wizard E

Select one or more users or groups o whom you want to delegate control. t

Selected users and groups:
¥, iran dac 1ot dotld @edaplech com)

A

< Back I Med > I Canceal I HEs |

Hinh 2.83 Tao User, Group trén Domain
+ Tai man hinh Task to Delegete, chon cac tac vu nguoi quan tri duwgc phép thuc
hién trén ddi twong OU, sao khi thiét 1ap xong > nhan Next.
x

Tasks to Delegate ’ﬁufl%‘\
B

ou can select commaon tasks or customize your own. u,

¥ Delegate the following common tasks:

Create, delete, and manage user accounts -

[ Feset user passwords and force password change at next logon

O Fead all user information

[ Create, delete and manage groups

O Modify the membership of a group

[ Manage Group Policy links

O Generate Resultant Set of Policy (Planning) | _ILI
[

1]

" Create a custom task to delegate

< Back Next > Cancel | Hep |

Hinh 2.84 Tao User, Group trén Domain
+ Tai man hinh Completing the Delegation of Control Wizard, nhan Finish dé

hoan tat.
Céu hinh Quan Iy OU tir xa:
- Trén may Client d4 join vao mién ban phai cai Remote Server Administration

Tools vao dé cé thé quan tri tir xa:
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Link download: https://www.microsoft.com/en-au/download/details.aspx?id=7887
+ Sao khi tai vé ban tién hanh cai dat

Windows Update Standalone Installer 3

Do you want to install the fellowing Windows software update?

Update for Windows (KB958830)

Ves || No

Hinh 2.85 Tao User, Group trén Domain
+ M6 Control panel chon Programs and Features: Trong cira s6 Windows Features
tick chon Remote Server Administration Tools.

@-\jvlﬁ‘ ¢ Control Panel » All Contrel Panel ltems » Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change, or Repair.

'E‘:,f' Turn Windows features on or
off

Organize = [=1 Windows Features EI@

Mame . =
Turn Windows features on or off L7l
G- Google Toolba

[£]Java(TM) 6 Upd To turn a feature on, select its check box. To turn a feature off, clear its
= . check box. Afilled box means that only part of the feature is turned on.
i[%-lMlcrosnft‘uﬁsua

VMWEI’ETDDH . Remote Differential Compression »
@‘-{Mware vSphe , Remote Server Administration Tools
[] |, Feature Administration Tools
/ I =] | Rele Administration Tools

A Active Directory Certificate Services Tools

m

[7] |, AD DS and AD LDS Tools
[] 1) DHCP Server Tools
[] |, DMNS Server Tools
[7] | File Services Tools
\D | Hyper-V Tools
Remote Desktop Services Tools

-

[C1 .. Server Manaaer

| ok || cance |

Hinh 2.86 Tao User, Group trén Domain
+ Khoi dong lai may va dang nhap vao mién bang user tottd. Sau khi ding nhap
tai khoan co thé quan tri tir xa qua cac cong cu clia Active Directory.
2.6 Thiét 1ap cac thudc tinh cho cac User, Group trong Domain
Mg cira s6 Server Manager. Trong thu muc Roles, ban chondich vu Active
Directory t&n mién Services tiép dén chon Active Directory Users and Computer. Sau do,
ban click luva chon muc Users trong domain.
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View Help

E.,._. Server Manager

File  Action

s | 2=4d8([XE =B

= ﬁ: Active Directory Domain Se

= : Active Directory Users ;
= 33 hodamit.com

7] Builtin

] Computers

|2 Domain Control

7] ForeignSecurity

R

[ Active Directory Sites a

HEHEEE

i §Erver RENENCA VIRV L Users 18 objects [Filter Activated]
= 5 Roles

MName Type

Description |

5 Administrator  User

%Allowed ROD... Security Group ...
.‘E‘,Cert Publishers Security Group ...
Security Group ...
Security Group ...
fé,DnsUpdatePr. . Security Group ...
Fé,Domain Admins  Security Group ...
%Domain Com... Security Group ...

82, Denied ROD. ..
52, DnsAdmins

Built-in account for admini...
Members in this group can...
Members of this aroup are...
Members in this group can...
DMS Administrators Group

DM5 dients who are permi...
Designated administrators. ..
All workstations and serve...

.1_-%-, DMS Server .‘.E,Domain Cont... Security Group ...  All domain controllers in th...
g Features %Domain Guests  Security Group ... All domain guests
m Diagnostics 52 Domain Users ~ Security Group ... All domain users
iﬂ Configuration 82 Enterprise A...  Security Group ...  Designated administrators. .
& Storage 42 Erternriss B Seryrity Gronn Membhers nf thi aronin are

Hinh 2.87 Tao User, Group trén Domain
- Kich chudt phai 1én muc Users Hodc mot ving trong twong tng & khung bén phai.
Trong menu hién ra, ban chon New -> user

L. Server Manager -
E ol x
Ble Action View Help
R e 2 21 x| [ = A RENERENN ? H e
i Server Manager (WIN-250D8MB2M BT 5= s t:] objects [Filter Activated] Actions
= 3 Roles
Name scripti Users -
= ﬁ Active Directory Domain Se 3 — e De i L — |
= : Active Directory Users {|| Administrator  User Built-in account for admini... More Actions »
a §3 hodamit.com SQ,Allowed ROD... Security Group ... Members in this group can...
| Builtin 2 CertPublishers ~ Security Group ...  Members of this aroup are...
| Computers 82, Denied ROD...  Security Group ...  Members in this group can...
= Domain Control LQJJDnsAdmins Security Group ... DNS Administrators Group
[ | ForeignSecurity &%DnsUpdatePr. .. Security Group ... DNS dients who are permi...
] Users %Domain Admins Security Group ...\  Delegate Control... .
[ Active Directory Sites a | %2, Domain Com...  Security Group .|  Find... 5.
,_&3, DNS Server %Domain Cont... Security Group ...
il Features 82, Domain Guests  Security Group ... Computer
?5 D|agnoshcs_ 82, Domain Users  Security Group ... All Tasks »  Contact
Gl Configuration 82 Enterprise A... Security Group ... Refresh Group
=3 storage 82 Enterprise R...  Security Group ... Export List... InetOrgPerson
82, Group Policy ... Security Group ... MSMQ Queue Alias
2, Guest User View b|  Printer
SLRASandIAS ... Security Group ... Arange feons L User
2, Read-only D... Security Group ... s Shared Folder
Sf,Schema Admins Security Group ..., Properties
Help
KN i
|create a new object... [

A'"Startljih- @

|| 5, server Manager & @gn ®y 10:07aM
Hinh 2.88 Tao User, Group trén Domain

O man hinh New Object —nguoi dung,ban nhap cac théng tin quan trong vao cac
muc gidng nhu : First name, Last Name... Trong d6 quan trong nhat Ia user nhap
vao user logon name. user ndy tuong (ng véi mot user trong hé théng mang , do do6 phai
dam bao tinh duy nhat . Sau khi nhap xong ban chi can click nut Next.

Trong hop thoai yéu cau nhap mat khau ,ban xac nhan mat khau 2 lan twong ung
Vvé6i user cia minh. dé v, mat khau nay phai théa man céac chinh sach bao mat mic dinh
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cua Windows Server 2008, 1a mat khau ban it nhat 7 ky tu , chit hoa , ¢6 chir thuong, s6 va
ky tu dac biét . Sau khi nhap xong, ban luya chon NEXT.

Khi ban c6 tao nguoi dungthi minhcd thé cip quyén chi dinh thoi gian nguoi
ding duoc phép tai nhap. Theo mic dinh, user duoc phép ding nhap 24/24. Néu ban mong
mubn gii han su tn tai cia ngudi ding trén nén tang theo chinh sach cua ban thi ban sir
dung gidng nhu sau:

- Ban nhdp d6i chudt 1én user vira tao (ngudi dung thinhnguyen) dé mé hop
thoai Properties -> di chuyén dén tab tai khoan va lya chon nit Logon Hours

- Trong hop thoai Logon Hours for, ban lya chon cac khoang thoi gian twong tng
va kich vao tuy chon Logon Denied dé ngin cAm ngudi dung dé khong duoc phép truy
cap. Sau khi thiét 1ap xong, bam Ok dé luu lai nhitng cai thién trén.

Member Of | DialHn | Environment | Sessions
Remote contraol I Teminal Services Profile | COM+

" General | Address Account | Profile | Telephones | Oroanization

User logon name:
Ithinhngu'_.ren I Zhoclamit.com j

User logon name (pre-Windows 2000):
[HOCLAMIT |thirhnguyen

ch AL |

Hinh 2.89 Tao User, Group trén Domain

Logon Hours for thinh nguyen i ll

Al ‘

Sunday

Monday
Tuesday

Wednesday

Thursday
Friday

Saturday

Sunday through Saturday from 2:00 AM to 3:00 AM

Hinh 2.90 Tao User, Group trén Domain

Pé thiét 1ap may tinh nao user duoc phép dung trén hé thong ban click vao nat Log
On 16n, Mic dinh 1a toan bo computers, néu ban mong mudn chon may nao dé thi chi
can test vao the following computers, va sau d6 ban add tén may tinh ban s& cho
phép nguoi dung do tai nhap vao hé théng va bam add giéng nhu anh bén dudi.

Nhan OK dé luu lai nhitng refresh va dong hop thoai logon workstations , nhan OK Mot
lan nita dé déng hop thoai Properties.
2.7 Chia sé tai nguyén mang cho cac User, Group

Viéc chia sé c4c tai nguyén trén mang 1a diéu khong thé thiéu trong bat ky hé thdng
mang nao, tuy nhién viéc chia sé nay con tly thudc vao nhu cau nguoi s dung & ¥ do cua
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nha quan tri mang, vi du trong cong ty ching ta cd nhiéu phong ban va cac phong ban trong
cdng ty c6 nhu cau chia sé tai nguyén cho nhau tuy nhién nha quan tri mang muén khdng
phai phong ban nao ciing c6 thé truy cap vo tu cac di liéu cia phong ban khéc.

Chang han cé&c nhan vién trong phong kinh doanh thi ¢ thé truy cip dit liéu cua phong
minh va phong k¥ thuat thoai mai, nhung vai cac nhan vién trong phong ky thuat chi dugc
phép truy cap tai nguyén trong phong minh ma théi va khdng dugc phép truy cap céac tai
liéu tir phong kinh doanh. Tinh ning Sharing and Sercurity.. s& gidp ta giai quyét cac yéu
cau trén.

2.7.1. Yéu cau bai nhu sau:
Tao OU, tai khoan ngudi dung va tai khoan nhom theo mién.
Tao lan luot cac thu muc tuong tng trén may BKAP-SRV12-01 theo bang:

Thu muc) Group |NTFS Permission
IT GG S IT Modify
Sale |GG_S Sale Modify

2.7.2. Yéu ciu chuin bi:

May BKAP-DC12-01 diing dé tao OU, Group, User.

May BKAP-SRV12-01 Join vao mién dung dé tao thu muc va phan quyén truy cap thu
muc.

May BKAP-WRK08-01 Join vao mién dung dé kiém tra thu muc sau khi phan quyén.
2.7.3. M6 hinh:

P :.:me:ot. ﬁ .|
2‘/ .,’.49" et
user

Y BKAP-DC12.01
Goup m

IP address : 192.168.1.2
Gateway : 192.168.1.1

DNS :192.168.1.2
Domain : bKaptech.vn
P Menrber Of "_; , E__. 1
J v S | &
s o
[
Data
J I
BKAP SRV12.01 R
IP address : 192.163.1.3
Gateway : 192.1638.1.1
DNS :192.168.1.2
Join Domain : bkaptech.vn Sale
b
BKAP-WRK08-01 ‘ BKAP-WRKO08-02
IP: 192.168.1.1024 ' j ] 1P: 192.168.1.1124
GW: 192.168.1.1 — — GW: 192.168.1.1
Preferred DNS: 192.168.1.2 M - - Preferred DNS: 192.168.1.2

N S O
Hinh 2.91 Chia sé tai nguyén mang cho cac User, Group
Chi tiét thwc hién nhw sau:
Thuc hién trén mady BKAP-DC12-01, tao OU, Group, User.
- Tao OU HN.
+ Trong OU HN, tao OU Sale va OU IT.
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+ Trong OU IT, tao Group GG_S_IT, va User hungng, add User hungng vao
group GG_S_IT.

File Action View Help

o 20 Dc= Bm I rYah

. Active Directory Users and Com| Name Type Description
p | Saved Queries 8R,66.5.T Security Group...
4 F3 bkaptechwn % hungnq User

p (] Builtin

p ) Computers
b & Domain Controllers
p | ForeignSecurityPrincipal:
b 1 Managed Service Accour
b [ Users
4 2 HN

2 Sale

al IT

Hinh 2.92 Chia s¢ tai nguyén mang cho cac User, Group
+ Trong OU Sale, tao Group GG_S_Sale va User nghialv, Add user nghialv vao
Group GG_S_Sale.

File Action View Help
o 1m0 Do B 37k

1 Active Directory Users and Com || Name Type Description
b ] Saved Cueries 52 GG_5_Sale Security Group...
4 3 bkaptechan & nghislv User
B Builtin
— Computers
2 Domain Controllers
| ForeignSecurityPrincipal{| | | General | Members ' Member Of | Managed By |
| Managed Service Accoun
] Users :
2l HN Active Directory Domain Services Folder
o

BT T T OTOT

Hinh 2.93 Chia sé tai nguyén mang cho cac User, Group
Chuyén sang may BKAP-SRV12-01 dé c4u hinh chia sé tai nguyén.
- Join may BKAP-SRV12-01 vao Domain.
+ Va0 6 C, tién hanh tao Folder “Data”, trong folder Data, tao 2 Folder 1T va Sale.
+ Tién hanh Share thu muc IT (cac tai khoan trong nhém GG_S_IT duoc
phép doc va stra tai liéu trong thu muc IT).
+ Click chudt phai vao thu muc IT, chon Properties.
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+ Tai cira s6 I T Properties, chuyén sang tab Sharing.

General | Sharing |5mrtf|ﬁevim.ﬁ"o‘ﬁmlﬂmmel
Metwork File and Folder Shanng

L. Not Shared

Netwark Path:
Mot Shared

Advanced Sharing

Set custom pemmissions, create multiple shares, and set other
advanced sharing options,

[ % Adarcad S

Hinh 2.94 Chia sé tai nguyén mang cho cac User, Group
+ Tai tab Sharing, click vao Advanced Sharing...

+ Tai ctra s6 Advanced Sharing, click tich vao Share this folder.

Add I Remave ‘

Limit the number of simultaneous users to:

Comments:

Hinh 2.95 Chia sé tai nguyén mang cho cac User, Group
+ Click vao Permissions, tai cua sd Permissions for IT,

thuc hién Remove Group Everyone, Add group GG_S_IT tai khung Group or user
name.

+ Tai khung Permissions bén dudi, click chon 2 quyén Change va Read.
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+ Chon Apply / OK.
+ Tai cira s6 1T Properties, chuyén sang Tab Security, click chon vao Advanced

General | Shanng | Securtty | Previous Versions | Customize |
Object name:  ChData™IT

Group or user names:
"4 CREATOR OWNER
82 SYSTEM
QMMimﬂm (EKAP-SRV12-01"Administrators)
g Users (BKAP-SRV12-01% sers)

To change permissions, click Edi.

Pemmissions for CREATOR
OWMNER Alow Deny

Full control

Read

For special pemissions or advanced settings,
click Advanced.

Leam about access control and pemissions

| Close | Cancel

Hinh 2.96 Chia s¢ tai nguyén mang cho cac User, Group
+ Tai cua sd Advanced Security Settings for 1T, click vao Disable
inheritance (bo quyén ké thira).

Mame: CAData\IT
Crwner: Administrators (BKAP-SRV12-0N\Administrators) ® Change
Permissions Share |  Auditing | Effective Access |

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (f available).

Permission entries:

Type  Principal Access Inherited from Applies to
B Allow  SYSTEM Full control A This folder, subfolders and files
B2, Allow  Admunistrators (BKAP-SRV12-.. Full control C\ This folder, subfolders and files
B2 Allow  Users (BKAP-SRV12-01\Users)  Read & execute CA This folder, subfclders and files
B, Allow  Users (BKAP-SRV12-01\Users)  Special CA This felder and subfolders
B Allow  CREATOR OWNER Full contrel A\ Subfolders and files only

[[] Replace 2l child chject permission entries with inheritable permission entries from this object
[ o] [ i,

Hinh 2.97 Chia sé tai nguyén mang cho cac User, Group
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+ Tai ctra s6 Block Inheritance, chon vao Remove all inherited permissions
from this object.

i What would you like to do with the current inherited permissions?

You are about to block inheritance to this object, which means that permissions
inherited from a parent object will no longer be applied to this object.

=+ Convert inherited permissions into explicit permissions on
this object.

=+ Remove all inherited permissions from this object.

Hinh 2.98 Chia sé tai nguyén mang cho cac User, Group
+ Chon OK.
+ Tai cira sO I T Properties, tab Security, click vao Edit.

| General | Sharing | Securty | Previous Versions | Customize |

Cbject name: C:\Data\IT

Group or user names:

Mo groups or users have pemmission to access this object.
However, the owner of this ohject can assign pemissions.

To change pemissions, click Edit.

Permissi

Full control

Modify

Read & execute
List folder contents
Read

Write:

For special pemissions or advanced seftings,
click Advanced.

Leam about access control and permissions

Cloge | Cancel H Apply |

Hinh 2.99 Chia sé tai nguyén mang cho cac User, Group
+ Tai ctra s6 Permissions for IT, click vao Add...
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ey |

Object name: CA\DataIT

Group or user names:

Mo groups or users have pemission to access this object.
However, the owner of this object can assign pemissions.

Full contral
Modify

Read

Leam about access control and pemissions

ok || Cancel ||

Hinh 2.100 Chia sé tai nguyén mang cho cac User, Group
+ Tai ctra s6 Select Users, Computers, Service Accounts, or Groups, nhip vao
tén User Administrator va Group GG_S_IT.
Phin quyén twong &rng nhw sau:
- Administrator: Full control

Hinh 2.101 Chia sé tai nguyén mang cho cac User, Group
+ GG_S_IT: Modify
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Securty

Object name:  ChData™T
Group or user names:

GG_5_IT (BKAPTECHNGG_S_IT)

2 Administrator (BKAPTECH' \Administrator)

Permissions for GG_S_IT

Full cortrol

Modify

Read & execute
List folder contents
Read

Remove
Deny
L]
L]
L]
L]
N

Hinh 2.102 Chia sé tai nguyén mang cho cac User, Group

+ Thuyc hién tuong tu ddi v6i thu myc Sale.

+ Chuyén sang may Client ding nhap bang tai khoan ngudi dung dé kiém tra.
Join may ClientBKAP-WRK08-01 vao Domain:

System Properties
Computer Name/Domain Changes ﬂj ‘ole i nel » Network and Intemet » Network Connections
You can change the name and the membership of the ampter rk device Diagnose this connection Rename this|
computer. Changee might affect access to network resources.
J
Computer name e awork C...
BKAP-WRKDS-0T _ . — By
Computer Name/Domain Changes
Full computer name: &
BKAP-WRKDE-01
More .. q o Welcome to the bkaptech.vn domain,
Member of
(®) Domain: i
{bkaxech.vn 3 . oK
) Workgroup: .
WORKGROUP
OK || Canc |  Acol

Hinh 2.103 Chia sé tai nguyén mang cho cac User, Group
- Ping nhap bang tai khoan hungnq ctia phong ban IT.
- Truy cap vao dia chi cia may BKAP-SRV12-01 dé 1y dir liéu.
- Tai khoan hungnq & trong phong ban IT nén truy cap dugc vao thu muc IT.
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- Tai khoan hungng khdng thudc phong ban Sale nén ko truy cdp dugc vao thu
muc Sale.

= 192.168.1.3
Home  Share  View

< - 1T % Newedk » 192168.1.3 T+

[ Favorites

t 5
B Desktop e

- -
& Downloads

4| Recent places MNetwork Error n
/8 This PC Windows cannot access \4,192.168.1,35ale

You do not have permission to access |\ 192.168.1.3\5ale. Contact your network administrator
tl,n Metwork to request access.

For more information about permissions, see Windows Help and Support

Close |

Hinh 2.104 Chia s¢ tai nguyén mang cho cac User, Group

- Tuwong tu, kiém tra tai khoan nghialv.

2.8 Cai diit va quan tri viéc in an trong mang
2.8.1 Cai @at may in trén server.

Trong gi&o trinh nay s& gigi thiéu cho cac ban vé mot s6 wu diém trong cach thic quan
ly may in trong mang cia Windows Server.

Quay tré lai mot chat vé thoi diém Windows NT Server 3.5. Hé diéu hanh may chu cua
Microsoft luc nay da c6 kha nang quan Iy cac may in. Tuy nhién vao thoi diém nay, céc
may in muén duogc quan ly can phai dugc két néi vat ly véi may chii. Thém vao do, chudi
in ma mot may cha ¢ thé host bi han ché bai sé lugng cong song song cd san trén may
chu do.

Ngay nay, hau hét cac may in déu duoc két ni truc tiép vao mang, cac cong song song
da khong con ton tai nhu trude kia. Khi phan cang may in thay doi thi céc tinh nang quan
ly may in c6 trong may chi Windows ciing thay doi theo. Mac du vay khong phai tat ca
cac thay doi trong Windows déu do van dé phan cang caa may in thay doi ma su thuc
Microsoft da thuc hién mot sé thay doi rat co gia tri dé tao su dé dang hon trong viéc quan
ly may in. Khi Microsoft tao Windows Server 2008, ho da thiét ké lai giao dién quan Iy
may in nham gilp viéc quan ly tré nén dé hon. Trong bai viét nay, ching t6i s& gioi thigu
cho cac ban giao dién mai d6 va cach sir dung né nhu thé nao trong quan ly may in.

Cai dit cac cong cu dich vu in 4n

Khi thiét ké Windows Server, Microsoft di chon phuong phap chi cai dat mot s6 thanh
phan téi thiéu ban dau. Nhitng gi can thiét dbi véi nhiém vu cta ban can phai duoc cai dat
bd sung sau nay.

Tinh nang quan ly may in 1a mot trong nhitng thanh phan nhu vay. Print Services Tools
khdng duoc cai dat mic dinh, vi vay dé sir dung n6 ban can phai cai dat thanh phan nay
truéc. Dé cai dat Print Services Tools, ban hdy mo Server Manager va chon muc Features.
Sau khi chon xong, kich lién két Add Features c6 trong panel két qua. Khi d6 Windows s&
khoi chay Add Features Wizard. Man hinh ban dau caa wizard s& yéu cau ban chon tinh
ning ma ban mudn cai dat. Tim trong danh sach cac tinh ning c6 sin cho t&i khi ban tim
thay tdy chon Remote Server Administration Tools.
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M6t s6 muc trong Remote Server Administration Tools s& duoc cai dit mac dinh, vi vay
ban can m¢ rong phan Remote Services Administration Tools, sau d6 md muc Role
Administration Tools xuat hién & cap tiép theo. Cudi clng, chon hop chon Print Services
Tools nhu thé hién trong hinh, sau d6 kich Next, tiép dé Ia Install va Close.

R Add Features Wizard E3
- ' Select Features
\
Features Select one or mare features to nstall on this server.
Confirmation Features: Description:
e [ Qualty Windows Audo Video Experience ‘=I Pm%mmm
Recuks [ Remote Assistance !

| Remcte Dferentisl Compression
= L4 Remote Server Adminsstration Tooks (Installed)
= 4 Robs Administration Tools (Irstaled)
% [ Active Diractory Certificate Services Took
+ || Active Directory Domain Services Tools
[ Active Directory Lightweight Directory Services T(
[} Active Diractory Rights Managamert Services Toc

[ Fax Server Tools
Fils Services Tooks
Network Policy and Access Services Tooks

IC4) R Services Tooks
31 [ Terminal Sarvices Tools
| UDOI Services Tooks
Web Server (115) Tooks

| DNS Server Tooks
|

|

‘*

[¢

L

[

L

_ Windows Deploymeant Services Tools

|
|
Conods v Acbonionisbo abinr L

Hypas-V Tools :I
o | »f
More sbort festures

I Next > I Cancel I

Hinh 2.105: Chon hop kiém Print Services Tools va kich Next.

Truy cap Print Services Tools

LGc nay ban da cai dat xong Print Services Tools va cd thé truy cap vao giao dién diéu
khién Print Management bang cach chon lénh Print Management tir menu Administrative
Tools cua may chii. Khi thyc hién thao tac nay, ban s& thay mot man hinh twong ty nhu
man hinh thé hién trong hinh bén dudi.

(g Priot Mansgement |

Fla Atn  Vew Heb
= oh WM ﬂ'.‘

[~ e Nsre
= 7 Ouastom Flers 7 Customn Fiters
7. Al Prnters (3) : Pt Servers
Ti A Drvers (5) B Depdoyed Privters

I Printers Not Ready
7. Printers ‘With Jobs
3 Pt Secvers
= WIN NP TISFS (el
3 Dywvers
i FOrms
v Pots
m Preters
# Deployed Preden

Hinh 2.106: Ban c6 thé thay giao dién quan Iy mdy in méi trong hinh
Quan ly cac may in trong mang
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DPén day céc ban da gisi thiéu duoc dién mao cua giao dién quan ly may in Print
Management, tiép dén hdy quan sat vao hinh C bén dudi. Ban s& thiy trong hinh nay sé
luong may in da duoc dinh nghia va s6 lugng may in c6 sin trong giao dién. Ban ciing s&
thiy muc All Drives ciing ¢ cé4c driver trong tng véi cac thiét bi may in khac nhau.

§5 Priet Management M=l 3
Fe  Atien View Heb I
‘m i ﬂ
d Prrt Maragerent Pricker Nome | Queus Status | Jbs In.., | Server Nane | Actions

7. Custors Flters P Mcrosoft 3% Document Wiker (r Eaady 0 WIN- INSPXLTIS All Printers (5) >
7 My ool umeed \Wiker Ready 0 WIN-INAPXLTIS. .,

2l Al Drivers (5) =P Officelet 7300 saries (rodedt.., Ready 0 WIN- JNAPXLTIS. Ners Actiong ’
PP Lasardet 4 (redrected 1) Ready 0 WIN-IN4PELTIS

P ax (redeected 1) Ready 0 WIN-DN4PL TS

£ Prirkers Nok Reody
¥ Proders With Jods
3 Pree Servers
| WIN-NSL TS| Oocal)
Drteers
oy Foms
¢ Pots

- Preders

= Degloyod frivtersy

Hinh 2.107: Ban c6 thé thiy muc All Drives c6 céac thiét bi may in mang khac nhau

Dau tién cac ban can biét rang Windows da dit cac muc All Printers va All Drivers mot
cach tu dong trong truong hop ndy. Bén canh d6 c6 mot diém tha vi nita 14 may cha ma
chdng tdi da cai dat giao dién Print Management khdng phai 1a thanh vién cua mién Active
Directory, chinh vi vay danh sach cac may in khong dugc trich rat tie Active Directory. Ly
do tai sao cac thiét bi may in xuét hién nhu vay I1a vi Windows Server da ty dong phét hién
c4C may in mang ton tai trén cung subnet c6 may chu, sau do6 cai dit ching va cac driver
can thiét,

Mot diém nira ma ching tdi muén chi ra cho cac ban trong hinh Ia tén may chu twong
ng véi méi may in. Mac du cac may in mang nam & mot diém nao dé trong mang nhung
Windows s& ty dong tao mot hang doi cho méi may in trén may chu. Mot trong cac chuc
nang chinh cua giao dién quan ly Print Management la cho phép ban quan ly in 4n mang
tap trung. Trong gido trinh nay chlng tdi s& gidi thidu cho cac ban vé cach st dung cac
thiét 1ap chinh sach nhom dé két ndi tu dong cac may tram 1am viéc véi chudi in nam trén
may chii quan ly in an.

2.8.2 Quan tri viéc in 4n trong mang

Khi da c6 mot may chu quan ly viéc in an cho doanh nghiép, chic chan ban s& muén
hop nhat mot s print server khac. Viéc hop nhat s& cho phép ban diéu hanh tat ca céc cac
may in trong mang théng qua maot network print server, do d6 s& giam duoc s6 nhiém vu
danh cho viéc duy tri print server ma nhan vién quan tri can phai thuc hién.

Dé hop nhat cac network print server, ban hdy mé Print Management console bang cach
chon 1énh Print Management tir Administrative Tools ciia may chi. Khi giao dién xuat
hién, kich vao muc Print Servers va chon print server ma ban muén chuyén. Kich phai vao
print server nay, sau dé chon lénh Export Printers to a File tir menu xuat hién.

Tai day, Windows s& khéi chay Printer Migration Wizard. Man hinh ban dau caa wizard
s& hién thi cho ban cac driver va b xur Iy cia may in s& dugc export, xem thé hién trong
hinh.
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Review the list of items to be exported
The following objects will be exported to the file:
rinter Drivers: =]

HP Officejet 7300 series
HP LaserJet 4

Print Processors:

hpzpphn
&

Next > Cancel |

Hinh 2.108: Printer Migration Wizard s€ liét ké driver
va bd xtr 1y cua may in s€ dugc export.

Kich Next, khi d6 ban s& nhan dwgc mot nhic nhé chi dinh duong dan va tén file ma
ban mudn export thong tin may in. Nhap cac thdng tin nay vao dia diém duoc cung cap,
sau do kich Next 1an nira. Wizard IGc nay s& export céc théng tin may in vao mot file da
duoc thiét ké san. Khi qua trinh hoan tat, wizard s& théng bao cho ban c6 15i nao xuat hién
hay khong, no ciing sé cho ban quan sat cac entry da duogc ghi vao ban ghi su kién cua hé
théng. Kich ndt Finish dé hoan tat qua trinh.

Phan con lai caa qué trinh di trd 12 hoan toan don gian. Ban chi can mé phan Print
Servers, sau d6 chon print server ma ban mudn import cac may in khac vao. Kich phai vao
print server va chon tiy chon Import Printers From A File tir menu xuat hién. Sau khi
thuc hién thao tac nay, Windows s¢ khaoi chay Printer Migration wizard.

Nhap vao duong dan va tén file cua file export ma ban da tao, sau dé kich nat Next. Sau
d6 ban sé& thay mot danh sach cac driver va bo xir Iy ciia may in sé duoc import.

Kich Next, khi d6 ban s& bat gap man hinh nhu thé hién trong binh B bén dugi. Nhu
nhiing gi ban thay trong hinh, ban phai chi dan cho Windows nhiing gi can thyc hién néu
mot trong cac may in dang duoc import giéng véi may in da ton tai. Ban ciing can phai chi
dan cho Windows rang liéu minh c6 mudn cac may in méi duoc liét ké trong Active
Directory hay khéng. Kich Next, khi d6 Windows s€ import c&c may in. Khi wizard hoan
tat, ban s& thiy cac may in ma minh da import duoc liét ké bén dudi print server hién dugc
chon.

@erintertigration R

Select import options

Impoct mode: Keep existing printers; import copies v

If the printer information file contains a printer that is already installed on the print
server, the printer will not be restored. The existing printer on the server will not be
changed.

Listin the drectory: ILrst printers that were previously listed L]

™ Convert LPR Ports to Standard Port Monitors

< Back Next > Cancel I

Hinh 2.109: Chi ddn cho Windows cach xir 1y véi cac xung dot

93



M6t s6 van dé can suy xét

VAan dé I6n nhit can phai suy xét khi noi dén viéc chuyén cac may in 1a Print
Management console c6 thé chuyén cac may in tir bat ci Windows print server ndo. Ban
khong bi han ché trong viéc chuyén cac may in cua minh sang Windows Server print server.
Tuy nhién can luu Y rang van c6 mot s6 han ché nhit dinh trong cach thie thuc hién. Cho
vi dy, ban khong thé chuyén mot cum driver may in 64-bit sang may chu Windows 2000
va mong doi chuang lam viéc.

M6t han ché nita 1a néu ban muén chuyén céac biéu mau tdy chinh hosc cac profile thi
chdng chi c6 thé duoc import vao print server ndi bo. Vi mot sb Iy do nao do, Windows
khong hé tro viéc export chiing sang cac print server khac.

Mot loi khuyén cudi cung 1a Windows Server 2008 cung cap mét céng cu dong lénh
mang tén PrintBRM.exe. Véi cong cu ndy, mot s6 quan tri vién c6 thé sir dung Windows
task scheduler dé Iap lich trinh cho tién ich nham export cac théng tin cia may in theo mot
chu ky nao do, gibng nhu cach backup mét print server.

Mot s6 van dé véi may khach

Truéc khi bat dau ching tdi mudn chi ra rang ki thuat ma ching tdi muén gigi thiéu
cho cac ban ¢ day sé chi lam viéc voi Windows Vista. Ca Windows Server 2008 va
Windows Vista déu cung cap cac thiét 1ap chinh sach nhém khéng ton tai trong céc phién
ban Windows trudc, chinh vi vay céc ban khong thé sir dung ki thuat nay dé trién khai céc
may in trong mang vao cac may khach dang sir dung hé diéu hanh Windows XP. Mic di
vay van c6 mot cach giai quyét khac ma cac ban co thé stir dung néu muén trién khai cac
may in cho nhitng may khach ké thira nay.

Con maot van dé nita ma ching tdi can chi ra véi ky thuat ma ching toi s& gidi thiéu cho
cac ban la cac may in trong mang can phai duoc chi dinh dé c6 thé trién khai dén tat ca cac
may khéch c6 chinh sach nhém gan lién. Day 1a mot van dé quan trong vi cac chinh sach
nhom thuong ap dung cho mét sé lwong 16n nguoi ding hoac may tinh.

Trién khai may in mang thong qua céc thiét 1ap chinh sach nhom

Qua trinh trién khai thyc té cac may in mang thong qua céc thiét Iap chinh sach nhém
lai kha don gian. Can luu Yy rang néu chi c6 may chu in an trong mang chay Windows
Server 2008 14 hoan toan chua du. Ngoai diéu kién do, Active Directory cua ban phai nim
duoc céc thiét 1ap chinh sach nhdm ma ban sé& thay ddi. Chinh vi vay, phién ban luoc do
Active Directory phai dugc dya trén Windows Server 2003 R2 hoac Windows Server 2008
cua chung.

Dé cau hinh chinh sach nhém nham trién khai cac may in trong mang, ching ta hay bat
dau bang cach mo rint Management console trén may cha quan ly in 4n caa Windows
Server 2008. Sau d6 diéu hudng théng qua cdy giao dién dén Print Management | Print
Servers | your print server| Printers. Kich phai vao network printer ndo ma ban mudn trién
khai, sau d6 chon 1énh Deploy With Group Policy tir menu xuat hién, nhu thé hién trong
hinh bén dudi.
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Hinh 2.110: Kich phai vao may in mang ma ban muén trién khai, sau d6 chon lién két
Deploy With Group Policy tir menu xuét hién.

Tai day, Windows s& mé hop thoai Deploy With Group Policy. Thir dau tién ma ban
phai thuc hién la quyét dinh chinh sach nhém nao ma minh muén bo sung may in dén. Bé
thuc hién diéu @6, hay kich nut Browse, sau d6 chon mot chinh sach nhém nao d6 tir danh
séch.

Tiép dén, st dung cac hop kiém bén dudi danh sach GPO Name dé diéu khién xem ligu
may in c6 can duoc trién khai theo mot nguyén tac nao d6 hay khdng (ngudi dung hoac
may tinh, hoic ca hai). Cudi cung, kich nat Add, khi d6 may in s& dugc bd sung vao danh
sach cac thiét 1ap GPO dé duoc trién khai, xem thé hién trong hinh B. Néu mudn nhém
may in trong céc ddi twong chinh sach nhdm khéc, ban c6 thé kich nat Browse l1an nira,
chon d4i twong chinh sach nhém khéc. Khi thuc hién xong, hdy kich OK.

Deploy with Group Policy E3|
Printer Name:

| \\Petri\P Officejet 7300 series (redrected 2)

[~ Group Polcy Object
GPO name:

Deploy this printer connection to the folowing:

(il

= 1he bl
Printer Name J GPO I Connection Type I
\\Petr\H® Officejet 7300 series (redir... Default Doman Polcy Per Machine

[ ok | cancet | apny
Hinh 2.111: Hop thoai Deploy With Group Policy
cho phép ban diéu khién cac chinh sach nhom c6 bo sung may in
Mot s6 van dé véi Windows XP va Windows Server 2003

§
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Nhu d3 dé cap & trén, ki thuat nay chi 1am viéc véi Windows Vista, tuy nhién van c6
mét s6 cach ma ban cd thé ap dung nham trién khai cac may in cho Windows Server 2003
hoac Windows XP.

Néu mé thu muc Windows'System32 cua Windows 2008 server, ban s& thiay mat file c6
tén PushPrinterConnections.exe. C6 thé st dung Group Policy Object Editor dé thém kich
ban nay vao kich ban dang nhap. Cho vi du, néu ban muébn &p dung kich ban theo mot
nguyén tic nguoi dung, khi d6 can phai ma Group Policy Object Editor va diéu huéng
thng qua cay Group Policy dé dén dugc User Configuration | Windows Settings | Scripts
(Logon / Logoff). Tiép dén, kich chudt phai vao kich ban dang nhap va chon Iénh Properties.
Sau khi trang thudc tinh cia man hinh Logon xuét hién, kich nat Show Files. Lic nay, copy
file PushPrinterConnections.exe vao cira so két qua. Khi thuc hién xong, hdy quay tro lai
trang Logon Properties, kich nat Add. Nhap PushPrinterConnections.exe vao truong Script
Name, sau d6 nhap vao LOG truong Script Parameters. Kich OK hai lan dé hoan thién qué
trinh thyc hién.

2.9 Tong quan vé thw dién tir (E- Mail).

Thw dién tir (email hay e-mail) 1a mot phuong thire trao doi tin nhan gitra nhitng ngudi
st dung céc thiét bi dién tar. Thu dién tir 1an dau tién duoc dua vao sir dung han ché trong
thap nién 60 va dén giira nhitng nam 1970 c6 dang nhu ngay nay goi la email. Thu dién tu
hoat dong qua c&c mang may tinh ma hién nay cha yéu 12 Internet. Mot s hé thong thu
dién tir ban dau yéu cau ngudi gui va nhan déu truc tuyén tai cung thoi diém, giong voi
nhén tin tic thoi. He thdng thu dién tir ngay nay duoc dua trén mot mo hinh luu va chuyén
tiép. Cac may cha thu dién tir chap nhan, chuyén tiép, phan phéi va luu tin nhin. Nguoi
ding ciing nhu may tinh cia ho khong bat budc dang truc tuyén cing Iic; ho can két noi
trong chdc lat, thuong 1a téi mot may cha thu dién tir hay mot giao dién email trén nén web
mién Ia ¢ chtic nang guri hoac nhan tin nhan.

Ban dau thu dién tir duoc xay dung véi dang ky tu thuan van ban ASCII trao doi trung
gian, thu dién tir Internet dugc mao rong boi giao thire mé rong thu dién tir Internet da muc
dich c6 chira van ban dudi nhiéu bo ky tu va noi dung da phuong tién dinh kém. Thu dién
tir quéc té vai nhitng dia chi thu dién tir st dung UTF-8, dd dugc chuan hda nhung tinh
dén nam 2017 nd van chua duoc ap dung rong réi.

Lich str cac dich vu thu dién tir Internet hién dai truy tinh tir ARPANET thoi ky dau véi
nhitng tiéu chuan vé viéc ma hoa c4c tin nhan thu dién tir dugc céng bd ngay tir nam 1973
(RFC 561). Mot buc thu dién tir duoc giri vao dau nhirng nam 1970 trong rat giéng véi thu
dién tir co ban duoc guri di ngay nay. Thu dién tir ¢é vai tro quan trong trong viéc tao ra
Internet, va viéc chuyén ddi tir ARPANET sang Internet vao dau nhitng nam 1980 di tao
ra cdt 18i cho cac dich vu hién tai.

2.10 Cac giao thirc vé Mail SMTP, IMAP, POP3, NNTP

- SMTP (tir chit Simple Mail Transfer Protocol) hay 14 giao thirc chuyén thw don
gian. Pay 1a mot giao thirc lo vé viéc van chuyén email giita cic may chu trén duong
trung chuyén dén dia chi nhan ciing nhu 13 lo viéc chuyén thu dién tir tir may khach dén
may cha. Hau hét cac hé thong thu dién tir giri thu qua Internet déu dung giao thirc nay.
Cac mau thong tin c6 thé dugc lay ra bai mot email client. Nhitng email client nay phai
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dung giao thirc POP hay giao thirc IMAP.

- IMAP (tr chir Internet Message Access Protocol) hay la giao thirc truy nhap
théng diép (tir) Internet. Giao thirc nay cho phép truy nhap va quan 1y cac mau thong
tin vé tir cac mdy chu. V&i giao thirc ndy ngudi dung email c6 thé doc, tao ra, thay doi,
hay x04 cac ngin chira, cac mau tin dong thoi c6 thé tim kiém céc noi dung trong hop
thu ma khong can phai tai cac thu vé.

- Phién ban méi nhét cia IMAP 1a IMAP4 tuong ty nhung c6 nhiéu chirc ning hon
giao thire POP3. IMAP nguyén thuy duoc phat trién boi dai hoc Standford nam 1986.

- POP (tr chir Post Office Protocol) hay la giao thirc phong thw. Giao thirc nay
duoc dung dé truy tim cac email tir mét MTA. Hau hét cac MUA déu dung dén giao
thdc POP mic di mot s6 MTA ciing c6 thé dung giao thic méi hon 1a IMAP.
Hién c6 hai phién ban cua POP. Phién ban dau tién 1a POP2 d trd thanh tiéu chuin vao
thap nién 80, n6 doi hoi phai c6 giao thirc SMTP dé giri di cdc mau thong tin. Phién ban
m&i hon POP3 ¢6 thé duoc dung ma khong can téi SMTP.

- Cac phan mém thu dién tir st dung giao thuc nay, EX: outlook express

- Network News Transfer Protocol (NNTP - giao thirc chuyén tin trong mang méy
tinh) 13 giao thirc ting tmg dung dung dé doc va guri cac bai viét Usenet ciing nhu giri tin
turc gilra cac server tin tirc (NEWS Server).

- Thang 3 nam 1986, Brian Kantor ¢ Pai hoc California, San Diego va Phil Lapsley
0 Dai hoc California, Berkeley da hoan tat RFC 977 - dic ta cho giao thuc NNTP.

- NNTP 1a mdt giao thirc tiéu chuan quy dinh viéc guri thong tin, phan phat, tim kiém
va luu trlr cac bai bao trén Internet. Cong nghé nay thuong duogc s dung trong cac nhom
thao luan, con dugc goi la Usenet hay newsgroup. Dich vu NNTP cua Microsoft duoc
cai mac dinh trén cdc may chu chay Windows 2000 va & ché do chay trén Windows NT
4.0 néu c6 cai Option Pack. Tuy nhién, khong c6 nhém duoc 1ap mdt cach méc dinh va
hé thong chi c6 thé gip nguy hiém néu cac ché do ciia cac newsgroup cho phép chap
nhén giri tin. Windows NT 4.0 néu bi tn cong do 15 hong nay c6 thé phuc hoi bang cach
khot dong lai may, con Windows 2000 c¢6 kha nang ty dong khoi phuc dich vu.

2.11 Cai @it va ciu hinh cic giao thirc
2.11.1 Céu hinh giao thirc POP3 trén Outlook
Buéc 1: Bang nhap vao Outlook -> Kich vao File

oIl :

FILE HOME SEND / RECEIVE FOLDER VIEW

—1 [=1
@
| &
New New
)
Email ltems~ | % Junk~
New Delete Respond |
Hinh 2.112 Cai dat va cu hinh céc giao thic
Bwéc 2: Chon Add Account
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Outlock Teday - Outleak

Account Information

Open & Bxport Do account suailabls Add an emnail account to enable additional features.

+ Add Account

= Account Settings
ad}

Account
Settings -

Hinh 2.113 Cai dit va cAu hinh céc giao thic
Buwéc 3: Trong cira s6 Add New Account chon Manually configure... Tiép tuc chon Next
Add Account

Auto Account Setup
Manual setup of an account or connect to other server types.

() E-mail Account

Your Name

Example: Ellen Adams

Example: ellen@contoso.com

I@ Manual setup or additional server typesl

B ot

Hinh 2.114 Cai dat va cu hinh céc giao thic
Budc 4: Tai cira s6 Choose Service chon POP or IMAP

Add Account “‘

E Server of service

Connect to an Exchange account to access emall, calendars, contacts, tasks, and voice mall

_ Outiook.com of Exchange A y atible service
Connect to a service such as Outlook.com to access emall, calendars, contacts, and tasks

(81 POP of IMAP
Connect 1o a POP or IMAP emad account

Hinh 2.115 Cai dit va cau hinh cac giao thic
Buwéc 5: Dién vao céc thdng tin cau hinh tai khoan theo chu thich dudi day
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Change Account it

Internet E-mail Settings
Each of these settings are required to get your e-mail account working.

User Information Test Account Settings
Your Name: Mguyen Van A After filing out the information on this screen, we
recommend you test your account by dicking the button
E-mail Address: mail_account@domain. com below. (Requires network connection)
Server Information
Test Account Settings ...
Account Type: PCP3
- ’ | Test Account Settings by dicking the Mext button
Incoming mail server: mail 3. emailservertenten. com 5 4

Outgaing mail server (SMTP):  |mail3, emailservertenten, com
Logon Information
User Name: mail_account@domain.com

Password: 00| sssssssses
Remember password

Require | ing 5 P yord Authentication (SPA
[JRequire logon using Secure Password Authentication (SPA) More Settings ...

Hinh 2.116 Cai dat va cu hinh céc giao thic

- Your Name: Ho va Tén ciia ban, ban nén nhdp day dii tuy nhién khuyén cdo khéng
nén gé dau tiéng viét & ddy

- Email Address: Pia chi email cia ban dwoce quan tri cdp, vi du:
user@domain.com

- Account Type: POP3

- Incoming Mail server va Qutgoing Mail server: Dia chi may chu gé&i va nhan
email dién: mail3.emailservertenten.com

- User Name: Chinh xac la Email Address ban da nhdp o trén

- Password: Mdt khau dwoc qudn tri cdp

Sau khi dién day dia thong tin va click More Setting, thuc hién theo hwéng dan sau:

O tab Outgoing Server, ban danh dau vao lua chon My outgoing server (SMTP)
requires authentication. Panh diu chon Use same settings as my incoming mail server

Internet E-mail Settings u

General | Outgoing Server | Advanced

[ My outgoing server (SMTP) requires authenticationl
(® Use same settings as my incoming mail server

() Log on using

| Remember password

Require Secure Password Authentication (SPA)

O Log on to incoming mail server before sending mail

OK Cancel

Hinh 2.117 Cai dit va cAu hinh céc giao thic
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- Click sang tab Advanced, Diéu chinh cac thong tin nhu mau tham khéao duéi day:

Internet E-mail Settings >

General Outgoing Server Connection  Advanced
Server Port Mumbers

Incoming server (POP3): @ |se Defaults
This server reguires an encrypted connection (S5L)

Qutgoing server (SMTP):

IIse the following type of encrypted connection: | 55L e

Server Timeouts
Shart W Long 1 minute
Delivery

Leave a copy of messages on the server
Remove from server after | 14 |2 days
[]remeove from zerver when deleted from 'Deleted Iteme'

Cancel

Hinh 2.118 Cai dat va cu hinh céc giao thic

Sau khi diéu chinh cac théng sé cau hinh Outlook Client theo mau huéng dan, nguoi

dung dung nhan nat OK.

Nguoi dung nhan nat Test Account Settingsdé xem két qua cai dat. Trong truong hop

nhan thay c6 bao 15i, ban nén lién hé quan tri dé khic phuc ngay luc nay.

Change Account X

Internet E-mail Settings
Each of these settings are required to get your e-mail account working.

User Information Test Account Settings
Your Name: Nguyen Van A After filing out the information on this screen, we
recommend you test your account by dicking the button
E-mail Address: mail_account@domain. com below. (Reguires network connection)
Server Information
Test Account Settings ...
Account Type: POP3

- ’ | Test Account Settings by dicking the Mext button
Incoming mail server: mail 3. emailservertenten. com 5 4

Outgaing mail server (SMTP): | mail3, emailservertenten,com
Logon Information
User Mame: mail_account@domain. com
Password: 00 |essssessss

Remember password

Require | ing 5 P, vord Authentication (SPA
[JRequire logon using Secure Password Authentication (SPA) More Settings ...

Hinh 2.119 Cai dat va cu hinh céc giao thic

Nhan nat Next va nhan tiép Finish. Ban da hoan thanh cau hinh Email Client véi giao

thic POP3 trén Outlook.
2.11.2 Céu hinh giao thirc SMTP
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Dé thiét 1ap SMTP chinh xé4c nhit, dau tién ban can bat chic nang mat khau 2 16p (2-
Step Verification) cho tai khoan Gmail caa minh néu chwa bat, truy cap vao duong dan
https://myaccount.google.com/.

Tai day, chon phan Signing in to Google dé dang nhap vao Google.

ﬁ Sign-in & security > o Personal info & privacy > Q Account preferences >
Manage your password and account-access Manage your visibility settings and the data we Set language, bility, and other gs that
settings. use to personalize your experience help you use Goagle

t q YOur accol n 51 a lew
ninutes by QWINgG your security
5 ) a v
ake quick ¢
JET STARTED \portant priva
haciogp March 1187 Al them to your pre

Hinh 2.120 Cai dat va cu hinh céc giao thic
- bang nhap vao tai khoan Google.
- Tién hanh chon bat chirc ning bao mat 2 16p cho tai khoan.

Mat khau va phuong thire dang nhap
Ban c6 thé bao vé tai khoan cia minh chi bang mat khau hoac thém mét lop
bao vé thir hai vdi Xac minh 2 buide, tinh nang nay sé giri ma st dung mot lan

dén dién thoai cla ban d€ ban nhap vao khi ban dang nhap.

Luu y: D€ thay doi cac cai dat nay, ban can xac nhan mat khau cda minh.

Mat khau Thay d&i [an cudi: 4 thang 6, 17:05 Vs

Xac minh 2 bugc Tat N /7

Hinh 2.121 Cai dit va cau hinh céc giao thirc
- Bat chic nang bao mat 2 16p cho tai khoan Gmail.
- Sau khi di bat bao mat 2 16p cho tai khoan cta minh, ban vao lai phan Signing in
to Google, chon “Mat khau vng dung*.
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Mat khau va phuong thire dang nhap
Ban cd the bao vé tai khoan cua minh chi bang mat khau hoac thém mot lop
béo vé thir hai vdi Xac minh 2 budc, tinh nang nay sé gl ma sirdung mét [an

dén dién thoai cua ban d€ ban nhap vao khi ban dang nhap.

Luu y: D€ thay ddi cac cai dat nay, ban can xac nhan mat khdu cda minh.

Mat khau Thay d&i [an cudi: 4 thang 6, 17:05 Va
Xac minh 2 budc Vao: Vira mi dién ra Va
Mat khau ing dung Khéng cd ya

Hinh 2.122 Cai dit va cau hinh cac giao thirc
- Truy cdp vao phan “mat khau tng dung”.
- Nhap thang vao muc do, budc ké tiép ban kéo xudng dudi va chon Select app la
Mail va Select device, ban c6 thé chon bat ky roi 4n Generate.

Mail ~ onmy Windows Computer ~ m

Hinh 2.123 Cai dit va cau hinh céc giao thic
- Chon Generate. Sau khi hoan thanh, hé théng s€ cho ban mdt day ky tu, ban chi
can bdi den va copy toan bo no, diy chinh 1a mat khdu SMTP ma ban céan.

Generated app password
Your app password for Windows Computer

nlvk nrvc dkrd hhqq

Add your Google account How to use it

Enter the informatson below 1o Connect t your Google BCoount 1. Open the "Mail" app

mal sddress 2. Open the “Settings” menu.

3. Select "Accounts” and then select your
Google Account.

4. Replace your password with the 16-
character password shown above.

securesally@gmail.com

Password

Inchude your Google comtacts and calendars
Just like your normal password, this app
password grants complete access to your

Google Account. You won't need to remember
it, so don't write it down or share it with anyone.

Learn more

Hinh 2.124 Cai dit va cAu hinh céc giao thic
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- Déi véi tai khoan email G-suite, khi cai dit SMTP Gmail c6 thé gip phai mat sb
théng béo 16i nhu less secure, dé khic phuc 16i nay, ban chi can lam theo nhitng hudng
dan dudi day ctia Mona.

+ Pang nhap vao Admin console tai admin.google.com => Vao muc Security

Google Admin Search for us d settings (e.g. add user)

= - i ~ g =

Dashboard Users company profile Groups Apps. Eilllirg
Gee reevant nsghls A, rename, and Update imonration Creste prouzs snd Mansge sops 3nd the Wiew charpes and
about your domam Tiarage users abouft your company maling ists settngs TRNagE Woenses

Feports Admin roles Device management Domains Support
Track usage of services Adid new aging Seciee copaie dala i3 i gamain Tk wi gt
0f Qewiag #lases 9!

Hinh 2.125 Cai dit va cdu hinh cac giao thirc
+ Truy cdp vao muc Security cia Admin Gmail.
+ Trong phan Security -> Chon Basic Setting

= Google Admin

Security

v Delieetd v

Hinh 2.126 Cai dit va cdu hinh cac giao thirc
+ Chon Bassic Setting d¢ tién hang cai dit.
+ Sau khi vao Basic Setting, ban kéo xuéng duoi muc Less Secure apps -> Chon
tiép vao “Go to setting for less secure apps>>*

Google Admin Q, Search for users, groups, and settings (e.g. add user)

setting to fet other users do this, too

Two-stap verification 2-5tep Verfication adds an extra layer of sacurity to your G Sulte sccounts. Users are required to enter
3 verification coda sent by Google (In addition to their usemame and password) when they sign n

[ Allow users 1o turn on 2-step verification

Go 1o atvanced settings to enforce 2-slep verification

Less secure apps Some apps use less sacure sign-in tachnology, which makes accounts more vulnerable. You can
choose to deny access for these apps, which we recommend, or choose 10 allow sccess despite the

risks. @
Go o settings for kss secure apps

Hinh 2.127 Cai dit va cau hinh cac giao thirc
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Vao cai dat muc “Less Secure Apps”. Tai “Advanced secure settings” -> chon muc
Less secure apps -> Stick vao 6 Allow users to manage their access to less secure apps.
-> Sau do luu lai.

= Googe Admin Q,  Search for users, groups, and settings (e.g. manage usar data)

* wolberworks com

Leas secure apps () Disudile sccwsn 50 fnes sacurw apps for ol wusery
sty & (Mo, carr~wnded) USE INHERITED
(8) ATOw unats 10 manegs Ther scomss 10 s securs spon
() Erforce accots 10 lose secure apps %or o users (Mot
Recommended
S0me sppe 8 g0 In Mchnoiog TR hakad

16 leid e
b more winerain You 0an choos 30 ety oaas for

these wopu. which we rscomymend or Chooee 10 allow scowry

despiie e nuks ‘

“o riRes sauEct

No admin groups selecind

NSO Changes may ke up 10 24 hours % propagate 1 | saers
r nor changes can he seen & DISCARD SAVE

Hinh 2.128 Cai dit va cau hinh céc giao thic
+ Chon Allow users to manage their access to less secure apps
- Sau khi hoan thanh, ban tién hanh thtr lai SMTP nhu cac buédc hudng dan & trén.
2.12 Cai dat MS Exchange
Trong gido trinh nay s& gai dén ban doc loat bai vé trién khai Exchange 2016, loat bai
nay s& duoc thuc hién hoan toan trén hé théng ao hoa cia VMWare véi muc dich hoc tap
va tham khao.
CAu hinh phan ctng toi thuc hién cho toan bo mé hinh nhu sau:
- May chu vatly:
+ VMware vSphere 5.5 Hypervisor
+ RAM: 64GB
+ CPU: Xeon 2620
- OS:
+ Windows 2016 Technical Review
+ Exchange 2016 CU3
Truéc khi trién khai, toi s& ciing cac ban luét qua mot s6 khai niém vé Exchange 2016,
day la diéu can thiét truéc khi thuc hién cai dat, cau hinh va trién khai trén mé hinh ciing
nhu thyc té
2.12.1 Exchange 2016 overview
2.12.1.1 Server Roles
Pay la khai niém khong xa la ddi voi cac ban da ting 1am qua Exchange, trong hé thdng
Exchange cac may chu s& duoc phan chia cac nhiém vu khac nhau (Role) dé phuc vu cho
hé thdng. Vi Exchange 2016, c4c server roles bao gom:
- Mailbox Role
+ May chu cai dat Role nay bao gdm cac thanh phan sau:
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+ Client Access Prototcol: cung cip két ndi toi nguoi dung, thiét bi dau cudi
+ Transport Services: Cung cp dich vu chuyén nhan email
+ Mailbox Database: Cung cip kha ning luu trir email
+ Unified Messaging: cung cip kha ning tich hop hdi thoai
- Edge Transport
+ La may chu duoc dit & ving perimeter bén ngoai internet network, thiét ké nham
muc dich giam thiéu cac cudc tin cong tu Internet va chiu trach nhi¢m nim gilr toan bd
flow email tir Internet + SMTP relay, smart host services
+ May chu nay cling dugc tich hgp tinh nang anti-spam, message protection,
transport security
+ Luu ¥ 1a Edge Transport Role s& khong thé cai dit chung voi Mailbox Role
2.12.1.2 Outlook Web App
Trén Exchange 2016, OWA duoc thay d6i nham muc dich tbi wu hda trong viéc hién thi
hinh anh, thong tin cho phu hop véi cac thiét bi tablet va smart phone bao gdom:
- Tuong thich véi hé diéu hanh I0S va Android
- C6 kha nang hién thi trén OWA dang single-line hoic reading panel

Contact Linking: twong tac thém céc contact tir Linkedin

Calendar: cho phép str dung email reminders cho cac events, birthday calendars.

Search suggestions: cai thién churc nang tim kiém, tu dong dua cac két qua lya chon
pht hop véi tiéu chi tim kiém twong tu nhu google

- Link Preview: cho phép chén cac link va hién thi duéi dang preview dé xem trudec.

- Pin and Flags: d& dang pins cic email hay dung dé d& tim kiém
2.12.1.3 MAPI

MAPI 14 giao thirc cha dao cua Exchange trong két ndi giita Client va Server, tir ban
2016 thay Vi truyén MAPI truc tiép, MAPI duco dong goi qua HTTP va dit 1am giao thic
mac dinh.C6 nghia 1 giao thuc két ndi giira Server & Client duoc chuyén tir Transport
Layter a application Layer
2.12.1.4 Document Collaboration

Tich hop hoan chinh véi Sharepoint cho phép két ndi tir OWA téi onedrive, sharepoint
tryc tiép thay vi dinh kém file

Véi cac tai lieu dang document, OWA cho phép view online truc tiép
2.12.1.5 Office 365 Hybrid

Truéc day ban Exchange 2013 duogc tich hop sin, nhung ban 2016 chlng ta can
download va cai dat online tir website, trong qua trinh cai dat Hybrid Configuration Wizard
s& tu dong kiém tra, chuan doan khic phuc cac I16i cau hinh hoic 13i hé thdng trudc khi
trién khai Hybrid

Sau khi trién khai Hybrid hoan tat, hé thong s& tu dong tao cac URL trong profiles thiét
bi khi migrate user gitra on-premise va online
2.12.2 Trién khai Exchange 2016
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IP: 10.10.10.41/24

MBDBO1.oktot.com MBDB02.oktot.com
IP: 10.10.10.21/24 IP: 10.10.10.22/24

E E
dag01.oktot.com
IP: 10.10.10.23/24

—

E DAG GROUP E
ADO1.oktot.com

A IP: 10.10.10.11/24 I - FEEy |

mail.oktot.local {I\

- 10.10.10.3——3/24 Loadbalancing
Hinh 2.129 Mb hinh s& thyc hién Trién khai Exchange 2016

Hién nay Microsoft da cho ra mat cong cu Exchange Server Deployment Assistant, day
la céng cu v cuing hiru ich dbi voi nguoi quan tri can trién khai hé théng.

Trong gi&o trinh nay mudn trién khai hé théng Exchange 2016 On-premise (ndi bo cong
ty), t6i tién hanh lya chon On-Premise

- Luya chon phién ban Exchange muodn trién khai

- Disjoint namespace: 1a mot khai niém thuong dugc sir dung khi Domain NetBIOS
name va Domain suffix name khac nhau.

Vi du nhu céc doanh nghiép méi mua lai cdng ty khéc, cong ty nay cé sin hé thong
domain nhung khéc tén vai hé thong cong ty me, do d6 chlng ta mudn trién khai hé thong
email ma van sir dung domain cii thi can Disjoint namespace. O day t6i chon la No vi
khéng c6 nhu cau

Configure public folders: néu ban mudn sir dung public folders dé luu trir chia sé& céac
théng tin, tai liéu chung cuaa céng ty trén email thi ban chon tinh nang nay.

Edge Transport server role: trong mo hinh Lab nay, téi khéng stir dung Edge nén khong
chon muc nay

Sau khi hoan tat tra 10i cac cau hoi, cong cu s& dua ra cac thong tin can thiét truéc khi
trien khai

Ké tiép la cac budc cai dat chi tiét step by step theo huéng dan caa Microsoft, dam bao
qua trinh cai dit dién ra duoc hoan tat suén se.
2.12.2.1 Cai @it cau hinh Exchange 2016

Céu hinh Domain:

- Bwée 1: Dit tén may va IP ding v6i mo hinh trién khai da dua ra:

+ ADOL.sinhvientot.net
+ 1P:10.10.10.11/24
+ MBDBO0L1.sinhvientot.net

B4
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+ 1P:10.10.10.21/24

- Budre 2: Cai dit va thing cdp Domain Controller

+ O muc nay cac ban can luu y, DSRM la mot mode quan trong cho phép stra 16
hé théng AD hoic restore dit liéu va rat nhiéu ung dung khac, vi vay bat budc phai dat
Password, Password nén co6 chit thuong chir hoa ky tu dac biét + sb

- Buéc 3: cAu hinh Reverse DNS

+ Muc dich dé ciu hinh cho phép phan giai ngugc tir [P 2 Name

- Budrc 4: ciu hinh firewall cho phép str dung cac port lién quan téi Exchange bao
gém:

+ DNS: 53 — default

+ HTTP/HTTPS: 80/443 — ok

+ IMAP4: 143/993 — ok

+ POP3: 110/995 -ok

+ SMTP: 25/587

+ ICMP

Nhu vay khi login vao may Mailbox ching ta cé thé phan giai DNS va két ndi cac port
can thiét.

Prepare cac thudc tinh schema trwéc khi cai dat:

Pay la budc bat budc phai thuc hién, nhu ching ta biét Exchange c6 cac thudc tinh ma
rong trén AD danh cho viéc sir dung email. Do vay, cac budc prepare chinh la thuc hién
thém cac thudc tinh can thiét vao schema domain.

Dé thuc hién, ta cAn mount dia cai dit vao may DC hoic may du dinh cai Exchange (da
join domain va login va domain vai quyén enterprise admin) dé thuc hién

- Buwéc 1: cai dat RSAT AD, v61 may domain controller thi khong can cai dat feature
nay

- Buéc 2: Prepare schema bang dong 1énh sau: .\setup.exe /Prepareschema
/lacceptExchangeServerLicenseTerms

- Bwéc 3: Prepare AD bing dong lénh sau: .\setup.exe /PrepareAD
/1AcceptExchangeServerLicenseTerms /OrganizationName: OKTOT

- Buwéc 4: Prepare Domain bang dong Iénh sau: .\setup.exe /PrepareAllDomains
/1AcceptExchangeServerLicenseTerms

Nhu viéc tién trinh prepare da hoan tat

Cai dat Mailbox Server Role:

- Budre 1: cai dit cac Role va feature can thiét bang dong 1énh sau:

+ Install-WindowsFeature ~ NET-Framework-45-Features, RPC-over-HTTP-
proxy, RSAT-Clustering, RSAT-Clustering-Cmdinterface, RSAT-Clustering-Mgmt,
RSAT-Clustering-PowerShell, Web-Mgmt-Console, WAS-Process-Model, Web-Asp-
Net45, Web-Basic-Auth, Web-Client-Auth, Web-Digest-Auth, Web-Dir-Browsing,
Web-Dyn-Compression, Web-Http-Errors, Web-Http-Logging, Web-Http-Redirect,
Web-Http-Tracing, Web-ISAPI-Ext, Web-ISAPI-Filter, Web-Lgcy-Mgmt-Console,
Web-Metabase, Web-Mgmt-Console, Web-Mgmt-Service, Web-Net-Ext45, Web-
Request-Monitor, Web-Server, Web-Stat-Compression, Web-Static-Content, Web-
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Windows-Auth, Web-WMI, Windows-Identity-Foundation, RSAT-ADDS
Luu y: cdn login véi user ¢ quyéen Enterprise admin hogc Schema admin dé cai dit
- Buwdrc 2: cai dat Unified Communications Managed API 4.0 Runtime
- Buwéc 3: cai dat Exchange 2016 Mailbox Role

+ Céc ban luu ¥, do architect ciia Exchange 2016 thay d6i nén khi cai chung ta chi
cai Mailbox Role.

Nhu vdy qué trinh cai dit da hoan tat, chiing ta dang nhap vao trang quan tri theo duong
link sau:

+ https://ip exchange host/ecp

+ user: oktot\administrator

Céu hinh ciin ban:

Tao cAu hinh Send Connector

- Cac ban luu y 6 muc Email Adress Policy. Mac dinh hé théng s€ léy domain name-
username cua ban 1am dija chi email, cac ban c6 thé chi dinh lai theo policy cua cong ty
nhu Email Adress 1a ho tén @domainname hodc c6 thé dung mdt domain name khac

- Sau khi chinh sira xong cac ban c6 thé apply policy dé cac user c6 dia chi email
moi.

Tao Database Mailbox

- Mac dinh hé théng s& tao ra mot Mailbox Database v6i tén ngau nhién, chung ta
can quy hoach user vé Databse theo tén dé tién cho muc quan 1y vé sau, cac thao tic nhu
Sau

- Céc ban luu y Database mac dinh dugc cai ddt chi nén Dismount, néu ban mudn
x6a han thi can mot sb thao tac dé tranh anh hudng té1 hé théng, t6i s& hudng dan & mot
loat bai khac

Tao Users

- Chung ta can tao user dé giri nhan email

- Thong thudng vi mot user mai tao (khong phai chon tir AD) chiing ta nén dé yéu
cau change password ngay lan dau dang nhip dé dam bao an toan bao mat

Tao Distributed Group

- Ta tao group all, all toan b user mailbox vao nhém nay

Giri nhan email kiém tra

- Ta tién hanh dang nhap véi user lamct & cuonglc dé giri nhan email.

- Hom nay t6i s& hudng din cac ban cau hinh va quan 1y user group trong Exchange
2016. Trudc hét hiy cung tdi dao mot vong cac khai niém lién quan trudc nha.

- Céc loai user mail ctia Exchange 2016 bao gdm:

+ Equipment mailbox: 1a loai mailbox dugc chi dinh sir dung cho dang tai nguyén
nhu may tinh di dong, may chiéu, xe hoi.. Equipment mailbox c6 thé sir dung khi ngudi
dung cong ty c6 nhu cau sir dung vi du nhu 1én lich cong tac can cé xe hoi, may tinh di
dong...

+ Linked Mailbox: 1a dang mailbox dugc st dung cho cac user khong thudc
domain cua minh nhu tir mot trusted forest

+ Mail Contact: La dang email cho phép tao mailbox ma nguoi dung khéng thudc
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cong ty, vi du nhu lao dong outsource. Pac diém ctia mail contact 13 c6 user trén hé
théng nhung lai str dung email external. Khi nhin duoc email guri toi ngudi ding nay,
toan bo email s& chuyén qua email external nhu gmail, Hotmail. ..

+ Mail forest contact: 1a dang email dugc st dung nhu mot mailbox tir mot forest
khac

+ Mail user: 14 dang email twong ty nhu mail contact, nhung c6 thém user dé login
va truy van vao tai nguyén ctia domain nhu file, ....

+ User mailbox: 1a dang mailbox dugc dung cho cac user trong hé thong
exchange, dugc luu trit trén Database Exchange v6i day du thong tin nhu: messages,
calendar, contact, task... day la loai email thuong dung ctia doanh nghiép

+ Office 365 mailbox: trong mdi truong Hybrid, cac mailbox thudc quyén quan
1y cua office 365 ciing c6 thé hién thi thong tin trén exchange on-premise

+ Shared Mailbox: 12 dang mailbox cho phép sir dung cung lic béi nhiéu ngudi
dung, dang mailbox nay khong co user login ma chi duoc truy cip théng qua viéc Uy
Quyén.

+ Room mailbox: La dang resource mailbox tuong tu nhu Equipment mailbox,
duogc dung dai dién cho cac phong hop nhu phong hop hoi nghi, phong hop dao tao.

+ Céc loai Group mail cia Exchange 2016 bao gom:

+ Distribution Groups: Dang nhom cho phép phan phdi email téi cac user trong
danh sach

+ Mail-Enabled security group: dang nhom ton tai nhu mot dbi tuong security
group, cho phép phan quyén tai nguyén trén AD va ciing c6 thé phan phdi email cho cac
thanh vién trong nhém

+ Dynamic distribution group: dang nhom dugc cap nhat tu dong, nhém nay co6
thé dua vao céc thudc tinh ctia user ma tao thanh mot nhom dé phan phéi. Vi du nhu ta
c6 thé dua vao thudc tinh location dé gom nhém cac user dang lam viéc tai Ha Noi.
2.13 Tao Mailbox bang POP3

Cai dat email POP3 trén Microsoft Outlook véi biao mat SSL

Dé cai dat dia chi email theo tén mién trong Microsoft Outlook 2007 & sir dung két ndi
SSL, giup bao mat trong qua trinh giri nhan email, ban lam theo cac budc sau:

- Trong Microsoft Outlook, chon menu Tools > Account Settings > Chon New... dé
thém tai khoan email moi.

- Trong ctra s6 Auto Account Setup, chon Manually configure server settings or
additional server types > BAm Next
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Auto Account Setup

V| Manually configure server settings or additional server types

Next> | Cancel

Hinh 2.130 Trién khai Exchange 2016
- Chon Internet Email > BAm Next

Choose E-mail Service

© Internet E-mail
Connect to your POP, IMAP, or HTTP server to send and receive e-mai messages.

Microsoft Exchange
Connect to Microsoft Exchange for access to your e-mail, calendar, contacts, faxes and voice mai.

Other
Connect to a server type shown below.

<Back || Next> | [ cancel

Hinh 2.131 Trién khai Exchange 2016
- Trong cira so Internet E-mail settings:
+ Your Name: Nhip tén cua ban, hoac tén ma ban mudn nguoi nhan email nhin

thay duoc gui tir dau

+ E-mail Address: nhdp dia chi email cua ban
Account Type: chon POP3 hodc IMAP tuy theo nhu cau st dung
Incoming & Outgoing mail server: ban nhap chudi hainhan.com
Username: nhap dia chi email cua ban

+
+
+
+ Password: nhap mat khau tuong ung cua dia chi email ban dang cai dat
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Internet E-mail Settings
Each of these settings are required to get your e-mad account working.

User Information Test Account Settings

Your Name: Hai Nhan Support After filing out the information on this screen, we
recommend you test your account by dicking the

E-mail Address: aupport@hainhan com button below. (Requires network connection)

Server Information e —
| Test Account Settings ... |

Account Type: ! = T

Incoming mad server:

Outgoing mail server (:

Logon Information

User Name: aupport@hainhan com

Password: 000 lmmxxx -

v Remember password
Require logon using Secure Password Authentication (SPA) \ More Settngs ...
[ < Badk H Next > J | Cancel

Hinh 2.132 Mb hinh s& thyc hién Trién khai Exchange 2016
- Tiép tuc badm nut More Settings... > Trong ctra s6 md ra, chon tab Outgoing
Server > Panh diu chon vao muc My outgoing server (SMTP) requires

authentication

_JTGeneral;} Outgoing Server \Connection | Advanced |

[¥] My outgoing server (SMTP) requires authentication
@ Use same settings as my incoming mail server
) Log on using

Remember password

X o T L U
Require Secure Password Authentication (SPA)

(") Log on to incoming mail server before sending mail

[ OK ] [ Cancel

)

Hinh 2.133 Trién khai Exchange 2016

- Tiép tuc chon tab Advanced.
+ Panh dau chon vao muc This server requires an encrypted connection (SSL)
+ Trong 6 Incoming server, néu 1a POP3 thi ban nhap s6 995, néu 1a IMAP thi

ban nhap $6 993

+ Trong 6 Outgoing server, ban nhap s6 587
+ Phan Use the following type of encrypted connection, chon SSL.
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jiG;eneral [but&@ gerver l Connegﬁc; i Advanced ‘

Server Port Numbers

g server (POP3): 995 Use Defaults ]

E server requires an encrypted connection (SSL)

tgoird server (SMTP): 587
Use the following type of encrypted connectxonE]

Server Timeouts

Short J Long 1minute
Delivery
(V| Leave a copy of messages on the server

[¥|Remove from server after 3 s days

[¥]Remove from server when deleted from 'Deleted Items'

Hinh 2.134 Trién khai Exchange 2016

- Bam OK bén duéi dé dong cira s6. Tiép tuc bAm Next dé Outlook luu lai thong tin.
Bay gio, ban da c6 thé giri nhan email an toan & bao mat bang giao thirc ma hoa SSL.
2.14 Tao Mailbox bing IMAP

Pé thém tai khoan email caa ban vao Outlook, Outlook trén web, Outlook.com, hoic
rng dung thu va lich danh cho Windows 10, ban s& can mét vai phan thong tin bao gdom ca
loai tai khoan, tén may cha dén va di va thiét dat SSL va céng. Nha cung cap email cua
ban c6 thé cung cap cho ban céc thiét dat nay nhung ching toi da cung cap cac thiét dat
cho cac nha cung cip email phd bién nhét bén duéi.

Tim thiét dit may chi IMAP ciia ban

Néu ban dang sir dung dich vu email chung, chang han nhu Outlook.com hoic Gmail,
hay ding bang nay dé tim thiét dat may chu thu dén (IMAP hoic POP) cua nha cung cap
email cua ban. Néu ban dang sir dung mot nha cung cap email cua khu vuc, vui long lién
hé vai ho dé biét thong tin nay.

Nha cun . . .
AN Thige agt IMAP Thiét dit POP Thiét dit SMTP
cap Email : : :
May chu: May chu:
AOL (bao vy ehu May chu: pop.aol.com ay e
\ imap.aol.com 2 smtp.aol.com
gom Céng: 993 Cong: 995 Cong: 465
Verizon.net L Ma héa: SSL/TLS g
1Z0N18Y) | 12 hoa: SSLITLS M4 héa: SSL/TLS
May chu: May chu: May chu:
Gmail imap.gmail.com pop.gmail.com smtp.gmail.com
Cong: 993 Cong: 995 Cong: 465
Ma hoéa: SSL/TLS Ma hoa: SSL/TLS Ma hoéa: SSL/TLS
May chu: May chu:
iCloud mlap.mall.me.com srrjtp.mall.me.com
Cong: 993 Cong: 587
Ma hoda: SSL/TLS Ma hda: STARTTLS
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Nha cung

) _ Thiét dit IMAP Thiét dit POP Thiét d:it SMTP
cap Email :
May chu: imap- May chu: pop- May chi: smtp-
MSN mgil.outlook.com mgil.outlook.com mgil.outlook.com
Cong: 993 Cong: 995 Cong: 587
Ma& héa: SSL/TLS Ma hoa: SSL/TLS Ma héa: STARTTLS
May chu: May chu: May chu:
Microsoft outlook.office365.com | outlook.office365.com | smtp.office365.com
365 Cong: 993 Cong: 995 Cong: 587
Ma& héa: SSL/TLS Ma hoa: SSL/TLS Ma héa: STARTTLS
May chu: May chu: May chu:
CH)SEI;Z::ESQ Ol{tlook.office365.com Ot{tlook.ofﬁce365.com sn;1tp.office365.com
Live.com Cong: 993 Cong: 995 Cong: 587
Ma héa: SSL/TLS Ma& héa: SSL/TLS Ma& héa: STARTTLS
May chu:
May chu: May chu: smtp.mail.yahoo.com
Yahoo! imap.mail.yahoo.com pqp.mail.yahoo.com Cong: 587 hoic 465
Cong: 993 Cong: 995 Ma héa:
Ma héa: SSL Ma& héa: SSL TLS/STARTTLS
hoac SSL

2.15 Giri va nhan Mailbox
Dia chi may chii nhan va goi email: don gian chi la mail.tén mién
Dia chi vao website WebMail: https://mail.tén mién
Pia chi Email ciing 1a Username dé ban dang nhap (cu thé trong vi du bén dudi chiing

t6i sir dung dia chi user@domain.com dé tién cho ban hinh dung)
Néu ban dang truy cap ting dung Outlook 2010 lan dau tién:

- Chon Next dé tiép tuc va chon vao Manual setup or additional server types va

Next:

- Chon vao Internet E-mail va Next:

Choose Service

(@) Internet E-mail

Connect and access

(") Text Messaging (SMS)
Connect to a mobile messaging service.

Connec t to POP or IMAP server to send and receive

e-mail messages.

(_) Microsoft Exchange or compatible service
e-mail messages, calendar, contacts, faxes and voice mail messages.

Hinh 2.135 Guri va nhian Mailbox
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Nhép vao céc thdng tin cau hinh:

- Your Name: Ho va Tén ctia ban, ban nén nhap day du tuy nhién khong nén gé dau
tiéng viét & day

- Email Address: Dia chi email cua ban dugc quan tri cp, vi du: user@domain.com

- Account Type: Chon POP3 hoac IMAP

- Incoming Mail server va Outgoing Mail server: Dia chi may chu goi va nhan
email, thuong 12 mail.example.com.vn (trong d6 example.com.vn 13 tén mién da ding
ky)

- User Name: Chinh x4c 1a Email Address ban da nhap ¢ trén

- Password: Mat khau duogc quan trj cap

Sau khi dién day du thong tin va click More Setting, thuc hién theo huéng dan sau:

Trong bang Outgoing Server, ban danh dau vao lya chon My outgoing server (SMTP)
requires authentication. Panh dau chon Use same settings as my incoming mail server
va nhan nit OK:

Internet E-mail Settings

General | Outgoing Server | Connection | Advanced

My outgeoing server (SMTP) requires authentication
'ZEZ' |Ise same settings as my incoming mail server

I Log on using

| Remember password

Aire Sae i =soowinrd Aithenbrstnn ICDA S
Require Secure Password Authentication (SPA)

{JLog on to incoming mail server before sending mail

Hinh 2.136 Guri va nhan Mailbox
Ban c6 thé nhan nit Test Account Settings dé xem két qua cai dat. Trong truong hop
nhan thay c6 bao 15i, ban nén lién hé quan tri dé khic phuc ngay luc nay.
Nhan nat Next va nhén tiép Finish. Ban c6 thé bat dau sir dung E-mail.
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Congratulations! All tests completed successfully. Click Close to continue,

Close

test your account to ensure that
Tasks  Errors

Tasks Status
~/Log onto incoming mail server (POP3) Completed
v/ Send test e-mail message Completed

account settings when Next is

LUy nnunimeuon

@) New Outlook Data File
User Name: matbao@wikimatbao.xyz (O Existing Outlook Data File

Password: wrereanaes Browse
Remember password
[[JRequire logon using Secure Password Authentication (SPA)

More Settings ..

< Back Next > Cancel

Hinh 2.137 Guri va nhian Mailbox
Meo nhé: Néu ban vira mudn Outlook download mail vé ma van mudn thu do ton tai
trén may chu trong 1 khoang thoi gian dé thuan tién kiém tra thu bang Webmail thi cé thé
cau hinh thém chirc nang phu Leave a copy of messages on the server nhu hinh bén dudi.
Nhung nhé ding diéu chinh s6 ngay qua cao nhé vi luu thu cang l1au thi cang dé& day bo
nhg @o!!!

General Outgoing Server Advanced
Server Port Numbers

Incoming server (POP3): ’ 110 Use Defaults

E]This server requires an encrypted connection (SSL)

Outgoing server (SMTP): ] 25

Use the following type of encrypted connection: | None v

Server Timeouts

Short ¥ Long 1 minute
Delivery

Leave a copy of messages on the server

Remove from server after [‘14 v days

[[JRemove from server when deleted from "Deleted items'

OK Cancel

Hinh 2.138 Guri va nhian Mailbox
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- Chon OK, sau d6 chon Next dé Test viéc cai dt.

- Hoan thanh viéc cai dat email.

2.16 Quan tri Mailbox

Quan tri mailbox trén médi trwong Window Server bing MS Exchange
- Vao Start > MS Exchange Management console:

- Clich vao Hub Transport(ServerConfiguration)

- Kich phai chudt vao Default...->Properties

File Action WView Heip
S eh| > |m| Hicn

3 Microsoft Exchange
= #5. Organization Configuration
i Maidbox
=2, Chent Access
%4 Fub Transport
149 Unified Messaging
= § Server Configuration
A Madbox
S Chent Access

= R, Redpient Configuration
24 Madbox
82 Distrbution Group
o) Mad Contact
5 Disconnected Madbox
@ Toobox

Exchange Management Console

1 Create Fiter

Name = | Role
:;‘ WIN-2L80 14X 7GCL Hub Transport, Cllent Acc...

C . WIN-2L8014X7GCL

Receive Connectors l
Name =~ | Status
B2
2 Chent WIN-A.80 14X 7GCL  Enabled
Disable
Remove
Help |

Hinh 2.139 Quan tri Mailbox
- Chon tab Pemission Groups->chon vaoAnonymous users—=>Apply—>OK

Default WIN-218014X7GCL Properties [ x|

‘General | Network | Authentication Permission Groups |

Specify who is allowed to connect to this Receive connector.

[V Anonymous users
[V Exchange users
[V Exchange servers

[V Legacy Exchange Servers

[~ Partners

0K

Cancel | Apply Help

Hinh 2.140 Quan tri Mailbox

- Tao User

+ Kich phai chudt vao Mailbox(Recipient Configuration)—>New Mailbox
+ Ctra s6 New Mailbox—>User Mailbox->Next

+ Chon New User—>Next

+ Pién cac thong tin cia User=>Next
+ Chon duodng dan cho Mailbox=>Next

+ Click New dé tao Mailbox

+ Click Finish dé hoan thanh viéc tao 1 Mailbox m&i

- Quan ly Exchange Database



Tao Storage Group:
- Mo Exchange Management Console—> Server Configuration—-> Mailbox.
- Trong khung Result Pane—>chudt phai vao SERVER->chon New Storage

Group...

| Me  Action  Vew Neb

(¢ | = im | Hirm
e
< i Organizaton Configuraton
24 Mo ¥ Create Fiter
& Chent Access
s Hub Transport

s Unified Messagng
= J Server Confguration

S Clent Access of
o Hub Transpert a
S Unrfied Messagng s
= & Recpent Configuraton e
h Malbox
B2 Dstrbuton Growp -
L+l Mad Coertact S L
A Dacomected Malbox mwlw@ml
& Tookbox
Name Database Fie Path Stats
- “First Storage Group
i Malbox Dotabase C:Program Fles Maosoft Exchang...  Mounted

Hinh 2.141 Quan tri Mailbox
- Trong khung Storage group name—>dat tén CNTT—->New

j New Storage Group

1 New Storage Group | New Storage Group
] Completion This wizard helps you create a new storage group.
Server Name:

[win-2L8014X7GCL

Storage group name:

[enTT

Log files path:

|C:\Progtam Files\Microsoft\Exchange Server\Mailbox\CNTT Browse...
System files path:

IC:\Progvam Files\Microsoft\Exchange Server\Mailbox\CNTT Browse... |

Local continuous replication system files path:
Local continuous replication log files path:

I~ Enable local continuous replication for this storage group

b | Zoar| ] b |
Hinh 2.142 Quan tri Mailbox
-Trong hop thoai Completion—=>Finish

j New Storage Group

1 New Storage Group Completion
1 Completion The wizard completed successfully. Click Finish to close this wizard.
Elapsed time: 00:00:01
Summary: 1item(s). 1 succeeded, 0 failed.
o CNTT @IZ: pleted X

Exchange Management Shell command completed:

new-StorageGroup -Server WIN-2L8014X7GCL" -Name CNTT -LogFolderPath
'C:\Program Files\Microsoft\Exchange Server\Mailbox\CNTT -SystemFolderPath
'C:\Program Files\Microsoft\Exchange Server\Mailbox\CNTT"

Elapsed Time: 00:00:01

Select Ctr+C to copy the contents of this page.

Help | < Back I Finish Cancel I
Hinh 2.143 Quan tri Mailbox
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TaoMailbox Database
- Chudt phai vao CNTT vira tao>New Mailbox Database...

¥ Exchange Management Console

File Action View Help
o Al el o

£3| Microsoft Exchange £ Mailbox

[=] |sss| Organization Configuration

4o Mailbox " Create Filter
:?_? Client Access T I e
|4 Hub Transport .
g WIN-2L80 14X76CL Hub Transport, Client Acc..

i Unified Messaging
= ﬂ Server Configuration

7 Mailbox

35 Client Access Database Management |WebDAv |

Z7: Hub Transport

;:jg Unified Messaging _Latne;_—]we_i’é
= 3_, Recipient Configuration ‘m Move Storage Group Path...

i WIN-2L8014X7GCL

@ Mailbox El GoFirs New Mailbox Database...

£, Distribution Group """ New Public Folder Database...

21 Mail Contact

%3 Disconnected Mailbox Enable Local Continuous Replication...
&8 Toolbox

Remove

Hinh 2.144 Quan tri Mailbox
- Trong hop thoai New Mailbox Database—>Mailbox Database name->dat tén
11T1A = New

New Mailbox Database
[ New Maibox Database | New Mailbox Database
[ Completion | This wizard helps you create a new mailbox database.

Storage group name:
|WIN-2LK)14X7(BCL\ENTT

Mailbox database name:
[11T1A

Database file path:
[C:\Program Files\Microsoft\Bxchange Server\Maibox\CNTT\11T1A edb

IV Mount this database

Heb | <Back | mew | cancel |
Hinh 2.145 Quan tri Mailbox
- Trong hop thoai Completion—>Finish

New Mailbox Database
S New il D; C 1
FY Completion The wizard completed successfully. Click Finish to close this wizard.
Elapsed time: 00:00:02
Summany: 2 tem(s). 2 succeeded. O failed.
e New 11T1A & completsd =
Exchange Man rt Shell o S
n i up WIN-2L 80 14X7GCLNCNTT -Name "11T1A
- CT:\Prog Files “Exchange
Server\Mailbox\CNT T\11T1A.edb"
Elapsed Time: 00:00:01
o Mount 11T1A & - eted =

Exchange Mar t Shell '
mount-database -Identn
TN=11T1A.CN=CNTT.CN=InformationStore CN=WIN-2L 80 14X7GCL CN=Servers.C
N=Exchange Administrative Group (FYDIBOHF23SPDLT).CN=Administrative
Groups.CN=cntt CN=Microsoft
Exchange .CN=Services CN=Configuration. DC=cnitt. DC=com.DC=vn"
Elapsed Time: 00:00:01

Select Ctrd=C to copy the contents of this page.

Help | <Back | Finish Cancel |

Hinh 2.146 Quan tri Mailbox
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Mailbox...

File Action View Help

Quay lai Mailbox trong Recipient Configuration, chudt phai vao users - Move

% Exchange Management Console

B

£3 Microsoft Exchange
[F] Lsss) Organization Configuration
4y Mailbox
s Client Access
| Hub Transport
&B Unified Messaging
o Server Configuration
7 Mailbox
Za Client Access
= Hub Transport
& Unified Messaging
=] 1‘ Redipient Configuration

'm0

"I Create Filter

Adminiieates
Disable

Remove

yser Mailbox
User Mailbox
User Mailbox

Primary SMTP Address
Administrator @cntt.com.vn
ul@amtt.com.vn
u2@amtt.com.vn

Move Maibox... | Maihox

Help

u3@amtt.com.vn
u4@cntt.com.vn
u5S@amtt.com.vn

Hinh 2.147 Quan tri Mailbox

- Trong khung Mailbox Database—>Browse...=2> 11T1A vua tao—> Next

[ Introduction

. Move Options
I Move Schedule
[J Move Mailbox
|4 Completion

Help

Ll move Mailbox

| Introduction

This wizard helps you move selected mailboxes to a different server orto a different mailbox
database on the same server.

Specify the destination by selecting the target mailbox database.

Mailbox database:
|WIN-2L8014X7GCL\CNTTNITIA

< Back l Next > I Cancel |

Hinh 2.148 Quan tri Mailbox

- Trong hop thoai Move Options—>chon vao Skip the mailbox—->Next

-l il i
N
[ Introduction
1 Move Options
= Move Schedule
J Move Mailbox
|.J Completion

Move Mailbox

| Move Options
Specify how you want to manage comupted messages in a mailbox.

If conmupted messages are found:
{* Skip the mailbox.

{~ Skip the comupted messages.

Select the Active Directory servers for this mailbox move.
I~ Global Catalog

|
™ Domain Controller

Move Mailbox wizard will select servers automatically if no selection is made.

I” Exclude rule messages {available only when target database is Exchange 2003 or
Exchange 2000).

< Back

I Next > I

Hinh 2.149 Quan tri Mailbox

- Trong hop thoai Move Schedule-> Immediately—> Next
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.l",l. =
[ 9! Move Mailbox

B Introduction Move Schedule

1 Move Options Specify when the mailbox move should occur and the maximum length of time that the
mailbox move should run.
[ Move Schedule

. Move Mailbox

Start the mailbox move:

& Immediately
J Completi
ki " At the following time:
™ Canceltasks that are still running after (hours): I
[
Help < Back | Next > I Cancel I

Hinh 2.150 Quan tri Mailbox
- Trong hop thoai Move Mailbox->Move dé bat dau di chuyén mailbox database
cua user
- Trong hop thoai Completion—>Finish
Céu hinh Journal Recipient (Theo d&i e-mail ciia user)
- Vao Server Configuration\Mailbox, khung Result pane, chudt phai vao 11T1A -
Properties
- Trong hop thoai 11T1A Properties, danh dau check vao Journal Database, bén
dudi ban chon user s€ theo doi. Vi du nhu Administrator
Céu hinh Storage Limit (Quydinh dung lweng ciia Mailbox User)
- Qua tab Limits, & myc Storage limits, cau hinh ¢ 3 phan:
+ Issue warning at (KB): canh bao khi mailbox dat t&i dung luong...; vi du: 2MB
+ Prohibit send at (KB): chan guri mail khi mailbox dat t&i dung lugng...; vi du:
2MB
+ Probihit send and receive at (KB): chan g va nhan mail khi mailbox dat t&i
dung lugng...; vidu SMB.
- Sau khi dién day du 3 thongsé=>Apply>0OK
2.17 Backup Mailbox
Backup mailbox trong Exchange 2010
- Gan quyén backup cho user Administrator bang cach: vao Exchange Management
Shell va gb vao dong sau: New-ManagementRoleAssignment —Role "Mailbox Import
Export” —User Administrator
- Tao thu muc PST trong 6 C, va gan quyén Write cho Exchage Trusted Subsystem:
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a PST Properties

Object name: C:APST

Group or user names:

General | Sharing  Security I Previous Versions | Customize |

82 SYSTEM

35 Administrator [Administrator@test.demo)
W1 & dminicteators [TESTAA dAministratars]
4

To change permissions, click Edit.

Permissions for Exchange
Trusted Subsystem

Bllow Deny

Modify

Read & execute
List folder contents
Read

Wiite

Special permissions

click &dvanced.

For special permissions or advanced settings, Advanced

Learn about access control and permissions

LA RIS

oK

Cancel I Bpply

Hinh 2.151 Backup Mailbox
- Qua tab Sharing, gan quyén Co-owner cho group Everyone:

@ 23 File Sharing

[E: File Sharing

Choose people on your network to share with

or share with everyone.

Type the name of the person you want to share with and then click Add, or click the arrow to find peop

I

LI | Ldd |

Name

| Permission Level I

2 Administrator

e about differ to share in Wi

Owner v
Co-owner Reader
Contributor
v Co-0iner

Remove

" Share Cance

Hinh 2.152 Backup Mailbox
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- Quay tr¢ lai Exchange Management Shell va go 1énh:
+ New-MailboxExportRequest

+ Nhap vao File Path 1a noi s€ luu file pst, nhap Mailbox la tén user:
I8 Machine: Mall.test.demo

IPS1 C:\Windowus\systenld2duser2Bii

[PS] C:\WindousNsysten32>New-MailboxExportRequest

cndlet New-MailboxExportRegquest at command pipeline position 1
Supply values for the following parameters:

FilePath: “\N\Hail\pstiuszerZ@@f . pst

Mailbox: userZ2@d

MailboxExport es Queued

[PS] C:\Windows\sys

Hinh 2.153 Backup Mailbox
- Import file .pst & trén vao Outlook 2007:

dNew v § 23 X CaReply @ReplytoAll (g Forward | H5 W | Send/Receive - 5

Mail « || 4 Inbox | test mail
Favorite Folders A ) v| v
: L 2 ¥ || userxp
-] Inbox [ ek & Tite
8 Unvead Mail ‘ Click here to enable Instant Search ‘ You replied on 8/30/2012 11:3
L7 Sent Items | Arranged By: Date & Thu8/30/2012 11:30 AM
Mail Folders A e
=) Last Week
2] All Mail Items v |t :
R e i g userxp Thu 8/30 nhan duoc mail khong?
5 £ user2008 “1:  test mail
] Deleted Items | (54 usenp Thu 8/30
{1 Drafts Test ma
1 Inbox
1 Junk E-Mail — b
. Outbox = §\
4 | Recoverable Items
. RSS Feeds

1 Sent Items v i

.} Mail

Hinh 2.154 Backup Mailbox
- Import vao mailbox mai tir file .pst ¢ san trén Exchange: truéc tién phai tao
mailbox méi (¢ day 1a user), sau d6 go 1énh:
+ New-MailboxImportRequest
+ Chon dudng dan file .pst da backup hodc co sin, gb tén user can import, gd 1énh
sau dé biét tinh trang import, néu cot status hién completed 1a di import thanh cong:
+ Get-MailboxImportRequest
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LPS] C:\Windous\system32>New-HailboxlnportRequest

mdlet New-MailboxInportRequest at comnand pipeline position 1
supply values for the following parameters:

FilePath: SNMailSpetNuser2008 . pst

ailhox: user

Mailbox Status

ailbhoxinport test . deno/lserz/user

[PS] C:\Windows\syztem32>Get—HailboxExportRequest
Mailbox

ailhoxExport test .deno/llserzuser2f@g Conmpleted

[PS] C:\Windows\suztem32>
Hinh 2.155 Backup Mailbox
- Két qua: Mailbox cua user voi mail cta user2008

Inbox - Microsoft Outlook

- File Edit View Go Tools Acions Help

- 3 New ~ ,;‘1 A3 X &Reply (=4 Replyto All i3 Forward 8, o - Send/Receive ~ [

[
Mail « || Inbox | test mail
Favorite Folders 2 [ ¥
, : i userxp
L] Inbox : [ Al
Y Unread Mail Aanasd R Rate You replied on 8/30/2012 11:39 AM.
-7 Sent Items Thu 8/30/2012 11:30 AM
- 13 Last Week S
Mail Folders A |8 i
|ig userxp Thu8/30
2] All Mail Items v I test mail :
= | nhan duoc mail khong?
=l T Mailbox - user A i userxp Thu /30
{a] Deleted Items T
7| Drafts
4 Inbox
L g Junk E-Mail =
L Outbox

£ PSS Fesade

Hinh 2.156 Backup Mailbox

Cau héi on tap
Cai dit duoc hé diéu hanh Windows Server.
Cai dit va ciu hinh dugc DNS.
Nang dugc Domain.
bang ky dugc may tram vao Domain (Join Domain).
Tao dugc cac User, Group, OU trén mién Domain.
Quan tri dugc nguoi dung trong mang Client/Server.
Trinh bay dugc qua trinh giri nhan thu dién tur trong mang.
- MO0 ta dugce chic nang cua céc giao thirc nhu: IMAP, POP3, SMTP, NNTP.
Cai dat duoc phﬁn mém MS Exchange.
Quan tri duoc thu dién tir trong doanh nghiép.
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