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Tuyén bé bin quyén: ‘ 7
Tai li¢u nay thudc loai sach giao trinh nén cac nguon thong tin c6 thé dugc
phép dung nguyén ban hoic trich dung cho cac muc dich vé dao tao va tham khao.
Moi muc dich khac mang tinh 1éch lac hodc st dung v61 muc dich kinh
doanh thiéu lanh manh s& bi nghiém cAm.

LOI G101 THIEU

Chuong trinh, gido trinh 13 mot trong ba yéu t6 quyét dinh chét luong day
nghé. Nham dam bao tinh thong nhét trong quan 1y va thyuc hién chuong trinh giao
trinh trong thoi gian t6i tai trudng Trung cp nghé Ca Chi, dé timg budc nang cao
chét luong dao tao. Tac gia da thyc hién viéc bién soan va cho ra doi gido trinh
“Hé diéu hanh mi ngudn mo”.

Gido trinh “Hé diéu hanh m3 ngudn md” dugc bién soan theo don vi bai
hoc. Noi dung cua gido trinh dugc nhom bién soan, xay dung dua trén co s& chi
tiét hoa chuwong trinh mon hoc “Hé diéu hanh mi nguén md” trinh do trung cap
nghé Cu Chi, déng thot ¢6 su tham khdo céc tai li€u, cap nhat cac nd1 dung moi va
nhimg kinh nghiém thyc té giang day.

NoOi1 dung chinh cua giao trinh dugc chia chi tiét. Gido trinh mon hoc “Hé
diéu hanh mi ngudén mé” dugc dung lam tai liéu giang day va hoc tap cho gido
vién va hoc sinh sinh vién nghé lap rap cai dat & sira chita may tinh tai truong
Trung cp nghé Cu Chi. Pong thoi co thé sir dung 1am tai liéu tham khao cho céc
hoc sinh sinh vién dang hoc tip ¢ cac bac dao tao trung cip, cao dang cung nhu
moi ddi tugng quan tdm dén linh vuc nghé may tinh.

Tac gia bién soan gido trinh “Hé diéu hanh mi ngudén md” xin chan thanh
cam on nhimg ¥ kién gdp y danh gia vo cing quy gia cua cac dong nghiép, va
nhimg ¥ kién phan bién khoa hoc ctia cac Nha gido, cic nha quéan 1y va cac Doanh
nghiép trong Hoi dong nghiém thu gido trinh, dé cudn gido trinh dugc hoan thién
ra mat phuc vu cho qué trinh day va hoc cia gido vién va hoc sinh truong Trung
cap nghé Cu Chi.

Cu Chi, ngay ... thang ... nam 2024

Tham gia bién soan
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CHUONG TRINH MO DUN
(Kém theo Théng tw s6: 03/2017/TT-BLDXH ngay 01/03/2017
Ciia By truong By Lao dong — Thwong binh va Xa hoi)
Tén mo6 dun: HE PIEU HANH MA NGUON MO
Mi s6 mo dun: MP 26
Thoi gian méd dun: 60 gid (Ly thuyét: 15 gio; Thuc hanh: 42 gio; Kiém tra: 3 gio).
L. VI TRI, TINH CHAT CUA MO PUN:
Vi tri:
M6 dun dugce bd tri sau khi hoc sinh hoc xong cac mon hoc chung va cac mon hoc,
mo dun dao tao co sé nghé;
Tinh chét:
La md dun chuyén nganh dao tao tu chon;
II. MUC TIEU MO PUN:
Vé kién thuc:
Trinh bay dugc cac khai niém co ban, cAu trac, chirc nang cac thanh phén trong hé
diéu hanh linux;
Giai thich dugc cac khai niém co ban cua hé diéu hanh linux;
Mo ta duogc cau trac, chic nang cac thanh phan trong hé diéu hanh linux;
Vé k¥ ning:
Cai dat va str dung dugc hé diéu hanh linux;
Thuc thi dugc céc thao tac tap tin, thu muc, quan 1y nguoi dung;
Cai dat va cau hinh duoc cac dich vu mang;
T6 chirc dugc hé thong cho phép ngudi sir dung lam viée tir xa;
Vé nang luc tu chu va trach nhiém:
B6 tri 1am viéc khoa hoc dam bao an toan cho nguoi va phuong tién hoc tap;
Ren luyén y thirc ky luat trong hoc tap, tinh than hop tac, giup do 1an nhau;
Thuc hién dugc cac thao tac an toan trong lao dong;



BAI 1. GIOI THIEU CHUNG VE LINUX.
Gioi thi¢u

Trong bai hoc nay gitp hoc sinh, sinh vién nim dugc kién thic chung vé sy ra doi,
muc dich ra doi cia hé diéu hanh Linux, cic giai doan phat trién cling nhu cac phién ban
ctia hé diéu hanh Linux

Nim duoc su khac biét gifta Linux va Unix, va hoc sinh s€ hiéu 5 hon vé tac gia va
ban quyén cua hé diéu hanh Linux trude khi str dung ching.

Nhan thirc vé ban quyén phan mém.
Nang cao tinh chia sé cong dong.
1. Muc tiéu cia bai

- Trinh bay duoc lich st phét trién va kién tric cua linux;

- So sanh dugc nhiing uu diém cuia hé diéu hanh linux so véi cac hé diéu hanh khac;

- Trinh bay dugc cac khai niém co ban vé hé théng tap tin;

- M0 ta duoc céc loai tap tin dugc hd tro trén linux

- Lam viéc khoa hoc dam béo an toan, tinh than hop tac, giup d& 1an nhau
2. N¢i dung cua bai:

2.1 Lich sir phat trién ctia Linux

Nhac dén hé diéu hanh Windows 13 hai céi tén dugc nhiéu ngudi dung biét ti nhicu
nhat hién nay. Tuy nhién, van con mot nén tang khac van dang thim ling phuc vu cho
cudc song con ngudi d6 1a Linux. Jim Zemlin, Giam dbc diéu hanh Linux Foundation,
cho biét nhiéu ngudi dung Linux trong cong viéc hang ngay ma khong hé biét téi su ton
tai ctia n6. "Thé gii néu khong c6 Linux sé& tro thanh mot noi rat khac biét: Dong nhit va
kém hap dan. Tham chi, néu d6 1a su that thi gid ban van phai dung hé diéu hanh
Windows CE trén nhitng chiéc dién thoai bo di".

2.1.1 UNIX va Linux
2.1.1.1 Lich sir UNIX

Giira naim 1960, AT&T Bell Laboratories va mot s trung tim khac tham gia vao mot
) géng nham tao ra mot hé diéu hanh mdi duge dit tén 1a Multics (Multiplexed
Information and Computing Service).

Pén nam 1969, chuong trinh Multics bi bai bé vi d6 1a mot du an qua nhiéu tham vong
va do d6 khong kha thi. Tham tri nhiéu yéu cau doi v6i Multics thoi d6 dén nay van chua
¢6 duoc trén cac Unix mai nhat. Nhung Ken Thompson, Dennis Ritchie, va mot s6 dong
nghiép cua Bell Labs da khong bé cudc.

Thay vi xay dung mdt hé diéu hanh lam nhiéu viéc mot lac nhu Multics, ho quyét
dinh phét trién mot hé diéu hanh don gian chi lam tot mot viée 1a chay chwong trinh (run
program). hé diéu hanh s& cd rat nhiu cic coéng cu (tool) nho, don gian, gon nhe
(compact) va chi lam tdt mot cong viéc. Bﬁng cach két hop nhiéu cong cu lai voi nhau,
ho s€ c6 mot chuong trinh thuc hi¢n mot cong viéc phire tap.

D6 ciing 1a cach thirc ngudi 1ap trinh viét ra chuong trinh. Peter Neumann dit tén Unix
cho hé diéu hanh "don gian" nay.



Vao nam 1973, st dung ngon ngit C cua Ritchie, Thompson da viét lai toan bo hé diéu
hanh Unix va day l1a mot thay d6i quan trong ctia Unix, vi nhd d6 Unix tir chd 1a hé diéu
hanh cho mot may PDP-xx tré thanh hé diéu hanh ctia cac may khac

Khoang 1977 ban quyén ciia UNIX duogc giai phong va hé didu hanh UNIX tré thanh
mot thuong pham.

+ Hai dong unix
- System V:
Céc phién ban UNIX cudi cung do AT&T xuét ban 13 System III va mot vai
phat hanh (releases) cua System V. Hai ban phat hanh gan day cta System V 1a Release 3
(SVR3.2) va Release 4.2 (SVR4.2). Phién ban SYR 4.2 13 phd bién nhét cho tir may PC
cho té1 may tinh 16n.
- BSD:
Tu 1970 Computer Science Research Group ctuia University of California tai
Berkeley (UCB) xuat ban nhiéu phién ban UNIX, duoc biét dén dudi tén Berkeley
Software Distribution(BSD). Trg gip cho cdc may tinh cua Digital Equipment
Corporation VAX
Trudc 1992, UNIX 1a tén thudc sé hitu cia AT&T.
Tu 1992, khi AT&T ban bd phan Unix cho Novell, tén Unix thudc s¢ hiru
cua X/Open foundation.
Tat ca cac hé diéu hanh thoéa man mot sd yéu cau déu c6 thé goi 1a Unix va
da dugc Institute of Electrical and Electronic Engineers (IEEE) thiét 1ap chuan.
Két qua cho ra doi POSIX.1 (cho giao dién C) va POSIX.2 (cho hé thong
1€nh trén Unix).

Két luan, vin dé chuan hoa UNIX van con rat xa két qua cudi cung. Nhung ddy 1a quéa
trinh can thiét ¢6 lgi cho su phat trién cua nganh tin hoc néi chung va su séng con cua hé
diéu hanh UNIX noi riéng.

Céc phién ban ctia unix
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Hinh 1.1 Céc phién ban cta unix
2.1.1.2 Linux

Linux 1a m¢t HDH dang UNIX (Unix-like Operating System) chay trén may PC véi
bd diéu khién trung tam (CPU) Intel 80386 trd 1én, hay cac bd vi xir Iy trung tAm tuong
thich AMD, Cyrix. Linux ngay nay con cé thé chay trén cic mdy Macintosh hoic SUN
Sparc. Linux thoa man chuan POSIX.1.

Linux duoc viét lai toan bd tir con sé khong, tirc 13 khong st dung mot dong 1énh nao
ctia Unix dé tranh van dé ban quyén ctia Unix. Tuy nhién hoat dong cta Linux hoan toan
dua trén nguyén tic ctia hé diéu hanh Unix..

Nam 1991 Linus Torvalds, sinh vién cua dai hoc téng hop Helsinki, Phan lan, bat dau
xem xét Minix, mot phién ban cua Unix Iam ra véi muc dich nghién ctru cach tao ra mdt
hé diéu hanh Unix chay trén may PC véi bo vi xur 1y Intel 80386.

Ngay 25/8/1991, Linus cho ra version 0.01

Ngay 1/1992, Linus cho ra version 0.12 v6i shell va C compiler. Linus dat tén HDH
cua minh 12 Linux. Nam 1994, phién ban chinh thirc 1.0 dugc phat hanh.

Cubi 2013, phién ban méi nhat cta Linux kernel 13 3.10, c6 kha ning diéu khién cac
may da bo vi xir Iy (hién tai Linux hd trg mdy tinh c6 tdi da 16 CPUs va cac may tinh co
xtr 1y da 15i) va rat nhiéu cac tinh niang khac

Céc h¢ diéu hanh Linux trong chuong trinh hoc

- Ubuntu Desktop 12.04
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Hinh 1.2 HDH Ubuntu Desktop 12.04

Phién ban hd tro 1au dai (LTS) m&i nhat cta hé diéu hanh Ubuntu da chinh thtrc ra mat
hom 26/4/2012. Phién ban 12.04 LTS véi tén ma Precise Pangolin s& duoc hd tro dén
nam 2017. Chir P trong tén ma cua Ubuntu 12.04 con c6 nghia la Performance (hi¢u
nang). Ubuntu 12.04 ¢6 toc dd nhanh nhat tir trudc dén nay. Ngoai ra, Unity 5 mang lai
trai nghi¢m khac hén, céc tinh nang déu duoc hoan thién ti mi trong ban chinh thuc nay.
C6 vai su thay ddi, chang han nhu Rhythmbox bi Banshee thay thé nay da quay tro lai.
Nguoi dung duoc trang bi cac phién ban mdi nhét cia LibreOffice, trinh duyét Firefox,
trinh thu dién t& Thunderbird...
VLC phién ban 2.0 vira ra mat gan day ciing duoc tich hop trong Ubuntu 12.04.

- CentOS 6.0 server

&% Applications Places System Q, & = o) Tue jul 12, 09:32 CentOS User

Hinh 1.3 HPH CentOS 6.0 server

Hé diéu hanh CentOS 1a mét trong s6 nhitng hé diéu hanh mdy chu dwoc st dung
trong hau hét ciac doanh nghiép hién nay. CentOS viét tit tr cum tir (Community
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Enterprise Operating System) 14 mot hé diéu hanh ma ngudn mé duoc phét trién dya trén
nhan ctia Red Hat Enterprise Linux, c6 thé twong thich hoan toan véi cac phan mém chay
trén Red Hat.

Céc tinh nang cua CentOS khong thua gi phién ban Red Hat Enterprise nhung lai hoan
toan mién phi, d6 1a Iy do cac nha cung cip Hosting, cac quan tri mang déu hay sir dung
CentOS 13 hé diéu hanh chinh dé cung cp cho khach hang, bai cac tinh ning 6n dinh va
manh mé cua CentOS mang lai.

Khi str dung CentOS dé quan tri mang cac Ban nén chon phién ban 5.5 tré 1én boi vi
tinh tuong thich cao, dé cAu hinh, hd trg cai dat online tt.
2.1.1.3 Tac quyén va ban quyén Linux

Linux khong phai 1a phan mém cong cong, bdi vi cac thanh t cia né di dugc nhiéu
ngudi khac ding ky tac quyén. Linus Torvalds gitr tic quyén vé kernel Linux. Cong ty
RedHat 13 cha cta phién ban RedHat Linux, va Patrick Voldkerding gitt tic quyén ban
Slackware Linux v.v.

Nhung nhiéu tién ich Linux lai ¢6 gidy phép cong cong GPL (GNU General Public
License). Torvalds cing nhiéu nguoi déong goép cho Linux di dit cong trinh ciia minh
dudi su bao vé ciia GPL. Ban c6 thé xem toan vin GPL trén Internet hodc trong t€p mang
tén "copying" ctia moi ban phat hanh Linux. Ban quyén ay doi khi duoc goi 1a Copyleft
dé dbi lap chit Copyright. GPL 4p dung cho phan mém thudc phong trao GNU (GNU's
Not UNIX) va FSF (Free Software Foundation), cho phép tao ra phan mém tu do cho tat
ca moi nguoi. Tu do hiéu 13 mdi ngudi déu co quyén sir dung phan mém GPL va tuy
thich chinh stra n6 theo nhu cau riéng ctia minh nhung phai nhé rang khong duoc gitt
riéng ban chinh stra 4y ma phai phd bién rong rii dé cho nguoi khac cing sir dung va tiép
tuc thay doi theo ¥ ho.

GPL cho phép tac gia chuwong trinh duoc gitt tac quyén phap 1y; song tic gia phai dé
cho nguoi khac thao tac, thay ddi, va tham chi ban chuong trinh moé1 dugc viét lai. Tuy
nhién mot khi da ban di roi thi nguoi ban khéng duge cAm ngudi mua thay doi chuong
trinh d6 va phai cung cap ma ngudn. D6 13 1y do tai sao Linux dén vai ban ciing toan bo
ma ngudn day dii va mo.
2.1.1.4 Cac ban phat hanh cia linux

Linux dugc phat hanh béi nhiéu t6 chirc khac nhau, mdi t6 chic nhu thé déu c6 mot
chuong trinh kém theo nhém tap tin nong cbt ciia Linux. Mdi ban phat hanh Linux déu
dua trén mot phién ban chinh nao do.

Vi du nhu Red Hat 9.2 dua vao kernel 2.6.4. V&1 Red Hat, cac Kernel Linux duoc
chura trong hé thong Red Hat Package Management va dugc cai dat nhu 1a mot phan cua
hé théng nay. Open Linux cta Caldera ciing nhu thé vi cin ct trén ban phat hanh Red
Hat. Ban phat hanh HOWTO ciing cung cdp mot danh sach chi tiét ciia cac ban Linux.

- Linux Mint

Linux Mint 14 phat hanh vao thdng mudi hai, t€én ma 1a 'Nadia' dugc dong goéi véi mat
loat céc cai tién tir cac phién ban trudc day. Rat nhiéu phdn mém hiru ich dugc cai dit
san, bao gdm phan mém hd tro cac trinh diéu khién thiét bi khac nhau. Linux Mint kha
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than thién v6i nguoi ding, hiéu qua str dung cao, trong khi tai ciing mot thoi diém do6, né
tr¢ thanh su yéu thich cta cac chuyén vién may tinh Linux c6 day kinh nghiém. Mint da
duogc tuy chinh man hinh desktop va cdc menu, va nd c6 giao dién web.

- Mageia

Hé diéu hanh Linux ndy da chtng kién su ting truéng manh mé ké tir nim ngoai. N6
12 mot phan ctia Mandriva, kha 14 phd bién. N6 c¢6 hau hét cac tinh ning phong pht cua
Linux véi kha ning co ban, nhung chua manh. N6 ¢6 thé chay dugc trén bat ky mdy tinh
nao va thuong dugc cdu hinh cho cic may chu. Nhirng ngudi sang 14p va phat trién hé

diéu hanhMageia lu6n mong mudén cung cip mién phi cho nhu cau cua tit ca ngudi sir
dung.
- Fedora

Hinh 1.4 HDH Fedora

Phién ban méi nhit: Fedora 19 Fedora 1a mot trong nhitng hé diéu hanh Linux véi
luong ngudi dung khéng 16 va c6 nhiéu dién dan hd trg. Tinh ning linh hoat 1am cho no
tr¢ thanh mot trong nhitng sy lya chon tdt nhat. Fedora thich hop cho cac doanh nghiép.

- OpenSUSE

Phién ban méi nhat: openSUSE 12.3 openSUSE 14 cong dong mi nguén md duoc tai
tro boi Novell. Nhém openSUSE c¢6 hai muc tiéu: lam cho openSUSE Linux dé dang sur
dung cho bt ctr nguoi str dung nao va don gian hoa viée phat trién ciing nhu déng gbi ma
ngudn cua openSUSE Linux dé 1am cho né than thién véi 1ap trinh vién. Ban phan phoi
Linux nay co6 sb luong cac phin mém va cac cong cu phong pht dé ban co6 thé dé dang sir
dung nhu: SpiderOak luu trit dam may, Mozilla Firefox dé duyét web va mi ngudn mo
email client Thunderbird.

- Debian
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Phién ban méi nhat: Debian 6 Hé diéu hanh Debian duoc xay dyng véi cam két hudng
t6i mot tam nhin hé théng diéu hanh mién phi va ma nguén mé. Debian 13 nhan cua
Linux va di kém véi hon 20.000 goéi phan mém tng dung dugc cai dit sin chi viée tai
xuéng, tat ca déu mién phi. Ban c6 thé thuc hién céac cong viéc nhu chinh sura tai li¢u,
choi tro choi, viét ma va nhiéu hon nita v6i cac cong cu duge cung cip hoan toan mién
phi.

2.2 Céc thanh phén caa linux

Trong gido trinh ndy ching toi xin gii thiéu dén ban doc mét kién thirc co ban nhét,
d6 1a cac thanh phan chinh cta hé théng Linux. Ngoai ra 1 mot sb phim tét thong dung
va cac Iénh co ban dugc st dung trong Linux.

Mot s6 thanh phan chinh cta hé théng Linux

- GNOME va KDE 1a hai giao dién dd hoa dugc st dung nhiéu nhat trén cac hé
thng Linux.

- Terminal: dung dé thuc thi cac dong lénh, giéng véi command promt cua hé thong
Windows

- Root: tai khoan quan tri trén hé thong Linxu tuong ty nhu tai khoan Administrator
trén Windows.

- Panel: khung diéu khién v6i nhiéu chirc ning thudong xuat hién dudi day cia man
hinh.

- SU (switch user): khi ding nhap hé théng véi user thuong ching ta ¢ thé st dung
1énh su dé chuyén qua quyén root khi can tién hanh cac 1énh va dich vu can thuc hién
duéi quyén ndy, gan gidng véi 1énh runas trén hé théng Windows.

- Man page: trang huéng dan.

Mot s6 1énh co ban trén hé Thong Linux

Lénh Mo ta

/ Root directory.

J Current directory.

i Parent directory.

Cat Hién thi ndi dung tap tin. St dung: cat <filename>

Cd Chuyén thu muc,su dung : cd <directory name>

Cp Copy file/folder ,str dung : cp <source filename><destination filename>

echo xem céc bién duodng dan hién tai.

$PATH

export Xem céc bién méi truong.

history Xem cac 1énh da duoc thuc hi¢n vi du: history 10 1a 1iét ké 10 I¢énh dugc st
dung gan nhat.

ifconfig xem cdu hinh TCP/IP (nhu ipconfig trén Windows).

12




Kill két thic tién trinh: kill <PID>

Is Liét ké cac file va folder ctia thu muc: Is <directory name>
Mkdir Tao thu muc: mkdir <directory name>
mv Di chuyén thu muyc hoic file: mv <current_filename><new filename>

passwd Thay d6i password.

ps Xem céc tién trinh dang chay trén hé thong.
pwd Hién thi thu myc hién hanh.

rm Xoa file :: rm <filename>

rmdir Xoa thu myc : rmdir <directory name>

shutdown | Tat hé thong

touch Tao file: touch <filename>

Mot s6 phim tit thong dung
Ctrl+Alt+Backspace: tit giao dién d6 hoa dang dung va tré ra man hinh login.
Ctri+Alt+Delete: Shut down va reboot hé thong.
Ctrl+D: log out khdi mét terminal hay console session.
Ctrl+Alt+Fx: Chuyén man hinh.
2.3 Ciu triic hé thong tap tin

Hé théng tap tin cua Linux va Unix duogc td chirc theo mot hé théng phan bac tuong tu
céu triic ctia mot cay phan cép. Bac cao nhét cua hé théng tap tin la thu muc géc, duoc ky
hiéu bang gach chéo “/” (root directory).

2.3.1. Céc thw muc va hé thong tp tin

Hé théng tap tin cua Linux va Unix duogc td chitrc theo mot hé théng phan bac tuong tu
cAu trac ciia mot cAy phan cap. Bic cao nhét cua hé thong tap tin 1a thu muc gdc, duoc ky
hiéu bang gach chéo “/” (root directory).

Déi v6i cac hé diéu hanh Unix va Linux tat cac thiét bi két nbi vao may tinh déu duoc
nhan dang nhu céc tap tin, ké ca nhitng linh kién nhu 6 dia ciing, cac phan ving dia cting
va cac 6 USB. Diéu nay co nghia 13 tat ca cac tap tin va thu myc déu nam dudi thu muc
gbc, ngay ca nhirng tap tin biéu twong cho cac 6 dia ctng.

Vi du, /home/nttvinh/nguyen/scnp.odt chi toan bd duong dan dén tap tin scnp.odt co
trong thu muyc nttvinh 1a thu muc phu nam trong thu muc home, ngay dudi thu muc
gbe()).

Nam dudi thu muc gc (/) c6 mot loat cac thuy muc quan trong cia hé théng tap tin
dugc cong nhin & tit ca cac ban phan phdi Linux khac nhau. Duéi ddy 1a danh sach céac
thu muc thong thudng dugc nhin thdy dudi thu muc goc (/):
2.3.1.1. /- Root

- M¢ ting tap tin va thu muc tir thu muc Root.
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- Chi ¢6 Root user méi ¢6 quyén viét dudi thu myc nay.

- Luu ¥ rang /root 1a thu muc gdc ctia Root user.
2.3.1.2. /bin — User Binaries

- Chtra céac tap tin thyc thi nhi phan (binary executables).

- Lénh Linux phd bién st dung & ché d6 Singer-user mode nim trong thu muc nay.

- TAt ca user trén hé théng nam tai thu muc nay déu c6 thé st dung 1énh.

- Vi du: ps, Is, ping, grep, cp.
2.3.1.3. /sbin — System Binaries

- Ciing giéng nhu /bin, /sbin ciing chira tap tin thyc thi nhi phan (binary executables).

- Lénh Linux nam trong thu muc nay dugc st dung bdi Admin hé théng, nham muc
dich duy tri hé thong.

- Vi du: iptables, reboot, fdisk, ifconfig, swapon.
2.3.1.4. [etc — Configuration Files

- Chtra c4u hinh céc tap tin cu hinh cua hé théng, cac tap tin I¢nh dé khoi dong cac
dich vu cua hé théng ......

- Ngoai ra /etc con chura shell scripts startup va shutdown, str dung dé chay/ngimg cac
chuong trinh ca nhan.

- Vi du: /etc/resolv.conf, /etc/logrotate.conf.
2.3.1.5. /dev — Files device

- Chtra céac tap tin dé nhan biét cho céc thiét bi ctia hé théng (device files).

- Bao gém thiét bi dau cudi, USB hodc céc thiét bi duoc gén trén hé théng.

- Vi du: /dev/ttyl, /dev/usbmon0
2.3.1.6. /proc — Process Information

- Chua cac thong tin vé System Process.

- Pay 1a hé thong tap tin gia co chira thong tin vé cac qua trinh dang chay. chang han
nhu thu muc /proc/ {pid} ¢ chira thong tin vé qué trinh dic biét cua pid.

- Pay 1a mot hé théng tap tin 4o c6 thong tin vé tai nguyén hé théng. Chang han nhu
/proc/uptime.
2.3.1.7. Ivar — Variable Files

- Var 1a viét tat cua variable file, luu lai tap tin ghi cac sb liéu bién doi (variable files).

- N6i dung céc tap tin duoc du kién s& tang 1€n tai thu muc nay.

- Bao gdm: hé thdng tap tin log (/var/log), cac goi va cac file dit liéu (/var/lib), email
(/var/mail), print queues (/var/spool); lock files (/var/lock); cac file tam thoi can khi
reboot (/var/tmp).
2.3.1.8. [tmp — Temporary Files (cac tap tin tam thoi)

- Thu muc chtra cac tap tin tam thdi dugc tao boi hé thong va user.

- Céc tap tin tao thu muc nay duogc x6a khi hé¢ théng duoc khéi dong lai (reboot).
2.3.1.9. /usr — User Programs

- Chira cac tmg dung, thu vién, tai liéu va mi ngudn cac chuong trinh thir cip.
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- /usr/bin chira cac tap tin ctia cac Gmg dung chinh di duoc cai dat cho user. Néu ban
khong tim théy user binary tai thu muc /bin, ban cé thé tim tai thu muc /ust/bin. Vi du
nhu at, awk, cc, less, scp.

- /usr/sbin c6 chira cac tap tin ing dung cho Admin hé théng. Néu khong tim thiy hé
nhi phan tai /sbin, ban c6 thé tim tai /usr/sbin. Chfmg han nhu atd, cron, sshd, useradd,
userdel.

- /usr/lib chira thu vién /usr/bin va /usr/sbin.

- fust/local chira cac chuwong trinh user ma ban cai dit tir ngudn.

Chang han khi ban cai dit apache tir ngudn, apache ndm duéi /ust/local/apache?.
2.3.1.10. /home — thw muc Home
- Thu muc chinh luu trit cac tap tin ca nhan cua tat ca user.

- Vi du: /home/john, /home/nikita.
2.3.1.11. /boot — Boot Loader Files

- Chira cac tap tin cu hinh cho qua trinh khoi dong hé théng.

- Cac file Kernel initrd, vmlinux, grub nim trong /boot.

- Vi du: nitrd.img-2.6.32-24-generic, vimlinuz-2.6.32-24-generic.
2.3.1.12. /lib — System L.ibraries

- Chira céc file thu vién hd tro cac thu muc ndm dudi /bin va /sbin.

- Tén file thu vién c6 thé 1a 1d* hodc lib*.so.*.

- Vi du: Id-2.11.1.s0, libncurses.so0.5.7.
2.3.1.13. /opt — Optional add-on Applications

- Opt 1 viét tat ctia Optional (tiy chon).

- Chira cac tmg dung add-on tir cic nha cung cap.

- Ung dung add-on dugc cai dat dudi thu muc /opt/ hodc thu muc /opt/ sub.
2.3.1.14. /mnt — Mount Directory

- Gan két cac thu muc hé thdng tam thdi (thu myuc Temporary) noi Sysadmins c6 thé
gan két cac file hé thong.
2.3.1.15. /media — Removable Media Devices

- Géan két cac thu muc Temporary (thu muc tam thoi) duoc hé théng tao ra khi mot
thiét bi luu dong (removable media) dugc cam vao nhu dia CDs, mdy anh k¥ thuat sé...

- Vi du: /media/cdrom for CD-ROM; /media/floppy for floppy drives;
/media/cdrecorder for CD writer.
2.3.1.16. /srv — Service Data

- Svr viét tit cua service.

- Chura céc service cua may chu cu thé lién quan dén dit liéu.

- Vi du: /srv/cvs chtra dit liéu lién quan dén CVS.
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2.4 Cu triic cAy thuw muc

thegeekstuff.com

p—

Hinh 1.5 Cau trac ciy thu muc

/ — Root — Thu muyc gbc

- MBOi tap tin don va thu muc duogc bt dau thu muc géc.

- Chi ngudi ding root méi ¢6 quyén ghi trong thu myc nay.

- Luu y rang thu myc /root 1a thu muc ciia ngudi dung root chtr khong phai 1a thu muc
/.
/bin — Céc tap tin thyuc thi cua nguoi dung

- Chura céc tap tin thyc thi.

- Céc 1énh thuong ding cta Linux ma ban can dé dung trong ché d6 nguoi dung don
duoc luu ¢ day.

- Céc 1énh duoc sir dung bai tat ca nguoi dung trong hé thong duoc luu ¢ day. Vd : Is,
nano , grep..
/sbin — Céc tap tin thwc thi ciia hé thong
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- Cling chtra cac tap tin thyc thi nhu /bin. Cac 1énh dugc luu trong thu myc nay co ban
dugc dung cho quan tri vién va ding bao tri hé thong.

- Vd : iptables, reboot, fsck..

Jetc — Cac tap tin ciu hinh

- Chira cic tap tin cAu hinh can thiét cho tt ca cac chuong trinh.

- Chua cac doan mé khoi dong va tét cac chuong trinh don 1é.

- Vd: /etc/ssh/sshd config, /etc/my.cnf ....

/dev — Cac tap tin thiét bi

- Chira cac tap tin thiét bi. No chira cac tap tin thiét bi diu cudi nhu 12 USB hoic bat
ky thiét bi ndo gin vao hé thong.

- Vd: /dev/sda, dev/usbmonO..

/proc — Théng tin tién trinh

- Chira cac thong tin vé tién trinh ciia hé thong.

- Cac tap tin tai ddy chua thong tin vé cac tién trinh dang chay. Vd : /proc/{pid}
directory chira thong tin tién trinh véi pid ban chon.

- Pay 1a cac tap tin hé théng 4o véi ndi dung tai nguyén hé théng. Vd: /proc/cpuinfo,
/cpu/uptime. ..

/var — Céc tap tin bién doi

- Chta céc tap tin ma dung lugng 16n dan theo thoi gian su dung.

- Bao gdém — Céc tap tin ghi cha vé hé thdng (/var/log); cac goi va cac tap tin co so dit
ligu (/var/lib); thu dién tr (/var/mail); hang doi in queues (/var/spool); cac tap tin khoa
(/var/lock); cac tap tin tam dugc dung khi khéi dong lai (/var/tmp);

/tmp — Thw muc chwa cac tap tin tam

- Thu muc chtra cac tap tin tam dugc tao boi hé théng va nguoi dung.

- Cac tap tin trong thu muc nay bi x6a khi hé théng khoi dong lai.
/usr — Cac chwong trinh cia nguwoi dung

- Chura cac tap tin thuc thi, thu vién, tai liéu va ma nguén cho cac chuong trinh murc
d6 th hai.

- /usr/bin chira cac tap tin thyc thi cho cac chwong trinh cta ngudi ding. Néu ban
khong thé tim thay trong thu muc /bin thi nam trong /usr/bin. Vd: at, awk, cc, less...

- /ust/sbin chura céac tap tin thuc thi cho quan tri hé théng. Néu ban khong thé tim théy
trong /sbin thi tim trong /usr/sbin. Vd: cron, sshd, useradd...

- /usr/lib chura cac tap tin thu vién /usr/bin va /ust/sbin

- /ust/local chira cac chuong trinh ciia ngudi ding ma ban cai tir ma ngudn . Vd : cai
apache, n6 dugc dua vao thu muc /usr/local/apache?2.

/home — Thuw muc nguoi dung
- Chura cic tap tin ctia nguoi dung trong hé thong.
- Vd: /home/hostvn, /home/bloghostvn...
/boot — Céac tap tin ciia chuwong trinh khéi dong may
- Chua nhiing tap tin lién quan dén chuong trinh khéi dong may.
- Cac tap tin vmlinux, grub dugc luu trong thu muc /boot
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- Vd: initrd.img-2.6.32-24-generic, vmlinuz-2.6.32-24-generic..
/lib — Céc tap tin thuw vién ciia hé thong
- Chura cac tap tin thu viéc dé hd tro cac tap tin thuc thi trong /bin va /sbin
- Tén cac tap tin nay la 1d* hoac lib*.so*.
- Vd: 1d-2.11.1.s0, libncurses.so0.5.7
/opt — Cac irng dung tuy chon hodc thém
- opt 1a viét tit cuia optional
- Chura cac ing dung thém cua cac hang khac nhau.
- Cac tng dung thém nén duogc cai trong thu muc con cia thu muc /opt/.
/mnt — Thue muc mount
- Thu muc mount tam tho1 noi ma ngudi quan tri hé théng ¢ thé mount céc tap tin hé
théng.
/media — Céc thiét bi thao lip
- Thu muc chira cac mount tam thoi cho céc thiét bi thao lép.
- Vd: /media/cdrom cho CD-ROM; /media/floppy cho 6 dia mém; /media/cdrecorder
cho 6 dia ghi CD.
/srv — Dir liéu dich vu
- Srv 1a viét tit cia service
- Chura céc dit liéu lién quan to1 cac dich vu trén may chu.

Cau héi on tap
1. Hay néu qua trinh phat trién cta hé diéu hanh Linux? Ly vi du minh hoa vé cac nuéc
trén thé gidi dang sir dung hé diéu hanh nay?
2. Hay cho biét uu diém ciia hé diéu hanh Linux? Nhuogc diém khi sir dung hé diéu hanh
nay?
3. V& so d6 kién trac chung va néu kién tric ctia Linux Redhat?
4. Cho biét cac dic tinh cta h¢ diéu hanh Linux? Lién hé thyc t&?
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BAI 2. CAI PAT HE PIEU HANH LINUX
Gioi thi¢u

Trong bai nay giup hoc sinh x4c dinh cau hinh phan cting phu hop, hoc sinh c6 kha
nang tir nhu cau thuc té dé tinh toan dua ra cAu hinh phan ctng thich hop nhit tir bo nhd,
dung lugng b nho, chuén thiét bj dau cudi...dé chuén bi cho budc cai dat Linux tdt nhat.
Nang cao nhan thirc vé tinh tuong thich.

1. Muc tiéu cia bai

- Trinh bay dugc cac phuwong phéap cai hé diéu hanh linux;

- M0 ta dugc nguyén 1y hoat dong va chuong trinh khéi dong cua hé diéu hanh linux;

- Str dung va phan vung duoc dia cing trong linux;

- Phuc hdi dugc mat khau root trén linux;

- Sao luu va phuc hdi duoc hé diéu hanh linux

- Y thuc ky luat trong hoc tap, tinh than hop tac, giup d& 1an nhau
2. N¢i dung cua bai:

2.1 Gi6i thiéu hé diéu hanh Debian

Debian 1a mot hé diéu hanh may tinh do phé bién Dy 4n Debian xay dung, 13 ban phan
phéi phan mém tu do duogc phat trién tir sy cong tac clia cic tinh nguyén vién trén khap
thé gidi. Ké tr luc bat dau dén nay, hé thong chinh thirc phat hanh dudi tén
goi Debian GNU/Linux, dugc xdy dung dua trén nhan Linux véi nhiéu cong cu co ban
ctia hé diéu hanh, léy tor du an GNU. Hién tai c6 cac phién ban Debian dya trén cac hat
nhan khac, gdm c6 nhan cia GNU Hurd, NetBSD va FreeBSD.

Debian c¢6 tiéng vé mdi lién két chat ch& véi triét 1i Unix va phan mém ty do. N6 ciing
c6 tiéng vé su phong phtl cho cac chon lya: phién ban phat hanh hién tai c6 hon
29000 g6i phan mém cho 11 kién triic may tinh, tir kién trac ARM thudng gip & cac hé
thdng nhiing va kién triic may tinh 16n s390 ctia IBM cho dén cac kién trac thudng gip
trén may tinh ca nhan hién dai nhu x86 va PowerPC.

Debian duoc hd tro nhd cac khoan quyén gop thong qua to chirc Software in the
Public Interest, mot té chirc bao tro phi lgi nhuén cho cac du an phén mém tyu do.

Linux khong doi hoi may c6 cau hinh manh. Cau hinh t6i thiéu nén dung:

Mot b may tinh Pentium III véi 256 MB RAM trd 1én, ¢6 gan mot 6 doc CD 1a du dé sir
dung dia Live CD Centos.

B0 nhé RAM cang 16n thi cang t6t do moi truong lam viée d6 hoa GNOME kha t6n vé
bd nhd. May tinh khong can thiét phai gin mot 6 dia cing. Tuy nhién, néu sau ndy mudn
cai hé diéu hanh Centos vao dia cting, thi can mot 6 climg véi 5-10 GB tréng.

Mainboard ctia may tinh phai hd trg viéc khoi dong may tinh tir 6 doc dia CD, d6 la
truong hop ctia hau nhu tat ca cic mainboard may tinh tir nam 2000 tré lai ddy.

2.2 Tai vé va cai dit Debian
2.2.1 Téi vé Debian

Pé tim thong tin vé cach tai Debian GNU/Linux xuéng Mang hodc tir ho ban co thé

mua dia CD Debian chinh thirc, xem trang ban phat hanh distribution web page. Danh
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sach cac may nhan ban Debian list of Debian mirrors chira by day du cia may nhan ban
Debian chinh thirc, dé cho ban tim may gan nhét chd minh.

Rét d& dang ning cap duoc Debian sau khi cai dit. Thu tuc cai dit s& gitip d& ban thiét
1ap hé thong dé cho ban kha ning nang cip ndé mot khi cai dit xong, néu can thiét.
2.2.2 Cai dat Debian
2.2.2.1. Tham s6 trinh cai dit Debian

Heé thong cai ddt nay chap nhan vai tham s6 khéi dong thém c6 thé hitu ich.

Mot s6 tham sb co “dang ngan” gitip d& tranh su han ché cua cac tuy chon dong 1énh
hat nhan va 1am cho dé hon nhap tham $6. Tham sd c6 dang ngén thi dugc hién thi trong
dau ngodc dung sau dang dai (chuan). Cac mau thi dy trong so tay nay ciing thuong ding
dang ngan.

debconf/priority (priority)

Tham sd nay dat wu tién thdp nhét cho nhitng thong diép can hién thi.

Ban cai dat mic dinh tiy theo uu tién cao debconf/priority=high. C6 nghia 1 hién thi
nhiing thong diép c6 wu tién ca cao 1an téi han, con bé qua nhitng thong diép wu tién vira
va thap. Néu gap 101, trinh cai dat diéu chinh wu tién nhu can thiét.

Néu ban thém uu tién vira debconf/priority=medium la tham s6 khai dong, ban s&
thay trinh don cai dat, gianh thém kha nang diéu khién tién trinh cai dat. Con khi dung wu
tién thip debconf/priority=low, moi thong diép duoc hién thi (n6 twong duong voi
phuong phép khéi dong). Véi vu tién t6i han debeonf/priority=critical, hé thong cai dat
s& hién thi chi nhitng thong diép nghiém trong, s& cd gang 1am viéc dung, khong twong
tac nhiéu.

DEBIAN FRONTEND

Tham s6 khoi dong nay diéu khién kiéu giao dién ngudi dung dugc dung cho bo cai
dat. Cac gia tri tham s6 hién thoi c6 thé:

DEBIAN FRONTEND=noninteractive (khong tuong tac)
DEBIAN_FRONTEND=text (van ban)
DEBIAN_FRONTEND=newt (trinh newt)
DEBIAN_FRONTEND=gtk (trinh gtk)

Giao dién mac dinh
la DEBIAN_FRONTEND=newt. DEBIAN FRONTEND=text c¢ I¢ thich hop hon cho
tién trinh cai dit bang ban diéu khién ndi tiép. Thuong chi giao dién newt co sin trén vat
chira cai dat mic dinh. Trén céac kién trac co phai hd tro nd, bod cai dat kiéu dd hoa thi sir
dung giao dién gtk.

BOOT DEBUG

Viéc dat tham sb khoi dong nay (g& 16i khoi dong) thanh 2 s& gay ra tién trinh khoi
dong trinh cai dat s€ dugc ghi luu mdt cach chi tiét. Con viéc dat né thanh 3 1am cho trinh
bao gd 16i san sang tai mot s6 diém thoi c6 ich trong tién trinh khéi dong. (Hay thoat khoi
trinh bao dé tiép tuc lai tién trinh khoi dong.)

BOOT_DEBUG=0
Day la gia tri mac dinh.
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BOOT_DEBUG=1

Chi tiét hon cap thuong.
BOOT _DEBUG=2

Xuat rat nhiéu thong tin g& 13i.
BOOT_DEBUG=3

Chay trinh bao tai mot s6 diém thoi khac nhau trong tién trinh khoi dong, dé cho kha
nang g& 1 chi tiét. Hay thoat khoi trinh bao dé tiép tuc lai khdi dong.

INSTALL MEDIA DEV

Gia tri ciia tham sb nay (thiét bi vat chira cai dit) 1a duong dan dén thiét bi tir d6 cin
tai trinh cai dat Debian. Vi dy, INSTALL_MEDIA DEV=/dev/floppy/0

Pia mém khoi dong, ma thuong quét moi dia mém c6 thé dé tim dia mém gbc, c6 thé
bi loc boi tham sb nay dé phat hién chi mot thiét bj thoi.

debian-installer/framebufter (fb)

Mot s6 kién trac riéng st dung bo dém khung (framebuffer) cuia hat nhan dé cung cap
kha ning cai dat bang nhiéu ngdn ngir khac nhau. Néu bo dém khung giy ra 15i trén hé
thong, ban van c6 thé tat tinh ning nay bang tham sd fb=false. Trudng hop ngu ¥ su kho
1a thong diép 16i vé bterm hay bogl, man hinh tréng hay hé thong dong dic trong vong
vai phut sau khi khdi chay tién trinh cai dit.

Ldi nhu vay da duoc thong bao trén may kiéu hppa.

debian-installer/theme (theme)

Sic thai x4c dinh dién mao cua giao di¢n nguoi dung (mau sic, biéu tuong v.v.).
Nhiing sic thai c6 san dic trung cho 16i vao. HIén thoi 16i vao kiéu ca newt 1an gtk déu
chi c6 mot sdc thai “dark” (t61) duoc thiét ké cho nhirng ngudi dung thi luc kém. Hay dit
sdc thai bang cach khoi dong v6i tham sé theme=dark.

debian-installer/probe/usb

Dit thanh false (thaim do USB 14 sai) dé ngin can tham do USB khi khai dong, néu
tinh niing nay gy ra 16i.

netcfg/disable dhcp

Maic dinh 1a debian-installer tham do tu dong cAu hinh mang qua dich vu DHCP. Néu
viéc thim do 13 thanh cong, ban s& khong c6 dip xem lai va thay doi thiét 1ap duoc lay.
Ban c6 thé téi bude ty thiét 1ap mang chi trong trudng hop gap 16i tham do DCHP.

Néu ban ¢6 may DHCP chay trén mang cuc by, nhung mudn tranh nd vi, léy thi du, no tra

10i sai, ban c6 kha nang nhap tham s6 netcfg/disable_dhcp=true (tit DHCP 14 dung) dé

ngin can cau hinh mang bang DHCP, ciing dé ty nhap thong tin do.
hw-detect/start_pcmcia

bat thanh false (khoi chay PCMCIA 1a sai) dé ngan can khéi chay dich vu PCMCIA,
néu né gy ra 16i. Mot s6 may tinh xach tay 1a ndi tiéng do truong hop 151 nay.

preseed/url (url)

Xac dinh dia chi Mang cua tap tin cAu hinh sén can tai vé va st dung dé tu dong hoa
tién trinh cai dat..

preseed/file (file)
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Xéc dinh duong dan dén tap tin ciu hinh sén can nap dé ty dong hoa tién trinh cai dit.

auto-install/enable (auto)

Hodn c4c cau binh thudng dugc hoi trude khi co kha ning chén sin, dén sau khi mang
duoc ciu hinh.

cdrom-detect/eject

Maic dinh la (Phat hi¢n dia CD-ROM/déy ra), truoc khi khoi dong lai, debian-
installer day ra ty dong vat chira quang duoc dung trong khi cai dat. Ung xir nay c6 thé
khong phai can thiét néu hé thdng khong khoi dong tw dong tir dia CD. Trong mot sb
truong hop riéng, tng xir nay ngay ca gy ra 161, vi du néu 6 dia quang khong co kha
nang nap lai vat chtra con nguoi dung khong tai chd dé ty nap. Nhiéu 6 dia nap khe, hinh
thon, va kiéu ngan kéo khong thé tai lai tu dong vat chura.

Dit thanh false (sai) dé tit kha ning ddy ra tu dong; ciing ghi nhé ring ban c6 18 s&
can phai dam bao hé théng khong khoi dong tu dong tir 6 dia quang sau khi viée cai dit
ban dau.

rescue/enable
(Ctru/enable) Pt thanh true (dung) dé vao ché do ciu, hon 13 chay tién trinh cai dat
chuan.
2.2.2.2 Dung tham so khéi dong dé tra 101 cau hoi

Trir vai thitr, & ddu nhic khoi dong van co6 kha ning dit gid tri cho bét clr cau nao duge
hoi trong tién trinh cai dat, du kha niang nay that chi c6 ich trong mot s6 trudng hop riéng.
debian-installer/locale (locale)

C6 thé dugc dung dé dit ca ngodn ngir 1an qudc gia déu cho tién trinh cai dat. Viéc nay
s& hoat dong duoc chi néu mién dia phuong (locale) dugc xac dinh ciing duoc hd tro
trong Debian. Chang han, hiy dit locale=vi_VN dé chon tiéng Viét 1a ngon ngir va Viét
Nam 14 qudc gia. (Ghi cha : mic du mot sé ngdn ngit, v.d. tiéng Anh, tiéng Phap hay
tiéng Trung, dugc néi trong nhidu qudc gia khac nhau thi c6 nhiéu mién dia phuong khac
nhau, tiéng Viét hién thoi chi 6 mot mién dia phuong trong Debian: locale=vi_VN.)
anna/choose _modules (modules)

Co thé duoc dung dé tu dong nap cac thanh phﬁn cai dat khong duoc nap theo mac
dinh. Hai thanh phan tiiy chon c6 thé hiru ich 13 openssh-client-udeb (dé c6 kha ning six
dung scp trong khi cai dit) va ppp-udeb (dé hd tro kha ning cAu hinh PPPoE).

netcfg/disable dhcp

bat thanh true (ding) néu ban mudn tit dich vu DHCP va ép budce céu hinh mang tinh
thay thé.

mirror/protocol (protocol)

Mic dinh 14 bo cai dat s& dung giao thire HTTP dé tai cac tap tin xudng may nhan ban
Debian: khong hd tro viéc chuyén ddi sang FTP trong tién trinh cai dat c6 wu tién chuan.
Béng cach dit tham sb nay thanh ftp, ban cé kha nang ép budc b cai dat s dung giao
thirc FTP thay thé. Ghi chu rang khong thé chon may nhan ban FTP trong danh sach: can
phai ty nhap tén may FTP.

tasksel:tasksel/first (tasks)
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C6 thé duoc dung dé chon cac cong viéc khong sin sang trong danh sach cong viéc
tuong tac, v.d. cong viéc kde-desktop.
2.2.2.3. Giri tham s6 cho mo-dun hat nhén

Néu trinh diéu khién nao dugc bién dich vao hat nhan, ban c6 kha nang gui tham sb
cho ching, nhu duoc dién ta trong tai liéu huéng dan vé cach st dung hat nhan. Tuy
nhién, néu trinh diéu khién duge bién dich dang mo-dun, vi mé-dun hat nhan dugc nap
khac trong tién trinh cai dit so sanh véi tién trinh khoi dong hé théng da cai dat, khong
thé giri tham sb cho mo-dun nhu binh thudng. Thay vao d6, ban can phai sir dung ct
phap dac biét dugc bo cai dat chép nhén s& dam bao cac tham s duge luu vao tap tin ciu
hinh dtng thi duoc dung khi mo-dun that duoc nap. Cac tham sb nay ciling sé tu dong
dugc gom trong cau hinh cho hé théng da cai dat.

Ghi chu rang luc bay gio hoi it khi cAn phai giri tham s6 cho md-dun. Trong phan 16n
truong hop, hat nhan c6 thé thaim do phan ctng cua hé thong thi dit cac gia tri mic dinh
c6 ich. Tuy nhién, trong mot s6 trudng hop riéng, van can phai tu dat tham sd.

Pé dat tham s cho mo-dun, hay st dung ct phép:

tén_mé-dun.tén_tham_so=gid_tri

Néu ban can phai giri nhiéu tham sb cho cung mot mo-dun hay nhiéu mé-dun khac
nhau, don gian hiy lip lai cau 1énh nay. Chang han, dé dit mot thé giao dién mang 3Com
cii str dung bo két ndi BNC (co-ax) va IRQ10, ban can giri:

3¢509.xcvr=3 3¢509.irqg=10
2.2.2.4. Cam mo-dun hat nhén

Doi khi can phai cAm mot mo-dun dé ngan can no6 tu dong duoc nap boi hat nhan va

trinh udev. Mot 1y do c6 thé 1a mo-dun d6 gy ra van dé voi phan cing. Hat nhan ciing
d6i khi liét ké hai trinh diéu khién khac nhau cho cing mét thiét bi. Trudng hop nay cé
thé gay ra thiét bi d6 khong hoat dong duoc néu nhitng trinh diéu khién xung dot, hoic
néu trinh diéu khién khong ding dugc nap trude.
Ban c6 kha ning cdm mo-dun bang ct phap nay: tén_mé-dun.blacklist=yes (danh sach
mau den=c6). Cau lénh nay s& gdy ra mo-dun d6 bi cim trong tap
tin /etc/modprobe.d/blacklist.local, ca hai trong tién trinh cai dat, va trén hé théng duoc
cai dat.

Ghi chu rﬁng mod-dun d6 van con ¢6 thé duge nap boi hé théng cai dat chinh né. Ban
van c6 thé ngin can viéc ndy cay ra, bang cach chay tién trinh cai dit trong ché do
chuyén mén va bé chon md-dun d6 trong danh sach cac moé-dun duoc hién thi trong
nhiing giai doan phat hién phan cimg.

2.3 Pia ctrng va phan vung dia trong Linux
2.3.1 Phéan vung 6 dia cirng

Dia cimg duoc phan ra nhidu ving khac nhau goi 1a partition. Mdi partition st dung
mot hé théng tap tin va luu trir dir liéu. Mdi dia chi cho tbi da 4 partition chinh (primary).
Gi6i han nhu vay 1a do Master Boot Record cua dia chi ghi tdi da 4 chi muc t6i 4
partition.
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Dé tao nhiéu partition Iuu trit dir liéu (hon 4) nguoi ta dung partition mo rong
(extended partition). Thuc ra partition mé rong ciling 1a primary partition nhung cho phép
tao cac partition con dugc goi la logical partition trong no.

2.4 Quan ly § dia va partition trong linux:

Linux st dung co ché truy xuat 6 dia thong qua tap tin. Mdi 6 dia duoc gan véi mot
tap tin trong thu muc /dev/. Ky hiéu 6 dia 1a fd cho 6 mém, hd cho 6 ctng, sd danh cho 6
SCSI. Ky tu a,b,c..., gan thém vao d& xac dinh cac 6 dia khac nhau cung loai. Pé xéac
dinh partition trong mot 6 dia nguoi ta thuong dung céac sé di kém nhu hdal,hda2. ..

Ky tu mé ta  dia Physical block devices(Cacthiét bi luu trit)
Hda Primary Master

Hdb Primary Slave

Hdc Secondary Master

Hdd Secondary Slave

Sda First SCSI disk

Sdb Second SCSI disk

Vi du:

hdal - FAT Primary Partition
hda2? - Linux Native

- hda3 — Extended partition

hda5 hdab

Hinh 2.1 Quén 1y 6 dia va partition trong linux

Nhu hinh 2.1 14 céc partition cta 6 cung thir nhat hda: c¢6 2 partition chinh ky hiéu 1a
hdal va hda2, mot partititon mé rong la hda3. Trong partition m¢ rong hda3 co6 2
partition logic c6 ky hiéu 1a hda6 va hda5. Trong Linux bat budc phai co tbi thiéu 2
partition sau:

- Partition chinh chtra thu muc géc (/) va hat nhan ( goi 1a Linux Native partition)

- Partition swap duoc dung lam khéng gian hoan doi dir liéu khi ving nhé chinh dugc
sir dung hét. Kich thudc ciia phan swap str dung tiiy thudc hé thong minh str dung nhiéu
hay it tng dung. Thong thuong thi kich thude ving swap bang kich thude bd nhd chinh.
2.5 Cac bude cai dit hé didu hanh Linux

- Yéu cau phan cimg: Péap tmg duogc cic yéu cau tbi thicu.

- Chuén bi: B CD-ROM cai dit RedHat

- Tién hanh cai dat
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Budc 1 : Tuy chon cai dat

= redhat.
| RedHatLinux® |

To install or upgrade Linux in graphical mode,
press the (ENTER> keu.

To install or upgrade Linux in text mode, type:
limux text <{ENTER:.

Uze the function keus listed below for more information.

boot :

Hinh 2.2 Cai dat red hat Linux budc 1
- Nhan Enter dé tiép tuc
Budc 2 : Kiém tra dia CD

Welcome to Red Hat Linux

{ CP Found }

To begin testing the CD media before
installation press OK.

Choose Skip to skip the media test
and start the installation.

<Tab>-<Alt-Tab> between elements i <Space> selects | <F1Z> next screen
Hinh 2.2.1 Cai dat red hat Linux budc 2
- Chon Skip dé bé qua kiém tra
Budc 3 : Man hinh welcome

Online Help 1 [Welcome

Welcome to Red Hat
Linux

Welcome! This installation
process is outlined in detail in
the Red Hat Linux Installation
Guide available from Red Hat,
Inc. Please read through the
entire manual before you begin |
this installation process.

HTML and PDF copies of the
manual are available online at
htp /Awww.redhat.com/docs.
There is also an HTML copy on
the CD set.

If you have purchased a boxed Red Hat Linux @

set, be sure to register your
product through our website . T a 5
(http:ﬁ‘www.redhat.comfappsf Copyright ©2003 Red Hat, Inc. All Rights Reserved.
activate/).

Thrauahaut thic inctallation woo ]

|@ Hide Help | Dﬂelease Motes | | 48 PBack | |EP Next |

Hinh 2.2.2 Cai dat red hat Linux budc 3 )
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- Nhan Next dé tiép tuc
Budc 4 : Language Selection

M — - -
Online Help Language Selection
Language Selection What language would you like to use during the Installation
process?

Choose the language you would
like to use during this installation. Chinese(Simplified) (T8 {15 37) -~
Chinese(Traditional) (#8894 2)
Czech (Cestina)
Danish (Dansk)
Dutch (Nederdands)

Russian (Pyccxuf)

Spanish (Espanol)
Swedish (Swenska)

[@Hdcﬂclpl [Dﬁeleasc Naes] Ié Back ] L3 [59 Next J
Hinh 2.2.3 Cai dat red hat Linux budc 4
- Chon ngdn ngit mudn hién thi, trong gido trinh nay chon English va nhan Next.
Budce 5 : Keyboard Configuration

- TEYrot

[«

Online Help Keyboard
Keyhoard Conﬁgu ration @ Select the appropriate keyboard for the system,
Choose the layout type for the Russian (Microsoft) 2!
keyboard (for example, U.S. Russian {rul}

English) that you would like to use

Russian (m2)
for the system.

Russian (win)
United Kingdom

U.S. English

LS, Intemational =

.|@|-udel_-teln| | () Release Notes | | (@ pack | [ nea |

Hinh 2.2.4 Cai dat red hat Linux budc 5
- Chon keyboard U.S. English va nhan Next.
Budc 6 : Mouse configuration

Online Help __ Mouse Configuration
Mouse Cﬂnﬁguraﬁnn @ Select the appropriate mouse for the system.
Choose the correct mouse type | model ||EI

for your system. 3 Button Mouse (USB)

Do you have a PS/2, USB, Bus | | TR e N

or serial mouse? (Hint: If the Wheel Mouse (USE)

cannector your mouse plugs I Genius

Try to find an exact match. If an | MOLSE SySTEms MOUSe (Senal)
exact match cannot be found, Mo mouse

choose one which is Sun Mouse

compatible with yours.
Otherwise, choose the

Device

appropriate Generic mouse fdeviiy S0 (COML under DOS)
type. fdlew COM2 under DOS)
Jd Y (COM3 under DOS)
If you have a serial mouse, pick 1d } (COM4 under DOS)
the device and port it is
connected to in the next box.  [«] Emulate 3 buttons
[ ride Help| | Belease Notes | [@ Back | [ mext |

Hinh 2.2.5 Cai dat red hat Linux budc 6
-Pé mic dinh va néu mouse cta ban c6 3 nat nhan thi ban check vao Emulate 3
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buttons va nhan Next.
Budc 7 : Installation Type

Online Help Installation Type

Personal Desktop

Perfect for personal computers or laptops, select this instalation type to
install a graphical desktop environment and create a system deal for
home or desktop use.

Installation Type =

Choose the type of installation
that will best meet your needs.

This option instals a graphikal desktop environment with tools for
software development and system administration,

Workstation
An installation will destroy any
previously saved information on '
the selected partitions.

. Server
For more information concermning O d‘\a Select this installation type lm would ke to set up file sharing, print

. = haring, and Web services. Addrional services can aiso be enabled,
the differences among these N ot el ik e

S : and you can choose whether or not to install a graphical environment,
installation classes, refer to the

Red Hat Linux Installation Guide.
Custom
@ Select this installation type to gain complete control over the instalation

process, inckiding software package selection and authentication
preferences.

5 Hide ucip| 1D3elcasc Notcs| | & Back { & Next

Hinh 2.2.6 Cai dat red hat Linux budc 7
- Chon Custom va nhan Next.
Budc 8 : Disk Partitioning Setup

Online Help Disk Partitioning Setup
Disk Partitioning Setup

One of the largest obstacles for a
new user during a Linux
installation is partitioning. Red Hat
Linux makes this process easier

by providing automatic
partitioning. fﬁ\utoma.tic Partitioning sets partitions h_ased on th_e_selected
installation type. You also can customize the partitions once

. . they have been created.
By selecting automatic

partitioning, you will not have to The manual disk partitioning tool, Disk Druid, allows you to
use partitioning tools to assign create partitions in an interactive environment. You can set the
mount points, create partitions, or file system types, mount points, partition sizes, and more.
allocate space for your () Automatically partition

installation. (® Manually partition with Disk Druid
I ..

To partition manually, choose the

Disk Druid partitioning tool.

Use the Back button to choose a
different installation, or choose
Next if you want to proceed with
this installation.

‘@ Hide ﬂelp‘ ‘D Release Notes ‘
Hinh 2.2.7 Cai dat red hat Linux budc 8
- Chon Automatically partition: Néu hé thong cua ban kiéng ¢6 Window , cai dat
vao Partiton twong ng véi 6 C.
- Chon Manually partition with Disk Druid: Néu c6 Window séng chung vai Linux
thi bit budc ban phai chon Option nay dé budc ké ban cé thé chon Partition twong (ng
can cai Linux.
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- Nhéan Next dé tiép tuc.
Buéc 9.1 : Thém hé thong file “/”

- Thém hé théng file </ :

- Nhan vao ntt New dé xuét hién man hinh Add Partion.

- Mount Point: Chon “/”

- File System Type: Chon ext3

- Size (MB): Néu chon phan vang cho Swap va Boot,... thi chon size twong tng
(Swap = 2 1an Ram, Boot thuong khoang 100 MB).

- Additional Size Options: Chon Fill to maximum allowable size (toan bd phan dia
con lai).

- Nhan OK.

Add Partition
Mount Foint: / ]

File System Type: ext3 o

sda 6142 MB WVMware, YWMware Virtual S

Allowable Drives:

Size (MB): 100 =
Additional Size Options
() Fixed size

) Fill all space up to (MB): 1 =
@ Fill to maximum allowable size

[ | Force to be a primary partition
[1 Check for bad blocks

& cancel <:9 oK

- Thém hé thdng file “/: nhan vao nat New dé xuat hién man hinh Add Partion.
+ Mount Point: Chon “/”
+ File System Type: Chon ext3
+ Size (MB): Néu chon phéan ving cho Swap va Boot,... thi chon size twong ung
(Swap = 2 lan Ram, Boot thuong khoang 100 MB).
+ Additional Size Options: Chon Fill to maximum allowable size (toan bd phan
dia con lai).
+ Nhan OK.
- Thém hé thdng file /boot: nhan vao nat New lan nira dé xuat hién man hinh Add
Partion.
+ Mount Point: Chon “/boot”
+ File System Type: Chon la “ext3”
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+ Size (MB): Thuong chon 100MB

+ Additional Size Options: Mac dinh

+ Nhéan OK.

- Thém hé thdng file Swap: nhan vao nit New lan nita dé xuat hién man hinh Add

Partion.

+ Mount Point: not

+ File System Type: Chon la “swap”

+ Size (MB): Thuong chon gap doi Ram

+ Additional Size Options: Mac dinh

+ Nhéan OK.

Buc 9.2 : Thém hé thong file /boot
- Thém hé thdng file /boot
Nhan vao nat New lan nita dé xuat hién man hinh Add Partion.
Mount Point: Chon “/boot”
File System Type: Chon la “ext3”
Size (MB): Thuong chon 100MB
Additional Size Options: Mac dinh
Nhan OK.
Buéc 9.3 : Thém hé thong file Swap
- Thém hé théng file Swap

Nhan vao nat New lan nita dé xuat hién man hinh Add Partion.
Mount Point: not
File System Type: Chon la “swap”
Size (MB): Thuong chon gip d6i Ram
Additional Size Options: Mac dinh
Nhan OK.
Buoc 9.4 : Disk Setup (tt)

+ + + + + +

+ + + + +

+
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Online Help

Disk Setup

Choose where you would like
Red Hat Linux to be installed.

If you do not know how to
partition your system or if you
need help with using the
manual partitioning tools, refer
to the Red Hat Linux
Installation Guide.

If you used automatic
partitioning, you can either
accept the current partition
settings (click Next), or modify
the setup using the manual
partitioning tool.

If you are manually partitioning
your system, you will see your
current hard drive(s) and
partitions displayed below. Use

i,

the partitioning tool to add, edit,

-

Hide Help | ‘D Release Notes |

Partitioning

Drive /dev/sda (Geom: 522/255/%3) (Model: VMware, VMware Virtual S)

sgsdaz sda3
14509 MEB 3482 MB
New. H Edit ” Delete Reset ” RAID ” LvM
) Mount Point/ Size
Device RAID/Volume Type Format (MB) Start | End
~ Hard Drives
- fdev/sda
/devjsdal  /boot ext3 o 102 1 13
Jdev/sda2 swap ¥4 510 14 78

Jdev/sda3

[[] Hide RAID device/LVM Volume Group members

I
|¢ Back | |E> Next |

Hinh 2.2.8 Cai dat red hat Linux budc 9.4
- Nhan Next dé tiép tuc (néu ban chi c6 mét hé théng file 1a “/” thi mot thong diép
canh bao chua tao Swap hién ra, ban nhan nut Yes dé dong ¥).
Budce 10 : Boot Loader Configuration

Online Help

Boot Loader
Configuration

By default, the GRUB boot
loader will be installed on the
system. If you do not want to
install GRUB as your boot
loader, select Change boot
loader.

You can also choose which OS
(if you have more than one)
should boot by default. Select
Default beside the preferred
boot partition to choose your
default bootable OS. You will
not be able to move forward in
the installation unless you
choose a default boot image.

You may add, edit, and delete
the boot loader entries by
selecting a partition with your

mause and then clickina an the

-

‘@ Hide Help ‘ |D Release Motes |

The GRUBE boot loader will be installed on /dev/sda.

[] Configure advanced boot loader

Boot Loader Configuration

Change boot loader

You can configure the boot loader to boot other operating
systems. It will allow you to select an operating system to
boot from the list. To add additional operating systems,
which are not automatically detected, click 'Add.' To
change the operating system booted by default, select
'Default’ by the desired operating system.

|Defau|t |Labe| |Device | Add
[ Dos fdev/sdal Edit
Red Hat Linux /fdev/sda3
Delete
Enter Boot Loader Password

A boot loader password prevent:
optiens passed to the kernel. F¢ Enter a boot loader password and then confirm it.
security, it is recommended tha

Password: || |

Use a boot loader password

Confirm: | |

| M cancel ‘ ‘ @gl( |

‘Cil Back ‘ |E> Next ‘

Hinh 2.2.8 Cai dat red hat Linux budc 10
- Néu mudn dat Password lic boot hé théng thi ban check vao Use a boot loader

password va sao d6 nhap Password vao.
- Néu hé théng ctia ban d3 c6 Window thi ban c6 thé chon Window hodc Red Hat lam

hé diéu hanh mic dinh lac khoi dong.
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- Nhén Next dé tiép tuc.
Budce 11 : Network Configuration

Online Help — - Metwork Configuration

— MNetwork Devices

Active on Boot | Device |IP/MNetmask Edit

Any network devices you have eth0  172.29.22.80/255.255.255.0
on the system will be
automatically detected by the
installation program and shown
in the Network Devices list.

Network Configuration

To configure the network

. . Hostname

device, first select the device et the b )
and then click Edit. In the Edit et the hostname:
Interface screen, you can O automatically via DHCP
choose to have the IP and

. . manuall Selab204
Netmask information configured |[— ©@m Y
by DHCP or you can enter it

Y Y Miscellaneous Settings L3
manually. You can also choose
to make the device active at Gateway: 172 - 29 .22 L1
boot time. Brimary DNS:  |172 . 29 .1 .| 2
. Secondary DNS: 172 .| 29 1 Rk
If you do not have DHCP client )
access or are unsure as to what Ay B0 R B (1 e
this information is, please
contact your Network
Administrator. [*]
‘@ Hide ﬂelp‘ |Dﬁelease MNotes ‘ ‘ 4@ Back ‘ ‘ & Next

Hinh 2.2.9 Cai dat red hat Linux budc 11
- Nhéan nat Edit: dé dat IP Address, Netmask.
- Set the hostname: trong muc manually.
Miscellaneous Settings: Dit cac thong sd sau.
+ Gateway, Primary DNS, Secondary DNS, Tertiary DNS.
+ Nhan Next dé tiép tuc.
Budc 12 : Firewall Configuration

Online Help Firewall Configuration
Select a security level for the system:
Firewall Configuration () High O Medium @ Na firewall
A firewall sits between your O Use default firewall rules
computer and the network, and @ Customize
determines which resources on _
your computer remote users on B a1 .iho
the network are able to access.
Allow incoming:
A properly ;onﬁgured firewall Allow incoming: =" AT
can greatly increase the out-of-
the-box security of your system. O Frp
O ssH

Choose the appropriate [ bHcP
security level for your system. O mail (SMTP)

i i i O Telnet
High Security - By choosing
High Security, your system will Other ports:
not accept connections that are -
not explicitly defined by you. By
default, only the following
connections are allowed:

* DNS replies

L3
* DHCP - so any network [*]
‘@ Hide ﬂelp| ‘Dﬂelease MNotes Q'i Back | | i? Next |
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Hinh 2.2.10 Cai dat red hat Linux budc 12
- Man hinh Firewall Configuration xuét hién: Ban chon mutc d6 bao méat tuy theo yéu
cAu cua ban.

+ High: Hé thong cua ban khong chap nhan cac két ndi ma ban chua khai bao
tuong minh. Mic dinh, chi cic két ndi sau day duoc cho phép: hdi tiép DNS (DNS
replies) va DHCP.

+ Medium: Firewall ctia ban s& cAm cac cudc truy nhap tir xa dén tai nguyén trén
may ban. Mac dinh, céc két ndi dén cac tai nguyén s¢& bi cAm: Tat ca céc céng 6 sb hiéu
nho hon 1023, cdng NFS server (2049), céng X Font server,.. ..

+ No Firewall: Ché d6 bao mat khong dugc dat ra, cac két nbi dén may ban s€
khoéng bi cAm.

+ Customize: Tuy chon nay cho phép ban chu dong hon trong viéc xac dinh céc
thiét bi, két ndi, dich vu nao dang tin cdy. Ban ciling c6 thé thong qua tuy chon “Allow
Incoming” dé quyét dinh c6 nén gidi han hay khong cac dich vu.

Budc 13 : Additional Language Support

Online Help | Additional Language Support

.
| Select the default language for the system: | English (USA) ¥

Select additional languages to install on the system:

Additional Language
Support

L= s T = =

Select a language to use as the [] English (Great Britain) E||

Select Al |

default language. The default
language will be the language
used on the system once
installation is complete. If you
choose to install other
languages, itis possible to
change the default language
after the installation.

Red Hat Linux can install and
support several languages. To
use more than one language on
your system, choose specific
languages to be installed, or
select all languages to have all
available languages installed
on the system.

Use the Reset button to cancel

vour calartinne

‘@ Hide Help ‘

Dﬂelease Motes ‘

[[] English (Hong Kong) |

Select Default Qnly

[] English (India)

[] English (Ireland) |

Reset

[C] English (Philippines)
[ English (Singapore)
[] English (South Africa)
[[] English (Zimbabwe)
[] Estonian

[] Faroese (Faroe Islands)
[] Finnish

[] French (Belgium)

[] French (Canada)

[] French (France)

[ French (Luxemburg)

i PP '

[] English (New Zealand)

[+]

‘43 Back |

‘ &  Next

Hinh 2.2.11 Cai dat red hat Linux budc 13
Chon cac ngdn ngit can hd trg cho hé théng, vi du chon English (USA). Nhan Next dé

tiép tuc.

Budc 14 : Time Zone Selection
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Online Help

[+]

Time Zone Selection

You can set your time zone
either by selecting your
computer's physical location, or
by your time zone's offset from
Universal Time, Coordinated.
(also known as UTC).

Motice the two tabs at the top of
the screen. The first tab offers
you the ability to configure by
location.

From the interactive map, you
can click on a specific city, as
indicated by the yellow dots,
and a red X will appear at your
selection.

You can also scroll through the

Time Zone Selection

Location |UTC Offset |

Pacific/Easter - Easter Island & Sala y Gomez

|L0cation |Descr1ption [+]

Asia/Rangoon
Asia/Riyadh

P |
Asia/Sakhalin

Moscow+07 - Sakhalin Island

. AciafSamarkand wact | Izhalictan El
city list and choose your =] | ]
desired time zone. [ System clock uses UTC

[]
‘@ Hide ﬂelp‘ ‘Dﬂelease MNotes ‘ ‘ 4@ Back | ‘ B Next
Hinh 2.2.12 Cai dat red hat Linux budc 14
- Cho phép chon mui gio, vi du chon Asia/Saigon. Nhan Next d€ ti€p tuc.
Budc 15 : Authentication Configuration
Online Help Authentication Configuration
. . Ig_l Enable MD5 passwords
Authentication o) Enable shad .
- o naple snadow passwords
Configuration P
NIS |LDAP |Kerberos 5 |sMB |
You can skip this section if you [] Enable NIS
will not be setting up network NIS Domain:
passwords. If you are unsure, Use broadcast to find NIS server
ask your system administrator _
for assistance. WIS Sz
Unless you are setting up an
NIS password, you will notice
that both MD5 and shadow are
selected. Using both will make
your system as secure as
possible.

* Enable MD5 Passwords -

allows a long password to be

used (up to 256 characters).

* Use Shadow Passwords -

provides a very secure

method of retaining

naccwnrds far wan El

‘@ Hide ﬂelp‘ ‘Dﬂelease Motes ‘ ‘ 4 Back | ‘E’p" Next |

Hinh 2.2.13 Cai dat red hat Linux budc 15
Man hinh Authentication MDS Passwords xuit hién, nhan Next dé tiép tuc.
Budc 16 : Set Root Password
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Online Help Set Root Password

Set Root Password O Enter the roc‘(administrator) password for the system.

Use the root account only for Root Password: | |

administration. Once the Confirm: |wnw~wmw |
installation has been completed, Root password accepted.
create a non-root account for your
general use and su - to gain root
access when you need to fix
something quickly. These basic
rules will minimize the chances of
a typo or incorrect command
doing damage to your system.

‘ Hide ﬂelp| ‘Dﬂelease Notes| |4= Back | |$ Next |
Hinh 2.2.14 Cai dat red hat Linux budc 16
Cho phép nhap mat khau cho tai khoan Root, ddy 14 tai khoan c6 quyén cao nhat. Nhan
Next dé tiép tuc.
Budce 17 : Package Group Selection

- - C]
Online Help Package Group Selection
e =
Package Group Development
SEIECtiOﬂ Development Tools [35/46] Details

. These tools include core development tools such as
Select the package (application) automake, gcc, per, python, and debuggers.
groups that you want to install. To

. Kernel Development [4/4] Details
select a package group, click on
the check box beside it @ Install these packages to recompile the kernel.
Once a package group has been X Software Development [18/18] Details
selected, click on Details to view ?a These packages allow you to develop applications for the X
which packages will be installed Jar Window System.
by default and to add or remove GNOME Software Development [47/48] Details
optional packages from that w*® nstall these packages in order to develop GTK+ and
group. GMNOME graphical applications. —
To select individual packages, EKD-E Software Development [20/20] Details ;
check the Select Individual 7 ¥¢  Install these packages to develop QT and KDE graphical

Packages box at the bottom of the = applications. ||

[1 Administration Tools [0/11]
P This group is a collection of graphical administration tools =
[] select individual packages Total install size: 2,271M
Hide Llelp| ‘Dﬂelease Notes | | 4 Back | | B Next |

Hinh 2.2.15 Cai dat red hat Linux budc 17
Cho phép chon cac gbi can cai dit. Vi du chon cac goi hd trg cac moi trudng 1ap trinh
Development.
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Budc 18 : About to Install

2
Online Help

About to Install

Caution: Once you click Next,
the installation program will begin
writing the operating system to the
hard drive(s). This process cannot
be undone. If you have decided
not to continue with this
installation, this is the last point at
which you can safely abort the
installation process.

To abort this installation, remove
all installation media, and press
your computer's Reset button or
reset using Control-Alt-Delete.

‘@ Hide Help | ‘ Dﬂelease Notes ‘

About to Install

Click next to begin installation
of Red Hat Linux.

A complete log of the
installation can be found in the /
root/install.log file after
rebooting your system.

A kickstart file containing the
installation options selected can
be found in the froot/anaconda-
ks.cfg file after rebooting the
system.

‘43 Back |

Hinh 2.2.16 Cai dat red hat Linux budc 18

- Nhan Next dé tiép tuc

- Lac nay maéi bat dau that sy cai dat Linux Red Hat 9 vao may cua ban, ban chd dén
khi nao nhan dugc théng bao “Please insert disc 2 to continue”, ban lay dia 1 ra va dua
dia 2 vao va tuong rng vai dia 3.

Budc 19 : Boot Diskette Creation

—

Online Help Boot Diskette Creation

Boot Diskette Creation
The boot diskette allows you to boot your Red Hat Linux

To create a boot diskette, insert a system from a floppy diskette. A boot diskette allows you to

blank diskette into your ﬂonpv boot your system in the event your bootloader configuration

drive, and click Next to continue. stops working, if you chose not to install a boot loader, or if
your third-party boot loader does not support Linux.

It is highly recommended you create a boot diskette.

() Yes, | would like to create a boot diskette

@ENG, | do not want to create a boot diskerre§

|@ Hide Help | |Dﬂelease MNotes % € Back | | & Next |
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Hinh 2.2.17 Cai dat red hat Linux budc 19

- Néu mudn tao dia mém khai dong thi chon Yes, | would like to create a boot
diskette va dua dia mém vao, néu khong thi chon No, | do not want to create a boot
diskette.

- Nhan Next dé tiép tuc.

- Cac buéc sao cir viéc 1am theo huéng din timg man hinh, c&r viéc nhdn Next 1a
duoc.

- Khi cai xong, hé théng tu dong boot lai may va cho phép tao tai khoan méi cho
user. Ban thuc hién theo sy huéng dan cua ting man hinh. Viéc cai dit dén day 1a hoan
thanh. Ban c¢6 thé sir dung HDH Linux Red Hat.

2.6 Shutdown va Reboot hé thong

Trong qué trinh str dung may tinh thi viéc khoi dong lai hay tit may da qua quen thudc
v6i chung ta. V&i cac mdy tinh hé diéu hanh Linux thi minh ciing thudong xuyén khoi
dong lai hay tat may tinh bang cach dung chudt click vao nat ngudn rdi chon tit may hay
khoi dong lai, ngoai cach nay ra thi ching ta cling c6 thé bam nit ngudn cta may, cach
nay khong khuyén khich st dung. Néu ban lam viéc trén mot may chu khong c6 GUI
hoic ban dang st dung SSH session cho may tinh tir xa, dong Iénh 1a tiiy chon duy nhat
dé chung ta 1am viéc do. Trong gido trinh nay gidi thiéu véi cac ban cach khoi dong lai
hodc tit may bang dong 1énh trén Linux
2.6.1 Cac Iénh c6 thé sir dung

+ shutdown
+ reboot

+ halt

+ poweroff

- Tét ca cac 1énh nay co thé thuc hién tat may, khoi dong lai va tam dung hé théng.
2.6.2 Str dung Shutdown

Tét hodc khoi dong lai hé théng nhiéu nguoi dung thi ban phai 1én ké hoach trudc. Ban
can phai quyét dinh khi nao ban sé& tién hanh tit may hodc khoi dong lai va canh bao cho
nhitng nguoi dung khéc trong hé thong, viéc tit may sé thuc hién va khi nao. Néu 1a may
tinh c4 nhan cda ban va ban la nguoi duy nhét st dung nd, thi moi thu sé& dé dang hon
nhiéu.

bé chay bat ky 1énh nao trong s6 cac 1énh trén, ban phai thudc nhém sudo. B¢ 1a, ban
phai co6 quyén superuser va c6 thé sir dung 1énh sudo. Néu lénh ban da ban hanh s& c6
hiéu luc ngay lap tirc va s& khong anh hudng dén nhitng ngudi ding da dang nhap khac,
ban s& khong can sir dung sudo. Néu ban sir dung mét trong nhiing 1énh trén va 1énh bj tir
chéi, hiy thir lai véi sudo.

Theo mic dinh, 1énh shutdown dam bao rang tat ca cac quy trinh dugc dimg lai, tit ca
cac hé théng tép duoc déng bo hoa va tat ca hoat dong cua CPU da ngung. Pay la trang
thai halt (tam dimg). Sau d06, n6 s& giri mot thong diép dén phan cing dé cit dién. Tét
nhién, day la trang thai shutdown hoac Poweroff.
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Thong thuong, dé shutdown chiing ta truyén vao cac tham s, nhu thoi gian va mot tin
nhan canh bao cho ngudi ding da ding nhap dé tit may.
+ vi du: Dit lich trinh tit may trong vong 10 phut ké tir bay gid, va mot tin nhin
canh bao “Shutting down in 10 minutes!”
shutdown +10 Shutting down in 10 minutes!
Két qua & trén man hinh s& nhu thé nay:

lyhuynh@lyhuynh ~ $ shutdown +1® Shutting down in 18 minutes!
Shutdown scheduled for Sun 2019-04-28 21:44:02 +07, use 'shutdown -c' to cancel.

Dé huy lich trinh shutdown nay chung ta str dung lénh:
shutdown —c
Néu ban khong cung cip chudi thoi gian, viée tit may s& duoc 1én ké hoach trong mot
phut ké tir bay gio. Luu ¥: ban khong thé cung cip mot thong bao cho nguoi dung da
dang nhap cua ban néu ban khong chi dinh mdt chudi thoi gian.
Ban c6 thé sir dung 1énh:
shutdown

Két qua trén man hinh s& nhu sau:
lyhuynh@lyhuynh -~ $ shutdown
Shutdown scheduled fgr Sun 2019-04-28 21:44:59 +07, use 'shutdown -c' to cancel.

Néu thoi gian mot phat qua 1au dé ban c6 thé cho, thi ban co thé sir dung 1énh sau dé

thyc hién viéc shutdown ngay 1ap tic:
shutdown now

Chudi thoi gian co thé cai dat nhu 1a 22:00. N6 phai tuan theo dinh dang HH: MM va

phai & trong dong ho 24 gio:
shutdown 22:00 Shutdown tonight at 22:00

Chung ta biét hanh dong shutdown mic dinh 1am cho may tinh chuyén sang trang thai
dirng va sau d6 chuyén sang trang thai tit ngudn. Chung ta c6 thé ghi d¢ hanh vi nay bing
cach chuyén céc tiy chon dong 1énh khac cho no.

Tuy chon -H (tam dirng) s& dwa mdy tinh ciia ban xudng trang thai tam dirng nhung s&
khong yéu cau phan cing tit ngudn.

Tuy chon -P (poweroff) 12 hanh dong mic dinh. May tinh dugc dua xudng trang thai
dirng va sau d6 tit ngudn.

Tuy chon -r (khdi dong lai) s& dwa may tinh cua ban xudng trang thai tam ding va sau
d6 khoi dong lai nd.

Tuy chon -h (tam dirmg va poweroff) gidng nhu -P. Néu ban sir dung -h va -H cuing
nhau, tuy chon -H dugc uu tién.

Tty chon -¢ (hay) s& hay moi tit may theo lich trinh, tam dimng hodc khai dong lai. sau
day, minh c6 mot vi du vé viéc dat lich trinh khéi dong lai may tinh:
shutdown —r 07:45 System rebooting at 07:45
2.6.3 Cac lénh reboot, halt va poweroff

Néu ban mudn khéi dong lai ngay bay gid, hiy s dung reboot. Néu ban mudn tit
ngudn ngay bay gio, hiy sit dung poweroff va néu ban mudn tam dimg hé thong ngay
bay gio, hay sir dung halt.
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Khoi dong lai may tinh (reboot), chic nhiéu anh em qué quen thudc véi 1énh nay,
ching ta st dung 1€nh:
reboot
Tam dung:
halt
Tit nguén:
poweroff
Céc 1énh nay c6 hiéu luc ngay 1ap tirc. Néu bat ky 1énh nao trong s6 nay bi tir chdi, hiy
dit truée chung bang sudo.
2.6.4 Lénh nao phu hop nhit
Trong mdi truong nhiéu nguoi dung, st dung shutdown dé thuc hién cac hanh dong
cho phép chiing ta dé dang kiém soat hon. Viéc dit thoi gian, 1én lich trinh va thong bao
t61 cac nguoi dung khac vé lich trinh s& thé hién duoc gia tri caa 1énh shutdown. Con dbi
v6i may tinh mot nguoi st dung thi reboot va poweroff s& dap ing nhu cau ciia chung ta.
2.7 Phuc hoi mat khau cho user quan tri
Ban quén mat khau dang nhap cta linux va ban da tim du moi cach nhung van khong
dang nhap vao ubuntu/linux dugc. Ban nghi chi con cach cai lai ubuntu/linux cho may
tinh ctia minh... va tat nhién khong can phai vay. Ban khong don doc mot minh khi méc
16i nay, rat nhiéu ngudi da bi va co thé s& bi mac 16i nay trong twong lai. Chinh vi vay
Ubuntu 14.04 hay cac h¢ diéu hanh linux khac déu duoc trang bi tinh nang phuc hoi mat
khau rat don gian.
Cach thuc hién nhu sau:
Pau tién, ban bat may tinh 1&én ban nhéan gilt Shift --> trén man hinh s¢€ Xuét hién Menu
sau:

GHU GRUEB wersion 2.

Dehian GMU/Linux, with Linux 3.16.0-4-amd&d
#wbebian GHUALinux, with Linug 3.16.0-4-amdgd (recovery mode)

Hinh 2.3 Minh hoa Phuc hoi mat khau cho user quan tri
Ban di chuyén xudng dong nhu hinh v&. Enter dé vao ché d6 Recovery Mode.
Man hinh tiép theo hién ra, tuong tu nhu hinh bén dudi. Luc nay ban s€ lya chon “root —
Drop to root shell prompt” va nhan phim Tab dé chuyén téi nut OK, r6i nhan Enter.
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Recovery Menu

clean Try to make free space

dpkg Repair broken packages

failsafeX Run in failsafe graphic mode

grub Update grub bootloader

netroot Drop to root shell prompt with networking N
root Drop to root shell prompt 1

<Cancel>

rootEubuntu:"# 1s /home

root@ubuntu:™# passwd susan
EFnter new UNIX password:

passwd: password updated successfully
root@ubuntu:™# exit

Hinh 2.4 Minh hoa Phuc hoi mat khau cho user quan tri
Sau do6 ban st dung céc I¢nh sau:
- Is /nome: 1énh nay sé& cho ta danh sach cac user dang st dung trén hé diéu hanh
linux cua ban (Ubuntu, Linux Mint...)
- Gia str susan la user ma ban quén mat khau. lac nay ta s€ st dung 1€nh sau:
+ passwd susan: luc nay ban s& phai nhap mat khau 2 1an. Mat khau nay sé& 1a
mat khau ta st dung khi ding nhép ubuntu. 1énh tiép theo:
+ exit: Bay gid ban co thé sir dung mat khau méi rdi nhé.
Phuong phap nay co thé ap dung cho cic hé diéu hanh linux nhu Ubuntu, Linux
mint...
2.8 Tim hiéu boot loader
Trong gi4o trinh ndy s& mo ta chi tiét qua trinh khoi dong ctia hé diéu hanh Linux tir
lac m& may dén khi xuét hién man hinh ding nhap. Thong qua qué trinh nay co thé giup
chung ta x4c dinh va khac phuc cic van dé xay ra trong luc khéi dong.
2.8.1 Toan by qua trinh khéi dong:
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[ Power ON ‘

A 4

=

A

[ Master Boot Record (MBR) ]

also known as First Sector of
the Hard Disk

A

[ Boot Loader (e.g.GRUB) J

Y

[ Kernel (Linux OS) J
¥

[ Initial RAM disk - initramfs image}

Y

-

/sbin/init (parent process) w

p.

A

“

Command Shell using getty

. vy

A
I ™

X Windows System

(Graphical User Interface)
A vy

Hinh 2.5 So d6 khdi Toan bd qua trinh khoi dong Ubuntu/linux
Qua trinh ndy dién ra nhu sau:

Bude 1 BIOS
Budc 2 [Master Boot Record (MBR).
Budce 3 |Boot loader.

Budc 4 |Linux kernel dugc nap va khoi chay.
Budc 5 |Céc script trong INITRD thyc thi.
Budc 6 |Chuong trinh init dugc thuc thi.

Budc 7 Pang nhdp giao di¢n dd hoa.

Bude 8 [Ding nhap thanh céng vao hé théng.

Budce 1: BIOS
- BIOS la chuong trinh chay d4u tién khi nhan nit ngudn hodc nut reset trén may tinh
cua ban.
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- BIOS thuc hién mot cong viéc goi 1a POST ( Power-on Self-test) kiém tra cac thong
s6 clia cac phan ctng ctia may tinh. Ngoai ra , BIOS cho phép thay ddi cac thiét 1ap, cu
hinh cua né.

- BIOS duoc Iuu trir trén ROM cua bo mach cha.

- Qua trinh POST két thuc thanh cong, BIOS sé& tim kiém va khai chay mot hé didu
hanh dugc chira trong cac thiét bi luu trit nhu 6 cing. ..

- Hé diéu hanh Linux duoc cai trén 6 ctng thi BIOS s& tim dén MBR (Master Boot
Record)

O

Power On

l

BIOS (Basic Input/Qutput system)

Initializes the screen and keyboard
and tests the main memory

Hinh 2.6 M6 phong budc 1

Budce 2: Master Boot Record (MBR)

- Sau khi BIOS xac dinh dugc thiét bi luu trit thi BIOS s& doc trong MBR hodc phan
vung EFI cuta thiét bi nay dé nap vao bo nhé mot chwong trinh. Chuong trinh nay sé dinh
vi va khoi dong boot loader — day 1a chuong trinh chiu trach nhiém cho viéc tim va nap
nhén ctia h¢ diéu hanh.

- Pén giai doan nay, may tinh s& khong truy cap vao phuong tién luu trit nao. Thong
tin vé ngay thang, thoi gian va cac thiét bi ngoai vi quan trong nhét duoc nap tr CMOS.

[ Master Boot Record (MBR) ]

| | |

o
= o o

Partition 1 —
(Bootable) Partition 2 Partition 3

Searches for
GRUB and loads it
into RAM
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Hinh 2.7 M6 phong budc 2

Budc 3: Boot loader

- Linux c6 2 boot loader pho bién trén Linux 1a GRUB va ISOLINUX.

- Chuong trinh nay c6 muc dich: cho phép lya chon hé diéu hanh c6 trén may tinh dé
khéi dong, sau d6 ching s€ nap kernel cua hé diéu hanh do6 vao bo nhd va chuyén quyén
diéu khién may tinh cho kernel nay.

+ Vi du file cdu hinh grub.cfg: “/boot/grub2/grub.cfg ”
[root@localhost ~]# cat /boot/grub2/grub.cfg

#
# DO NOT EDIT THIS FILE
#

# It is automatically generated by grub2-mkconfig using templates

# from /etc/grub.d and settings from /etc/default/grub

&

### BEGIN /etc/grub.d/@@_header ###

set pager=1

if [ -s Sprefix/grubenv ]; then
load_env

fi

if [ "${next_entry}" ] ; then
set default="${next_entry}"
set next_entry=
save_env next_entry
set boot_once=true

else
set default="${saved_entry}"

Hinh 2.8 File cAu hinh grub.cfg: “/boot/grub2/grub.cfg ” budc 3
Heé thdng sir dung phuong phap BIOS/MBR, bo tai khoi dong nim ¢ khu vyc dau tién
cua dia cung. Kich thudc cia MBR chi 1a 512 byte. Trong giai doan nay, bd nap khoi
dong kiém tra bang phan ving va tim mot phan ving c6 kha ning khéi dong. N6 tim thiy

mot phan vung c¢6 kha nang khdi dong, n6 s€ tim kiém b tai khai dong giai doan thir hai.
Vi hé thong st dung phuong phap EFI/UEFI, phan mém UEFI doc dit liéu trinh quan
Iy khoi dong dé xac dinh ing dung UEFI nao s& duoc khoi chay va tir noi nao.
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Trinh khoi dong giai doan 2 nam trong /boot. Mang hinh hién thi cho chung ta chon hé
diéu hanh dé khoi dong. Tiép dén bod nap khoi dong s& tai hé didu hanh vao RAM va
chuyén quyén kiém soat cho RAM.

Bootable
Hard Disk

v

¢

Boot loader

S =

Kernel
Hinh 2.8.1 M6 phong budc 3

Budc 4: Linux kernel dugc nap va khoi chay
Boot loader nap mot phién ban dang nén cua Linux kernel. N6 tu giai nén va tu cai dat

1én bd nhd hé théng noi ma né s& & d6 cho t6i khi tat may.

g

Boot loader
Kernel RAM-based
filesystem
SRmEEnan
r k4
MEMORY
siogdasl
Hinh 2.9 M6 phdng budc 4

Sau khi chon kernel trong file cdu hinh cua boot loader, hé théng sé tu dong nap
chuong trinh init trong thu muc /sbin.
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Q

Kernel

l

/sbin/init

Starts other process to get
the system running

Hinh 2.9.1 M6 phong budc 4

Budc 5: Cac script trong INITRD thyc thi

- INITRD cung cip mdt giai phap: 1a mot tap cac chuong trinh s& duoc thyc thi khi
kernel vira méi dugc khoi chay. Cac chuong trinh nay s& do quét phan cing cta hé thong
va xac dinh xem kernel can duoc hd trg thém nhimng gi dé c6 thé quan 1y dugc cac phan
cing d6. Chuong trinh INITRD c¢6 thé nap thém vao kernel cac module bd trg. Khi
chuong trinh INITRD két thiic thi qué trinh khoi dong Linux sé tiép dién.

- Hé thong hinh anh tap tin initramfs chira cac chuong trinh va tép nhi phan thuc hién
cac hanh dong can thiét dé gan két hé thong tép gdc thich hop, cung cap chirc ning hat
nhan cho hé thong tép va trinh diéu khién thiét bj can thiét cho bo diéu khién luu trir hang
loat v&i co s& dugc goi 1a udev (cho thiét bi ngudi dung). Thiét bi ndo c6 mit, dinh vi cac
trinh diéu khién thiét bi ma chung can dé hoat dong chinh xac va tai ching. Sau khi hé
thdng tap tin gbc da duoc tim thiy, né duoc kiém tra 16i va dugc gin két.

Programs

initramfs Binary files

checking for

Y Y
rr(;‘(‘;(t‘;ﬁ:;ggfeenr'l providing kernel locating dri erfors In root
‘ i ocatng crvers filesystem
functionality locating devices and load them :

Hinh 2.10 M6 phéng buédce 5

Chung ta co thé thay tép kernel va initramfs trong thu muc /boot.
[root@localhost ~]# 1s -1 /boot | grep init

root root 48299945 Nov 15 21:51 ramfs-0-rescue-26e8d8c689754fea%70f85f364e27d17.1img
root root 21449797 Nov 16 01:39 ramfs-3.10.0-514,.e17.x86_64.img
root root 13640237 Nov 16 01:38 ramfs-3.10.0-514 . e17.x86_64kdump.img

root root 21592121 Nov 16 01:39 ramfs-3.10.0-862.14.4.e17.x86_64.img
root root 13038884 Nov 29 22:05 ramfs-3.10.0-862.14.4.e17.x86_64kdump.img

-PW-P==P-~, root root 613777 Nov 15 21:43 rd-plymouth.img
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Hinh 2.10.1 M6 phdng budc 5
Budce 6: Chuong trinh init thuc thi
- Kernel dugc khéi chay xong, né s& goi duy nhit mot chuong trinh tén 13 init.
- Tién trinh nay c6 ID = 1 Init 1a cha cta tat ca cac tién trinh khac ma c6 trén hé
thong Linux.
- Luwu y: Khong dugc st dung 1énh kill dbi véi init nay.
- Init xtr Iy viéc gan va xoay vong vao hé thong tap tin gdc thuc sy cudi cung.
+ Trong hé diéu hanh Linux c6 2 loai init pho bién:
- Loai thtr nhét dya trén Unix System V
- Loai thir hai dya trén Systemd
- Unix System V
+ File c4u hinh run level /etc/inittab:
Runlevel 0: Level Shutdown hé théng.
Runlevel 1: Level chi ding cho 1 ngudi ding dé sira 16i hé thong tap tin.
Runlevel 2: Khong sur dung.
Runlevel 3: Level dung cho nhiéu ngudi ding nhung chi giao tiép dang text.
Runlevel 4: Khong st dung.
Runlevel 5: Dung cho nhiéu ngudi ding va dugc cung cp giao dién GUI.
Runlevel 6: Level Reboot hé thong.
+ Sau khi xdc dinh run level. Chuong trinh /sbin/init sé thuc thi cac file statup

script dugc dit trong cac thu muc con cua thu muc /etc/rc.d.
[root@localhost ~]# 1s -1 /etc/rc.d

total 4

drwxr-xr-x. root 7@ Nov 16 01:35
2017
2017

drwxr-xr-x. root 45 Aug
drwxr-xr-x. root 45 Aug
drwxr-xr-x. root 45 Aug 2017
2017
2017
2017
-rW-r--r--, root 473 Sep 27 02:11 rc.local

Hinh 2.11 M6 phdng budc 6

+ Script st dung run level tir 0 dén 6 dé xac dinh thu muc chta file script chi
dinh cho ting level nhu: /etc/re.d/rc0.d dén /etc/re.d/rc6.d.

+ Trong file script theo tirng level. Cac tén tap tin bit dau bang tir khoa "S" ¢
nghia 12 tap tin nay s€ dugc thuc thi Iuc khéi dong hé théng. Néu tap tin bt dau bf?mg tur
khoa "K" nghia 13 tap tin d6 dugc thuc thi khi hé thong shutdown. Sb theo sau tir khoa
"S" va "K" dé chi dinh trinh ty khoi dong cac script, ké tiép 1a tén file script cho timg
dich vu.

drwxr-xr-x. root 45 Aug

4
4
4
drwxr-xr-x. root 45 Aug 4 2017
4
drwxr-xr-x. root 45 Aug 4
4

drwxr-xr-x. root 45 Aug

Vi du 1 sb file script theo timg run level:
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[root@localhost ~]# 1ls -1 /etc/rc.

total 0
Lrwxrwxrwx. 1 root root 20 Nov 15

Lrwxrwxrwx. 1 root root 17 Nov 15

[root@localhost ~]# 1s -1 /etc/rc.

total 0
lrwxrwxrwx. 1 root root 20 Nov 15

Llrwxrwxrwx. 1 root root 17 Nov 15

[root@localhost ~]# 1s -1 /etc/rc.

total 0
Llrwxrwxrwx. 1 root root 20 Nov 15

lrwxrwxrwx. 1 root root 17 Nov 15

[root@localhost ~]# 1ls -1 /etc/rc.

total 0@
Lrwxrwxrwx. 1 root root 20 Nov 15

Lrwxrwxrwx. 1 root root 17 Nov 15

[root@localhost ~]# 1ls -1 /etc/rc.

total 0
Trwxrwxrwx. 1 root root 20 Nov 15

Lrwxrwxrwx. 1 root root 17 Nov 15

[root@localhost ~]# 1ls -1 /etc/rc.

total 0
Llrwxrwxrwx. 1 root root 20 Nov 15

LTrwxrwxrwx. 1 root root 17 Nov 15

[root@localhost ~]# 1ls -1 /etc/rc.

total @
Lrwxrwxrwx. 1 root root 20 Nov 15

Lrwxrwxrwx. 1 root root 17 Nov 15

Hinh 2.12 Vi du 1 sb file script theo timg run level

- Systemd

- D6i v6i cac ban Linux hién dai nhu CentOS 7, RHEL 7 gﬁn day thi init va runlevel

duogc thay thé boi systemd va ciing thuc hién nhiém vu tuong mg. Systemd ciing giong
nhu init 13 tién trinh chay dau tién trén hé thong véi ID = 1.

.d/

K5@netconsole

K9@network ->

.d/

KS5@netconsole

K9@network ->

.d/

K50netconsole

S10network ->

.d/

K5@0netconsole

S10network ->

.d/

K5@netconsole

S1@network ->

.d/

KS5@netconsole

S10network ->

.d/

KS@netconsole

K9@network ->




Listening on RPCbind Server Activation Socket.

Reached target Sockets.

Reached target Paths.

Reached target Basic System.

Starting Authorization Manager...

Starting Permit User Sessions...

Started ABRT Automated Bug Reporting Tool.

Starting ABRT Automated Bug Reporting Tool...

Started ABRT kernel log watcher.

Starting ABRT kernel log watcher...

Starting Dump dmesg to ,var/logsdmesg. ..

Started Self Monitoring and Reporting Technology (SMART) Daemon.
Starting Self Monitoring and Reporting Technology (SMART) Daemon...
Starting NTP client/server...

Started irgbalance daemon.

Starting irgbalance daemon...

Starting Run automatic yum updates as a cron job...
Starting Login Service...

Started Hardware RNG Entropy Gatherer Daemon.
Starting Hardware RNG Entropy Gatherer Daemon...
Started Service for virtual machines hosted on UWware.
Starting Service for virtual machines hosted on UMware. ..
Starting Avahi mDNS/DNS-SD Stack...

Started libstoragemgmt plug-in server daemon.
Starting libstoragemgmt plug-in server daemon...
Starting Resets System Activity Logs...

Started D-Bus System Message Bus.

Starting D-Bus System Message Bus...

Starting Install ABRT coredump hook...

Starting Network Manager...

Started LUMZ PU scan on device 8:2.

Started Permit User Sessions.

Started Dump dmesg to ~svar/log/dmesg.

Started Run automatic yum updates as a cron job.

Hinh 2.13 Minh hoa init va runlevel dugc thay thé boi systemd
Systemd doc tép lién két boi /etc/systemd/system/default.target dé xac dinh dich hé
théng mat dinh.
Tép muyc tiéu trong h¢ théng xac dinh cac dich vu ma systemd bat dau.
Systemd s& bit diu moi thr trong /etc/systemd/system/basic.target trude khi bt dau
multi-user service.
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[root@localhost ~J# 1s -1 /etc/systemd/system

total 4

drwxr-xr-x. 2 root root 82 Nov 16 01:38

lrwxrwxrwx. 1 root root 41 Nov 15 21:43 dbus-org.fedoraproject.FirewallDl.service -

> /usr/lib/systemd/system/firewalld.service

lrwxrwxrwx. 1 root root 46 Nov 15 21:42 dbus-org.freedesktop.NetworkManager.service
-> /usr/lib/systemd/system/NetworkManager.service

lrwxrwxrwx. 1 root root 57 Nov 15 21:42 dbus-org.freedesktop.nm-dispatcher.service

-> /usr/lib/systemd/system/NetworkManager-dispatcher.service

lrwxrwxrwx. 1 root root 37 Nov 15 21:51 default.target -> /lib/systemd/system/multi

-user.target

drwxr-xr-x. 87 15

drwxr-xr-x. 32 15

drwxr-xr-x. 35 16

drwxr-xr-x. 24

Lrwxrwxrwx. 24 14:31 mysql.service -> /usr/lib/systemd/system/my
sqld.service

drwxr-xr-x.

drwxr-xr-x.

drwxr-xr-x.

drwxr-xr-x.

Hinh 2.14 Minh hoa hé théng xac dinh cac dich vy ma systemd bt dau
Systemd stt dung muc ti€u thay vi runlevel. Systemd c6 hai muc tiéu chinh: multi-
user.target va graphical.target twrong ung véi runlevel 3 va runlevel 5.

Dé xem cac muc tiéu mac dinh hién tai chung ta chay 1énh: systemctl get-default
bé dat muc tiéu mat dinh chung ta chay Iénh: systemctl set-default

TARGET. target , . , R
Systemd quan li bat dau/dung/tai lai cau hinh/kiém tra... dich vu tir lac khéi dong cho
dén lc tat may.
Systemctl 1a tng dung kiém soat cac dich vu quan li hé théng.
Vi du m¢ dich vu httpd béng systemd:
Chung ta dung dé mo httpd: systemctl start httpd

Sau d6 kiém tra httpd hoat dong chua dung: systemctl status httpd
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[root@localhost ~]# systemctl start httpd
[root®localhost ~]# systemctl status httpd

httpd.service - The Apache HTTP Server

Loaded: loaded (/usr/lib/systemd/system/httpd.service; disabled; vendor preset: disabled)

Active: since Thu 2018-12-06 22:45:05 +07; 5s ago

Docs: man:httpd(8)
man:apachect1(8)

Main PID: 11260 (httpd)

Status: "Processing requests..."

CGroup: /system.slice/httpd.service

11260 /usr/sbin/httpd -DFOREGROUND
11261 /usr/sbin/httpd -DFOREGROUND
11262 /usr/sbin/httpd -DFOREGROUND
11263 /usr/sbin/httpd -DFOREGROUND
11264 /usr/sbin/httpd -DFOREGROUND
11265 /usr/sbin/httpd -DFOREGROUND

Hinh 2.15 Minh hoa kiém tra httpd hoat dong chua dung
Budc 7: Pang nhap véi giao dién d6 hoa
- Pang nhap text mode
+ Gan cubi qua trinh khéi dong, init s bit dau mot ché do dang nhap text mode.
Nhéap tén nguodi dung va mat khéu cua ban dé dang nhap va xuat hién cac dau nhéc 1énh
shell.

irIt

Username

Password

Y

-

Command Shell

ie.bash (the GNU Bourne Again Shell)

Hinh 2.16 M6 phong bude 7
+ Subsystem cudi ciing dugc init khoi dong 1én 14 X Window, 13 mot hé théng
giao dién d6 hoa ngudi dung ciia Linux.
- Céch truy cap céac terminal qua phim ALT
- Cac terminal chay cac 1énh sell c6 thé duoc truy cap bang ATL + mot phim chirc
nang.
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- Trong moi trudng dd hoa, viée chuyén sang ban diéu khién vin ban yéu cau nhin
CTRL-ALT + phim chtic ning thich hop (v6i F7 hoic F1 dan dén GUI)

Budc 8: Dang nhap thanh cong vao hé théng

- Shell 1énh mac dinh l1a bash (GNU Bourne Again Shell), nhung c6 mdt s6 shell 1énh
nang cao khac c6 san. N6 da san sang chép nhan cic 1énh, ban go 1énh va nhén Enter,
Iénh duoc thuc hién.

2.9 Sao lru va phuc héi hé théng bing G4L

Hé diéu hanh Ubuntu/linux ngay cang tré nén phd bién va nhu cau backup cho cac
mAay ubuntu/linux cang tré nén can thiét. Tuy nhién véi window thi c6 thé ghost toan bo 6
ctmg bang Hiren Boot. Con v6i Ubuntu chung ta phai lam thé nao?

Pé ghost cac 6 ciing chay ubuntu, ching ta can mot tool cé thé boot duoc twong tu
nhu Hiren Boot. Tool ndy c6 tén goi 1a G4L (Ghost for Linux). Ban ¢ thé download ban
iso cia G4L (https://thuonghieuweb.com/files/g4l-v0.31.is0), sau d6 burn n6é lén mot CD va
boot tir CD nay la xong.

Tuy nhién, néu ban va dung USB dé boot thi ¢ thé download thém tool unetbootin dé
tao ra mot usb boot duoc voi G4L.

- Boot va ghost

Sau khi boot dugc G4L bﬁng CD hodc USB da tao, ban s€ di qua cac budc sau day dé
ghost mot 6 dia ubuntu sang mot 6 méi.

Buwéc 1: Chon phién ban méi nhat ciia G4L dé boot, trong vi du nay 1 phién ban bz31
nhu hinh sau:

D
E
F
G
H
1
J
K
L
™
T.
u
u.
2.

16 86 build | 18-2066)8
¥ 8 386 build 83-17-26069

: bz29.4 386 build B5-28-2669

bz38.6 386 bhuild A9-A9-2AAQ

: bz31 386 build 99-89-28689

: memtest86+-2.180

: Pre-Image Help File

: Start Up Help File

Disclaimer File

* Hardware Detection Tool B8.34

Hinh 2.17 minh hoa chon phién ban méi nhat ctia G4L dé boot.

Buée 2: Poc qua file huéng dan va bam EXIT 4 1an dé doc hét, sau d6 G4L sé& khai
dong va tai cac tién trinh can thiét. Luu y 1a v&i G4L nd can cau hinh card mang trudc khi
vao chay tng dung. Do vdy né s& tu dong tim DHCP va cdu hinh card mang. Néu may
ctia ban ko cim vao mang hodc qué trinh tim DHCP bi fail s& xuat hién mot dong 1énh
cho phép ban g cu hinh cho card mang. Hiy g vao dong 1énh theo mau example nhu
hinh dudi ddy. Sau d6 bAm Run Program
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Hinh 2.18 minh hoa str dung G4L dé boot budrc 2.
Buwiéc 3: Dit ché 46 ghost 13 raw mode nhu hinh vé& dudi day

N 4
L)

ANY filesystem, every

Hinh 2.18 minh hoa sir dung G4L dé boot buéc 3.

Sau d6, Chiing ta bam vao Click n Clone & man hinh tiép theo, s& chuyén dén bang
chon cac 6 dia can ghost. Trong vi du duéi ddy chung ta s& ghost tir dia 1 (sda) sang dia 2
(sdb) bang cach chon dia ngudn muc A, chon dia dich & myc B sau d6 chon Click ‘n’
Clone ¢ muc C nhu hinh sau:

Se lect sourcs

Hinh 2.19 minh hoa st dung G4L dé boot budc 3.
G4L s& hoi lai 1an cubi xem ban c6 chic chin mudn thuc hién khong, vi ghost s€
format 6 dia dich. Ban tra 1i Yes.
Tién trinh ghost bit dau chay tir 1 dén 100%, khi chay xong ban tit may va rit dia 2 ra
kiém tra. Chic chin s& OK.
Buwiéc 4: Cau hinh lai card mang
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Khi clone dia, G4L sé& ty dong ghi cau hinh card mang nhu dia chi IP, giong nhau vao
file cAu hinh, tuy nhién do tén thiét bi card mang s¢ dugc nhan khac nhau véi tuy tirng
may do vy sau khi cim 6 dia dd ghost vao may mdi, card mang s& lam viéc khong ding
ban can CAu hinh lai card mang trong nay nhé.

Cau héi on tap
1. Hay néu cac budc chon c4u hinh cho hé théng may tinh trudc khi cai dat hé¢ diéu hanh
linux?
2. Hay cho biét cac budc cai dat Redhat Linux?
3. Hay néu cac budc thiét 1ap cau hinh cho hé diéu hanh Linux?
4. Lwa chon cac géi phan mém phu hop dé cai cho Linux?
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BAI 3. SUDUNG DONG LENH CO BAN

Gi061 thidu

Ciing giong nhu hé diéu hanh Windows, khi sir dung Linux ban ciing nén tim hiéu cac
lénh Linux co ban dé thuc hién cac thao tdc nhanh chéng va dé dang hon. V4i mot )
Iénh bén dudi, ban s€ théy cac bo 1énh vaéi giai thich don gian, vi du minh hoa cu thé giup
cho ban hoic nhitng ngudi ding Linux ma ban dang hd trg stir dung hé diéu hanh nay néi
chung va dong 1€nh trén Linux ndéi riéng hiéu qua hon.
1. Muc tiéu cua bai

- Hiéu duoc céc 1énh co ban

- Cai dat va st dung dugc trinh soan thao vim;

- St dung dugc cac 1énh lién quan dén hé théng tap tin va thu muyc

- Lam viéc khoa hoc dam bao an toan, tinh than hop tac, gitp d& 1an
2. Noi dung bai
2.1 Trinh soan thio vim

Trong hé diéu hanh Linux c6 rat nhiéu trinh soan thao van ban. Trong gi4o trinh nay sé&
huéng dan cach str dung trinh soan thao vim trong Linux mot cach co ban nhat, thich hop
cho nguoi lan dau 1am quen.
2.1.1. Giéi thi¢u vé trinh soan thao “vi”/”vim”

File Edit View Search Terminal Help

VIM - Vi IMproved

version 7.4.160
by Bram Moolenaar et al.
Modified by
Vim is open source and freely distributable

Help poor children in Uganda!
type :help iccf for information

type :q to exit
type :help or for on-line help
type :help version?7 for version info

0,0-1

Hinh 3.1 trinh soan thao “vi”/”’vim”

Chuong trinh cai dat trén hé thong cua chung ta 1a vim, viét tat cia Vi IMproved va
dugc dat tén 1a vi. Vi IMproved 1a mdt cong cu dugc cai dit trén hau nhu tit ca cac ban
phan phdi Linux. That vay, c¢6 thé c6 nhimng lac khong c6 trinh soan thao nao khac c6 sin
trén hé théng. Khi stir dung trinh soan thao vi, tat ca cac lénh duoc nhép thong qua ban
phim. Ban khong can phai tiép tuc di chuyén tay dé sir dung mot thiét bi con tré nhu di
chuyén chuét.

53


https://quantrimang.com/linux-os
https://blogd.net/linux/lich-su-he-dieu-hanh-linux/

2.1.2. Céc ché dd (Mode) trong “vi”
Trong vi ¢6 3 ché d6. Ché do chiing ta dang & s& khong bj mat dau. Nhiéu t6 hop phim
va 1énh hoat dong kha khéac nhau trong tirng ché do.
Chéd®  Dic tinh
Command Mic dinh thi vi bt dau trong ché do lénh.
Mbi khoa la mot 1énh bién tap
Ban phim dugc xem la cac 1énh co thé stra d6i noi dung tép.
Insert Go i dé chuyén sang ché dd Insert tir ché d6 1énh.
Ché dd chén dugce s dung dé chén van ban vao mot tep.
Ché do chén duge chi bao boi mot "? INSERT 2" & phia dudi man hinh.
Nhén Esc dé thoat ché d6 Insert va trd vé ché d6 Command.
Line Type: dé chuyén ché do Line tir ché d6 Command. Mbi khoa 1a mot 1énh bén
ngoai, bao gdm céc thao tac nhu ghi ndi dung tép vao dia hoic thoat.
Str dung 1énh dé chinh stra dong tir cac trinh soan thao dong cii hon. Hau hét
cac lénh nay thuc su khong duogc st dung. Mot s6 1énh chinh sira dong rat
manh me.
Nhén Esc dé thoat ché d6 Line va trd vé ché 6 Command.
2.1.3. Céch sir dung vi tri con tré trong “vi” mot cach dé dang
Céc phim str dung thay d6i vi tri con tré quan troon trong trinh soan thao vi.

Phim Chtrc nang

4 dau miii trén Pé di chuyén 1én, xudng, trai va phai

j Pé di chuyén xubéng mot dong

k Pé di chuyén 1én mot dong

h hoac Backspace Pé di chuyén con tré sang trai mot ky tur
1 Di chuyén con tré sang phai mot ky tu

0 Di chuyén con tré vé vi tri dau hang

$ Di chuyén con tré vé vi tri cudi hang

W bat vi tri con tro ¢ tir tiép theo

b bat vi tri con tro & tir trudc

: 0 hoac 1G Pé di chuyén dén dau tap tin

: n hoac nG Pé di chuyén dén dong n

: $ hoac G Pé di chuyén dén dong cudi cung trong tip tin

CTRL-F hoic Page Down Dé di chuyén vé phia trudc mot trang
CTRL-B hodc Page Up Dé di chuyén lui vé mot trang
N Pé 1am méi va man hinh trung tdm
2.1.4. Tim kiém trong “vi”
Trinh soan thao vi ¢6 hai loai tim kiém: chuoi va ky tu. B¢ tim kiém chuoi, 1énh / va ?
duogc st dung.
Lénh /pattern tim kiém theo chiéu thuan vé phia truéc trong mét file.
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Lénh ?pattern tim kiém theo chiéu nguoc lai vé phia sau trong mot file.

Lénh n va N 1dp lai 1é€nh tim trudc theo cung cach tim hoac theo huéng nguoc lai.
2.1.5. Lam viéc véi van ban trong “vi”

T hop phim quan trong dugc str dung thay doi, thém va xéa van ban trong vi.
Phim  Chuc nang

a N&i vin ban sau con tro; ding lai khi ding phim Escape

A N&i vin ban & cubi dong hién tai; dimg lai khi dung phim Escape

1 Chén van ban trudce con trd; dung lai khi dung phim Escape

I Chén vin ban & dau dong hién tai; ding lai khi ding phim Escape

. Bit dau mot dong méi bén dudi dong hién tai, chén vin ban & d6; dirng lai khi
dung phim Escape

0 Bit dau mot dong méi trén dong hién tai, chén van ban ¢ do; dung lai khi dung
phim Escape

r Thay thé ki tu & vi tri hién tai

R Thay thé vin ban bat dau vai vi tri hién tai; dimg lai khi dung phim Escape

X Xo6a ky tu ¢ vi tri hién tai

Nx Xoéa N ky tu, bat dau tir vi tri hién tai

1 Xba tir ¢ vi tri hién tai

D Xoba phﬁn con lai ctia dong hién tai

dd Xo6a dong hién tai

Ndd

hodc Xo6a N dong

DND

u Hoan téac thao tac trude do

yy Yank (sao chép) dong hién tai va dit n6 vao bo dém

Nyy

hoac Yank (sao chép) N dong va dat n6 vao bd dém

yNy

p Dén tai vi tri hién tai dong ttr bo dém.

2.1.6. Chay Iénh bén ngoai trong “vi”

Dung 1énh :sh dé m& mot command shell. Khi thoat khoi shell, chiing ta sé& tiép tuc
phién chinh stra vi cua minh.

Dung Iénh :! thuc hién mot I¢nh tir bén trong vi. Lénh tuan theo diu cham than. Lénh
nay phu hop cho céc 1énh khong twong tac, nhu :! wc% . Lénh nay sé chay 1énh we (dém
tur) trén t€p. % ky tu dai dién cho tap tin hi¢n dang dugc chinh sura.
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File Edit View Search Terminal Help

File Edit View Search Terminal Help
c7:/tmp/s _08>vi lab_miscdev.h

113 348 3075 lab_miscdev.h

Press ENTER or type command to continue]}

Hinh 3.2 Minh hoa chay 1énh bén ngoai trong vim
2.2 Trang man
Nhu dd ndi ngan gon & trén vé cau 1énh man, bang ciu 1énh nay ngudi ding trong
hinh huéng khé khin ludn luén cé thé tim trg gitp vé bat ky cau 1énh nao cua hé thong,
vé dinh dang tap tin, va vé cic goi hé thong (system call). Pay 1a cach nhan trg gitp
chinh trong tit ca cac hé théng UNIX. Cac trang tro gitip man chia thanh céc phan sau:
Bang 1 : Cac phan chinh cua tro gitip man

e
=
o>

in | Noi dung

Céc tap tin header (thuong nam trong /usr/include)

Chuong trinh hodc cau 1énh ctia ngudi dung

Cau 1énh dung dé quan tri hé thong

Goi hé thong (system call, ham do nhan cung cép)

Goi thu vién (library call, chuong trinh con, ham trong thu vién cua irng dung)
Thiét bi (tap tin dac biét, thuong nam trong /dev)

Dinh dang tap tin va quy udc, vi du /etc/passwd

Tro choi

Khac (bao gom cac gbi macro va quy wdc, vi du man(7), groff(7)

Nhan (kernel routines)

cac 1énh Tcl/Tk

Tht tu liét ké & day khong phai 1a sy nhdm 1an. Van dé & chd cac tap tin chta thong

5O Q9 N D W N O — O

tin cua trg gitp man nam trong cac thu muc con cua thu muc /usr/share/man va khi cau
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1énh man tim kiém thong tin can thiét, thi no s& xem cac thu muc con nay theo tha ty da
chi ra trong bang 1.

Néu ban chay lénh:

man swapon: thi s& nhan duoc tro gitip vé cau 1énh swapon nam trong phan 8. Vi thé
néu mudn xem trg giup vé goi hé théng swapon can chay lénh

man 2 swapon: dé chi ra s6 thtr ty ctia phan tro gitp can tim kiém théng tin.

Céc trang man dugc xem bang chuong trinh less (hoic chuong trinh xac dinh boi bién
PAGER), do d6 c6 kha ning xem thong tin theo timg man hinh va di chuyén man hinh
nay xudng dudi va 1én trén va dé di chuyén c6 thé st dung cac phim nhu trong chuong
trinh less. Nhiing phim thuong dung nht 1a :

Bang 2 : Phim str dung dé xem trang man

Phim Chtrc nang
<Q> Thoat khoi chuong trinh
<Enter> Xem tung dong
<Space> Hién thi man hinh thong tin tiép theo
<B> Quay lai man hinh truéce
</>, dong ky tu, <Enter> Tim kiém dong ky tu chi ra
<N> Lip lai tim kiém vira thyc hién.

Néu ban khong thich doc tir man hinh ma cam tay doc, thi ¢6 thé in ra trang man tuong
g bang 1énh
man tén_cau_Iénh | Ipr
hodc néu mdy in 1a postscript thi ding:
man -t tén_cau_lénh | Ipr
Tuy nhién dé c6 thé nhin duoc thong tin mong mudn thi con can phai biét chd tim
thong tin d6. Trong truong hop nay c6 thé dung hai cau 1énh whatis va apropos. Cau 1énh
whatis tim kiém tir khoa dua ra trong co sé dit liéu bao gdm danh sach cac cau 1énh va
mo ta ngan gon cta chung. Lénh nay chi dua ra nhiing tring ldp chinh xac véi tir khoa
tim kiém. Cau 1énh apropos thyc hién tim kiém theo cac phﬁn cua tir khoa. Tuong tu nhu
1énh apropos 14 cau 1énh man véi tham s6 -k.
Hay thir chay 1énh sau:
man -k net
Can phai noi ludn 1a dé cho cac cau lénh man -k, whatis va apropos lam viéc, thi dau
tién can tao ra co so dir liéu vé cac cdu 1énh co trén may bé’mg cach chay Iénh
makewhatis. Trong truong hop ngugc lai khi tim kiém ban s& nhan duoc thong bao
“nothing appropriate”. Chi c6 ngudi ding root méi c6 quyén chay cau 1énh makewhatis.
Néu ban doc dé mdy chay ca dém thi t6t nhat chay cau lénh nay & dang cong viéc cho
tién trinh cron.
Cudi cung tac gia mudn ndi rang, cac trang tro giup man khong danh cho thoi gian 1am
quen dau tién véi Linux. Chung danh cho nhimg nguoi ding c6 kinh nghiém can c¢6 “so
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tay tra cru” vé dinh dang, tuy chon va ct phap cua 1énh trong qué trinh 1am viéc dé
khong phai nhé mot sb lugng 16n nhing thong tin ndy trong dau.
2.3 Chuyén doi qua lai giira Text mode va GUI

Sau khi khoi dong, muén str dung Linux, phai dang nhap vao tai khoan nguoi dung.
Viéc dang nhip co thé & ché d6 d6 hoa hodc console (dong 1énh). O ché do dd hoa, mot
hop hoi thoai xuét hién dé ban nhap username va password. O ché do console (text), mot
dau nhic login chd ban nhap user name va password. Néu da dang nhap ¢ ché do console
(giao dién dong 1énh), khi mudn vao ché do dd hoa, ta ding 1énh sau: $startx.

Mot thoi quen tdt 13 hiy ding nhap vao tai khoan user binh thuong dé lam viéc voi
Linux. Tai khoan root chi dugc dang nhap khi that can thiét nhu cai dat phin mém,sira
chira, phuc hoi hé théng hodc céu hinh hé théng.

- Sur dung shell prompt (Terminal)

+ DPay la mot trinh rng dung cho phép nhap 1énh vdi giao dién dong I€nh thay vi
tuong tac voi hé thong qua giao dién d6 hoa. Chay ng dung nay bang cach: Chon Main
menu -> system Tools -> Terminal Thoat khoi terminal bang cach nhap 1énh exit hodc
nhan Ctrl_D tir ddu nhac.

2.4 Lam vi€c v6i thu muc (directories)

Nguoi dung d3 timg lam viéc voi hé diéu hanh DOS/Windows thi rat quen biét véi
cac khai niém: tap tin (file), thu muc, thu muc hién thoi ... Pé dam bao tinh hé théng
va thuin tién cho nguoi dung chwa timg 1am viéc thanh thao véi mot hé didu hanh
nao khac, chuong nay van gid1 thiéu vé céc khai niém nay mot cach so bo.

Mot dbi tuong dién hinh trong cac hé diéu hanh d6 1a file. File 1a mot tap hop dir liéu
¢6 td chirc dugce hé didu hanh quan 1y theo yéu ciu cua ngudi dung. Cach t6 chuc dit
liéu trong file thudc vé chui cua nd 1a nguoi da tao ra file. File co thé 13 mot vin ban
(truong hop diac biét 1a chuong trinh ngudn trén C, PASCAL, shell script ...), mot chuong
trinh ngoén ngir may, mot tap hop dit liu ... Hé diéu hanh t6 chirc viéc luu trir ndi dung
file trén cac thiét bi nhé lau dai (chang han dia tir) va dam bao cac thao tac 1én file.

Chinh vi ¢6 hé diéu hanh dam bao cac chirc ning lién quan dén file nén ngudi ding
khong can biét file cia minh luu & ving nao trén dia tir, bang cach nao doc/ghi 1én cac
ving ciia dia tir ma van thyc hién duge yéu cau tim kiém, xir 1y 1én céc file.

Hé diéu hanh quan 1y file theo tén goicua file (tén file) va mot s thudc tinh lién
quan dén file. Trude khi giol  thi€u mot s6 noi dung lién quan dén tén file va tén thu
muc, chung ta gidi thi¢u so bd vé khai niém thu muc.

Dé 1am viéc duoc véi céc file, hé diéu hanh khong chi quan 1y ndi dung file ma con
phai quan 1y cac thong tin lién quan dén cac file. Thu muc (directory) 1a d6i twong dugc
ding dé chira thong tin vé céc file, hay noi theo mot cach khac, thu muc chta céc file.
Céac thu muyc ciing dugc hé diéu hanh quan ly trén vat dan ngoai va vi vay, theo nghia
nay, thu muc ciing duge coi 1a file song trong mot s6 trudng hop dé phan biét véi
"file" thu muc, ching ta dung thudt ngir file thong thuong. Khac véi file thong
thuong, hé diéu hanh lai quan tam dén noi dung cua thu muc.
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Mot sé ndi dung sau ddy lién quan dén tén file (bao gém ca tén thu muc): Tén file
trong Linux co thé dai t&i 256 ky tu, bao gém céc chit cai, chit sd, ddu gach ndi, gach
chan, ddu chdm. Tén thu muc/file trong Linux co thé c6 nhiéu hon mot ddu chdm, vi du:
This_is.a.VERY _long.filename. Néu trong tén file c6 ddu chdm "." thi xau con cua tén
file tir ddu cham cudi ciing duoc goi 1a phan mé rong cua tén file (hoic file).

Vi dy, tén file trén ddy c6 phan mé rong 1a .filename. Chu ¥ rang khai niém phan mo
rong & day khong mang y nghia nhu mot sé hé diéu hanh khac (chang han nhu MS-
DOS).

* Liu ¥: Chiing ta nén luu ¥ rang, khong phai ky tu ndo cling c6 nghia. Néu c6 hai file
chi khac nhau ¢ ky tu cudi cung, thi dbi v6i Linux, d6 1a hai file c6 thé triung tén. Boi 18,
Linux chi 1ay 32 hay 64 ky tu dau tién trong tén file ma théi (tuy theo phién ban Linux),
phan tén file con lai danh cho chu cua file, Linux theo ddi thong tin, nhung thuong khong
xem cac ky tu ding sau ky tu tht 33 hay 65 1 quan trong ddi véi né.

Xin nhic lai luu y vé phan biét chir hoa va chit thuong ddi vai tén thu muc/file, vi du
hai file FILENAME .tar.gz va filename.tar.gz 1a hai file khac nhau.

+ Néu trong tén thu muyc/file c6 chira khoang trong, s& phai dat tén thu muc/file
vao trong cap dau nhay kép dé sir dung thu muc/file do6. Vi du, dé tao thu muc co tén 1a
“My document” chang han, hdy danh dong 1énh sau: # mkdir "My document"

+ Mot sb ky tu sau khong duogc st dung trong tén thu muc/file: !, *, §, &, # ...

+ Tap hop tat ca céc file co trong h¢ diéu hanh duoc goi 1a hé théng file 1a mot
hé théng théng nhét. Boi chinh tir cach thue sir dung thu muc, h¢ théng file duoc t6 chuc
16gic theo dang hinh cdy: Hé théng file dugc xuat phat tir mot thu muc goc (duogc ki
hiéu 13 "/") va cho phép tao ra thu muc con trong mét thu muc bat ky. Thong thuong, khi
khoi tao Linux da c6 ngay hé thong file cta né.

2.4.1. Lénh Is - xem danh sach tap tin thuw muc
Is -[tiy chon] [dudng dAn thu muc mudn xem]
Céc tuy chon pho bién cia 1énh Is:
Céc tuy chon Y nghia

-L Hién thi danh sach tap tin, thu muc (chi hién thi tén).

-1 Hién thi danh sach tap tin, thu muc (gém nhiéu cot: filename, size,
date,....

-a Liét ké tit ca céac tap tin, thu myc, bao gém nhirng tap tin an.

-R Liét ké tat ca cac tap tin, thu muc ké ca cac tap tin, thu myc bén trong

thu muc cha.
Ngoai ra chiing ta c6 thé sir dung "man" dé xem cac tuy chon ciia Iénh Is: man Is
2.4.1.1. Lénh grep
Lénh grep - loc lai tén tép tin thu muc mudn xem

Lénh Is -1 cta "/" cho két qua nhiéu thong tin, néu muén loc lai tén tap tin thu muc

muon xem chi can thém grep .
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lénh | grep [nhap ky tu mudn loc]
Vi du 1: Mudn xem trong "/" ¢ tap tin, thu myc nio c6 ky tu 14 pro thi thyc
hién nhu sau:
Is -1| grep pro
Vi du 2: Mudn xem trong thu muc /etc c6 tap tin, thu myc nao co6 ky ty la
yum thi thuc hién nhu sau:
Is -1 /etc/ | grep yum
Lénh grep con duogc dung tim kiém chudi trong file:
grep “ chuoi ” tén file
Lénh grep con duoc dung tim kiém chudi trong nhiéu file cling lic:
grep “ chuoi ” file pattern
Chi y: Dung ky hiéu "*" dé thuc hién tim kiém nhiéu tap tin cling mot lc.
Vi du: Tim kiém chudi "yum" trong cac file c6 dudi .txt trong thu muc /root:
grep “yum” /root/* .txt
2.4.2. Lénh cd

Lénh cd dung dé d6i sang thu muyc khéc
- Cac lénh cd thong dung
+ Di chuyén vé thu muc gbc: cd /
Di chuyén dén 1 vi tri bat ki khi biét duong dan tuyét d6i: cd /etc/networks
Di chuyén dén thu muc con niam trong thu muc hién tai: cd docs hodc ./docs

+ +

+ Di Chuyén dén thu muc me:
+ cd .. hodc cd ../.. : di chuyén vé thu muc me 2 lan
Lénh cd khong c6 tham sb, s& dua ban vé home directory, du bat ké ban dang ¢
dau: cd hoac cd ~
Lénh cd dung dé quay vé thu muc trudce: cd -
2.4.3. Lénh pwd

Lénh pwd ching ta sé co ful path cia thu muc ma chung ta dang dung ¢ hién tai.
2.4.4. Lénh mkdir — dung dé tao thw muc trén Linux
Lénh mkdir dugc str dung dé tao mot thu muc trong thu muc hi¢n tai:

mkdir [tén thu muc can tao]
Vi du: Tao thu muc té€n exampledir trong thu muc hi¢n tai: mkdir exampledir
2.4.5: Xé6a thu muc:
rm -rf [dudng dan]
Vi du: X6a thu muc example trong /ust/bin: rm -rf /usr/bin/example
2.4.6: X6a thu muc rong:
rmdir [duong dan]

Vi du: Xo6a thu muc dir trong /ust/bin: rmdir dir

2.4.7: Lénh sao chép thu muc:
cp -R [dudng din ngudn] [dudng din dich]
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Vi du: Sao chép thu muc /root/networks sang /usr/bin: cp -r /root/networks /usr/bin
2.4.8. Lénh mv - dung di chuyén, déi tén
Lénh mv thuc hién nhi€ém vu kép. No c6 thé thuc hién:

2.4.9. Lénh tim kiém
find [duong dan] -name [tén can tim]
Vi du: Tim vi tri cua tap tin xyz.txt trong /etc: find /etc/ -name xyz.txt
Ngoai viéc tim theo tén (-name), c6 thé tim theo cac tiy chon khac nhu: -type, -user, -
atime, -amin, -newet,... St dung Iénh man find dé xem chi tiét.
Chii y: C6 thé dung ky hiéu "*" dé thuc hién xo6a, tim kiém, sao chép... nhiéu tip tin
cung mot luc.
2.4.10. Lénh nén va giai nén tap tin thu muc
Trong hé thong Linux ton tai mot s6 dang nén co ban nhu: zip,... Duéi ddy 1a mot vai
vi du vé cach nén va gidi nén voi dinh dang do.
Nén va giai nén tap tin c6 dudi la .gz
gzip [duong dan]
Vi du 1: Nén tép tin test.txt trong thu muc /usr/bin thanh test.txt.gz:
gzip /usr/bin/test.txt
gunzip [duong dan]
Vi du 2: Gidi nén tép tin test.txt.gz trong thu muc /usr/bin:
gunzip /usr/bin/test.txt
2.5 Lam vié€c voi tap tin (files)
2.5.1. Lénh Is - xem danh sach tap tin thu muc
Is -[tuy chon] [duong din thu muc mudn xem]
Céc tuy chon pho bién cia 1énh Is:
Céc tuy chon Y nghia

-L Hién thi danh sach tap tin, thu muc (chi hi¢n thi tén).

-1 Hién thi danh séach tap tin, thu muc (gém nhiéu cot; filename, size,
date,....

-a Liét ké tat ca céac tap tin, thu myc, bao gém nhirng tap tin an.

-R Liét ké tat ca cac tap tin, thu muc ké ca cac tap tin, thu myc bén trong
thu muc cha.

Ngoai ra chiing ta c6 thé sir dung "man" dé xem cac tuy chon cia Iénh Is: man Is
2.5.2 Lénh grep
Lénh grep - loc lai tén tap tin thu muc mudbn xem

Lénh Is -1 cta "/" cho két qua nhiéu thong tin, néu muén loc lai tén tap tin thu muc

mudn xem chi can thém grep .
lénh | grep [nhap ky tu mudn loc]
Vi du 1: Mudn xem trong "/" ¢6 tp tin, thu muc nao c6 ky tu 14 pro thi thuc hién nhu
sau: Is -1 | grep pro
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Vi du 2: Mubn xem trong thu muc /etc c6 tap tin, thu muc nao cé ky tu 1a yum thi
thuc hién nhu sau: Is -1 /etc/ | grep yum
Lénh grep con dugc dung tim kiém chudi trong file:
grep ““ chuoi ” tén file
Lénh grep con duoc dung tim kiém chudi trong nhiéu file cling lic:
grep “ chuoi ” file pattern
Chi y: Dung ky hiéu "*" dé thuc hién tim kiém nhiéu tap tin cling mot lic.
Vi du: Tim kiém chudi "yum" trong céc file c6 dudi .txt trong thu muc /root:
grep “yum” /root/*.txt
2.5.2 Lénh x06a tap tin
rm [duong dan]
Vi du: Xoa tap tin abc.txt trong /usr/passwd:
rm /usr/passwd/abc.txt
2.5.2.1: Xéa tap tin ma khong can héi:
rm -f [dudng dan]
Vi du: Xoa tap tin abc.txt trong /usr/passwd:
rm -f /usr/passwd/abc.txt
2.5.6 Lénh sao chép tap tin:
cp [duong dan ngudn] [dudng dan dich]
Vi du: Sao chép tap tin abc.txt trong thu muc /root sang /usr:
cp /root/abc.txt /usr
2.5.7. Lénh mv - dung di chuyén, d6i tén
Lénh mv thuc hién nhiém vy kép. N6 ¢6 thé thuc hién:
2.5.7.1:Can ddi tén mot tap tin
mv [dudng dan véi tén cu] [dudng dan véi tén méi]
Vi du: B6i tén tap tin testl.txt trong /root thanh test.txt:
mv /root/testl.txt /root/test.txt
2.5.7.2: Di chuyén mét tap tin dén vi tri khac, trong khi d6 cé thé doi tén cung lic.
mv [dudng din ngudn] [dudng dan dich]
Vi du: Di chuyén va d6i tén tap tin testl.txt trong /root sang /etc d6i tén thanh

test.txt: mv /root/testl.txt /etc/test.txt
2.5.8 Lénh touch - dung dé tao tap tin rong
Lénh touch thuong duoc str dung dé thiét 1ap hodc cip nhat quyén truy cap, thay d6i
va stra d6i thoi gian cua tap tin.Theo mac dinh, n6 dat lai diu thoi gian cua tap tin dé
khop véi thoi gian hién tai.
Ngoai ra 1énh touch con dung dé tao tap tin rong.
touch [tén tap tin]

Vi du: Tao tap tin tén testl.txt:
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touch testl.txt
Lénh touch con cung cap mot sb tién ich, nhu tuy chon -t cho phép ban dat ngay thoi

gian cua tép.
touch -t [thoigian] [tén tap tin]

Vi du: Dit thoi gian cho tip tin myfile, ngay 9 thang 12 va lac 4 gid chiéu (12091600):
touch -t 12091600 myfile
2.6 Nén va sao luu cac tap tin (files)

2.6.1. Sao luu dir liéu

- Sao luu dir liéu trén may tinh c4 nhin hodc may chu rat quan trong vi ngin ngira
viéc mat dit liéu. Chung ta co thé sao luu dir liéu hodc toan bd hé théng cua ban.

- C6 nhiéu cach sao luu dir liéu. Cac cach co ban d6 13 sao chép dit liéu dung cp ,
cach manh hon viéc sao chép dung rsync.

- Ca hai céch trén dugc st dung dé déng bo hoa toan bo cdy thu muc. Tuy nhién,
rsync hi¢u qua hon vi nd kiém tra tép dugc sao chép cod ton tai chua. Néu tep da tdn tai va
khong c6 su thay doi vé kich thude hodc thoi gian stra d6i rsync s& khong sao chép dé tiét
kiém thoi gian. Rsync chi sao chép cic phan cua tép da thuc sy thay ddi nén thé rat
nhanh.

- rsync hi¢u qua khi sao chép dé quy mot cady thu muc nay sang cdy khac, boi vi chi
c¢6 su khac biét dugc truyén qua mang. Ngudi ta thuong dong bo cay thu muc dich véi
nguodn gdc, st dung tiy chon -r dé dé quy xudng cay thu muc sao chép tat ca cac tép va
thu muc bén dudi t€p duogc liét ké dudi dang nguén.

cp c6 thé sao chép tép dén va tir dich trén may cuc bo (trir khi ban sao chép vao hoic tir

hé thong tép duoc gin bang NFS), nhung rsync ciing ¢ thé duoc st dung dé sao chép tép
tor may nay sang may khac.
2.6.2. Lénh rsync
Rsync 14 tién ich sao luu dit li¢u manh mé: rsync options source destination
Trong do:
+ Source : 12 dif liéu ngudn
+ Destination: 1a dir liéu dich
+ Options: cac tuy chon kém theo

Ta c6 thé xem thém céac tuy chon ¢ 1énh: man rsync

Mot sb tuy chon thuong dung:

+ -v: hién thi trang thai két qua.

+ -r: copy dir lidu recursively, nhung khong dam bao thong sb cia file va thu
muc.

+ -z: nén dit liéu khi transfer, tiét kiém bing thong tuy nhién tén thém mot chat
thoi gian.

+ -h: human-readable, output két qua d& doc.

+ --delete: x6a dit lidu & destination néu source khong ton tai dit liéu do.
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Luwu y: Chi dung --delete khi ban chic chan rang "source" va "destination" déu dung,
nhat 1a vé vi tri, néu ban dé sai vi tri hodc sai tén thu myc thi c6 thé dan dén mét dit liéu
toan bo khi dung rsync!

Vi du: copy thu muc rpmpkgs trong thu muc root xem /tmp/backups/ trén local:

rsync -avzh /root/rpmpkgs /tmp/backups/
rsync -avzh /root/rpmpkgs /tmp/backups1/

Cau 1énh trén s& copy toan bo file tir thu muc /root/rpmpkgs dén thu muc
/tmp/backups/ trén cung 1 may tinh.

Vi du: copy thu muc rpmpkgs tir local 1é€n server c6 dia chi IP 192.168.21.145 vao thu
muc /home:

rsync -avzh rpmpkgs/ root@192.168.21.145:/home/
2.6.3. Nén dir li¢u

Dt liéu thuong dugc nén dé tiét kiem dung luong dia va dé lam giam thoi gian truyén
qua mang.

Hé diéu hanh Linux dung mot sé phuong phap dé nén:

Command Tac dung

gzip Tién ich dugc dung thuong xuyén nhat trong hé diéu hanh Linux.
bzip2 Tao cac tép nho hén so vai tép tao bang gzip.

XZ Tién ich nén hiéu qua vé khong gian nhat trong hé diéu hanh Linux.
Zip Dung dé kiém tra giai nén tai liéu luu trir tir cac hé diéu hanh khac.

Céc ky thuat nay khac nhau vé hiéu qua cua viéc nén (tiét ki€ém duogc bao nhiéu dung
lugng) va thoi gian dé nén. Cac k¥ thuat hiéu qua hon mat nhiéu thoi gian hon. Thoi gian
giai nén khong thay d6i nhidu qua cac phuong phép khac nhau.

Ngoai ra, tién ich tar thuong duoc sir dung dé nhom cac tép trong kho luu trit va sau do
nén toan bd kho luu trir cing mot lac.
2.6.3.1. Nén dir liéu bang gzip

Gzip 1a tién ich dugc sit dung thuong xuyén vi nd nén tot va rat nhanh.
2.6.3.1.1. Mt s6 vi du vé gzip

gzip *: Dung dé nén tit ca cac tép trong thu muc hién hanh, cac tép dugc nén va doi
tén phan mé rong .gz.

gzip -r projectX: Nén tit ca cac tép c6 trong thu muc projectX va cung véi tit ca cac
tép trong tat ca thu muc trong projectX.

gunzip foo: Pé giai nén foo tim thay trong céc tap tin foo.gz. 1énh gunzip giéng nhu
gzip. Dé giai nén file gzip ta dung Iénh:

gzip -d filename
2.6.3.1.2. Nén dir li¢u bing bzip2

bzip2 c6 ci phdp nhu gzip nhung né st dung thuat todn nén khéc nhau va tao ra cac
tép nho hon, va mat nhiéu thoi gian hon dé thyc hién cong viée ctia nd. Vi vy, né dugc
st dung dé nén cac tép 16n hon.

64



2.6.3.1.3 Mot s6 vi du vé bzip2

bzip2 *: Dung dé nén tat ca cac tép trong thu muc hién hanh, cac tép dugc nén va doi
tén phan mé rong .bz2.

bunzip2 *.bz2: Giai nén tit ca cac tép c6 phan md rong 1a .bz2 trong thu muc hién tai.
va bunzip2 gidng nhu bzip2 -d.
2.6.3.1.4 Nén dir li¢u bing xz

xz la tién ich nén hi¢u qua nhat vé khong gian dugc st dung trong Linux va hién duogc
st dung luu trir tai li¢u cua nhan Linux.
2.6.3.1.4.1 Mt s6 vi du vé xz:

xz *: Dung dé nén tat ca cac tép trong thu muc hi¢n hanh, cac t€p dugc nén va ddi tén
phan mé rong .xz.

xz foo: Nén tép foo vao foo.xz bang mic nén mic dinh (-6) va xoa foo néu nén thanh
cong.

xz -dk bar.xz: Gidi nén bar.xz thanh bar va khong xo4 bar.xz khi giai nén thanh cong.

xz -dcf a.txt. b.txt.xz > abed.txt: Giai nén cac tép nén va khong nén thanh dau ra tiéu
chuan sy dung 1énh duy nhéat.
xz -d * xz: Giai nén cac tép duoc nén bang xz
2.6.3.1.5 Nén dir liéu bang zip

zip 12 chuong trinh khong thuong duoc st dung dé nén cac file trong Linux, nhung dé
kiém tra va gidl nén tai liéu luu trir tr hé diéu hanh khéac. N6 chi duoc sir dung trong
Linux khi ban nhan duogc té€p nén tir ngudi dung Windows.
2.6.3.1.5.1 Mot s6 vi du vé zip:

zip backup *: Nén tit ca cac tép trong thu muc hién hanh va dua chung vao tép
backup.zip.

zip -r backup.zip ~ : Luu trit vao thu muc ding nhap hién tai ctia ban va tat ca cac tép
thu muc trong tép backup.zip

unzip backup.zip: Gidi nén cac tp trong tép backup.zip, dua chung vao thu muc hi¢n
hanh.
2.6.3.1.6 Nén dir li¢u bang tar

tar 1a viét tit ca "tape archive" va duoc sir dung dé luu trit cic tép vao bang tir. N6
cho phép ban tao hodc trich Xuét cac tép tor mot tép luu trit. Ching ta cé thé tuy chon nén
trong khi tao tép luu trit va giai nén trong khi trich xuat noi dung cua né.
2.6.3.1.6.1 Mot s6 vi du vé tar:
tar xvf mydir.tar: Ding giai nén tat ca cac tép trong mydir.tar.
tar zcvf mydir.tar.gz mydir: Tao kho luu va nén bang gzip
tar jevf mydir.tar.bz2 mydir: Tao kho luu va nén bang bz2
tar Jevf mydir.tar.xz mydir: Tao kho luu va nén bang xz
tar xvf mydir.tar.gz: Tim céc t€p mydir.tar.gztar.gz va dua vao thu muc mydir
2.6.3.1.7 Copy dia dén dia

Tién ich dd 1a chuong trinh rat hitu ich trong hé diéu hanh Linux dung dé chuyén d6i

va sao luu tép tin, tao cac ban sao cua khong gian dia.
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Vi du: Tao ban sao luu ban ghi khoi dong chinh (MBR) dung 512 byte dau tién cia dia
chtra bang mo ta phan vung trén dia do:
dd if=/dev/sda of=sda.mbr bs=512 count=1
Dé copy mot dia nay sang dia khac ta ding 1énh:
dd if=/dev/sda of=/dev/sdb
Véi ct phap trén thi tat ca dir liéu co trong dia thir 2 trude d6 s& bi xo04 toan bd. Va
mét ban sao cta dia thtr nhat s& dugce tao trén dia thi 2.

Cau hoi on tap
1. Trinh bay cac kiéu file va quy udc tén file trong Linux
2. Trinh bay cau trac hé thong file ciia Linux
3. Trinh bay cac 1énh co ban trong hé théng tap tin va thu muc
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BAI 4. QUAN TRI NGUOI DUNG VA NHOM
Gioi thi¢u

Nguoi dung dugc quan 1y thong qua tén nguoi dung (thuc ra 1a chi sé ngudi dung).
Nhén hé thdng quan 1y ngudi dung theo chi sd, vi viée quan 1y theo chi sb s& dé dang va
nhanh théng qua mot co s& dit liéu luu trir cac thong tin vé& nguoi dung. Viée thém mot
ngudi dung moi chi ¢6 thé thuc hién duoc néu dang nhap véi tu cach 1a siéu nguoi dung.
Dé tao mot ngudi dung méi, can phai thém thong tin vé ngudi dung d6 vao trong co s&
dir liéu nguoi dung, va tao mdt thu muc ca nhan cho riéng nguoi dung do. biéu nay rat
can thiét dé thiét 1ap cac bién moi truong phii hop cho ngudi ding.

1. Muc tiéu cia bai

- Trinh bay dugc co ché t6 chic va quan tri ngudi dung trén linux;

- Tao va quan ly dugc tai khoan nguodi dung;

- Tao va quan ly dugc tai khodn nhom

- Lam viéc khoa hoc dam bao an toan, tinh than hop tac, giup d& 13n nhau
2. Noi dung bai
2.1 Tai khoian nguwoi dung

C6 3 kiéu tai khoan trén mot hé thong Unix/Linux:

- Tai khoan goc (Root account): N6 con duoc goi 1a superuser va s& co su diéu
khién tuyét d6i toi hé thdng. Mot superuser co thé chay bat cir 1énh nio ma khong bi han
ché. Nguoi sir dung nay cé thé duoc vi nhu ngudi quan 1y hé thong.

- Cac tai khoan hé thf')ng: Cac tai khoan hé théng duoc can cho cac hoat dong riéng
trong hé thong nhu tai khoan mail va cac tai khoan sshd. Nhimg tai khoan ndy thudng
duoc can cho mot s6 chirc ning riéng trén hé thong cia ban, va bat ctr sy chinh sira nao
t61 chung c6 thé anh hudng bat loi t6i hé thong.

- Cic tai khoan ngudi diung ca nhan: Cac tai khoan nay cung cip su truy cp mang
tinh tuong tac téi hé thong voi ngudi ding va nhém st dung va thuong bi gidi han truy
cap vao nhimg file va thu muc cé tinh chat quan trong.

Linux/Unix hd trg mot khai niém 1a tai khoan nhom Group Account ma tao nhom mat
s tai khoan mot cach logic. Mdi tai khoan s& 1a mot phan cila bat cir tai khoan nhém nao.
Nhom trong Unix dong vai tro quan trong trong viéc thuc hién sy quan ly vé tién trinh va
cho phép tdi file.

2.2 Cac Iénh co ban quan ly nguoi dung

Co 4 file chinh quan 1y nguo1 st dung:

- Jetc/passwd: Giir tai khoan nguoi dung va thong tin mat khau. File nay giir cac
thong tin quan trong vé céac tai khoan trén hé théng Unix.

- Jetc/shadow: Gilt mat khau duoc bién thanh mit md cua tai khoan tuong ung.
Khong phai tat ca cac hé thong déu hd tro file nay.

- /etc/group: File nay gitt thong tin nhém cho mdi tai khoan.

- /etc/gshadow: File nay gilr cac thong tin tai khoan nhém bao mat.

- Ban c6 thé kiém tra tat ca céc file trén v&i 1énh cat.

- Dudi day 1a cac 1énh c6 trong phan 16n cac hé théng Unix dé tao va quan Iy céc tai
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khoan ca nhan va nhom.

Lénh Miéu ta
useradd Thém céc tai khoan ¢4 nhan t6i hé thng.
usermod Chinh stra cac thudc tinh cua tai khoan ca nhan.
userdel Xba céc tai khoan c4 nhén tir hé thong.
groupadd Thém céc tai khoan nhom téi hé thong.
groupmod Chinh stra cac thudc tinh cua tai khoan nhom.
groupdel D& bo cac tai khoan nhom khoi hé thong.

Tao mot nhom trong Unix/Linux

- Ban c6 thé s& can tao cac nhom trude khi tao bat ky mot tai khoan nao, néu khong
thi ban phai sir dung cac nhém dang ton tai trén hé théng ciia ban. Ban s& co tit ca cac
nhoém duogc liét ké trong tép /etc/groups.

- Tét ca cidc nhom mac dinh s& 13 cac nhom tai khoan cu thé trén hé théng va no
khong dugc dé nghi dé sir dung ching cho céc tai khoan thong thuong. Vi thé, dudi day
14 ¢t phap dé tao mot nhom tai khoan mai.

groupadd [-g gid [-o]] [-r] [-f] groupname
Bang dudi liét ké chi tiét cac tham sé:

Tuy chon Miéu ta
-g GID Gia tri s6 caa ID nhom.

-0 Tuy chon nay cho phép dé thém nhom véi GID khong duy nhat.

-r Dau hiéu nay chi thi sy thém nhom tdi tai khoan hé thong.

Tty chon nay khién cho né chi thoat ra véi trang thai thanh cong néu nhom
-f d3 xac dinh di ton tai. Vi —g, néu GID di ton tai, thi GID khéac (duy nhét)
duoc chon.

groupname | Tén nhoém thyuc su dugc tao.

- Néu ban khong xac dinh bat ¢t tham s6 nao thi hé thé)ng s€ sir dung cac gia tri mac
dinh.
+ Vi du sau s€ tao mot nhém developers véi cac gid tri mac dinh, ma dugc chﬁp
thuan boi hau hét cac nha quan 1y.
$ groupadd developers
Chinh stra m¢t nhom trong Unix/Linux
- Pé chinh sira mt nhém, sir dung ¢t phéap 1énh groupmod:
$ groupmod -n new_modified group name old _group name
- Dé thay doi tén nhom developers_2 thanh deverloper, ban gd nhu sau:
$ groupmod -n developer developer 2
- Dudi day 1a cach thay d6i GID thanh 545:
$ groupmod -g 545 developer
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Xo6a mot nhom trong Unix/Linux
- Pé x6a mot nhém dang tdn tai, tit ca thir ban can 1am 1a 1énh groupdel va tén nhom
d6. Dé x6a nhom developer, 1énh 1a:
$ groupdel developer
- Lénh nay chi g& bo nhém, khong phai bét ky file nao lién quan téi nhom. Cac file 1a
van c6 thé truy cap duoc boi ngudi so hitu cta nd.
Tao mot tai khoan ca nhan trong Unix/Linux
- Haiy cung ching t6i xem cach tao mot tai khoan c4 nhan mai trén hé théng Unix cia
ban. Duéi day 1a ct phap dé tao mot tai khoan ca nhan:
useradd -d homedir -g groupname -m -s shell -u userid accountname
Bang dudi liét ké chi tiét cac tham so:

Tuy chon Miéu ta
-d homedir Xac dinh thu muc chinh cho tai khoan.
-g groupname Xac dinh mdt tai khoan nhém cho tai khoan cé nhan nay.
-m Tao thu muc chinh néu né khong ton tai.
-s shell Xac dinh shell mac dinh cho tai khoan cd nhan nay.
-u userid Ban c6 thé xac dinh ID c4 nhan cho tai khoan nay.
accountname Tén tai khoan ca nhan thuc sy duoc tao ra.

- Néu ban khong xac dinh bat ky tham sd nao thi hé thong sé sir dung cac gi tri mic
dinh. Lénh useradd chinh stra cac tép /etc/passwd, /etc/shadow, /etc/group va tao mot thu
muc chinh.

- Dudi day 1a vi du ma sé tao mot tai khoan memohd thiét 1ap thu muc chinh cta no
té1 /home/memohd va nhom 1a developers. Nguoi st dung nay la Kenny Chinh ma dugc
chi dinh cho no.

$ useradd -d /home/mcmohd -g developers -s /bin/ksh mcmohd

- Trudc khi thong bdo Iénh trén, bao dam réng ban da c6 nhom developers dugc tao
bang 1énh groupadd.

Khi mot tai khoan ca nhan duoc tao, ban c6 thé thiét 1ap mat khau cho né bang cach sir
dung 1énh passwd nhu sau:
$ passwd mcmohd20 Changing password for user mcmohd20. New UNIX password:
Retype new UNIX password: passwd: all authentication tokens updated
successfully.

- Khi ban gé passwd accountname, n6 cung cap cho ban tiy chon dé thay doi mat
khau dugc cung cép néu ban 1a superuser, néu khong thi ban chi c6 thé thay ddi mat khau
st dung lénh tuong ty nhung khong xac dinh tén tai khoan cua ban.

Chinh sira mot tai khoan

- Huodng dan thay d6i tén ngudi dung trong Linux dudi ddy duoc tién hanh trén
Ubuntu Server, nhung quy trinh s& twong tu trén hau hét cac ban phan phéi Linux khac.

- Lénh usermod cho ban kha nang dé tao céc thay ddi t6i mot tai khoan ca nhan dang
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t6n tai tir dong 1énh. N6 st dung cac dbi s6 nhu 1énh useradd, cong voi ddi sb -1, cho
phép thay ddi tén tai khoan.

- Diéu kién tién quyét 1a ban c6 quyén truy cdp vao tai khoan ngudi dung véi quyén
sudo (va tén ngudi dung phai dugc thay doi). Hay cing thuc hién theo cac bude dudi day
nhe!

- Gia str ban can ddi tén tai khoan testaccount (da c6 trén hé thong) thanh haversham.
Pé lam diéu nay, hdy nhap lénh:

sudo usermod -1 haversham testaccount

- Tai thoi diém nay, tén ngudi dung di thay doi. Tuy nhién, thu muyc chinh dugc lién

két v6i tén ngudi dung van 1a testaccount. Dé thay ddi didu do, hiy nhap 1énh:
sudo usermod -d /home/haversham -m haversham
- Néu dua ra lénh Is /home/, ngudi dung sé& thdy thu muc chinh hién phan anh tén

nguoi dung mai.

Hinh 4.1 Minh hoa 1énh sudo usermod -d /home/haversham -m haversham
- Cudi cung, tén nhom cia tai khoan ngudi dung phai duoc thay doi
tir testaccount thanh haversham. Bé lam diéu nay, hay nhap lénh:
sudo groupmod -n haversham testaccount
Kiém tra tai khoén
- Trudc khi dang xuat, nén kiém tra tai khoan bang cach sir dung SSH dang nhap vao
may chi voi tén ngudi dung méi. Khi ding nhap thanh cong, ban s& thidy minh &
trong /home/haversham. C6 thé kiém tra thém diéu ndy bang cach tao mot file thi
nghiém (dé dam bao nguoi dung c¢é dic quyén ghi trong thu myc chinh cia minh). Hay
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thir dua ra mot 1énh. Néu khong nhan duoc 16i (nhu hinh bén duéi), tit ca déu 6n va quan
tri vién c6 thé ban giao tai khoan da doi tén cho nguoi dung.

Hinh 4.2 Minh hoa kiém tra tai khoan
Xo6a mot tai khoan trong Unix/Linux
- Lénh userdel co6 thé duoc str dung dé x6a mot tai khoan c4 nhan dang ton tai. Lénh
nay la rat nguy hiém néu khong duoc st dung véi su can trong.
Chi c6 mét dbi sé hodc mot tiy chon c6 san cho 1énh: .r, dé g0 bo thu muc chinh va mail
cua tai khoan.
+ Vi du, dé g& bo tai khoan memohd20, ban can thong bao 1énh sau:
$ userdel -r mcmohd20
- Néu ban mudn gilt thu muc chinh cho cdc muc sau, ban khong st dung tuy chon -r.
Ban c6 thé g& bo thu muc chinh vao lan sau.
- Ngoai ra, co thé dung I1énh deluser dé x6a mot tai khoan trong Linux, ¢ day la
haversham:
sudo deluser -r haversham
sudo delgroup haversham
- Su khéac biét gitra userdel va deluser la: deluser va delgroup x6a ngudi dung, nhém
khoi hé théng theo cac tiiy chon dong 1énh va thong tin cdu hinh trong /etc/deluser.conf
va /etc/adduser.conf. Cac font-end userdel va groupdel thi x6a thu muc chinh, va tham
chi tat ca cac file ma ngudi dung bi x6a s hitu khoi hé théng
2.3 Cac I¢nh co bén lién quan dén nhém ngudi ding
Lénh Linux Mo ta
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Lénh Linux

passwd

pwck

useradd
userdel
usermod
groupadd
groupdel

groupmod

who /w
uname
id
logname
su

groups
#vi letc/passwd
#vi letc/group

chmod [tén file="""][/tén]

chown user [tén file="""][/tén]

chgrp group [file][/file]

Mo ta
Po6i mat khau (standard user c6 thé doi pass cia ho con
user root thi thay doi dugc password ctia moi user)
Kiém tra syntax va dinh dang cua dir liéu
user/password (/etc/passwd)
Tao user moi, vi du: useradd -c “test user 1” -g groupl
Xdba User
Thay doi thong tin user (group, name...)
Tao mot nhom user mai
Xo6a nhom user
Thay d6i thong tin group, vi du, groupmod -n “old
group name” “new name”
Hién thi nhiing user dang dang nhap hé thong
Hién thi tén cta hé thong (host)
Hién thi user ID (Chi danh cua user)
Hién thi tén user dang login
Cho phép dang nhap vdi tén user khac (twong tu
secondary logon cia Windows)
Hién thi nhom cua user hién tai
Xem danh sach user
Xem danh sach nhém (group)
Thay d6i quyén cho file/thw myc (chi user s& hitu file
mai thuc hién duoc)
Thay doi chu so hitu file/thu muc
Thay d6i group s& hiru file/thu muc

Mdi ngudi dung trong hé théng Linux déu thudc vao mot nhém nguoi dung cu thé. Tat

ca nhitng ngudi ding trong cing mdt nhom co thé cling truy nhap mét trinh tién ich, hodc

déu can truy cap mot thiét bi nao d6 nhu mdy in chang han.
Mot nguoi dung cung lac ¢6 thé 1a thanh vién cta nhiéu nhom khac nhau, tuy nhién tai

mot thoi diém, nguoi dung chi thudéc vao mot nhom cu thé.
Nhom c6 thé thiét 1ap cac quyén truy nhap dé cc thanh vién ciia nhom dé cé thé truy

cap thiét bi, file, hé théng file hodac toan by may tinh ma nhirng ngudi dung khac khong

thudc nhém d6 khong thé truy cap dugc.
- Nhém ngwoi dung va file /etc/group
+ Thong tin vé nhém ngudi dung dugc luu trong file /etc/group, file ndy cé

cach bb tri trong tu nhu file /etc/passwd. Vi du noi dung cua file /etc/group cé thé nhu
Sau:

root:x:0:root

bin:x:1:root,bin,daemon

daemon:x:2:root,bin,daemon

sys:x:3:root,bin,adm

adm:x:4:root,adm,daemon

disk:x:6:root

Ip:x:7:daemon,lp
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mail:x:12:mail

huyen:x:500:

langnu:x:501:

+ MJi dong trong file c¢6 bdn truong duoc phan cach boi dau ':'. ¥ nghia cua cac
truong theo thi ty xuat hién nhu sau:
+ Tén nhém nguodi dung (groupname)
+ Mat khau nhom ngudi dung (passwd - duoc ma hoa), néu truong nay rong, tirc
12 nhom khéng yéu cau mat khau
+ Chi s6 nhom ngudi dung (group id)
+ Danh sach cac nguoi dung thugc nhom do (users)
- Thém nhom ngudi dung
Cho phép hiéu chinh thong tin trong file /etc/group bang bat ky trinh soan thao vin
ban nao co trén hé théng cua dé thém nhom ngudi dung, nhung cach nhanh nht 13 st
dung 1énh groupadd.
+ Cuphép 1énh :
groupadd [tuy-chon] <tén-nhom>
+ Céc tuy chon la:

-g, gid : tuy chon nay x4c dinh chi sé nhém nguoi dung, chi s6 nay phai 1a
duy nhét. Chi s6 méi phai c6 gia tri 16n hon 500 va 16n hon cac chi s6 nhom da c6 trén hé
thong. Gid tri tir 0 dén 499 chi dung cho cac nhom hé thong.

-r : tily chon nay duoc dung khi mudn thém mét tai khoan hé thong.

-f : tiy chon nay s& b qua viéc nhic nhd, néu nhém ngudi ding d6 da ton
tai, n6 s€ bi ghi de.

- Vidu:
+ Thém nhém ngudi ding bang cach soan thao file /etc/group:
installer:x:102:hieu, huy, sang

tiengviet:x:103:minh, long, dung

Hai dong trén s& bo sung hai nhom nguoi ding méi cung danh sach cac thanh vién
trong nhém: nhom installer véi chi sé nhém 1a 102 va cac thanh vién 1a cdc ngudi dung
c6 tén hieu, huy, sang. Tuong ty 13 nhoém tiengviet voi chi s6 nhom 14 103 va danh sach
céc thanh vién 1a minh, long, dung. Pay Ia hai nhém (102, 103) ngudi ding hé thdng.

- Thém nhém ngwoi dung méi véi I€énh groupadd:

# groupadd -r installer

Lénh trén s€ cho phép tao mdt nhém ngudi dung mai co tén 1a installer, tuy nhién cac
thanh vién trong nhom s& phai bo sung bang cach soan thao file /etc/group.

- Sira d6i cac thudc tinh ciia mét nhém nguoi ding (1énh groupmod)

Trong mot s trudng hop can phai thay doi mét sé théng tin vé nhom ngudi dung bang
1énh groupmod véi ci phap nhu sau:

groupmod [tuy-chon] <tén-nhém>

Thong tin vé cic nhom xac dinh qua tham sb tén-nhém duogc diéu chinh.

+ Céc tuy chon cuia 1énh:
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-g, gid : thay d0i gia tri chi s6 ciia nhém nguoi dung.
-n, group_name : thay doi tén nhém ngudi dung.

- Xé6a m¢t nhém ngudi dung (I€nh groupdel)

Néu khong mudn mot nhém nao do tdn tai nira thi chi viéc x6a tén nhém do trong file
/etc/group. Nhung phai luu ¥ rang, chi x6a dugc mot nhom khi khong co nguoi ding nao
thudc nhom do nira.

Ngoai ra c6 thé str dung 1énh groupdel dé x6a mot nhém ngudi ding.

+ Cu phép Iénh:
groupdel <tén-nhém>
+ Lénh nay sé stra d6i cac file tai khoan hé théng, xoa tit ca cac thuc thé lién
quan dén nhom. Tén nhom phai thuc su ton tai.
2.4 Cac 1énh co ban Khac cé lién quan dén nguoi ding

Ngoai cac 1énh nhu thém ngudi dung, x6a ngudi ding ..., con ¢6 mot sé 1énh khéac co
thé gitp ich rat nhidu néu dang lam viéc trén mot hé thong da nguoi dung.

- Dang nhap véi tu cach mot ngwoi dung khac khi dung 1€nh su

Doi lac mudn thyuc hién 1énh nhu mét nguodi dung khac va stir dung céc file hay thiét bi
thudc quyén so hitu ciia nguoi ding d6. Lénh su cho phép thay doi tén nguoi dung mot
cach hiéu qua va cp cho cic quyén truy nhap cia nguoi dung do.

+ Cu phap Iénh:
su <nguoi-dung>

- Néu ding nhap véi tu cach ngudi dung binh thudng va mudn tré thanh siéu ngudi

dung (root) dung Iénh sau:
# su root

+ Khi d6 hé théng s& yéu cau nhap mat khau cua siéu nguoi dung. Néu cung cip
dung mat ma, thi s& 1a ngudi dung root cho téi khi ding 1énh exit hoic CTRL+d dé dang
xuét ra khoi tai khoan nay va tré vé dang nhap ban dau. Tuong tr, néu ding nhap véi tu
cach root va mudn tro thanh ngudi ding binh thudng co6 tén 1a newer thi hiy gd 1énh
sau: # su newer s& khong bi hoi vé mat khau khi thay doi tir siéu nguoi ding sang mot
ngudi dung khac. Tuy nhién néu ding nhép voi tu cach ngudi dung binh thuong va mudn
chuyén d6i sang mot dang nhap ngudi dung khac thi phai cung cip mat khau cua nguoi
dung do.

- Xac dinh ngudi dung dang ding nhap (Iénh who)

+ Lénh who 1a mot 1énh don gian, cho biét dugc hién tai c6 nhimng ai dang dang
nhap trén hé thong voi ¢t phap nhu sau:
who [tuy-chon]
+ Cac tuy chon la:
-H, --heading: hién thi tiéu dé cua cac cot trong ndi dung I¢nh.
-m: hién thi tén may va tén ngudi dung voi thiét bi vao chuan.
-q, --count: hién thi tén cac ngudi dung va sd ngudi dung dang nhap.
+ Vidu:
# who
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root ttyl Nov 15 03:54
lan pts/0 Nov 15 06:07
#

- Lénh who hién thi ba cot thong tin cho ting ngudi dung trén hé thong. Cot dau 1a
tén ciia ngudi dung, cot thir hai 1a tén thiét bi ddu cudi ma ngudi dung dé dang sir dung,
cot thir ba hién thi ngay gio ngudi dung dang nhap.

- Ngoai who, c6 thé sir dung thém 1énh users dé xac dinh dugc nhimng nguoi ding
nhap trén hé thong.

+ Vidu:

# users
lan root
#

+ Trong trudng hop ngudi dung khong nhé ndi tén dang nhap trong mot phién
1am viéc (diéu nay nghe c¢6 vé nhu hoi vo 1y nhung 1a tinh huéng déi luc gap phai), hiy
str dung 1énh whoami va who am i.

+ Cu phap Iénh:

whoami hoac who am i
+ Vidu:
# whoami
lan
#
# who am i
may9!lan pts/0 Nov 15 06:07
#

Lénh who am i s& hién két qua ddy di hon vdi tén may dang nhap, tén nguoi ding
dang dang nhap, tén thiét bi va ngay gid dang nhap.

- C6 mdt cach khac dé xac dinh thong tin ngudi dung véi 1énh id_

+ Cu phap Iénh:

id [tuy-chon] [nguoi-dung]

- Lénh nay sé dua ra thong tin vé nguoi dung dugc xic dinh trén dong 1énh hodc
thong tin vé ngudi dung hién thoi.

+ Cac tuy chon la:

-g, --group : chi hién thi chi s6 nhom ngudi dung.
-u, --user : chi hién thi chi s6 ctia nguoi ding.
--help : hién thj trang trg gitp va thoat.
+ Vidu:
#id
uid=506(lan) gid=503(1an) groups=503(lan)
#
#id -g
503
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#

#id -u

506

#

# id root
uid=0(root)gid=0(root)groups=0(root),1(bin),2(daemon),
3(sys),4(adm),6(disk),10(wheel)

#

- Xic dinh cac qua trinh dang dwgc tién hanh (1énh w)

+ Lénh w cho phép xéac dinh dugc thong tin vé cac qua trinh dang duoc thuc
hién trén hé thong va nhimg ngudi dung tién hanh qua trinh do.
+ Cu phép 1énh:
w [nguoi-dung]

- Lénh w dua ra thong tin vé ngudi dung hién thoi trén hé théng va qua trinh ho dang
thuc hién. Néu chi ra ngudi dung trong 1énh thi chi hién ra cic qua trinh lién quan d&én
nguoi dung do.

+ Vidu:
#w
root tty2 - 2:14pm 13:03 9.30s 9.10s /usr/bin/mc¢ -P
lan pts/1 192.168.2.213 3:20pm 0.00s 0.69s 0.10s w
root pts/2 :0 3:33pm 9:32 0.41s 0.29s /usr/bin/mc¢ —P

Cau héi on tap
1. Tao nguoi dung
- St dung useradd dé tao ngudi dung co tén 1a tux voi ID ngudi dung 1a 600 va ID
nhém 1a 550.
- Sir dung usermode dé thay doi thu muc gbc ctia ngudi ding
+ C6 can thiét phai tao mdt thu muc méi khong?
+ NOi dung cua /etc/skel c6 dugc copy sang thu muc méi khong?
+ Céac noi dung trong thu muc gbc cii van c6 thé duoc truy cap bai nguoi ding
tux khong?
+ Sir dung usermode dé thém tux vao nhoém wheel.
2. Lam viéc v&i nhom.
- Tao mdt nhém co tén 1a sales véi cau 1énh groupadd.
- Thém ngudi ding tux vao nhom nay bing cau 1énh gpasswd.
- Dang nhép véi tux va tham gia vao nhom sales véi newgrp.
3. File c4u hinh.
- Thém mdt ngudi ding vao hé thdng bang cach soan thio /etc/passwd va /etc/group.
- Tao mdt nhom co tén 1a share va thém ngudi dung tux vao nhém nay bang cach
soan thao bang tay /etc/group.
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4. Thay d6i tai khoan

- Thay ddi tham s6 ngay hét han cta tai khoan nguoi dung tux bang cach sir dung cau
Iénh usermod.

- Khoa tai khoan nguo1 dung (Stir dung cong cu hoac soan thao file /etc/shadow, ...)

- Bao vé ngudi dung tir ding nhap bang cach thay doi shell mic dinh ctia ngudi ding
thanh /bin/false.

- Thay d6i tham s6 PASS MAX DAYS cia nguoi dung tux thanh 1 trong file
letc/shadow.
5. Thay d6i thiét 1ap mic dinh

- Sir dung useadd —D dé thay ddi cac thiét 1ap mic dinh cua hé théng va do do tat ca
nguoi ding méi sé duge gan trong /bin/sh thay vi /bin/bash (chu y: diéu nay s& lam thay
d6i file trong /etc/defaults/)

- Soan thao /etc/login.defs va thay doi tham sé mic dinh PASS MAX DAYS va do
d6 nguoi ding méi s& phai thay d6i mat khau ciia minh theo dinh ky 5 ngay.
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BAI 5. QUAN LY MANG
Gioi thi¢u

- Quan ly server van 1a mot nhiém vy can thiét va do6i khi kha nang né. N6 dic biét
kho khin véi cac server tir xa hodc headless server. Rat may, dd c6 Secure Shell (SSH).
Secure Shell 1a mét giao thirc mang cho phép cac service chay trén mot mang khong an
toan.

- SSH ty hao c6 rat nhiéu chirc ning. Mot trong s6 d6 dé quan 1y server tir xa. Hay
cung tim hiéu cach quan 1y Linux server tir xa qua SSH, bao gdm két n6i dén cai dit phan
mém va chuyén file, qua gido trinh nay
1. Muc tiéu cia bai

- MO ta duoc kién thirc co ban vé hé théng mang;

- Thuc hién duoc ciu hinh giao tiép mang;

- Thyec hién duoc cu hinh truy cép tir xa ssh;

- Thuc hién duoc cdu hinh nfs

- Lam viéc khoa hoc dam bao an toan, tinh than hop tac, gitip d& 1an nhau
2. N6i dung bai
2.1 Kién thirc chung vé mang

- Hién nay, nhu cau vé cac chuyén vién Vi tinh thanh thao hé thong Linux ngay cang
nhiéu, nhét 1a khi Viét Nam d tr¢ thanh thanh vién thir 150 ciia t6 chitc WTO thi ndi lo
vé chi phi ban quyén phian mém lam cho nhiéu doanh nghiép chuyén d6i hé thong cia
minh tir dya trén nén tang Windows OS sang Linux OS dé tiét kiém chi phi.

- €6 kha nhiéu danh gia va so sanh gitra Windows va Linux vé& nhirng mit manh yéu
cia mdi bén nhung ndi mot cach cong bang thi End User van yéu thich Windows hon va
cam thay thoai mai hon khi sir dung nhiing tién ich trén hé thong nay. Vi vay, néu bo qua
yéu to vé chi phi ma dit hiéu qua kinh doanh 18n hang dau thi Windows van 1a lya chon
t61 vu cho nguoi dung cudi. Co ché quan 1y tip trung v6i AD cung nhitng dich vu ctia né
1am cho viéc quan ly tai nguyén trd nén dé dang hon, hiéu qua hon ngoai ra cac chic
nang giai tri cling lam cho nguoi st dung yéu thich Windows hon Linux, méac du Linux
ngay cang dugc cai thién cac tinh nang trén.

- Nhung du sao, cac chuyén gia hé thdng, cac quan tri mang hay nhirng sinh vién can
trang bi cho minh kién thirc viing chic trong con dudng khai nghiép thi khong thé bo qua
Linux cung nhiing tinh nang tuyét voi cua no.

- Daiu tién, chung ta c6 thé nhan thiy ddy 1a mot hé thdng cd yéu cau ban quyén GPL,
ma mién phi khi sir dung 1a mét trong nhiing ddc diém cta no. Bén canh d6, voi Linux
chung ta co thé tuong tac vao mi ngudn md dé thay doi hodc xdy dung nhitng san pham
thich hop véi nhu cAu ctia minh cling nhu tao ra cac giao dién Vi¢t hoa, hay xay dung h¢
thong bao mat cach ly phi chuan (san pham dat giai huy chuong vang Apita ctia S khoa
hoc Cong nghé Pdng Nai). Khi sir dung hé théng nay chung ta ciing it khi bi nhiém virus
hon — mot phan 14 do cac hacker/attacker chua “dom ngéd” dén hé théng nay nhiéu c6 18
do hiéu qua kinh té ma n6 mang lai cho thé gidi ngam trén mang nay.

- Nhung, c6 mot didu khong thé phu nhan d6 1a: End User chua cam thdy thoai mai
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nhiéu vé&i Linux nhung céc IT Pro van rat yéu thich Linux cho cac tng dung mdy chu cia
minh. Diéu d6 ching to qua viéc c6 dén hon 70% may chit Web Server sir dung Linux
Apache vi cac tinh ning manh mé&, an toan. Cac mail server, DNS server 16n van thuong
st dung hé thong Linux... vi vdy viéc nghién ctru, trién khai cac dich vu nay trén hé thong
Linux 1a diéu rat can thiét d6i véi tat ca cac ban tré yéu thich giai phap ma ngudn mé va
mg dung chay trén hé diéu hanh Linux.

- C6 kha nhiéu tai liéu néi vé tiéu sir, ngudn gde ra doi cua hé diéu hanh nay cho nén
chung ta s& khong ban dén chi tiét nay & day. Tuy nhién c6 mot thong ké kha Iy tha 1a
nhiéu ngudi dan Phan Lan khong biét tén téng thong cua minh 13 ai nhung ho rat ranh 2
cai tén mang lai cho ho niém tu hao, ciing nhu dugc ca thé gidi biét dén khi nhiac dén dat
nuéc nay d6 1a Linux Torvas (ngudi sang tao ra hé diéu hanh Linux) va dién thoai di
dong Nokia, mot trong 10 nhan hi¢u toan cau hién nay. Va ddi v6i cac Fan bong da thi co
1& Jari Litmanen (tién dao ndi tiéng) 14 céi tén thtr 3 dugc ghi nho.

- Vi 1a ma nguén mé cho nén c6 kha nhiéu tng dung diéu hanh duoc xay dung dua
trén nén tang cua Linux nhu Cent OS, redhat, Fedora, Suse, Ubuntu... Mbi san phém €
c6 nhitng mat manh va yéu riéng nhung theo théng ké va danh gia thi Ubuntu 1a mot
trong nhiing lya chon tot nhat cho End User khi chuyén tir Windows sang Linux, con ddi
v6i phién ban server thi ching ta c6 thé chon RedHat hoic Suse, cent OS.

- Viéc quan tri va theo ddi server Linux bao gém céc cong viéc co ban nhu: theo ddi
hé théng (thong tin CPU, bd nhd, process...), quan 1y service; thong tin user: tao user, doi
mat khau, phan quyén. ..; khé1 dong server: shutdown, reset, logout... Pay la nhiing I¢nh
co ban dau tién trong Linux ma cic ban can phai biét. Pa s cac 1énh nay ap dung duoc
cho ca Ubuntu va CentOS (2 phién ban Linux phd bién nhat).

- Cac 1énh kiém tra thong tin hé¢ thong trong Linux

Lénh Linux Mo ta
cat /proc/cpuinfo Kiém tra thong tin CPU (s core)
cat /proc/meminfo Kiém tra thong tin vé RAM dang sir dung
cat /proc/version Kiém tra phién ban ctia Kernel Linux
cat /proc/ioports Xem thong tin port I/O
cat /etc/redhat-release Kiém tra phién ban Centos
uname -a Kiém tra cac thong tin vé Kernel
free -m Kiém tra dung lvgng RAM con tréng
nit 0 Tat may (tuong duong 1énh shutdown -h now hoic
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Lénh Linux

df -h

du -sh

du -ah

du -h —max-depth=1

df

Ispci

hostname

finger user@server

arch

cat /proc/swaps

last reboot

Mo ta
telinit 0)

Hién thi thong tin nhitng file hé thdng, noi file dugc
luu hodc tt ca nhirng file mac dinh. Lénh nay c6
thé xem duoc dung luong 6 ctng da str dung va con
trong.

Kiém tra dung luong thu muc hién tai

Hién thi dung lugng cua thu muc con va cac file
trong thu muc hién tai

Hién thi dung luong cac thu muc con & cap 1 (ngay
trong thu muc hién tai)

Kiém tra dung luong dia cting, cac phan ving dia

Xem thong tin mainboard /sbin/ifconfig Xem céc
dia chi IP ciia may

Xem tén may (hostname)

Thu thap thong tin chi tiét vé nguoi dung hién dang
ding hé théng

Kiém tra kién trac cia may (architech)

Kiém tra thong tin SWAP cta may (twong tu nhu
virtual RAM cua Windows)

Xem lich st reboot may

- Cac lénh shutdown, restart... trong Linux

Lénh Linux
logout
reboot

shutdown -r now

Mo ta
Két thiic session (phién lam viéc) hién tai
Khoi dong lai may

Kho1 dong lai may (tuong duong véi 1€nh reboot)
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Lénh Linux

shutdown -h now

shutdown -h 9:30

shutdown -¢
telinit 0

it 0

exit

halt

sleep

Mo ta
Tat may (ngay lap tic)

Hen gid tt may (schedule) vao lic 9h30 (tinh theo
khung 24h)

Huy bo tAt ca cac 1énh tat may trudc do (cac 1€nh tat
may theo schedule)

T4t may (tvong duong 1énh shutdown -h now)

Tat may (twong duong 1énh shutdown -h now hoic
telinit 0)

Thoat khoi terminal
Tat may (twong tu shutdown)

Cho hé théng ngimg hoat dong trong mot thoi gian
(ngu — tuong tuy Windows)

- Cac 1énh vé quan Iy user trong Linux

Lénh Linux

passwd

pwck

useradd
userdel
usermod
groupadd

groupdel

groupmod

Mo ta

D61 mat khau (standard user c6 thé doi pass ctia ho con
user root thi thay d61 dugc password ctia moi user)

Kiém tra syntax va dinh dang cua dir li¢u user/password
(/etc/passwd)

Tao user mdi, vi du: useradd -c “test user 1” -g group1
Xoba User

Thay doi thong tin user (group, name...)

Tao mot nhém user méi

Xo6a nhém user

Thay d6i thong tin group, vi du, groupmod -n “old

2 ¢

group name” “new name”
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Lénh Linux
who /w
uname
id
logname

su

groups
#vi /etc/passwd

#vi /etc/group

chmod [tén file="""][/tén]

Mo ta
Hién thi nhitng user dang ding nhap hé thong
Hién thi tén cua hé thong (host)
Hién thi user ID (Chi danh cua user)
Hién thi tén user dang login

Cho phép diang nhap voi tén user khiac (tuwong tu
secondary logon cia Windows)

Hién thi nhom cua user hién tai
Xem danh sach user
Xem danh sach nhém (group)

Thay dbi quyén cho file/thw muc (chi user so hiru file
moi thuc hién duoc)

chown user [tén file=""][/tén] Thay ddi chu s& hitu file/thw myc

chgrp group [file][/file]

Thay d6i group sé hitu file/thu muc

- Cac Iénh Quan ly services va process trong Linux

Lénh Linux

top

PS —u us€rname

ps —U root
ps —A
Ss

ss —1

Mo ta
Lénh top kha giéng nhu Task Manager trong Windows.
N6 dua ra thong tin vé tat ca tai nguyén hé thong, cac
process dang chay, toc do load trung binh... Lénh top -d

thiét 1ap khoang thoi gian 1am méi lai hé thong

Kiém tra nhiing process dugc thuc hién bdi mot user
nhat dinh

Kiém tra moi process ngoai trir nhitng process hé thong
Kiém tra moi process trong hé théng
Kiém tra socket dang két ndi

Hién thi cac cong dang md
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Lénh Linux

W us€rname

vmstat3

Joi

uptime

Startx

yum update -y

stop/start/restart

kill

kill PID hoac %job

pstree
service —status-all

whereis mysql

service —status-all | grep abc

Mo ta

Kiém tra user dang nhap, lich sir diing nhép, cac process
user d6 dang chay

Kiém soat hanh vi hé théng, phan cimg va thong tin hé
thdng trong Linux

Hién thi cac chuong trinh hién dang chay

Hién thi thoi gian di van hanh cta hé thong trong bao
lau

Kiém tra, g& bo hodc cai dat 1 goi .rpm

Cai dat cac ung dung dong goi (giéng rpm)

Tai cac tng dung tir mot website vé

Chay mdt ing dung c¢6 dudi .sh

Khot dong ché do xwindows tir cira s6 terminal

Update Linux (CentOS)

Dung/ kho1 dong/khdi dong lai mot service hodc Uing
dung, vi du: service mysql stop hodc /etc/init.d/mysqld
start

Durng proccess (thuong dung khi process bi treo). Chi
c6 super-user mdi co thé dimg tat ca cac process con

user khac chi co6 thé dung proccess ma user d6 tao ra

Ngtng mdt process bang sé PID (Process Identification
Number) hoic sd cong viée

Hién thi tat ca cac process dudi dang cay
Kiém tra tat ca cac service va tinh trang cuia nod
Hién thi noi cac file dich vu duoc cai dat

Xem tinh trang cua process abc
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Lénh Linux Mo ta
kill -9 PID Bit budc dong mot process ID

Bit budc dong mot process ID va load lai cAu hinh mic

kill -1 PID
! dinh cua process do

- Mot s6 lénh hiru ich khac trong Linux

Lénh Linux Mo ta
clear Xoa tring ctra s6 dong 1énh
hwclock Fix lich caa BIOS
cal Xem lich hé théng
date Xem lich ngay, gio hé théng

date —s “1 JAN 2018 15:29:00” Dat ngay gid hé thong theo string

date  +%Y%m%d - , -
“;061 30101 /) o > it ngay hé théng (khong thay déi gio)
date +%T -s “00:29:00” Dat gio hé théng, khong thay doi ngay

2.2 Ciu hinh giao tiép mang
- Card mang phai duogc hd tro tir nhan cta hé diéu hanh. Pé xac dinh nhiing card
mang nao c6 thé st dung dugc, ban co thé truy van thong tin qua cau 1énh dmesg,
/proc/interrupts, /sbin/lsmod. hoac /etc/modules.conf
- Vidu:
Dmesg

» Linux Tulip driver version 0.9.14 (February 20, 2001)

PCI: Enabling device 00:0£.0 (0004 -> 0007)

PCI: Found IRQ 10 for device 00:0f.0

ethO: Lite-On 82¢168 PNIC rev 32 at 0xf800, 00:A0:CC:D3:6E:0F, IRQ 10.

ethO: MII transceiver #1 config 3000 status 7829 advertising Olel.
cat /proc/interrupts

0: 8729602 XT-PIC timer

1: 4 XT-PIC keyboard

2: 0 XT-PIC cascade

7 0 XT-PIC parport0

&: 1 XT-PIC rtc

10: 622417 XT-PIC eth0
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11: 0  XT-PIC usb-uhci
14: 143040 XT-PIC ide0
15: 180 XT-PIC idel
/sbin/lsmod
» Module Size Used by
tulip 37360 1 (autoclean)

Tir vi du trén, chung ta thay rang Chipset cia card mang Ethernet 1a Tulip, dia chi i/o
12 0xf800 va ngit (IRQ) 1a 10. Thong tin nay c6 thé duoc sir dung trong ca truong hop
néu module sai duoc dung hoic cac tai nguyén (i/o hodc IRQ) khong co.

Thong tin nay ciing duoc sir dung dé chén mot module voi mot dia chi i/o khac (st
dung tién ich modprobe hoic insmod) hoic ciing ¢ thé dugc ghi trong /etc/modules.conf
hodc /etc/modprobe.conf (s& ghi cac thong sb cai dat trong lan khoi dong sau).

2.3 Cau hinh ssh client va server

Céu hinh dé két ndi dén server bang giao thirc SSH, sinh SSH KEY va cach két ndi tir
may tram bang SSH KEY

Trong cac Server Linux thi mic dinh thudong di c6 dich vu SSH chay san cho client
két nbi dén Server qua giao thirc an toan nay.

M3di khi mot user duoe thém vao Linux, mic dinh user d6 co thé truy cap dén Server
qua SSH thong qua cac co ché xac thirc bang mat khau hay bang cip khoa Public/Private
key.

2.3.1 Cau dich vu SSH trén Server

Céc thong tin c4u hinh dich vu SSH nam ¢ file: /etc/ssh/sshd_config

Ban chi viéc mé file d6 ra (bang trinh soan thao vim, nano) va thay doi cac thong sb
phtt hop mong mudn:

# vi /etc/ssh/sshd_config
- Mot s tham c6 thé tham khao dé cAu hinh
+ Cam yéu cau login ma password rong
PermitEmptyPasswords no

+

Khong cho root truy cap
PermitRootLogin no

+

Chi cho phép mot sb user ¢ tén liét ké truy cap
AllowUsers user]l user2 user3

+ Cam user nao do truy cap

DenyUsers user4 userS

—+

Cho xac thyc bang password
Password Authentication yes

Doi Port (mic dinh 1a 22), dé an toan ddi sang port riéng nao d6 vi du 2111
Port 2111

Kich hoat ché d6 xac thuc br?mg Key
PubkeyAuthentication yes

Cai dat xac thuc SSH Key

+

+

—+
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Gia sir cai dat dé user co tén abc dé client truy cdp SSH bang SSH Key qua
user nay. Nhu da biét khi Linux thém user ¢6 tén abe thi thu muc mic dinh cua user d6 s&
l1a /home/abc/

+ Trong d6 thong tin Public key s€ chura trong thu muc /home/abc/.ssh

- Néu thu muc d6 chua ton tai hay tao ra n6
# mkdir /home/abc/.ssh
- Gio hdy vao chinh thuy muc d6 va dung cong cu co tén ssh-keygen dé sinh ra cip
Public/Private key
# ssh-keygen -t rsa
Generating public/private rsa key pair.
Enter file in which to save the key (/root/.ssh/id_rsa): /home/abc/.ssh/id_rsa

- Sau d6 nhin Enter cho cac tham s tiép theo, cudi cung 1énh két thic nd sé& sinh ra
trong thu muc /home/abc/.ssh/ 2 file:

+ id_rsa.pub day 1a Public key, ndi dung cua né luu trén thu muc ndy dé xac
thue. Noi dung can luu sang file ¢6 tén authorized keys, nén ban can copy no ra tén méi
bang 1énh sau:

# cp /home/abce/.ssh/id_rsa.pub /home/abc/.ssh/authorized keys

id rsa la Private Key hay tai file nay vé va client ndao mudn két néi s& dung
key nay dé xac thuc.
2.3.2 Cau hinh SSH ¢ may tram

Maic dinh cac may Linux thi co sin SSH, véi Windows c6 thé cai Open SSH dé két ndi
SSH dén Server

Thong tin két ndi SSH & client cling luu & thu muyc .ssh cua user : vi du Windows -
C:\Users\username\.ssh, Linux : /home/username/.ssh, néu chua c6 hay tao ra ding vi tri
O nhu trén.

Bén trong thu myc d6 tao ra mot file c6 ténconfig, vi du trén
windows C:\Users\username\.ssh\config, va cdu hinh SSH Client s& chira trong file nay.
Céu trtic cau hinh c6 thé tham khao nhu sau.

- Vi du Private Key sinh ra & trén, tai vé luu tai C:\Users\username\.ssh\id_rsa

Host mydomain.net

User abc
Hostname mydomain.net
Preferred Authentications publickey
IdentityFile "C:\Users\username\.ssh\id_rsa"
Port 22
Luc nay khi két n6i SSH ban go:
ssh abc@mydomain.net

N6 s& sir dung Private Key trén dé xac thuc va két ndi.
2.4 Ciau hinh network file system (nfs)

Khi nhu cau trao d6i, chia sé (sharing) dit liéu phat sinh trén méi truong mdy
chii Linux, ban c6 thé sir dung dich vu Network File System (NFES) dé giai quyét. Dich vu
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NES cho phép chia sé tap tin cho nhiéu nguoi ding trén cung mang va ngudi dung c6 thé
thao tac nhu véi tap tin trén chinh dia cling cuia minh.
2.4.1 Cai dat nfs server:
Vo1 hé théng NFS server, chiing ta s€ stir dung 1énh sau:
yum install nfs-utils nfs-utils-lib
va tao dudng dan khai dong cho NFS server va kich hoat ludn dich vu nay:
chkconfig nfs on /etc/init.d/nfs start
Vi hé thdng NFS client ciing trong tu:
yum install nfs-utils nfs-utils-lib

NES st dung thu tuc RPC (Remote Procedure Calls) dé giri, nhan yéu cau giita may
tram va may chu nén dich vu portmap (dich vu quan 1y yéu cau RPC) can phai dugc khoi
dong trude. Trén may chu NFS (may du dinh s€ chia sé dit li¢u) khoi dong hai dich vu
nfs va portmap bang hai cau 1énh sau:

# service nfs start
# service portmap start

Dé NFS hoat dong Linux can khai dong it nhét ba tién trinh sau:

Portmapper : tién trinh nay khong 1am viéc truc tiép voi dich vu NFS ma tham gia
quan 1y cac yéu cau RPC tir may tram guri dén.

Mountd : tién trinh nay s& anh xa tap tin trén may chu t&i thu muc ma may tram yéu
cau. Bo anh xa khi may tram phat ra 1énh umount.

Nfs : 14 tién trinh chinh, thuc thi nhiém vu cta giao thirc NFS, c6 nhi€ém vu cung cép
cho may tram cac tap tin hoac thu muc duoc yéu cau.

Ban c¢6 thé kiém tra hoat dong cua cac dich vu lién quan dén NFS béng cau 1énh

# rpcinfo —p
program vers proto port
100000 2 tcp 111 portmapper
100000 2 udp 111 portmapper
100003 2 udp 2049 nfs
100003 3 udp 2049 nfs
100005 2 udp 1027 mountd
100005 2 tcp 1067 mountd
100005 3 udp 1027 mountd
100005 3 tcp 1067 mountd
2.4.2. Cau hinh NFS Server:

Viéc cu hinh dich vu NFS khé don gian. NFS sir dung tap tin /etc/exports dé luu danh
sach tap tin hé thong dugc chia sé va tén mdy tinh (hodc dia chi IP twong (mg) duogc cap
quyén sir dung. Khi thay doi noi dung tap tin ndy, ban can quan tim mot s diém sau:

- Tt ca cac dong trang déu khong duoc doc.

- Cac ky ty dimg sau du # dugc hiéu 1a chu thich.

- Néu dong qua dai, ban c6 thé xudng dong biang cach dung diu bao xubng dong (\).
Tap tin /etc/exports c6 cau tric nhu sau:

87



</tén_thw_muc_chia_sé><Tén_may tinh_hoic_dia_chi IP><(quyén han)>
Trong d6 cac tham sé dwgc hiéu nhu sau:
+ Tén_thu muc_chia sé: 13 tén thu muc can chia sé cho may tram.
+ Tén may tinh hodc dia chi IP: la tén may duogc chia sé hodc dia chi IP
tuong ung.
Néu ban dung dia chi IP thi co thé 1iét ké nhiéu may theo dia chi mang con.
+ Quyén han: cac may tram c6 thé ¢ cac quyén han sau:
rw: quyén doc va viét.
ro: quyén chi doc.
noaccess: cAm truy cap vao céac thu muc cép con cua thu muc duoc chia sé.
+ Vi du: ban cin chia sé the muc /home/gocit cho cac may co dia chi tir
192.168.0.0 dén 192.168.0.15 quyén doc viét thi tap tin /etc/exports viét 1a:
/home/gocit 192.168.0.0/28(rw)
+ Luu y: gitra tén may hodc dia chi IP v6i quyén han thudng khong c6 dau cach.
Néu ban viét lai tap tin/etc/exports nhu sau:
/home/gocit 192.168.0.0/28 (rw)
thi cac may tir 192.168.0.0 dén 192.168.0.15 chi c6 quyén doc, con cac may khac (dia chi
IP khong thudc dai trén) lai c6 quyén doc va ghi day du. Khi can chia sé cho nhiéu may
thi tén cac may (hodc dia chi IP) c¢6 thé viét trén cing mot dong nhung cach nhau bang
khoang tring
+ Vi du: Ban muén chia sé thu muc /var/www/html cho céc may tinh co6 dia chi
IP 1a 192.168.3.2, 192.168.3.5, 192.168.3.7. va www.gocit.vn c6 quyén doc, ghi la:
var/www/html 192.168.3.2(rw) 192.168.3.5(rw) 192.168.3.7(rw) www.gocit.vn(rw)
2.4.3. Doc dir liéu chia sé tir may tram
Bét ctr thu muc chia sé nao trén server déu c6 thé doc bang nhiéu cach khac nhau. Tat
nhién, cac thu muc nay cé thé doc thu cong béng cach sur dung cau I¢énh mount, nhung
cach nay doi hoi nguoi st dung phai c6 quyén quan tri. Néu ban dy dinh 1am theo cach
nay thi sir dung 2 cau 1€nh dudi day:
Cau 1énh anh xa dir liéu tur server 1én thu muc may tram:
Mount <tén_may_chii:/tén_thw_muc_chia_sé> </tén_thw_muc_cin 4nh_xa>
Luu y: trude khi chay cau I¢nh nay ban can kiém tra xem thu muc can anh xa da ton
tai thuc hay chua.
Vi du: ban cin 4nh xa thu muc /home/gocit trén may c6 dia chi IP 192.16.3.3 lén thu
muc /etc/gocit trén may tram ban dang lam vi¢c thi cau 1€nh la:
mount 192.16.3.3:/home/gocit /etc/gocit
Sau khi cau 1€nh nay chay ban co thé thuc thi cac thao tac trén thu muc /etc/ gocit nhu
trén mot thu muc vat ly thong thuong. Sau khi két thiac viéc doc ghi dir liéu hoac tat may,
ban c6 thé bo anh xa béng cau lénh:
umount /etc/gocit
Ngoai cach mount (4nh xa) thi cong nay ban c6 thé dé hé thong ty dong anh xa khi
khéi dong bang cach viét thém dong 1énh c6 ciu trac nhu sau vao tip tin/etc/fstab:
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<tén server>:</dwdng din dén thuw muc chia sé> </dwong din cuc bd> nfs

Trong do:

+ <Tén server> : la tén cua server ¢ thu muc, va tap tin chia sé da khai bao.

+ </Puong din dén thu muc chia sé> : 1a dudng dan tuyét d6i dén thu muc chia
s¢ trén server.

+ </Puong dan cyuc bd>: 1a dudng dan dén thu muc ban can anh xa dén trén
may tram.

+ Nfs chi cho hé diéu hanh biét ddy la thu myc ctua NFS.

- Vi du: ban ¢6 thé anh xa thu muc /home/gocit trén may cé dia chi IP 192.16.3.3
1én thu muc /etc/gocit trén mdy tram ban dang lam viéc bang cach thém dong sau vao tap
tin /etc/fstab:

192.16.3.3:/home/gocit /etc/gocit nfs

- V6i cach anh xa ndy ngudi ding khong nhat thiét phai c6 quyén quan tri. Thay vao
d6 khi mudn str dung mot thu muc NFS nao d6 ho chi can st dung cau 1énh mount v&i
mot tham sb:

mount <tén thu muc NFS cuc bo>
- Vd: Bé doc cac tap tin trén thu muc /home/gocit cia may 192.16.3.3 (da dugc dnh
xa lén thu muc /etc/gocit cua may cuc bd), ban co thé nhdp cau Iénh dudi diy tai may
tram:
mount /etc/gocit
Tat ca cac tap tin va thu muc c6 trén /home/gocit ciia may 192.16.3.3 s& hién thi trén
thu muc /etc/gocit
2.4.4. Khéi dong, ngirng va kiém tra hoat dong ciia dich cu NFS
Sau khi stra doi tap tin cAu hinh /etc/exports, NFS khong thé hiéu ngay su thay doi nay.
Do d6 ban phai khéi dong lai dich vu béng cau lénh:
/etc /init.d/nfs start
hoac
service nfs restart
Nguoc lai khi mudn dich vu ngung hoat dong, ban co thé dung mot trong hai cau Iénh
dudi day:
/ete/init.d/nfs stop
hoac
service nfs stop
bai1 khi ban cling can kiém tra trang thai hoat dong cua dich vu NFS trén server cua
minh dé biét rang dich vy nay hién dang hoat dong hay da ngimg.
Cau lénh:
/etc/init.d/nfs status
hoac
service nfs status
s€ thong bdo tinh trang hoat dong hién tai ctia dich vu. Cling nhu cac dich vu khac, néu
dich vu hoat dong t6t thi ban s& nhan duoc thong bao nhu sau:
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rpc.mountd (pid 756) is running...
nfsd (pid 768 767 766 765 764 763 762 761) is running...
rpe.rquotad (pid 751) is running...

S6 pid (Process Identification) trén may tinh ctia ban c6 thé s& khac tuy thudc vao viée
hé diéu hanh quan 1y céac tién trinh nhu thé nao. Vi vay ban khong can ban khoan vé su
khac bi¢t nay.

2.4.5. Mot s6 hwéng din thém vé NFS

Trén server, chiing ta s€ thur thao tac trén thu muc /home va /var/nfs s€ dugc truy cap
tir phia client, do vay can thiét phai export chiing ngay trén server. Khi 1 client truy cp
t61 thu muc NFS chia sé, thong thuong do 1a tai khoan nobody, va thu muc /home khong
thudc quyén quan 1y cia tai khoan nobody nay, thém 1 diém nira 1a chung ta can phan
quyén doc va ghi trén thu muc /home, ta can “thong bao” voi NFS rang cac két ndi truy
cap s€ dugc tao ra tu tai khoan root (néu thu muc /home c6 thudc tinh read-only thi budc
nay hoan toan khong can thiét). Thu muc /var/nfs khong ton tai, do vdy chung ta phai tao
va gan céc thudc tinh thich hgp cho no6. Trong bai thir nghiém nay, tai khoan nguodi dung
va nhom déu c6 ID 1a 99 trén ca 2 hé thong CentOS server va client. Khi ¢d ging thuc
hién Iénh ghi dir li¢u dén /var/nfs tir phia NFS client, ta s& nhan duoc 16i Permission
denied, do d6 hiy str dung 1énh chmod 777 /var/nfs dé bat cir tai khoan nio ciing c6 thé
thuc hién thao tac ghi trén thu muc do, va ap dung tuong tu voi /var/nfs. Nhung trén hé
théng server, ching lai dugc quan 1y boi cac tai khoan va nhom nonexistant — véi ID
65534:

mkdir /var/nfs
chown 65534:65534 /var/nfs
chmod 755 /var/nfs

Tiép theo, chiing ta phai thiét lap /etc/exports tai noi ta export cac thu muc chia sé
NES. Khoi tao tham s6 /home va /var/nfs nhu NFS share va tao ra cac truy cap téi /home
nhu tai khoan root (dé tim hiéu thém vé 1énh /etc/exports, cic dinh dang cho phép va lya
chon phu hop, hay tham khdo thém tai ddy — man 5 exports):

vi /etc/exports
/home 192.168.0.101(rw,sync,no_root_squash,no_subtree check)
/var/nfs 192.168.0.101(rw,sync,no_subtree_check)

(lra chon no_root_squash s& khién cho /home dugc truy cap nhu tai khoan root). Mdi

khi chinh stra /etc/exports ching ta phai thyc hién Iénh:
exportfs -a
thi cac thay d6i méi c6 hiéu qua.
Gan cac thu muc NFS chia sé trén client:
Trén hé théng client, hay tao thu muc dé gan dir li¢u NFS chia sé, vi du:
mkdir -p /mnt/nfs/home
mkdir -p /mnt/nfs/var/nfs
sau do ap dung I¢nh sau:
mount 192.168.0.100:/home /mnt/nfs/home
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mount 192.168.0.100:/var/nfs /mnt/nfs/var/nfs
va ban s& thay trong két qua hién thi cta lénh:
df -h
1a 2 thu myc chia s¢ vira dugc gan:
# df —h
Filesystem Size Used Avail Use% Mounted on
/dev/mapper/VolGroup00-LogVol00
28G 2.2G 25G 8% /
/dev/sdal 99M 13M 82M 14% /boot
tmpfs 250M 0 250M 0% /dev/shm
192.168.0.100:/home 28G 2.6G 25G 10% /mnt/nfs/home
192.168.0.100:/var/nfs
28G 2.6G 25G 10% /mnt/nfs/var/nfs
va lénh:mount
# mount
/dev/mapper/VolGroup00-LogVol00 on / type ext3 (rw)
proc on /proc type proc (rw)
sysfs on /sys type sysfs (rw)
devpts on /dev/pts type devpts (rw,gid=5,mode=620)
/dev/sdal on /boot type ext3 (rw)
tmpfs on /dev/shm type tmpfs (rw)
none on /proc/sys/fs/binfmt_misc type binfmt_misc (rw)
sunrpc on /var/lib/nfs/rpc_pipefs type rpc_pipefs (tw)
192.168.0.100:/home on /mnt/nfs/home type nfs (rw,addr=192.168.0.100)
192.168.0.100:/var/nfs on /mnt/nfs/var/nfs type nfs (rw,addr=192.168.0.100)
Kiém tra:
+ Trén thanh phﬁn client, ban hay thir tao file thtr nghiém trén NFS chia sé:
touch /mnt/nfs/home/test.txt
touch /mnt/nfs/var/nfs/test.txt
+ Trén server:
# 1s -1 /home/
total 55540
-rw-r—1— 1 root root 0 Sep 16 17:30 test.txt
#1s -1 /var/nfs
total 0
-tw-r—1— 1 65534 65534 0 Sep 16 17:30 test.txt
Hay luu ¥ dén thudc tinh quyén sé hitu cua file test, thu muc /home NFS duoc gan
quyén truy cap nhu root, do do6 file /home/test.txt thude vé tai khoan root, va tuong tu,
/var/nfs s& thudc quyén quan 1y cia 65534.
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Tu dong ghép cac thu myuc NFS chia sé khi hé théng khoi dong: Thay vi viéc gan céac
thu muc chia sé¢ ndy theo cach thii cong tir phia client, ching ta c6 thé chinh lai file
Jetc/fstab dé hé théng tu dong nhan dang khi khoi dong. Trén client, mo file /etc/fstab:

vi /etc/fstab
[...]
192.168.0.100:/home /mnt/nfs/home nfs rw,sync,hard,intr 0 0
192.168.0.100:/var/nfs /mnt/nfs/var/nfs nfs rw,sync,hard,intr 0 0
thay vi rw,sync,hard,intr ban c6 thé sir dung cac lya chon khac nhau. Pé tim hiéu thém vé
nhirng lya chon nay, hay xem thém tai dong 1énh:
man nfs
Kiém tra lai xem viéc chinh sira /etc/fstab c6 mang lai hiéu qua hay khong, hay khoi
dong lai h¢ théng client:

reboot

Sau qua trinh nay, ban sé& thay 2 thu muc chia sé NFS khi g& 1énh:
# df —h
Filesystem Size Used Avail Use% Mounted on
/dev/mapper/VolGroup00-LogVol00
28G 2.2G 25G 8% /
/dev/sdal 99M 13M 82M 14% /boot
tmpfs 250M 0 250M 0% /dev/shm
192.168.0.100:/home 28G 2.6G 25G 10% /mnt/nfs/home
192.168.0.100:/var/nfs
28G 2.6G 25G 10% /mnt/nfs/var/nfs

va:
# mount
/dev/mapper/VolGroup00-LogVol00 on / type ext3 (rw)
proc on /proc type proc (rw)
sysfs on /sys type sysfs (rw)
devpts on /dev/pts type devpts (rw,gid=5,mode=620)
/dev/sdal on /boot type ext3 (rw)
tmpfs on /dev/shm type tmpfs (rw)
none on /proc/sys/fs/binfmt_misc type binfmt misc (rw)
sunrpc on /var/lib/nfs/rpc_pipefs type rpc_pipefs (rw)
192.168.0.100:/home on /mnt/nfs/home type nfs(\)
(rw,sync,hard,intr,addr=192.168.0.100)
192.168.0.100:/var/nfs on /mnt/nfs/var/nfs type nfs(\)
(rw,sync,hard,intr,addr=192.168.0.100)

Néu dd quen véi chirc ning chia sé trén mdy sir dung hé diéu hanh Windows thi gid
day voi Linux, ban s& thdy NFS rat hitu ich; dic biét voi mang may tinh c6 nhiéu nguoi
cOng tac
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Cau héi on tap
Cai dat mot may chu DNS chinh
Nhu 14 mot bai tip, chung ta s& cai dit goi BIN9 rpm bind9-9.1.3-252.i386.rpm va cau
hinh mot domain c6 tén la gogo.com.
1. Tién hanh 1an luot cac bude sau trong /etc/named.conf:
Copy/Paste cac doan sau va stra lai nhu sau :

zone "localhost" in { becomes zone "gogo.com” in {
type master: type master,
file "localhost.zone"; file "gogo.zone”;
} }
zZone "0.0.127.in-addr.arpa” in { becomes Zone "2.168.192.in-addr.arpa” in {
type master; type master;
file "127.0.0 zone"; file "192.168.2 zone";
h h

2. Trong /var/named:
cp 127.0.0.zone 192.168.2.zone
cp local.zone gogo.zone

3. Thay ddi cac truong twong tng trong file viing méi (zone file). Thém mot host

co tén 1a harissa.

4. Thém dong “nameserver 127.0.0.1” vao /etc/resolv.conf.

5. Str dung host dé giai harissa.gogo.com

Quan tri Apache

Céc cAu hinh co ban trong file /etc/httpd/conf/httpd.conf

5.1. Thay d6i Port tir 80 thanh 8080.

5.2. Kiém tra réng apache tra 101 véi cau Iénh telnet localhost 8080. Ban s€ nhan duoc:

Trying 127.0.0.1...

Connected to localhost.linuxit.org.

Escape character is ']'.

Tiép theo gd ‘GET /> dé download file index .

5.3. Thiét 1ap “StartServer” thanh 15. Khoi dong lai httpd va kiém tra rang 15 tién trinh

s& duoc chay (thay vi 8 tién trinh nhu mic dinh)
IP based virtual server

Card mang ethernet cia ban phai dinh danh t&1 mot dia chi IP maéi (goi 1a new-IP)
ifconfig eth0:0 new-1P

Thém cac doan sau day vao /etc/httpd/conf/httpd.conf:

<VirtualHost new-I1P>

DocumentRoot /var/www/html/virtual

ServerName www 1

</VirtualHost>
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Cai dat mot thu muc chia xé SMB (shared SMB directory)
Trong hau hét cac trudng hop ban s& khong can thém ngudi ding smb (smbusers)
vao hé thong. Pon gian chi cn soan thao file smb.conf va thém nhu sau:
[public]
comment = Example Shared Directory
path = /home/samba
guest ok = yes
writeable = yes

Cai dat mot may in chia sé:

[global]

--- snip ---

printcap name = /etc/printcap
load printers = yes

[printers]
comment = All Printers
path = /var/spool/samba
browseable = no
# Set public = yes to allow user 'guest account' to print
guest ok = yes
writable = no
printable = yes
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BAI 6. DICH VU MANG CO BAN
Gioi thi¢u q ‘

Céc dich vu mang c6 thé chay dong thoi hodc don 1¢ nhu cac ing dung, ching lam
nhiém vy ling nghe (listen) cac két ndi va truc tiép diéu khién céc client hodc ching
cling c6 thé duoc goi boi cac tién trinh nén mang (network daemon) inetd hoic xinetd.

- Tién trinh nén inetd (cil)

+ Tién trinh nén nay s& dugc thuc hién tai thoi diém khoi dong hé théng va co
nhiém vy ling nghe cac két ndi tai cac cong duge xac dinh trude. Diéu nay cho phép may
chu chi chay mét tién trinh nén mang nao d6 (network daemon) khi cén thiét.

+ Vi du, dich vu telnet c6 mét tién trinh nén /usr/sbin/in.telnetd s& kiém soat
cac tién trinhd telnet. Pé luc nao ciing chay tién trinh nén nay inetd dugc chi dinh lang
nghe cong 23. Chi dinh nay duoc thiét 1ap trong /etc/inetd.conf.

1. Muc tiéu cua bai

- M0 ta dugc nguyén tic hoat dong ciia dhep;

- M0 ta dugc nguyén tic hoat dong cta dns;

- M0 ta duogc nguyén tac hoat dong ciia samba;

- MO ta dugc nguyén tac hoat dong cua dich vu web;

- Thuc hién duoc cau hinh dich vu dhep, dns, samba, web

- Lam viéc khoa hoc dam bao an toan, tinh than hop tac, gitip d& 1an nhau
2. N6i dung bai
2.1 Dich vu DHCP

DHCP ( Dynamic Host Configuration Protocol ) hay con goi 13 giao thirc cdu hinh
dong may chi. DHCP gitp cap phat dia chi IP mot cach t dong, trong d6 bao goém céc
thong s Subnet Mask va Gateway. Dich vu DHCP gitup may tinh trong mang dugc ciu
hinh dia chi IP mot cach tuy dong, giam thiéu thoi gian cu hinh thu cong. Dich vu nay
dic biét hitu ich trong cac hé thong may tinh c6 hang trim, hang ngan may con.

DHCP Server co6 thé 13 mot thiét bi chuyén dung nhu Router, Access Point, cling c6
thé 12 mot may chu server ( Windows, Linux ). Trong gi4o trinh ndy s& huéng dan cho
ban cach cAu hinh DHCP server tir may chu chay hé diéu hanh CentOS 7 va Ubuntu.

May tinh can chuan bi :

DHCP Server : CentOS 7 64 bit.

DHCP Server : Ubuntu Server 15.04

DHCEP Client : Ubuntu 17.10.

Luu y : khong str dung dong thoi 2 may cha DHCP Server trén mot hé thong mang.
St dung ddng thoi 2 may chit DHCP s& dan dén nhiéu van dé xung dot IP cap phat, din
dén nghén hé théng mang hodic mdy con sé& khong thé nhan dwoc dia chi IP. Sir
dung CentOS 7 lam DHCP Server, dong nghia véi viéc ban s& phai tit chic ning cap
phat DHCP trén céc thiét bi nhu Router.

Va thém mét diéu quan trong cin luu ¥ nira, 1a ban can phai cdu hinh dja chi IP tinh
cho may chia DHCP .
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2.1.1 Tién hanh cai dit DHCP Server CentOS:

Pau tién ching ta can tién hanh cic budc cai dit DHCP Server trén hé diéu
hanh CentOS 7 64 bit. Cach ciu hinh nay ciing c6 thé ap dung trén cac hé diéu
hanh CentOS 6.X trd vé trude.

Str dung tai khoan root. Chay dong Iénh :

yum install dhcp

Luc nay hé thong s& ty tim va cai dat DHCP. Dgi mot khoang thoi gian dé hé thong
hoan thanh tién trinh cai dat.
2.1.1.1 C4u hinh DHCP Server trén CentOS:

O nhimng hé théng CentOS 6.X trd vé trude, ban phai gan card mang nao ban muén
chay dich vu DHCP trong file ciu hinh nim & /etc/sysconfig/dhcpd . O bai viét, nguoi
dung chi ¢6 mot card mang vi vay card dugc gan 1a eth0.

Chu y : phuong thirc nay khong con duge st dung trong CentOS 7. DHCP Server s€
chi lang nghe céc truy van tir cic giao dién ma subnet duoc khai bao trong dhepd.conf

Néu ban dang st dung hé théng CentOS 6.X, tién hanh chinh sira
file /etc/sysconfig/dhcpd:

vi ete/sysconfig/dhcpd
Géan network interface :
DHCPDARGS=eth(
Luu va dong file.
Sau d6, copy file cdu hinh DHCP miu sang dia chi /etc/dhep/ :
cp /usr/share/doc/dhcp-4.2.5/dhcpd.conf.example /etc/dhep/dhepd.conf
Tién hanh chinh stra file dhepd.conf
vi /etc/dhcp/dhepd.conf
Tién hanh chinh stra 1an luot
Céu hinh domain name va domain name-server :
[...]
# option definitions common to all supported networks...
option domain-name "anninhmang.edu.vn'';
option domain-name-servers server.anninhmang.edu.vn;
, [...] ’

Néu may chu DHCP Server nay 1a may chu chinh thic trong h¢ thong mang noi bg,

ban hay tim va bé comment dong nay :
[...]
authoritative;

[...]

Cau hinh Subnet, day IP, domain va domain name-server :

[...]

# A slightly different configuration for an internal subnet.
subnet 192.168.1.0 netmask 255.255.255.0 {

range 192.168.1.50 192.168.1.100;
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option domain-name-servers server.anninhmang.edu.vn;
option domain-name "anninhmang.edu.vn'';

option routers 192.168.1.1;

option broadcast-address 192.168.1.255;
default-lease-time 600;

max-lease-time 7200;

}
7 [...]r e 7 7 1
Néu ban muon gan ¢6 dinh mot dia chi IP c6 dinh cho mot may c6 dinh, ban can phai

khai bao dia chi MAC address may muén gan va dia chi IP mubn gan. Vi du, nguoi viét
mudn gan dia chi 192.168.1.50 cho may con Ubuntu. Vay chiing ta sé& tién hanh chinh sira
cac dong sau :

[...]

host ubuntu-client {

hardware ethernet 90:2B:34:95:74:F1;

fixed-address 192.168.1.50;

}
[,."] ) 1 z s
Sau khi tién hanh thay d6i thong s6 nhu y muon, ban luu lai va dong file. Luu y rang
néu ban c6 thém du mot dong 1énh nao, hay comment ching lai, néu khong c6 thé ban sé&
gap tinh trang khong khaoi dong dugce dich vu DHCP.
Bay gid bat dau tién hanh dich vu DHCP va c4u hinh cho dich vy ty chay mdi 1an may
khéi dong.
O hé thong CentOS 7.x :
systemctl enable dhcepd
systemctl start dhcpd
O hé théng CentOS 6.x:
service dhcpd start
chkconfig dhcpd on
Viay la xong. Ban c6 thé chuyén qua may con Client dé cau hinh Client tu dong nhan
dia chi IP cip phat tir DHCP Server.
2.1.2 Cai dit va cAu hinh DHCP trén Ubuntu:
Néu dang st dung méay chit Ubuntu Server, thi phan c4u hinh nay s& danh cho ban.
Nhap vao dong 1énh sau dé tién hanh cai dat :
sudo apt-get install isc-dhcp-server
Céu hinh DHCP Server trén Ubuntu khéng qua phirc tap, kha gidng véi trén CentOS.
Dau tién ching ta can gan Interface s& ling nghe cac DHCP request tir may con trong
mang. Trong bai ndy, do chi c6 mot Interface, ngudi viét sé gan 1a eth0.
Dé tién hanh gan, mé va chinh sira file /etc/default/isc-dhep-server
sudo vi /etc/default/isc-dhcp-server
Gan network interface :
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[...]
INTERFACES=""eth0"
Luu va dong file lai.
Tién hanh chinh stra tiép file dhepd.conf :
sudo vi /etc/dhcp/dhepd.conf
Chinh stra theo nhu huéng dan :
bat tén cho domain va domain name-server :
[...]
# option definitions common to all supported networks...
option domain-name "anninhmang.edu.vn'';
option domain-name-servers server.anninhmang.edu.vn;
, [...] ’
Néu may chu DHCP Server nay 1a may chu chinh thirc trong hé thong mang ndi bg,
ban hay tim va bé comment dong nay :
[...]

authoritative;

[...]
CAu hinh Subnet, day IP, domain va domain name-server :
[...]
# A slightly different configuration for an internal subnet.
subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.50 192.168.1.100;
option domain-name-servers server.anninhmang.edu.vn;
option domain-name "anninhmang.edu.vn"’;
option routers 192.168.1.1;
option broadcast-address 192.168.1.255;
default-lease-time 600;
max-lease-time 7200;
}
7 [."]r 14 r r 1
Néu ban muon gan ¢6 dinh mot dia chi IP c6 dinh cho mdt may c6 dinh, ban can phai
khai béo dia chi MAC address may mudn gan va dia chi IP mudn gan. Vi du, nguoi viét
mudn gan dia chi 192.168.1.51 cho may con Ubuntu. Vay ching ta s& tién hanh chinh sira
cac dong sau :
[...]
host ubuntu-client {
hardware ethernet 90:2B:34:95:74:F1;
fixed-address 192.168.1.51;

}
[...]
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Ciing giéng nhu trén CentOS 7, hdy comment nhitng dong thira trong file ciu hinh
dhcpd.conf dé khong bi bao 161 khi tién hanh khai chay dich vy dhepd.
Bit dau tién hanh Restart dich vu DHCP :
O Ubuntu 15.04 :
sudo systemctl restart isc-dhcp-server
O Ubuntu 14.04 tré vé trude :
sudo service isc-dhcp-server restart
Ban ciing c6 thé Stop/Start dich vu DHCP béng nhirng dong 1énh sau :
O Ubuntu 15.04 :
sudo systemctl stop isc-dhcp-server
sudo systemctl start isc-dhcp-server
O Ubuntu 14.04 :
sudo service isc-dhcp-server stop
sudo service isc-dhcp-server start
2.1.2.1 Ciu hinh DHCP Client:
Tién hanh cau hinh dé may con nhan IP tir DHCP Server . Vao Editing connection va
chon Method la Automatic.
= Editing Wired connection 1 - + X

Connectionname: | Wired connection 1

General Ethernet 802.1x Security IPv45Settings @ IPv6 Settings

Method: | | Automatic (DHCP) v J
Addresses
Address Netmask Gateway Add
M Delete
Additional DNS servers: B.8.8.8

Additional search domains:

DHCP client ID:
| Require IPv4 addressing for this connection to complete

Routes...

X Cancel ﬁSave...

Hinh 6.1 Cau hinh DHCP Client
Restart may tinh dé bit dau nhan dja chi IP ty dong tir DHCP Server.
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Bay gio ban da co thé thady DHCP Client d4 nhan duoc IP tir DHCP Server.
Tu Terminal, nhap vao dong Iénh :
sudo ifconfig
EJ sk@sk: ~ - 4+ X
File Edit Tabs Help

root@server:~ X |sk@sk: ~ b 4

:~$ sudo

UP BROADCAST \
345 e

/8
/O

2209599 3 X bytes:13746123

:22 Memory: e

cal Loopb

0.0.1

Hinh 6.1.1 minh hoa ciu hinh DHCP Client

Nhu ban d3 thdy, miy Ubuntu Client dd nhan duoc dia chi IP 192.168.1.51 danh riéng
cho dia chi Mac 90:2B:34:95:74:F1. Nhu vay la ching ta da hoan thanh cai dat DHCP
Server trén Linux.
2.2 Dich vu DNS

Ban la Administrator ciia cong ty ASC, cong ty mua domain asc.com.vn. Hién tai cong
ty c6 cac server public ra ngoai internet gdbm: Web Server c6 IP address 192.168.1.2 duoc
public v&i tén www.asc.com.vn va asc.com.vn, Mail Server c6 IP address 192.168.1.3
dugc public vo1 tén mail.asc.com.vn, LDAP Server c6 IP address 192.168.1.4 duogc
public véi tén ldap.asc.com.vn, FTP Server 192.168.1.5 dugc public voi
tén fip.asc.com.vn , va mot server dung cho cic dich vu khac c6 tén Data server
192.168.1.6 dung public cac svn, bugzilla, twiki, web testing. Lam cach nao cho cac user
khi truy cap dén cac dich vu bang cac tén nhu trén.

Trién khai DNS server phan giai tén mién asc.com.vn dé phan giai tén mién cho cac
dich vu trén, DNS server co IP address 192.168.1.1

Cac budc thuc hién chinh:

Gén IP tinh cho DNS server

Edit file /etc/resolve.conf tr dia chi IP ctia servername vé IP ctia may (192.168.1.1)
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Tién hanh ciu hinh DNS server: Cai dit BIND, Caching-nameserver, bind-utils

#yum install bind caching-nameserver bind-utils
Cau hinh DNS:
Buérc 1: Tao file cau hinh named.conf nam trong /etc

# cp /etc/named.rfc1912.zones /etc/named.conf
Edit file named.conf, thém vao cac thong tin nhu sau:

options

{

directory “/var/named/”;

$5

zone “asc.com.vn” IN

{

type master;
file “db.asc.com.vn”;

¥

zone “1.168.192.in-addr.arpa” IN

{

type master;
file ” db.192.168.1";

$5
Luu file named.conf va gan permisson

#chown root:named /etc/named.conf
Budre 2: Tiép theo ta tao hai file cho qua trinh phéan giai DNS
Tao hai file “db.asc.com.vn” va “db.192.168.1” trong thu muc /var/named
Noi dung file “db.asc.com.vn”

@ IN SOA dnsl.asc.com.vn. admin.mail.asc.com.vn. (
2010070704 ; serial

86400 ; refresh

7200 ; retry

2592000 ; expire

345600 ) ; TTL

; Name Server (NS) records.
NS dnsl.asc.com.vn.

; Mail Exchange (MX) records.
MX 0 mail.asc.com.vn.

; Address (A) records.

dnsl A 192.168.1.1
WWW A 192.168.1.2
mail A 192.168.1.3
ldap A 192.168.1.4
ftp A 192.168.1.5
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Data A 192.168.1.6
; Aliases in Canonical Name (CNAME) records.

svn CNAME data

bugzilla CNAME data

twiki CNAME data

Web CNAME data
Noi dung file “db.192.168.1”

@ IN SOA dnsl.asc.com.vn. admin.mail.asc.com.vn. (

2010070704 ; serial

86400 ; refresh

7200 ; retry

2592000 ; expire

345600 ) ; TTL

; Name Server (NS) records.

NS dnsl.asc.com.vn.

; Addresses Point to Canonical Names (PTR) for Reverse lookups
PTR  dnsl.asc.com.vn.

PTR  www.asc.com.vn.

PTR  mail.asc.com.vn.
PTR  ldap.asc.com.vn.
PTR  ftp.asc.com.vn.

PTR  svn.asc.com.vn.
PTR bugzilla.asc.com.vn.
PTR twiki.asc.com.vn.

AN NN N R W N~

PTR  web.asc.com.vn.
Luu 2 file vira tao
Gan quyén cho thu muc /var/named
#chown named:named /var/named
Quia trinh cdu hinh DNS server d3 hoan tat
Khéi dong DNS server:
#/etc/init.d/named start|restart|stop
Kiém tra tinh trang ctia DNS
#service named status
2.3 Dich vu SAMBA
2.3.1.Cai dat
G6i phan mém Samba c6 thé ldy tir dia CD ciia hé diéu hanh RedHat hodc download
tir website www.samba.org. Goi Samba trén dia RedHat dugc dong goi theo chuan RPM
(Redhat Package Manager) va dugc luu tai thu muc /mnt/cdrom/Redhat/RPMS/. Cac
budc cai dat nhu sau:
[root@localhost ~]# mount /mnt/cdrom
[root@localhost ~]# cd /mnt/cdrom/Redhat/RPMS
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[root@localhost ~]# rpm -Uvh Samba-common-2.0.7-8.i386.rpm

[root@localhost ~]# rpm -Uvh Samba-2.0.7-8.i386.rpm

[root@localhost ~]# rpm -Uvh Samba-client-2.0.7-8.i386.rpm
2.3.2.Céu hinh

File cdu hinh chinh ctia Samba 13 /etc/samba/smb.conf. Trong file cu hinh nay, dau #
dugc dat dau dong cha thich. Dong khéng c6 dau # & dau 1a dong cAu hinh. Mot dong cu
hinh c6 thé bj vo hiéu hoa bang cach dit ddu chim phay (;) ¢ trude. Vi du trong file nay
co doan

sencrypt password = yes

Néu bo dau (;) di thi Samba sé& hiéu rang mat khau s& dugc ma hoa (encrypt), nguoc lai
mat khau khi truyén di s& duoc dé ¢ dang khong ma hoa (clear text).

Dé viéc thay d6i thong s trong file an toan, nén sao luu file smb.conf dén mot thu
muc khéc, dong thoi dam bao rang két ndi gitta may Linux va Windows & trang théi tot
(Kiém tra bang 1énh ping hai may v4i nhau).

File smb.conf duoc chia 1am hai phan: global setting va sharing setting. Trong mdi
phan lai ¢6 nhiéu tham sé khéac nhau.

St dung céc trinh soan thao bat ky (vi, meedit, pico, gedit, ...) dé m¢ va thay doi cac
thong s6 cau hinh SAMBA trong file smb.conf:

[root@localhost ~]# pico /etc/samba/smb.conf
2.3.2.1 Phin global setting

Phan nay sé& chira thong sd diéu khién Samba server.

Gia tri dau tién can thiét 1ap 1a gia tri cia thé workgroup

[global]

## workgroup = NT-Domain-Name or Workgroup-Name
workgroup = MYGROUP

La tham sd x4c dinh tén workgroup ciia Windows ma may Linux ding nhap, nhom
nay phai ton tai trude khi ciu hinh Samba.

Luwu y: Nén nhap tén workgroup ¢ dang chit in hoa (Upper Case).

# server string is the equivalent of the NT Description field
server string = Samba Server

server string 13 tham s gan mo ta vé tén may Linux trén mang. N6 gidng nhu trudng
NT Description trén may WindowNT. Mic dinh tham sd ndy duoc gan bing Samba
Server, tuy theo chirc nang clia may Linux ma c6 thé dit cac tén khac nhau. Viéc gan gia
tri cho tham s6 nay khong anh huéng 16n dén viéc cau hinh Samba.

shosts allow = 192.168.1. 192.168.2.

Néu bo dau () thi cac may co dia chi IP khong thudc 16p mang da liét ké khong thé
truy nhap vao may Linux.

# this tells Samba to use a separate log file for each machine
# that connects
log file = /var/log/Samba/%m.log
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Tham sé logfile s& xac dinh tén file log cho tirng may khi truy cap, %om c6 nghia 13 tén
may trén mang.

Vi du, néu trén mang c6 may tén 1a nampt truy cip vao may Linux thi Samba s& tao ra
mot file 1a nampt.log luu trong thu muc /var/log/samba. Kich thudce cua file nay dugc
xéc dinh bang tham s6 max log size:

# Put a capping on the size of the log files (in Kb).
max log size = 150

Samba hd tr¢ 4 kiéu bao  mat trong viéc chia sé @ dir
liéu: USER, SHARE, DOMAIN va SERVER. Dé biét thém chi tiét tirng kiéu ta c6 thé
doc file security_level.txt. Mic dinh khi cai Samba dé ¢ kiéu USER

# Security mode. Most people will want user level security. See
# security level.txt for details.

security = share

# Use password server option only with security = server or

# security = domain

spassword server=MyServer

Néu mudn sir dung tai khoan (account) va mat khau (password) trén méy chu diéu
khién ving (Domain Controller Server) dé truy nhap vao may Linux thi phai dat tham so:

security = domain

va dién tén may diéu khién ving vao password server nhu dudi day:

password server = tén domain

# You may wish to use password encryption. Please read

# ENCRYPTION.txt, Win95.txt and WinNT.txt(\)

in the Samba #documentation.

# Do not enable this option unless you have read those documents
encrypt passwords = yes

smb passwd file = /etc/Samba/smbpasswd

Vi cac hé diéu hanh tir Win95 OME service release 2 hodc cao hon, mat khau duogc
ma hod mac dinh, cling nhu vay ddi v6i hé diéu hanh Windows NT4 service pack 3 mat
khau dugc chuyén tir khong ma hoa (Clear text) thanh ma hod (Encrypted). Dé mat khau
mi hoa ctia Windows lam viéc dugc véi Samba thi hai dong trén phai bo dau chu thich va
nhap tén tai khoan va mat khau cho may Linux bang 1énh smbpasswd. Vi du:

[root@localhost ~]# smbpasswd —a nampt

Luwu v: user nampt phai tdn tai 1a user cua hé diéu hanh. Néu ta dinh thiét 1ap security
mode = domain hoic server thi nén dit mat khau trung voi mat khéu trén server hay
domain tuong ung.

# Enable this if you want Samba to be a domain logon server for
# Windows95 workstations.
domain logons = yes
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Néu dé tham s6 domain logons = yes s& 1am cho mdy Linux trd thanh domain dé cac
may Windows95 co thé diang nhap (logon) vao . Kich ban dang nhap cho cic may tram
va user s& duoc hai tham sb logon script dudi day xac dinh:

# if you enable domain logons then you may want a per-machine or
# per user logon script
# run a specific logon batch file per workstation (machine)
logon script = %om.bat
# run a specific logon batch file per username
logon script = %U.bat
2.3.2.2.Phén Sharing Setting

Khi ¢6 yéu cau truy xuét dir liéu tr may tram, Samba s& tim cdc thu muc nay trong
phén Sharing Setting. Néu thu muc ton tai né s& kiém tra mat khau ma ma{y tram cung
cép voi mat khdu cia Samba, né s& chia sé thu muc nay qua mang néu mét khau thoa
mén. Trong phan ndy cé nhiéu tham s6 khac nhau, & ddy chi trich ra mot thu muc dé 1am
vi du va gi6i thiéu nhirng tham sb théng dung:

[nampt]

comment = Thu muc cua nguoi dung nampt
browseable = no

read only = no

path=/home/nampt

valid users=nampt

Tham sé comment ciing gan gidng nhu tham s6 server string ma chung ta da dé cap o
phan trude nhung chi khac day 1a cha thich cho thu muyc.

Néu bo dau chu thich & dong browseable = no thi Samba s& khong hién thi thu muc
ndy trén trinh duyét mang (vi du Windows Explorer), mic du né van duge chia sé, viéc
nay gidng nhu chia sé thu muyc trén Windows véi du $.

Tham sé read only s& cho phép ngudi dung trén may tram c6 thé thay d6i nodi dung
file hay khong. Néu bo dau chi thich tai dong:

s;read only=no

Thi ngudi dung cé thé thay doi noi dung cua file hay tao file méi, nguoc lai néu dé dau
(;) & dau dong, ngudi dung chi co thé doc ndi dung thu muc va khong dugce phép tao bat
ctr thay ddi nao trong thu muc.

Trong file smb.conf c6 mot s6 thong sé khong thé gan gid tri bang “yes”.

Vi dy, néu viét:

read only=yes

thi smbd khong hiéu gid tri va phat sinh 16i ciu hinh. Thyc chat gia tri “read
only=yes” chinh la “;read only=no”.

Tham sb path xac dinh duong dan dén thu muc can duoc chia sé trén server. Tham
s6 valid users=nampt xac dinh quyén han truy cép vao thu muc nampt - & vi du ndy chi
c6 user nampt méi doc dugc ndi dung cua thu muc do.

Chia sé file nhu thé nao:
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Sau khi cdu hinh phén global setting, chung ta c6 thé tu tao ra mot thu muc chia sé va
gidi han truy cap theo nhém hodc nguoi ding co trén hé thong.

Vi du, dé tao thu muyc chia sé hungpv trén may Linux, chiing ta lam nhu sau:

Thém vao vung Sharing Setting nhiing dong dudi day:

[hungpv]

comment= thu muc cua hungpv
path=/home/hungpv

valid users =hungpv
browseable=yes

public=no

writeable=yes

Nhu vay Samba s€ tao ra mot thu muc chia sé hungpv trén mdy chd, do tham
s6 browseable=yes nén thu muc nay s& duoc nhin thiy khi ngudi dung md Windows
Explorer, tuy nhién do public=no va valid users =hungpv nén chi c6 user hungpv c6 thé
dang nhap. Ngoai viéc phan cap theo user Samba ciing c6 thé cip quyén truy cap cho ca
nhém nguoi dung, v6i nhom chung ta sir dung dau @ trudce tén nhom. Vi du

valid users=hungpv,@admin
2.3.2.3.Kiém tra ciu hinh vira thiét 1ap

Sau khi thiét 1ap file cau hinh chiing ta nén kiém tra lai, Samba cung cap hai cong cu
13 testparm va smbstatus. Dé kiém tra chinh xéc, truéc d6 phai dam bao mdy tram va
may chu phai nbi dugc véi nhau (Kiém tra bang 1énh ping).
2.3.2.3.1.Kiém tra bang cong cu Testparm

Testparm 13 chuong trinh cho phép kiém tra gid tri ctia théng sb trong file cau hinh.
CAu trac cua cdu 1énh nay 1a:

testparm configfile [hostname hostIP]

Configfile 1a duong dan va tén file cau hinh, mic dinh no 13y file smb.conf trong thu
muc /etc/samba/smb.conf.

Hostname va HostIP 13 hai thong sé khong nhat thiét phai ¢, né hudng dan Samba
kiém tra ca cac dich vu da liét ké trong file smb.conf trén may xé&c dinh
boi Hostname va HostIP.

Vi du:

[root@localhost ~]# testparm /etc/Samba/smb.conf samba.vnu.edu.vn 172.16.200.200

Load smb config files from /etc/samba/smb.conf

Processing section “[homes]”

Processing section “[printers]”

Loaded services file OK.

Allow connection from samba.vnu.edu.vn (172.16.200.200) to homes

Allow connection from samba.vnu.edu.vn (172.16.200.200) to printers
2.3.2.3.2.Kiém tra bing cong cu smbstatus

Smbtatus 13 chuong trinh thong bao cc két ndi hién tai, cdu triac cia ciu 1énh nay nhu
sau:
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smbstatus [-d][-p][-s config file]
Tham sb configfile mac dinh dugc gan la /etc/samba/smb.conf. Tham s6 —d cho ra
két qua day du.
2.3.2.3.4.Chay Samba server
Samba server ¢ hai tién trinh 1a smbd va nmbd. Tién trinh smbd cung cap dich vu
chia sé file va dir liéu, tién trinh nmbd cung cip kha ning hd tro NetBIOS name. Cung
nhu cac dich vu khac, trén mang Samba c6 3 cdu 1énh diéu khién 1a stop, start, restart.
Cu phép cua chung la:
/ete/init.d/smb start| stop| restart
Sau khi cau hinh file smb.conf, ta phai khéi dong dich vy Samba dé may Linux ding
nhép vao workgroup, cau 1énh khoi dong la:
[root@localhost ~]# /etc/init.d/smb start
Sau khi khoi dong dich vu may Windows c6 thé truy cap dén may Linux thong qua
NetworkNeighborhood hoic Windows Explorer, may Linux c6 thé dung 2 cdu lénh
smbclient smbmount dé truy cap dén may Windows, va Linux khac c¢6 cai Samba.
2.3.2.3.4.1.Sw dung cau Iénh smbclient
Smbclient cung cp giao dién dong 1énh gan gidng nhu giao dién cua FTP dé truyén
file qua mang. Chi tiét vé cau lénh smbclient ta c6 thé tham khao nho cau 1énh:
[root@localhost ~|# man smbclient
Pé liét ké cac thu muc chia sé co trém may 172.16.200.203 ta dung smbclient voi
tham s6 —L:
[root@localhost ~]# smbclient -1L. 172.16.200.203
Két qua s& cho ra mot sb6 thu muc c6 trén may 172.16.200.203. DPé vao mot trong cac
thu muc trén ta dung 1énh smbclient v6i tham s -U tén user (tén user ¢ quyén truy cap
vao thu muc tuong ung).
[root@localhost ~]# smbclient //172.16.200.203/tén_thw_muc -U tén_user
Sau khi gb vao mat khau ta s& nhan duoc dau nhéc:
smb:\>
Tai dau nhic nay ta c6 thé dung cac cdu 1énh nhu sau:
Vi du : Dung smbclient ndi dén may Windows c6 dia chi IP 1a 172.16.4.53, d¢ lay file
trén may ndy ta phai 1am lan luot cac bude sau:
Xac dinh cac thu myc duoc chia sé trén may 172.16.4.53:
[root@localhost ~]# smbclient -L 172.16.4.53 -U nguoidung
added interface ip=172.16.200.200 bcast=172.16.255.255 nmask=255.255.0.0
session request to 172.16.4.53 failed (Called name not present)
session request to 172 failed (Called name not present)
Password:
Domain=[STAFF.VITTI] OS=[Windows 5.0] Server=[ Windows 2000 LAN Manager]
Sau khi nhap mat khau cua tai khoan “nguoidung” (trén Windows) ta nhin dugc danh
sach cac thu myc share trén may 172.16.4.53. Sau khi biét dugc cac thu muc trén may, ta
phai dung céu 1énh:
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[root@Backup /root]# smbclient //172.16.4.53/nguoidung -U nguoidung
Can’t find include file /etc/Samba/smb.conf.
added interface ip=172.16.200.200 bcast=172.16.255.255 nmask=255.255.0.0
session request to 172.16.4.53 failed (Called name not present)
session request to 172 failed (Called name not present)
Password:
Domain=[STAFFE.VITTI] OS=[Windows 5.0] Server=[ Windows 2000 LAN Manager]
smb: \>
Tai dau nhéc nay ta co thé xem céc file bén trong thu muc nguoidung bang 1énh Is, 1iy
n6 vé may Linux bang 1énh get hoic mget:
smb:\> Is
.D 0 Fri Aug 24 00:02:24 2001
..D 0 Fri Aug 24 00:02:24 2001
ethereal-setup-0.8.17.exe A 6153372 Thu Apr 19 18:54:42 2001
gozilla39.exe A 1869172 Thu Jun 7 12:05:50 2001
smb:\> mget eth*
Get file ethereal-setup-0.8.17.exe? y
getting file ethereal-setup-0.8.17.exe of size 6153372 as ethereal-setup- 0.8.17.exe
(925.624 kb/s) (average 925.624 kb/s)
smb:\>
2.3.2.3.4.2.Truy cap tir may linux st dung 1énh mount
Ta st dung 1énh mount véi kiéu (type) 1a cifs (trong goi cai dat cifs-utils) dé truy cap
vao thu muc cua ngudi dung tén la nguoidung trén Samba Server c6 dia chi IP
172.16.4.53 nhu sau:
[root@Backup ~]# mount -t cifs //172.16.4.53/nguoidung /mnt/ -o
username=nguoidung
Password:
[root@test03 ~]# s -al /mnt/
total 24
drwx--x--x 4 500 root 0 Dec 13 19:33 .
dr-xr-xr-x. 21 root root 4096 Dec 13 21:07 ..
drwxr-xr-x 2 500 root 0 Dec 13 19:32 asdfasf
-TW------~ 1 500 root 112 Dec 13 16:21 .bash_history
-rw-r--1-- 1 500 root 18 May 11 2012 .bash logout
-rw-r--1-- 1 500 root 176 May 11 2012 .bash_profile
-rw-r--1-- 1 500 root 124 May 11 2012 .bashrc
drwxr-xr-x 2 500 root 0 Dec 13 16:21 html
-TW------- 1 500 root 661 Dec 13 16:21 .viminfo
[root@Backup ~]#
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2.3.2.3.4.3. Truy cap tir may Windows
Véi may Windows viéc truy cap dé dang hon nhiéu, ta chi cAn mé Windows Explore
va tim dén domain ma may Linux ding nhp, nhin chudt 1én tén may Linux sau d6 nhip
vao tén tai khoan va mat khau twong tmg, ta s& nhin thiy cic thu myc chia se (sharing)
hién ra. Tai day ta cling co thé thuc hién cac tinh nang nhu map b dia, d@)ng b0 thu muc,
sao chép file nhu & cac may Windows thong thuong.
Do Network File Service(NFS) c6 nhiéu nhuoc diém nén trong gido trinh nay s&
hudng dan cac ban Trién khai dich vu Samba trén Linux.
Chuin bj: Nhém 2 may: May 1 (linux), May 2 (Windows 2003) Dit dja chi [P-Samba
1a dich vu trién khai file server va dich vu truy cap file.
LAB1: May 2 (Windows 2003) lam File Server
May 1
- Cai cac goi sau:
#rpm -ivh /media/CentOS/samba-client-3.0.25b-0.el5.4.1386.rpm (1)
#rpm -ivh /media/CentOS/perl-Convert-ASN1-0.20-1.1.noarch.rpm (2)
#rpm -ivh /media/CentOS/samba-3.0.25b-0.e15.4.1386.rpm (3)
#rpm -ivh /media/CentOS/samba-common-3.0.25b-0.e15.4.1386.rpm (4)
May 2:
- Set password: administrator/123
- Share thu muc C:/data/vbl.txt: everyone full control
May 1:
- Truy cép dir li¢u
#smbclient -U administrator //192.168.1.10/data
smb: \> ? //xem danh sach 1énh
- Copy file vbl.txt trén file server vao root
smb: \>mget vb1.txt
smb: \>exit
#ls
- Tao thu muc
smb: \>mkdir test
- Copy dir li¢u 1én file server
#tree /etc/ > cay.txt //tao file cay.txt trén root cua may 1
#smbclient -U administrator //192.168.1.10/data
smb: \> mput cay.txt
smb: \> exit //thoat khoi smb
- Tao mount point truy cép
#mkdir /shared
#mount -t cifs -o username=administrator,password=123 //192.168.1.10/data
/shared
#11 /shared
- Xem tat ca dit liéu dang duogc chia s& trén file server
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#smbclient -U administrator -L /192.168.1.10

LAB2: May 1 (Linux) lam File Server
May 1
- Cai cac goi sau: (da dugc cai 6 LABI)
#rpm -ivh /media/CentOS/samba-client-3.0.25b-0.e15.4.1386.rpm (1)
#rpm -ivh /media/CentOS/perl-Convert-ASN1-0.20-1.1.noarch.rpm (2)
#rpm -ivh /media/CentOS/samba-3.0.25b-0.¢e15.4.1386.rpm (3)
#rpm -ivh /media/CentOS/samba-common-3.0.25b-0.e15.4.i1386.rpm (4)
- Cau hinh dich vy samba
#vi /etc/samba/smb.conf

99 # compatibility. tdbsam requires no further configuration.
100

101 security = user
| 102 passdb backend = smbpasswd

#service smb start
#chkconfig smb on

- Tao user ul/123 va u2/123 dé chia sé dit liéu
#useradd ul
#passwd ul
123
# smbpasswd -a ul
123
#useradd u2
#passwd u2
123
# smbpasswd -a u2
123

May 2
- Str dung user ul hodc u2 truy cap dit liéu -> ok -> ngudi ding khong biét May 1
st dung HDH Linux
- X6a cache truy cap

v CA\WINDOWS\system32\cmd.exe

C:\Onet use * /del /vy
You have these remote connections:

\\192.168.1.118\1PCS

FContinuing will cancel the connections.

The command completed successfully.

C:\>

May 1
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- Pit tén May 1 dé truy cap bang tén

#vi /etc/sysconfig/network

#chkconfig sendmail off

Fle Edit View Terminal Tabs Help
NETWORKING=yes

NETWORKING IPV6=no

HOSTNAME=SRV1

#init 6
May 2
- Truy cap dit liéu trén May 1 bang tén -> ok
May 1
- Chia sé€ dir liéu
#mkdir /data
#mkdir /sofware
#mkdir /data/vanban
#mkdir /data/hoso

- May 1 shared thu muc data
#vi /etc/samba/smb.conf

286 ;
287 ;
288 ;

//Thém céc dong sau vao cudi file

writable = yes
printable = no
write list = +staff

289 [software]

290
291
292
293
294 [data]
295
296
297
298
299

#chmod 777 /data
#chmod 777 /software

#service smb restart
May 2

comment = phan mem
path = /software
public = yes

read only = yes

comment = du lieu
path = /data
public = yes
writeable = yes

- Truy cap dit liéu trén May 1 va kiém tra lai quyén truy cip a ok
LAB3: May 1 (Linux) lam File Server va chia s& dit liéu theo yéu cau sau:

/data

— HocSinh
— (GiaoVien
— Software
— BaiThi
—— DeThi

May 1

Everyone: Full Control

GV: Full Control

Everyone: Read only

GV: Full Control; HS: Read only
Everyone: Full Control; Hidden
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- C4u hinh dich vu samba
#v1 /etc/samba/smb.conf

5 service swat

f (

port = 901
socket type = stream
wait = NO
10 only from = 192.168.1.0/24 |
11 user = root
12 server = Jusr/sbin/swat
13 log on_failure += USERID
14 [ disable = no |
15 }
- Tao cay thu muc
- Tao group va user
# groupadd GV
# groupadd HS
# useradd -G GV GV1
# useradd -G GV GV2
#useradd -G HS HS1
#useradd -G HS HS2
- bdt passwd samba cho user
#smbpasswd -a HS1
#smbpasswd -a HS2
#smbpasswd -a GV1
#smbpasswd -a GV2
#service smb restart
- Chia sé dir liéu:
#vi /etc/samba/smb.conf //thém cac dong sau vao cudi file
289 [hocsinh]
290 comment = du lieu hoc sinh
291 path = /data/hocsinh
292 public = yes //levery one
293 writeable = yes
294 [giaovien]
295 comment = du lieu giao vien
296 path = /data/giaovien
297 public = no
298 valid users = +GV //shared cho group
299 write list = +GV
300 inherit permission = yes
301 [software]
302 comment = phan mem hoc tap

303 path = /data/software
304 public = yes

112



305

read only = yes

306 [baithi]

307
308
309
310
311
312

comment =bai thi hoc sinh
path = /data/baithi

valid users = +HS +GV
read only = yes

write list = +GV

inherit permission = yes

313 [dethi]

314
315
316
317
318
319
320

comment = de thi

path = /data/dethi

public =no

valid users = +GV

write list = +GV

inherit permission = yes

browseable = no // shared an

- Restart lai dich vu samba
#service smb restart

- Gan quyén truy xuat thu myc
#chmod 777 /data/hocsinh
#chmod 777 /data/baithi/
#chmod 777 /data/giaovien/
#chmod 777 /data/software/
#chmod 777 /data/dethi/

May 2

- Truy cip vao May 1 bang user HS1 va kiém tra lai quyén la ok
- Truy cép vao May 1 bang user GV1 va kiém tra lai quyén la ok

- Truy cap vao thu muc an la ok

SAMBA SWAT

Quan 1y samba bang giao dién web

May 1
- Cai dat

#rpm -ivh /media/CentOS/xinetd-2.3.14-10.e15.1386.rpm
#rpm -ivh /media/CentOS/samba-swat-3.0.25b-0.e15.4.1386.rpm

- C4u hinh

#vi /etc/xinetd.d/swat
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service swat

n(

port = 901

socket type = stream
9 wait = NoO
10 only from = 192.168.1.0/24 |
11 user = root
12 server = /usr/sbin/swat
1 log on_failure += USERID
1 [ disable = no |

15 }

- Restart service xinetd
#service xinetd start
May 2
- Truy cip samba bang giao dién web (trusted site)
- Truy cap dir li¢u chia s€ trén May 1 -> ok
2.4 Dich vu WEB

Mot dic diém rat hay cta Ubuntu 1a n6 hd trg gﬁn nhu hau hét cac loai card man hinh,
moi loai 6 cing va cac loai phan cting khac, bat ké d6 1a may tinh doi cii hay doi méi.
Trong truong hop ban mudn kiém tra xem mdy tinh ctia minh c6 twong thich voi hé diéu
hanh Ubuntu hay khong. Trong nay, ngoai phién ban Ubuntu 10.10 s€ dugc st dung lam
mAu, con cb cac phién ban Ubuntu khac va cac thong sd phan cimg kém theo dé phién
ban hé diéu hanh iy hoat dong.

Linux 12 mot hé diéu hanh ma nguon mo c6 thé chay trén nhimg mdy tinh yéu nhét,
nhimg dong may tinh thé hé dau tién sir dung Pentium II, IIL.. Trong gido trinh nay,
chung ta sir dung hé diéu hanh Ubuntu 10.10 Maverick Meercat dé cai dit cho may tinh
cii s& dung dé 1am web server. Phién ban Ubuntu 10.10 chi yéu cidu mot mdy tinh co
RAM tbi thiéu 256 MB dé c6 thé hoat dong va kich hoat day du cac tinh ning c6 trong hé
diéu hanh. File cai dat hé diéu hanh chiém mot lugng tai nguyén chi 3,3 GB, vi thé, ban
chi can mot 6 cing 6 GB hodc 10 GB 1a du diéu kién cho bat ky chiéc may tinh cii ndo
mudn dung 1am web server.

Yéu cau cia mot web server 13 ban phai dé may tinh chay 24/7 (lién tuc tir ngay nay
qua ngay khac), diéu nay s& dan dén hé qua 1a may tinh s& ludn ludn toa nhiét, va néu
khong c6 hé thong giai nhiét tot, may tinh cua ban s& nhanh chéng giam tudi tho. Néu c6
phong sir dung hé thong diéu hoa khong khi, ban hiy dua may tinh cii vao trong d6 dé
giai nhiét cho may. Trong trudng hop khong co hé théng giai nhiét, ban nén giéi han thoi
gian hoat dong ciia server xudng (chi chay vao ban ngiy chang han). Nhiéu dong may
tinh, ban c6 thé chinh thoi gian ty dong bat / tait may tinh ngay trong BIOS bang cach
khéi dong lai may tinh , bAm F2 hodc phim tinh ning twong tng, trong BIOS Setup vao
Power Management Setup > Resume by Alarm sau dé ban chon thoi gian md may tinh
hang ngay. Chon xong, bAm F10 dé thoat ra. Luu ¥ 13 may tinh phai duoc cim dién thoai
thi tinh ning nay méi hoat dong duoc. Sau khi sir dung xong, ban c6 thé tit may thu cong
hodc dung phén mém hd trg. Hom sau, dén ding thoi diém d3 chon, BIOS sé tu dong mo
may tinh Ién.
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2.4.1 Cai dat Ubuntu

Chon Download updates while installing dé tai ban cap nhat bd sung cho hé¢ diéu hanh
sau khi cai dit xong, chon Install 3rd Party Software dé cho phép cai bd sung cac phan
mém cua hang thir 3, chon Erase and Use The Entire Disk dé x6a 6 cung va tan dung tai
nguyén 6 cimg vao viéc hd tro hé thdng hoat dong (tiy chon niy s& x6a toan b thong tin
trong 6 ctng, ké ca cac hé diéu hanh hanh thanh céng hé diéu hanh méi. Luu ¥ 1a trong
truong hop ban sir dung cac phién ban Ubuntu khac, néu n6 yéu ciu cai dit bo sung céc
phan mém hoic driver khac, hidy chon cang it cang t6t vi diéu nay s& gitip web server
chay nhanh hon, khong bi cac phin mém kia can tr&, ngoai ra con gitp tranh dugc sy tin
cong cla tin tic trong trudng hop xuét hién cac 16 hong trong nhiing phan mém nay.
Trong man hinh lam viéc ctia mdy tinh, vao System > Administration > Update Manager,
chon 1énh Install Updates dé cong cu cap nhat cac tinh ning méi hodc ban va bd sung cho
hé diéu hanh. Khoi dong lai may mot 1an nira.

Dé cai dat hé diéu hanh Ubuntu 10.10 vao may tinh, ban can c6 mot CD cai dat, trong
muc Desktop CD la danh sach céc file ISO, trong truong hop may tinh str dung chip 32
bit cua Intel hay ADM thi ban tai file 64-bit PC (AMD64) desktop CD, nguoc lai hay
dung file cai dat PC (Intel x86) desktop CD. Sau khi tai file vé, ban chép no vao trong
mot dia CD hodc DVD. Luu ¥ 13 ban phai ding mét chuwong trinh chuyén dung dé ghi dia
theo dinh dang ISO. Vi du nhu chuong trinh Power ISO Ban m¢ tng dung 1én, bam thé
Burn rdi tim d&én file ISO vira tai vé, bam Open dé mé né 1én. Pua dia tring vao 6 dia,
bAm nat Burn va chd dé cong cu thuc hién hoan tat. Sau khi hoan tat cong viéc, khay dia
s& tu dong duoc day ra. Sau khi ¢ dia, ban khoi dong lai may, dong khay dia dé vao
boot. Trong man hinh dau tién, bAm muc Install Ubuntu dé xac nhan viéc yéu cau cai dat
hé diéu hanh Ubuntu vao mdy tinh.

2.4.2 Thiét 1ap web server

Tuy ting trudong hop st dung Apache, MySQL hay PHP ma ban tién hanh viéc thiét
lap twong tu nhu di ding trén cac may tinh nén tang hé diéu hanh Windows. V&i nguoi
méi bat dau sir dung, ban vao System > Administration > Synaptic Package Manager,
trong ctra sO mé ra, hiy chon chuong trinh muén ding. Luu ¥ 13 theo tén goi cua ting file
thi apache2 cho Apache, php5 cho PHP, php5-mysql, and mysql-server cho MySQL.
Chon xong, bam Apply dé bat dau cai dat. Tuy theo phién ban chuong trinh da chon, may
tinh s& tai n6 vé va cai dat tu dong. Sau khi cai dit xong, ban dat mat khau bao vé cho
chuong trinh rdi khdi dong lai may tinh dé kich hoat cac tinh ning.

Viéc bd sung ndi dung thanh phf?ln clia website, bd cuc trang web..., ban thuc hién theo
nhu cau st dung cua minh roi dua né 1én mang. Muén kiém tra web server, ban mé trinh
duyét web Firefox, trong khung dia chi hdy nhap duong dan https://127.0.0.1/. Néu thong
bao It works! hién ra, trang web ctuia ban da hoat dong 6n dinh.

Hai chuong trinh Apache va MySQL déu hoat dong ngam trong may tinh ngay khi vira
khéi dong, nghia 1a website s€ dugc tu dong dua Ién mang ngay khi may tinh dugc mo
1én. M6t luu ¥ quan trong 14 néu nhu may tinh khé yéu, ban nén gi6i han cac tinh ning
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cua trang web, trong do c6 viéc khong nén cho phép nguoi dung dua file 1€n luu trir hodc
cai qua nhiéu hi¢u img vao website cia minh

Cau héi on tap

LAB LINUX — CAU HINH WEBSERVER APACHE

HTTP 13 mjt giao thirc cho phép trinh duyét Web Browser va servers cé thé giao
tiép véi nhau. N6 chuin hoa cic thao tic co ban ma mét Web Server phai lam dwoc.

HTTP bat dau 1 1 giao thitc don gian gidng nhu véi cac giao thic chudn khac trén
Internet, thong tin diéu khién duoc truyén dudi dang vin ban tho thong qua két néi TCP.
Do d6, két ndi HTTP c6 thé thay thé bang cach dung 1énh “telnet” chun.

Apache 12 mt phin mém cé nhiéu tinh niing manh va linh hoat diung dé 1am Web
Server .

HOb trg day du nhitng giao thitc HTTP trudc ddy nhu HTTP/1.1

C6 thé cdu hinh va mé rong voi nhitng module ciia cong ty thi ba

Cung cép source code ddy du véi license khong han ché.

Chay trén nhiéu hé diéu hanh nhu Windows NT/9x, Netware 5.x, OS/2 va trén hau hét
cac hé diéu hanhUnix.

Cai dat Apache

Goi cai dit caa Apache duoc cung cip trong DVD CentOS hoic ban c6 thé tim tai trén
trang chu.

Ban cai dit bang 1énh # rpm -ivh CentOS/httpd-*.rpm

Sau khi cai dat ban khdi dong dich vu bang 1énh

[root@server ~|# chkconfig httpd on
[root@server ~|# service httpd restart

Website mac dinh

Mic dinh website ctia ban can luu trong dia chi /var/www/html va file mic dinh 1a
index.html. Dé thu nghiém, ban uoload mdt website.

Ban ¢6 nhiéu gidi phéap cho viéc upload mot website 1én webserver, FTP 1a mdt goi ¥
t6t. Néu mudn don gian hon thi ban ding mdt tién ich SSH nao d6 dé gui file 1én. O day,
to1 gid dinh ré“mg ban ¢6 thé thuc hién duoc nhirng déu do.

Sau d6 ban chi can thir lai webserver ciia minh bang cach truy cip dia chi ip cia
server, vi du & ddy 14 192.168.40.100. B¢ c6 thé truy cap dugc bang tén ban can ciu hinh
thém DNS cho viéc phan giai tén mién.
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Fedora Test Page

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you can read this page, it means that the web
server installed at this site is working properly, but has not yet been configured.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that the website you You may now add content to the directory /var/www/html/. Note that

just visited is either experiencing problems, or is undergoing routine until you do so, people visiting your website will see this page, and not

maintenance. your content. To prevent this page from ever being used, follow the
instructions in the file Jetc/httpd/conf.d/welcome. conf.

If you would like to let the administrators of this website know that

you've seen this page instead of the page you expected, you should You are free to use the images below on Apache and Fedora powered

send them e-mail. In general, mail sent to the name "webmaster” and HTTP servers. Thanks for using Apache and Fedora!

directed to the website's domain should reach the appropriate person.

For example, if you experienced problems while visiting ered bi PAC |_|2'4 fedOI’Of'

www.example.com, you should send e-mail to

"webmaster@example.com”.

Fedora is a distribution of Linux, a popular computer operating system.
It is commenly used by hosting companies because it is free, and
includes free web server software. Many times, they do not set up
their web server correctly, and it displays this "test page” instead of
the expected website.

Accordingly, please keep these facts in mind:

« Neither the Fedora Project or Red Hat has any affiliation with any
wehsite or content hosted from this server (unless otherwise explicitly
stated).

« Neither the Fedora Project or Red Hat has "hacked" this webserver,
this test page is an included component of Apache’s httpd webserver
software.

For mere information about Fedora, please visit the Fedora Project -

Hinh 6.2: Website duwoc tao mac dinh va truy cdp thanh cong

Cau hinh cho website

Tiép theo ban tim hiéu cach ciu hinh cho website, d& & mot thu muc khac. Vi & day,
toi tao thu muc /mysite va tép tin trang chu cua website luc nay 1a home.html.

Pau tién trén may server, ban ciing chuan bi mot thu muyc /mysite upload website mau
cua ban 1én, c6 tap tin trang chu 1a home.html

Sau d6 m¢ file cau hinh httpd ra, tai duong dan /etc/httpd/conf/httpd.conf khao sat
mot s6 thong sb sau day:

Dong 256: Dong nay cau hinh server name cho website. N6 dang & trang thai ghi ch,
ban bo dau thing di, va sta lai thanh www.mysite.com néu ban mudn, bé ludn :80 phia
sau khong ban khong c6 su thay dbi nao vé port mic dinh cta website.

ServerName www.example.com:80
Dong 281 va 306: Dong nay c4u hinh luu trit web méc dinh. Ban phai thay dbi lai cho
dang vé1 thu muc chira web cua minh hién tai. Vi du ¢ day la:
Dong 281: DocumentRoot “/mysite”
Dong 306: <Directory *“/mysite”>
Dong 391: Chi ra nhitng file nao s€ 1a trang chu cua website. Khi truy cap vao thu
muc, nhiing file nay s& duoc truy cap dau tién. Ban can bo thém home.html vao
DirectoryIndex index.html index.html.var home.html

Sau d6 ban luu file cAu hinh va khéi dong lai dich vu httpd, két qua website ctia ban

lac nay di bi thay doi.
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Test Page

This page is used to test the proper operation of the Apache Web server after it has been installed. If you can read this
page, it means that the Apache Web server installed at this site is working properly.

If you are the administrator of this website:

You may now add content to this directory, and replace this page. Note that until you do so, people visiting your website
will see this page, and not your content.

If you have upgraded from Red Hat Linux 6.2 and earlier, then you are seeing this page because the default
DocumentRoot set in /etc/httpd/conf/httpd.conf has changed. Any subdirectories which existed under /home/httpd should now
be moved to /var/wew. Alternatively, the contents of /var/ww can be moved to /home/httpd, and the configuration file can be
updated accordingly.

If you are a member of the general public:

The fact that you are seeing this page indicates that the website you just visited is either experiencing problems, or is
undergoing routine maintenance.

If you would like to let the administrators of this website know that you've seen this page instead of the page you
expected, you should send them e-mail. In general, mail sent to the name "webmaster" and directed to the website's
domain should reach the appropriate person.

For example, if you experienced problems while visiting www.example.com, you should send e-mail to
"webmaster@example.com".

The Apache documentation has been included with this distribution.

Hinh 6.3: Webiste mdi khi dd cau hinh thu muc luu triv cho web
Tao alias cho website
Bay gid ban can c6 thém mot alias cho web cua minh theo dia
chi http://192.168.40.100/1ove chéng han. Ban hdy tao mgt thu muc nira chrta web cua
minh, ndm trong thu myc /mysite va dua website méi 1én.
sau d6 mé file cau hinh ra, dong 539 dén 546 dung dé cau hinh alias, ban copy doan
d6, hodc stra lai tir d6 ludn, dé c6 mot doan nhu sau:
Alias /love “/mysite/love”
<Directory “/mysite/love”>
Options Indexes MultiViews
AllowOverride None
Order allow,deny
Allow from all
</Directory>
Nhung d6 khong phai 1a nhitng gi ma ching ta mong mudn, nhiing gi ching ta dang
mong doi & phan tiép theo.
Chung thuc cho website
O déy ta gia du rang trang /love cua ban tao lic ndy 1a trang ndi bd, va chi ¢ user
trong mang méi vao dugc. Tic 1a ban can mot chung thuc khi vao trang nay. C6 hai kiéu
chung thuc.
Churng thuc thong thuong
Vi kiéu nay, mat khau s& khong dugc ma hoa. Ban st dung lai doan cAu hinh alias &
trén, thém vai thong tin nita.
Alias /love “/mysite/love”
<Directory “/mysite/love”>
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Options Indexes MultiViews

AuthType Basic #KIEU CHUNG THUC CO BAN

AuthName “admin” #CHUNG THUC DANH CHO Al, ()
THONG BAO SE HIEN THI TRONG MAN HINH PANG NHAP
AuthUserFile /etc/httpd/confluser #DUONG DAN PEN (1)

TAP TIN LUU USER

Require user adminl #USER LA ADMINI PUQC PHEP PANG NHAP
AllowOverride None

Order allow,deny

Allow from all

</Directory>

Tiép theo ban can tao user adminl, user ndy khong 13 user trong linux, nén phai tao
bang 1énh sau

# htpasswd -c /etc/httpd/conf/user adminl
# htpasswd /etc/httpd/conf/user admin2

Lénh ¢ day tao ra 2user, trong d6 tham s6 —c chi xuét hién véi 1énh dau tién, khi file
/etc/httpd/conf/user chua dugc tao ra.

Kiém tra nhiing gi vira lam bang cach vao dia chi http://192.168.40.100/love Mot
thong bao yéu cau dang nhap hién ra, ding nhap bang adminl thi vao dugc, bang admin2
thi khong vao dugc.

Chtrng thuc c6 ma hoa

Véi kiéu nay viéc chimg thuc bai bang hon, yéu ciu ma héa mat khau truyén di. Pén
vi du nay t61 m¢ rong cho ban thém mdt van dé nia, 1a cép quyén cho nhom. Néu ban
1am theo cach trén 14 cAp quyén chi cho user ciing khong sao.

Ban sira lai doan cau hinh & trén nhu sau:

Alias /love “/mysite/love”

<Directory “/mysite/love >

Options Indexes MultiViews

AuthType Digest #CHON KIEU CHUNG THUC LA DIGEST

AuthName “private”

AuthUserFile /etc/httpd/confluserdigest #CHI DINH TAP TIN CHUA USER
AuthGroupFile /etc/httpd/conflgroup #CHI PINH TAP TIN CHUA NHOM
Require group admin #NHOM PUOC PHEP CHUNG THUC
AllowOverride None

Order allow,deny

Allow from all

</Directory>

Ciling nhu trén, ban phai tao user, tuy nhién user adminl & day s€ khac adminl & trén
kia.

htdigest -c /etc/httpd/conf/userdigest private adminl
htdigest /etc/httpd/conf/userdigest private admin2
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Khac biét 1a ban phai tao thém group chira hai user 1a adminl va admin2. Ban tao méi
file /etc/httpd/conf/group nhép vao noi dung

admin: adminl admin2

Cudi cung la khé1 dong lai dich vu va kiém tra nhitng gi ban vira cdu hinh. Néu thanh
cong thi hai user adminl va admin2 hai déu logon vao dugc.

Con nhiéu van dé khac vé cdu hinh web server. Tuy nhién, khudn khé bai viét c6 han
nén t6i tam dimg & day. Moi cac ban tiép tuc don xem céc bai viét tiép theo.

CAU HINH WEB CHO MOI USER

S€ ¢o luc chung ta can ¢6 1 nhu cau, réng mdi user dugc tao ra tir hé théng, s€ co mot
trang web cua riéng minh. Vi du nhu nhan vién cuteo s€ c6 dia chi website cho riéng anh
ay 1a http://www.youcompany.com/cuteo

Bay gio chung ta s& di thuc hanh déu do:

Pau tién, ban khoan hay tao user, ma hay di tao mot thu muc html trong thu muc
Jetc/skel Diéu nay s& lam cho moi user tao ra s& c6 1 thu muc nam trong thu muc ca nhan
/home/username Sau d6 mai tao user

[root@server ~[# mkdir /etc/skel/html
[root@server ~[# useradd cuteo
[root@server ~[# passwd cuteo
Tiép theo ban can mét chut cau hinh trong file ciu hinh cia httpd.
M0 nd ra, tim dong 355, dat thém 1 ddu 3 ¢ dau dong, dé bo di chirc ning nay.
#UserDir disable
Dong 362, ban bo dau # di néu co, va sira lai thanh
UserDir html

html & day chinh 13 thu muc chira web cho mdi nhan vién.

Dong 370 dén 381 ban bo dau # di, va stra lai dong 370 nhu hinh bén dudi day (stra
dong 370):

<Directory /home/*/html>
AllowOverride Filelnfo AuthConfig Limit
Options MultiViews Indexes SymLinkslfOwnerMatch IncludesNoExec
<Limit GET POST OPTIONS>

Order allow,deny

Allow from all

</Limit>

<LimitExcept GET POST OPTIONS>
Order deny,allow

Deny from all

</LimitExcept>

</Directory>

Dé c6 website, user cuteo phai tu thiét ké va upload web ctia minh 1én, bing giao thic
FTP chﬁng han. Ban c6 thé trién khai giao thitc FTP cho nhan vién, dé hoc thoai mai
upload website 1én.
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Khoi dong lai dich vy, thi user da c6 mo{t website riéng cua ho tai dia chi
http://<ip>/~cuteo D& nhan vién khong phai gd /~cuteo ma chi can gd /cuteo ban can tao
thém 1 redirec cho mdi user do.

Poi khi ban s& gip phai 18i “Forbidden” nguyén nhan 13 do bi gidi han quyén truy cap
ctia ngudi dung. Ban nén thay doi lai bang 1énh

chmod 750 /home/cuteo/html

Diéu khién truy cap

Ngoai viéc bao mét ndi dung cia website bang su chirng thue (username va password),
apache con gidi han viée truy cip cua ngudi dung dua trén nhitng thong tin khac duoc dé
cap trong Access Control. Sir dung directive Allow/Deny dé cho phép/cam viéc truy cap
tai nguyén dua trén tén may tinh hodac dia chi IP.

Allow/Deny Directive: Cu phap khai bao Allow/Deny nhu sau

Allow/Deny from [address]

+ Allow c6 nghia cho phép cac host/network/domain truy xuat vao Web server.
+ Deny c6 nghia cAm cac host/network/domain truy xuat vao Web server.
+ Address 1a dia chi IP/dia chi dudng mang hay tén may tinh, tén mién.
Vi du:
Deny from 11.22.33.44
Deny from host.example.com
Deny from 192.101.205
Deny from exampleone.com example

Ban str dung Order dé két hop giita Allow va Deny trong viéc giéi han viéc truy cép.
Néu tht ty cua Order 1a Deny, Allow thi Deny duogc kiém tra trudce tién va bat ky nhitng
client nao khong phu hop véi Deny hodc phu hop véi mot Allow thi dugc phép truy cap
dén server. Nguoc lai, néu thir tr caa Order 1a Allow, Deny thi Allow dugc kiém tra trudc
va bat ky client nao khong phu hop v6i mot diéu kién Allow hodc phu hop véi mot diéu
kién Deny thi bi cAm truy cap dén server.

Vi du vé mét diéu khién truy cip it giéi han nhat.

<Directory “/usr/web”>

Options Indexes FollowSymLinks MultiViews
AllowOverride All

Order allow,deny

Allow from all

</Directory>

Satisfy directive:

- Satisfy directive dugc ding dé chi ra nhiéu tiéu chuan can phai duoc xem xét
trong vi¢c bao mat no1 dung website. Satisfy c6 2 gia tri 1a all va any. Mdc dinh, Satisfy
nhan gia tri all, diéu nay c6 nghia 1a néu nhiéu tiéu chuan duoc chi ra thi tit ca nhing tiéu
chuén nay phai thoa mén thi ngudi dung méi duoc phép truy cip tai nguyén. Con gia tri
any c6 nghia 13 mot trong nhitng tiéu chuin nay hop 16 thi user duoc phép truy cap dén
tai nguyén.
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- Mot ing dung cua viée sir dung access control 1a gidi han, nhitng nguoi dung bén
ngoai mang khi truy cép tai nguyén can phai c6 username va password con tat ca nhiing
mAy tinh trong mang thi khong can.

<Directory /usr/local/apache/htdocs/sekrit>
AuthType Basic

AuthName intranet

AuthUserFile /etc/httpd/conf/users
AuthGroupFile /etc/httpd/conf/groups
Require group customers

Allow from internal.com

Satisfy any

</Directory>
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