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1VIRUSTmay/ tinni,

1.1 Khai niém virus may tinh

Virus may tinh (thuong goi tat 1a virus) 1a nhiing hay
doan ma duoc thiét ke dé tu nhan ban va sao chép chinh nd vao cac
doi turong lay nhiem khac (file, 6 dia ciing, USB, may tinh, vv...)

1.2 Lich sir phat trién cta virus may tinh

- Niam 1986: Xuat hién loai virus dau tién tai Pakistan tén I3
Brain

- Nam 1987: Xuét hién virus Stoned

- Nam 1990: Xuat hién virus Form



http://vi.wikipedia.org/wiki/Ch%C6%B0%C6%A1ng_tr%C3%ACnh

1VIRUSTmay/ tinni,

- Nam 1991: Xuat hién virus Michelangelo
- Nam 1994: Xuat hién virus Monkey

- Nam 1995: Xuat hién virus Concept

- Nam 1999: Xuat hién virus Happy99

- Nam 2000: Xuat hién virus Love Letter
- Nam 2001: Xuat hién virus Code Red

- Nam 2003: Xuat hién virus Slammer

- Nam 2004: Xuat hién virus MyDoom

- Nam 2005: Xuat hién virus HaxDoor

- Nam 2007: Xuat hién virus Mebroot

- Nam 2008: Xuat hién virus Conficker




LVIrUSTmay tinnive e

- Nam 2010: Xuat hién virus Stuxnet
- Niam 2011: Xuat hién virus W32.Sality.PE

- Ngay nay, véi kha nang, trinh @6 cao cua cac tin tac (hacker), virus
cé thé xam nhap bang cach bé gy cac rao can an toan cua

- Trong tuong lai khdng xa virus s& bao gom nhiing diém manh san
cO, tan cOng bang nhicéu cach thirc, nhiéu kiéu khac nhau, két hop

v6i cac thi doan khac cua (spyware), dong
tho1 nO ¢O thé tan cOng vao nhiéu khac nhau chir
khong nhat thiet nham vao mot hé diéu hanh
A

. z p T—TT Trang 5



http://vi.wikipedia.org/wiki/H%E1%BB%87_%C4%91i%E1%BB%81u_h%C3%A0nh
http://vi.wikipedia.org/wiki/Ph%E1%BA%A7n_m%E1%BB%81m_gi%C3%A1n_%C4%91i%E1%BB%87p
http://vi.wikipedia.org/wiki/H%E1%BB%87_%C4%91i%E1%BB%81u_h%C3%A0nh

LVIrUST My ey

1.3 Phan loai virus

 Virus file.
e VIrus boot
 VIrus macro.

La loai virus lay vao nhiing files van ban (Microsoft Word), files
bang tinh (Microsoft Excel) hay céc files trinh dién (Microsoft
PowerPoint) trong bd Microsoft Office.

. (worm).
Sau may tinh Ia mot chwong trinh may tinh co

, tu tim cach lan truyén qua hé thong (thudng la qua hé
thong thu dién tir).

Trang 6



http://vi.wikipedia.org/wiki/S%C3%A2u_m%C3%A1y_t%C3%ADnh
http://vi.wikipedia.org/w/index.php?title=Kh%E1%BA%A3_n%C4%83ng_t%E1%BB%B1_nh%C3%A2n_b%E1%BA%A3n&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Kh%E1%BA%A3_n%C4%83ng_t%E1%BB%B1_nh%C3%A2n_b%E1%BA%A3n&action=edit&redlink=1
http://vi.wikipedia.org/wiki/M%E1%BA%A1ng

1L Virusimay tinhva cach pheng cheng

1.4 Phwong thirc hoat dong cua virus may tinh.
* Qua cac thiét bi luu trir di dong.

* Qua thw dién tur.

* Qua mang internet.

« Bién thé cia virus.

Mot hinh thirc trong co ché hoat dong cua virus la tao ra cac bién
thé cua chung. Bién thé cua virus la su thay do1 ma nguén nham cac
muc dich tranh su phat hién cua phan mém diét virus hoac lam thay
do1 hanh dong cua no.

 Kha nang vo hi¢u hoa phan mém diét virus.
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LVIRUSHT /A

INNTVa Cachipneng chong

1.5 Cach phong chong virus.

« Cé&ch nhéan biét co ban

o Sir dung phan mém diét virus.

* Suw dung twong lwra.

Vao Start \ Control Panel \ Windows Firewall

=Mindows Firewall E

General | Exceptions | Advanced

“windows Firewall helps protect your computer by prewenting unauthorized users
from gaining access to your computer through the Internet or a network.

@ @iin recommended}
This setting blocks all outside sources from connecting to this
computer, with the exception of thase selected on the E ceptions tab

[]Don't allow exceptions
Select this when vou connect ta public networks in less secure
locations. such as airparts. You will nat be notified when ‘Windows

Fitawall biocks programs. Selections on the Exceptions tab will be
ignared

@ () OKf (not recommended)

Avoid using this setting. Turming off Windows Firewall may make this
computer mare vulherable ta vinuges and intruders.

‘wihat else should | know shout Windows Firewal?




1L Virus may tinhiva cach phong chong

Str dung cac cong cu twong lira Khac

wm  PC Tools

|'|' Firewall Plus

e Applicationz
't-_-# Manage the applications that are allowed to sccess the network.

P [T Generic Host Process For Win32 Services
¥ [5]154 shel (Export Yersion) =
Criwindows) System32|| sass exe

ver, 5.1.2600.5512

Apphcation T
=]
L=

Bvanced cettings
Sellings
» ™ Microsoft Feeds Synchronization = =)
¥ 4 FC Toos Smart Update & &
C:\Program Files\Pe Tools Fireweall Flus|Update exe

vier, 7.0

Actvity |
I
I

Upgrade How

Brbeare e wrbtinns o

* X

pCtCCIS [¥] Hide uninstalled application rules

M




AVIRUS My tinnn,

« Cap nhit cac ban sira 16i ciia hé diéu hanh.

* Van dung kinh nghiém sir dung may tinh.

- Phat hién su hoat dong khac thuong cua may tinh

- Kiém soat cac tng dung dang hoat dong véi task manager

- Loai bé mdt sb tinh nang cua hé diéu hanh c6 thé tao diéu kién
cho su 1ay nhi€ém virus nhu autorun

1.6 Gi®i thiéu mot so phan mem diét virus.

Phan mém diét virus la cO tinh nang phat hién, loai bo
cac virus, khiac phuc hau qua do virus gay ra va ¢ kha niang cap
nhat dé nhan biét cac loai virus trong tuong lai.



http://vi.wikipedia.org/wiki/Ph%E1%BA%A7n_m%E1%BB%81m

1L Virus may tinhiva cach phong chong

& Hewrutc scan

© Tobnbb méy © cacdwes
O ounmiubss @ startp cbgects
Odentimc &) avsorun cbpects
©) Quétthingmeh
CSu hinh quét —
O e dumrg vieh LM Intermnet Security - Glao dién di€u hanh chinh - [Phién ban danh cho ngutd ding ca nhan]
) Thchcic e
QUET VIRUS CHO CAC VNG THONG DUNG (SIT DUIG NHANH)
, ~ Toin bé may tinh glit
Bl 73ciEE aimgestrongméy trh —ei
i, = . Cac thwmuc chiva G liéu Quix
3_83 .!‘ Quiét bt ¢ that s chia b ko ben ===
B6 nhé _ Quit
' Blo V¢ B Uit st ca e chumotinh dang chay b iy toh
s Ciic thy mue dang dwoc ban chia sé 00 Quit
S hnatKy - Co3thumyc dang durc chio 52
Q30 viry ot vONnG QuET THEO Hity CAu
— LT
L_g Bio Cao Chon mét / nhiéu thy muc dé quét 09|  Qua
Chon mét hay atisu s mue 0% quét Yirus
IT  CduHin B THEM XOA TAC VU 1 DAT LICH OUET _ Thém
i ' with corom  # % )0 o
7 oaie i ratcacacodia 2 o
-




” ) ) .
) 2 ecurity2012 & 3§
K L
ity
i Internet %
Security 2o
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2.1 Bao vé dir liéu hé thong.

- Quan 1y dit liéu 6 hé thong.

- Tén ding nhap va mat khau (userID va password).

= XPSPZ(CH
Ble [ View Favorkes Took Heb

Address <o Ci\

= N My Computer
® JB 3% Floppy (A:)
= e XPSP2 (C)
# ) Oocuments and Settings
# ) eOffice
@) kel
) POFToWoedConverter
# ) Program Fles
# ) Uniey
# 0 WINDOWS

<1

2 roes | [0




2. Bao ve durlieu may tinn

2.2 Bao vé dir lieu tao ra.
- Sao lwu dir liéu theo dinh ky
- Bao vé dir liéu da sao luu.

- Phuc hoi dir liéu da sao luu.
Doi vai dit liéu di sao chép ra thiét bi luu trit ngoai, ngudi
str dung sao chép (copy) tro lai vao 6 dia cung.

Ngoai ra, nguoi str dung co thé sir dung tinh ning phuc
hoi dit liéu (system restore) cua hé diéu hanh hoic st
dung phan mém ctia hiang khac dé khoi phuc lai dit liéu da
sao luu.

Trang 14




S. ANNInNR mang

3.1 Khai niém vé An ninh mang.

- An ninh mang 1a bao vé mang trudc viéc bi danh cap va
str dung sal muc dich thong tin trén mang internet.

- DPang, Nha nudc va cac B, ban, nganh da co cac van
ban thé hién su chu trong doi vdi van dé an toan thong
tin

3.2 C4c méi nguy hiém tan cong may tinh

- Tin tac (hacker).

- Tin tac (hacker).

‘rojan horse.




SCANNINhEmang

- (malware).

- (spyware).

- (adware)

- Bat ky tu g6 trén ban phim ( ).
- Lura ddo truc tuyén ( ).

- C (backdoor).

- Rootkit.

Pay ciing 1a mdt loai trojan nhung tu gidu minh, hoat dong &

tang thap cua h¢ thong nén co6 thé ngan can mot s6 dich vu

- Spam (thu rac).

Trang 16



http://vi.wikipedia.org/wiki/Ph%E1%BA%A7n_m%E1%BB%81m_%C3%A1c_t%C3%ADnh
http://vi.wikipedia.org/wiki/Ph%E1%BA%A7n_m%E1%BB%81m_gi%C3%A1n_%C4%91i%E1%BB%87p
http://vi.wikipedia.org/wiki/Ph%E1%BA%A7n_m%E1%BB%81m_qu%E1%BA%A3ng_c%C3%A1o
http://vi.wikipedia.org/wiki/Keylogger
http://vi.wikipedia.org/wiki/Phishing
http://vi.wikipedia.org/w/index.php?title=C%E1%BB%ADa_h%E1%BA%ADu&action=edit&redlink=1

S. ANNInNR mang

3.2 Cac hinh thirc tan cong trén mang may tinh.
« Tén cong true tiép
DO tim user name va password, bang cach thir véi mot so tir khoa

thong dung nhu "xinchao™, ""hello", “123456”, dung tén nguoi
than, ngay sinh, so dién thoai, vv...

* Nghe trom.

Nghe trém password
* Gia mao dia chi IP.

* V0 hiéu hoa cac dich vu.
DoS (Denial of Service)

* Yéu to con nguoi.

Trang 17




4 Bao matthongtn then'mang

4.1 Khai niém vé biao mat thong tin.

Bao mat thong tin 1a hinh thirc bao vé may
tinh, thong tin ca nhan dwoc an toan. Giup
ngwdi st dung kiém soéat va bao vé théng tin
tranh khai viéc vo tinh hoac co y stra ddi, x6a
cling nhu tiét 16 théng tin trai phép.

\ . ,_.T--’p T—TT Trang 18




4.2 Muc dich cua bao mat thong tin.



http://vi.wikipedia.org/w/index.php?title=B%C3%AD_m%E1%BA%ADt&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Nguy%C3%AAn_v%E1%BA%B9n_d%E1%BB%AF_li%E1%BB%87u&action=edit&redlink=1
http://vi.wikipedia.org/wiki/X%C3%A1c_th%E1%BB%B1c
http://vi.wikipedia.org/w/index.php?title=Kh%C3%B4ng_t%E1%BB%AB_ch%E1%BB%91i&action=edit&redlink=1
http://vi.wikipedia.org/w/index.php?title=Ch%E1%BB%91ng_l%E1%BA%B7p_l%E1%BA%A1i&action=edit&redlink=1

4 Bao mat thong tin then mang

4.3 Cac phwong phap bao mat théng tin.

- Khong nén dua cac thong tin cd nhan 1én mang.

- Khong nén dung cac thong tin ca nhan dé lam mat khau
(password)

- Khong nén str dung chung mot mat khau cho nhitng dich vu quan
trong

- Khong nén str dung chirc nang nhd mat khau, hay nhap mat khau
cho moi lan dang nhap

- Ghi nhé mat khau cta minh, khong nén luu trir mat khau trén
may tinh

Kiém tra vé thong tin trang web sap truy cap
Trang 20




4. Bao mat theng in then mang

—
- Khong nén kich chudt truc tiép 1én céc files dinh kém
- Khong tai vé, cai dit cac chuong trinh la chua rd ngudn goc
- Khi cai d¢it mot phan mém bat ky trén may tinh hodc truy cép vao
website can doc ki cac diéu khoan dua ra trude khi next
(chuyén), hodc accept, OK (chap nhan), vv...

- Khong nén luu gitr cac files tam (cache) trén trinh duyét

- Nén st dung hoac cap nhat phién ban mai nhat cho trinh duy¢t
web

- Bat tinh nang tuong Itra (firewall)

- Bao mat cac thong tin quan trong trén hé diéu hanh nhu: Dia chi

IP, tén may tinh, vv...

Trang 21




4. Baomat theng tn then'mang

- Tat ché do diéu khién may tinh tir xa (remote desktop)

- Cai1 dat va sur dung ph?m mém diét virus, cap nhat cac
mau virus moi, quet virus thuong xuyén

- Nén su dung phﬁn mém chirng thu dién tir, ma hoa, mat
khau dinh ky thay doi.

- Nén su dung phﬁn mém chirng thu dién tir, ma hoa, dat
mat khau dir licu

Trang 22
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