1. PE MUC 1: Virus may tinh va cach phong chong.

Sau khi hoan thanh ngi dung nay, ngudi sir dung nim dwoc:
e Khéi niém vé virus may tinh.
e Lich st phat trién caa virus may tinh.
e Cach phan loai virus may tinh.
e Phuong thurc hoat dong cua virus may tinh.
e Cach phong chéng virus may tinh.

e Mot s6 phan mém diét virus thong dung.

1.1. Khai niém virus may tinh.

Virus may tinh (thudng goi tat 1a virus) 1 nhitng chuong trinh hay doan ma dugc
thiét ké dé tu nhan ban va sao chép chinh né vao cac ddi twong lay nhidm khéc (file, 6
dia cung, USB, may tinh, vv...).

Trude day, virus thudng duoc viét boi nhitng ngudi am hiéu vé lap trinh mudn
chung t6 kha nang ctia minh nén khi d6 virus thuong c6 cac hanh dong nhu: Lam cho
mot chuong trinh hoat dong khong dang, 1am hong céc files, xda dir liéu, 1am hong 6
ctng hoac gay ra nhirng tro dua kho chiu khac, wv...

Tuy nhién, nhitng virus méi duogc viét trong thoi gian gan day khéng chi con thuc
hién cac tro dua hay sy phé hoai d6i may tinh cua nan nhan bi lay nhim nira, ma da
phan hudéng dén viéc iy cap cac thong tin ca nhan nhay cam (cac ma s thé tin dung,
ngan hang, mat khau, vv...), st dung may tinh bi nhiém virus dé quang céo bat hop
phap, gui thu rac, mé cira sau cho tin tac dot nhap chiém quyén diéu khién hoac céac
hanh dong khac nham ¢ lgi cho ngudi phat tan virus.

Trén 90% s virus da duoc phét hién 1a nham vao hé thdng sir dung hé diéu hanh
Microsoft Windows boi hé diéu hanh nay duoc sir dung nhiéu nhét trén thé gigi. Do
tinh théng dung cta hé diéu hanh Microsoft Windows nén céc tin tic thuong tap trung
hudng vao ching nhiéu hon 1a cac hé diéu hanh khéc.


http://vi.wikipedia.org/wiki/Ch%C6%B0%C6%A1ng_tr%C3%ACnh

1.2. Lich sir phat trién ciia virus may tinh.

C6 nhiéu quan diém khac nhau vé lich st virus may tinh. O day chi néu tom tat
va khai quét nhitng diém chung nhét vé lich st phat trién cta virus may tinh va sy ra
doi cua nhitng virus ¢6 anh huong 16n nhat dén nguoi st dung.

Nam 1986: Xuat hién loai virus dau tién tai Pakistan tén & Brain, né 1ay nhiém
trén may tinh thong qua dia mém trén hé diéu hanh MS-DOS. Tuy nhién, diy khong
phai 12 loai virus pha hoai, tac gia 1a anh em nha Alvi chi chén tén tudi va thong tin ca
nhan cua minh vao trong ma cua virus.

Nam 1987: Xuét hién virus Stoned do mdt sinh vién & New Zealand tao ra. Chi
trong 2 nim sau d6 13 nam 1988, 1989, virus Stoned di gay anh huong 16n & khap
New Zealand va Australia.

Nam 1990: Xuat hién virus Form c6 ngudn gbc tir Thuy Si va toi nay van chua
rd ai la tac gia. Pay ciing 1a mot trong nhitng loai virus nguy hiém nhat trong lich sir
may tinh.

Nam 1991: Xuéat hién virus Michelangelo ra doi muén hon Form 1 nam, virus
nay c6 ngudn goc tir New Zealand.

Nam 1992: Xuat hién virus VCL c6 ngudn géc tir My . Trén thuc té, VCL (Virus
Creation Laboratory) la mét cong cu vai giao dién don gian, cho phép nguoi st dung
tu tao ra virus.

Nam 1994: Xuat hién virus Monkey tai Canada, virus Monkey 1a chuong trinh
dau tién c6 kha niang tu gidu minh trude sy phat hién caa ngudi dung.

Nam 1995: Xuat hién virus Concept tai My, Concept 12 loai virus dau tién ching to
kha nang xam nhap duoc vao cac files cia chuong trinh soan thao van ban Microsoft
Word.

Nam 1999: Xuét hién virus Happy99, ddy la bién thé virus e-mail dau tién,
nhung khong rd ngudn géc. Mic du di iy lan nhanh chéng toi hang triéu may tinh,
nhung Happy99 véi thong di¢p “Chic mung nam maoi 1999” khong gay ra thiét hai
dang ké nao. Ciing trong nam nay, xuét hién virus Melissa c6 ngudn goc tai My, loai
virus nay dugc dat theo tén mot nit vii cong ndi tiéng.

Nam 2000: Xuat hién virus Love Letter. BPay 1a mot trong nhiing loai virus co
muc d6 lay lan khang khiép nhat trong lich sir cong nghé. Love Letter hay | Love
You c6 ngudn géc tir Philippines. Nhitng may tinh bi lay nhiém virus nay s& tu giri dén
danh sach ban c6 trong e-mail nhitng e-mail véi tiéu dé | Love You, dinh kéem theo
nhitng files word c06 chira ma doc. Khéng chi co vay, loai virus nay con pha hoai may
tinh cta nan nhan. Hon 50 triéu may tinh trén toan cau da bi anh huang bai virus Love
Letter, thiét hai I1én toi hang ti USD.
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Nam 2001: Xuét hién virus Code Red ciing khong rd ngudn gdc phat sinh nhu
Happy99, day 1a loai su tu dong phat tn ma khong can quan tam téi viéc c6 ngudi
dung tac dong hay khong.

Nam 2003: Xuét hién virus Slammer, 1a mét trong nhitng loai virus c6 téc do lan
truyén ki luc, véi 75 ngan may tinh bi 1ay nhidm chi sau 10 phat. Slammer di lam sap
hé thong may ATM cua ngan hang My va mang ludi 911 tai Seatles (My). Ciing trong
nim nay da xuat hién virus Sobig nhung khong rd ngudn goc xuat xi. Mot diém tuong
ddng nira 1a Sobig lay lan t&i hang triéu may tinh chi trong vong vai gio sau khi xuat
hién. Nam 2003 ciing danh dau sy ra doi virus ddu tién duoc tao ra voi muc dich loi
nhuan 14 virus Fizzer, nd lay nhiém thong qua cac files dinh kém trén e-mail. Mot
may tinh sau khi bi nhidm virus Fizzer c6 thé bi tin tic danh cap quyén diéu khién va
dua vao cac mang lugi botnet hoic sir dung dé guri di cac e-mail spam. Ngoai ra,
virus Cabir cling dugc tao ra trong nam nay tai Philippines, Cabir la loai sau dién
thoai dau tién trong lich st.

Nam 2004: Xuat hién virus MyDoom, loai virus ndy c6 ngudn goc tir Nga da
duoc phat tdn qua e-mail va mang Kazaa P2P. Ciing trong nam nay, virus Sasser da
Xuat hién tai My, virus Sasser da danh sap hé thbng mang tir Australia di Hong Kéng
va Anh quéc. Nam 2004 ciing danh ddu sy ra doi cua virus SDBot nhung chua 1
ngudn gdc xuat xu, day 1a loai trojan c6 kha ning choc thung dwgc moi tuyén phong
tha thong thuong trén may tinh.

Nam 2005: Xuét hién virus HaxDoor, thuc chat 1a mét loai rootkit c6 kha ning
che gidu cac chuong trinh gay hai trudc mét ngudi sir dung may tinh. Ciing trong nim
nay, virus Sony rootkit, mét loai rootkit khac c6 ngudn goc xac thuc & My va Anh.
Hang dia nhac Sony BMG d3 tich hop 1 loai phan mém trén cac dia cua minh, cho
phép tu dong cai dat trén cac may tinh doc dia cua Sony BMG. Mac du day la dong
thai bao vé ban quyén cua Sony BMG, nhung phan mém nay lai tao 16 hong dé cac
phan mém gay hai khac xam nhap vao hé thng.

Nam 2007: Xuat hién virus Mebroot, virus nay di danh cap hon 500.000 tai
khoan ngan hang cuing cac thong tin thanh toan truc tuyén. Ciing trong nim nay da
xuat hién virus Storm Worm thuc su gay anh hudng khi da phat tan di nhitng buc e-
mail kiéu “230 ngudi da bi thiét mang trong mot con bio & Chau Au”.

Nam 2008: Xuat hién virus Conficker, virus nay da nhanh chong phat tan ra
hang triéu may tinh trén pham vi toan cau. Pay ciing 1a mot trong nhiing loai virus co
téc do lay lan khung khiép nhat trong lich sir cdng nghé may tinh toan cau.

Nam 2010: Xuat hién virus Stuxnet di tén khong it “gidy muc” cua cac hdng bao
mat. Loai virus nay c6 nguon gdc tir My va Israel, né thuoc vao hang nguy hiém nhat
tir truéc toi nay. Hang bao mat F-Secure cho rang, mot ngudi phai mat hon 10 nim
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nghién cau lién tuc méi c6 thé hoan thanh dugc Stuxnet. Pidu d6 cho thdy mtc do
phac tap cia loai virus nay. Virus Stuxnet pha hoai cac hoat dong hat nhan cua Iran,
no c6 kha nang tac dong tai qua trinh van hanh cac co sé hat nhan tai Iran, ép cac may
li tam quay & téc do khdng an toan, khién cac may nay co thé bi hong héc.

Nam 2011: Xuat hién virus W32.Sality.PE, day Ia loai virus lay lan nhiéu nhat
nim 2011. Ly do khién W32.Sality.PE c6 thé lay lan toi hang triéu may tinh vi virus
nay c6 kha niang st dung céc giai thuat di truyén dé tu dong lai tao, sinh ra cac thé hé
virus “doi sau” F1, F2...Cang lay nhiém lau trén may tinh, virus nay cang sinh ra
nhiéu bién thé véi do phuc tap cang cao khién cho kha ning nhan dang va béc 16p cua
cac phan mém diét virus cang tré' nén kho khan.

Ngay nay, véi kha ning, trinh do cao cua cac tin tic (hacker), virus c6 thé xam
nhap bang cach bé gay c4c rao can an toan cia hé diéu hanh hay xam nhap vao cac 15
hong bao mat caa cac phan mém, nhat 1a cac chuong trinh thu dién ta, rdi tir d6 lan toa
khip noi theo cac két ndi mang hay qua thu dién tir. Do d6, viéc truy tim ra nguon gdc
phat tan virus s& cang tré nén kho khin hon nhiéu.

Trong tuong lai khong xa virus s& bao géom nhitng diém manh sin c6, tan cong
bang nhiéu céch thirc, nhiéu kiéu khac nhau, két hop véi cac thu doan khac caa phan
mém gian diép (spyware), ddng thdi né c6 thé tan cong vao nhiéu hé diéu hanh khéc
nhau chtr khong nhat thiét nham vao mét hé diéu hanh doc nhat nhu trong trudong hop
cua hé diéu hanh Microsoft Windows.

1.3. Phan loai virus may tinh.
1.3.1. Virus file.

La nhitng virus 1ay vao nhiing files chwong trinh, phd bién nhit 12 trén hé diéu
hanh Windows nhu cac files c6 duéi md rong .com, .exe, .bat, .pif, .sys, vv...Khi chay
mét file chuwong trinh d3 bi nhidm virus ciing 13 luc virus dugc kich hoat va tiép tuc tim
cac files chuong trinh khac trong may tinh dé lay vao. Thuc té cac loai virus lay file
ngdy nay ciing hau nhu khong con xuét hién va lay lan rong nira. Khi may tinh bi
nhiém virus lay file, tot nhat nguoi s dung nén st dung phan mém diét virus mai nhat
dé quét toan bo 6 cing cua minh va lién hé véi nha cung cap phan mém diét virus dé

duoc tu van, hd tro.
1.3.2. Virus boot.

Ngay nay, hau nhu khong con thay virus boot trén cac may tinh, vi virus boot c6
téc do lay lan rat cham va khéng con phl hop vai thoi dai cia internet. Tuy nhién,
virus boot van 1a mot phan trong lich st virus may tinh.

Khi may tinh dugc khai dong, mot doan chuong trinh nho trong 6 dia khai dong
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s& duoc thuc thi. Poan chwong trinh nay c6 nhiém vy nap vao hé diéu hanh
(Windows, Linux hay Unix, wv...). Sau khi nap xong hé diéu hanh, nguoi st dung méi
c6 thé bat dau sir dung may tinh. Poan ma néi trén thuong duge dé & vung trén cing
cua 6 dia khoi dong, va dugc goi 1 "boot sector”.

Virus boot la tén goi danh cho nhiing virus lay lan vao boot sector. Cac virus
boot s& duoc thi hanh mdi khi may tinh bi nhiém khoi dong, trudc ca thoi diém hé
diéu hanh duogc nap Ién.

1.3.3. Virus macro.

La loai virus lay vao nhiing files van ban (Microsoft Word), files bang tinh
(Microsoft Excel) hay cac files trinh dién (Microsoft PowerPoint) trong bo
Microsoft Office. Macro 1a tén goi chung cua nhitng doan ma duogc thiét ké dé bd
sung tinh ning cho cac files cia Microsoft Office. Ngudi sir dung cd thé cai dit sin
mot s6 thao tac vao trong macro, va mdi lan goi macro la cac phan cai san lan luot
duogc thuc hién, giup nguoi sir dung giam bét dugc cong lap di 1ap lai nhitng thao tac
gidng nhau.

Ngay nay, trén thuc té céc loai virus macro ciing gan nhu khong con xuét hién.
1.3.4. Sau may tinh (worm).

Sau may tinh la mot chuong trinh may tinh 6 kha nang tu nhan ban, tu tim cach
lan truyén qua hé thong mang (thuong 1a qua hé thong thu dién ter). Biém can luu ¥ ¢
day 1a ngoai tac dong truc tiép 18n méy bi nhiém, nhiém vu chinh caa worm 12 pha cac
mang (network) théng tin, lam giam kha nang hoat dong hoac huy hoai cac mang nay.
Trong khi virus may tinh bdm vao va tro thanh mot phan ciia ma may tinh dé co thé thi
hanh thi sdu may tinh 1a mét chuong trinh doc 1ap khdng nhat thiét phai 1a mot phan cua
mot chuong trinh may tinh khac dé c6 thé 18y nhidm. Sau may tinh thuong dugc thiét ké
dé khai thac kha ning truyén thdng tin co trén nhitng may tinh c6 cac dic diém chung
nhu ctng hé diéu hanh hozc cting chay mot phan mém va dugc ndi mang vai nhau.

Sau may tinh thudng mang theo phan mém gian diép dé mé cira sau trén cac may
tinh bi nhiém. Cac may tinh bi nhiém duoc sir dung bdi nhitng ngudi giri thu rac hoic
gia danh dia chi trang web. C4c cira sau ciing c6 thé dugc cac sau may tinh khac khai
thac nham muc dich c6 lgi cho tin tic.

1.4. Phwong thirc hoat dong ciia virus may tinh.

1.4.1. Qua cac thiét bi luu trir di dong.

Trude day dia mém va dia CD chta chuong trinh thudng 1a phuong tién bi lgi

dung nhiéu nhat dé phat tan. Ngay nay khi dia mém rét it duoc st dung thi phuong
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thire 12y nhiém nay chu yéu tir cac 6 USB, cac 6 dia cimg di dong hoic céc thiét bi giai
tri k§ thuat so.

1.4.2. Qua thw dién tir.

Khi ma thu dién tir (e-mail) dugc st dung rong réi trén thé gigi thi virus chuyén
huéng sang 1ay nhiém thong qua thu dién tir thay cho cac cach lay nhiém truyén thng.
Khi di 1ay nhiém vao may tinh nan nhan, virus c6 thé ty tim ra danh sach cac dia
chi thu dién tir san c6 trong may tinh va ty dong gui di hang loat (mass mail) cho
nhitng dia chi tim thay. Néu cac cha nhan cua cdc may nhan dugc thu bi nhiém virus
ma khdng phat hién duoc, tiép tuc dé 1ay nhidm vao may tinh, virus lai tiép tuc tim dén
cac dia chi va gui di tiép theo. Chinh vi vay sé lugng phét tan co thé ting theo cip s6
nhan khién cho trong mot thoi gian ngén hang triéu may tinh bi lay nhiém.

Khi cac phan mém quan 1y thu dién tir két hop vai cac phan mém diét virus co
thé khic phuc dugc hanh dong tu gori nhan ban hang loat dé phat tan dén cac dia chi
khac trong danh ba ctia may nan nhan thi ngudi phét tan virus chuyén sang hinh thuc

tu guri thu phat tan virus bang ngudn dia chi suu tap duoc trude do.
Phuong thuc 1ay nhiém qua thu dién tr bao gom:

- LAy nhiém vao cac files dinh kém theo thu dién tor (attached mail). Khi dé
nguoi ding s& khong bi nhiém virus cho tsi khi file dinh kém bi nhiém virus dugc kich
hoat (do dic diém nay céac virus thudng duoc "tra hinh" béi cac tiéu dé hap din nhu
quang céo ban hang gia ré, phan mém mién phi, chuong trinh ting qua, vv...).

- Lay nhiém do mé mot lién két trong thu dién tir. Cac lién két trong thu dién tir
c6 thé din dén mot trang web duoc cai san virus, cach nay thuong khai thac cac 15
hong cua trinh duyét va hé diéu hanh. Mot cach khac, lién két dan t&i viéc thuc thi mot
doan mé, va may tinh c6 thé da bi 1y nhiém virus.

- Lay nhiém ngay khi mo dé xem thu dién tir: Cach nay v cing nguy hiém bai
chua can kich hoat cac files hoic mo céc lién két, may tinh da co thé bi lay nhiém
virus. Cach nay ciing thuong khai thac cac 16 hong bao mat cua hé diéu hanh.

1.4.3. Qua mang internet.

Vi su phat trién rong réi cua internet, hién nay cac hinh thuc lay nhiém virus
qua mang internet da tro thanh cac phuong thic chinh cua virus ngay nay. Bién hinh
la céc hinh thac l1ay nhidm virus va phan mém doc hai théng qua internet nhu sau:

- Lay nhiém théng qua céc files tai liéu, phan mém: La cach lay nhiém co dién,
nhung thay thé cac hinh thic truyén file theo céch cii (dia mém, USB, thiét bi luu trix
di dong) bang céch tai tir mang internet, trao doi, thdng qua cac phan mém, wv...
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- Lay nhiém khi dang truy cap céc trang web dugc cai dit virus (theo cach vo
tinh hoic ¢6 y), cac trang web c6 thé ¢ chia cac ma doc gay lay nhidm virus va phan
mém doc hai vao may tinh cta nguoi sir dung khi truy cap vao céc trang web do.

- Lay nhiém virus hoic chiém quyén diéu khién may tinh théng qua céac 15i bao
mat hé diéu hanh, tng dung sian c6 trén hé diéu hanh hodc phan mém cua hang thu ba.
Tin tac c6 thé loi dung céc 16i bao mat caa hé diéu hanh, phan mém sin co trén hé diéu
hanh (vi du chuong trinh nghe nhac Windows media player) hoic 16i bao mat cua céac
phan mém cua hang tht ba (vi du chuong trinh doc file Acrobat reader) dé lay nhiém
virus hoac chiém quyén kiém soat may tinh nan nhan khi ma cac files lién két véi céc
phan mém nay.

1.4.4. Bién thé caa virus.

M6t hinh thirc trong co ché hoat dong cua virus 12 tao ra cac bién thé caa ching.
Bién thé cua virus 1 sy thay doi m& ngudn nham cac muc dich tranh su phét hién cua
phan mém diét virus hodc 1am thay d6i hanh déng cua no.

M6t s6 loai virus cd thé tu tao ra cac bién thé khac nhau gay kho khin cho qua
trinh phat hién va tiéu diét ching. Mot sé bién thé khac xuat hién do sau khi virus bi
nhan dang bai cac phan mém diét virus, chinh tac gia cua virus hodc céc tin tic khéac
(biét duoc ma cua chiing) da viét lai, nAng cap hoic cai tién chung dé tiép tuc phat tan.

1.4.5. Kha niing vé hiéu héa phin mém diét virus.

Mot s6 virus cd kha ning v6 hiéu hoé hoic can thiép vao hé diéu hanh lam té liét
phan mém diét virus. Sau hanh d6éng nay ching mai tién hanh 1ay nhidm va tiép tuc
phat tan. Mot sb khac 1ay nhiém chinh vao phan mém diét virus (tuy kho khin hon)
hodc ngdn can su cap nhat cua cac phan mém diét virus. Ké ca cai lai hé diéu hanh va
cai lai phan mém diét virus.

Céc cach thic nay khdng qué kho néu nhu ching nim rd duge co ché hoat dong
ctia cac phan mém diét virus va dugc lay nhiém hoic phat tan trudc khi hé thong khai
dong cac phan mém nay. Chung ciing c6 thé sta doi file host cia hé diéu hanh
Windows dé nguoi sa dung khong thé truy cap vao cac website va phan mém diét
virus khdng thé lién lac voi may chi virus ciia minh dé cap nhat.

1.5. Cach phong chong virus.

Khong thé khang dinh chic chan 14 bao vé dugc may tinh an toan 100% trudc
nhitng hiém hoa virus va cic ma doc, nhung ngudi st dung o thé han ché dén muc ti
da va c6 cac bién phép bao vé dix liéu cua minh.


http://vi.wikipedia.org/wiki/H%C3%A3ng_th%E1%BB%A9_ba

1.5.1. Cach nhén biét co ban.

- May tinh chay cham hon so véi trude ddy, truy xuat dir liéu cham, khéng cho cai
dit, g bo phan mém, khdng mé dugc cira s6 task manager (Ctrl + Alt + Delete), vv...

- Cac trang web quang cédo hoac trang web la tu dong hién ra (pop up), man hinh
desktop bj thay d6i giao dién (thuong chuyén sang mau den).

- Duyét web cham, néi dung cac trang web hién thi trén trinh duyét cham.

- C4c files la tu dong sinh ra khi mg 6 dia USB (autorun.inf, new folder.exe...).
Xuat hién file c6 phan ma rong .exe c6 tén tring véi tén cac thu muc.

- Goc phai man hinh ¢6 mot biéu twong nhd clng véi théng bao: “ your
computer is infected ” hay “ virus alert ”, gan giong vai khuyén cao bat firewall
hoac yéu cau thuc hién cai dit firewall,.. .

- Virus c6 thé gia danh mot phan mém diét virus nao dé, chuong trinh nay c6 giao
dién gan tuong tu véi phan mém diét virus va yéu cau gui thong tin dé dang ky sir
dung phan mém.

- Pua ra khuyén cao may tinh da bi nhiém virus, dua ra duong lién két (link)
huéng dan ngudi st dung truy cap dén trang web d6 dé diét duoc loai virus nay (thuc
chat 1a trang web gia mao chira virus hoic ma doc).

- Khi g& tim mét dia chi trén trinh duyét web va chon nit "enter" dé bat tim kiém
thi trang tim kiém thuong ding bi thay bai mot trang tim kiém la.

- Nguoi st dung tim thdy nhitng tén dia chi la trong danh séch "favorites" caa
trinh duyét web mic du nguoi st dung chua hé dit vao trong muc nay.

- Mot c6ng cu tim kiém (search toolbar) hay cong cu trén trinh duyét (browser
toolbar) xuat hién mic du nguoi st dung khéng ra lénh dé cai dat n6 va khong thé xoa
chdng hoic chiing xuat hién tro lai sau khi xo4.

- G& cac dia chi quen biét vao trinh duyét ma chi nhan duogc trang trong khdng
hay bi béo 15i "404 Page cannot be found".

- O thoi diém ma nguoi st dung khong lam gi véi mang ma van thiy deén
gui/nhan chop sang trén modem hay "board band modem™ giéng nhu 1a khi dang tai
mot phan mém vé may hay 1 céc biéu tuong "network/modem" nhap nhay nhanh khi
ma nguoi sir dung khoéng hé nbi may tinh vao mang.

- Ngoai ra, c6 nhiéu virus chay an ciing véi hé thong ma khéng co dau hiéu dac
biét hay bat thuong nén nguoi sir dung rat kho dé nhan biét méy tinh c6 dang bi nhiém
virus hay khéng.

1.5.2. Sir dung phan mém diét virus.

Pé dam bao an toan cho may tinh, sau khi cai dit xong hé diéu hanh nguoi sir
dung nén chon mot phan mém diét virus tot dé cai dat ngay trudce khi két ndi vao hé
8



thdng mang, trude khi chia sé va sir dung thiét bi luu trir ngoai (USB, 6 cing cim
ngoai,...). Sau d6 st dung phan mém diét virus d6 thuong xuyén, lau dai cho may tinh.
Phan mém diét virus tét phai dap Gmg duoc ddy du cac tiéu chi: La phan mém cé ban
quyén, cap nhat phién ban méi thuong xuyén dé c6 kha ning nhan biét nhiéu loai virus
méi, ¢ hd trg ki thuat truc tiép tir nha san xuat khi ¢ su ¢é lién quan téi virus.

t 1:’-"

W32.Sality.PE
W32.AutoRunUSB. Worm
W32.Vetor.PE

W32.StuxnetQKY. Trojan
W32.StarterYY.Trojan

W32.Kawin. Trojan
W32.FakeUseriniticonF.Fam. Worm
X97M.XFSic
W32.SecretCNC.Heur
W32.SalDropFamA. Worm
W32.InjectAdwaredDwnMainA. Trojan
W32 . Tmgrtext.PE

W32.CmVirus. Trojan
W32.SalDropE. Worm
W32.SysAntiA. Worm

— | —

— —
13 B R E=0 ANo} Koo} BN § o W) RO ) BF SR LS B S0 3 Tl =

pemi
LS ]

[
S 5

[

—
~a)

Hinh 1: Danh sach virus lay lan nhiéu nhdt ndm 2011 (nguon Bkav).
1.5.3. Sir dung twong lira.

Tuong lia (firewall): La thiét bi phan cing hoic phan mém hoat déng trong mdi
truong may tinh ndi mang, 1a rao chin ma mét sé ¢ nhan, té chtc, doanh nghiép, co
quan lap ra nhim ngin chin ngudi dung mang internet truy cip cac thdng tin khdng
mong muédn hoic ngin chin nguoi dung tir bén ngodi truy cap cac thong tin bao mat
nam trong mang noi bo.

Viéc sir dung tudng hra gitp bao vé may tinh trudc virus va cac phan mém doc
hai. Khi sir dung tudng lira, cac thong tin vao va ra dbi véi may tinh duoc kiém soat
mat cach vo thac hoic ¢6 cha y. Néu mot phan mém doc hai da duoc cai vao may tinh
c¢6 hanh dong két néi ra internet thi tuong lira c6 thé canh bao gitp ngudi sir dung loai
bo hodc vo hiéu hoa chung. Tuong lira gitip ngan chan céc két ndi dén khéng mong
mubn dé giam nguy co bi kiém soat may tinh ngoai y muén hoic cai dit vao céc
chuong trinh doc hai hay virus may tinh.

Str dung tudng lira bang phan cing néu nguoi sir dung két ndi vai mang internet
thong qua mot modem cé chiic nang nay. Thong thuong & ché do mic dinh cua nha
san xuét thi chie nang twong lia bi tit, nguoi sir dung c6 thé truy cap vao modem dé
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bat chirc nang tuong hra. Sir dung tudng lira bang phan ciing khdng phai tuyét dbi an
toan bai chiing thudng chi ngan chin két ndi dén trai phép, do d6 can két hop su dung
tuong ltra phan cang cing véi cac phan mém tuong lia.

Str dung tudng lira bang phan mém: hé diéu hanh Windows d dugc tich hop san
tinh nang tuong lira bang phan mém nham bao vé dir liéu va may tinh, dé kich hoat
tinh nang nay nguoi st dung lam nhu sau:

- Vao Start \ Control Panel \ Windows Firewall

B Control'Panel

Fil= Edit View Favorites Tools  Help ",'
) ) @) .

€ ) =2 I.E P Search i Folders

Address G' Conkral Panal M o

E"' Control Panel g gj

Sounds and Speech Systam
Audio Devices

Taskbar and  User Accounts  ‘Windows

[}- Swikch bo Category Wisw

ﬂ Windows Update

Skart Menu CardSpace
@) Help and Support
ﬁ )
W 5 Wireless
Fires Metwork Set...

Hinh 2: Tinh nang tuong lua.

- Sau khi chon xuit hién hop thoai Windows Firewall. Trong thé General nguoi
st dung chon On (recommended) sau d6 chon OK.

' =" indows Firewall

General | Exceptions | Advanced |

“our PC iz hot protected: tumn on windows Firewall

“Windows Firewall helps protect your computer by preventing unauthorized users
fram gaining access to your computer through the Intemet or a network.

@ oo

Thiz zetting blocks all outside sources from connecting to thiz
camnputer, with the exception of thoze selected on the Exceptions tab.

i}

[l Don't allow exceptions
Select thiz when you connect to public netwarks in less secure
locations, such as airports. You will not be natified when Windows

Firewall block s pragrams. Selections on the Exceptions tab will be
ignored.

@ () Off (not recommended)

Avoid uzing thiz getting, Turning off YWindows Firewall may make this
computer more vulnerable bo viruses and intruders.

"What else should | know about Windows Firewall?

I ak. I[ Cancel ]

Hinh 3: Bdt tinh nang Firewall trong Microsoft Windows XP.
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Ngoai nhitng céch trén, nguoi sir dung con c6 thé sir dung phan mém tudng lua
ngoai dé cai dat va bao vé may tinh trudc virus, cac phan mém doc hai, chéng spam,
vv... Hién nay c6 nhiéu phan mém tuong lta hd tro cho viéc ndy, gdm ca ban tra phi
hozc mién phi.

Emsisoft .’

System Status

& standard Mode

Computer Protection
a4 Firewall .
« Firewall - on

fJ Domains « Web Shield - on
@ Programs « Program Guard - on

Anti-Keylogger - on s
@ Autoruns v ylogg {4 Homepage

¢ Support center
&9 Anti-keylogger Updates F piscussion forum
: | Security articles

Last update: 6 April 2011 07:31 Update now &
E&J Hosts file F & 2 A Submit a suspect file
I{p History Version:
pa 5.0.0.1097
£¢ Options
LS Emsisoft News License:

Free edition
11.03.30 12345
Emsisoft recommends Ad Muncher - professional ad blocker
2010-2011 Emsi Software GmbH

Hinh 4: Phan mém Online Armor Free Firewall.

Q SZONEALARM FREE FIREWALL

Because Antivirusisnotenough

v ¢/ You are protected. No action is required.
3 m‘ﬁ o ZoneAlarm is working hard to protect you, See how,
Preferences
S .
Frewal .
g iy Firewall " Additional Services
rogram Control l’/ @ cks hacker aoce;: to your PC. - .
) At phishing » = Identity Protection
Alents 8 Logs - & m to protect your
I = Anti-virus/Anti-spyware
@ . Secure Online Backup
Upgrade for Antisanss/Anti spyware. @  Protect your documents,
J photos and music
N\ -
R — P
v) Q Blocks dangerous Web ue; threats
e \paade to 2dd Download Protection,
>
., Browser Lock
I =
: to block browser explots
==
Yertfy you are running all necessary protection on this computer.

© Help

Hinh 5: Phan mém ZoneAlarm Free Firewall.
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PC Tools

| 22 Firewall Plus &  Smart Update

i . Applications
% Manage the applications that are allowed to access the network,
Status
All Applications Do |

Applications
Applicatior, com o 2
. b ﬁ Genetic Host Process For Win32 Services =i =
Profiles
| ¥ ﬁ LS4 Shell (Export Yersion) i =]
History Ciwindows\System3ziLsass. exe
wer, 5.1,2600.5512
Activity
Advanced setkings

Settings
> ﬁ Microsoft Feeds Synchronization i =]
Upgrade Now v 3 PC Tools Smart Update @ =1

Zs\Program Files\Pe Tools Firewall PlusiUpdate. exe

wer, 7.0

| €

arvanred seHinns

L

pc twls Hide uninstalled application rules

Hinh 6: Phan mém PC Tools Firewall Plus.

(@ COMODO Firewall Pro

> c-0-M-0-D-0

Firewall Professional SUMMARY FIREWALL DEFENSE+ MISCELLANEOUS

Firewall Tasks View Firewall Events View Active Connections
a3

This section allows you to view a record of the View which applications are currently connecting to
= events and alerts triggered by possible attacks on the Internet along with the IF, Port, Protocol and
Common Tasks your computer, Traffic level of the connection.
'..-;E Define a New Trusted Application My Port Sets
Ad d =
vance This shortcut represents a convenient way to Allows you to group individual ports into named
create an automatic "Allow’ rule for applications ‘sets’ which can be used when managing Netwark.
that you trust, Security Policy.
E_ Define a New Blocked Application I:I'.i My Network Zones
- This shortcut represents a convenient way to A network can be represented as a zone to which
create an automatic ‘Deny’ rule for applications an access can be granted or denied by specifying it
that you do not trust. in filtering rules.
‘i% Stealth Ports Wizard My Blocked Network Zones
This wizard allows you to create a set of global ) Allows you to define which addresses or network
firewall rules, which will affect your computer’s zones your computer should not communicate with,
vigibility from other computers, For example, spyware sites,
[~] |AII systems are active and running. A

Hinh 7: Phan mém Comodo Firewall Personal
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B« Qutpost Security Suite Pro (Service Mode) - my settings.cfg @@@

Fle View Tools Options Help
3 f— \>4d S P
@ D A-W-D-E|D
2 My Internet
# "5 Network Activity (1) OUTPOSTPRD
ﬁAHowed SECURITY SUITE
n" Blocked
= @ PlugIns My Shortcuts
Q Active Content ‘Welcome to Outpost Security Suite Pro! Improvenet Live Stats
] ads Thark you for using Outpost Securkty Suite Pro, the comprehensive solution for protecting you and Praduct Documentation
@ Anti-Malware your farmily online, Test my Security
- Protect my Friend
6 Anti-Spam No lengthy configuration is needed. Outpost Secuity Suite Pro starts protecting against all kinds of Soouits Thie
© Attack Detection attacks as soon s it is installed. et dihes
& Content Agnitum News
@ DNS Cache Thank you for choosing Agnitum as your security provider! Agnitum Blog
News
»> Interview with an anonymous hacker
Agnitum has been doing a fittle research into the activities of the web's so-called "black hats"
(hackers and the like), and have spoken with a few of them hete in St Petersburg on condition
of anonymaty. This aticle and interview is a composite based on input from several individuals.
Registration status
Registered to: = Unregistered >
Trial period days left: 30
|Ready @ Rules Wizard

Hinh 8: Phan mém Outpost Pro Security Suite.
1.5.4. Cép nhét cac ban sira 16i ciia hé diéu hanh.

Hé diéu hanh Windows (chiém da sé ngudi sir dung) thuong bi phét hién cac 1i
bao mat chinh bai su thong dung caa nd. Tin tic cd thé lgi dung cac 15i bao mat dé
chiém quyén diéu khién hoic phat tan virus va cac phan mém doc hai. Nguoi sir dung
lubn can cap nhat cac ban va 13i cua hé diéu hanh Windows théng qua trang
web Microsoft update (cho viéc nang cap tit ca cac phan mém cua hang Microsoft)
hoiac Windows update (chi cap nhat riéng cho hé diéu hanh Windows). Cach tbt nhat
hdy dit ché d6 nang cap (stra chira) tu dong (Automatic updates) caa hé diéu hanh
Windows. Tinh ning nay chi hd trg ddi voi cac hé diéu hanh Windows cd ban quyén
hop phép.

1.5.5. Van dung kinh nghiém sir dung may tinh.

Cho di sir dung phan mém diét virus va cac phuong thitc néu trén thi may tinh
van c6 kha nang bi lay nhidm virus va cac phan mém doc hai bai mau virus méi néu
chua dugc cap nhat kip thoi phan mém diét virus. Nguoi sir dung may tinh can sir
dung triét dé cac chtic ning, tng dung san cé trong hé diéu hanh va cac kinh nghiém
khéc dé bao vé cho hé diéu hanh va dix liéu ciia minh nhu sau:

- Phét hién su hoat dong khac thudng ciia may tinh: Pa phan ngudi sir dung may
tinh khong c6 théi quen cai dat, g& bo phan mém hoic thuong xuyén 1am hé diéu hanh
thay doi, c6 nghia 1a sir dung may tinh 6n dinh. Nguoi sir dung c6 thé nhan biét duoc

13


http://update.microsoft.com/microsoftupdate/v6/default.aspx?ln=en-us/

su thay d6i khac thuong cua may tinh. Moi hoat dong khac thuong nay néu khdng phai
do phan ctung gay ra thi can nghi ngo sy xuat hién cua virus. Ngay khi c6 nghi ngo,
can kiém tra bang cach cap nhat dix liéu méi nhat cho phan mém diét virus hoic thu sir
dung mot phan mém diét virus khac dé quét toan bo hé thong.

- Kiém soét cac tng dung dang hoat dong: Nguoi st dung kiém soét sy hoat dong
cuia cac phan mém trong hé thdng théng qua task manager bang cach an té hop phim
Ctrl + Alt + Delete hoic cac phan mém cua hang thi ba dé biét mot phién 1am viéc
binh thudng hé thdng thuong nap cac ang dung nao, ching chiém dung luong bo nhé
bao nhiéu, chiém CPU bao nhiéu, tén file hoat dong 1a gi, vv...ngay khi c6 diéu bt
thuong cua hé thdng (du chua c6 biéu hién cta s nhidm virus) ciing c6 thé ¢é sy nghi
ngo va c6 hanh dong phong ngira hop 1y. Tuy nhién cach nay doi hoi mot sy am hiéu
nhat dinh ctia ngudi sir dung.

- Loai bd mot s tinh ning cua hé diéu hanh co thé tao diéu kién cho sy 1ay nhidm
virus. Theo mic dinh cia hé diéu hanh Windows thudng cho phép cac tinh ning
autorun giup ngudi sir dung thuan tién cho viéc tu dong cai dat phan mém khi dua dia
CD hoic 6 USB vao hé théng. Chinh céc tinh ning nay dwgc mot sb loai virus loi
dung dé lay nhiém ngay khi vira cim 6 USB hoic dua dia CD phan mém vao hé thdng
(maot vai loai virus lan truyén rat nhanh trong thoi gian gan day thong qua cac 6 USB
bang céch tao céc file autorun.ini trén 6 USB dé tu chay cac virus ngay khi cam 6
USB vao may tinh). Can loai bo tinh ning nay bang cac phan mém cua hang tha ba
hoic stra d6i trong hé thng.

1.6. Gi6i thiéu mot s6 phan mém diét virus.

Phan mém diét virus 1a phan mém co tinh ning phat hién, loai bo céc virus, khic
phuc (Mt phan hodc hoan toan) hau qua do virus gay ra va cd kha ning cap nhat dé
nhan biét céac loai virus trong twong lai. Phan mém diét virus thuong hoat dong trén
cac nguyén ly co ban nhu sau:

- Kiém tra, quét c4c tap tin dé phat hién cac virus di biét trong co so dir liéu,
nhan dang mau virus cta ching.

- Phét hién cac hanh dong cua phan mém giéng nhu cac hanh dong cua virus
hoac c4c phan mém doc hai.

- Sau khi phét hién thay virus s& dua ra cac thong bao, khuyén cao hanh dong

thuc hién nhu: Khoa virus, cach ly virus, x6a bo virus, sao luu files du phong,...

Trén thi truong hién co rat nhiéu phan mém diét virus bao gom ban thuong mai
(c6 thu phi) va ban mién phi hoic diét virus truc tuyén (khi két ndi internet).
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- Phan mém trong nuéc: Bkav, CMC.

(e Bk . Internet Security
@‘J a\l 2011

Professiony

Khu vifc quét
® Quétrharh
O Toinb3 méy

&) windows

) Csers\Sonwn

3 l NIt Ky

L _é Bio Cao
i"' Cau Hinl
7 wmoip

O ovariuiése %) ) Program fles
O Ohon themu

() Quét théng men

G3u hinh quét

[[] Fie chuong trich
[¥] T8t ch cic fle

Gl hioh ndog a0

(P Tinbkav 7,500 sy tich t Vil Narm b réli vryzs “chusydin ohdt chank”

QUET VIRUS CHO CAC VUNG THONG DUNG (SIT DUNG NHANH) 7

Toin bé may tinh Quét
T&: ¢ © &a oing co trong may trh o=
Cac thr muc chiva (3 lidu Quit
Quiét tat o3 that mec chira ta b6 ol ben =T
B6 nhé ._:Q‘_#
Quét 18t ¢d chc chuong trinh dang chay trén méy tinh

Cic thy myc dang duoc ban chia s& ;Q_ QUi
€6 3 thur myc dang dugc chia s&

Ty oun vONG oul Y THEO NIt CAu

Chon mét / nhiéu thy muc dé quét _@1 Qua
Chon mét hay eeku L muc 0% quét Yirus
THEM XOA TAC VI £ DAT LICH QUET Thém

withCoRom  # % )& o
i vetcacacodia 2 % U )

Hinh 10: Phan mém diét virus CMC.

-Phin mém nudc ngoai: Kaspersky, AVG, Norton, Avira, McAfee,

Microsoft Security Essentials, Bitdefender,...

Avast,
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Hinh 11: Phan mém diéz virus nwéc ngoai.

- Trang web quét virus truc tuyén: Kaspersky.com, Virustotal.com,

Bitdefender.com, Cmcinfosec.com
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2. PE MUC 2: Bao vé dir liéu may tinh.

Sau khi hoan thanh ngi dung nay, nguéi sir dung nim dwoc:
e Céch bao vé dix liéu hé thong.

e Cach bao vé dir liéu da tao ra.

2.1. Bio vé dir liéu hé thong.
2.1.1. Tén ding nhap va mat khau (userID va password).

Tén ding nhap va mat khau thuong 1a mot xau, chudi, loat cac ki tu ma hé thong
may tinh y&u cau nguoi st dung nhap vao bang ban phim trudc khi co thé tiép tuc truy
cap céc tai nguyén trén may tinh. Mot mat khau manh 1a mat khau cé tir 8 ky tu tro
l&n, bao gdm ca chit cai, chir s6 va ky tu dic biét (@,#,$,%, wv...).

Viéc dat mat khau s& tranh duoc viéc truy cap cac tai nguyén, dir liéu trai phép,
nhét 12 khi phan quyén dé str dung chung ciing mot may tinh.

2.1.2. Quan Iy dix li¢u 6 hé thong.

Thong thudng, hé didu hanh duoc cai dit trén 6 dia C, néu dé dir liéu trén 6 cai dat
hé diéu hanh thi khi cai dat lai hé diéu hanh méi, dir liéu trén phan ving do6 s& bi mat.

Sau khi cai dit hé diéu hanh, dit liéu hé théng s& nam trong phan vang cai dit, cu
thé 1a thu muc WINDOWS, ngudi sir dung khong nén x6a, dbi tén thu muyc, di chuyén
dir liéu trén thu muc nay vi c6 thé 1am anh huéng khong tét dén hé diéu hanh.

Ap dung cac bién phap sao luu dit liéu quan trong trén 6 dia hé théng sang mot
phan ving 6 dia khac hoic thiét bi luu trit ngoai dé khoi phuc khi c6 su ¢b xay ra.

File Edit Wiew Favorites Tools Help

OBack > ir /.- ) Search l= Folders El'

Address e O hd a G0

Folders liew)

ﬂﬁ' Desklop
+ u My Documents
= _J My Computer

b4
A ,J POFToWordConverker

# L 3% Floppy (8:) /J Program Files
= G BPSPE(C) L

+ ) Documents and Settings

+ | 2) eOffice I

* |2 Intel ,J

|) PDFToWardConverter

+ |Z) Program Files .

+ ) Urikew /J WINDOWS

# (3 WINDOWS ] v
E3 > [ >

Unikey

Hinh 12: Thw muc WINDOWS chiza files hé thong.
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2.2. Bao vé dir li€u tao ra.

Dé dam bao an toan trudc sy lay nhidm virus may tinh va cac phan mém doc hai
khéc thi nguoi st dung nén tu bao vé su toan ven di liéu cua minh trude khi dir liéu bi
hu hong do virus (hodc ngay ca cac nguy co tiém tang khac nhu sy hu hong cua cac
thiét bi luu trir dir liéu may tinh) theo mét sé cach sau:

2.2.1. Sao luu dir li¢u theo dinh ky.

L& bién phap dung dan nhat hién nay dé bao vé di liéu, viéc sao luu di liéu s& 1am
giam ton that khi hé thong may tinh gap truc tric nhu 1i hé diéu hanh, hong 6 dia cting,...

Nhitng dir liéu can sao luu théng thuong 14 tai liéu néi chung, cac tng dung tao
va duy tri nhitng tép tin dir liéu nhu e-mail, dia chi ua thich cua trinh duyét, lich, s6
dia chi lién lac, hinh anh, files video, files nhac,...

Ngudoi st dung cd thé thudng xuyén sao luu dit liéu dén mot noi an toan nhu:
Céc thiét bi nhé ma rong (6 USB, 6 cimg di dong, ghi ra dia quang, vv...), hinh thuc
nay c6 thé thuc hién theo chu ky nguoi sir dung dat ra tuy theo muc do cap nhat, thay
dbi cua dir lieu. Ngoai ra ngudi sir dung c6 thé sir dung tién ich sin cd cua Hé diéu
hanh (system restore) hoic str dung cac phan mém cua hing khac nhu Norton ghost
dé tao ra cac ban sao luu hé thdng, cac phan mém tao anh 6 dia hoic phan ving khac.

Trude khi sao Iuu nguoi s dung nén dat tén dix liéu theo ngay, theo noi dung
cdng viéc dé viéc sao luu va khdi phuc sau nay duoc thuan loi.

2.2.2. Bao vé dir liéu da sao luu.

Sau khi da sao lwu dit liéu thanh cdng, ngudi sir dung can bao vé dir lidu da sao
lwu d6. Néu sao luu dir liéu ra thiét bi luu trit ngoai nhu USB va 6 cimg di dong thi can
st dung phan mém diét virus quét thiét b luu trit trude va sau khi sao luu.

Thiét bi lwu trit, dia chuong trinh d3 duoc sao luu can duoc cit gitt ¢ noi an toan,
tranh viéc sao chép, truy cap dir liu ngoai mong mudn.

2.2.3. Phuc hoi dir li¢u da sao hru.

Tuy ting bién phap nguoi s dung da sir dung dé sao luu, ngudi sir dung co thé
phuc hdi lai di liéu dén thoi diém da sao luu.

Pbi v6i dir lidu da sao chép ra thiét bi luu trir ngodi, ngudi st dung sao chép
(copy) tro lai vao 6 dia cung.

Ngoai ra, ngudi st dung c6 thé st dung tinh ning phuc hoi dit liéu (system
restore) cua hé diéu hanh hoic sir dung phan mém cuaa hiang khac dé khdi phuc lai di

liéu da sao luu.
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3. PE MUC 3: An ninh mang.

Sau khi hoan thanh ngi dung nay, nguéi sir dung nim dwoc:
e Céc khai niém vé an ninh mang.
e Céac mdi nguy hiém tan cong may tinh.

e Céc hinh thic tan cong trén mang may tinh.

3.1. Khai ni¢ém vé An ninh mang.

Trong linh vuc an ninh mang, khu vuc an ninh mang bao gém cac quy dinh va
chinh sach duoc théng qua boi nguoi quan tri mang dé ngin chin va theo ddi truy cap
tréi phép, st dung sai, stra ddi, hoac tir chdi cac mang may tinh va truy cap tai nguyén
mang. An ninh mang lién quan dén viéc ay quyén truy cap dir liéu trong mot mang,
duoc kiém soat boi ngudi quan tri mang. Ngudi sir dung chon hoic dugc chi dinh mot
tai khoan va mat khau hozc théng tin xac thuc khac cho phép truy cap vao thang tin va
cac chuong trinh thudc tham quyén cua minh.

An ninh mang 1a bao vé mang truéc viéc bi danh cap va st dung sai muc dich
thong tin trén mang internet. Néu khéng c6 an ninh mang duoc trién khai, hé théng
mang s& gap nhiéu rui ro truéc su xadm nhap trai phép, su nging tré hoat dong cua
mang, su gian doan dich vu, su khéng tuan thu quy dinh va tham chi la cac hanh dong
pham phap. An ninh mang khdng chi dwya vao mot phuong phap ma stir dung mot tap
hop cac rao can dé bao vé hé thong mang theo nhiing cach khac nhau. Ngay ca khi mot
giai phap gap su cb thi giai phap khac van bao vé dugc hé théng va dit liéu trudc su da
dang cta céc loai tin cdng mang.

Trong cac hé théng thong tin, nguoi sir dung phai quan tdm nhiéu hon vé tinh an
ninh, an toan, kha ning bao mat va tinh sin sang cua hé théng. Su ngung tré cua hé
thng thdng tin c6 thé gay ra nhitng thiét hai vo cting nghiém trong khi sy phu thuoc
vao cac tng dung ngay cang tang.

DPang, Nha nudc va cac B, ban, nganh di cé cac van ban thé hién sy chl trong
dbi v&i van dé an toan thdng tin, cu thé nhu sau:

- Luat Giao dich dién tir s6 51/2005/QH11 ngay 29/11/2005 cua Québc hdi Nudc
Cong hoa X& hoi Chu nghia Viét Nam.

- Nghi dinh sé 57/2006/ND-CP ngay 09/6/2006 cua Chinh pha vé Thuong mai
dién tur.
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- Luat Céng nghé Théng tin sb 67/2006/QH11 ngay 29/6/2006 cua Qudc hoi
Nudc Cong hoa Xa hoi Chu nghia Viét Nam.

- Chi thi s6 03/2007/CT-BBCVT ngay 23/02/2007 ctia B6 Buu chinh Vién thdng
Vvé Viéc tang cuong dam bao an ninh théng tin trén mang internet.

- Nghi dinh s 64/2007/NB-CP ngay 10/4/2007 cua Chinh pha vé ang dung
Cong nghé Thoéng tin trong hoat dong cua co quan nha nudc.

- Nghi dinh sé 90/2008/NB-CP ngay 13/8/2008 cua Chinh phii vé chdng thu réc.

- Nghi dinh sé 97/2008/ND-CP ngay 28/8/2008 cua Chinh phu vé quan ly, cung
cap, st dung dich vu Internet va thong tin dién ti trén Internet.

- Thong tu s6 07/2008/TT-BTTTT ngay 18/12/2008 cua Bo Thong tin va Truyén
thong huéng dan mot s6 ndi dung vé hoat dong cung cap thong tin trén trang thong tin
dién tir c& nhan trong Nghi dinh sé 97/2008/ND-CP ngay 28 thang 08 nim 2008 cua
Chinh phii vé quan ly, cung cap, sir dung dich vu Internet va thong tin dién tir trén
Internet.

- Luat stra ddi, bd sung mot sb diéu cua Luat Hinh sy, s 37/2009/QH12 (ATTT
sb: cac didu 224-226b) ngay 19/6/2009 cua Qubc hoi Nudc Cong hda X& hoi Chu
nghia Viét Nam.

- Luat Vién théng s 41/2009/QH12 ngay 23/11/2009 cua Qubc hdi Nusc Cong
hoa X& hoi Chu nghia Viét Nam.

- Quyét dinh sé 63/QD-TTg ngay 13/01/2010 cua Thu tuéng Chinh phu phé
duyét Quy hoach phat trién an toan thdng tin sé quéc gia dén nam 2020.

- Thong tu s6 14/2010/TT-BTTTT ngay 29/06/2010 cua Bo Théng tin va Truyén
thong quy dinh chi tiét mot sé diéu cua Nghi dinh s6 97/2008/ND-CP ngay 28 thang
08 nim 2008 cua Chinh phu d6i véi hoat dong quan 1y trang thong tin dién tir va dich
vu mang xa hoi truc tuyén.

- Thong tu s6 25/2010/TT-BTTTT ngay 15/11/2010 ciia Bo Thong tin va Truyén
thong quy dinh viéc thu thap, s dung, chia s¢, dam bao an toan va bao vé thong tin ca
nhan trén trang thong tin dién tir hodc cong thong tin dién tir cia co quan nha nudc.

- Nghi dinh sb 25/2011/ND-CP ngay 06/4/2011 cua Chinh phii quy dinh chi tiét
va hudng dan thi hanh mot s6 diéu caa Luat Vién thong.

- Chi thi s6 897/CT-TTg ngay 10/6/2011 cua Thu tudng Chinh phii vé viéc ting
cuong trién khai cac hoat dong dam bao an toan thdng tin sd.

- Cong van sd 2132/BTTTT-VNCERT ngay 18/7/2011 cia Bo Théong tin va
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Truyén thong huéng dan trién khai ap dyng tai liéu “Hudng dan mot sé bién phap ky
thuat co ban dam bao an toan thdng tin cho cong/trang thong tin dién tu”.

- Thong tu s6 23/2011/TT-BTTTT ngay 11/8/2011 cua Bo Théng tin va Truyén
thdng quy dinh vé viéc quan ly, van hanh, sir dung va bao dam an toan théng tin trén
Mang truyén sé liéu chuyén ding cua cac co quan Pang, Nha nudc.

- Nghi dinh sé 83/2011/NB-CP ngay 20/9/2011 cua Chinh phi quy dinh xt phat
vi pham hanh chinh trong linh vuc vién thong.

- Thong tu s6 27/2011/TT-BTTTT ngay 04/10/2011 cua Bo Thong tin va Truyén
thong quy dinh vé diéu phdi cac hoat dong ng ctu sy ¢b mang internet Viét Nam.

Bén canh cac vin ban an toan thong tin da dwoc ban hanh con c6 céc co quan, to
chuc hoat dong trong linh vuc dam bao an toan, an ninh thong tin, cu thé nhu sau:

- Trung tdm Ung ciu khan cdp May tinh Viét Nam (Vietnam Computer
Emergency Response Team - VNCERT)

+ Puoc thanh 1ap theo Quyét dinh sb 339/2005/QD-TTg ngay 20/12/2005 cua
Tha tuéng Chinh pha, Trung tdm Ung ctu khan cdp May tinh Viét Nam (Vietnam
Computer Emergency Response Team - VNCERT) 1a don vi truc thuoc B6 Thong
tin va Truyén théng thyuc hién chire niang didu phdi va té chirc cac hoat dong phan tng
nhanh céc su c6 may tinh cho mang Internet Viét Nam.

+ Lién hé: Email: office@vncert.vn; Website: www.vncert.gov.vn

- Hiép hoi An toan thong tin Viét Nam (Vietnam Information Security
Association - VNISA)

+ L& to chuc x& hoi nghé nghiép phi loi nhuan dau tién hoat dong trong linh vuc
bao mat thong tin duoc nha nudc Viét Nam cong nhan. VNISA tap hop c4c c& nhan, t6
chuc 1am cong tac nghién cau giang day, tng dung va phét trién an toan thdng tin
nham huéng dan thyc hién céc chu truong duong 16i cua nha nudc trong viéc ung
dung va phaét trién ky thuat, cdng nghé, an toan thong tin, dua ra dé xuat, khuyén nghi
véi co quan quan 1y nha nudc trong viéc xay dung co ché chinh sach phat trién nganh.

+ Lién hé: Email: infor@vnisa.org.vn; Website: www.vnisa.org.vn

- Cuc Canh sat phong, chéng téi pham sir dung cong nghé cao (C50) - B
Céng an

+ Tién hanh céc bién phép phong ngira, phét hién, diéu tra xu Iy toi pham sir
dung cong nghé cao, truc tiép tién hanh cac bién phap phong ngira, phat hién, dau
tranh chong cac hanh vi vi pham va téi pham sir dung céng nghé cao theo quy dinh caa

Phéap luat.
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+ Lién hé: Bién thoai (truc ban): 069.43160; 06937126; 06937424
- Cong ty an ninh mang BKAV - Website: www.bkav.com.vn
3.2. Cac moi nguy hiém tin cong may tinh.

3.2.1. Tin tac (hacker).

Tin tac (hacker) 1a nhitng ngudi c6 trinh do Céng nghé Théng tin cao dung kién
thirc, k¥ niang ctia minh dé xam nhap vao céc hé thong may tinh, cdc may cha trong
mang internet véi muc dich pha hoai, lay cap dir liéu, chiém quyén diéu khién, wv...

3.2.2. Mang may tinh ma (botnet).

Mang may tinh ma (botnet) 14 nhitng may tinh bi bét coc va diéu khién boi nguoi
khéc théng qua trojan, virus. Nhitng may tinh nay s& chd chi thi tir mot noi nhat dinh
dé thuc hién dong loat mot hanh vi nao d6. Bot 1a cong cu dé thyuc hién cac cudc tan
cong tir chéi dich vu (DOS/DDOS). T4n ¢ong tir chdi dich vu 14 hanh dong ma cac tin
tic loi dung dic diém hodc 15i an toan thong tin caa mot hé théng dich vu nham lam
ngung tré hodc ngin can nguoi dung truy nhap dich vu dé. Thudng thi tin cdng tir chdi
dich vu gay cho chuong trinh hodc hé théng bi d6 v& hoic bi treo, té liét ting phan
hoic toan bd, budc nguoi quan tri dich vu d6 phai tam ngung cung cap dich vu.

3.2.3. Trojan horse.

Trojan horse 1a loai chuong trinh may tinh thuong 4n minh dudi dang mot
chuong trinh hitu ich va ¢ nhitng chic ning ma ngudi ding mong mudn, hay it nhat
chung trong nhu c6 cac tinh ning nay. Mot cach bi mat, nd lai tién hanh cac thao tac
khac nham c6 loi cho ngudi phét tan. Nhitng chirc ning ma trojan horse tao ra chi 1a
phan bé ngoai nham che dau cho céc thao tac, muc dich xiu. Trojan horse ciing c6 tic
hai twong tu nhu virus chi khac 1a nd khdng tu sao chép, nhan ban ra. Nhu thé, cach
lan truyén duy nhit 1a thong qua cac thu ddy chuyén. Chinh nhing ké tao ra cac phan
mém nay s& str dung k¥ ning 1ap trinh cia minh dé sao Iuu that nhiéu trojan truéc khi
phat tan 1én mang. Trong thuc té, nhiéu trojan horse chira dung cac phan mém gian
diép nham cho phép diéu khién may tinh tir xa qua hé thong mang.

Céch hiru hiéu nhat dé phong chéng trojan horse 1a ding bao gio mé cac tép tin
dinh kém duoc giri dén mot cach bat ngo, khi ma nguoi sir dung chua xac minh duoc
d6 an toan, nguon gdc cua file dinh kém. Khi cac file dinh kém khong dugc mo ra thi
trojan horse ciing khong thé hoat dong.

3.2.4. Phan mém ac tinh (malware).

Phan mém 4c tinh (malware) 1a chir ghép cia maliciuos va software chi chung
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cac phan mém c6 tinh ning gay hai nhu virus, worm, trojan horse, spyware, adware,
keyloger, backdoor, rootkit, vv...Tuy theo cach thixc ma tin tac st dung. Su nguy hai
cua cac loai phan mém &c tinh ¢ khéac nhau tir chd chi hién thi cac cira s6 kho chiu cho
dén viéc tan cong chiém quyén diéu khién may tinh va lay lan sang cac may tinh khéc.

3.2.5. Phin mém gian diép (spyware).

Phan mém gian diép (spyware): La chir viét tiat cua spy (gian diép)
va software (phan mém may tinh). La phan mém c6 kha ning tham nhap truc tiép,
theo ddi nhitng hoat dong trén may tinh ma khong c6 su nhan biét va cho phép cua
ngudi sir dung may tinh. Mot cach dién hinh, spyware duogc cai dat mot cach bi mat
nhu & mot b phan kém theo cua cac phan mém mién phi (freewares) va phan mém
chia s¢ (shareware) ma nguoi str dung c6 thé tai vé tir internet. Mot khi da cai dat,
spyware diéu phdi cac hoat dong cia may chu trén internet va lang 1& chuyén cac dir
licu thong tin dén mot may khéc, ching thu thap tat ca céc thdng tin c& nhan, thoi quen
ca nhan, thoi quen truy cap web cia ngudi st dung va gui vé cho tac gia. Ngoai ra,
spyware con sir dung cac tai nguyén caa bo nhé (memory resource) dé in cip bing
thong khi nd gui thdng tin tro vé tac gia cua cac spyware qua céc lién két internet. Vi
spyware dung tai nguyén cua b nhd va cua hé thong, cac tng dung chay trong nén
(background) c6 thé dan téi hé diéu hanh bi 16i hoac may tinh chay khéng 6n dinh.

DPé phong ngira spyware thi nguoi st dung c6 thé dung phan mém chéng
spyware. Quét thuong xuyén dé loai bo spyware. Khoi dong lai may tinh va kiém tra
lai 1an nira sau mdi 1an bi nhiém spyware méi dé chéng sy tai nhidm (tickler). Phan
mém chdng spyware ndi tiéng trén thi truong 1a phan mém spy sweeper.

3.2.6. Phin mém quang cao (adware).

Phian mém quan céo (adware): La chir viét tit cua advertisement (quang céo)
va software (phan mém may tinh). La phian mém thu thap théng tin duyét web cua
nguoi dung, dugc Ién 1at cai dat vao may tinh ngudi dung hoac cai dat thong qua mot
phan mém mién phi, hay phan mém ding thir dugc nguoi diung cho phép (nhung
khong y thirc duoc muc dich caa ching). Mot s6 phan mém vo hai, nhung mot sé ¢o
kha nang hién thi thdng tin trén man hinh gay kho chiu cho ngudi str dung. Tuy nhién
ching khdng dung lai o tinh don gian 12 quang cao ma sé& két hop vai nhitng loai virus
khac nham ting hiéu qua phé hoai.

3.2.7. Bat ky tw g trén ban phim (keylogger).

Bat ky tu gd trén ban phim, hay con goi 1a "trinh theo ddi thao tac ban phim" 1a
phan mém ghi lai moi thao tac thyc hién trén ban phim vao mot tap tin nhat ky (log) dé

cho nguoi cai dat no khai thac, st dung théng tin tréai phep.
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3.2.8. Lira dao truc tuyén (phishing).

Lira dao tryc tuyén (phishing) 1a mot hoat dong pham toi ding céc ky thuat lira
dao thuong duoc thuc hién qua thu dién ti hodc tin nhan nhanh hay yéu cau nguoi
ding nhap théng tin vao mot website gia mao gan nhu gidng hét vai website that. Keé
lra dao cb ging lira 1y cac thong tin nhay cam, chang han nhu mat khau va théng tin
vé thé tin dung, bang cach gia 1a mot nguoi hoic mot doanh nghiép déng tin cay trong
mot giao dich dién tir. phishing thuong duoc thuc hién bang cach sir dung thu dién tir
hoac tin nhén, déi khi con st dung ca dién thoai.

Tan cong gia mao 1a mot don ctr cua nhitng ki thuat lira dao truc tuyén (social
engineering) nham danh Ira nguoi ding va khai thac nhitng 156 hong hién nay cua
cong nghé bao mat web. Bé chdng lai nhitng hinh thic tin cong, kra dao ngay cang
tang thi can hoan chinh hanh lang phéap ly, huan luyén cho ngudi ding, canh béo va

tang cuong an ninh ki thuat.
3.2.9. Cira hau (backdoor).

Trong mot hé théng may tinh, cira hau 1a mot phuong phap vuot qua tha tuc chieng
thuc ngudi dung théng thuong hoic dé gitr duong truy nhap tir xa téi mot may tinh
trong khi ¢ ging khong bi phat hién bai viéc giam sat théng thuong. Day ciing 1a mot
loai trojan nhung nhiém vu chinh 1a mé théng mot s cong nao d6 trén may tinh dé lay
lan, truy cap va diéu khién may tinh tir xa. Ctra hau c6 thé cd hinh thic 14 mot chuong
trinh dugc cai dat hodc c6 thé 1a mot sira d6i dbi véi mot chuong trinh hop phap.

3.2.10. Rootkit.

Rootkit 1a mét bo cong cu phan mém do ké xdm nhap dua vao may tinh nhim
muc dich cho phép tin tac quay lai xdm nhap may tinh d6 va dung no6 cho cac muc dich
xau ma khong bi phat hién nhu thu thap di liéu vé may tinh (ké ca cac may tinh khac
trong cling mang) va nhitng ngudi st dung chdng (chang han mat khau va théng tin tai
khoan) hoic gay ra 15i sai trong hoat dong may tinh. Pay ciing 1a mot loai trojan
nhung ty giau minh, hoat dong ¢ tang thap cia hé thong nén c6 thé ngan can mot s6
dich vu. Rootkit di bi sir dung ngay cang nhiéu béi cac phan mém &c tinh, gilp ké
xam nhap hé théng gitr duoc dudng truy nhap vao hé thong. Cac rootkit thuong sira
ddi mot sé phan cua hé diéu hanh hoic ty cai dat chung thanh cac trinh diéu khién
(driver) hay cac module trong nhan hé diéu hanh (kernel module).

May tinh c6 thé bi lay nhiém rootkit bang nhiéu con dudng, trong d6 co viéc lay
nhiém qua cac chuong trinh duoc tai xudng tir internet, qua tép gan kém tai e-mail,
hoac khi truy cap vao mét sé trang web nhat dinh. Rootkit con cé thé duoc dua vao
may tinh qua 6 dia cim ngoai hoic 6 USB. Rootkit khdng tu nhan ban va khong c6 co
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ché hoat dong doc 1ap tu chu. Rootkit nam hoan toan dudi quyén kiém soat caa mot
ké tan cong.

3.2.11. Spam (thw rac).

Spam (thu rac) 1a thu duoc giri téi nhidu nguoi ma nhimg nguoi d6 khong yéu
cau duoc nhan. Néi cach khac, thu rac chu yéu Ia nhimg thu khong phu hop, khéng cé
¥ nghia voi ngudi s dung may tinh, vv...Nguy hiém hon 14 virus va cac hanh vi lira
dao c6 thé an minh dudi dang thu rac. Nguoi giri thu rac thuong giri mot loat téi danh
sach cac dia chi thu va duoc gui tir nhidu dia chi khac nhau. Cac thu nay thudng dugc
giri dudi dang "nic danh" dé giau thdng tin vé ngudi giri that.

3.3. Cac hinh thirc tin cong trén mang may tinh.

Toi pham mang dang dién ra véi tbc do nhanh hon, quy md hon, tinh chuyén
nghiép, trinh d6 k§y thuat ngay cang cao hon va kha niang dé lai dau vét, chung cir trén
khong gian a0 ngay cang it hon. Tinh m¢& caa cac dich vu tién ich, cAc mang xa hoi
(facebook, twitter, yahoo chat, yahoo mail, vv...), cac thiét bj di dong théng minh
(smartphone, may tinh bang, vv...) da duoc giéi toi pham mang loi dung dé hra dao.
Viéc nam bit duoc tam 1y, su nhe da cua ngudi sir dung, thong qua cac 16 hdng dich
vu, toi pham mang c6 thé nghe 1én cac cudc dam thoai, truy cap, lay dit liéu quan trong
(thdng tin thé tin dung, théng tin ca nhan, vv...), mao danh ngudi sir dung dé hra dao
(Nhd mua thé dién thoai, muon dia chi e-mail dé gui thu, vv...). Nguoi st dung can
can trong khi tiép nhan cac thdng tin qua cac kénh giao tiép trén mang. Dac biét, can
canh giac trudc cac duong lién két téi website hoidc céc files nhan duoc, tham chi nén
goi dién hai lai néu thay tai khoan chat, e-mail, vv...caa ho dang yéu cau cung cap
tién hoic cac théng tin nhay cam khéc, wv...

C6 rat nhiéu hinh thirc tan cong di biét ciing nhu chua biét, tuy nhién hién nay c6
thé chia ra 1am 4 loai chinh:

3.3.1. T4n cong truc tiép.

Phan 16n sy tan cong la tryuc tiép, tac 1a ding mot may tinh tan cong truc tiép
may tinh khéc.

Do tim user name va password, bang cach thir vai mot sé tir khoa thong dung nhu
"xinchao", ""hello", “123456”, dung tén nguoi than, ngay sinh, sb dién thoai, w...Vi vay
ngudi str dung nén tranh viéc dat mat khau qua don gian hoic thugc nhimng kiéu ké trén.

Dung chuong trinh dé giai ma cac files chita mat khau trén may tinh dé tim ra
mat khau, thuong nhitng mat khau dat qua ngan sé bi phat hién bang cach nay. Nguoi
st dung nén dat mat khau ciia minh téi thiéu 1a 8 ky tu, cang dai cang tbt, nén co ca so,

chir céi, ky tu dac biét, vv...
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Dung 18i cua chuong trinh ¢ng dung hay hé diéu hanh dé 1am cho cac ung dung
hay hé diéu hanh d6 bj té liét.

3.3.2. Nghe trom.

Khoéng can can thiép truc tiép vao may tinh ma théng qua cac dich vu mang, bang
cach nay tin tic co thé nghe trom duoc nhitng thong tin dwoc truyén qua lai trén mang.

Nghe trom password: Ciing vi cach nhu trén, tin tic c6 thé Iy duoc mat khau
ctia nguoi str dung, sau d6 chung truy cap mot cach chinh quy vao hé théng.

3.3.3. Gia mao dia chi.

Thudng thi cAc mang may tinh ndi mang internet déu duoc bao vé bai birc tuong
ltra. Birc tuong lira c6 thé coi nhu canh ctra duy nhit ma nguoi di vao nha hay di ra
cling déu bat budc phai qua do.

Gia mao dia chi la ngudoi bén ngoai (may tinh cua tin tac) s€ gia mao minh la mét
nguoi ¢ trong nha (tu dat dia chi IP cia minh trung véi mét dia chi nao d6 & mang bén
trong). Néu lam duogc diéu d6 thi tin tic s& duoc ddi x&r nhu mot ngudi (may) bén
trong, tirc 1a dugc 1am moi thir dé tir d6 tan cong, lay trom, pha huy thong tin, wv...

3.3.4. V6 hiéu hoa cac dich vu.

Lam té liét mot sé dich vu nao d6. Thuong cach tin cong nay duoc goi 1a DoS
(Denial of Service) hay "tir chdi dich vu". Cach tan cong nay loi dung mét sé 13i cua
phan mém. Tin tic cho may tinh cia ching dua ra nhitng yéu cau "la" téi nhitng may
chu trén mang. Vi yéu cau "la" nhu vay cac may cha tiép nhan yéu cau s& khdng xir
1y dugc dan dén bj té liét.

Tan cong tir chdi dich vu ciing c6 thé hoan toan 1a nhitng yéu cau hop 16. Vi du
nhu virus may tinh duogc cai dit chirc ning tin céng nhu da ndi téi trong phan vé virus
(botnet). Tai mot thoi diém, hang triéu may tinh trén mang tat ca déng thoi gui yéu
cau téi may chi phuc vu. Nhitng yéu cau nay la hoan toan hop 18, nhung tai ciing mot
thoi diém c6 quéa nhiéu yéu cau nhu vay, thi may chu khéng thé phuc vu duoc nita dan
dén khong thé tiép nhan céac yéu cau tiép theo dan dén bi tan cong tir chéi dich vu.

3.3.5. Yéu td con nguoi.

Ké tan cong gia vo lién lac voi nguoi quan tri mang yéu cau doi mat khau cua
ngudi st dung (user) nao d6, néu ngudi quan tri mang lam theo thi vo tinh da tiép tay
cho tin tac.

Tuong tu ké tan cong co thé yéu cau quan tri mang thay d6i cau hinh hé thong dé

tiép d6 chiing c6 thé tién hanh dugc cac cudc tan cong.
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4. PE MUC 4: Bio mat thong tin trén mang.

Sau khi hoan thanh ngi dung nay, nguéi sir dung nim dwoc:
e Khai niém vé bao mat thong tin.
e Muc dich cuia bao mat thong tin.

e Cac phuong phap bao mat thong tin.

4.1. Khai niém vé bao mat thong tin.

Bao mat théng tin la hinh thac bao vé may tinh, thong tin ca nhan dugc an toan.
Gilp ngudi sir dung kiém soat va bao vé thdng tin tranh khoi viéc vo tinh hoic ¢d y
stra d6i, x6a ciing nhu tiét 16 thong tin trai phép.

4.2. Muc dich ctia biao mat thong tin.

Tinh bi mat: Chi c6 ngudi nhan di xac thuc méi c6 thé iy ra dugc ndi dung cua
thong tin chita dung trong dang d3 ma hoa ctia n6. Néi khac di, n6 khong thé cho phép
thu lwom duoc bat ky thong tin dang ké nao vé noi dung caa thong diép.

Tinh nguyén ven: Ngudi nhan can c6 kha ning xac dinh dwgc thdng tin cé bi
thay ddi trong qua trinh truyén thdng hay khong, tranh khoi viéc bi thay d6i, chinh sira
trai phep.

Tinh xéc thuc: Nguoi nhan can c6 kha ning xac dinh nguoi giri va kiém tra xem
nguoi gui do cé thuc su guri thong tin di hay khong.

Tinh khdng thé tir chéi: Nguoi giri khong thé tir chdi hay phu nhan viéc minh da
gui thong tin di.

Tinh chéng lap lai: Khdng cho phép bén thir ba sao chép lai van ban va giri nhiéu
lan dén ngudi nhan ma nguoi gii khéng hé hay biét.

4.3. Cac phuong phap biao méat thong tin.

- Khong nén dua cac thong tin ca nhan 1én mang.

- Khong nén dung cac thong tin ca nhan dé 1am mat khau (password), nén dat
mat khau manh bao gom cac yéu t6: C tir 8 ky tu trg 1&n, bao gém ca chir céi, chir so
va ky tu dic biét ($,%,@,&,*, vv...) va ddi mat khau téi thiéu 3 thang 1 lan.

- Khdng nén str dung chung mot mat khau cho nhiing dich vu quan trong trén
mang nhu thu dién ta, tai khoan, vv...
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- Khéng nén st dyng chirc ning nhé mat khau, hdy nhap mat khau cho mdi lan
dang nhap, nhat la nhitng may tinh duoc st dung chung.

- Ghi nhé mat khau caa minh, khong nén luu trir mat khau trén may tinh va céc
thiét bi khac.

- Kiém tra vé thdng tin trang web sap truy cap.

- Khéng nén kich chuét truc tiép 1én cac files dinh kém, cac duodng lién két
(links) duoc giri dén nguoi st dung qua thu dién tir, phan mém chat, vv...khi nguoi st
dung chua biét rd ngudn gdc, do an toan cua duong lién két do. Nhitng duong lién két
d6 c6 thé vo hai nhung cling c6 thé da dugc cai dat san virus, ma doc, chuong trinh an
cip thong tin ca nhan, vv. ..

- Khong tai v&, cai dit cac chuong trinh la chwa rd ngudn géc vi né c6 thé chia
virus, trojan, ma doc, vv...(dac biét chl y cac tap tin co6 dudi *.exe, *.com, *.bat,
* scr, *.swf, *.zip, *.rar, *.js, *.gif, vv...). Cankiém tra (scan) bing mot chuong
trinh diét virus va mot chuong trinh diét spyware, vi nhiéu chuong trinh diét virus chi
c6 thé tim thay virus chi khong thé nhan biét ra spyware.

- Khi cai dit mot phan mém bat ky trén may tinh hoic truy cip vao website, ¢6
thé s& c6 yéu cau, diéu khoan kém theo dé dugc cai dat phan mém, truy cap website
d6. Khi d6 can doc ki cac diéu khoan dwa ra truéc khi next (chuyén), hoic accept,
OK (chap nhan), vv...Tranh truong hop bi rang budc diéu kién trong diéu khoan ma
ngudi sir dung khong dé y toi.

- Khéng nén luu giir céc files tam (cache) trén trinh duyét, cac thong tin vé
nhiing trang web da ghé tham.

- Nén st dung hoic cap nhat phién ban méi nhét cho trinh duyét web (internet
browser).

- Bat tinh nang tuwong lua (firewall) c6 trén hé diéu hanh, c6 thé cai dat thém
phan mém tuong lta tir mot hang khac.

- Bao mat céc thong tin quan trong trén hé diéu hanh nhu: Dia chi IP, tén may
tinh, vv...

- Tt ché do diéu khién may tinh tir xa (remote desktop) trén hé diéu hanh.

- Cai dat va st dung phan mém diét virus, cap nhat cac mau virus mai, quét virus
thuong xuyén trén toan bo hé théng va khi str dung cac thiét bi Iuu trit ngoai.

- Nén sir dung phan mém chtng thu dién tir, ma hoa, dat mat khau di liéu trude
khi chia sé tai nguyén trén mang.

29


http://vi.wikipedia.org/w/index.php?title=Ki%E1%BB%83m_tra&action=edit&redlink=1

- Khi khéng c6 nhu cau két ndi internet, nguoi sir dung c6 thé tat tinh ning
network connection trén hé diéu hanh hoic tat thiét bi mang nham dam bao an toan,
bao mat cho may tinh.

30



MUC LUC

1. BE MUC 1: Virus may tinh va cach phong ChoNg. .........cevceevreerceeeeceeeeeeeceeeee e, 1
1.1, Khai niém Virus May tinh. ..o 1
1.2. Lich sir phét trién ciia Virus MAy tinN..........ccc.cceveceericeereceeeee e 2
1.3. Phan [0ai VIruS MAY tINN.........ooiiiiiiii e 4

IO TRV U TSy L R OTR 4
IO Y U T3 oo o R OTR 4
IS R Y U TSy 1 1T o o J TR OTR 5
1.3.4. SAU MAY tINN (WOIMN). 1ot 5
1.4. Phuong thic hoat dong cta Virus May tinh. ..o 5
1.4.1. Qua CAC thiét bi Tt trit di ONG. ....veeveveeeeeeeeeeee ettt 5
1.4.2. QUA THU GIEN T ...ttt ettt st e e e e et ee et enen s 6
1.4.3. QUA MANG INTEIMIEL. ... .eiitiiiie ittt 6
1.4.4. BIéN the CUA VITUS. .....vvovvcveceeesevceecee ettt 7
1.4.5. Kha nang v6 hidu h6a phan mém digt VIFUS. ........co.cceveereceereceeeeeeeeseeee e 7
1.5. CACH PhONG CNONG VITUS. ......ecvveceeceeseeeeeee et 7
1.5.1. CACH NNAN DICE CO DAN. ...ttt 8
1.5.2. St dyung Phan MEM QIE VIFUS. .......coovurverceeeceeseeeeseeees e esee oo 8
1.5.3. ST AUNG tUONG AL ....eieiieiii i 9
1.5.4. Cap nhat c4c ban sira 18i cta hé diéu NANN. ...........ccoveveeveeeeeeeeeeeee e, 13
1.5.5. Vén dung kinh nghiém st dung MAY tINN. Lo 13
1.6. Gidi thieu mot s6 PhAN MEM AIBL VITUS. ....ceveveereeeeceeeeceeteeeeeee e, 14

2. DE MUC 2: B40 V& 0t li8U MAY TINN.......o.ovoeieieeeeeeeeeeeeeeeee et 17

2.1. BA0 V& O TIBU NG thONG.........eoveeeeeeeeeeee ettt 17
2.1.1. Tén ding nhap va mat khau (UserID VA PassWord). ...........co.eeevverereroenisrnssenisnennnes 17
2.1.2. QUAN 1Y AT HHEU 8 NE ThONG. ...t 17

A = o Vo vl TV I 1o - 18
2.2.1. Sao luu dit [i€u theo NN KY.....cocvviiiieciie e 18
2.2.2. BA0 VE AT [HEU A8 SA0 TUU. ....evvvviiiiicc et e e 18
2.2.3. PhuC NG 0t iU d8 SA0 TUUL oo s 18

3. DE MUC 3: AN NINN MANG. ...ttt sttt sttt e te e resbesaeeteereeaesreareanea 19
3.1. Khai Niém V& AN NN MANG.........ovivieeeeeeeeeeeeeee ettt 19
3.2. C4c mdi nguy hiém tAn CONG MAY tINN.......coovveeeiicece e 22

KB T W T8 7 Tl (- Tl 1 ) TSRS 22
3.2.2. Mang may tinh ma (DOINEL). ........coiiviiiiiie e 22
TG T I 0] - A T o T TSP 22
3.2.4. Phan mem &c tinh (MAIWAIE). ..........covvvmrrviriicnsissni s 22
3.2.5. Phan mem GIAN AIEP (SPYWAIE)....veiiiiieniie ittt sttt sttt 23
3.2.6. Phan mém qQUANG CAO (AOWAIE). .........c.ceveveeeeeeieeeseseee ettt 23
3.2.7. Bt ky tu g8 trén ban phim (KEYIOGGED). ...cvoveviveeeeeeeeeeee e 23
3.2.8. Lira d40 truc tuy&n (PRISNING). ....c.c.eveeeeeeeeeeeeeceee ettt 24
3.2.9. Ctra hau (DACKAOON).....ccuviiiiiie ettt e e s e et e e s be e e rreeenes 24
K T 0T = Vo] £ (| PSSRSO 24
3.2.11. Spam (thi TAC). ...occvviriiiiniiiii 25

3.3. Céc hinh thic tan cong trén mang May tinh. ... 25
3.3.1. TAN CONG EIIC AP, ...ttt ettt 25
I I (o | T 1 1) 1 PSPPSR 26
3.3.3. GIAMAO0 @18 Chi.vvevieiic e 26
3.3.4. VO hi€U N0A CAC QICH VUL ...t 26
3.3.5. Y8U T8 CON NGUOL. ...rvvvrereeees et es et s et en s enenens 26

4. DE MUC 4: B40 Mat thANg tin trBN Mang..........cceveveveeeeeeeesseee e en e 28
4.1. Khai Niém V& D40 MAL TNONG TIN.......ooveeeeieieieceeeceee e 28
4.2. Muc dich ctia ba0 MAt thONG TN, .....cooiiiii e 28
4.3. Cac phuong phap bao Mat thONG TN, ......ccooiiiiiiii s 28

31



