TUYEN BO BAN QUYEN

Tai liéu nay thudc loai sach gido trinh nén cac ngudn thong tin c6 thé duoc phép
dung nguyén ban hoic trich ding cho cac muc dich vé dao tao va tham khao.

Moi myc dich khac mang tinh 1éch lac hoac stir dung véi muc dich kinh doanh thiéu
lanh manh s€ bi nghiém cAm.



LOI GIOI THIEU

Trong nhitng nim qua, day nghé di c6 nhitng budc tién vuot bic ca vé sb lugng
va chat luong, nham thyc hién nhiém vu dao tao nguén nhan luc k¥ thuat truc tiép dap
g nhu ciu xa hoi. Cung voi sy phat trién ciia khoa hoc cong nghé trén thé gidi, linh
vyc Cong ngh¢ thong tin ndi chung va nganh Quan tri mang ¢ Viét Nam noi riéng dé co
nhirng budc phat trién dang ké.

Chuong trinh day nghé Quan tri mang may tinh di dugc xdy dung trén co so phan
tich nghé, phan k¥ nang nghé duoc két cau theo cac modun. Pé tao diéu kién thuan loi
cho cac co s¢ day nghe trong qua trinh thyc hién, viéc bién soan giao trinh theo cac
modun dao tao nghé 1a cap thiét hién nay.

Quan tr1 mang1 1a mo6 dun dao tao chuyén mon nghé duoc bién soan theo hinh thirc
tich hop 1y thuyét va thuc hanh. Trong qua trinh thyc hién, nhom bién soan di tham
khao nhiéu tai liéu Quan tri mang trong va ngoai nudc, két hop véi kinh nghiém trong
thuc té.

Mic dau c6 rat nhiéu cd gang, nhung khong tranh khéi nhimg khiém khuyét, rat
mong nhan duoc su dong gop ¥ kién ciia doc gia dé giao trinh dugc hoan thién hon.

Xin chan thanh cam!

Can Tho, ngdy thang nam 2021
Tham gia bién soan
1. Chu bién Nguyen Hoang Vi
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GIAO TRINH MON HQC/MO PUN

Tén mén hoc: QUAN TRI MANG
Ma moén hge/mé dun: MDP17
Vi tri, tinh chat, y nghia va vai tré ciia mén hgc/mé dun:

Vi tri: M6 dun duogc bo tri sau khi sinh vién hoc xong cdc mon hoc chung, trudc

cac mon hoc, moé dun dao tao co s nghé.

Tinh chat: La mé dun chuyén nganh dio tao bat budc.
Y nghia va vai tro cia mén hoc/mo dun: Thuc hanh tai doanh nghiép 1a mot mon

hoc quan trong trong chuong trinh dao, thong qua viéc thyc hanh tai doanh nghiép
theo chuyén dé s& gitp sinh vién &p dung kién thuc vé Quan tri mang da hoc vao
thuc té cling nhu tiép can voi thue tidn vé cong nghé maoi

Muc tiéu ciia mon hoc/mo dun:

- V& kién thirc:
+ Mo ta vé Windows Server 2019.
+ Trinh bay cau tric, yéu cau phan ctng ctia Windows Server.
+ Phan biét sy khac nhau trong viéc quan tri may chu (Server) va may tram
(workstation).
+ Trinh bay Quan 1y tai khoan ngudi ding, nhém va sap xép hé théng hoé céac
tac vu quan tri tai khoan nguoi dfmg Vé tai khoan nhém
+ Trinh bay cac budc Ch1a sé va cap quyén truy cap tai nguyén dung chung
+ Trinh bay cac budc cau hinh va quan trj in 4n ctia mot may phuc vu in mang
+ Trinh bay cac budc cai dat va cau hinh cac dich vu mang: Active Directory,
DNS, DHCP.
- V& k¥ nang:
+ Cai dat dugc hé diéu hanh server 2019
+ Nang cap dugc may cha 1én domain;
+ Quan tri tai nguyén mang
+ Tao duoc tai khoan ngudi dung, tai khoan nhém
+ Quan Iy tai khoan ngudi ding, nhom va sap xép hé thdng hod cac tac vu quan
tri tai khoan ngu’(‘yi dfmg va tai khoan nhom
+ Chia se va cap quyeén truy cap tai nguyén dung chung
+ Lap cau h1nh va quan tri in an cia mot may phuc vu in mang
+ Cai dat va cau hinh cac dich vu mang: Active Directory, DNS, DHCP.
-Vé nang lyc tu chu va trach nhiém:
+ €06 sang kién, tim toi, kham pha trong qua trinh hoc tip va cong viéc
+ €6 kha nang ty dinh huéng, chon Iya phwong phap tiép can thich nghi véi
cac bai hoc
+ €6 nang lyc danh gia két qua hoc tap va nghién ciru ciia minh
+ Tu hoc tap, tich liiy kién thire, kinh nghiém dé nang cao trinh d¢ chuyén moén



Noi dung ciia mon hoc/mé dun:

Thoi gian (gio)
] Thuc
S0 Tén cac bai trong mo dun Téng Ly hanhl thi Kiém
TT X X nghlgm,
so | thuyet A tra
thao luan,
bai tap
1 | Bai 1: Tong quan vé Windows Server 4 2 2
2 | Bai 2: Dich vy tén mién (DNS) 4 2
Bai 3: Dich vu thu muc (Active
: 4 4
Directory)
4 Ba! 4: Quan ly nguoi dung va quan ly 8 4 3
nhom
5 | Bai 5: Quan ly dia va dir liéu 8 4 4 1
5 Bai 6: Tao va quan ly thu muc dung 8 4 4
chung
7 | Bai 7: Chinh sach bao mat 8 4 3 1
Bai 8: Cai dat va quan tri dich vu
8 DHCP 8 4 4
9 | Bai 9: Quan ly in 4n 4 2 1 1
Tong cong 60 30 27 3




Bai 1: TONG QUAN VE WINDOWS SERVER
M4 bai: MP 17 - 01

Giai thiéu:

Bai nay s& gidi thiéu cho ban cac phién ban cua hé diéu hanh Windows Server,
yéu cau phan cting toi thiéu dé cai dat hé diéu hanh nay va cac budc cai dat Windows
Server trén mot may tinh.

Muc tiéu:
- Phan biét duoc vé ho hé diéu hanh Windows Server;
- Cai dat duoc hé diéu hanh Windows Server.
- Thuyec hién cac thao tac an toan v41 may tinh.

Noi dung chinh:
1. Tong quan vé h¢ diéu hanh windows server
Muc tiéu:
- Phan biét duoc vé ho hé diéu hanh Windows Server

Windows Server 2019 Ia phién ban méi nhat caa hé diéu hanh may cha do
Microsoft phat hanh. Windows Server 2019 duoc phat hanh vao thang 10 nam 2018.
Puoc Microsoft xay dung dya trén nén tang caa phién ban trude 1a Windows Server
2016. Nhitng chtrc ning ctia phién ban Windows Server 2019 dem dén nhiéu co hoi
méi khi nhic dén méi trudng dam may lai, bao mat, luu trir Va quan tri.

Windows Server 2019 gom co ba phién ban: Essentials, Standard va Datacenter.
Gidng nhu goi, mol phién ban dugc thiét ké dé phuc vu cho céc t6 chirc quy mo khac
nhau. V&i yéu cau ao hoa va trung tam dix lieu khac nhau. Windows Server 2019
Essentials phd hop cho nhu cau cia mot co s¢ ha tang nho. Windows Server 2019
Datacenter cung cap pham vi chtic nang rong nhat so véi tat ca nhiing hé diéu hanh
may chu khéc ctia Microsoft.

Nhirng tinh ning méi cia Windows Server 2019:

* Tinh nang co so hg tang siéu hgi tu cho cdp doanh _nghiép

Microsoft mat 3 nam cap nhat cho nén tang co s& ha tang siéu hoi tu de phat hanh
Windows Server 2019. Vi hién tai Microsoft dang st dung la lich nang cap dan cua
Semi-Annual Channel gilip nang cip gia tang cho dén Itc kha dung.

Sau d6, ctr vai nim mét 1an, chdng lai tao ra ban chinh va dugc goi 1a Long-Term
Servicing Channel. Ban cap nhat chinh nay s& bao gom ban phat hanh truéce d6 va ban
nang cap. Trong phién ban méi nhét nay, co s siéu hoi tu s& duoc cung cap trén mot
tap hop cac thanh phan di kém véi gidy phép may chi. N6 chinh 1a “xuong séng” cia
may chu, dic biét 1a d6i voi may cha chay Hyper-V, né cho phép ting hoac giam kha
ning thuc hién cdng viéc ma khong cé thai gian chét.

* Giao dién dé hoa ngwoi diing dwoc cdi thign

Nhiéu doanh nghiép khi trién khai phién ban Semi-Annual Channel caa Windows
Server 2016 nhu thiéu GUI. Chéc han s& nhan nhiéu bat ngo khi cap nhat I&n phién ban
2019. Vi ban phat hanh Windows Server 2019, nhitng chuyén gia cong nghé thong tin
s& ¢6 giao dién do hoa cho Windows Server.

e Cbng cu qudn ly may cha

Cong cu quan ly may chua Project Honolulu dugc chinh thurc phat hanh khi phién
ban Windows Server 2019 dén tay nguoi dung. Project Honolulu 12 giao dién diéu khién
trung tdm cho phép thuc hién viéc quan ly cdc may chu khéng co giao dién va co giao
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dién trong moi trudng cua ho. Viéc nay gilp quan tri vién dé dang trong viéc quan ly
hé théng may chu caa minh.

« Nhi#ng cdi tién vé bdo mat

Trong phién ban Windows Server 2019, Microsoft tiép tuc cap nhat thém cac chic
ning bao mat. Gilp c4c té chic giai quyét 6n thoa, hop Iy md hinh quan ly bao mat cua
minh. Phién ban 2019 tich hgp tinh nang ATP, giup danh gid cac vecto chung cho
nhitng vi pham an ninh. Ty dong dang nhap, chin va canh bao cudc tan cong nguy hiém
tiém tang. Ngoai ra, Windows Server 2019 cho phép cac chuyén gia tan dung téi da
nhitng loi thé cua co so dir liéu, truyén tai mang va cac thanh phan bao mat an
toan,... Vi muc dich ngan chin cac sy xam nhap vao hé théng may chu hién hanh.

« Container hi¢u qud hon

Giam thiéu téi da nhitng chi phi hoat dong céng nghé théng tin va loai bo nhiéu
may chu céng kénh bang cac Container hiéu qua hon, nhé gon hon. Trong ban
Windows Server 2019, Container nhé gon hon trudc nhiéu va giam chi phi VPS tur 50
dén 80%. Bang cach su dung mat do tinh toan cao hon nham cai thién cac hoat dong
cua ting dung tong, ma khong ton thém chi phi cho cac hé thong may chi hay mé rong
dung luwong cia phan cing.

Nhitng tinh ning mai trong phién ban Windows Server 2019 d3 c6 nhirng cai tién
dang ké phai khdng nao? Viéc s dung Windows Server 2019 sé& gilip bao mat di lidu
6n dinh, an toan hon, nhanh chéng, toc do va tdi vu hon trong mot méi trudng co nhip
do nhanh nhu hi¢n nay.

Thong tin chi tiét phién ban Windows Server 2019 Datacenter

Windows Server 2019 Datacenter pht hop mdi truong ddm may va cdc trung
tam dir liéu 40 hoéa. N6 cung cip cac chirc nang cua Windows Server 2019 Standard
va khong gidi han. Cac chuyén gia co thé tao bat ky sb luong mdy a0 nio, cong v6i mot
may cha Hyper-V trén tung license. Vay, phién ban Windows Server 2019
Datacenter hd trg khong giéi han sé lugng Container va Hyper -V. Va thém mét sb
tinh nang khac ma khong mot Windows Server nao khac cé.

Tinh ndng ma chi phién ban Windows Server 2019 Datacenter méi dugc cung
cap 1a bo diéu khién mang. N6 cho phép quan ly co s¢ ha tang tap trung, cung cap céac
cong cu dé theo ddi, dinh cAu hinh, khic phuc nhing sy b vé méi trudng mang do héa
mot cach tu dong. BO didu khién mang con c6 thé sir dung dé gitp ban tu dong hoa ciu
hinh mang thay vi dinh c4u hinh cc dich vu mang va cac thiét bi theo phuwong phap thu
cong.

Hb trg Hyper-V ciia Host Guardian 1a mot tinh nang khac chi c6 trong phién ban
Windows Server 2019 Datacenter. N6 s& cho ban biét néu doanh nghiép hodc hoster
biét vé cac may chu Hyper-V trong méi trudng FC. Hon nira, nd con ¢6 thé giup ban
thuc hién quan ly cac khoa dugc yéu ciu dé khai dong may do duogc bao vé. Ché do
offline ctia Host Guard cling cho phép cac may ao dugc bao vé bat 1én khi dich vu
khong thé dat duoc, mic du chi trong trudng hop cai dit bao mat ciia may chit Hyper-V
khong bi thay dbi.

Dic biét 1a phién ban Windows Server 2019 Datacenter cung cip chirc ning xay
dung co so siéu hoi tu. Tinh dén thoi diém hién tai, nd duoc xem 1a mot trong nhiing
giai phap hiéu qua nhat. C6 thé mé rong dé tao mot trung tam dir lidu dugc xac dinh
bang phan mém (software-defined data center). Chirc ning cta co s6 ha tang siéu hoi
tu s& cho phép thuc hién hop nhit cac tai nguyén dién toan, két nbéi mang thanh mot
cum, luu trit. Pay chinh 14 cach dé giup cai thién hiéu suét, tiét kiém chi phi.
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Thong tin chi tiét phién ban Windows Server 2019 Standard

Phién ban Windows Server 2019 Standard duoc thiét ké cho cac méi truong ao
hoa vat ly hay t61 thiéu. Véi sb lwong ngudi dung ti da, nd dua trén CAL hodc yéu ciu
gidy phép dé truy c@p cua khach hang. Tém lai, phién ban WlndOWS Server 2019
Standard cung cap cac chic ning Windows Server ¢t 16i. Bao gdm nhung khong gidi
han & chirc nang cua phién ban Essentials.

O phién ban Windows Server 2019 Standard sé& cho phép cac hoat dong lai trong
moi truong Azure. Ban c6 thé kiém ké hodc di chuyén dir liéu, hay cai dit bao mat va
ciu hinh khéc. Tir hé théng cii sang phién ban Windows Server 2019 hodc dam may
Azure.

Windows Server 2019 Standard cho phép tap trung chia sé t€p cua cong ty bang
cach dong bo hoa may chu file voi Azure. Bén canh do, tinh linh hoat va hi¢u suit cua
may chu file cuc bd van duge gitr nguyén. Cac ing dung dang chay trong mang cuc bd
cling c6 thé sir dung nhiéu cai tién khac nhau trén ddm may nhu Tri tué nhéan tao hay
Internet of Things.

Khi nhac dén ao hoa, Windows Server 2019 Standard gom c6 quyén sir dung
cho ca hai OSE (moi truong hé diéu hanh) hoac VM trén m6i license, cong vdi 1 may
chu Hyper-V. Truong hop ban can thém VM trong co so ha tang cua minh thi ban phai
mua thém license bo sung. Dé so sanh, sé luong VM duogc hd trg trong phién ban
Datacenter 1a khong gidi han.

Mot diém dang chi ¥ nita 1a phién ban Windows Server 2019 Standard chi hd
trg toi da Hyper-V. S6 lugng Windows Container ma phién ban nay hd tro 1a khong gidi
han. Ngoai ra, c¢6 su khac biét lién quan dén cac ban backup 1a chirc ning cho phép sao
chép gitta cdc may chii nham muc dich khac phuc tham hoa. Khong gidi han v&i phién
ban Windows Server 2019 Datacenter, trong khi volume c6 sin trong ban Standard
gi61 han & mtc 2TB.

2. Chuin bi cai dit windows server
Muc tiéu:
- Néu duoc cau hinh phan cting téi thiéu dé cai dit windows server 2019.
2.1. Yéu cau phan cirng
- B6i véi windows Server 2019 yéu cau vé phan cimg nhu sau:

Thanh phan Yéu cau

Bo xir ly 64-bit 1.4 GHz

Tuong thich véi bo 1énh x64

Ho trg NX va DEP

Bo xur ly Ho tro CMPXCHG16b, LAHF/SAHF, and PrefetchW

Ho trg Second Level Address Translation (EPT hoic NPT)
Ethernet: Adapter Gigabit Ethernet (10/100/1000 Base-T)

512 MB (2 GB vai tuy chon may chu cai dat Desktop
Experience) N

ECC (Error Correcting Code — ma stra 161) hoac cdng nghé tuong
tu

Khang gian 6 | Tdi thiéu: 32 GB
dia con trong Khuyén nghi: 50 GB hoac 16n hon

Bo nho
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Cac thiét bi luu trix lién tuc trén cac server nhu 6 cing khong thé
la PATA. Windows Server 2019 khéng cho phép dung
ATA/PATA/IDE/EIDE dé khéi dong cac 6 dia, trang hoic dit

liéu.
O dia O DVD-ROM
Man hinh Monitor Super VGA (1024 x 768) hoac cao hon
IE:: h phan Ban phim, Chudt ciia Microsoft hozc thiét bj tro twong thich

2.2. Twong thich phin cirng

Mot buéc quan trong trudge khi nang cap hoic cai dat méi Server cua ban 1a

kiém tra xem phan cang ctia may tinh hién tai c6 tuong thich vai san pham hé diéu
hanh trong ho Windows Serv'er 2019.
2.3. Cai dat m6i hodc ning cap

Trong mot sb truong hop hé théng Server ching ta dang hoat dong tot cac ung

dung va dix liéu quan trong déu luu trix trén Server nay, nhung theo yéu cau ching
ta phai nang cap hé diéu hanh Server hién tai thanh Windows Server 2019. Chang
ta can xem xét nén nang cap hé diéu hanh ddng thoi gitr lai cac ang dung va dir liu
hay cai dat méi hé diéu hanh roi sau cau hinh va cai dat ung dung lai. bay la van dé
can xem xét va lya chon cho hop ly. Cac diém can xem xét khi nang cép:

Vi nang cap (upgrade) thi viéc cau hinh Server don gian, cac thong tin cua
ban duoc gitt lai nhu: ngudi dung (users), cau hinh (settings), nhém (groups),
quyen hé thong (rights), va quyen truy cap (permissions)...

Véi nang cap ban khong can cai lai cac ¢ting dung, nhung neu co su thay doi
lén vé dia cting thi ban Can backup dir liéu truoc khi nang Cap

Trude khi nang cap ban can xem hé diéu hanh hién tai c6 nam trong danh séch
cac hé diéu hanh hd tro nang cap thanh Windows Server 2019 khong ?

Trong mét s6 trudng hop dic biét nhu ban can nang cap mot may tinh dang lam
chtic nang Domain Controller hoic nang cap mot may tinh dang c6 céac phan
mém quan trong thi ban nén tham khao thém théng tin huéng dan cua
Microsoft.

Cac hé diéu hanh cho phép nang cap thanh Windows Server 2019:

Windows Server 2016.

2.4. Phan chia 0 dia
Pay la viéc phan chia 6 dia vat ly thanh cac partition logic. Khi chia partition,
ban phai quan tdm céc yéu to sau:

Lwong khong gian can cap phat: ban phai biét dugc khéng gian chiém dung
boi hé diéu hanh, cac chuong trinh tng dung, céc dir lidu d4 c6 va sip phat sinh.
Cau hinh dia dic biét: Windows Server hd tro nhiéu ciu hinh dia khac nhau.
Cac lra chon c6 thé 1a volume simple, spanned, striped, Mirroreded hoac Ia
RAID-5.

Tién ich phan chia partition: néu ban dinh chia partition trudc khi cai dat,
ban c6 thé sir dung nhiéu chuong trinh tién ich khac nhau, chang han nhu
FDISK hoic PowerQuest Partition Magic. C6 thé ban diu ban chi can tao
mot partition dé cai dat Windows Server, sau d6 sir dung céng cu Disk
Management dé tao thém cac partition khac.
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2.5. Chon h¢ thong tap tin

Ban nén chon hé thdng tap tin NTFS, vi n6 c6 céc dic diém sau: chi dinh kha

nang an toan cho tung tap tin, thu muc; nén dit liéu, tang khong gian luu trir; co
thé chi dinh han ngach st dung dia cho tirng ngudi dung; c6 thé ma hoé cac tap
tin, ndng cao kha nang bao mat.

2.6. Chon ché dé sir dung gidy phép

Ban chon mot trong hai ché d6 giay phep sau day:

Per server licensing: la lya chon tot nhat trong truong hop mang chi co mot
Server va phuc cho mot sb luong Client nhat dinh. Khi chon ché do giay phép
hay, ching ta phai xac dinh so lugng gidy phép tai thoi diém cai dat hé diéu
hanh. Sé luong gidy phép tly thudc vao sé két ndi dong thoi cua cac Client
dén Server. Tuy nhién, trong qué trinh st dung chlng ta c6 thé thay doi s6 luong
két ndi dong thai cho phu hop véi tinh hinh hién tai caa mang.

Per Seat licensing: 1 lua chon tot nhét trong truong hop mang ¢ nhiéu Server.
Trong ché do glay phép nay thi mdi Client chi can mot gidy phép duy nhat dé
truy xuat dén tat ca cac Server va khong gidi han sé luong két néi dong thoi
dén Server.

2.7. Chon phwong an két néi mang
2.7.1. Céc giao thirc két ndi mang
Windows Server mac dinh chi cai mot giao thiac TCP/IP, con nhitng giao thuc
con lai nhu IPX, AppleTalk 1a nhitng tuy chon c6 thé cai dat sau néu can thiét.
Riéng giao thac NetBEUI, Windows Server khéng dua vao trong cac tly chon cai

dat

ma chi cung cap kém theo dia DVD-ROM cai dit.

3. Cai dat windows server 2019
Muc tiéu:

Cai dat dugc windows server 2019.

3.1 Phwong tién cai dat DVD

Budéc 1: Cau hinh BIOS cua may tinh dé c6 thé khoi dong tir 6 dia DVD-ROM
- Pé thiét 1ap cho may tinh khai dong tir CD / DVD ban khéi dong may tinh va nhin
phim Del hoac F2 tuy theo Mainboard may tinh ctia ban (may tinh caa téi st dung phim

F2).

- Sau khi vao BIOS ban di chuyén dén thé boot va chon boot tir CD/DVD nhu hinh 1.1

14



CD-RON Drive

-/
Enter

Hinh 1.1: Thiét Igp may tinh khoi dgng tir 6 dia CD/DVD.
Buwdc 2: Sau khi hoan tat ban nhan F10 @€ luu cau hinh va thoat khéi man hinh
BIOS sau d6 ban khai dong lai may tinh.

Setup Confirmation

Save configuration changes and exit now?

= [Nol

Hinh 1.2: Luu cdu hinh BIOS.

Buéc 3: Chén dia cai dat Windows 2019 Server vao 6 dia DVD-ROM va thuc
hién cac budc cai dat.
3.3 Phuong tién cai dat USB

Bwéc 1: Cau hinh BIOS cuia may tinh dé c6 thé khai dong tir USB
- Pé thiét 1ap cho may tinh khai dong tir CD / DVD ban khai dong may tinh va nhan
phim Del hoac F2 tuy theo Mainboard may tinh ctaa ban (may tinh cuaa tdi sir dung phim
F2).
- Sau khi vao BIOS ban di chuyén dén thé boot va chon boot tir USB nhu hinh 1.3
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+Renovable Devices

Hinh 1.3: Thiét Igp may tinh khoi dgng tir USB.
Buwdc 2: Sau khi hoan tat ban nhan F10 @€ luu cau hinh va thoat khoi man hinh
BIOS sau d6 ban khai dong lai may tinh.

inad Setap Defauits =

Setup Confirmation

Load default configuration now?

Hinh 1.4: Luu cdu hinh BIOS.

Budc 3: Chén USB cai dat Windows 2019 Server vao 6 dia DVD-ROM va thuc
hién cac budc cai dat.
3.3 Cai dat windows server 2019

Bwéc 1: Nhan phim dé cai dat

Khi méy khoi dong tir phuong tién cai dat s& xuat hién mot thong bao “Press any
key to continue...” yéu cau nhan mot phim bat ky dé bat dau qua trinh cai dat. Cra
sb s& xuat hién nhu sau:
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Press any key to boot from CD or DVD.

Hinh 1.5.Man hinh cho nhan phim bat ky.
Bwodc 2: Cho Windows server 2019 load di liéu

Sau khi load xong, mot man hinh Setup is starting sé hién ra.

Setup Is starting

Hinh 1.6. man hinh Setup is starting.
Bwdc 3: Chon ngdn ngt, mui gio va ban phim cho Windows server 2019:
+ Language to Install: Ngon ngir cai dat.
+ Time and currency format: Binh dang ngay thang va tién té.
+ Keyboard or input method: Kiéu ban phim ban sir dung.
- Sau khi ban lua chon hoan tat, click Next.
14 Windows Setup | &

Windows Server* 2019

(RUETRETICRURENY English (United States) v

Time and currency format: (FREIELEUREERSEIES)

Keyboard or input method: JilS

Enter your language and other preferences and click "Next” to continue

© 2018 Mxcrosof Corporation. All rights reserved

Hinh 1.7: Lya chon ngén ngd, dinh dang ngay thang va kiéu ban phim
Bwérc 4: Lua chon hinh thuc cai dat
click nut Install Now dé cai dat
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4 Windows Setup ol @ @

Windows Server: 2019

Install now

Repair your computer

© 2018 Mxrosoft Corporation. All rights reserved

Hinh 1.8: Install now
Bwaéc 5: Xac dinh product key

Tai khung Type your product key for activation ban nhéap key vao va click nit next
de tiep tuc

{& Wind Set

) £l indows Setup
Activate Windows
If this is the first time you're installing Windows on this PC (or you're installing a different edition),
you need to enter a valid Windows preduct key. Your product key should be in the confirmation
email you received after buying a digital copy of Windows or on a label inside the box that
Windows carme in.
The product key looks like this: KRR - R0 - R0 - B - RGO
If you're reinstalling Windows, selectI don't have a product key. Your copy of Windows will be
automatically activated later.
|| Y

Privacy statement Idon't have a product key Mext

Hinh 1.9: Cho nhgp Product Key
Bwéc 6: Lwa chon phién ban Windows Server 2019 muédn cai dat.
Tai khung cac phién ban Windows Server 2019, ban chon Windows Server
2019 Enterprise (Full Installation) va danh dau chen chon | have selected the edition of
Windows that | purchased. Click Next dé tiép tuc.
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Q g Windows Setup

Select the operating system you want to install

Operating system Architecture Date modified
Windows Server 2019 Standard Evaluation 4 1/8/2019
Windows Server 2019 Standard Evaluation (Desktop Experien... 64 1/8/2019
Windows Server 2019 Datacenter Evaluation B4 1/8/2019

Windows Server 2019 Datacenter Evaluation (Desktop Expen

Description:
This option installs the full Windows graphical environment, consuming extra drive space. It can be
useful if you want to use the Windows desktop or have an app that requires it.

’ ‘ Hinh 1.10: Lwa chon phién ban cai dat
Buéc 7: Chap nhén dieu khoan cua Microsoft
Tai bang cac dieéu khoan ban click vao | accept the license terms, sau dé click
Next.

@ ofy Windows Setup

Applicable notices and license terms

IMPORTANT NOTICE (followed by LICENSE TERMS)

Diagnostic and Usage Information. Microsoft automatically collects this
information, which may be associated with your organization, over the
internet, and uses it to help improve your installation, upgrade, and user
experience, and the quality and security of Microsoft products and services.
Windows Server has four (4) information collection settings (Security, Basic,
Enhanced, and Full), and uses the "Enhanced” setting by default. The
Enhanced level includes information required to: (i) run our anti-malware and
diagnostic and usage information technologies; (ii) understand device
quality, and application usage and compatibility; and (iii) identify quality
issues in the use and performance of the operating system and applications.

Choice and Control: Administrators can change the level of information

(A1 accept the license terms

Hinh 1.11: Cdc dieu khoan cia Microsoft
Bwérc 8: Lua chon cac k[éu cai dat thich ,hqp
- Chon Upgrade néu muon nang cap
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- Chon Custom(advanced) dé cai dit mot phién ban méi.

@ g% Windows Setup

Which type of installation do you want?

Upgrade: Install Windows and keep files, settings, and applications
The files, settings, and applications are moved to Windows with this option, T

Nindows 15 already running on the computer

stom: Install Windows only (advanced)

he 5 seatt) ngd ap ren't moved to Wir

Hinh 1.12: Kiéu cai ddat cua Windows server 2019
Bwoc 9: Chon phan vung cai dat
- Sau d6 chon Drive Option néu muén thao tac 1én 6 dia cing nhu New, Delete,
Format...v.v...
- Sau d6 chon phan viing mudn cai dat va click nit Next

@ ¢4 Windows Setup
Where do you want to install Windows?

Name Total size Freespace Type

~ Drive 0 Unallocated Space 80.0GB £80.0GB

Hinh 1.13: Lwa chon cdc thao tac trén dia ciing
Bwée 10: Cho Windows Server 2019 ca dat
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Qua trinh cai dit Windows Server bat dau. Trong khi cai dat, may tinh sé& tu dong

khot dong lai.
- i

% Windows Setup —_——

Installing Windows

Status
Copying Windows files (09¢)
Getting files ready for installation

Installing features

t er'.:_; updates

Fimishan g up

Hinh 1.14 Qua trinh cai dat Windows Server 2019
Buéc 11: Xac dinh mat khau cho Administrator
Dit mat khau cho Administrator.
Cha y: Mat khau phai ¢6 chiéu dai 7 ky tu va

phai phu tap

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.

User name

Password

Finish

Hinh 1.5 Pdt mdt khau Administrator
Bwdc 12: Man hinh cho déng nhap
Nhan phim Ctrl + Alt + Del dé dang nhap.
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q Hinh 1.6 Cho dang nhap
Bwée 13: Xéac dinh mat khau dé dang nhap

Nhap mat khau Administrator ma ban da dit trong budc 11 dé dang nhap.

Administrator

ooooooo ; 1

Hinh 1.17 Pdng nhdp mdt khdu admin
Bwée 14: Xac nhan cai dat Networks
DPéi véi qua trinh dang nhap lan dau, xac nhan cai dat Networks duoc hién thi
nhu sau. Chon Yes hoac No.
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Networks

Recycle Bin

T-;] Network

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

We recommend allowing this on your
home and work networks, but not

= Server M el

7 Hinh 1.18 Xdac nhdn cai dat mang
Bwoe 15: Cira sO Server Manger khi dang nhap Windows Server 2019
Day 1a desktop trén Windows Server 2019. Qua trinh cai dat Windows Server da
hoan tét.

Dashboard

Local Server

All Servers

#8 File and Storage Services D

Firewa

address assigned by DHCP

PvG enabled

ENG S13PM
= &l AR% e O

Hinh 1.19 Cira s6 Server Manger
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Bai tap thwe hanh cia hoc vién
1. Cai dat hé diéu hanh Windows Server 2019
Huéng din thue hién
Tham khao muc 3 trong bai hoc trén.
Nhirng trong tam can chi y:
- CAu hinh may phai dam bao yéu cau
- Phai c6 thiét bi luu trit file cai dt.
- Thiét 1ap dugc cach Boot hé théng, theo phuong tién cai dat
- Chon dung ngon ngtr, mai gio, va ban phim nhap liéu
- Thao tac ding cac budc cai dit Windows server 2019.
Bai mé rong va niang cao
Hay cai dat nang cap Windows Server 2019 Standard Ién Datacenter
Yéu ciu danh gia két qua hoc tap
Noi dung
— V¢ kién thic:
+ Trinh bay duoc cac budc cai dit hé diéu hanh Windows Server 2019
+ Trinh bay duoc cac budc cai dit nang cap tir phién ban Standard 1én Datacenter
cho Windows Server 2019
— Vé k¥ nang:
+ Thao tac thanh thao cac phuong tién Boot dé cai dat nang cip tir phién ban
Standard Ién Datacenter cho Windows Server 2019.
+ Thuc hién dung cac thao tac cai dat nang cap tir phién ban Standard lén
Datacenter cho Windows Server 2019
— Nang lyc tu chi va trach nhiém: Ti mi, can than, chinh x&c, linh hoat va ngin nap
trong cdng viéc.
Phuwong phap
— Vé kién thirc: Panh gia bang hinh thac kiém tra viét, trac nghiém, van dap.
— V& k¥ nang: DPanh gia k¥ nang thuc hanh thyc hién cac thao tac nang cap nang cap
tur phién ban Standard 1én Datacenter cho Windows Server 2019.
— Ning luc tu chii va trach nhiém: Ti mi, can than, chinh xac, linh hoat va ngan nip
trong cbng viéc.
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javascript:;

Bai 2: DICH VU TEN MIEN (DNS)
M3 bai: MP 17 - 02

Muc tiéu:
- Trinh bay duogc cau tric co so di liéu cua hé théng tén mién,
- MO ta duoc sy hoat dong va phan cap ctia hé thong tén mién;
- Cai dat va cau hinh h¢ thdng tén mién DNS.
- Thuyc hién cac thao tac an toan v41 may tinh.

Noi dung chinh:

1. Téng quan vé DNS

Muyc tiéu:
- Trinh bay dugc cAu tric co so dit liéu cua hé théng tén mién;
- Mo ta dugc sy phan cip cta hé thong tén mién;

1.1. Gi¢i thiéu DNS

DNS I tir viét tat trong tiéng Anh cua Domain Name System, 1a Hé théng phan
giai tén duoc phat minh vao nim 1984 cho Internet, chi mot hé théng cho phép thiét
lap tuong ung gitta dia chi IP va tén mién. Hé théng tén mién (DNS) 1a mot hé thong
dat tén theo thir tw cho méy vi tinh, dich vy, hoac bat ky ngudn luc tham gia vao
Internet. NG lién két nhiéu thong tin da dang vei tén mién dugc gan cho nhiing nguoi
tham gia. Quan trong nhét 13, n6 chuyén tén mién cé ¥ nghia cho con ngudi vao sé
dinh danh (nhi phan), lién két vai cac trang thiét bi mang cho cac muc dich dinh vi va
dia chi hoa céc thiét bi khap thé gidi.

Phép twong thuong dugc sir dung dé giai thich hé théng tén miénla, n6 phuc vu
nhu mot “Danh ba dién thoai” dé tim trén Internet bang céch dich tén may chu may
tinh thanh dia chi IP

Vi du, www.dantri.com.vn dich thanh 208.77.188.166.

Heé thong tén mién gilp cho nd cé thé chi dinh tén mién cho cac nhém nguoi sir
dung Internet trong mot cach cé y nghia, doc 1ap véi mdi dia diém caa ngudi sir dung.
Bai vi didu nay, World Wide Web siéu lién két va trao doi théng tin trén Internet c6
thé duy tri on dinh va cé dinh ngay ca khi dinh tuyén dong Internet thay d6i hoic nhiing
ngudi tham gia sir dung mot thiét bi di dong. Tén mién internet dé nhd hon céc dia chi
IP nhu 1a 208.77.188.166 (IPv4) hoac 2001: db8: 1f70:: 999: de8: 7648:6 €8 (IPv6).

Moi ngudi tan dung loi thé nay khi ho thuat lai c6 nghia cac URL va dia chi email
ma khong can phai biét 1am thé nao cac may sé thuc su tim ra ching.

Hé théng tén mién phan phdi trach nhiém gan tén mién va lap ban do nhiing tén
t6i dia chi IP bang cach dinh rd nhitng may chii ¢6 tham quyén cho mdi tén mién.
Nhitng may chu c6 tén tham quyén duoc phan cong chiu trach nhiém déi véi tén mién
riéng cua ho, va lan luot 6 thé chi dinh tn may chu khac doc quyén cua ho cho cac
tén mién phu. Ky thuat nay da thuc hién cac co ché phan phdi DNS, chiu dung 15i, va
gilp tranh sy can thiét cho mot trung tim don 16 dé dang ki duoc tu van va lién tuc cap
nhat.O Viét Nam thi tat ca thng tin vé IP, cac ban ghi DNS, ... déu do o chicc VNNIC
quan ly va Cap phat.Hé thong DNS qUOc gia c6 nhiém vu tlep nhan va tra loi cac truy
van tén mién.VN. Hé thong DNS qUOc gia do Trung tam Internet Viét Nam (VNNIC)
quan ly.Hién tai hé thong tén mién qudc gia Viét Nam gom 07 cum may chu, trong d6
05 cum may chu dat trong nudc (02 cum tai thanh phé HS Chi Minh; 02 cum tai Ha
Noi; 01 cum dat tai Pa Ning); va 02 cum may chu dit & nudc ngoai tai nhiéu diém
trén thé gioi.

Mdi Website c6 mét tén (1a tén mién hay duong dan URL:Universal Resource
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Locator) va mot dia chi IP. Pia chi IP géom 4 nhdm sé cach nhau bang dau cham(lpv4).
Khi mé mét trinh duyét Web va nhap tén website, trinh duyét s& dén thang website ma
khdng can phai théng qua viéc nhap dia chi IP cua trang web. Qua trinh “dich” tén
mién thanh dia chi IP dé cho trinh duyét hiéu va truy cap duoc vao website 1a cong
viéc cua mot DNS server. Cac DNS tro gil’Jp qua lai véi nhau dé dich dia chi “IP” thanh
“tén” va nguoc lai. Nguoi s dung chi can nhé “tén”, khong can phai nhé dia chi IP
(dia chi IP 12 nhitng con s rat kho nhé).DNS st dung cong port 53 dé truyén théng
tin.Day chinh 1a chirc ning chinh cia mot con DNS Server trong viéc hd trg phan giai
tén mién 1 cach don gian, giup ngudi dung dau cudi dé dang nhap cac dia chi web, dia
chi Local ma khéng gap rac rdi.

Do cac DNS c6 tdc d6 bién dich khac nhau, c6 thé nhanh hoic c6 thé cham, do
d6 ngudi st dung cd thé chon DNS server dé st dung cho riéng minh. C6 cac céch
chon lya cho nguoi sir dung. St dung DNS mic dinh cua nha cung cap dich vu
(internet), truong hop nay nguoi sir dung khong can dién dia chi DNS vao network
connections trong may caa minh. Sir dung DNS server khac (mién phi hoic tra phi) thi
phai dién dia chi DNS server vao network connections. Pia chi DNS server ciing 1a 4
nhom s6 cach nhau bai cac dau cham. Trong bai lab nay ching ta s& khong dé DNS
auto cua google hay bat cir dia chi DNS Internet ndo ma s& dé DNS 1a dia chi IP cua
con DNS Server trong Domain.

vi du: Ta c6 ban ghi cntt.cdn.edu.vn c6 dia chi 1a 192.168.2.2. Bé doi dia chi
DNS cho server hay Win 8,10 céc ban click chudt phai vao biéu tugng card mang dudi
thanh taskbar chon Open network sharing center, click chuét phai vao card Local area
network chon properties, click dup vao TCP/IP v4. O muc General, chon Use the
following IP address dé gan IP tinh, nhap IP caa DNS vao muc Preferred DNS server
va Alternate DNS server, sau d6 4n OK dé cau hinh hoan tat

DNS la 1 CSDL phan tan. Biéu nay cho phép ngudi quan tri cuc b quan ly
phan dit liéu noi bo thudc pham vi cua ho, dong thoi dit liéu nay ciing dé dang truy
cap duoc trén toan bo hé thdng mang theo mé hinh Client-Server. Hiéu suét st dung
dich vu duoc ting cudng théng qua co ché nhan ban (replication) va luu tam
(caching). Mot hostname trong domain 1 sy két hop gitra nhitng tir phan céch nhau

bai dau cham(.).
Root Domain /T\

Top-Level Domain 3 edu vn | [ com
Second-Level Domain | edu J
Subdomains . hecmut | | hemuns | [ hcmussh |

FQDN: [ ecsc | Host: srvl
srvl.csc.hemuns.edu.vn ==y —

Hinh 2.1 So d6 té chirc DNS

Co s6 dir ligu(CSDL) cia DNS la mot cay dao ngugc. M6i ndt trén céy ciing
lai 1a goc cua 1 cay con. Moi cdy con la 1 phan vang con trong toan bo CSDL DNS
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goi 1a 1 mién (domain). Mdi domain c6 thé phan chia thanh cac phan ving con nho
hon goi 1a cac mién con (subdomain).

M&i domain c6 1 tén (domain name). Tén domain chi ra vi tri caa no trong
CSDL DNS. Trong DNS tén mién Ia chudi tuan tu cac t&n nhén tai nit d6 di ngugc
Ién nGt gbc cua cay va phan cach nhau boi dau cham.

Tén nhan bén phai trong mdi domain name duoc goi la top-level domain.
Trong vi du trudc srvl.csc.hcmuns.edu.vn, vay mién “.vn” 1a top-level domain.
Bang sau day liét ké top-level domain.

Tén mien M6 ta

.com Céc t6 chuc, cong ty thuong mai

.0rg Céc t6 chuc phi loi nhuan

.net Céc trung tam hd trg vé mang

.edu Céc t6 chuc giéo duc

.gov Céc t6 chuc thudc chinh phu

.mil Céc t6 chuc quan sy

int Céc t6 chuc dugc thanh lap bai cac hiép uéc qudc té

Bén canh d6, mdi nudc ciing cé6 mot top-level domain. Vi du top-leveldomain
cua Viét Nam l1a.vn, My la.us, ta c6 thé tham khao thém théng tin dia chi tén mién tai
dia chi: http://www.thrall.org/domains.htm
Vi du vé tén mién cua mot sé quéc gia

Tén mién qudc gia Tén qudc gia
.vn Viét Nam

.Us My

Uk Anh

Jp Nhat Ban

.ru Nga

.cn Trung Quéc

1.2. Pic diém ciia DNS trong Windows Server

- Conditional forwarder: Cho phep Name Server chuyén céc yéu cau phan giai dya

theo tén domain trong yéu CAuU truy Van.

- Stub zone: hd tro co ché phan giai hiéu qua hon.

- Pong bo cac DNS zone trong Active Directory (DNS zone replication in

Active Directory).

- Cung cip mot sé co ché bao mat tét hon trong cac hé théng Windows truéc day.

- Luan chuyén (Round robin) tat ca cac loai RR.

- Cung cap nhiéu co ché ghi nhan va theo dbi su ¢ 13i trén DNS.

- HJ tro giao thirc DNS Security Extensions (DNSSEC) dé cung cap cac tinh

nang bao mat cho viéc luu trir va nhan ban (replicate) zone.

- Cung cap tinh nang EDNSO (Extension Mechanisms for DNS) dé cho phép DNS

Requestor quan ba nhirng zone transfer packet c6 kich thudc 16n hon 512 byte.
2. Cach phén bd dir liéu quan Iy trén tén mién
Muc tiéu:

- Trinh bay duoc su phan bd dit liéu quan 1y trén tén mién.
Nhirng root name server (.) quan ly nhitng top-level domain trén Internet.

Tén may va dia chi IP cua nhitng name server nay dugc cdng bd cho moi ngudi
biét va ching dugc liét ké trong bang sau. Nhitng name server nay ciing c6 thé dat
khap noi trén thé giai.
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http://www.thrall.org/domains.htm

Té&n may tinh Pia chi IP
H.ROOT-SERVERS.NET 128.63.2.53
B.ROOT-SERVERS.NET 128.9.0.107
C.ROOT-SERVERS.NET 192.33.4.12
D.ROOT-SERVERS.NET 128.8.10.90
E.ROOT-SERVERS.NET 192.203.230.10
I.ROOT-SERVERS.NET 192.36.148.17
F.ROOT-SERVERS.NET 192.5.5.241
F.ROOT-SERVERS.NET 39.13.229.241
G.ROOT-SERVERS.NET 192.112.88.4
A.ROOT-SERVERS.NET 198.41.0.4

Théng thuong mot to chire duoc dang ky mot hay nhiéu domain name. Sau do,
mdi t6 chuc s& cai dat mot hay nhiéu name server va duy tri co so dir liéu cho tat ca
nhitng may tinh trong domain. Nhitng name server cua t6 chicc duoc ding ky trén
Internet. Mot trong nhitng name server nay dugc biét nhu 1a Primary Name Server.
Nhiéu Secondary Name Server duoc dung dé lam backup cho Primary Name Server.
Trong truong hop Primary bi 16i, Secondary dugc sir dung dé phan giai tén.

Primary Name Server c6 thé tao ra nhitng subdomain va ay quyén nhitng
subdomain nay cho nhitng Name Server khéc.
3. Co ché phan giai tén
Muyc tiéu:

- Trinh bay duoc co ché phan giai tén may tinh thanh dia chi IP va nguoc lai;

3.1. Phan giaii tén thanh IP

Root name server: La may chu quan ly cdc name server ¢ muc top-level
domain. Khi c6 truy van vé mot tén mién nao d6 thi Root Name Server phai cung
cap tén va dia chi IP cua name server quan ly top-level domain (Thuc té 12 hau hét
cac root server ciing chinh 1a may chi quan ly top-level domain) va dén luot céac
name server caa top-level domain cung cap danh sach cac name server
c6 quyén trén céac second-level domain ma tén mién nay thudc vao. Ctr nhu thé dén
khi nao tim dugc may quan ly t&n mién can truy van.

Qua trén cho thay vai tro rat quan trong cua root name server trong qué trinh
phan giai tén mién. Néu moi root name server trén mang Internet khong lién lac
duoc thi moi yéu cau phan giai déu khdng thyuc hién duoc.

Hinh v& dudi mo ta qua trinh phan giai cntt.edu.vn trén mang Internet
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Goi truy van dia chi
cntt.cdn.edu.vn

N “
Ll .

" Hoi server quan Iy | Name Server

i ténmién .vn
i Gai truy vandiachi
: cntt.cdn.edu.vn
JP T > vn il
' Hoi server quan ly Name Server
Name | tén mién .edu.vn
Server le-------
Goi truy vén dia chi
\ cntt.cdn.edu.vn > edu.vn .
/* ------ ‘7-_-----------‘7---;--’\ ------ .e
’ Hai server quan Iy tén Name Server
\ mién .cdn.edu.vn
o <___: . 2
y— ; Gai truy van dia chi
: ' cntt.cdn.edu.vn cdn.edu.vn
I » Name Server 'udn
o = T
S > O Tra loi dia chi IP cua
2 0 R cntt.cdn.edu.vn
x O !
v
Resolver
(Client)

Hinh 2.2 md ta qua trinh phan gidi tén mién

Client s& guai yéu cau can phan giai dia chi IP cia may tinh cd tén
cntt.DVDn.edu.vn dén name server cuc bo. Khi nhan yéu cau tir Resolver,
Name Server cuc bd s& phan tich tén nay va xét xem tén mién nay c6 do minh quan
ly hay khéng. Néu nhu tén mién do Server cuc bo quan ly, né sé tra 1oi dia chi IP
ctia tén may d6 ngay cho Resolver. Nguoc lai, server cuc bo sé truy van dén mot
Root Name Server gan nhiat ma né biét duoc. Root Name Server sé& tra 10 dia
chi IP cia Name Server quan ly mién vn. May chia name server cuc bd lai hoi tiép
name server quan ly mién vn va duoc tham chiéu dén may cha quan ly mién
edu.vn. May chu quan ly edu.vn chi dan may name server cuc bo tham chiéu
dén may chu quan ly mién DVDn.edu.vn. Cudi cing may name server cuc b
truy van may chu quan ly mlen DVDn.edu.vn va nhan dugc cau tra loi.

Céc loai truy van: Truy van c6 thé é 2 dang:

- Truy van dé quy (recursive query): khi name server nhan dugc truy van dang
nay, no bit budc phai tra vé két qua tim duoc hoic thdng bao 15i néu nhu truy
van nay khong phan giai dugc. Name server khong thé tham chiéu truy van dén
mot name server khac. Name server Co thé gui truy van dang dé quy hoic

29



twong tac dén name server khac nhung phai thuc hién cho dén khi nao c6 két
qua mai thoi.

DNS server kism tra fonward lookup zone vé cache aé
9l lai query

Recursive query cho

mail.csc.edu

- ~—— !l
.............
| méay1 DNS Server ndi bé

Hinh 2.3 Truy van dé quy
- Truy van tuong tac (Iteractive query): khi name server nhan duoc truy van
dang nay, no tra loi cho Resolver véi théng tin tét nhat ma né cé dugc vao
thoi diém ldc d6. Ban than name server khdng thuc hién bat ca mot truy van
nao thém. Thong tin t6t nhat tra vé c6 thé lay tir dit liéu cuc bo (ké ca cache).
Trong truong hop name server khéng tim thay trong dit liéu cuc bo né sé tra
vé tén mién va dia chi IP ciia name server gan nhat ma né biét.

Root Hint (.

N

Hinh 2.4 - Truy vdn tuwong tdc
3.2. Phan giai IP thanh tén may tinh

Anh xa dia chi IP thanh tén may tinh duoc dung dé dién dich céc tap tin log
cho dé& doc hon. NG con dung trong mot sé truong hop ching thuc trén hé théng
UNIX (kiém tra céc tap tin.rhost hay host.equiv). Trong khdng gian t&n mién da noi
& trén dir liéu -bao gdm ca dija chi IP- duoc 1ap chi muc theo tén mién. Do d6 voi
maot tén mién da cho viéc tim ra dia chi IP kha dé dang.

Pé c6 thé phan giai tén may tinh cia mét dia chi IP, trong khéng gian tén mién
ngudi ta bo sung thém maot nhanh t&n mién ma duoc 1ap chi muc theo dja chi IP. Phan
khéng gian nay c6 tén mién la in- addr.arpa.

MJdi nit trong mién in-addr.arpa c6 mot tén nhan 1a chi sé thap phan cua dia
chi IP. Vi du mién in- addr.arpa c6 thé cd 256 subdomain, twong tng véi 256 gia
tri tir 0 dén 255 cua byte dau tién trong dia chi IP. Trong mdi subdomain lai c6
256 subdomain con nira ang voi byte tht hai. Cir nhu thé va dén byte thir tu ¢6 cac
ban ghi cho biét tén mién day du cua cdc may tinh hoic cac mang co dia chi IP
tuong ung.

Luu y khi doc tn mién dia chi IP s& xuat hién theo thir ty nguoc. Vi du néu
dia chi IP cua may winnie.corp.hp.com 1a 15.16.192.152, khi 4nh xa vao mién in-
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addr.arpa sé€ la 152.192.16.15.in- addr.arpa.
4. Mt s6 khai niém co ban
Muc tiéu:
- Trinh bay dugc c&c khai niém co ban.
4.1. Domain name va zone

Mot mién gom nhiéu thuc thé nhé hon goi la mién con (subdomain). Vi dy,
mién ca bao gom nhiéu mién con nhu ab.ca, on.ca, gc.ca,... Ban c6 the uy quyen
maot s6 mién con cho nhitng DNS Server khac quan ly. Nhu:ng mién va mién con ma
DNS Server duoc quyen quan ly goi 1a zone. Nhu vay, mot Zone c6 thé gom maot
mién, mét hay nhiéu mién con.

Cac loai zone:
- Primary zone: Cho phép doc va ghi co s¢ dir liéu.
- Secondary zone: Cho phép doc ban sao co so dit liéu.
- Stub zone: chtra ban sao co s¢ dir liéu cua zone nao do, nd chi chira chi mot vai
RR(Resource Record).
4.2. Fully Qualified Domain Name (FQDN)

M3i nit trén cay c6 mot tén goi(khdng chia dau cham) dai téi da 63 ky tu.
Tén rdng danh riéng cho gdc (root) cao nhat va biéu dién boi diu chim. Mot tén
mién day du caa mot nat chinh 1a chudi tuan tu cac tén goi cua nut hién tai di nguoc
Ién nat géc, mdi tén goi cach nhau boi dau cham. Tén mién c6 xuat hién dau cham
sau cung dugc goi la tén tuyét dbi (absolute) khac vai tén tuong ddi 1a tén khong két
thdc bang dau cham. Tén tuyét ddi ciing dugc xem 14 tén mién day du da duoc chung
nhan (Fully Qualified Domain Name — FQDN).

4.3. Sw iy quyén(Delegation)

Mot trong cac muc tiéu khi thiét ké hé théng DNS la kha nang quan ly phan tan
thong qua co_ ché uy quyeén (delegation). Trong mot mién c6 thé té chuc thanh nhiéu
mién con, mdi mién con cé thé duoc uy quyen cho mot t6 chuc khac Vva to chuc do
chiu trach nhi¢m duy tri thong tin trong mién con nay Khi do, mién cha chi can mot
con tro tro dén mién con nay dé tham chiéu khi co cac truy Van.

Khdng phai mot mien luon ludn t6 chic mién con va uy quyén toan bo cho céc
mién con nay, cd thé chi c6 vai mién con duoc uy quyén.

4.4. Forwarders

La ky thuat cho phép Name Server n6i bo chuyén yéu cau truy van cho cac Name
Server khac dé phan giai cac mién bén ngoai.

4.5. Stub zone

La zone chtra bang sao co so dir liéu DNS tir master name server, Stub zone chi
chira cé&c resource record can thiét nhu: A, SOA, NS, mot hodc vai dja chi cia master
name server hd tro co ché cap nhat Stub zone, ché ching thuc name server trong zone
va cung cap co ché phan giai tén mién dugc hiéu qua hon, don gian hda céng tac quan
tri.

4.6. Dynamic DNS

Dynamic DNS 1a phuong thirc anh xa t&n mién t6i dia chi IP c6 tan xuat thay ddi
cao. Dich vu DNS dong (Dynamic DNS) cung cap mét chuong trinh dic biét chay
trén may tinh cia nguoi sir dung dich vu dynamic DNS goi la Dynamic Dns Client.
Chuong trinh nay giam sat sy thay doi dia chi IP tai host va lién hé vai hé théng DNS
mdi khi dja chi IP cta host thay dbi va sau d6 update théng tin vao co sé dit liéu DNS
vé su thay ddi dja chi do.
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4.7. Active Directory-integrated zone

Sir dung Active Directory-integrated zone c6 mot sé thuan loi sau:

- DNS zone luu trir trong trong Active Directory, nhd co ché ndy ma di liéu
duoc bao mat hon.

- Str dung co ché nhan ban cua Active Directory dé cap nhan va sao chép co so
dir liéu DNS.

- Str dung secure dynamic update.

- Str dung nhiéu master name server dé quan ly t&n mién thay vi sa dung mot
master name server.

5. Phan loai Domain Name Server
Muyc tiéu:

- Trinh bay duogc céc loai tén Domain Server.
5.1. Primary Name Server (PDS)

Primary DNS Server (PDS) 1a nguén xac thuc thdng tin chinh thic cho céc tén
mién ma n6é duoc phép quan ly. Thong tin vé mot t&n mién do PDS duoc phan cap
quan 1y thi dugc luu trir tai ddy va sau d6 co thé duoc chuyén sang cac Secondary
DNS Server (SDS).

Céc tén mién do PDS quan ly thi dugc tao, va stra ddi tai PDS va sau d6 dugc cap
nhat dén cac SDS
5.2. Secondary Name Server (SDS)

- DNS dugc khuyén nghi nén st dung it nhat 1a hai DNS server dé luu dija chi
cho mdi mét viing (zone). PDS quan 1y cac ving va SDS duoc sir dung dé luu trit du
phong cho viing, va cho ca PDS. SDS khéng nhat thiét phai c6 nhung khuyén khich
hdy str dung. SDS dugc phép quan ly tén mién nhung dir liéu vé tén mién khdng phai
duoc tao ra tir SDS ma dugc ldy vé tir PDS.

- SDS c¢6 thé cung cap cac hoat dong & ché do khong tai trén mang. Khi luong
truy van ving (zone) ting cao, PDS s& chuyén bét tai sang SDS (qua trinh nay con
duoc goi 1 can bang tai), hoic khi PDS bi su ¢b thi SDS hoat dong thay thé cho dén
khi PDS hoat dong tro lai.

- SDS thudng duoc st dung tai noi gan voi cac may tram (client) dé cé thé phuc
vu cho cac truy van mot cach dé dang. Tuy nhién, cai dit SDS trén cing mét subnet
hoic cling mot két ndi véi PDS 1a khong nén. Diéu do s& 1a mot giai phap tét dé du
phong cho PDS, vi khi két ndi dén PDS bi hong thi ciing khong anh huong gi téi dén
SDS.

- cac dia chi méi vao cac ving. Do d6, DNS server str dung mét co ché cho phép
chuyén céc théng tin tir PDS sang SDS va luu giit trén dia. Khi can phuc hoi di liuvé
cac vlng, chling ta co thé sir dung giai phap lay toan bo (full) hoac chi lay phan thay
doi (incrememtal).

5.3. Caching Name Server

Caching Name Server khong c6 bat ky tap tin CSDL nao. N6 c6 chiic ning phan
giai tén may trén nhirng mang ¢ xa théng qua nhitng Name Server khac. No luu gitr
lai nhitng tén may da duoc phan giai trudc d6 va dugc sir dung lai nhitng thong tin
nay nham muc dich:

- Lam tang tbc d6 phan giai bang cach sir dung cache.

- Giam bdt ganh nang phan giai tén may cho cac Name Server.

- Giam viéc luu thong trén nhirng mang 16n.
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6. Cac khai niém trong Zone

— primary zone: cho phép doc va ghi co s& dit liéu va c6 toan quyén trong viéc
update dir liéu cua DNS

— secondary zone: cho phép doc va ghi ban sao cua so so dir liéu va mudn duoc
cap nhat zone thi phai déng bo véi Primary zone

— forwarder: 1a k¥ thuat cho phép name server noi bo gui yéu cau truy van dén
server khac dé phéan giai nhiing tén mien bén ngoai hé thong

— Delegation (su uy quyen) 1 mién co the té6 chuc thanh mién con, mai mién con
c6 thé uy quyén cho 1 td6 chirc khac, va to chac nay phai chiu trach nhiém duy tri
théng tin trong mién nay

Mot trong nhitng muc dich ctia DNS d6 1a quan tri phan tan. Ta c6 thé chia nho
viéc quan ly thanh nhiéu phan khac nhau. M6t domain c6 thé c6 nhiéu subdomains.

M&i subdomain c6 thé dai dién cho mot té chuic va to chic dé c6 toan quyén dé
diéu khién DNS cua td chie d6. Viéc phan quyén nay 1am cho DNS tré nén nhe hon,
ko phai quan ly tap trung bai dit liéu 1a rat Ion
7. FQDN: (Fully Qualified Domain Name)

- Start of Authority (SOA) resource record: dinh nghia cac tham sb toan cuc
cho zone hodc tén mién. Mot tép tin zone chi duoc phép chira mot mau tin SOA va
phai nam & vi tri du tién trudc cac mau tin khac.

« Name server (NS) resource record: chi ra May cha tén mién (Name server)
cua zone do.

« A Resource Records (mau tin dia chi): mau tin cho biét dia chi IP twong (ing
ciia mot tén mién, c6 dang nhu “example IN A 172.16.48.1”

« PTR Records (mau tin con tro): nguoc lai véi A record, PTR chi ra tén mién
twong wng cua mot dia chi IP, cé dang nhu “1.48.16.172.in-addr.arpa. IN PTR
example.com.”

« CNAME Resource Records: mot dang record gilp tao ra biét hiéu cho mot
tén mién, vi du mau tin CNAME “ftp.example.com. IN CNAME ftp1.example.com.”
cho phép tro tén mién ftp.example.com sang ftpl.example.com

_ * MX'Resource Records (mau tin Mail exchange): chi ra may chu mail cua tén
mién.

« TXT Resource Records (mau tin text): chira thdng tin dang vin ban khéng
dinh dang, thuong dung dé chira cac thdng tin bd sung.-Nameserver and ZonesCac
chwong trinh luu tritu toan bo théng tin vé domain namespace goi la nameserver.
Nameserver thong thudng sé c6 thong tin hoan chinh vé mét phan nao dé caa domain
namespace goi la zone, zone nay load tur file hoac tir nameserver khac.
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Hinh 2.5 Domain dwoc chia ra thanh nhiéu zone
Hinh trén cho ta thdy mot domain.edu duoc chia ra thanh nhiéu zone. Mdi zone
lai dugc phan quyén quan ly riéng.Co 2 kiéu nameserver: primary master va
secondary master.
- Primary: chira tat ca céac thong tin cho domain
- Secondary: hoat dong du phong, dé phong truong hop Primary fail.
Qua trinh Primary guri ban sao cua n6 dén Secondary goi la zone transfer.
— Resolvers
La cac clients truy cap vao nameservers. Cac chuong trinh chay host néu can
thong tin tir domain namespace s¢€ stir dung resolver.
Resolver quan ly:
- Truy van nameserver
- Quan ly cac tra loi tir nameserver
- Tra théng tin vé cho chuong trinh yéu cau
— Querying the database: C4c truy van dns co thé duoc gui tir mot DNS client
(resolver) dén mot DNS server hoac giita 2 DNS server.
Mot yéu cau DNS thuc ra chi 1a mét truy van yéu cau dua ra cac kiéu dir
litu(RRs). Céc kiéu dir liéu trong truy van nay co thé l1a dir liéu anh xa hostname-
>|IP(RR A), mail(MX)

8. Cai dit va cAu hinh DNS
Muc tiéu:
- Thyc hién duoc qua trinh cai dat va cau hinh DNS.
8.1.Cac bwdére cai dat dich vu DNS
Buéc 1: Mo Server Manager tién hanh cai DNS
Vao Server Manager -> chon Add role and Feature
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o Server Manages

@ v Server Manager * Local Server ~@I P’ Manage Toos View e

B PROPERTIES Remove Roles and Features
Dashboard . For WinSRVSTD2016

Add Servers

Create Server Group
All Servers Server Manager Properties
File and Storage Services Lzt checked Tor updates

abled

v address assigned by DHCP, IPVE enat

EVENTS

A events

Hinh 2.6 Cura so Server Manager
Bwoc 2: Chon DNS Server dé cai dat
Tich vao 6 DNS Server -> click Next

K= Add Roles and Features Wizarc — O
q | ~ o | DESTINATIOM SERVER
select server roles - anes 1
= Add Roles and Features Wizard *
b
Select one or more ro ]
Add features that are required for DNS Server?
Roles
. ) The following tools are required to manage this feature, but do not L
Actl_ve D!rectc have to be installed on the same server. b
Server Roles Active Directqg P
Ad'-f"e Directq 4 Rermote Server Administration Toals
Device Health 4 Role Administration Tools
DHCE Server [Tools] DNS Server Tools
Fax Server

I M File and Stora
Host Guardial
Hyper-V
MultiPoint Se
MNetwork Polig
Print and Dog
Remote Acce
Remaote Deskd
Volume Activ Include management tools (if applicable)
Web Server (I
Windows Def | Add Features | | Cancel ‘
Windows Sen|

’ Hinh 2.7 Cua sé chon DNS Server
Bwaérc 3: Tien hanh cai dat DNS Server
chon Install dé tién hanh qua trinh cai dat
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Fﬁ Add Roles and Features Wizard — O

Confirm installation selections et

ServerZ016_1

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Type [] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have

their check boxes.

DNS Server DINS Server

Remote Server Administration Tools

Role Administration Tools
DS Server Toaols

Export configuration settings
Specify an alternate source path

been selected automatically. If you do not want to install these optional features, click Previous to clear

*

< Previous Mext = | In=tall | | Cancel

Hinh 2.8 Cira s cai dat DNS Server
Buéc 4: Xac dinh DNS Server cai xong
Chon Close d¢ két thuc qua trinh cai dat

f& Add Roles and Features Wizard == X

Installation progress 21602 lonmcom

TFORVN-2K16-02 itforvn.com
View installation progress

o Feature installation

Installation succeeded on ITFORVN-2K16-02.itforvn.com

DNS Server
Remote Server Administration Tools
Role Administration Tools

DNS Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this page again by clicking Notifications in the
command bar, and then Task Details.

Export configuration settings

Previous Next > | Close

] Hinh 2.9 Cua sé cai dat DNS Server hoan thanh
8.2.Cau hinh dich vu DNS

8.2.1. Tao Forward Lookup Zones

Forward Lookup Zone dé phan giai dia chi Tén may (hostname) thanh dia chi

IP. Dé tao zone nay ta thuc hién cac budc sau:
Bwoc 1: Mo ctira sO DNS Server
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Vao Server Manager chon Tools, Click vao DNS Management
ﬁ, DMS Manager

File Action View Help

e 2EHXEc= Bm EES

ﬁ; [ENS Marne

h -=-| SLERVERENEJ jFDrward Lockup £ones
| Forward Lookup Zones jREn.rerse Lockup fones

jTrust Points

jCDnditiDnaI Forwarders

lﬂF‘.DDt Hints
lﬂFcumrarders

| Reverse Lookup Zones
| Trust Points
~| Conditional Forwarders

Hinh 2.10 Cira s6 DNS Server
Bwérc 2: Tao 1 zone mébi
Click chudt phai vao Forward Lookup zone chon New zone dé tao 1 zone mdi
vd: itforvn2.com

£, DNS Manager - O X
File Action View Help
es @ oBEBm 6T
H DN Name Type Status DINSSEC Status
v j rﬂTEDC ﬂ_msdcs.maitanloc.com Active Directory-Integrated Pr...  Running Mot Signed
| Forwa " --teem T emee - . .
= Rever: New Zore.. anlac.com Active Directory-Integrated Pr...  Running Mot Signed
| Trust | View g
| Condi
Refresh
Export List...
Help
Il

Hinh 2.11 Cua sé tao 1 zone mdi
Buwaéc 3: Chon lua kiéu zone méi
Chon Primary zone dé tao 1 zone chinh, sau do click Next tiép tuc
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Mew Zone Wizard >

Zone Type
The DMS server supports various types of zones and storage. ﬁ-

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directy on this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() Stub zone

Creates a copy of a zone containing only Mame Server (MS), Start of Authority
(S0OA), and possibly glue Host {A) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available only if DMS server is a writeable domain
controller)

< oack Cance

Hinh 2.12 Cira sé zone type
Bwaéc 4: Nhap tén Domain ma zone sé& quan ly
Nhép tén DNS server vao Zone name

Mew Zone Wizard >

Zone Name
What is the name of the new zone?

4

The zone name specifies the portion of the DNS namespace for which this server is
authoritative, It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone.microsoft.com). The zone name is
not the name of the DMS server,

Zone name:

cdnct.com

Hinh 2.13 Cia s6 Zone name
Bwéc 5: Chon hinh thirc tao DNS server
Chon Create a new file with thi file name, nhap tén zone can tao
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Mew Zone Wizard -

Zone File ;‘

‘fou can create a new zone file or use a file copied from another DMS server,

25
|~
Do you want to create a new zone file or use an existing file that you have copied
from another DMS server?
(® Create a new file with this file name:
cdnct.com.dns
() Use this existing file:
To use this existing file, ensure that it has been copied to the folder
ZuSystemRoot3osystem32idns on this server, and then dick Mext,
| < Back ” Mext = | | Cancel

Hinh 2.14 Cira s6 Zone file
Buwoc 6: Chon hinh thuc cap nhat cho DNS
> Vikhong cd AD nén option dau khong hién l1én
> allow both néu ban mudn ty dong update Resource Record tir bat ky client nao.
Tuy nhién viéc nay khong dugc khuyén nghi vi né c6 thé gay ra cac 16 hong bao
mat. Boi vi viéc update nay co thé chdp nhan ca nhitng nguon khong tin.
» Do not allow dynamic updates: Viéc update Resource Records phai dugc lam

bang tay.
New Zone Wizard -
Dynamic Update ;‘
You can specfy that this DMNS zone accepts secure, nonsecure, or no dynamic _
updates. >

Dynamic updates enable DNS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur,

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones,

(® Allow both nonsecure and secure dynamic updates:
Dynamic updates of resource records are accepted from any dient.

This option is a significant security vulnerability because updates can be
£2  accepted from untrusted sources.

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

| < Back ” Mext = || Cancel

Hinh 2.15 Cira sé Dynamic Update
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Buwdéc 7: Hoan thanh céuﬁ hinh DNS Server’
Click vao Finish dé hoan thanh viéc cau hinh DNS Server

Mew Zone Wizard

Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard. You
spedified the following settings:

Mame:  locdeptrai.com
Type: Active Directory-Integrated Primary

Lookup type: Forward

Mote: You should now add records to the zone or ensure
that recards are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the new zone, dick Finish,

Hinh 2.16 Cira sé hoan thanh cdu hinh DNS

8.2.2. Tao Reverse Lookup Zone
Sau khi tao xong Foward lookup zone ta chon vao Reverse lookup zone, click

chudt phai chon New zone.O Zone type click chon vao Primary zone Tai cira s Reverse
Lookup Zone Name, click chon vao IPv4

Buéc 1: Mo cira s6 DNS Server
Vao Server Manager chon Tools, Click vao DNS Management

i, DMS Manager

File Action View Help
= 2R XEE= HE §ES

E:, DMN5 Mame

v IR ::IF:::rwaru:I Lockup Zones

- Forward Lookup Zones ::IF{E\rerse Lockup fones
| Reverse Lockup Zones jT t Point
: rust Peints
| Trust Points
| Conditional Ferwarders

::ICnnditiDnaI Forwarders
li]F'u:u:ut Hints
li]Fu:urwarders

Hinh 2.17 Cira sé DNS Server
Bwoc 2:
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Hinh 2.17 Cura sé

Buwéc 2: Tao zone phan giai nghich
Right-click trén “reverse Lookup Zone” chon new zone

= DNS
4 5| WIN-PIAKCRL2SOL
[ Global Logs

I Forward Loockup Zones

The Domain Mz

| svuit.com .
i=F zone stores infg

~| Rewverse L— =
= | Trust Poi Mew Zone... new
| Conditior View E
Refresh
Help

Hinh 2.18 Cua s6 tao zone phan giai nghich
Bwoc 3: Chon lya kieu zone mai
Chon Primary zone d¢€ tao 1 zone chinh, sau do6 click Next tiéﬁ tuc

New fone Wizard

Zone Type
The DM5 server supports various types of zones and storage. '

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.

() 5tub zone
Creates a copy of a zone containing only Name Server {NS), Start of Authority

(50A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone,

Store the zone in Active Directory {available only if DNS server is a writeable domain
controller)

| < Back ” Mext = || Cancel

Hinh 2.19 Cira s6 Zone type
Buécd: Nhap Subnet cho DNS sé phan giai
bien Subnet ma DNS sé phan giai
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Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DMNS names.

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID:

|192 68 20 .

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal {not reversed) order,

If you use & zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0.10.in-addr.arpa.

() Reverse lookup zone name:
20.168.192.in-addr.arpa

Hinh 2.20 Cira s6 Reverse lookup zone name
Bugc 5: Chon hinh thic tao NDS server phan gidi nghich
Tao mai hoac stir dung lai 1 zone file c6 san phan giai nghich

Zone File
You can create a new zone file or use a file copied from another DMNS server,

Do you want to create a new zone file or use an existing file that you have copied
from another DMS server?

(®) Create a new file with this file name:

| 20,168, 192.in-addr. arpa.dns

() Use this existing file:

To use this existing file, ensure that it has been copied to the folder
systemRootisisystem32Ydns on this server, and then dick Mext.

Hinh 2.21 Cua sé zone file phan gidi nghich

Bwoc 6: Chon hinh thurc cap nhat
Chon ché update tu dong
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New Zone Wizard -

Dynamic Update
You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
updates, >

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DMS server whenever changes occur.

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(#) Allow both nonsecure and secure dynamic updates
Diynamic updates of resource records are accepted from any dient.

This option is & significant security vulnerability because updates can be
22 accepted from untrusted sources.,

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

| < Back ” Mext = || Cancel

Hinh 2.22 Cira s6 Dynamic Update
Buwoc 7: Tao 1 PTR phén giai nghich
Right-click vao chd tréng trén zone phan giai nghich(Reverse Lookup
Zones) va chon tao méi 1 PTR ma mudn phan giai nghich

b

o DNS Manager = | = -

File Action View Help

5_,‘ DMNS Mame Type Data
4 5 DMNS-SERVER ] (same as parent folder) Start of Authority (SOA) [2], dns-server,, hostmaster,
[= Global Legs §—|(5ame as parent folder) Mame Server (M5) dns-server,
4 [ Forward Lookup Zones E]192.168.20.100 Pointer (PTR) dns.svuit.com.
= svuit.com
4 || Reverse Lookup Zones

Update Server Data File

- | 20.168.192.in-addr.arpa
oy Reload

- | Trust Points
I | Conditional Forwarders Mew Painter (PTR)...
MNew Alias (CMAME]...

New Delegation...

Create a new pointer resource record, Other Mew Records...

Hinh 2.23 Cira s6 Tao record A phan gidi nghich
Buéc 8: Cap nhap PTR cho tén server DNS .
click vao Browser dé tro den record A ma ban can phéan giai nghich
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Pointer (FTR)

Host IP Address:
| 192.168.20.

Fully qualified domain name (FQDM):
| 20,168, 192.in-addr.arpa

Host name:

Hinh 2.24 Cira s6 New resoure record
Bwoc 9: Chon record A cua Web server

Type Data Timestamp
’ CE=R-TRl Host (A) 192,168.20.1 static
Hdns Host (&) 192.168.20... static

Selection: | svuit.com

Record types: |Husts (& or AAAA Records)

Hinh 2.25 Cira s6 Chon host phan gidi nghich
Buwoc 10: Xac nhan hoan thanh phén giai nghich
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Pointer (FTR)

Host IP Address:
| 192.168.20.1

Fully qualified domain name {FQDM):
| 1.20.168. 192.in-addr.arpa

Host name:

| svuit. com

9 H‘!nh 2.25 Cira s6 hoan thanh phan gidi nghich
Bwdc 11: Kiém tra két qua trong zone phan giai nghich
Trong zone phéan giai nghich da c¢6 2 PTR cua DNS va web server

File Action View Help
«s| 2E|Bez BHm 88

é DMNS Mame Type Data

4 i DMNS-SERVER ] (same as parent folder) Start of Authority (SOA) [2], dns-server,, hostmaster,
b (& Global Logs g (same as parent folder) MName Server (MS) dns-server.
4 [ Forward Lookup Zones E]192.168.20.100 Pointer (PTR) dns.svuit.com.

(2] svuit.com £]192.168.20.1 Pointer (PTR) svuit.com
4 [ 7] Reverse Lookup Zones

[2] 20.168.192.in-addr.arpa
b [ Trust Points
b [ Conditional Forwarders

7 Hinh 2.26 Cua S6 tao zone phan gidi nghich
Buéc 12: Kiém tra ket qua phan giai nghich trén may client
Qua may client va tien hanh nslookup xem DNS da thuc hién phan giai nghich
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o C:AWINDOWS\system32\emd. exe - nslookup

C:%>nzlookup
Default Server: dns.svuit.com
Address: 192.168.20.16808

» sunit.com
Server: dns.szvuait.com
Address: 192.168.20.16808

Mame = syuit.com
Address: 192.168.208.1

> 192.168.268.1
Server: dns.svuit.com
Address: 172.168.20.100

Mame = seult.com
Address: 1922.168.20.1

>

Hinh 2.27 Cura sé kiém tra trén client

Bai tap thwe hanh cia hoc vién
1. Cai dat dich vy DNS.
2. CAu hinh dich vy DNS.
Huéng din thue hién
Bai tap 1 xem chi tiét tai muc 8.1
Bai tap 2 xem chi tiét tai myc 8.2
Nhitng trong tim cén chq y:
- Thiét 1ap dia chi IP cho dung véi hé thong yéu cau
- Mang trong hé thong phai thong nhau
- Dia chi Preferred DNS ctia cic may trén hé thong 1a dia chi cia may DNS
server
- Phéi ¢6 tén mién dé thiét 1ap DNS Server.
- Thiét 1ap dugc SOA phu hop hé thong
- Tao Host phai diing theo yéu cau (A: ding cho IPv4 va AAA: ding cho IPv6)
- Thao tac phai diing cac budc cai dat va ciu hinh DNS Server trén Windows
server 2019.
Bai mé rong va nang cao
Hay cai dat cdu hinh DNS server trén Windows Server 2019 theo mé hinh sau:
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192.168.20.20 DNS Server
- 192.168.20.100
g
<~""_ |‘~.

( 192.168.20.0/24 O

Donain: cdnct.com

Web Server
192.168.20.1
Yéu ciu danh gia két qua hoc tap
Noi dung
— Vé kién thic:
+ Trinh bay duoc Co ché phan giai tén ciia DNS trong Windows Server
+ Trinh bay dugc cic budc cai dat va cau hinh DNS trong Windows Server 2019
— V& k¥ ning:
+ Thao tac thanh thao viéc cai dat va cau hinh DNS trén Windows Server 2019.
+ Thuc hién ding phan giai thuan: Tao zone, tao cac Records sao cho client truy
cap vao cdnct.com va www.cdnct.com trén Windows Server 2019
+ Thuyc hién phan giai nghich: Sao cho client sir dung nslookup cac IP cia web
server, DNS... thi biét tén ctia cc server ndy
— Nang lyc tu chi va trach nhiém: Ti mi, can than, chinh xéc, linh hoat va ngin nap
trong cong viéc.
Phwong phap
— Vé kién thirc: Panh gia bang hinh thac kiém tra viét, trac nghiém, van dap.
— V& k§ nang: Panh gia k¥ ning thuc hanh vé cac thao tac cai dat va cau hinh NDS
theo yéu cau trén Windows Server 2019.
— Nang lyc tu chi va trach nhiém: Ti mi, can than, chinh x&c, linh hoat va ngin nap
trong cong viéc.
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Bai 3: DICH VU THU MUC (ACTIVE DIRECTORY)
M4 bai: MP 17 - 03

Muc tiéu cuaa bai hec:

- Trinh bay duoc ciu trac ciia Active Directory trén windows server;

- Cai dat va cau hinh dugc may diéu khién ving.

- Thuc hién cac thao tac an toan v&1 may tinh.

Noi dung chinh:
1. Active Directory
Muc tiéu:

- Trinh bay duogc cau tric cua Active Directory trén windows server
1.1. Gidi thiéu

AD (_Ctlve Directory) 1a dich vu thu myc chira cdc thong tin vé cac tai nguyén trén
mang, c6 thé mo rong va co kha nang tu diéu chinh cho phép ban quan 1y tai nguyen
mang hi¢u qua. Pé c6 thé 1am viée tot voi Active Directory, chung ta s€ tim hiéu khai
quat vé Active Directory, sau d6 khao sat cac thanh phan ciia dich vu nay.

Cac d6i twong AD bao gom dit liéu ctia nguoi dung (user data), may in(printers),
may chu (servers), co s¢ dit 1iu (databases), cac nhom nguoi dung (groups), cac may
tinh (computers), va cac chinh sach bao mat (security policies).

Ngoai ra mot khai niém méi dugc st dung la container (tam dich 1a tap dbi tuong).
Vi du Domain 13 mét tap ddi tuong chira thong tin nguoi dung, thong tin cic may trén
mang, va chira cac dbi tuong khéc.

1.2. Chirc nang cua Active Directory

- Luu giit mot danh sach tap trung cé4c tén tai khoan nguoi dung, mat khau tuong
ung va cac tai khoan may tinh.

- Cung cap mot Server dong vai trd chang thuc (authentication server) hoic
Server quan ly dang nhap (logon Server), Server nay con goi la domain
controller (may diéu khién vung).

- Duy tri mot bang huéng dan hoic mot bang chi muc (index) gilp cac may tinh

trong mang c6 thé do tim nhanh mat tai nguyén nao do trén cac may tinh khac trong

vung

- Cho phép ching ta tao ra nhitng tai khoan nguoi dung véi nhitng mac do quyén
(rights) khac nhau nhu: toan quyén trén hé théng mang, chi c6 quyén backup
dir ligu hay shutdown Server tu xa...

- Cho phép ching ta chia nhé mién caa minh ra thanh cac mién con (subdomain)

hay cac don vi té6 chicc OU (Organizational Unit). Sau d6 ching ta c6 thé uy

quyén cho cac quan tri vién bo phan quan ly ting bo phan nho.
1.3. Directory Services

1.3.1. Giéi thiéu Directory Services

Directory Services (dich vu danh ba) 14 hé théng théng tin chtza trong NTDS.DIT

va cac chuong trinh quan ly, khai thac tap tin nay. Dich vu danh ba la mét dich vu

co s 1am nén tang dé hinh thanh mot hé théng Active Directory. Mot hé théng voi
nhtrng tinh nang vuot troi cta Microsoft.

1.3.2. Céc thanh phan trong Directory Services

Dau tién, ban phai biét duoc nhitng thanh phan ciu tao nén dich vu danh ba 1a
gi? Ban c6 thé so sanh dich vu danh ba véi mot quyén sb luu sb dién thoai. Ca hai
déu chira danh sach cua nhiéu dbi twong khéac nhau ciing nhu céc thong tin va thuoc
tinh lién quan dén céac ddi tugng do.
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a. Object (ddi tuong).

Trong hé thdng co s dir liéu, d6i twong bao gdm cac may in, nguoi dung mang,

Ccac server, c&c may tram, cac thu muc dung chung, dich vu mang, ... Déi tuong

chinh 1 thanh td can ban nhét cua dich vu danh ba.

b. Attribute (thugc tinh).

Mot thudc tinh md ta mot dbi twong. Vi du, mat khau va tén 1a thudc tinh caa déi

tuong nguoi ding mang. Cac dbi twong khac nhau c6 danh sach thudc tinh khac

nhau, tuy nhién, cac déi tuong khac nhau ciing cé thé c6 mét sb thudc tinh gidng
nhau. L4y vi du nhu mot may in va mot may tram ca hai déu c6 mot thudc tinh 1a
dia chi IP.

c. Schema (ciu tric t6 chuc).

Mot schema dinh nghia danh séch céc thudc tinh ding dé mé ta mét loai déi tuong

nao dé. Vi du, cho rang tat ca cac dbi twong may in déu dugc dinh nghia bang

cac thuoc tinh tén, loai PDL va téc d6. Danh sach cac ddi twong nay hinh thanh
nén schema cho lop di tuong “may in”. Schema c6 dic tinh

la tuy bién duoc, nghia 1a cac thudc tinh dung dé dinh nghia mot Iop ddi tugng co

thé stra d6i duoc. NOi tom lai Schema c6 thé xem 1a mét danh ba cua céi danh ba

Active Directory.

d. Container (vat ch®ra).

Vat chira tuwong tu véi khai niém thu muc trong Windows. Mot thu muc c6 thé

chira c4c tap tin va cac thu muc khac. Trong Active Directory, mot vat chira c6 thé

chtra céc ddi twong va cac vat chira khac. Vat chira ciing ¢ cac thudc tinh nhu ddi

twong mac du vat chira khdng thé hién mot thuc thé that sy ndo d6 nhu dbi tuong.

C6 ba loai vat chia la:

- Domain: khai niém nay dugc trinh bay chi tiét & phan sau.

- Site: mot site 1a mot vi tri. Site duoc dung dé phan biét giira cac vi tri cuc bo va
cac vi tri xa x6i. Vi dy, cong ty XYZ cé téng hanh dinh dit & San Fransisco,
mét chi nhanh dit & Denver va mot van phong dai dién dat ¢ Portland két néi
vé tong hanh dinh bang Dialup Networking. Nhu vay hé thdng mang nay c6
ba site.

- OU (Organizational Unit): 1a mot loai vat chira ma ban c6 thé dua vao d6 nguoi
ding, nhém, may tinh va nhitng OU khac. Mot OU khéng thé chta céc ddi
twong nam trong domain khac. Nho viéc mot OU c6 thé chira cac OU khéc, ban
c6 thé xay dyng mot mé hinh tha bac cua cac vat chira ¢é mé hinh hoa cau
tric ctia mot to chirc bén trong mot domain. Ban nén sir dung OU dé giam thiéu
s6 lwong domain can phai thiét lap trén hé thong.

e. Global Catalog.

- Dich vu Global Catalog ding dé xac dinh vi tri cua mot déi twong ma nguoi
dung duogc cip quyén truy cap. Viéc tim kiém duoc thuc hién xa hon nhitng gi
d4 co trong Windows NT va khéng chi cé thé dinh vi duoc di tuong bang tén
ma c6 thé bang ca nhitng thuoc tinh caa ddi tuong.

- Gia str ban phai in mot tai liéu day 50 trang thanh 1000 ban, chic chian ban s&
khong dung mot may in HP Laserjet 4L. Ban sé phai tim mot may in chuyén
dung, in véi téc do 100ppm va c6 kha niang dong tai liéu thanh quyén. Nho
Global Catalog, ban tim kiém trén mang mot may in véi cac thudc tinh nhu
viy va tim thdy duoc mot may Xerox Docutech 6135. Ban c6 thé cai dat
driver cho may in d6 va giri print job dén may in. Nhung néu ban ¢ Portland
va may in thi & Seattle thi sao? Global Catalog s& cung cap thdng tin nay va
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ban c6 thé guri email cho chi nhan cua may in, nho ho in giom.

- Mot vi du khac, gia sir ban nhan dugc moét thu thoai tir mot nguoi tén Betty
Doe ¢ bo phan ké toan. Poan thu thoai cua cd ta bi cit xén va ban khong thé
biét dugc sé dién thoai cua ¢ ta. Ban cd thé dung Global Catalog dé tim théng
tin vé ¢d ta nho tén, va nho d6 ban ¢ duoc sé dién thoai cua co ta.

- Khi mot ddi twong dugc tao méi trong Active Directory, déi twong dugc géan
maot con sb phan biét goi 1a GUID (Global Unique Identifier). GUID cua mét
dbi twong ludn ludn cb dinh cho du ban ¢6 di chuyén ddi tuong di dén khu vuc
khac.

2. Cac thanh phan cia AD
Muc tiéu:
- Trinh bay duoc c4c thanh phan cua Active Directory.
2.1. Céu tric AD logic
Go6m cac thanh phan: domains (Vung) organization units (don vi t6 chuc), trees (hé
viing phan cap) va forests (tap hop hé viing phan cap).

|- Domain Tree

| Forest |
Hinh 3.1 Cdu triic AD logic
2.1.1. Organizational Units.

Organizational Unit hay OU Ia don vi nho nhat trong hé théng AD, n6 dugc xem
la mot vat chira cac ddi tuong (Object) dugc dung dé sip xép cac ddi twong khac
nhau phuc vu cho muc dich quan tri caa ban. OU ciing dugc thiét 1ap dya trén subnet
IP va dugc dinh nghia la “mét hoac nhiéu subnet két ni tét vai nhau”. Viéc st dung
OU c0 hai cong dung chinh sau:

- Trao quyén kiém soat mot tap hop cac tai khoan nguoi dung, may tinh hay
cac thiét bi mang cho mot nhém ngudi hay mot phy ta quan tri vién nao d6 (sub-
administrator), tir d6 giam bét cong tac quan tri cho nguoi quan tri toan bo hé théng.
- Kiém soat va khoa bt mot sé chirc nang trén cac may tram caa ngudi ding
trong OU théng qua viéc str dung cac dbi tuong chinh sach nhém (GPO), cac chinh
séch nhém nay chang ta sé& tim hiéu & cac chuong sau.

2.1.2. Domain

Domain 1a don vi chitc nang nong cdt caa cau trdc logic Active Directory. N6
la phuong tién de qui dinh mét tap hop nhiing nguoi dung, may tinh, tai nguyén chia
s¢ c6 nhing qui tic bao mat giéng nhau tir d6 gidp cho viéc quan ly cac truy cip vao
cac Server dé dang hon. Domain dap ung ba chiic nang chinh sau:

-Pong vai trd nhu mot khu vuc quan tri (administrative boundary) cac déi
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twong, 1a mot tap hop cac dinh nghia quan tri cho cac ddi twong chia sé nhu: ¢
chung maét co so dir liéu thu muc, cac chinh sach bao mat, cac quan hé ay quyén véi
cac domain khéc.

- Gilp chung ta quan ly bao mat cac cac tai nguyén chia sé.

- Cung Cap cac Server du phong lam chic nang diéu khién ving (domain
controller), ddng thdi dam bao cac théng tin trén cac Server nay dugc dugc déng bo
vai nhau.

2.1.3 Domain Tree
Domain Tree 1 cu tric bao gom nhiéu domain duoc sip xép c6 Cap bac theo
cau tric hinh cay. Domain tao ra dau tién duoc goi la domain root va nam & géc
cua cdy thu muyc. T4t ca cdc domain tao ra sau s& naim bén duéi domain root va
duoc goi ladomain con (child domain). Tén cua cac domain con phai khac biét
nhau. Khi mot domain root va it nhat mot domain con duoc tao ra thi hinh thanh
mot cady domain. Khai niém nay ban s& thuong nghe thay khi lam viéc véi mot
dich vu thu muc. Ban ¢ thé thay cu tric s& c¢6 hinh dang caa mot cay khi ¢ nhiéu

nhanh xuét hién.

Cay Domain

-af}——domain root

1Bl 5
MCMOSsE. Com
=
5i'sl

sal 85, Mom cSe. com testing. mom cse.com

domain con

Hinh 3.2 cdy Domain

2.1.4. Forest
Forest (ring) dugc xay dung trén mot hodc nhiéu Domain Tree, néi cach khac
Forest la tap hop cac Domain Tree c6 thiét lap quan hé va ay quyén cho nhau. Vi
du gia sir mot cong ty nao do, chang han nhu Microsoft, thu mua mot cong ty khac.
Théng thuong, mdi cong ty déu c6 mot hé thong Domain Tree riéng va dé tién quan
ly, cac cay nay s& duoc hop nhat vai nhau bang mot khai niém 1a ring
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Hinh 3.3. Rieng Domain
Trong vi du trén, cdng ty memcse.com thu mua dugc techtutorials.com va
xyzabc.com va hinh thanh ring tir gbc memese.com
2.2. Céu tric AD vat ly
Gom: sites va domain controllers.

= Dia ban (site): 1a tap hop cua mot hay nhleu mang con két ndi véi nhau, tao
diéu kién truyén thong qua mang dé dang, an dinh ranh gidi vat 1y xung quanh

cac tai nguyén mang.

= Piéu khién ving (domain controllers): 1a may tinh chay Windows Server chtra
ban sao dir liéu vung. Mot ving ¢6 thé c6 mot hay nhiéu diéu khién ving. Mdi
su thay ddi dir liéu trén mot diéu khién vung s€ dugc tu dong cap nhat Ién cac

diéu khién khéc cia ving.
3. Cai d@at va cau hinh active directory
Muc tiéu:
- Cai dat va cdu hinh duwoc may diéu khién ving.
- Gia nhap may tram vao may diéu khién ving (join domain)
3.1. Nang cép Server thanh Domain Controller(DC)
Bud6c 1: Diang nhap vao server ban mudn cai dat Active Directory
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Server Manager * Dashboard © Manage  Tools

Dashboard WELCOME TO SERVER MANAGER

§ Local Server

il All Servers . .

- _ o Configure this local server
BE File and Storage Services b =

® IS QUICK START

. nPas

Add roles and features

M

2l Remote A _
Lo s ez 3 Add other servers to manage
@ Remote Desktop Services B

WHAT'S NEW o
4 Create a server group

5 Connect this server to cloud services

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 5 | Servergroups:1 | Servers total: 1
= File and Storage =
[ ] 1 s 1
B Services ©
@ Manageability ® Manageability
Events Events

Hinh 3.4 Dang nhap Server manager
Buéc 2: Mo Add roles and Features
Nhap vao Manage va chon Add roles and Features

P Server Manages

@ v Server Manager * Local Server ~@I P’ Manage Toos View e

i PROPERTIES Remove Roles and Features
st For WinSRVSTD2016
Oashboad Add Servers

Create Server Group

All Servers Server Manager Properties

scked Tor Up

upastes

File and Storage Services P

IPVG enabled

IV enabled

EVENTS

Adl events | 81 total

Hinh 3.5 Mg Add roles and Features

Buwoc 3: Thyuc hién theo wizard next
Chon Role-based or feature-based installation. Sau d6 nhap vao Next.
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hﬁ_‘ Add Roles and Features Wzard - 0 X

DESTINATION SERVER

Before you begin NvPSRVOCD2

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to mstall based on the computing needs of your organzation, such as shanng documents, or
hosting a website.

To remove roles, role services, or features
Start the Remove Roles and Features Wizard

Before you continue, venfy that the following tasks have been completed:

* The Administrator account has 3 strong password
* Network settings, such as static IP addresses, are configured
* The most current secunty updates from Windows Update are installed

i you must verdy that any of the preceding prerequisites have been completed, close the wizard
complete the steps, and then run the wizard again.

To continue. click Next.

[[] Skip this page by default

Hinh 3.6 Cita sé Before you begin
Bwdc 4: Chon loai hinh cai dat )
Chon Role-based or feature-based installation. Sau d6 nhap vao Next.

| Eu Add Roles and Features Wizard = a X
Select installation type WSROI MO sons

Select the installation type. You can mstall roles and features on 3 running physical computer or virtual
machine, of on an offine virtual haed disk (VD).

i Dz

B to ype
Carves Seleckon * Role-based or feature-based installation
[ Configure 3 single server by adding roles, role services, and festures.

LORD ) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VD) 2o create a virtusl machine-based
or session-based desktop deployment.

| <Previous | | New> | stall [E

Hinh 3. 7 Cita s6 Select installation type
Bwéc 5: Chon Server mac dinh
Chon Select a Server from pool d¢ mic dinh dang chon server
vi du NVPSRVDCO02
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E.. Add Roles and Features Wizard

destination server

i a X

DESTINATION SERVER
NVPSRVDCO2
Select a server or 2 virtual hard disk on which to install roles and features.

®) Select a server from the server pool
Select a virtual hard disk

Server Pool

Filter: I

Name 1P Address Operating System

2019 Standard

542191 Microsoft Windows Server

NVPSRVDCOD: 169.2

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offiine servers and
newly-added servers from which data collection is still mcwrx are not shown.

{(MH Next > I nita

_—

Hinh 3.8 Cira s6 Select a Server from pool

Buwdc 6: Chon cach thuce cai dat

Chon Active Directory Domain Services, Next dé tiép

? s
fis Add Roles and Features Wizard - D X
: DESTINAION $2RVER
Select server roles ocsava
Before You Bagin Select one or more roles to install on the selected server,
Installation Type Roles Description
i Server Selection — — - Active Directory Certificate Services

(] Active Directory Domain Services

[] Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
(] Device Heaith Attestation
[T] DHCP Server
[C] DNS Server
[C] Fax Server
¢ (W] File and Storsge Senaces (1 of 12 instalied)
[C] Host Guardian Service
(] Hyper-v
(7] MultiPoint Services
[C] Network Controlier
(] Network Policy and Access Services
[T] Print and Document Services
[C] Remote Access
[C] Remote Desktop Services
[ Volume Activation Services
[C] Web Server (1iS)

(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
vaniety of spplications.

| <Previous | | Next> |

[nstall

Hinh 3.9 Cira sé Select server roles

Buwdc 7: Chon cach thuce cai dat cho AD
Tai Select Features-> @é mac dinh chon next
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L\_ Add Roles and Festures Wizard - a >

Rafara . s Select one or more features to install on the selected server
Features Description

' e NET Framework 3.5 Featured

- = - nstalied
e (BITS
Features
v
rver

|
{
<Previous | | Next> Cancel |

, Hinh 3.10 Cua so Select Features
Buwéc 8: Chap nhan thong tin vé AD DS
Doc thong tin dugc cung cap vé AD DS. Sau d6 nhap vao Next

[
oa Add Roles and Features Wizard

DESTINATION SERVER

Domain Services o¢savs

Active Directory Domain Services {AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and faciitates resource
shaning and collsboration between users.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install 3
minimum of two domain controllers for 3 domain.

* AD DS requires 3 DNS server to be installed on the network. If you do not have a DNS server
instalied, you will be prompted to instali the DNS Server role on this machine.

Azure Active Directory, a separate online service, can provide simplified identity and
3ccess management, security reporting, single sign-on to cloud and on-premises web
opPs-

~ Hinh3.11 Cira s6 ve AD DS
Buwoc 9: Chon Install dé cai dat
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f Add Roles and Festures Wizard

- O X

Confirm installation selections i~ s

Before You Begn
nstaliation Type
Server Selection

Servar Roles

NVRSRYVDCDR

To install the following roles, role services, or features on selected server, click Install

[] Restart the destination server automatically i required

Optional features {such as administration tools) might be displayed on this page because they have
been selected automatically. if you do not want to install these optional features, click Previous to clear

their check boxes.
Features
AD DS Active Directory Domain Services
R e
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-ins and Command-Line Tools

Export configuration settings
Specfy an alternate source path

I

install | | Concel |

Hinh 3.12 Cua s6 cai dat bat dau
Buwéc 10: Cho server ty dong cai dat ADDS

i Add Roles and Features Wizard

Installation progress

View instaliation progress

o Feature installation
==
Instalistion started on NVPSRVDCO2

Active Directory Domain Services
Group Policy Management
Re Server Administration Tools
IR OO
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-ins and Command-Line Tools

Export configuration settings

¢ Previous Next »

You can close this wizard without interrupting running tasks. View task progress or open this
page again by chicking Notifications in the command bar, and then Task Detais.

Cancel

DESTINATION SERVER
NVPSRVDCO2

’ Hinh 3.13 Cua sé Installtion progress
Bwdc 11: Tién hanh cai Domain Controler

o Cach 1: Chon -> Promote This Server to a Domain Controller theo hinh 3.14
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e e DESTINATION SERVER
Installation pri gress NVPSRVDCO2

rﬁ_ Add Roles and Features Wizard ke 0 %

View installabon progress

i o Feature installation
|
¥ equared. Instaliabon succeeded
[}
Active Directory Domain Services

Addtional steps are required to make this machine a domain controller

Promote this server to a domain controlier '
N |

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-ins and Command-Line Tools

You can close thes wizard without interrupting running tasks. View task progress or open this
page again by clicking Notifications in the command bar, and then Task liw!s

i~ o ’H Pt e
xpOort conhguration s .

| Ciose

Hinh 3.14 Cira s6 chon Promote This Server to a Domain Controller
- Cach 2: Chon -> Promote This Server to a Domain Controller fir Server
Manager theo hinh 3.15
LY

WIELCOME TO SERVER MANAGIR

B§ Foe and Sorage Services > CRACK STNET

WHATS W

LEARN MORE

ROLES AND SERVER GROUPS

i ao0s 1 s :;:.:": SSmO" 1 B tocal Server 1
(';1 Manageabry @ Macapestuty @ Managestainy
Everty Events fveras
Servcn Pertormance orees
Pertormance BPA resurs Performance
— — O AA sanidts :
AN - EOwMb |

Hinh 3.15 Cua s6 cai dat tir Server Manager
- Cach 3 Chon start-> run->dcpromo.exe
Bwéc 12:
- O muc Deployment configuration chon add a new forest
- Nhéap tén Domain Controller vao Root domain name
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(55 NHQ WServer 2008 Routing (5} NHQUYEN Server 2019

Server Manager * Dashboard @ | FA Manage Tools View  Help
& Dashboard [P RE00 Directory Domain Services Configuration Wizard — ] ®
i Local Servel
] - E TARGET SERVER
i Alservers | Deployment Configuration BLSEVER
Il AD DS
g File and Stq Deployment Configuration

Select the deployment operation

Domain Controller Options

) Add a domain controller to an existing domain

Additional Options _) Add a new domain to an existing forest

Paths ® Add a new forest
Review Cptions i o i i

Specify the domain information for this operation
Prerequisites Chack

Root domain name: |qtm.edu.vr4

Hide

More about deployment configurations

<Previous | | Newt> | szl | [ Cancel |
Hinh 3.16 Cua s6 Deployment configuation
Budc 13: Chon dong Windows server va dat Password nang cdp Domain
O muc domain controller option nhap password dé khi AD 13i ¢6 thé truy cap
ché do restore DSRM

D5ty s\ el| [ Active Directory Domain Services Configuration Wizard — O X

i L&tal Serve
= - o - TARGET SERVER
B& Allsevers | Domain Controller Options NHQSERVER
il ADDs
BE File and Stq Deployment Configuration
- = Select functional level of the new forest and root domain
Domain Controller Options
- Forest functional level: Windows Server 2016 ~
DNS Options
Additional Cotions Domain functional level: Windows Server 2016 "
Paths 5 .
pecify domain contreller capabilities
Domain Name System (DNS) server
| Global Catalog (GC)
Read only domain controller (RODC) Hide

Type the Directory Services Restore Mode (DSRM) password

Password: LTI

Confirm password:

More about domain controller options

< Previous Next = Install Cancel

| BPA results | | |

Hinh 3.17 Cura s6 ddat Password

Buwéc 14: O myc DNS Option, Additional option chiing ta 4n next va chon install dé
tién hanh nang cap 1én Domain controller
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E= Active Directory Doemain Services Configuration Wizard

DNS Options

O x

TARGET SERVER

MTL-DC

| My, A delegation for this DMS server cannot be created because the authoritative parent zone cannot be found... Show mare o

Deployment Configuration B . i
Specify DNS delegation options

Domain Controller Cptions
Create DNS delegation

DMNS Options
Additional Options
Faths

Review Options

Prereguisites Check

More about DNS delegation

< Previous | | Next > Install

Hinh 3.18 Cua sé
Bwoc 15: Cho validate NetBios domain name

Ra Active Directory Domain Services Configuration Wizard

Additional Options

Venty the NetBIOS name assigned to the doman and change it if necessany

The MetBIOS doman name: VIETTECHGROUP

tional options

More sbout »

1
[}

§<Pm] Mext »

(m *

TARGET SERVER
NVPSRVDCOZ

Hinh 3.19 Cira sé Additional option
Bud6c 16: Dé mic dinh luu trit file
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F
| ¥k Active Directory Domain Services Configuration Wizard - 0 x

I Reviéw Oitions TARGET SERVER
eview Lptions NVPSRVDC02

ent Configuration Review your selections

| Domain Controller Cotions Configure this server as the first Active Directory domain controller in a new forest.

ONS Options The new doman name 15 “viettechgrouplab®, This iz also the name of the new forest
Addrional Options
The NetBIOS name of the domain: VIETTECHGROUP
Faths
_ Forest Functional Level Windows Server 2008 R2
Prerequisites Check Domain Functional Levet Windows Server 2008 R2

Addtional Options:
Global catalog: Yes
DNS Server: Yes

Create ONS Delegation: No

These settings can be exported to a Windows PowerShell script to automate

addtonal installations |
|_Viewscrpt |

More about installation options

[<rwevon ] [The> | ()

~ Hinh 3.20 Cira s0
Buwoc 17: Click vao Install @€ néng cap I1én Domain

i Active Directory Domain Services Configuration Wizard - O >

. TARGET SERVER

Prerequisites Check MTL-DC
| ® Al prerequisite checks passed successfully, Click ‘Install’ to begin installation. Show mare X

Deployment Configuration . i R . N .
Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Optiens | computer

DNS Options Rerun prerequisites check
Additional Cptions

Paths @ View results
!

Windows Server 2016 domain controllers have a default for the security setting named  ~
"Allow cryptagraphy algorithms compatible with Windows NT 4.0° that prevents weaker
Prerequisites < cryptography algerithms when establishing security channel sessions.

Review Cptions

For mare information about this setting, see Knowledge Base article 942564 (http://
go.micrasoft.com/fwlink/7Linkld=104751).

1. Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DMS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resclution from outside the
domain "maitanloc.com®, Othenwise, no acticn is required. .

1, If you click Install, the server automatically reboots at the end of the promotion operation.

Meore about prerequisites

| < Previous | | Mext > | | Install | | Cancel

Hinh 3.21 Cua sé Prerequisites check
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Buwéc 18: Sau khi cai dat xong may s& ty dong restart, khi do luc dang nhép vao
no s€ hién thi la MAITANLOC\administrator thay vi chi administrator

Getting Windows ready
Don't turn off your computer

Hinh 3.22 Cira sé hoan thanh nang c4p Domani

ITFORVN\Administrator

Hinh 3.23 Cira s6 dang nhdp c6 Domain

3.2. Gia nhap may tram vao Domain
Buwoc 1: Dinh dia chi IP cho may Client
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Pau tién cau hinh lai dia chi IP. G phan DNS, nhap dia chi IP cia domain controller
vi du: 172.16.70.223

Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(®) Use the following IP address:

IP address: 172 . 16 . 70 . 225
Subnet mask: 255 .255 .255. 0
Default gateway: 172. 16 .70 . 1

Obtain DNS server address automatically

(@) Use the following DNS server addresses: I
Preferred DNS server: 172. 16 . 70 . 223
Alternate DNS server: |
[ ]validate settings upon exit Advanced. ..

OK Cancel

7 Hinh 3.24 Cura s6 dat IP cho Client
Buwac 2: Ping kiém tra Client va DC c¢6 théng nhau khéng
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Pinging 192.168.1.1089 with 32 bytes of data:

Reply from 192.168. 1 189: byt 2 time{ins TTL=128

Reply from 192.168.1.189: hyt 32 timed{ins TTL=128
192.168. 1.18‘?: bytes=32 time{ins TTL~128
192.168.1.189: bytes=32 timedims TIL=128

Ping statistics for 192.168.1.189:

Approximate round trip times in milli-seconds:
Mininum Bns, Maximun Bns, Average Bns

:\>ping 192.168.1.1

32 bytes of data:
: 2 time=28ns TTL=254

Reply from 192. ododc 32 time=1ns TTL=254
Reply from 192. B.1.1: b 2 time~ins TTL=254
Reply from 192.168.1.1: by 2 time=1ms TTL=254

s for 192.168.1.1:
Sent 4, Received 4, Lost 8 Bz lo
Approximate round trip times in milli-seconds:
Mininum = ins, Maximun = 28ms,. Average = 7ns

B Administrator: C:\Windows\system32\cmd.exe a_gﬁ

Packets: Sent 4, Received 4, Lost B (Bxz loss).,

Hinh 3.25 Cura sé kiém tra théng nhau 2 may
Buwoc 3: Chudt phai vao This PC -> Properties

L3 This PC
Expand

P Netw pa

G Manage
Pin to Start
Map network drive...
Open in new window
Pin to Quick access
Disconnect network drive...
Add a network location
Delete
Rename
b items

Properties

Hinh 3.26 Cura s6 Properties
Buwoc 4: Click Change settings -> Change
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n | < | File Explore O X .
B System - ]

4 E& 5 Control Panel > System and Security » System v &  Search Control Panel »p

System Properties X (2]

Computer Name Hardware  Advanced | System Protection | Remote t your computer

Windows uses the following information to identify your computer
on the network.

i am Windows10

For example: "Kitchen Computer” or "Mary's

Computer”
Full computer name: DESKTOP-2JDJVOI
Workgroup WORKGROUP Xeon E3-12xx v2 (Ivy Bridge, IBRS) 2.50 GHz (2 processors)
GB
;:t:s:;rgz“ tojein a domain or workgroup. cick Network ID... it Operating System, x64-based processor

len or Touch Input is available for this Display

To rename this computer or change its domain or .
workgroup, click Change. roup settings
(TOP-2JDJVOI

(TOP-2JDIVOI

KGROUP

Cancel Apply he Microsoft Software License Terms

See also Product ID: 00330-80000-00000-AA502 Qﬁmvate Windows

61
. Security and Maintenance

Hinh 3.27 Cita s6 System Properties
Buwéc 5: Nhap tén domain vao Domain cua muc Member of va click OK
I =

T &3+ Control Panel » System and Security » System vl earch Control Panel o
I L]
! || Computer Name/Domain Changes X ft your computer
|
You can charnge the name and the membershp of the
! computer. Changes mght affect access 10 network resources l .- %
)
' Wind 10
, b b mm VVINAOWS
Computer name '
[o€sxToP 2100v01
Full computer
|11 ceskrop20m0r Xece E3-120v2 (vy Bridge, 1BRS) 2.50 GHz (2 processors)
ce
| Movw. &0 [t Operateng System, xéd-bated processor
Merter of 0 o¢ Touch lnput is available for this Display
! (®) Doman
cdnct.com | Foup settings
T Woa TOP-2ONOI @ nange setting:
WORNGROUP {TOP- DN
o] coen
oK Carcel Aooky the Microzoft Sottaare License Terms
Product 1D: 00330-80000-00000- AAS02 o:.-".-.nre Windows

5i
Il Secunty and Mantenance

~ Hinh 3.28 Cua s6 gia nhap Domain
Buwoc 6: Nhap mat khau user Administrator quan ly domain controller va click OK
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B syste - |

1+ E » Control Panel » System and Security » System v O Search Control Panel P

| It your computer

Windows Security X

ml \ )/
Computer Name/Domain Changes | .. Wl I']d OWS 10

Enter the name and password of an account with permission to

join the domain.
Xeon E3-12ic w2 (Ivy Bridge, IBRS) 2.50 GHz (2 processors)

‘ GB
it Operating System, x64-based processor

\ Administrator

...........4 i I len or Touch Input is available for this Display
froup settings
TOP-2JDNVOI @ Change settings
Gl EE {TOP-2IDIVOI
0K Cancel IKGROUP
oK Caneel Aoply the Microsoft Software License Terms
Product ID: 00330-80000-00000-AA502 GActn'ate Windows
6i

Security and Maintenance

Hinh 3.29 Cira s6 Xac nhdn Password cho Administrator
Buwdc 7: Thong béao sau khi thuc hién thanh céng

Computer Name/Domain Changes X

o Welcome to the cdoct.com domain.

oK

Hinh 3.30 Cira sé gia nhdp Domain thanh cong
Buwdc 8: Sau khi reboot, may client da nhan domain thanh cng
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B3 system - O X

t B, Control Panel » System and Security > System

Control Panel Home Vi . ¢ . ~
View basic information about your computer

Q Device Manager Windows edition
& Remote settings Windows 10 Pro

@ System protection © 2018 Microsoft Corporation, All -- WI n d OWS 1 O
rights reserved. ..

& Advanced system settings

System
Processor: Intel Xeon E3-12xx v2 (lvy Bridge, IBRS) 2.50 GHz (2 processors)
Installed memory (RAM):  4.00GB
System type: 64-bit Operating System, x64-based processor

Pen and Touch: No Pen or Touch Input is available for this Display
Computer name, domain, and workgroup settings
Computer name: DESKTOP-2IDIVOI G hange setting

Full computer name: DESKTOP-2JDJVOl.dungdb.local

Computer description:

I Domain: cdnct.com I

Windows activation
Windows is not activated. Read the Microsoft Software License Terms

Product ID: 00330-80000-00000-AA502 O ctivate Windows

Security and Maintenance

Hinh 3.30 Cua sé ding nhdp Domain thanh céng

Luu y:

> Khi dang nhap vao may client. Néu ta nhap thong tin mat khau cii thi ta chi
dang nhap vao may tinh do.

> Pé dang nhap vao domain. Ta can c6 thong tin tai khoan do ngudi quén tri
domain controller cung cap. Vi du ding nhap bang user techl @cdnct.com

» Mot luu y nira 1a: chi c6 tai khodn ctia nguoi quan tri domain controller méi
c6 thé thay d6i cau hinh hé théng. Cac user khac thi khong thé. Trir khi duoc
phan quyén quan tri vién.

» Néumudn join mdt server chay Windows Server vao domain, ta thyc hién cac
budc tuong tu nhu trén.

Bai tap thwe hanh cia hoc vién
1. Cai dat va cau hinh Active Directory (AD) trén Windows server 2019.
2. Gia nhap may tram vao Domain controller.
Hwéng din thue hi¢n:
- Bai tap 1 l[am theo muc 3.1 cua gido trinh
- Bai tap 2 lam ting budc theo muc 3.2 cua gido trinh
Nhiing trong tim cén chu y:
- Thiét lap dia chi IP cho dang véi hé théng yéu cau
- Mang trong hé théng phai thong nhau
- Dbi tén may chi cho phu hop trude khi 1én Domain controller
- Dia chi Preferred DNS cua cic may trén hé thong 1a dja chi cia may chu
Domain controller.
- Phai déng nhép ding user Administrator truge khi cai dat Domain controller.
- Tén mién phai ding qui cach va thé hién duogc t6 chirc 1én DC.
- Thiét lap password phu hop hé théng va luu lai dé sau nay con sao luu va phuc
hoi hé thong khi can thiét.
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- Chon cho dung phién ban h¢ diéu hanh dang sir dung.
- Pdi tén may Client trude khi gia nhap DC.
- Tat tuong lira cho may DC va Client trén hé thong.
- Thao tac phai dung cac budc cai dit, cau hinh va gia nhap DC trén Windows
server 2019.
Bai mé rong va niang cao
Bai tap 1: Hiy cai dat va cAu hinh Domain controller + DNS server trén
Windows Server 2019 theo md hinh sau:

Operating System: Windows Server 2019
Name PC: SRV2k19-Domain

IP Address: 172.10.1.10

Subnet Mask: 255.255 2550

Default Gateway: 1721011

Preferred DNS Server. 172.10.1.10
Domain. CANTHOIT.COM

L
=
|

Operating System: Windows 10 Operating System: Windows 10
Name PC: SRV2k19-Client-1 Name PC: SRV2k19-Client-2
IP Address: 172.10.1.15

IP Address: 17210116

Subnet Mask 255 255 2550
Default Gateway: 172.10.1.1
Preferred DNS Server: 172.10.1.10

Subnet Mask: 255 255 255.0
Default Gateway: 172.10.1.1
Preferred DNS Server:172.10.1.10

L &L

Bai tap 2: Hay C4u hinh Additional Domain Controller trén Windows Server
2019 theo mo hinh sau:
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Primary Domain Additional

Controller Domain
ITFORVN.COM Controller
192.168.1.2/24 ITFORVN.COM

192.1i}1.3/24
, 7\
< 192.168.1.0/24 ()

ITFORVN-Client01 ITFORVN-Client02

Yéu ciu danh gia két qua hoc tap
Noi dung
— Vé kién thuc:
+ Trinh bay dugc Chirc nang cua Active Directory trong Windows Server
+ Trinh bay dugc cac budc cai dat va gia nhap vao Domain controller trén
Windows Server 2019
— V& k¥ ning:
+ Thao tac thanh thao viéc cai dit va cau hinh Active Directory trén Windows
Server 2019.
+ Thao tac thanh thao viéc Nang cap Server thanh Domain Controller trén
Windows Server 2019
+ Thuec hién dung Gia nhap may tram vao Domain
+ Thuc hién dang Additional Domain Controller trén hé thong.
— Nang lyc tu chii va trach nhiém: Ti mi, can than, chinh xéc, linh hoat va ngin nap
trong cong Viéc.
Phwong phap
— Vé kién thirc: Panh gia bang hinh thac kiém tra viét, trac nghiém, van dap.
— V& k¥ ning:
+ Dénh gia k§ nang thuc hanh vé cac thao tac cai dat Domain controller theo yéu
cau trén Windows Server 2019.
+ Panh gia k¥ niang thuc hanh vé cac thao tac cai dat Additional Domain
controller theo yéu cau trén Windows Server 2019.
— Nang lyc tu chii va trach nhiém: Ti mi, can than, chinh xéc, linh hoat va ngin nap
trong cong viéc.
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Bai 4: QUAN LY TAI KHOAN NGUOI DUNG VA NHOM
M4 bai: MP 17 - 04

Muc tiéu:
- MO ta dugc tai khoan nguoi dung, tai khoan nhém, cac thude tinh cua nguoi
dung;
- Tao va quan tri dugc tai khoan nguoi dung, tai khoan nhom.
- Thuyc hién cac thao tac an toan v41 may tinh.
Noi dung chinh:
1. Dinh nghia tai khoan nguwoi dung va tai khoian nhom
Muyc tiéu:
- Néu duoc dinh nghia tai khoan ngudi dung, tai khoan nhom.
1.1. Tai khoan nguwoi dung
Tai khoan nguoi dung (user account) 1a mot ddi tuong quan trong dai dién cho
ngudi ding trén mang, ching duogc phan biét véi nhau thong qua chudi nhan dang
username. Chudi nhan dang nay gitp hé thbng mang phan biét giita nguoi nay va
ngudi khac trén mang tir d6 nguoi ding cé thé dang nhap vao mang va truy cap céc
tai nguyén mang ma minh duoc phép.
1.1.1. Tai khodn ngwoi dung cuc bj
Tai khoan nguoi dung cuc bo (local user account) Ia tai khoan nguoi dung dugc
dinh nghia trén may cuc bo va chi duoc phép logon, truy cap cac tai nguyén trén may
tinh cuc bd. Néu mubn truy cap cac tai nguyén trén mang thi nguoi ding nay phai
chung thuc lai véi may domain controller hoac may tinh chua tai nguyén chia sé.
Ban tao tai khoan nguoi dung cuc bd vai cong cu Local Users and Group trong
Computer Management (COMPMGMT.MSC). Cac tai khoan cuc b tao ra trén may
stand-alone server, member server hoic cac may tram déu dugc luu trix trong tap tin
co SO dir ligu SAM (Security ~ Accounts  Manager). Tap tin SAM nay
duoc dat trong thu muc \Windows\system32\config
Local User Accounts

Administrator Administrator

'|' A Guest
User A

User B N User A

Guest

User B

Service Service

Administrator Administrator

Guest Guest

UserC User D

Service Service

Hinh 4.1 Nguwoi dung cuc bo
1.1.2. Tai khodn nguwoi ding mién
Tai khoan nguoi ding mién (domain user account) la tai khoan ngudi dung
duoc dinh nghia trén Active Directory va duogc phép dang nhap (logon) vao mang
trén bat ky may tram nao thuoc vung. Bong thoi véi tai khoan nay ngudi ding cé thé
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truy cap dén céc tai nguyén trén mang. Ban tao tai khoan ngudi dung mién vai cong
cu Active Directory Users and Computer (DSA.MSC). Khac véi tai khoan nguoi
ding cuc bo, tai khoan ngudi dung mién khéng chia trong cac tap tin co sé dit liéu
SAM ma chtra trong tap tin NTDS.DIT, theo mac dinh thi tap tin nay chaa trong thu
muc \Windows\NTDS.

Domain User Accounts

Administrator
Guest

Help-Assistant

| ! User A
User B

UserC

User D

SQL Server

User C

Hinh 4.2 Nguroi ding mién

1.1.3. Yéu cdu vé tai khodn nguwoi ding
- M®bi username phai tir 1 dén 20 ky tu (trén Windows Server thi tén ding
nhap c6 thé dai dén 104 ky ty, tuy nhién khi dang nhap tir cac may cai hé diéu
hanh Windows NT 4.0 vé trugc thi mac dinh chi hiéu 20 ky tu).
- MJdi username la chudi duy nhat caa mdi nguoi dung c6 nghia Ia tat ca tén
cua nguoi dung va nhom khéng dugc trung nhau.
- Username khong chtra cac ky tu sau: “/\[]:;|= +*?<>
- Trong mét username c6 thé chta cac ky tu dic biét bao gdm: dau cham cau,
khoang tring, diu gach ngang, diu gach dudi. Tuy nhién, nén tranh cac khoang
tring vi nhitng t&n nhu thé phai dat trong dau ngoic khi dung cac kich ban hay
dong Iénh.
1.2. Tai Khoan nhom
Tai khoan nhém (group account) 1a mét déi tuong dai dién cho mot nhém
ngudi nao do, dung cho viéc quan ly chung cac dbi tuong ngudi ding. Viéc phan
bé cac nguoi ding vao nhdm gitp ching ta dé dang cap quyén trén cac tai nguyén
mang nhu thu muc chia s¢, may in. Cha y 1a tai khoan ngudi ding co thé dang
nhap vao mang nhung tai khoan nhém khong duogc phép dang nhap ma chi dung
dé quan ly. Tai khoan nhém dugc chia lam hai loai: nhom bao mat (security
group) va nhém phan phéi (distribution group)
1.2.1. Nhom bdo mdt
Nhom bao mat 1a loai nhom dugc ding dé cap phéat cac quyén hé théng
(rights) va quyén truy cap (permission). Gidng nhu céc tai khoan nguoi dung, cac
nhédm bao mat déu duoc chi dinh cac SID. C6 ba loai nhém bao mat chinh 1a: local,
global va universal. Tuy nhién néu chiing ta khao sét ky thi c6 thé phan thanh bén
loai nhu sau: local, domain local, global va universal.
Local group (nhdm cuc bo) la loai nhdm co trén cac may stand-alone Server,
member server. Cac nhom cuc bo nay chi cé y nghia va pham vi hoat dong ngay tai
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trén may chira né thoi.

Domain local group (nhdm cuc bd mién) 1a loai nhém cuc bo dic biét vi chiing
1a local group nhung nam trén may Domain Controller. Cac may Domain Controller
c6 mot co so dix liéu Active Directory chung va dugc sao chép dong bo vai nhau do
dé mot local group trén mét Domain Controller nay thi cing s& c6 mat trén cac
Domain Controller anh em cua n6, nhu vay local group ndy c6 mat trén mién nén
duoc goi Vi cai t8n nhém cuc bo mién. Cac nhém trong muc Built-in cua Active
Directory la c&c domain local.

Global group (nhdm toan cuc hay nhdm toan mang) la loai nhom ném trong
Active Directory va dugc tao trén cac Domain Controller. Ching ding dé cap phat
nhitng quyén hé théng va quyén truy cap vuot qua nhirng ranh gidi caa mot mién.
Mot nhém global c6 thé dat vao trong mot nhom local cua cac server thanh vién
trong mién. Chi y khi tao nhiéu nhém global thi c6 thé 1am tang tai trong cong viéc
cua Global Catalog.

Universal group (nhém pho quat) la loai nhdm co6 chirc nang glong nhu global
group nhung né ding dé cap quyen cho cac d6i tugng trén khap cac mién trong mot
ring va giira cac mién cd thiét 1ap quan hé tin cay vai nhau. Loai nhém nay tién loi
hon hai nhém global group va local group vi ching dé dang long cac nhém vao
nhau.

1.2.2. Nhém phan phéi
Nhom phan phéi 1a mét loai nhém phi bao mat, khéng c6 SID va khdng xuat hién
trong cac ACL (Access Control List). Loai nhém nay khéng dwoc dung bai cac nha
quan tri ma duoc dung bai cac phan mém va dich vu. Chiing duoc dung dé phan phdi
thu (e-mail) hoic céc tin nhan (message). Ban s& gap lai loai nhdm nay khi lam viéc
véi phan mém MS Exchange.
1.2.3. Qui tic gia nhdp nhém
- Téat ca cac nhém Domain local, Global, Universal déu c6 thé dit vao trong nhom
Machine Local.
- Tat ca cac nhdm Domain local, Global, Universal déu c6 thé dat vao
trong chinh loai nhdm cua minh.
- Nhom Global va Universal c6 thé dat vao trong nhém Domain local.
2. C4c tai khoan tao sin
Muc tiéu:
- Trinh bay dugc cac tai khoan tao san.
2.1. Tai khoan ngwéi ding tao sin

Tai khoan ngudi ding tao san (Built-in) la nhitng tai khoan ngudi ding ma
khi ta cai dat Windows Server thi mic dinh duoc tao ra. Tai khoan nay 1a hé théng
nén ching ta khdng c6 quyén xo6a di nhung van c6 quyén doi tén (chi y thao tac doi
tén trén nhing tai khoan hé thdng phicc tap mot chit so véi viec ddi tén mot tai
khoan binh thudng do nha quan tri tao ra). Tat ca céc tai khoan nguoi ding tao sin
nay déu nang trong Container Users cta cong cu Active Directory User and
Computer. Sau day la bang mé ta cac tai khoan ngudi dung duoc tao san:

Tén tai khoan MO ta
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Administrator

Administrator 1a mét tai khoan dac biét, c6 toan quyeén trén
may tinh hién tai. Ban c6 thé @it mat khau cho tai khoan nay
trong ldc cai dat Windows Server. Tai khoan nay c6 thé thi
hanh tit ca cac tac vu nhu tao tai khoan nguoi dung, nhom,
quan ly cac tap tin hé thong va cau hinh may in...

Guest

Tai khoan Guest cho phép nguoi dung truy cap vao cac may
tinh néu ho khéng c6 maot tai khoan va mat mé riéng. Mic dinh
1a tai khoan nay khong duogc st dung, néu duoc sir dung thi
théng thuong né bi gigi han vé quyén, vi du nhu la chi dugc
truy cap Internet hoac in an.

ILS_Anonymous
_User

La tai khoan dic biét dugc ding cho dich vu ILS. ILS ho tro
cho céc wng dung dién thoai c6 cac dac tinh nhu: caller 1D,
video conferencing, conference calling, va faxing. Mudn st
dung ILS thi dich vu IS phai duoc cai dat.

IUSR_computer-
name

La tai khoan dac biét dugc ding trong cac truy cap giau tén
trong dich vu IS trén may tinh c6 cai 11S.

IWAM_computer

La tai khoan dic biét dugc dung cho 11S khoi dong céc tién

- name trinh cua cac trng dung trén may cé cai 11S.
Lartai khoan dac biét dugc dung cho dich vu trung tdm phan
Krbtgt phoi khoa (Key Distribution Center)

TSInternetUser

La tai khoan dac biét dugc dung cho Terminal Services.

2.2. Tai khoan nhém Domain Local tae sin

Nhung chling ta da thay trong céng cu Active Directory User and Computers,
container Users chira nhom universal, nhém domain local va nhom global la do hé
théng da mac dinh quy dinh truéc. Nhung mot s nhém domain local dac biét dugc
dat trong container Built-in, cac nhom nay khéng dugc di chuyén sang cac OU
khac, dong thoi né ciing duoc gan mét sb quyén cb dinh truéec nham phuc vu cho
cdng tac quan tri. Ban ciing chd y rang l1a khéng cé quyén xd6a cac nhém dac biét nay.

Tén nhém

Mo ta

Administrators

Nhom nay mac dinh duoc 4n dinh sin tat ca cac quyén han cho
nén thanh vién cia nhém nay cé toan quyeén trén hé théng mang.
Nhém Domain Admins va Enterprise Admins la thanh vién
mac dinh cia nhém Administrators.

Account
Operators

Thanh vién caa nhém nay co thé thém, xda, stra dugc cac tai
khoan nguoi dung, tai khoan may va tai khoan nhom. Tuy nhién
ho khdng c6 quyéen x0a, stra cac nhom trong container Built-in
va OU.
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Domain
Controllers

Nhom nay chi c6 trén cac Domain Controller va mac dinh
khdng cé thanh vién nao, thanh vién caa nhém co thé diang nhap
cuc bo vao cac Domain Controller nhung khdng c6 quyén quan
tri cac chinh sach bao mat.

Backup
Operators

Thanh vién caa nhém nay c6 quyén luu trit du phong (Backup)
va phuc hdi (Retore) hé thdng tap tin. Trong truong hop hé
théng tap tin 1a NTFS va ho khéng duoc géan quyen trén hé thong
tap tin thi thanh vién ciia nhom nay chi co the truy cap hé thong
tap tin thong qua cong cu Backup. Néu muén truy cap truc tiép
thi ho phai dugc gan quyén.

Guests

La nhém bi han ché quyén truy cap céac tai nguyén trén mang.
Céc thanh vién nhom nay la nguoi dung vang lai khong phai la
thanh vién caa mang. Mac dinh cac tai khoan Guest bi khéa

Print Operator

Thanh vién cua nhdm nay c6 quyeén tao ra, quan ly va xda bo cac
doi tugng may in dung chung trong Active Directory.

Thanh vién caa nhém nay co thé quan tri cac may server trong

Oiggfc:rs mién nhu: cai dat, quan ly may in, tao va quan Iy thu muc ding
chung, backup dir liéu, dinh dang dia, thay doi gio...
Mic dinh moi ngudi ding duoc tao déu thudéc nhém nay, nhém
Users nay c6 quyén tbi thieu cua mot nguoi ding nén viéc truy cap rat
han ché.
_ Nhom nay duoc dung dé hd tro viéc sao chép danh ba trong
Replicator Directory Services, nhdm nay khdéng c6 thanh vién mac dinh.

Incoming Forest
Trust Builders

Thanh vién nhém nay c6 thé tao ra cac quan hé tin cay hudng
den, mat chieu vao cac rieng. Nhom nay khéng co thanh vién mac
dinh.

Desktop User

Ne_twork_ Thanh vién nhom nay c6 quyén sira doi cac théng so TCP/IP
Configuration N . X
trén cac mady Domain Controller trong mién.
Operators
Thanh vién nhom nay co thé dang nhap tir xa vao cdc Domain
Remote

Controller trong mién, nhém nay khong c6 thanh vién mac
dinh.

Performace Log
Users

Thanh vién nhom nay c6 quyén truy cap tir xa dé ghi nhan lai
nhitng gia tri vé hi¢u nang cua cac may Domain Controller,
nhém nay ciing khéng co thanh vién mac dinh.

Performace
Monitor Users

Thanh vién nhdm nay c6 kha nang giam sat tir xa cac may
Domain Controller.

Ngoai ra con mot sé nhém khac nhu DHCP Users, DHCP Administrators,

DNS Administ[ators... cac nhém nay phuc vu cha yéu cho cac dich vy, ching ta sé
tim hiéu cu thé trong ting dich vu ¢ gido trinh “Dich Vu Mang”. Cha y theo mac
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dinh hai nhom Domain Computers va Domain Controllers dugc danh riéng cho tai
khoan may tinh, nhung ban van c6 thé dua tai khoan ngudi dung vao hai nhom nay.
2.3. Tai khoan nhém Global tao siin

Tén nhém Mo ta

Thanh vién ctia nhém nay cd thé toan quyen guan tri cac may tinh trong
Domain | mién vi mic dinh khi gia nhap vao mién cac member server va cac
Admins | may tram (Win2K Pro, WinXP) da dua nhdm Domain Admins la
thanh vién cia nhom cuc b Administrators trén cac may nay.

Theo mic dinh moi tai khoan nguoi dung trén mién déu la thanh vién

DSma'” ctia nhém nay. Mic dinh nhém nay 1a thanh vién cua nhém cuc bo Users
S€rS | trén cac may server thanh vién va may tram.

Group 5 . L s Y SR . . A

i Thanh vién nhodm nay c6 quyén stra doi chinh sach nhom caa mién,
Policy et a , . X Ix ara A, .
Creator theo mac dinh tai khoan administrator mién la thanh vién caa nhém

nay.

Owners y

Pay 1a mot nhom universal, thanh vién cia nhom nay c6 toan quyeén
Enterprise | {rén tat ca cac mién trong rimg dang xét. Nhém nay chi xuat hi¢n trong
Admins | mien goc cua ring thoi. Mac dinh nhom nay la thanh vién ciia nhom
administrators trén cac Domain Controller trong ring.

Nhom universal nay ciing chi xuat hién trong mién géc cua ring, thanh
Schema vién caa nhdm nay cé thé chinh stra cau tric t6 chic (schema) cua
Admins | Active Directory.

2.4. C4c nhom tao sin dic biét
Ngoai cac nhém tao san da trinh bay & trén, hé thdng Windows Server con
c6 mot s6 nhom tao sin dat biét, ching khéng xuat hién trén cira s6 cua cdng cu
Active Directory User and Computer, ma chung chi xuat hién trén cac ACL cua
cac tai nguyén va ddi tuong. Y nghia cua nhom dic biét nay Ia:
- Interactive: dai dién cho nhitng nguoi dung dang sir dung may tai chd.

- Network: dai dién cho tat ca nhitng ngudi ding dang ndi két mang dén mot
may tinh khac.

- Everyone: dai dién cho tit ca moi ngudi ding.

- System: dai dién cho hé diéu hanh.

- Creator owner: dai dién cho nhiing nguoi tao ra, nhirng nguoi s¢ hita mét tai
nguyén nao d6 nhu: thu muc, tap tin, tic vu in an (print job)...

- Authenticated users: dai dién cho nhitng ngudi ding da duoc hé théng xac
thuc, nhém nay duoc dung nhu mot giai phap thay thé an toan hon cho nhém
everyone.

- Anonymous logon: dai dién cho mot ngudi dung da diang nhap vao hé théng
mat cach nic danh, chang han mot ngudi st dung dich vu FTP.

- Service: dai dién cho mot tai khoan ma da dang nhap vai tu cach nhu mot dich
vu.

- Dialup: dai dién cho nhitng ngudi dang truy cap hé thdng théng qua Dial-up
Networking.
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3. Quan ly tai khoan ngwoi dung va nhéom cuc bo
Muc tiéu:

- Sur dung dugc cac cong cu tao va quan tri tai khoan ngudi dung va nhém cuc
bo.
3.1. Nhom cuc bo

Maic dinh khi user dugc tao ra thi né 1a thanh vién cta 1 group. Group la ddi tuong
trong hé théng (system object), dung dé chira thong tin quan Iy user account hodc group
account khac

Chtrc ning cua Group phuc vu cho cong tac quan 1y, phan quyén cho mot nhém
cac user cung muc dich quan 1y. (thay vi phan quyén chi tiét timg user thi ta dung group
cho nhanh)

DAy |4 cdc Group mic dinh c6 san trén windows, dua vao cac chic ning ma ta
co cac group khac nhau, ¢6 2 nhém mac dinh:

. Nhom 1: ¢6 chirc nang quan Iy hé thong, vd: group Administrators
(tao user, chinh gio, tit may v.v)
. Nhom 2: nhom dugc phép truy cap, str dung tai nguyén, vd: group
Users.
Tao group riéng:

Buéc 1: Mé ctra s6 tao user

Cach 1: Start > Run: lusrmgr.msc

% usrmyr - [Local Users and Groups (Local]] - O X

Fle Action View Help

L

& Local Users and Groups (Local) || ame Actions |
J Users [ Users Local Users and Gr.., &
- o = Groups More Actions ~ »

Hinh 4.3 Cua sé lusrmgr.msc
Cach 2: Vao Server manager

s Server Manager - v ) *
A+ Computer Management Component Services
: : : ___ Computer Management |
File Action View HEIP Defragment and Optimize Drives
le 2@ = B St e
i B Event Viewer
iz A Computer Management (Local|| Name i5CS! Initiator
v [} System Tools B Users Soxal Sexaey Pokcy
- Microsoft Azure Senices
L) Task Scheduler
O X _ Groups ODEC Data Sources (32-bit)
E Event Viewer ODEBC Data Sources (64-bat)
@) Shared Folders Performance Monitor
v & Local Users and Groups Print Management
“ Users Recovery Drive
wstry Editor
. Groups oy
- Resource Monitor
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Hinh 4.4
Buwéc 2: Tao Group

Cira S6 manager

Chon Group khung bén trai, sau dé Right click -> “Group” dé tién hanh tao

Group mai

& Jusrmagr - [Local Users and Groups (Local)\Groups] - O x
File Action View Help
Lol AR 1 [HENEY
& Local Users and Groups (Local) || Mame Description ~ || Actions
—' ::Lsps &E:Access Control Assist...  Members of this group can remot... Groups -

égﬁdministrators
%jBackup Operators
ég:Certiﬁcate Service DC...
éE:Cryptographic Operat...
&E:Device Owners

&l Distributed COM Users
&E:E\rent Log Readers
EE:Guests

&E:Hyper—‘u’ Administrators
s _usks

ék:Ne‘mrDrk Configuratio...
%jperformance Log Users
égjperformance Menitor ...
égjpower Users

F_E:Print Operators
&E:RDS Endpoint Servers
&E:RDS Management Ser...
&E:RDS Rernote Access 5.
&E:Remote Desktop Users
&E:Remote Management...

ék:Replicator

Administrators have complete an...

Backup Operators can override se..
Mermbers of this group are allowe...
Members are authorized to perfor...
Members of this group can chang...
Members are allowed to launch, a...
Members of this group can read e..
Guests have the same access as M.
Members of this group have com...
Built-in group used by Internet Inf...
Mermbers in this group can have s...
Members of this group may sche...

Mermbers of this group can acces...

Power Users are included for back...
Members can administer printers ...
Servers in this group run virtual m...
Servers in this group can peform ...
Servers in this group enable users ...
Members in this group are grante...
Members of this group can acces...

Supports file replication in a dom...

More Actions »

MNew Group...

Refresh

Export List...

View >
Arrange lcons ¥

Line up lcons

Help

Creates a new local group.

Hinh 4.4 Cita s6 New Group

Buwac 3: Nhap théng tin cho Group

Mew Group 7 >
Group name: |CNT|— |
Description: | KHOACNTT |
Members:
Add... Remove
Help Create Close

Hinh 4.6. Cira 6 tao Group
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3.2. Cac thao tac co ban trén tai khoan ngwoi dung cuc bo
3.2.1. Tao tai khodn mgi
Buwéc 1: Mo cira s6 tao user

Cach 1: Start > Run: lusrmgr.msc

.%J|I.|s|'m:_||'-[Lc-:al'.|-:-E|'san:|G|'nl.||:s'Lc-:a|=] - 0o X
File Action View Help
G Al

g‘J Local Users and Groups (Local) || Name Actions
T| ESEFS T Users Local Users and Gr.. &
|| Groups =
|| Groups More Actions

Hinh 4.7 Cua sé lusrmgr.msc
Céach 2: Vao Server manager

s Server Manager - (») X

A+ Computer Management Component Senvices l
- : - Computer Management |
File Action View Help Delaracat mnd Outicsie Deived
‘oo | 2@ | H St
] Event Viewer
iz A Computer Management (Local|| Name iSCS! Initiator
v |} System Tools =y Local Security Policy
) @ Task Scheduler - Users Microsoft Azure Services
’ 5 e | GTOUpS ODBC Data Sources {(32-bit)
' @ Event Viewer QDBC Data Sources (64-bat)
» 2| Shared Folders Performance Manitor
v & Local Users and Groups Print Management
al Users Recovery Drive
try Edit
1 Groups o o b
— Resource Monitor

Hinh 4.8 Cira s6 manager
Bwéc 2: Tao User o
Chon User, sau do Right click -> “New User” @é tién hanh tao User méi
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=
File Action View Help
e 5@ 6= i@

A anputerl"ﬂanagement (Local Mew User ? X
w '[rul- System Tools

{E—} Task Scheduler

!
_ i Username: || |
@ Event Viewer ;
jz| Shared Folders : Full name: | | 1
W _-P'_. Local Users and Groups
| Users ; Description: | |
| Groups
l@l Performance
:.l.: Device Manager Password: | |
v 53 Storage Corfirm passwond: | |
@ Windows Server Backug
= Disk Management |Iser must change password at next logan
[y Services and Applications Lser cannot change password

Password never expires

[ ] Account is disabled

Help Create Close

Hinh 4.9 Cira s6 New user
Buwdc 3: Nhap théng tin cho User

« Username: tén dinh danh cho tai khoan User, khdng phan biét chir hoa chir
thuong.

« Password: théng tin mat khau sir dung dé dang nhap tai khoan User.
Password cta cac tai khoan s& duoc luu trong file SAM véi duong dan:
“C:\windows\system32\config”.

« User must change password at next log on: nguoi ding phai déi password
& lan dang nhap ké tiép. Khi user doi pass rdi thi “mat dau check” ¢ thuoc tinh
nay. Dung dé cho user ty dat mat khau khi méi tao account. Néu trong qua
trinh str dung, ta thay tai khoan nay dang bi do password thi ta s& yéu cau doi
pass (hoic user ty bam Ctrl + Alt + Del dé ddi pass).

« User cannot change password: ngudi ding khéng thé d6i password. Dung
tinh ning nay khi c¢6 cac tai khoan dung chung cho nhiéu ngudi.

« Password nerver expired: mat khau khdng bao gid hét han, néu khdng check
thi mic dinh mat khau user chi c6 gia tri trong 42 ngay. Sau 42 ngay bat budc
ngudi ding phai doi password méi. Dung cho céc tai khoan tao ra nham muc
dich khai bao cho cac tac vu trén hé théng (Vd: backup phai khai bao tai khoan
c6 quyén backup, ma chwong trinh backup thi chay lién tuc, khi dén 42 ngay
thi né dung tai khoan nay => backup khéng thé thyc hién)

« Account is disabled: tai khoan khong thé dang nhap hay truy xuit cac tai
nguyén trén hé théng. Dung khi c6 cac tai khoan khéng st dung nita, ta khong
nén x6a ma c disable.
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;Eil Computer Management
File Action View Help
s | 2@ 0= H
;EJ Computer Management (Local | | . .., ?
v 'ﬁ% Systern Tools g
> @ Task Scheduler e |CN'I_|"I
» 4] Event Viewer : '
> @l Shared Folders : Full name: |NGUYEN HOARNG VU
v & Local Users and Groups
) Users . Description: |
[ ] Groups
Perf
> 6-:? £ .ﬂrmance S PO
wa Device Manager :
W E Storage Confirm password: ||-|||-|||
) @ Windows Server Backug
e Disk Management IUser must change password at next logon
= . _—
> T Services and Applications UUser cannct change password
Password never expires
[] Account iz dizabled
Help Create | | Close
Hinh 4.10. Cua so tao user
Bwéc 4: Xac nhan User vira tao
;EJ Computer Management -
File Action View Help
e AF XE = HE
& Computer Management (Local | Name Full Name Description Actions
v 'ﬁ’é Systemn Tools &iADMIN Users
’ Eask:;lf'leduler &ihdministrator Built-in account for admir More Actions
= NGUYEN HOANG VU
arel olders
:' i Local Users and Groups 4 DefaultAcco... A user account managed | CNTTT
= Usen &Guest Built-in account for guest More Actions
1 Groups EJWDAGUtiIity... A user account managed :
> @ Performance
ﬁ Device Manager
v g Storage
> @ Windows Server Backug
= Disk Management
> ?@i Services and Applications

Hinh 4.11 Cu#a sé qudn ly user
3.2.2. Xéa tai khodn
Bwoc 1: Mo ctra s6 quan ly User

80



A Computer Management

File Action View Help
o= | HFE = HEE

e (;nmputerManagement (Lecal | Name Full Mame Description
v I S}fstTE"ﬂkT;DP:Sd | B ADMIN
g Eas’ t;_ eduler gﬁ-Administratnr Built-in account for admir
2 WENL Viewer B CNTTY MGUYEM HOAMG VU
gz Shared Folders EjDef A A t dl
w il Local Users and Groups At DeraliAced.. | oo meness

5 S Usere B, Guest Built-in account for guest
- Groups B WDAGLKility... A user account managed :

@i} Performance
:.j.: Device Manager
v 25 Storage
1@ Windows Server Backup
i Disk Management
f:}} Services and Applications

‘ Hinh 4.12 Cua s6 quan ly User ‘
Buwdéc 2: Chon User can x6a, nhan phim Delete hoac Right click 1én User can xoa,

Chon Yes dé x6a

B Computer Management

File Action View Help

e 1R XE = H
;'é‘ Computer Management (Local) | pame Full Marme Description f

w '[[’I_!; Systern Tools &:ADMIN
@ Task Scheduler &I,ﬂtdministratnr Built-in account for adrmir

Event Vi
&l Event Viewer CNTT NGUYEN HOANG VU
| Shared Folders .

v & Local Users and Groups | gcal Users and Groups

~ Users

1 Groups R .
() Each user account has a unique identifier in addition to their
'“i"' Perf.nrmance | user name. Deleting a user account deletes this identifier and
i Device Manager it cannot be restored, even if you create a new account with

an identical user name. This can prevent the user from

v 22 Storage ! 15e
accessing resources they currently have permission to access.

@ Windows Server Backup
o Disk Management Are you sure you want to delete the user CNTT17?

o Services and Applications

Yes Mo

Hinh 4.13 Cura sé x6a User
Chu y: khi chon Delete thi hé théng xuat hién hop thoai hoi ban mubn xda
that su khong vi tranh truong hop ban x6a nham. Bai vi khi dd xda thi tai khoan
ngudi dung nay khéng thé phuc hdi duoc.
3.2.3 Khba tai khoan
Khi mot tai khoan khéng st dung trong thoi gian dai ban nén khoa lai vi ly do
bao mat va an toan hé théng. Néu ban x06a tai khoan nay di thi khdng thé phuc hoi lai
duoc do d6 ta chi tam khéa. Trong céng cu Local Users and Groups, nhap d6i chuot
vao nguoi dung can khoa, hop thoai Properties cua tai khoan xuét hién.
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Trong Tab General, danh dau vao muc Account is disabled.

CMTT1 Properties ? X
Remote contral Remate Desktop Services Profile Dialdn
1 General Member Of Prafile Environment Sessions
1
& CNTT1
i Full name: MGUYEN HOANG VU
Description:

[] User must change password at next logon
[ User cannot change password

i ] Password never expires

Accourt is disabled

Accourt is locked out

Cancel Apply Help
Hinh 4.14 Cira sé khéa User

3.2.4 Poi tén tai khoan
Ban c6 thé d6i tén bat ky mot tai khoan nguoi dung nao, dong thoi ban ciing
c6 thé diéu chinh cac thong tin cua tai khoan nguoi dung théng qua chac ning
nay. Chiic nang nay ¢6 wu diém la khi ban thay doi tén nguoi ding nhung SID cua
tai khoan van khong thay d6i. Mudn thay doi tén tai khoan nguoi dung ban mé cong
cu Local Users and Groups, chon tai khoan nguoi dung can thay doi tén, nhap
phai chuot va chon Rename.
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A Computer Management

File Action View Help

&= mEXE = HE

2 ';':'mF'UtEfME”EQE'"”E”t (Locall| Name Full Mame Description
v it S}rst;ka:DP:sd | &'.ADMIN

@ 3 c. eauler | Administrator Built-in account for admir

Event ¥
g VENE VIEWET NGUYEN HOANG VU
| Shared Folders LDE‘F A A : 4t
« 3 Local Users and Groups aulthcco., user account manage
" e Users LGuest Built-in account for guest

= A user account managed :

5 Groups o, WDAGUtility...

.5‘5} Performance
iy Device Manager
v 2= Storage
{@5 Windows Server Backug
e Disk Management
T Services and Applications

Hinh 4.15 Cura sé khoa User

3.2.5 Thay déi mat khau
Mudn d6i mat ma cua nguoi dung ban m¢o cdng cu Local Users and Groups,

chon tai khoan nguoi ding can thay doi mat ma, nhap phai chuot va chon Reset
password, sau d6 chon Proceed, nhap Password mai.

Set Password for CMTT1

MNew password: |"“"- |

Corfirm password:

iy if you click OK, the following will occur:
This user account will immediately lose access to all of its encrypted
files, stored passwords, and personal securty cerificates.

If you click Cancel, the password will not be changed and no data loss will

oCeur.
Cancel

Hinh 4.16 Cura s6 Set pasword cho User

4. Quan ly tai khoan ngwoi dung va nhom trén active directory

Muc tiéu:

- Str dung dugc c&c cong cu tao va quan tri tai khoan nguoi dung va nhom cuc bo.
4.1. Tao méi tai Khoan nguwoi dung

Bwéc 1: Mé cira s6 tao user
Cach 1: Start > Administrative Tools-> Active Directory User and Computers
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Active Directory Administrat... NEW DNS NEw

Active Directory Domains a... NEW E‘ Event Viewer

Active Directory Module for._. NEW ! Group Policy Management NEW

L)

Active Directory Sites and 5. NEW ISCSI Initiator

-
-
-
A
Py
s

Active Directory Users and... NEW EE Local Security Policy

Bf A0siEdit new &% ODBC Data Sources (32-bit

Hinh 4.17 Cia s6 Administrative Tools
Cach 2: Vao Server manager

Actve Dwectory Admunaratve Camt

s i A&ctve Dwertory Domers o Yoty

O SERVER MAMNAGER

At Dwvectory Module 'or Waodows Powerihel

Actve Dvectory SAet and Servcet

Atve Dvertory Usens o C rynten
' AD% e

Neassae anl e w e
Computer Varayevent

Uehragmert ond Dptmoe Oy

P
i »

Hinh 4.18 Cita s6 Manager
Bwéc 2: Tao User 7
Chon noi chtra User, sau dé Right click -> “New User” dé tien hanh tao User
mai
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File Action View Help
|
e 2m0Dc= BHm 3eurYEs
3 Active Directory Users and Com|| Name Type Description
b ] Saved Queries 2 NhanVien Security Group...
4 F3 adminvietnam.org 2 Quanli Security Group...
b - Builtin
p . Computers
b & Domain Controllers i
b | ForeignSecurityPrincipals Delegate Control...
2] GiamDoc Move..,
2 KeToan Find...
p . Managed Service Accour T
= | New v | Computer
All Tasks » | Contact
Refresh Group
|
Export List... InetOrgPerson
View 5 msimaging-PSPs
| MSMQ Queue Alias
Arrange Icons S 3
Organizational Unit
Line up lcons I
| Printer
Properties [ User ]
Help ' Shared Folder
(<[ [0 ] >
Create a new object...

Hinh 4.19 Cira s6 New user
Buwoc 3: Nhap thong tin cho User
E Active Directory Users and Computers

File Action View Helg
«= #F alE

] Active Directory Users a

b [ ] Saved Queries & Createin: CDNCT.COM/CANTHO/CNTT
4 33 CONCT.COM
B[] Builtin
b [7] Computers First name: INGUYEN | Iniials:
i 2] Domain Controll
b | ForeignSecurityP Last name: |HDANE ViU
b [ Managed Servicef o |NEUYEN HOANG VU
[ Users
4 [2] CANTHO IUser logon name:
&l CNTT

[N | [econcT.com

User logon name (pre-Windows 2000):
|EDNET'\ | | NHVU

Hinh 4.20. Cua sé tao user
Buwdc 4: Xac nhan mat khau cho User vira tao
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E Active Directory Users and Computers

File Action View Helg
s 2F B8lE

] Active Directory Users a

b [ Saved Queries & Createin: CDNCT COM/CANTHO/CNTT
4 i CONCT.COM

B[] Builtin

b Computers Password: ||||-|||

b 2] Demain Contrell

t- | ForeignSecurityP Confimm password: senenes

b ] Managed Service

E Users [w] User must change password at next logon
4 3 CANTHO [ ] User cannet change password
E] CWTT

[ | Password never expires
[ ] Account is disabled

Hinh 4.21 Cura sé nhdp mdt khdu
Buwérc 5: Click vao Finish dé hoan thanh tao User mién
E Active Directory Users and Computers =1

File Action View Help

YA E R EIEREEE N Mo B 5k 2k

] Active Directory Users and Com|| Mame Type Description
B [ Saved Queries 5, CNTT Security Group...
4 G CONCT.COM

B ] Builtin

b [ Computers

i 2] Demain Controllers

b [ ForeignSecurityPrincipal:
b 7] Managed Service Accour

[ Users When you click Finish, the following object will be created:
4 [2] CANTHO

[Z] CNTT Ful name: NGLYEN HOANG VLU

& Cregtein: CDONCT.COMACANTHO/CNTT

User logon name: NHYU@CDNCT.COM

The user cannot change the password.
The password never expires.

| <] m [7]

Hinh 4.22 Cira s6 hoan thanh tgo user mién
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4.2. Cé&c thugc tinh cia tai khoan nguwoi dung
4.2.1 Cac théng tin mé rong cria ngwoi dung

Tab General chira cac thong tin chung cia nguoi dung trén mang ma ban da
nhap trong ldc tao ngudi ding mai. Bong thoi ban c6 thé nhap thém maot sé thdng tin
nhu: s dién thoai, dia chi mail va trang dia chi trang Web ca nhan..

Tab Address cho phép ban c6 thé khai bao chi tiét cac thong t1n lién quan dén
dia chi cua tai khodn ngudi dung nhu: dia chi duong, thanh pho ma viing, qudc gia. .

Tab Telephones cho phép ban khai bao chi tiét cac sé dién thoai cua tai kh0an
nguoi dung

Tab Organization cho phép ban khai bao cac thong tin ngudi dung vé: chuc
nang cua cong ty, tén phong ban truc thudc, tén cong ty ...
4.2.2 Tab Account

Tab Account cho phép ban khai béo lai username, quy dinh gio logon vao mang
cho nguol dung, quy dinh may tram ma ngudi ding c6 thé st dung dé vao mang, quy
dinh cac chinh sach tai khoan cho ngudi dung, quy dinh thoi diém hét han cua tai
khoan...

NGUYEN HOANG VU Properties ? 25

Member Of I DiglHn | Environment | Sessions
Remate control | Remote Desktop Services Profile | COM+
General | Address | Accourt | Profile | Telephones I Organization

|User logon name:
[NHVU | [@coneT com v|

User logon name {pre-Windows 2000):
[CONCT, | [NHVU |

| Logon Hours... || Log On To... |

[ ] Unlock accourt

Account options:

[ User must change password at next logon -~
lUser cannot change password
Fassword never expires

[] Store password using reversible encryption -
Account expires
® Never
() End of: Wednesday, October 20, 2021 El |
| ok || Cancel || Apoh Help

Hinh 4.23 Cia sé Tab Account
Piéu khién gio logon vao mang (Logon Hours): ban nhap chut vao nat Logon
Hours, hop thoai Logon Hours xuat hién. Mic dinh tat ca moi ngudi dung déu duoc
phép truy cap vao mang 24 gid mdi ngay, trong tat ca 7 ngay cua tuan. Khi mot nguoi
dung logon vao mang thi hé thong sé& kiém tra xem thoi diém nay c6 nam trong khoang
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thoi gian cho phép truy cap khdng, néu khdng pht hop thi hé thdng s& khdng cho vao
mang va thong béo 16i Unable to log you on because of an account restriction. Ban c6
thé thay doi quy dinh gio logon bing céch chon ving thoi gian can thay doi va nhap
chudt vao nit lya chon Logon Permitted, néu nguoc lai khéng cho phép thi nhap chuot
vao nut lya chon Logon Denied. Sau day la hinh vi du chi cho phép nguoi dung lam
viéc tir 7h sang dén 5h chiéu, tir thir 2 dén thi 6.

Cha y: mic dinh nguoi ding khéng bi logoff tu dong khi hét gio dang nhap
nhung ban c6 thé diéu chinh diéu nay tai myc Automatically Log Off Users When
Logon Hours Expire trong Group Policy phan Computer Configuration\ Windows
Settings\Security Settings\ Local Policies\ Security Option. Ngoai ra ban cling c6 cach
khac dé diéu chinh thong tin logoff nay bing cach dung cdng cu Domain Security
Policy hoic Local Security Policy tly theo bbi canh.

Chon lya may tram dugc truy cap vao mang (Log On To): ban nhap chudt vao
nat Log On To, ban s& thay hop thoai Logon Workstations xuat hién. Hop thoai nay
cho phép ban chi dinh ngudi ding c6 thé logon tir tat ca cac may tinh trong mang hoac
gidi han nguoi ding chi dugc phép logon tir mot sé may tinh trong mang. Vi du nhu
nguoi quan tri mang lam viéc trong moi treong bao mat nén tai khoan ngudi dung nay
chi duoc chi dinh logon vao mang tir mot sé6 may tranh tinh trang nguoi dung gia dang
quan tri dé tin cdng mang. Mudn chi dinh may tinh ma nguoi dung duoc phép logon
vao mang, ban nhap tén may tinh d6 vao muc Computer Name va sau d6 nhap chuot
vao nut Add

Muc cubi cung trong Tab nay 13 quy dinh thoi gian hét han cia mot tai khoan
ngudi ding. Trong muc Account Expires, néu ta chon Never thi tai khoan nay khéng
bi hét han, néu chon End of: ngay thang hét han thi dén ngay nay tai khoan nay bi tam
khoa.

4.2.3 Tab Profile

Tab Profile cho phép ban khai bao duong dan dén Profile cua tai khoan ngudi
dung hién tai, khai bao tap tin logon script dugc tu déng thi hanh khi nguoi dung
dang nhap hay khai bdo home folder.
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NGUYEN HOANG VU Properties | ? [I0%0]

Member Of | Dialin | Environment I Sessions
Remote control | Remote Desktop Services Profile | COM+
General | Address | Accourt | Profile | Telephones | Organization

|User profile

Profile path: | |

Logon script: | |

Home folder

(®) Local path: | |

() Connect:

| 0K || Cancel || fpph Help

Hinh 4.24 Cura sé Tab Profile
Trudc tién ching ta hdy tim hiéu khai niém Profile. User Profiles 1a mot thu
muc chtra cac thong tin vé moi truong cia Windows Server cho ting ngudi ding
mang. Profile chra cac qui dinh vé man hinh Desktop, noi dung cua menu Start,
kiéu cach phdi mau sic, vi tri siap xép cac icon, biéu twong chudt. ..

Mac dinh khi nguoi dung dang nhap vao mang, mot profile s€ dugc mo cho
ngudi dung d6. Néu 1a 1an dang nhap 1an dau tién thi ho s& nhan duoc mot profile
chuan. Mot thu muc c6 tén gidng nhu tén cia nguoi dung dang nhap sé duoc tao
trong thu muc Documents and Settings. Thu muc profile nguoi dung duoc tao chua
mot tap tin ntuser.dat, tap tin nay dugc xem nhu la mot thu muc con chira cac lién
két thu muc dén céc biéu tuong nén caa ngudi dung. Trong Windows Server c¢é ba
loai Profile:

Local Profile: 1a profile caa nguoi ding duoc luu trén may cuc bo va ho tu cau
hinh trén profile do.

Roaming Profile: la loai Profile dugc chira trén mang va nguoi quan tri mang
thém théng tin duong dan user profile vao trong thong tin tai khoan ngudi dung, dé
tu dong duy tri mot ban sao cua tai khoan nguoi dung trén mang.

Mandatory Profile: ngudi quan tri mang thém théng tin duong dan user profile
vao trong thdng tin tai khoan ngudi ding, sau d6 chép mot profile da cau hinh sin vao
duong dan dé. Lac d6 cac nguoi dung dung chung profile nay va khong dugc quyén
thay doi profile do.
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Kich ban dang nhap (logon script hay login script) la nhitng tap tin chuong
trinh duoc thi hanh mdi khi nguoi ding dang nhap vao hé théng, véi chic ning la
cau hinh mai truong 1am viéc cua ngudi ding va phan phat cho ho nhirng tai nguyén
mang nhu 6 dia, may in (duoc anh xa tir Server). Ban c6 thé dung nhiéu ngén ngit
kich ban dé tao ra logon script nhu: 1énh shell caa DOS/NT/Windows, Windows
Scripting Host (WSH), VBScript, Jscript...

Thu muc ca nhan (home folder hay home directory) la thu muc danh riéng
cho mdi tai khoan nguoi ding, gitp nguoi ding co thé lwu trix cac tai liéu va tap tin
riéng, ddng thoi day ciing 1a thu muc mac dinh tai dau nhic 1énh. Mudn tao mot thu
muc nhan cho nguoi dung thi trong muc Connect ban chon 6 dia hién thj trén may
tram va duong dan ma dia nay can anh xa dén (chi y la cac thu muc dung chung
dam bao da chia sé). Trong vi du nay ban chi thu muc ca nhan cho tai khoan Tuan la
“\\server\tuan”, nhung ban c6 thé thay thé tén tai khoan bang bién moi trudng nguoi
dung nhu: “\\server\%username%"”.

4.2.4 Tab Member Of
Tab Member Of cho phép ban xem va cu hinh tai khoan ngudi ding hién tai
la thanh vién caa nhitng nhdm nao. Mot tai khoan ngudi ding co thé 1a thanh vién
cua nhiéu nhém khéc nhau va né dugc thira hudng quyén cua tat ca cac nhom nay.
Mudn gia nhap vao nhém nao ban nhap chuét vao nat Add, hop thoai chon nhém
s€ hién ra.
NGUYEN HOANG VU Properties _

Femote control I Femote Desktop Services Profile | COM+
General | Address | Account | Prafile | Telephones | COrganization
Member Of | Dial4n I Environmert | Sessions

Member of :
MName Active Directory Domain Services Folder

Domain Users COMCT COM/Users

Add.. | | Remove

Primarny group: Domain Users

- - There is no need to change Primary group unless
- gy e you have Macintosh clients ar POS1¥-compliant
applications.

| QK || Cancel | Apply Help

Hinh 4.25 Cira sé6 Tab Member Of
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Trong hop thoai chon nhdm, néu ban nhé tén nhém thi c6 thé nhap truc tiép
tén nhom vao va sau d6 nhap chuét vao nit Check Names dé kiém tra c6 chinh
xac khong, ban c6 thé nhap gan ding dé hé théng tim cac tén nhém c6 lién quan.
Pay la tinh nang mai cua Windows Server tranh tinh trang tim kiém va hién thi
hét tat ca cac nhdm hién cé trong hé théng. Néu ban khéng nhd tén nhdm thi chap
nhan nhap chuét vao nat Advanced va Find Now dé tim hét tat ca cac nhom
Néu ban muén tai khoan nguoi ding hién tai thoat ra khoi mot nhém nao d6 thi ban
chon nhém sau d6 nhap chuét vao ndit Remove.

4.2.5 Tab Dial-in

Tab Dial-in cho phép ban ciu hinh quyén truy cap tir xa caa ngudi dung cho
két ndi dial-in hoic VPN, ching ta s& khao sét chi tiét & chuong Routing and
Remote Access

NGUYEN HOANG VU Properties _

Remote control | Remote Desktop Services Profile I COM=
General | Address I Accournt | Profile | Telephones | Crganization
Member Of | Diakin | Environment | Sessions

Metwaork Access Pemission

7 Allow access

" Dery access

(* Control access through NPS Network Policy

[ Verfy Caller-1D:
Callback Options

* Mo Calback
" Set by Caller (Routing and Remote Access Service onby)

" Aways Callback to:

[ Assign Static IP Addresses

Define IP addresses to enable for this |
Dialin connection.

[ Apply Static Routes

Define routes to enable for this Dialin |
connection.

| QK || Cancel | Apph Help

Hinh 4.26 Ci:a sé Tab Dial-in

4.3. Tao méi to chirc trén active directory
Buwdc 1: Chon mién chua to chic, Right click chon New, Organizational Unit
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Server Manager

Delegate Control...

Find...
Active O Change Domain...

File Action View Help Change Domain Controller..,
= $ va Bl D CHES -iii_) i Raize domain functional level...
= — - Operations Masters..,
1 Lg | Active Directory Users and Com|| Mame
ii Al P | Saved Queries | Builtin | New b Computer
.- 4 4 CONCT.COM 21 CANTHO All Tasks v Contact

Igl AL b (] Builtin

=| Computers Grou
; Refresh P
[ii] 4 2] CANTHO = :
e= Df T ONTT - Domlaln Cont.rc- Export List... InetOrgPerson
ii Fil L _| ForeignSecurity] et
b [l Computers ~ Managed Servi View b na
i 2] Domain Controllers | Users MSMO Queue Alias
b | ForeignSecurityPrincipal{| Beangeienns g Organizational Unit
p || Managed Service Accour Line up lcons -
- Printer
b [l Users Properties
User
Help Shared Folder

~ Hinh 4.27 Cia s6 tao t6 chuc
Buwéc 2: Nhap tén to chirc

Active Directory Users and Computers

File Action View New Object - Organizational Unit -
e nE= &
[ | AFtive Directory User __,:3 Crestein:  CONCT.COM/
B | Saved Queries —_—
4 3 CDNCT.COM
b | Builtin Name:
[ Computers |CANTHO
B (2] Demain Cont
b | ForeignSecuri [] Protect container from accidental deletion
B [ | Managed Sen|

| Users

| Ok || Cancel | | Hep

Hinh 4.28 nhdp tén té chic
4.4. Tao méi nhom trén active directory
Buwdc 1: Chon noi chira nhdm, Right click chon New, Group
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[ [}
i
=

o B

i
=

File Action View Help

Server Manager

Active C

Delegate Control...
Find...
Change Domain...

Change Domain Controller...

Computer

Contact

Group

o) $ . B B 3 [ . 59 3_) % Raise domain functional level...
Operations Masters...
= Actwe Directory Users and Com|| MName
B[] Saved Queries " Builtin New
4 F3 CONCT.COM =] CANTHO All Tasks
4 = Eithl':Ho _ Computers Refresh
“ ol 2| Domain Contro -
3] CNTT . . . Export List...
. _| ForeignSecurity
b (& Computers | Managed Servi View
1 2] Demain Controllers I Users
I [ ForeignSecurityPrincipaly| Suapielcons
[+ [ Managed Service Accour Line up lcons
[ [ Users Properties
Help

InetQrgPerson
mslmaging-P5Ps
MSMQ Queue Alias
Organizaticnal Unit
Printer

User

Shared Folder

Hinh 4.29 Cira 56 tao nhém

Buwoc 2: Nhap tén Nhém

File  Action

Active Directory Users and Computers
View Help

I EEIEEE PaETER

| Saved Cueries
4

_—] CDNCT COM

Active Directory Users and Comn

Marne Type

Descripticn

There are no items to show in this vie

| Builtin

- Comput
= | Domain
| Foreign§|

VVVVVL'H'-[

~| Manage
| Users

4 [5] CANTHC
2| CNT]

Mew Object - Group

% Createin: CDNCT.COM/CANTHO/CNTT

Group name:

o

Group name {pre-Windows 2000):

|-::r¢rr

Group scope Group type

(®) Security

() Distribution

) Domain local
i' Global

) Uniiversal

| | Cancel |

Hinh 4.30 nhdp tén nhom

4.5. Céac tign ich dong Iénh quan ly tai khodn nguoi dung va tai khoan nhom

Windows Server cung cip nhiéu cdng cu dong 1énh manh mé, c6 thé duoc dung
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trong céc tap tin xir ly theo 16 (batch) hoic cac tap tin kich ban (script) dé quan ly
tai khpén ngu;‘yi dung nhu thém, xda, sira. Windows server con ho trg viéc nhap
va xuat cac doi tuong tir Active Directory. Hai tién ich dsadd.exe va admod.exe




VvGi d6i sé user cho phép ching ta thém va chinh stra tai khoan nguoi dung trong
Active Directory. Tién ich csvde.exe dugc dung dé nhap hodc xuat di liéu doi
tugng thong qua cac tap tin kiéu CSV (comma-separated values). Bong thai hé
théng méi nay van con sir dung hai 1énh net user va net group caa Windows.
4.4.1 Lénh net user
Chirc nang: tao thém, hiéu chinh va hién thi thong tin cua cac tai khoan ngudi dung.
Cu phép:
net user [username [password | *] [options]] [/domain]
net user username {password | *} /add [options] [/domain]
net user username [/delete] [/domain]
Y nghia c4c tham sé:
- Khéng tham sé: ding dé hién thi danh séch cua tat ca cac tai khoan nguoi ding
trén may tinh
- [Username]: chi ra tén tai khoan ngudi dung can thém, xéa, hiéu chinh hoic
hién thi. Tén cua tai khoan ngudi dung c6 thé dai dén 20 ky tu.
- [Password]: 4n dinh hoic thay d6i mat ma cua tai khoan ngudi dung. Mot mat
méa phai cd chiéu dai téi thiéu bang véi chiéu dai quy dinh trong chinh séch tai
khoan ngudi ding. Trong Windows thi chiéu dai cia mat ma co thé dai dén 127
Ky tw, nhung trén hé théng Win9X thi chi hiéu dugc 14 ky tu, do d6 néu ban dat
mat ma dai hon 14 Ky ty thi c6 thé tai khoan nay khong thé logon vao mang tir
may tram dung Win9X.
- [/domain]: céc tac vu sé& thuc hién trén may diéu khién vang. Tham sé nay chi
ap dung cho Windows Server la primary domain controller hoac Windows
Professional la thanh vién caa may Windows Server domain.
- [/add]: thém mot tai khoan nguoi dung vao trong co so dir liéu tai khoan nguoi
dung.
- [/delete]: x6a mot tai khoan nguoi dung khoi co so dir liéu tai khoan nguoi dung.
- [/active:{no | yes}]: cho phép hoic tam khoa tai khoan nguoi dung. Néu tai khoan
bi khoa thi nguoi dung khéng thé truy cap céc tai nguy@n trén may tinh. Mic dinh 1a
cho phép (active).
- [/comment:"text"]: cung cap md ta vé tai khoan nguoi ding, mé ta nay co thé
dai dén 48 ky tu.
- [/countrycode:nnn]: chi dinh ma qudc gia va ma vang.
- [/expires:{date | never}]: quy dinh ngay hét hiéu lyc cua tai khoan nguoi ding.
- [/fullname:""name™"]: khai bao tén day du cta ngudi dung.
- [/homedir:path]: khai bdo duong dan thu muc ca nhan cua tai khoan, chi y
duong dan nay da ton tai.
- [/passwordchg:{yes | no}]: chi dinh nguoi ding cé thé thay doi mat ma caa minh
khdng, mic dinh 1a c6 thé.
- [/passwordreq:{yes | no}]: chi dinh mét tai khoan ngudi dung phai c6 mot mat
ma, mac dinh la c6 mat ma.
- [/profilepath:[path]]: khai bao duong dan Profile cua nguoi dung, néu khdng
hé théng s& tu tao mot profile chuan cho nguoi dung lan logon dau tién.
- [/scrlptpath path]: khai bao duong dan va tap tin Iogon script. buong dan nay
c6 thé 1a duong dian tuyét ddi hoic duong dian twong dbi (vi du:
%systemroot%\System32\RepI\Import\Scripts).
- [/times:{times | all}]: quy dinh gio cho phép nguoi dung logon vao mang hay
may tinh cuc bo. Céc thir trong tuan dugc dai dién bai ky tu: M, T, W, Th, F, Sa,
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Su. Gio ta ding AM, PM dé phan biét budi sang hoac chiéu. Vi du sau chi cho
phép ngudi dung 1am viéc trong gio hanh chinh tir thir 2 dén tha 6: “M,7AM-5PM;
T,7AM-5PM; W,7AM-5PM; Th,7AM-5PM; F,7AM-5PM;”
- [/workstations:{computernamel[,...] | *}]: chi dinh cac may tinh ma nguoi
dung nay c6 thé st dung dé logon vao mang. Néu /workstations khoéng c6 danh
sach hoic danh séch 1a ky ty “*’ thi nguoi dung cé thé sir dung bat ky may nao dé
vao mang.
4.4.2 Lénh net group
Chirc nang: tao mégi thém, hién thi hodc hiéu chinh nhdm toan cuc trén Windows
Server
Cu phép:
net group [groupname [/comment:"text"]] [/domain]
net group groupname {/add [/comment:"text"] | /delete} [/domain]
net group groupname username[...] {/add | /delete} [/domain]
Y nghia cac tham 30
- Khong tham s6: diing dé hién thi tén cta Server va tén cua cac nhom trén
Server do.
- [Groupname]: chi dinh tén nhén can thém, mé rong hoic xda.
- [/lcomment:"text"]: thém thdng tin mo ta cho mot nhém méi hoic ¢é san, noi
dung nay c6 thé dai dén 48 ky tu.
- [/domain]: cé4c tac vu s& thuc hién trén may diéu khién vung. Tham s
nay chi &p dung cho Windows Server la primary domain controller
hoac Windows Professional la thanh vién caa mady Windows Server
domain.
- [usernamel...]]: danh sach mét hozc nhiéu ngudai ding can thém hoic
x0a ra khoi nhom, cac tén nay cach nhau boi khoang trang.
- [/add]: thém mot nhdm hoac thém mot nguoi dung vao nhom.
- [/delete]: x6a mot nhém hoac x6a mot nguoi dung khoi nhom.
4.4.3 C&c Iénh hé tre dich vu Active Driectory trong moi trwong Windows Server
Trén hé théng Windows Server, Microsoft phat trién thém maot sé [énh nham
hd tro tét hon cho dich vu Directory nhu: dsadd, dsrm, dsmove, dsget, dsmod,
dsquery. Céc lénh nay thao tac chu yéu trén cac d6i tuong computer, contact,
group, ou, user, quota.
- Dsadd: cho phép ban thém médt computer, contact, group, ou hoac user vao
trong dich vu Directory.
- Dsrm: x6a mot doi tuong trong dich vu Directory.
- Dsmove: di chuyén mot ddi tuong tir vi tri ndy dén vi tri khac trong dich vu
Directory.
- Dsget: hién thi céac théng tin luya chon cua mot déi twong computer, contact,
group, ou, server hoac user trong mot dich vu Directory.
- Dsmod: chinh sura c&c thdng tin cua computer, contact, group, ou hoac user
trong mot dich vu Directory.
- Dsquery: truy van cac thanh phan trong dich vu Directory.
Vi du:
- Tao mot user méi:
dsadd user “CN=hv10, CN=Users, DC=netclass, DC=edu, DC=vn” —
samid hv10 —pwd 123
- Xo6a mot user: dsrm “CN=hv10, CN=Users, DC=netclass, DC=edu, DC=vn”
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- Xem cdac user trong hé théng: dsquery user
- Gianhap user mai vao nhém:
dsmod group “CN=hs, CN=Users, DC=netclass, DC=edu, DC=vn”
addmbr “CN=hv10, CN=Users, DC=netclass, DC=edu, DC=vn”
Bai tap thue hanh cia hoc vién
1. Trén may Domain Controller tao OU c6 tén CANTHO.
2. Trong OU CANTHO tao 2 nhdém c06 tén 1a Ke Toan va Nhan Su.
3. Trong mdi nhém tao 3 user.
4. Chi cho phép céc user logon vao mang tir 7:00am-6:00pm.
5. Tao Home Folder cho céc user.
Hudéng dan thyc hién:
1. Tgo OU cé tén CANTHO
Xem 2 budc & muc 4.3
2. Trong OU CANTHO tgo 2 nhom cd tén la Ke Toan va Nhan Su:
& Click nat phai chudt trén OU CANTHO / New / Group nhu hinh sau:

E Active Directory Users and Computers

File Action View Help

«= #E 8| =

] Active Directory Users and

Mew Object - Group

931 Createin:  CONCT.COM/CANTHO

B[] Saved Queries 0
4 53 CONCT.COM
b - Builtin Group name;
4 2] CANTHO |K]:—I'OAN |
2 CNTT
b - Cl:lmp.uters Group name (pre-Windows 2000);
[ a] DI:IrTTEIﬂ C-:unt.rculle.rf |KI:‘I’OAN |
|| ForeignSecurityPrin
b [ Managed Service A Group scope Group type
b [ Users
() Domain local ® Security
®) Global () Distribution
() Universal

| K | | Cancel

Hinh 4.31 nhgp tén nhdm ketoan
& Twong tu tao Group “Nhan Su”
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Active Directory Users and Computers

File Action View Help New Obiect - G -
- (=] = ew Object - Group
L I R=E
] Active Directory Users and _ |
b 5] Saved Queries S?_L Create ini  CDMCT.COM/CANTHO
4 G5 CONCT.ICOM
b %Euiltin Group name:
4 (@ CANTHO |NHANSU| |
a| CNTT
b —' Computers Group name (pre-Windows 2000):
- 2 Domain Controllery |NHANSU |
I [ ForeignSecurityPrin
B [ Managed Service A Group scope Group type
| Users _ _
b () Domain local (®) Security
(® Global () Distribution
() Universal
| Ok | | Cancel

Hinh 4.31 nhdp tén nhém nhansu

3. Trong méi nhom tgo 3 user:

a). Tao Users

(Cha'y: Sau khi tao xong cac User hay nhap cac thong tin vé cac User dé
nhu: So dién thoai, dia chi, email, dia chi Web, nhap tén ngudi quan ly....)
& Click nat phai chudt trén OU CANTHO / New / User / dién thong tin cho user ktl

File Action View Help

Active Directory Users and Computers

B

e« #5E 8 2 c= H

: Active Directory Users and Com|| Mame
B | Saved Queries 2| CN
4 82 KET

| Builtin
2| CANTHO
3 CNTT

&3 CONCT.COM
b
A

| Computers
2 | Domain Controllers

| Managed Service Accour

k
F
b || ForeignSecurityPrincipal:
k
F

| Users

MNew Object - User

;_l Createin:  CONCT.COM/CANTHO

First name: ‘kﬂ | Inttials: I:I
Last name: ‘ |
Full name: ‘ld'l |

User logon name:

at | [@concT com v]

User logon name (pre-Windows 2000):
‘CDNCT\ | ||ct1

<Back | Net> | | Cancel |

Hinh 4.31 nhdp tén user ktl
& Lap lai twong tw cho cac user KT2, KT3, NS1, NS2, NS3
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b). Thiét 1ap Users thudc Group:
Buwéc 1: Chon 3 user KT1, KT2 va KT3/ click nat phai chuét trén 3 user / Add to a

group

1.‘? Active Directory Users and Computers

@ File  Ackion  Wiew  window  Help

@ Ackive Direckory Users and Computers [se | HCM & objects

D Saved Queries Name | Type | Ciescription |
E@ [rﬂ_fls;er::.cn.com €7k Toan Security Group ..,
Lilkin ﬁ "
I 1] Computers .
----- i-{&5] Domain Controllers fﬁ Disable Account
I [:l FaoreignSecurityPrincipals N Su security Gre Enable Account
[:l Users ﬂ nsl User Move...
{5 HEM £ ns2 User open Home Fage
Send Mail
All Tasks 4
Cuk
Delete
Properties
Help

Hinh 4.32 Add user vao group
Buéc 2: G6 tén nhom “Ke Toan” / Check Names / xuat hién gach chan trén group
“Ke Toan”

Select Group

Select thiz object pe:

IGruup or Built-in security principal Object Types

FErom thiz location:

Imasteritco.com Locations

Enter the object name to zelect [examples]:

Ke Toan Check Mames

A

Advanced... | Ok | Cancel |

P

Hinh 4.32 Chon group ketoan
Budc 3: xac nhan cho user vao nhém

Active Directory El

L3
\‘1) The Add to Group operation was successtully completed,

K |

Hinh 4.33 xac nhgn thanh cong
@ Lam twong tw v6i cac user NS1, NS2 va NS3 d€ dwa vao nhom “Nhan Su”
Nhirng trong tam can chu y:

- Tao cac OU dung yéu cau va phai duogc thay ddi khi can

- Tao va cap quyén dung cho céc user trén he théng

- Pua cac user vao dung Group theo yéu cau

- Cép va gi6i han dung cac thudc tinh cho tirmg nhom User.
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- Thiét 1ap quyén dang nhap vao hé théng nhu dung tén, ding gio
Bai mé rng va nang cao

Bai tap:  Hay cai dat va Cau hinh bai Lab trén Windows Server 2019 theo md
hinh sau:

Domain: CDNCT.COM ‘

N
ou: | cANTHO

! ou !
ong_giam_doc P o! nhan_su
-

Group_ Phong_nhan_su

ou~~"
Phong_Sale

Group Phong_SALE

Unar Prosg Ban Nean e

Yéu ciu danh gia két qua hoc tap
Noi dung
— Vé kién thic:
+ Trinh bay duoc tai khoan ngudi dung, nhém cuc bd va mién
+ Phan biét dugc tai khoan ngudi ding, nhém cuc bo va mién
— V& k¥ ning:
+ Thao tac thanh thao quan ly dugc tai khoan nguoi dung va nhém trén hé thong
Windows Server 2019.
+ Thuc hién duoc cap quyén cho tai khoan ngudi dung va nhém
+ Kiém soat dugc hoat dong truy cap cua ngudi dung
+ Thao tac thanh thao viéc Nang cap Server thanh Domain Controller trén
Windows Server 2019
+ Thuc hién ding Gia nhap may tram vao Domain
+ Thuyc hién dang Additional Domain Controller trén hé thong.
— Nang lyc tu chi va trach nhiém: Ti mi, can than, chinh x&c, linh hoat va ngin nap
trong cong viéc.
Phuwong phap
— V& kién thirc: Danh gia bang hinh thac kiém tra viét, tric nghiém, van dap.
— V& k§ ning:
+ Panh gia k¥ nang thuc hanh vé cac thao tac cap quyén cho tai khoan nguoi
dung va nhém
+ Dénh gia k¥ nang thuc hanh vé cac thao tac quan Iy, kiém soat trén Windows
Server 2019.
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— Nang lyc tu chi va trach nhiém: Ti mi, can than, chinh x&c, linh hoat va ngin nip
trong cong viéc.
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Bai 5: QUAN LY PIA VA DU LIEU
M4 bai: MP 17 - 05

Muc tiéu:
- Phan biét dugc cac loai dinh dang dia cling;
- Cong ngh¢ luu trlt mdi Dynamic storage;
- MO ta dugc ky thuat nén va ma hoa dir ligu.
- Thuyc hién cac thao tac an toan v41 may tinh.
Noi dung chinh:
1. CAu hinh hé théng tap tin
Muyc tiéu:
- Phan biét duoc cac loai dinh dang hé thong tap tin trén dia clng.

Heé théng tap tin quan ly viéc luu trir va dinh vi cac tap tin trén dia cung.
Windows Server hd trg ba hé thdng tap tin khac nhau: FAT, FAT32 va NTFS. Néu
ban dinh st dung cac tinh nang nhu bao mat cuc bg, nén va ma hoé céc tap tin thi
ban nén dung NTFS. Bang sau trinh bay kha ning cua ting hé théng tap tin trén
Windows Server:

Kha ning FAT FAT32 NTFS
Windows
95/98/ .
N 4 Ae s A Windows XP/2003/
He didu hanh hd trg | HAwhetcac hé | 2000/XP/2003/ |\ io 17 5008/8/201
diduhanh | Vista/7/2008/8/ | Vioa | 2008/812¢
2012/10/2016/
2019

256 ky tu trén

Ho tro tén tap tin dai Windows 256 ky tu 256 ky tu
Str dung hiéu qua dia Khéng Co Co
H{ tro nén dia Khéng Khong Co
HJ tro han ngach Khdng Khdng Co
HG tro ma hoa Khéng Khong Co
Ho trg bﬁg mat cuc Khong Khong Co
Ho tro bao mat trén C6 c6 c6

Mmang
Kich thudc Volume 4GB 32GB 1024GB

tdi da dugc hd tro

Trén Windows Server/Windows/NT, ban c6 thé sir dung 1énh CONVERT
dé chuyén doi hé thong tap tin tir FAT, FAT32 thanh NTFS. Cu phap cua lénh nhu
sau:

CONVERT [6 dia:] /fs:ntfs
2. C4u hinh dia luu triv
Muyc tiéu:

- Phan biét duoc cac loai dia luu trir trén windows server.
2.1. Basic storage

Bao gdom céc partition primary va extended. Partition tao ra dau tién trén dia
dugc goi la partition primary va toan bo khong gian cap cho partition dugc st dung
tron ven. Mdi 6 dia vat ly c6 téi da bbn partition. Ban c6 thé tao ba partition primary
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va mot partition extended. V&i partition extended, ban cé thé tao ra nhiéu partition
logical.
2.2. Dynamic storage
bay 1a moét tinh nang méi cua Windows Server. Bia luu trir dynamic chia thanh

cac volume dynamic. Volume dynamic khéng chira partition hoic 6 dia logic, va chi
c6 thé truy cap bang Windows Server va Windows. Windows Server/ Windows hd
tro nam loai volume dynamic: simple, spanned, striped, Mirroreded va RAID-5. Uu
diém cua cdng nghé Dynamic storage so v&i cong nghé Basic storage:
- Cho phép ghép nhiéu 6 dia vat ly dé tao thanh cac 6 dia logic (Volume).
- Cho phép ghép nhiéu vung tréng khong lién tuc trén nhiéu dia ctng vat ly dé tao
6 dia logic.
- COthé tao ra cac 6 dia logic c6 kha niang dung 15i cao va tang toc do truy xuat. ..
2.2.1 Volume simple.

Chira khong gian lay tir mot dia dynamic duy nhat. Khéng gian dia nay c6 thé lién
tuc hoac khéng lién tuc. Hinh sau minh hoa moét dia vat ly dugc chia thanh hai volume
don gian.

4
‘-‘_____‘______F,,.:’
Simpls Voluma G
100GR
\.____‘_____ﬂ_,./ _
Simpk Volums D3
100GE
“H-._______P-—""
Physical Dizk 0
200GE

Hinh 5.1 Volume simple

2.2.2 Volume spanned.

Bao gom mét hoic nhiéu dia dynamic (tdi da 1a 32 dia). Sir dung khi ban muén
tang kich c& ctia volume. Dir ligu ghi 1én volume theo th ty, hét dia nay dén dia
khac. Théng thudng ngudi quan tri sir dung volume spanned khi 6 6 dia dang st dung
trong volume sap bi day va mudn tang kich thuéc cua volume bang cach bd sung
thém mot dia khac.

Physical Disk 0 Physical Disk 1 Physical Disk 2 Physical Disk 3
100GB 75GB 7568 7568
N T — g
o Sy d — LR

Spanned Volume Set DA

Hinh 5.2 Volume spanned
Do dir liéu dugc ghi tuan tu nén volume loai nay khéng tang hiéu nang st
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dung. Nhuoc diém chinh cua volume spanned 1a néu mot dia bi hong thi toan bo di
liéu trén volume khéng thé truy xuat duoc.
2.2.3 Volume striped

Luu trit dix liéu Ién cac day (strip) bing nhau trén mot hoic nhiéu dia vat Iy
(t6i da 1a 32). Do dit liéu duoc ghi tuan tu 18n teng day, nén ban c6 thé thi hanh nhiéu
tac vu 1/0 ddng thoi, 1am ting tbc do truy xuat dit liéu. Thong thuong, ngudi quan
tri mang sir dung volume striped dé két hop dung luong cua nhiéu 6 dia vat Iy thanh
mot dia logic ddng thoi tang téc do truy Xxuat.

Physical Disk 1 Physical Disk 2 Physical Disk 3

Striped Volume Set D\

Hinh 5.3 Volume striped
Nhuoc diém chinh caa volume striped 1a néu mot 6 dia bi hong thi di liéu
trén toan bd volume mat gia tri.
2.2.4 VVolume Mirroreded.

La hai ban sao cia mot volume don gian. Ban dung mét 6 dia chinh va mot 6
dia phu. Dit liéu khi ghi Ién dia chinh dong thoi ciing s& duoc ghi 1én dia phy.
Volume dang nay cung cap kha ning dung 15i tét. Néu mat dia bi hong thi 6 dia kia
van lam viéc va khong 1am gian doan qué trinh truy xuat di liéu. Nhuoc diém cua
phuong phép nay la bo diéu khién dia phai ghi lan luot Ién hai dia, lam giam hiéu
nang.

Controller - . Disk Mirroring
Physical Disk 0 Physical Disk 0

Primary Secondary

Hinh 5.4 Volume Mirroreded
Pé tang toc do ghi dong thoi ciing ting kha nang dung 13i, ban c6 thé st dung
mot bién thé cua volume Mirroreded la duplexing. Theo cach nay ban phai sir dung
mot bo diéu khién dia khac cho 6 dia th hai.
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Primary

Disk Duplexing

Physical Disk
Sacondary

Contraller

Hinh 5.5 Volume Mirroreded duplexing

Nhuoc diém chinh cua phuong phép nay 1a chi phi cao. Bé c6 mot volume 4GB
ban phai tbn dén 8GB cho hai 4 dia.
2.2.5 Volume RAID-5

Tuwong tu nhu volume striped nhung RAID-5 lai dung thém mot day (strip) ghi

théng tin kiém 16i parity. Néu mot dia cua volume bi hong thi thdng tin parity ghi
trén dia khac sé giup phuc hoi lai dir liéu trén dia hong. Volume RAID-5 sir dyng it
nhit ba 6 dia (t6i da la 32).

T
g 4

System

and
Boot Partitions

RAID-5 Volume Set

7 Hinh 5.6 Volume Volume RAID-5 ’
Uu diém chinh cua ky thuat nay la kha nang dung 16i cao va toc do truy xuat
cao baoi sir dung nhiéu kénh 1/0.

3. Str dung chuwong trinh Disk Manager
Muc tiéu: Str dung dugc cong cu Disk Manager dé quan ly dia cung.

Disk Manager 1a mét tién ich giao dién do hoa phuc vu viéc quan ly dia va
volume trén méi truong Windows va Windows Server. DBé cd thé st dung duoc hét
cac chuc ning cua chuong trinh, ban phai ding nhap vao may bang tai khoan
Administrator. Vao menu Start \ Programs \ Administrative Tools \ Computer
Management. Sau d6 mé rong muc Storage va chon Disk Management. Cira s6 Disk
Management xuét hién nhu sau:
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A Computer Management
File  Action View Help

| = [ =

A Computer Management (Local|| Volume | Layoutl Type | File Systeml Status
w '[[’L!; System Tools - ((C:) Simple Basic MTFS Healthy (Boot, Page File, Cra
.:E.:u Task Scheduler == (Disk 0 partition 1) Simple Basic Healthy (EFI System Partiticn
E Event Viewer = DATA (D) Simple Basic MTFS Healthy (Primary Partition)
2 Shared Folders
& Local Users and Groups
(%) Performance
oy Device Manager < >
v 22 Storage A'
Wb Windows Server Backup | =pisko IR I R
= Disk Management Basic () DATA (D3
=l Services and Applications || 19.88 GB 200 MB 14.73 GB NTFS 4,95 GB NTFS
B Online Healthy (E | |Healthy (Boot, Page | || Healthy (Primary P
= Disk 1 I
Basic
9.98 GB 9.98 GB
Online Unallocated
= Disk 2 I
Basic
9.98 GB 9.98 GB
Online lInallarated ¥
< B Unallocated W Primary partition

Hmh 5.7 Volume Disk Manager

3.1. Xem thugc tinh cuia dia
Nhap phai chudt I&n 6 dia vat ly mudn biét théng tin va chon Properties. Hop

thoai Disk Properties xuat hién nhu sau:

Hop thoai cung cap cac thong tin:

TOSHIBA MQO1ABDOS0 Properties

General | Policies | Volumes | Driver | Detais | Events

TOSHIBA MQD1ABDOSD

W

Device type: Diisk: drives

Manufacturer: (Standard disk; drives)

Location: Bus Mumber 0, Target Id 0, LUN 0
Device status

This device is working properly.

OK Cancel

) q Hinh 5.8 Disk Properties
- S0 thu ty cua 6 dia vat ly
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- Loai dia (basic, dynamic, DVD-ROM, DVD, dia chuyén doi duoc, hoic
unknown)

- Trang thai cua dia (online hoac offline)

- Dung lugng dia

- Luong khéng gian chua cap phat

- Loai thiét bi phan cung

- Nha san xuét thiét bi

- Tén cua adapter

- Danh sach céac volume da tao trén dia

3.2. Xem thugc tinh cta volume hoac dia cuc bg

Trén mot 6 dia dynamic, ban st dung cac volume. Nguoc lai trén mot 6 dia
basic, ban sir dung céc dia cuc bo (local disk). Volume va dia cuc bo déu c6 chirc
ning nhu nhau, do vay cac phan sau dwa vao dia cuc bo dé minh hoa. Bé xem thuoc
tinh cia mot dia cuc bg, ban nhap phai chuot 1én dia cuc bo dé va chon Properties
va hop thoai Local Disk Properties Xuat hién.

£ . Local Disk {(C:) Properties =
Shadow Copies Prewvious Versions Cuota
General Teols Hardware Sharing Security
== ||
[,
Type Local Disk
File system: MTFS
- Lsed space: 10,566,008 832 bytes 58383 GB
Free space: 5.245 464 576 bytes 4 B8 GB
Capacity: 15.811.473.408 bytes 14.7GB
Disk Cleanup

Drive C:

[] Compress this drive to sawve disk space

Allow files on this drive to have contents indexed in addition to
file properties

Hinh 5.9 Local Disk Properties

Cancel Spphy

3.2.1 Tab General.

Cung cép céc thdng tin nhu nhan dia, loai, h¢ thong tap tin, dung luong da su
dung, con tréng va tong dung lugng. Nut Disk Cleanup dung dé mo chuong trinh
Disk Cleanup dung dé xoa cac tap tin khéng can thiét, giai phong khong gian dia.
3.2.2 Tab Tools.

Bam nGt Check Now dé kich hoat chuong trinh Check Disk dung dé kiém
tra 16i nhu khi khdng thé truy xuat dia hoic khai dong lai may khéng dung céch.
Nut Backup Now s& mé chuong trinh Backup Wizard, huéng dan ban cac budc
thuc hién viéc sao luu céc tap tin va thu muc trén dia. Nat Defragment Now m¢é
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chuong trinh Disk Defragment, ding dé don céc tap tin trén dia thanh mot khéi lién
tuc, giup ich cho viéc truy xuat dia.

3.2.3 Tab Hardware

Liét ké cac 6 dia vat Iy Windows Server nhan dién duoc. Bén dudi danh sach
liet ké cac thudc tinh cua 6 dia dugc chon.
3.2.4 Tab Sharing

Cho phép chia s¢ hoic khdng chia s¢ 6 dia cuc bd nay. Theo mac dinh, tat ca
cac 6 dia cuc bo déu dugc chia sé dudi dang 4n (cd dau $ sau tén chia sé).
3.2.5 Tab Security

Chi xuét hién khi dia cuc bo nay sir dung hé thdng tap tin NTFS. Dung dé thiét
lap quyén truy cap Ién dia. Theo mic dinh, nhém Everyone dugc toan quyén trén thu
muc gdc cua dia.
3.2.6 Tab Quota

Chi xuat hién khi sir dung NTFS. Dung dé quy dinh legng khdng gian dia cap phat
cho nguoi dung.
3.2.7 Shadow Copies

Shadow Copies la dich vu cho phép nguoi dung truy cap hoac khéi phuc nhitng
phién ban trudc day cua nhitng tap tin da luu, bang cach dung mét tinh nang & may
tram goi la Previous Versions.
3.3. Tao partition volume méi

Néu ban con khdng gian chua cap phat trén mot dia basic thi ban c6 thé tao
thém partition méi, con trén dia dynamic thi ban c6 thé tao thém volume mai. Phan
sau huéng dan ban sir dung Create Partition Wizard dé tao mét partition mai:
Nhap phai chudt 1én viing trong chua cap phat cia dia chon New simple volume.

A Computer Management - O

File Action View Help

x

22 Shared Folders
= Local Users and Groups
(i) Performance
& Device Manager

v 55 Storage
i+ Windows Server Backug
= Disk Management

T Services and Applications || o >

~

= Disk 1 .

Basic
9.98 GB 9.98 GB :
Online Unallocated New Simple Violume...

Mew Spanned Volume...

Mew Striped Volume...
= Disk 2 |

New Mirrored Volume...

Basic .
49.98 GB 9,98 GB ew RAID-3 Velume...
Online Il
Unallocated Properties
< > || Il Unallocated Wl Primary partition Help

oo | nEHE =MD
& Computer Management (Local | Volume | Layout [ Type | File System | Status Actions
} Taol - (C i i .
~ ik lS_:!'stem aols (<) N Simple Basic NTFS Healthy (Boot, Page | | ipc Management -
(5} Task Scheduler == (Disk 0 partition 1) Simple Basic Healthy (EFI System |
[ Event Viewer = DATA (D) Simple Basic NTFS Healthy (Primary Par More Actions

) Hinh 5.10 New simple volume
Xuat hi¢n hop thoai Create Partition Wizard. Nhan nat Next trong hop thoai
nay.
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Trong hop thoai Select Partition Type, chon loai partition ma ban dinh tao.
Chi c6 nhitng loai con kha ning tao méi duoc phép chon (tuy thudc vao 6 dia vat
ly cua ban). Sau khi chon loai partition xong nhan Next dé tiép tuc.
Tiép theo, hop thoai Specify Partition Size yéu cau ban cho biét dung lugng
dinh cap phat. Sau khi chi dinh xong, nhan Next.

Mew Simple Volume Wizard *

Specify Volume Size
Choose a volume size that is between the maximum and minimum sizes.

Maximum disk space in MB: 10222

Minimum disk space in MB: a

Simple volume size in MB: |m 2

< Back Mext = Cancel

Hinh 5.11 Nhdp dung lwong dia
Trong hop thoai Assign Drive Letter or Path, ban cé thé dit cho partition nay
maot ky tu 6 dia, hoic gan (mount) vao mot thu muc rdng, hoiac khong 1am dit gi
hét. Khi ban chon kiéu gan vao mét thu muc rdng thi ban c6 thé tao ra vo sé partition
mai. Sau khi da quyét dinh xong, nhan Next dé tiép tuc.
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Mew Simple Volume Wizard =

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your partition.

(®) Assign the following drive letter: E ~
() Mourt in the following empty NTFS folder:
Browse. ..
(") Do not assign a drive letter or drive path
< Back Mext = Cancel

Hinh 5.12 Chon tén 6 dia
Hop thoai Format Partition yéu cau ban quyét dinh c6 dinh dang partition
nay khong. Néu co thi dung hé théng tap tin 1a gi? don vi cap phat la bao nhiéu?
nhan cua partition (volume label) la gi? c6 dinh dang nhanh khéng? C6 nén tap tin
va thu muc khéng? Sau khi da chon xong, nhan Next dé tiép tuc.

Mew Simple Volume Wizard >

Format Partition
To store data on this partition, you must format it first.

Choose whether you want to format this volume, and f so, what settings you want to use.

() Do not format this volume

(®) Format this volume with the following settings:

File system: MTFS e
Allocation unit size: Default v
Volume label: |D}'-.TA|

Perform a quick format

[ ] Enable file and folder compression

< Back Mext = Cancel

Hinh 5.13 Binh dang phan vung ,
Hop thoai Completing the Create Partition Wizard tom tat lai cac thao tac
sé thuc hién, ban phai kiém tra lai xem da chinh x&c chwa, sau d6 nhan Finish dé bat
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dau thyc hién.
3.5. Thay déi ky tw 6 dia hoiic dwdng din.

Mudn thay ddi ky tu 6 dia cho partition/volume nao, ban nhap phai chuét lén
volume d6 va chon Change Drive Letter and Path. Hop thoai Change Drive Letter
and Path xuét hién.

Allow access to this valume by using the following drive letter and paths:

=
Change Dirive Letter or Path x
Enter a new drive letter or path for E: (DATA).
(®) Assign the following drive letter: E
Mourt in the following empty MTFS folder:
Add.. Browse
Cancel

Hinh 5.13 Thay doi ky tw 6 dia

Trong hop thoai nay, nhan nat Edit ¢é ma tiép hop thoai Edit Drive Letter and
Path, m& danh sach Assign a drive letter va chon mét ky tu 6 dia méi dinh dit cho
partition/volume nay. Cudi cling dong y xac nhan cac thay di da thuc hién.

3.6. Xo0é partition/volume

Dé t6 chtc lai mot 6 dia hoic huy céc dit liéu co trén mot partition/volume, ban
c6 thé x0a né di. Pé thuc hién, trong cira s6 Disk Manager, ban nhap phai chuot
lén partition/volume mudn xoé& va chon Delete Partition (hoic Delete Volume).
Mot hop thoai canh béo xuat hién, thong bao di liéu trén partition hoic volume sé&
bi X04 va yéu cau ban xac nhan lai 1an nira thao tac nay.

3.7. Cau hinh Dynamic Storage
3.7.1 Chuyén ché d luu tri.

Pé sir dung duoc co ché luu trir Dynamic, ban phai chuyén déi cac dia ctng
vat Iy trong hé thdng thanh Dynamic Disk. Trong c6ng cu Computer Management
\ Disk Management, ban nhap phai chuét trén cac 6 dia bén caa s6 bén phai va
chon Convert to Dynamic Disk.... Sau d6 danh dau vao tat ca cac dia ciing vat ly
can chuyén doi ché do luu trir va chon OK dé hé théng chuyén d6i. Sau khi chuyén
ddi xong hé thong s& yéu cau ban restart may dé ap dung ché do luu trit méi.

3.7.2 Tgo Volume Spanned.
Trong cong cu Disk Management, ban nhip phai chudt 1én ving tréng cua
dia citng can tao Volume Spanned
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A Computer Management
File Action View Help
s 2@ HE =0D
(A Computer Management (Local|| Volume | La}rnut[ Type I File Systeml Status
v |} System Tools - (C:) Simple Basic NTFS Healthy (Boot, Page |
» @ Task Scheduler == (Disk 0 partition 1) Simple Basic Healthy (EFl System |
» E Event Viewer = DATA (D) Simple Basic NTFS Healthy (Primary Par
» | Shared Folders
» & Local Users and Groups
» Performance
& Device Manager
v % storage
» Hl» Windows Server Backup
= Disk Management
> T4 Services and Applications || . =
MNew Simple Volume...
= Disk 0 L |
- — N ned Vol "
Basic [ ew Span Hme
19.88 GB VOME || 1e Mew Striped Volume...
Online Healthy || H MNew Mirrored Violume...
L. Mew RAID-3 Volume...
= Disk 1 Properties
Basic
9,98 GB 9,08 GB Help
Online Unallocated
70 iy "
< > || l Unallocated [l Primary partition

Hinh 5.14 New Spanned Volume
Ban chon nhiing dia ctiing ding dé tao Volume nay, ddng thai ban ciing nhap
kich thudc ma mdi dia gianh ra dé tao Volume.
Chu y d6i vai loai Volume nay thi kich thuéc cua cac dia gianh cho Volume c6 thé

khac nhau.

New Spanned Volume X

Select Disks
You can select the disks and set the disk size for this volume.

Select the disk you want to use, and then click Add.

Selected

Available:

10222 MB

Disk 2 10222 MB [ Disk 1
Dsk3 10222 MB | el
< Remove
< Remove Al
Total volume size in megabytes (MB): 10222
Maximum available space in MB: 10222
Select the amount of space in MB: 10222 2]
Next > Cancel
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Hinh 5.15 ghpn dia tgo Spanned
Nhép dung Iugng cho ting volume dé tao dia Spanned.

Mew Spanned Volume

Select Disks
You can select the disks and set the disk size for this volume.

Select the disk you want to use, and then click Add.

Awailable: Selected:
Disk 3 10222 MB Add > Diizk: 1 22F2MB
1222 MB
< Remove
< Remove Al

Tuotal volume size in megabytes (ME): |34-M

Maximum available space in MB: [10222
Select the amount of space in MB: |1D?_22 =

< Back Mext = Cancel

Hinh 5.16 Nhdp dung lwong dia -
Chon ky tu 1am nhan dia

Mew Spanned Yolume

Assign Drive Letter or Path
For easier access, you can assign a drive letter or drive path to your vaolume.

(®) Azsign the following drive letter: 5 W
i) Mount in the following empty NTFS folder:
Browse. ..
(") Do naot assign a drive letter or drive path
< Back MNext = Cancel

Hinh 5.17 Cho nhan cho dia
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Ban dinh dang Volume ma ban vira tao dé c6 thé chta dit ligu.

Mew Spanned Volume

Format Volume
To store data on this volume, you must format it first.

Choose whether you want to format this volume, and f so, what settings you want to use.

(") Do not format this volume
(®) Format this volume with the following settings:

File system: MNTFS e
Allocation unit size: Default e
Valume label: DATA-SPANNED]| |
[ ] Perform a quick format

[ ] Enable file and folder compression

< Back Cancel

, Hinh 5.18 Cua sé6 dinh dang dia cho Spanned
ben day da hoéq thanh viéc tao \{olume, bgn cO thé luu trir dir liéu trén
Volume nay theo co ché da trinh bay ¢ phan ly thuyét.

Mew Spanned Yolume

Completing the New Spanned
Volume Wizard

You have successfully completed the Wizard.

You selected the following settings:

Volume type: Spanned ~
Digks selected: Disk 1, Disk 2

Yolume size: 3444 MB

Drive letter or path: 5:

File system: NTFS

Allocation unit size: Default

Volume label: DATA-SPANNED

Quick format: Mo W

To close this wizard, click Finish.

< Back Cancel
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Hinh 5.19 Cua sé hoan thanh

3.7.3 Tao Volume Striped

Céac budc tao Volume Striped ciing teong ty nhu viéc tao cdc Volume khac nhung
cha y la kich thuéc cua cac dia cung gianh cho loai Volume nay phai bang nhau va
kich thuéc cua Volume bang tong céc kich thudc cua cac phan trén.

A Computer Management (Local

Volume

I Layoutl Type I File System| Status Actions

v |/} System Tools
(\ Task Scheduler
, @ Event Viewer
2 Shared Folders
» &% Local Users and Groups
. (%) Performance
& Device Manager
v &3 Storage
. W Windows Server Backug
= Disk Management
4 Services and Applications

- (C)

Simple Basic NTFS

== (Disk O partition 1) Simple Basic

== DATA (D2)

Simple Basic NTFS

wa DATA-SPANNED... Span.. Dy.. NTFS

Healthy (Boot, Page | [
ment
Healthy (EFI System | [

Healthy (Primary Par More Actions
Healthy

= Disk 1
Dynamic
9.98 GB
Online

== Disk 2
Dynamic
9,98 GB
Online

DATA-SPANNED | |
2.17 GB NTFS 17.81GB
Healthy ‘Unallocate

New Simple Volume...

New Spanned Volume...

DATA-SPANNED

I B New Striped Volume...

New Mirrored Volume...

119GBNTFS  ||8.79GB
Healthy | Unallocated New RAID-5 Volume...
: Properties
B Unallocated [l Primary partition Il Spanned volu
" 7 o A Help

Hinh 5.20 Cua S6 tao dia Striped
Nhap dung Iugng cho volume dé tao dia Striped.

Mew Striped Volume et

Select Disks

You can select the disks and set the disk size for this volume.

Select the disks you want to use, and then click Add.

Available:

Disk 3 10222 MB 2000 mB

Add > 2000 MB
< Remove
< Remove Al

Total volume size in megabytes (ME): |-|JD‘DD

Maximum available space in MB: 13000

Select the amourt of space in MB: |2ﬂD'|] =

< Back Mext = Cancel
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Hinh 5.21 Nhdp dung luong dia cho Striped

3.7.4 Tgo Volume Mirrored.

Céac budc tao Volume Mirrored ciing twong ty nhu Spanned, chad y kich
thudc cua cac dia cing gianh cho loai Volume nay phai bing nhau va kich thuéc
cua Volume bang chinh kich thugc cua mdi phan trén.

A Computer Management (Local | Volume I La}rcut[ Type I File System | Status Actions
v [} System Tools - () Simple Basic NTFS Healthy (Boot, Page | | e o
@ Task Scheduler w= (Disk 0 partition 1) Simple Basic Healthy (EFI System | nag
+ [& Event Viewer = DATA (D) Simple Basic NTFS Healthy (Primary Par Mare Actions
\ 33_ Shared Folders = DATA-SPAMMED... 5pan.. Dy.. RNTFS Healthy
. ¥ Local Users and Groups || = DATA-STRIPED (.. Strip.. Dy.. MNTFS Healthy
b @ Perfermance
M Device Manager
v 8 Storage
» i Windows Server Backug
=7 Disk Management
. Ty Services and Applications { =
A
Dynamic DATA-SPAM || DATA-STRI || '
9.98 GB 2,17 GB NTF || 1,95 GB NTF |/5.86 GB '
Online Healthy Healthy ‘Unalloci Mew Simple Volume...

Mew Spanned Volume...

moaz [ o Stiped Vokme..

Dynamic DATA-SPA  DATA-STRII New Mimored Velume...
9.98 GB 1.19GB NTI || 1.95 GB NTF | |6.84 GB New RAID-5 Volumse...
Online Healthy Healthy Unalloce
Properties
Fs » || Il Unallocated Wl Primary partition [l Spanned volume || o
elp

Hinh 5.22 Ciia S6 tao dia Mirrored
Nhap dung Iugng cho volume dé tao dia Mirrored.

Mew Mirrored Volume

Select Disks
You can select the disks and set the disk size for this volume.

Select the disks you want to use, and then click Add.

Awailable: Selected:
Disk 2 7000 MB Add > Disk; 1 1000 MB

. Disk 3 1000 MB

< Remove
< Remove Al

Total volume size in megabytes (MB): |‘ID[H]
Maximum available space in MB: [10222
Select the amount of space in MB: |'H]'I]'I]' =

< Back Cancel
Hinh 5.23 Nhdp dung luong dia cho dia Mirrored
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3.7.5 Tgo Volume Raid-5.

Céc budc tao Volume Raid-5 cling twong ty nhu trén nhung chu y la loai
Volume yéu cau tbi thiéu dén 3 dia cirng. Kich thuéc cta céc dia cing gianh cho loai
Volume nay phai bang nhau va kich thudc cua Volume bing 2/3 kich thuge cia mdi
phan cong lai.

(& Computer Management (Local|| Volume Layout | Type | File System | Status Actions
2y bl ¥
W '[['_!; System Tools —_ ({::I N Simple Eas?c MNTFS Healthy (Boot, Pagel Disk Management
@ Task Scheduler == (Disk 0 partition 1) Simple Basic Healthy (EFI Systermn |
[2] Event Viewer = DATA (D:) Simple Basic NTFS Healthy (Primary Par More Actions
3&' Shared Folders = DATA-MIRRORE... Mirror  Dy.. NTFS Healthy
& Local Users and Groups || == DATA-SPANMED.. Span.. Dy.. NTFS Healthy

D Petormence = DATA-STRIPED (.. Strip.. Dy.. NTES Healthy

& Device Manager
v B3 Storage
#» Windows Server Backu
= Disk Management
. Ty Services and Applications o Mew Simple Volume...

Mew Spanned Volume...

= Disk 0 N N e Striped Volume..

Basic [ DATA Mew Mirrored Volume...
19.82 GB 200MB || 14.73 GB NTF5 4956
Online Healthy Healthy (Boot, Pac | Healtt New RAID-5 Volume...
| |! Properties
= Disk 1 I ___ [T
Dyynamic DATA-51 || DATA-5 | DATA-l |
9.93_63 2I7TGBI ||1.95GBT | (1000 MI [14.88 GB
Online Healthy | |Healthy | |Healthy | Unallocate!
L
< > || Il Unallocated Wl Primary partition [l Spanned volume [ll Striped volun

Hinh 5.247C1,2’a s6 tao dia Volume Raid-5
Nhép dung lugng cho volume dé tao dia Volume Raid-5.
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Mew RAID-5 Volume >

Select Disks
fou can select the disks and set the disk size for this volume.

Select the disks you want to use, and then click Add.

Available: Selected:

Add - 3000 MB

B 3000 MB

< Remove 3000 MB
< Remove Al
Total volume size in megabytes (MB): G000
Maximum available space in MB: i
Select the amount of space in MB: |3|}DD =
< Back Mext = Cancel

Hinh 5.25 Nhdp dung lwong dia cho dia VVolume Raid-5
4. Quan ly viéc nén dir li€u
Muc tiéu:
- Str dung duogc cong cu nén dir licu.

Nén dix liéu 1a qua trinh luu trir dix liéu dudi mot dang thac chiém it khéng
gian hon dix liéu ban dau. Windows Server hd trg tinh nang nén cac tap tin va thu
muc mot cach ty dong va trong sudt. Cac chuong trinh tng dung truy xuat cac tap
tin nén mot cach binh thuong do hé diéu hanh tu dong giai nén khi ma tap tin va
nén lai khi luu tap tin 1én dia. Kha nang nay chi cd trén cac partition NTFS. Néu
ban chép mot tap tin/thu muc trén mét partition co tinh nang nén sang mot partition
FAT binh thuong thi hé didu hanh s& giai nén tap tin/ thu muc dé truéce khi chép di.
Pé thi hanh viéc nén maot tap tin/thu muc, ban sit dung chuong trinh Windows
Explorer va thuc hién theo cac budc sau:

- Trong ctra s6 Windows Explorer, duyét dén tap tin/thu muc dinh nén va chon
tap tin/thu muc do.

- Nhap phai chudt l1én d6i tugng d6 va chon Properties.

- Trong hop thoai Properties, nhan nat Advanced trong tab General.

- Trong hop thoai Advanced Properties, chon muc “Compress contents to save
disk space” va nhan chon OK.
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Size

General  Sharng Securty Previous Versions  Customize

|DATACNTT
Advanced Attributes >
Type:
Location: |:| Choose the settings you want for this folder,
When you dick QK or Apply on the Properties dialog, you will be
Size: asked if you want the changes to affect all subfolders and files
as well.
Size on disk: Archive and Index attributes
Contains:
erians []Folder is ready for archiving
c 4 Allow files in this folder to have contents indexed in addition to file
reated: properties
Attributes:

Compress or Encrypt attributes

[ ] Compress contents to save disk space
|:| Encrypt contents to secure data Details

Hinh 5.26 Cua sé Attribute
Nhan chon OK trong hop thoai Properties dé xac nhan thao tac. Néu ban
dinh nén mot thu muc, hop thoai Confirm Attribute Changes xuat hién, yéu cau
ban lya chon hoac Ia chi nén thu muc nay théi (Apply changes to this folder only)
hoac nén ca cac thu muc con va tap tin co6 trong thu muc (Apply changes to this
folder, subfolders and files). Thuc hién lya chon ctia ban va nhan OK.
; x|

Confirm Attribute Changes

‘You have chosen to make the Following attribute changels):

CaMmpress

Da wou want to apply this change ko this folder only, oF do wou wank ta
apply it to all subfolders and files as well?

% #pply changes to this Folder only:

" apply changes to this Folder, subfolders and files

ok I Zancel |

Hinh 5.24 Cira s6 gidi nén
Dé thuc hién viéc giai nén mot thu muc/tap tin, ban thuc hién tuong tu theo
cac buac o trén va bo chon muc Compress contents to save disk space trong hop
thoai Advanced Properties.
5. Thiét 1ap han ngach dia (disk quota).
Muc tiéu:
- Cép phat duoc han ngach str dung dung luong dia ctng cho ngudi sir dung.

Han ngach dia dwgc ding dé chi dinh lugng khong gian dia toi da ma mot nguoi
dung ,cc’) thé sir dung trén mot voI’ume NTFS. Ban c6 thé ap dung han ngach dia
cho tat ca nguoi dung hoac chi doi vai tirng ngudi dung riéng biét.
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Mot sé van dé ban phai luu y khi thiét 1ap han ngach dia:

- Chi c6 thé &p dung trén céc volume NTFS.

- Luong khéng gian chiém dung duoc tinh theo cac tap tin va thu myc do ngudi
dung s& hiru.

- Khi ngudi dung cai dit mot chuong trinh, lugng khéng gian dia con tréng ma
chuong trinh thiy duoc tinh toan dua vao han ngach dia caa nguoi dung, khéng
phai 1 lugng khéng gian con tréng trén volume.

- Bugc tinh toan trén kich thudc that su cua tap tin trong truong hop tap tin/thu
muc dugc nén.

5.1. CAu hinh han ngach dia.

Ban cau hinh han ngach dia bang hop thoai Volume Propertise da giéi thiéu
trong phan trén. Ban ciing c6 thé md hop thoai nay bang cach nhap phai chuot Ién
ky tu 6 dia trong Windows Explorer va chon Propertise. Trong hop thoai nay nhap
chon tab Quota. Theo mac dinh tinh nang han ngach dia khéng duoc kich hoat.

e Local Disk (C:) Properties -]
General | Tools | Hardware I Sharing | Security
Shadow Copies | Previous Versions | Quota | Classfication

1 Status: Disk quotas are disabled

Enable quaota management

Dery disk space to users exceeding quata limit

Select the default quota limit for new users on this volume:

) Do not limit disk usage

(@) Limit disk space to | 'IDI}| | MEB w |

Set waming level to | E'I}| |MB v|

Select the quota logaging options for this volume:

Log event when a user exceeds their quota limit

Log event when a user exceeds their waming level

| CQuota Entries... |

Hinh 5.25 Cura s6 Quota
Cac muc trong hop thoai c6 y nghia nhu sau:

- Enable quota management: thuc hién hoiac khéng thuc hién quan ly han
ngach dia.

-Deny disk space to users exceeding quota limit: nguoi dung s& khong thé
tiép tuc s dung dia khi vuot qua han ngach va nhan dugc théng bao out of disk
space.

- Select the default quota limit for new users on this volume: dinh nghia cac
giGi han sir dung. Céc lya chon bao gdém “khéng dinh nghia gigi han” (Do not limit
disk space), “gidi han cho phép” (Limit disk space to) va “gigi han canh bao” (Set
warning level to).
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-Select the quota logging options for this volume: cé ghi nhan lai cac su
kién lién quan dén st dung han ngach dia. C6 thé ghi nhan khi nguoi ding vuot qué
gidi han cho phép hoac vuot qua gidgi han canh béo.

Biéu tuong dén giao thdng trong hop thoai cé céc trang thai sau:
- Pén do cho biét tinh nang quan Iy han ngach khéng dugc kich hoat.
- Dén vang cho biét Windows Server dang xay dung lai thdng tin han ngach.
- Pén xanh cho biét tinh niang quan ly dang c6 tac dung.

5.2. Thiét 1ap han ngach mic dinh.

Khi ban thiét 1ap han ngach mac dinh &p dung cho cac nguoi ding mai trén
volume, chi nhirtng ngudi dung chua bao gio tao tap tin trén volume dé6 maéi chiu anh
huong. Cé nghia la nhirng nguoi dung da s¢ hitu cac tap tin/thu muc trén volume
nay déu khéng bi chinh sach han ngach quy dinh. Nhu vy, néu ban du dinh ap dit
han ngach cho tat ca cac ngudi dung, ban phai chi dinh han ngach ngay tir khi tao lap
volume.

Dé thuc hién, ban ma hop thoai Volume Properties va chon tab Quota. Panh
dau chon muyc Enable quota management va dién vao c4c gia tri gioi han si dung
va gidi han canh bao.

5.3. Chi dinh han ngach cho tirng ca nhan.

Trong mot vai truong hop, ban can phai chi dinh han ngach cho riéng mot
ngudi Nao do, chang han cé thé 1a cac ly do sau:

- Nguoi dung nay sé giir nhiém vu cai dit cac phan mém méi, va nhu vay
ho phai cé dugc lugng khéng gian dia trong Ion.

- Hoac 1a nguoi dung di tao nhiéu tap tin trén volume trudc khi thiét 1ap han
ngach, do vay ho sé khdng chiu tdc dung. Ban phai tao riéng moét gigi han méi ap
dung cho nguoi do.

Dé thiét lap, nhan nit Quota Entries trong tab Quota caa hop thoai Volume
Properties. Cira s6 Quota Entries xuat hién.

*3 Quota Entries for Local Disk (C:) =10l x|

Quota  Edit Wiew Help

0 X - Q

Skatus Logon Mame Amount Lsed Cuoka Limdt | Warnin. .
.................................................................... E-|_|ILTIH'I,H|:|F||IF|I|‘1._--GE-HIILIr||||'H||L|r||||‘
@OK MT AUTHORITY,., 244 KE Mo Lirnit Mo Lirnik i
@OK MT ALTHORITYIL... 219KE Mo Lirnit Mo Limik )
@DK Tran WanThanh TYTHAMH! Thanh 2,78 ME 100 ME 99 ME 2
@OK Tieu Dong Mhon— TYTHAMHYNboR 2,78 ME 100 ME Q99 MB 2
|5 kotal itemi=), 1 selected. b

Hinh 5.26 Cira s6 Quota Entries
Chinh sira thong tin han ngach cia mét ngwoi dung: nhan dap vao muc
ctia ngudi dung tuong ng, hop thoai Quota Setting xuét hién cho phép ban thay doi
cac gia tri han ngach.
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Quota Settings for Tran ¥YanThan x|

General |

g User TrananThanh [T%THANHAT hanh)

Quota used: 278MB [2%) @

Quota remaining: 57,21 MB

" Do not limit disk uzage

& Limit disk spaceto | 100 jee =]
Set warning level ta I [EE] IGB j

K I Cancel | Apply |

Hinh 5.27 Cura s6 Quota Setting
B6 sung thém mét muc quy dinh han ngach: trong cira s6 Quota Entries,
vao menu Quota chon muc New Quota Entry / xuat hién hop thoai Select Users,
ban chon ngudi dung roi nhan OK / xuat hién hop thoai Add New Quota Entry, ban
nhap cé4c gid tri han ngach thich hop va nhan OK.
6. Mi hoa dir li¢u bing efs
Muc tiéu:

- Str dung duogc cong cu ma hoa dir liéu.

EFS (Encrypting File System) la mot ky thuat dung trong Windows Server dung
dé ma hoa céc tap tin luu trén cac partition NTFS. Viéc ma hoa s& bo sung thém mot
I6p bao vé an toan cho hé thdng tap tin. Chi ngudi ding ¢ dung khoa méi co thé truy
xuat duoc c4c tap tin ndy con nhirng nguoi khac thi bi tir chéi truy cap. Ngoai ra,
ngudi quan tri mang con co thé dung tac nhan phuc hoi (recovery agent) dé truy xuat
dén bat ky tap tin nao bi ma hoa. Bé ma hoa céc tap tin, tién hanh theo cac budc sau:

M¢ ctra s6 Windows Explorer.
Trong cira s6 Windows Explorer, chon cac tap tin va thuc muc cin méa hoa.
Nhap phai chudt 1én céc tap tin va thu muyc, chon Properties.
Trong hop thoai Properties, nhan nit Advanced.
Hop thoai Advanced Properties xuat hién, ¢anh diau muc Encrypt contents
to secure data va nhan OK.
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Choose the settings you want for this folder,

File attributes

File is ready for archiving
Allow this file to have contents indexed in addition to file properties

Compress or Encrypt attributes

[ ] Compress contents to save disk space
Encrypt contents to secure data Details

oK | | Cancel |

Hinh 5.28 Cira s6 ma hoé dir liéu
Tro lai hop thoai Properties, nhan OK, xuat hién hop thoai Confirm
Attribute Changes yéu can ban cho biét s& ma hod chi riéng thu muc duoc chon
(Apply changes to this folder only) hoic ma hoa toan bo thu muc ké cac céc thu
muc con (Apply changes to this folder, subfolders and files). Sau d6 nhan OK.

You have chosen to make the following attribute changes:
encrypt

Do you want to apply this change to this folder only, or do you want to

apply it to all subfolders and files as well?

() apply changes to this folder only
(®) apply changes to this folder, subfolders and files

| Ok | | Cancel |

7 Hinh 5.29 Cira s6 Confirm Attribute Changes
beé théi khéng ma hod cac tap tin, ban thuc hién tuong tu theo cac budc trén
nhung bé chon muc Encrypt contents to secure data.
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Choose the settings you want for this folder.

When you dick QK or Apply on the Properties dialog, you wil be

asked if you want the changes to affect all subfolders and files
as well,

Archive and Index attributes

Folder is ready for archiving

Allow files in this folder to have contents indexed in addition to file
properties

Compress or Encrypt attributes

[ | compress contents to save disk space

[ |Encrypt contents to secure data Details

carcel

Hinh 5.30 Cua sé khong ma hoa

Bai tap thwc hanh caa hoc vién

1. Quan 1y dia theo Basic Disk: O thir 1 (Disk 0): chia I1am 2 phan phan ving 1
phan ving chtra hé thong trén Windows server 2019 va 1 phan ving chua dit liéu co
tén DATA.

2. Quan ly dia theo Dynamic Disk: Disk 1, Disk 2, Disk 3

a. Tao dia Spanned Volume tir vdi Disk 1 1a 10GB, Disk 2 1a 15GB va dat tén 1a
DATA-SPANNED

b. Tao dia Striped Volume tir véi Disk 1, Disk 3 c6 tir voi dung lugng 1a 10GB
va va dat tén 1a DATA-STRIPED

c. Tao dia Mirrored Volume tir véi Disk 2, Disk 3 ¢6 tur voi dung luong 1a 20GB
va va dat tén 1a DATA- MIRRORED

d. Tao dia RAID-5 Volume tir v4i Disk 1, Disk 2, Disk 3 ¢6 tir vi dung luong 1a
30GB va va dat tén 1a DATA- RAID

3. Thiét 1ap han ngach dia (disk quota) cho dia DATA cuia Disk 0, céc user duoc
cap 2GB.

Hudéng dan thyc hién:
- Bai tap 1 lam theo cac budc trong muc 3.3 cua giao trinh
- Bai tap 2 1am cac budc trong muc 3.7 cua gido trinh
- Bai tap 3 lam theo myc 5 cua gido trinh
Nhiing trong tim cén chu y:
- Chon 6 dia cho dting dé khong bi 15i hé thong.
- Khi nang cap tur Basic 1én Dynamic dir li€u trén cac phan vung dugc béo toan
- Trong khi d6 n€u ha tir Dynamic xudng Basic thi dir li¢u hoan toan bi xoé sach
- Convert dia phai thich hgp, dung yéu cau

- Khi chung ta cho phép user luu trir dit li¢u trén file server phai ding dung
lugng.
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- Can phai lam dit han ngach luu trir cho user dé tranh ting dang ké dung luong
khong can thiét cua file server. Phai dang nhap dung user Administrator trudc
khi cai dat Domain controller.

- Thiét lap password phu hop hé théng va luu lai dé sau nay con sao luu va phuc
hoi hé thong khi can thiét.

- Chon cho dting phién ban hé diéu hanh dang st dung.

- Disk Quota — thiét 1ap han ngach dia cho user luu trir cho diing phan ving.

- Tét tuong lira cho may DC va Client trén hé thong.

- Thao tac phai ding cac budc Quan ly dia va gidi han dia trén Windows server
2019.

Bai mé rong va nang cao

Tinh hudng: Khi ching ta cho phép user luu trit dit liéu trén file server (dung
Map Network Drive), user c6 thé Iuu trit phim, video v.v lam tiang dang ké dung luong
khong can thiét cua file server. Vi vdy ta ¢6 nhu cau ap dit han ngach luu trit cho user
(Disk Quota — thiét 1ap han ngach dia cho user luu trit).

M®b hinh

File File

Server 1 Server 2 DC

192.168.1.2 192.168.1.1

192.168.1.4

192.168.1.9 192.168.1.10

Yéu cau:
> St dung Disk Quota - File Server Resource Manager (FSRM) Han ché luu trir file
theo dinh dang (vd: cAm file exe, cam flv, mp4, ...) theo md hinh nhu trén
» Can bang tai file Server. Nham dap tmg nhu cau cho nguoi dung khi cé sy truy
cap nhiéu hodc c6 sy cb mat két ndi o server File Server
Yéu cau danh gia két qua hoc tap
Noi dung
— Vé kién thuc:
+ Trinh bay dugc Chirc nang Quan ly dia va gidi han dia trén Windows Server
+ Trinh bay dugc cac budc Quan ly dia va gidi han dia trén Windows Server
2019
— V& k¥ ning:
+ Thao tac thanh thao viéc Quan ly dia trén Windows Server 2019.
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+ Thao tac thanh thao viéc giéi han dia trén Windows Server 2019
+ Thyc hién ding Can bang tai file Server trén Windows Server 2019
— Nang lyc tu chi va trach nhiém: Ti mi, can than, chinh xac, linh hoat va ngan nip
trong cong Vviéc.
Phwong phap
— V& kién thirc: Panh gia bang hinh thirc kiém tra viét, tric nghiém, van dap.
— V& Ky nang:
+ Danh gia k¥ nang thuc hanh vé céc thao tdc Quan ly dia va gidi han dia trén
Windows Server 2019.
+ Panh gia ky ning thuc hanh vé File server resource manager trén Windows
Server 2019.
+ Thyc hién ding Can bang tai file Server trén Windows Server 2019
— Nang luc tu chi va trach nhiém: Ti mi, can than, chinh xéc, linh hoat va ngan nip
trong cong viéc.
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Bai 6: TAO VA QUAN LY THU MUC DUNG CHUNG
Ma bai: MP 17 - 06

Muc tiéu:
- Trinh bay cac loai quyén truy cap dir liéu;
- Tao va quan ly cac thu muc dung chung trén mang.
- Thuyc hién céac thao tac an toan v41 may tinh.
Noi dung chinh:
1. Tao thw muc dung chung
Muc tiéu:
- Chia sé dugc thu muc dung chung
- Trinh bay duoc quyén truy thu muc ding chung.
1.1. Chia sé thw muc dung chung
Céc tai nguyén chia sé la cac tai nguyeén trén mang ma cac ngudi dung co
thé truy xuat va st dung théng qua mang. Mudn chia s¢ méot thu muc dung chung
trén mang, ban phai logon vao hé théng vai vai trd ngudi quan tri (Administrators)
hoac la thanh vién ciia nhém Server Operators, tiép theo trong Explorer ban nhap
phai chuot trén thu muc dé va chon Properties, hop thoai Properties xuat hién,
chon Tab Sharing.
Y nghia ctia cac muc trong Tab Sharing:

General Sharng  Securty  Previous Versions  Customize

Metwork File a
DAT
Shar 3 Metwork access
Metwork Path
WWu-20udpm® .
s Choose people to share with
Share...

Type a name and then click Add, or click the arrow to find someone.

Advanced She

Set custom pe
adwvanced shz ~ Add
¥ Advanc MName Permission Level
2 Administrator Read/Write +
Password Prot S Administrators Cwner
Peaple must b 2 MNGUYEM HOANG VU Read/Write

computerto a

To change thi

I'm having trouble sharing

_ E;Share —

Hinh 6.1 Cira s6 chon user va phan quyén
Muc Y nghia
Do not share this
folder

Share this folder

Chi dinh thu muc nay chi dugc phép truy cap cuc bd

Chi dinh thu muc nay duoc phép truy cap cuc bo va truy cap
qua mang
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Share name Tén thu muc ma ngudi dung mang nhin thiy va truy cap
Cho phép nguoi dung mo ta thém théng tin ve thu muc dung

Comment \
chung nay
User Limit C\ho phép ban IfhalA bao‘go .k;et noi toi da truy xuat
vao thu muc tai mot thoi diém
Permissions Cho phép ban thiet 1ap danh sach quyén truy cap thong qua

mang Cua nguoi dung
Cho phép thu muc dugc luu trir tam tai liéu khi lam viéc dudi
ché do Offline.
1.2.  Cau hinh Share Permissions
Ban muén cip quyén cho cac nguoi ding truy cip qua mang thi ding Share
Permissions. Share Permissions chi co hiéu luc khi ngudi dung truy cap qua mang
cha khdéng c6 hiéu luc khi nguoi dung truy cap cuc bd. Khac vai NTFS
Permissions 1a quan ly ngudi ding truy cap dudi cap do truy xuat dia. Trong hop
thoai Share Permissions, chtra danh sach cac quyén sau:

Offline Settings

DATA-CMTT Properties x

General Sharng Securty  Previous Versions  Customize

Object name:  DADATALCNTT

GI’DLII:I ar User names:

42 SYSTEM

3
& Administrator {\/1)-20JDPM\Administratar)

82 Administrators (VU-20UDPM Administrators)

To change pemissions, click Edit. Edit

Permissions for HGUYEN
HOAMNG VU Allow Dery

Full contral

Modify

Read & execute
List folder conterts
Read

Write

AR RN

For special pemissions or advanced settings. Advanced
click Advanced.

Hinh 6.2 Cira 6 Security
- Full Control: cho phép ngudi dung c6 toan quyén trén thu muc chia sé.
- Modify: cho phép nguoi dung thay do6i dit liéu trén tap tin va xda tap tin trong
thu muc chia sé.
- Read & execute: cho phép nguoi dung xem va thi hanh cac tap tin trong thu
muc chia sé.
- Read: cho phép nguoi dung xem cac tap tin trong thu muc chia sé.
- Write: cho phép ngudi dung xem tao cac tap tin trong thu muc chia s¢
Ban mudn cip quyén cho nguoi dung thi nhap chuét vao nat Edit/add, sau d6 chon
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Anvanced.

Select Users or Groups x

Select this object type:

|Llsers. Groups, or Built-in security principals | Object Types...

From this location:
|vu-2uunPru1 |

Locations...

Common Cueries
M arne: Starts with Columns...
n Cezcription: | Starts with Find Mow

Dizabled accounts Stop

Mon expirng password

. f=y
D apz zince last logor: ?2_7

Search results: Cancel

A Mame In Falder "

42 Backup Oper... VU-20UDPM
H2 BATCH

M2 Cerficate Ser.. VU-20UDPM
ACNTT VU-20UDPM
&, CcnTT VU-20UDPM
| #%CONSOLEL...

4} CREATORG...

M} CREATORO...

42 Cryptographic...  VU-20UDPM
I%] DefauttAccount  VU-20UDPM

Hinh 6.3 Cia sé chon user
Hop thoai chon nguoi dung va nhom xuat hién, ban nhap déi chuét vao cac tai
khoan nguoi dung va nhom can chon, sau d6 chon OK.

Select Users or Groups x

Select this object type:

|Users. Groups, or Built4in security principals | Object Types...

From this location:

|VU-20UDPM || Locations...

Enter the object names to select (examples):

WU-ZOUDPMMENTTY; WU-20UDPMMENTT Check Mames
Advanced. .. QK Cancel

Hinh 6.4 Cira s6 xac nhdn User va group
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Trong hop thoai xuat hién, mudn cap quyén cho nguoi ding ban danh dau vao
muc Allow, nguoc lai khéa quyén thi danh dau vao muc Deny.
Permissions for DATA-CNTT >

Security
Object name:  DADATACNTT

GI'CILIIZI ar user names:

82 SYSTEM

& Administrator (VIJ-20UDPM\Administratar)
H2 Administrators (VU-20UDFP M Administratars)
S8 CNTT (VU-20UDPMACNTT)

& NGUYEN HOANG VU (WU-20UDPMNCNTT)

Add... Remove

Permisgsions for MGLYEM
HOANG VU Allow Deny

Full cortral ] 1] =

Modify ] Ol

Read & execute ]

List folder contents ]

Read ] o

Concsl | | oply

Hinh 6.5 Cira sé phan quyén
1.3. Chia sé thwe muc dung 1énh netshare
Chirc niang: tao, x6a va hién thi c4c tai nguyén chia s¢. Cl phap:
net share sharename
net share sharename=drive:path [/users:number | /unlimited] [/remark:"text"]
net share sharename [/users:number | unlimited] [/remark:"text"]
net share {sharename | drive:path} /delete
Y nghia cac tham sé:
- [Khéng tham sb]: hién thi thong tin vé tit ca cac tai nguyén chia sé trén may tinh
cuc bd
- [Sharename]: tén trén mang cua tai nguyén chia s¢, néu dung lénh net share
véi mot tham sé sharename thi hé théng s& hién thi théng tin vé tai nguyén dung
chung nay.
- [drive:path]: chi dinh dudng dan tuyét dbi caia thu myc can chia sé.
- [fusers:number]: dat sé luong ngudi dung Ion nhat cé thé truy cap vao tai
nguyén dung chung nay.
- [funlimited]: khéng gidi han sb lugng ngudi ding c6 thé truy cap vao tai nguyén
dung chung nay.
- [/remark: "text"]: thém théng tin md ta vé tai nguyén nay.
- /delete: x0a thuoc tinh chia sé cua thu muc hién tai.
2. Quan ly cac the muc dung chung
Muc tiéu:
- Trinh bay duoc quyén truy thu muc ding chung.
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2.1. Xem cac thu muc dung chung
Muc Shared Folders trong cong cu Computer Management cho phép ban
tao va quan ly cac thu muc ding chung trén may tinh. Mudn xem céc thu muc dung
chung trén may tinh ban chon muc Shares. Néu thu muc dung chung ndo c6 phan
cudi cua tén chia s¢ (share name) la dau $ thi tén thu muc dung chung nay dugc
an di va khéong tim thay khi ban tim kiém théng qua My Network Places hoic
duyét cac tai nguyén mang.
Buwoc 1:Ma cong cu Computer Management

Server Manager * Dashboard - (@) | [ mange

Component Senaces

Compuber Managemen:
WELCOME TO EERUHE MAMAGER nag

"
[ '_ grment and Ciptimize Drives
I A Computer Management S eansp
File Action VWiew Help L i
Il BSOS Iritiator
@ $ | Eal| | S | Local Security Pobey
- Microsoft Azure Services
(A Computer Management (Local | Name ODBC Data Sources (32-bit)
; - b
" -[r!I S}rstem Tools - QDBC Data Soyrces [64-kiy
H 22 Shares Performance Monitor
G} TESk SChEdLﬂer 31_. 5E5Sil:lr15 Print Managemaent
I overy Drive:
@ Event Yiewer -0 Fil Recovery D
; 22| Open Files Edita
~ i Shared Folders e .
Repsurce Menitor
2l Shares Services
3'1; Sessions Syiberm Contguiatesn
2| Open Files T
=l P Task Schechler
&% Local Users and Groups Wiinchoers Deferader Faremsll vith Achvarsced Security
|_§'!|?| Performance ‘Windows Memory Diagnestic
A i Wiy PowerShel
w1 Device Manager R
w Z3 Storage Winderws PowerShell ISE
{Iﬂ; Windows Server Backug Windicers PowerShell IE 851
. Wincows Senver Backug
== Disk Management : —
o Services and Applications

Hinh 6.6 Cu:a s6 xem thu muc share
Bwéc 2: chon muc Shared trong Muc Shared Folders

A Computer Management
File Action View Help

| 2@ 6= HEE &

A (;DmputerManagement (Local| share Name Folder Path Type # Client Connections Description
~ b System Tools

2 ADMINS C\Windows Windows 0 Remote Admin
B Tesk Scheduler ERaCs c Windows 0 Default share
9 E E;:::':;:;rs g5 DS DA Windows 0 Default share
4 Shares 2 DATA-CNTT DADATA-CNTT Windows 0
2] Sessions EES EA Windows 0 Default share
4] Open Files E;.EJFS Fi Windows 0 Default share
& Local Users and Groups =IPCS Windows 0 Remote IPC
(%) Performance fal 55 S Windows 0 Default share
% Device Manager pEa Vs LA Windows 0 Default share

v 25 Storage
@3 Windows Server Backug
=7 Disk Management
T Services and Applications

Hinh 6.7 Cua so hién thi cdc thu muc share
2.2.  Xem cac phién lam viéc trén the muc dung chung
Muon xem tat ca cac nguoi dung dang truy cap dén cac thu muc dung chung trén
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may tinh ban chon muc Session. Muc Session cung cap cac théng tin sau:
- Tén tai khoan ngudi dung dang két ndi vao tai nguyén chia sé.

Tén may tinh c6 ngudi dung két ndi tir do.

Hé diéu hanh ma may tram dang sir dung dé két ndi.

S6 tap tin ma nguoi dung dang mo.

Thoi gian két ndi cua ngudi dung.

Thoi gian cho xu Iy cua két ndi.

Phai la truy cap cua nguoi dung Guest khéng?

& Computer Management

File Action View Help

€= |27 6= 0

A Computer Management (Local|| ser - Computer Type # Open Files Connected Time Idle Time Gy

v i System Tools &, Administrator  VU-20UDPM  Windows 1 00:00:05 00:00:05 M
(£) Task Scheduler

@ Event Viewer
v | Shared Folders
2| Shares

@3 Sessions
| Open Files
i Local Users and Groups
I@‘Efl‘.l Performance
;.'.: Device Manager
v &5 Storage
Y Windows Server Backug
= Disk Management

T Services and Applications

Hinh 6.8 Cira s6 xem User truy cdp thuw muc

2.3.  Xem céc tap tin dang mé trong cac thw muc dung chung

Mudn xem céc tap dang mé trong cac thu muc dung chung ban nhap chuét vao
muc Open Files. Muc Open Files cung cip cac théng tin sau:

- Puong dan va tap tin hién dang duoc mo.
Tén tai khoan nguoi dung dang truy cap tap tin do.
Heé diéu hanh ma nguoi ding sir dung dé truy cap tap tin.
Trang thai tap tin c6 dang bi khoa hay khong.
Trang thai m¢é st dung tap tin (Read hoac Write).

A Computer Management

File Action View Help
= %@ 6= B
S

& Computer Management (Local Open File Accessed By Type # Locks Open Mode

v [i§ System Tools _|DADATA-CNTT\  Administrator  Windows 0 Read
(1) Task Scheduler

2] Event Viewer
w | Shared Folders
| Shares
| Sessions
g2 Open Files
& Local Users and Groups
(%) Performance
:.l.: Device Manager
w =3 Storage
3@) Windows Server Backug
= Disk Management
::';3 Services and Applications
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Hinh 6.9 Cira s6 Xem C&c tdp tin dang mé
3. Quyén truy cap ntfs
Muc tiéu:
- Phén duoc quyén truy cp dit liéu dung trong hé thong mang.

Co hai loai hé théng tap dugc dung cho partition va volume cuc bo 1a FAT (bao
gom FAT va FAT32). FAT partition khong hd trg bao mat noi bo, con NTFS
partition thi nguoc lai c6 hd tro bao mat; c6 nghia la néu dia cung cua ban dinh
dang 1a FAT thi moi nguoi déu co thé thao tac trén cac file chira trén dia cang nay,
con nguoc lai 1a dinh dang NTFS thi tly theo nguoi ding c6 quyén truy cap khong,
néu ngudi dung khdng cd quyén thi khdng thé nao truy cap duoc dir liéu trén dia.
Hé théng Windows Server dung cac ACL (Access Control List) dé quan ly cac
quyén truy cap cua dbi twgng cuc bd va cac doi tuong trén Active Directory. Mot
ACL c6 thé chira nhiéu ACE (Access Control Entry) dai dién cho mot ngudi dung
hay mot nhém nguoi.

D:ADATA
NTFS SHARE
ACL ACE ACL ACE
Everyone Read Everyone Change
Sales Modify Sales Fead
Managers Full Control Managers Change

Hinh 6.10 Phan quyén truy
3.1. C4c quyén truy cip cia NTFS
Tén quyén Chirc niing
Duyét cac thu muc va thi hanh cac tap tin chuong
trinh trong thu muc
Liét ké ndi dung cua thu muc va doc dir liéu cua Cac
tap tin trong thu muc
Read Attributes Poc cac thudc tinh cua cac tap tin va thu muc
Read Extended Attributes rfgﬁs cac thudc tinh mo rong cua cac tap tin va thy
Create File/Write Data | Tao c4c tap tin méi va ghi di liéu 1én cic tap tin nay
Create Folder/Append Data | Tao thu muc mai va chén thém dir liéu vao cac tap tin

Traverse Folder/Execute File

List Folder/Read Data

Write Attributes Thay doi thudc tinh cua c4c tap tin va thu muc
Write Extendd Attributes r':']tlliy doi thude tinh mo rong ciia cac tap tin va thuy
Delete Subfolders and Files | X6a thu muc con va cac tap tin
Delete Xo0a cac tap tin
Read Permissions Poc cac quyén trén cac tap tin va thu muc
Change Permissions Thay d6i quyén trén cac tap tin va thu muc
Take Ownership TudC quyén s¢ hitu cua Cac tap tin va thu muc
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3.2. C4c mirc quyén truy cap dwoc ding trong NTFS

List
Full . Read& | Folder )
Control Modity Executel Content Read | Write

S

Tén quyeén

Traverse Folder
[Execute File

List Folder /Read Data
Read Attributes

Read Extended
Attributes

Create File /Write Data
Create Folder /Append
Data

Write Attributes

Write Extended
Attributes

Delete Subfolders and
Files

Delete

Read Permissions
Change Permissions
Take Ownership

X [ X|X] X
X [ XX X

X

X (X X [ X| X [ X[X] X

XX

XIX|X[X[ X | X [ X] X [ X| X [X[X| X

3.3.Gan quyen truy cip NTFS trén thu muc dung chung

Ban mubn géan quyeén NTFS, thong qua Windows Explorer ban nhap phai
chudt vao tap tin hay thu muc can Cau hinh quyén truy cap roi chon Properties.
Hop thoai Properties xuat hién. Néu 6 dia cua ban dinh dang 1a FAT thi hop thoai
chi c6 hai Tab la General va Sharing. Nhung néu dia c6 dinh dang 1a NTFS thi
trong hop thoai s& cd thém mét Tab la Security. Tab nay cho phép ta co thé quy
dinh quyén truy cap cho ting nguoi dung hodc mot nhom nguoi dung 1én cac tap tin
va thu muc. Ban nhap chudt vao Tab Security dé cdp quyén cho céc ngudi dung.
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DATA-CMTT Properties

GI’DIJI] ar user names:

General Sharng Securty  Previous Versions  Customize

Object name:  DADATACNTT

SR SYSTEM

£

b §NGUYEN HOANG VU (VU-20UDPM\CNTT)
S8 CNTT (VU-20UDPMA\CNTT)

: A Adrmimictr=tar A0 100 IDPRY Adminiotr=dark b

Permissions for NGUYEMN
HOANG VL

To change permissions, click Edit.

Edit...

Allow Dery

Full contral

Modify

Fead & execute
List folder conterts
Read

Write

LKL

click Advanced.

For special pemissions or advanced settings.

Advanced

Cancel Apply

Hinh 6.11 Gan quyeén truy cdp NTFS

Mudn cap quyeén truy cap cho mot ngudi dung, ban nhap chudt vao nat Add, hop
thoai chon lya ngudi dung va nhdm xuat hién, ban chon ngudi dung va nhoém can
cap quyén, nhap chudt vao nat Add dé thém vao danh séch, sau d6 nhap chudt vao
nit OK dé tro lai hop thoai chinh.

Select Users or Groups

Select this object type:

|Use.-rs. Groups, ar Buittin securty principals

From this location:

|‘JLI-2'I]UDF‘I'U'I

| Locations...

Enterthe object names to select (zxamples):

VU-20UDPMNCNTT WU-20UDPMNCNTT

Advanced. ..

Check Names

] Cancel

| Object Types...

ot

Hinh 6.12 Cia sé xac nhédn User va group
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Hop thoai chinh s& xuat hién cac ngudi ding va nhdm ma ban méi thém vao, sau
d6 chon nguoi dung va nhdm dé cap quyen. Trong hop thoai da hién san danh sach



quyén, ban muén cho nguoi dung d6 c6 quyeén gl thi ban d¢anh dau vao phan Allow,
con nguoc lai mudn cAm quyén d6 thi danh diu vao muc Deny.

Permissions for DATA-CNTT it
Securty
Object name:  DADATALCNTT

GI'CILIFI ar User names:

2 SYSTEM ~
& NGUYEN HOANG VU (VU-20UDPM\CNTT)

S8 CNTT (VU-20UDPM\CNTT)

& Administrator (VU-20UDPM\Administratar)

HE Administrators (VU-20UDPM Administrators) o
£ >
Add... Remove
Pemissions for CNTT Allow Dery
Full cortral |:| o =~
Modify L]
Read & execute [l
List folder contents ]
Read ] I

Carcel Apply

Hinh 6.13 Cua s6 cap quyén User va group
3.4. Ké thira va thay thé quyén ctia d6i twong con.

Trong hop thoai chinh trén, ching ta c6 thé nhap chudt vao nat Advanced dé
cau hinh chi tiét hon cho cac quyén truy cap cua ngudi ding. Khi nhap chuét vao nat
Advanced, hop thoai Advanced Security Settings xuat hién, trong hop thoai, néu
ban danh diu vao muc Allow inheritable permissions from parent to propagate
to this object and child objects thi thu muc hién tai dugc thira huéng danh sach
quyén truy cap tir thu muc cha, ban muén x6a nhing quyén thira hudéng tir thu
muc cha ban phai bo danh dau nay. Néu danh séch quyén truy cap cua thu muc cha
thay d6i thi danh sach quyén truy cap caa thu muc hién tai ciing thay doi theo. Ngoai
ra néu ban danh diu vao muc Replace permission entries on all child objects with
entries shown here that apply to child objects thi danh sach quyén truy cap caa thu
muc hién tai s& duoc 4p dung xubng céc tap tin va thu muc con c6 nghia |a cac tap
tin va thu muc con s& duoc thay thé quyén truy cip gidng nhu cac quyén dang hién
thi trong hop thoai.
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Adwvanced Security Settings for DULIEU O *

MName: Yovu-20udprm\ DATA-CNTT\DULIEY
Owner Administrators (VU-20UDPMYAdministrators) Change
Permissions Share Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permissicn entries:

Type Principal Access Inherited from Applies to £
82 Allow  SYSTEM Full control MNone This folder, subfolders and files
a Allow  MGUYEN HOANG VU (WVU-20... Read & execute MNone This folder, subfolders and files
8% Allow  CNTT (VU-20UDPMACNTT) Maodify Mone This folder, subfolders and files
a Allow  Administrator (VU-20UDPMY...  Full control Maone This folder, subfolders and files
8% Allow  Administrators (VU-20UDPM...  Full control Maone This folder, subfolders and files
HE Allow  CREATOR OWNER Full control MNone Subfolders and files only
SR Allow  Users (VU-20UDPMY Users) Read & execute Maone This folder, subfolders and files
EF a1 LL AL 0D ALl 31 [ 1=l Kl Their £m1 =l | 5% N P e
Add Remove Wiew

I Enable inheritance

[]Replace all child object permission entries with inheritable permission entries from this object

oK Cancel Apply

Hinh 6.14 Cira s6 Ké thira va thay thé quyén

Trong hop thoai nay, Windows Server ciing cho phép ching ta kiém tra va cau

hinh lai chi tiét cé}c quyen cua nguoi dung va nhom, dé thuc hién, ban chon nhém
hay ngudi dung can thao tac, sau dé nhap chudt vao nut Edit.

Permissions for DULIEU s

Security
Object name:  “wu-20udpm*DATALCNTTDLLIEL

GI’DIJI] ar User names:

a NGUYEN HOANG VU (VU-20UDPMWCNTTT) S
S& CNTT (WU-20UDPMACNTT)

a Administrator (VLU-200 0P M \Administrator)

SR Administrators (VU-20UDP M Administrators)

SR Users (VU-20UDPMUsers) W

< >

Add. .. Remove

Permissions for CNTT Allow

Full control

Madify

Read & execute
List folder contents
Read

>

£

]DDDDDE’

Cancel Apply
Hinh 6.15 Cira s6 cdp quyén
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3.5. Thay doi quyén khi di chuyén thw muc va tap tin.

Khi ching ta sao chép (copy) mét tap tin hay thu muc sang mét vi tri mai thi
quyén truy cap trén tap tin hay thu muc nay s& thay ddi theo quyén trén thu muc cha
chtra chiing, nhung nguoc lai néu ching ta di chuyén (move) mat tap tin hay thu muc
sang bat ki vi tri nao thi cac quyén trén ching van duogc giir nguyen.

3.6. Giam sat ngwoi dung truy cap thuw muc

Ban mudn gidm séat va ghi nhan lai c4c nguoi ding thao tac trén thu muc hién
tai, trong hop thoai Advanced Security Settings, chon Tab Auditing, nhap chuét
vao nat Add dé chon ngudi dung can giam sat, sau d6 ban muén giam sét viéc truy
xuat thanh cong thi danh dau vao muc Successful, nguoc lai giam sét viéc truy xuat
khéng thanh cdng thi danh dau vao muc Failed.

21xI

Object |

MHame: Inhon [DC2%nhon) LChange... |

Apply onto: IThis falder, subfalders and files ;I

Acoess: Successful Failed

Full Contral

Traverse Folder / Execute File
Lizt Folder / Read Data

Read Attributes

Read Extended Attributes
Create Files /"Wiite Data
Create Folders # Aipppend Data
wirite Attributes

wiite Extended Attributes
Delete Subfolders and Files
Delete

||
u Apply these auditing entries to objects Clear &l |

and/or containers within this container only

(0] % I Cancel |

Hinh 6.16 Cira so Auditing
3.7. Thay doi ngudi sé hiru thw muc
Ban mudn xem tai khoan nguoi va nhém nguoi ding sé hira thu muc hién tai,
trong hop thoai Advanced Security Settings, chon Tab Owner. Bng thai ban ciing
c6 thé thay d6i nguoi va nhém nguoi sé hitu thu muc ndy bang cach nhap chuét vao
nat Other Users or Groups.

Read Permissions

T | P IV

lJOO0O0O00REO0O0004
l0RKOO0000000

137



Advanced Security Settings for Data

F'ermissionsl Auditing  Dwner I Effective F'ermissionsl

21 x|

ou can take or assign ownership of this object if you hawve the required permizsions or privileges.

LCurrent owner of thiz item:
I.-’-'-.dministrators [METCLASS Y Sdminiztrators]

Change gwner ko:

M arne
ﬂ Administrator [MET CLAS S \Adminiztrator]
ﬁE Administrators [METCLAS S Administrators]

Other Users or Groups.... I

I Beplace owner on subcontainers and objects

Learn more about ovwnership.

ITI Cancel Apply
Hinh 6.17 Cua s6 Owner
4. DFS
Muc tiéu:

- Phan biét duogc cac loai hé théng DFS.
- Trién khai thuc hién dugc hé thong DFS.

DFS (Distributed File System) 1a hé thong t6 chirc sdp xép cac thu muc, tap tin
dung chung trén mang ma Server quan ly, & d6 ban c6 thé tap hop céac thu muyc
dung chung nam trén nhiéu Server khac nhau trén mang véi mot tén chia s¢ duy
nhat. Nho hé théng ndy ma ngudi dung dé dang tim kiém mot tai nguyén dung
chung nao d6 trén mang... DFS c6 hai loai root: domain root la hé théng root gan
két vao Active Directory duoc chta trén tat ca Domain Controller, Stand-alone
root chi chtra théng tin ngay tai may duoc cau hinh. Chi y DFS khdng phai 13 mot
File Server ma n6 la chi 1a mot “bang muc luc” chi dén céac thu muc da duoc tao va
chia sé san trén cac Server. Dé trién khai mot hé thong DFS trudc tién ban phai hiéu
cac khai niém sau:

- Gbc DFS (DFS root) 1a mét thu muc chia sé dai dién cho chung cho cac thu
muc chia sé khac trén cac Server.

- Lién két DFS (DFS link) la mot thu muc nam trong DFS root, né anh xa dén
mot tai nguyén chia sé cac Server khéc.

Bang So sanh hai loai DFS

Stand-alone DFS

Fault-tolerant DFs

- La hé théng DFS trén mot may
Server Stand-alone, khéng c6 kha
ning dung I6i.

- Nguoi dung truy xuat hé thong
DFS thong qua duong dan
\\servername\dfsname.

- L& hé thong DFS dya trén nén
Active Directory nén cé chinh dung
15i cao.

- Hé théng DFS s& tur dong dong
bo gitra cac Domain Controller va
ngudi dung co thé truy xuat dén DFS
théna qua duona  dan

Bai tap thwe hanh cia hoc vién

1. Tao thu muc c6 tén Personal trén 6 dia bat ky.
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2. Chia sé va phan quyén truy cap thu myc nay.

Hudéng dan tra 1oi:
1. Tao thw muc c6 tén Personal trén 6 dia bat ky.

Mg 6 dia can tao folder dé share, & ddy toi chon 1a 6 C, c4c ban c6 thé tiy chon mot
b dia khac bt ky, right click chon new, chon folder, va dit tén cho folder nay la
personal

|.2)Documents and Settings File Folder 11/09/2007 2:59 PM
\C)Program Files File Folder 11/09/2007 1:40 PM R
[LIWINDOWS File Folder 03/09/2007 11:00 &M

| 2ywmpub File Folder 11/09/2007 1:43 PM

13 hinh 28.bmp 723KB Bitmap Image 01/01/2002 12:20 AM A
|| personal File Folder 18/09/2007 10:17 AM

Hinh 6.18 Cira sé tqo folder
2. Chia sé va phan quyen truy cap thu muc nay.
Ta s& cau hinh mot sb thugc tinh cua folder nay, right click vao folder nay, chon
properties, hop thoai personal properties xuat hién:

personal Propetrties ] d ot

General ]Shatingl Securityl Customizel

/l Ipersonal

Type: File Folder
Location: C:A
Size: 0 bytes

Size ondisk: 0 bytes

Contains: 0 Files, 0 Folders
Created: Today, September 18, 2007, 10:17:08 Ak
Attributes: Advanced...

Hinh 6.19 Cua sé personal properties
Click vao tab Securiy dé cau hinh NTFS permission trén folder nay. Trén tab
Security, click nut Advanced

139



personal Properties M 21 x|

General | Sharing  Security lCustomizeI

Group or user hames:

€7 CREATOR OWNER
€% SYSTEM
€7 Users (HOCMANGUsers)

Add... I Remove I

Permissions for Administrators Allow Deny
Full Control bt
Modify

Read & Execute
List Folder Contents
Read

=

For special permissions or for advanced settings, Advanced I
click Advanced. —

1 1

Hinh 6.20 Cia sé Security
Trong hop thoai Advanced Security Setting for personal, ban ngat quyén thira
huong bang cach loai bo dau check ra khoi muc Allow inheritable permissons from
the parent to propagate to this object and all child object. Include these with entries
explicity defined here.

Advanced Security Settings for personal B d b

Permissions |Auditing| DOwner | Effective Permissions |

1EEEEEE
1000000

To view more information about special permissions, select a permission entry, and then click Edit.

Permission entries:

Type l Name l Permission I Inherited From ] Apply To |
Allow Administrators [HOCM...  Full Control <not inherited> This folder only
Allow Administrators [HOCM...  Full Control C:h This folder, subfolders...
Allow SYSTEM Full Control C:A This folder, subfolders...
Allow CREATOR OWNER Full Control C:A Subfolders and files only
Bllow Users [HOCMANGAU... Read & Execute C:A This folder, subfolders...
Allow Users [HOCMANGAU...  Special C:A This folder and subfal...
Add... Edit... Remove

[ Replace permission entries on all child objects with entries shown here that apply to child objects

Learn more about access control.

. [a—  ———— =
Hinh 6.21 Cwa so quyén thira hwong
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Trén hop thoai Security, click nit Remove dé loai bo tat ca cac quyén thira hudng

Advanced Security Settings for personal

x

Selecting this option means that the parent permission entries that apply to
\c)‘) child objects will ho longer be applied to this object.
-

-To copy the permission entries that were previously applied from the
parent to this object, click Copy.

-To remove the permission entries that were previously applied from the
parent and keep only those permissions explicitly defined here, click
Remove.

-To cancel this action, click Cancel.

Bemov{e | Cancel |

, ~ Hinh 6.22 Cua 56 bo quyen thira huong
Xong nhan apply, nhan OK dé quay ve hoi hop thoai personal properties
[pErsonarrroperoes — ———————— P [T |

General | Sharing  Security I Customize |

Group or user names:
ﬁi Administrators [HOCMANG\Administrators]

Add.. | Eemove%

Permissions for Administrators Allow Deny
Full Contral O O &
Madify O O
Read & Execute O O
List Folder Contents O O
Read O O
Wiite O O =
£ masisl D arnsiocimos o | m :.l

For special permissions or for advanced settings,
click Advanced.

oK | 3 E;ancel | Spply |
Hinh 6.23 Cwa so cap quyén
Trong hop nay cac ban nhan add, s& xuat hién hop thoai Select user,
computer, or groups
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Select Users, Computers, or Groups - 21 x|

Select this object type:

IUsers, Groups, or Built-in security principals Dbject Types...

From this location:

N

Ihocmang. com Locations...

Enter the object names to select | :gamgles]:

[Check Names

Advanced... I | [E I Cancel I

7

Hinh 6.23 Cira s6 chon doi tuong
Nhap vao hop text Enter the object names to select (examples): group Domain
Admins roi click vao nat check names. Group Domain Admins sé dugc gach dudi,

click ok
Select Users, Computers, or Groups j R _2])_5]
Select this object type:
IUsers, Groups, or Built-in security principals Object Types...

From this location:

lhocmang. com Locations... I

Enter the object names to select [examples):

Domain Admins] Check Names

Advanced... I |:5 oK I Cancel I

Z

Hinh 6.24 Cira s6 chon User va group
Trong hop thoai Personal Properties, cap quyén Full Control cho group
Domain Admins ban mai thém vao. Click apply
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General | Shaiing Security ICustomizeI

Group or user names:

[ €5 dministrators (HOCMANG \Administrators)
‘ Domain Admins (HOCMANGAD omain Admins)

Add... I Remove I

Permissions for Domain Admins Allow Deny
Full Control O A
Madify O
Read & Execute O
List Folder Contents O
Read O
Write o
Cmanmial Darminsimna m (o | :J

For special permissions or for advanced settings,  Advanced I
click Advanced. -

| oK I Cancel I Apply ,\_I
L«

Hinh 6.25 Cira s6 Full quyén cho Domain Admins
Sau d6 di chuyén qua tab sharing, trén tab sharing, danh dau chon vao muc
share this folder dé share folder nay. Click vao nat Permission dé an quyeén share cho
folder

General Sharing lSecutilyI Customize |

l [ You can share this folder with other users on your
» network. To enable sharing for this folder, click Share this
folder.

" Do not share this folder
—{* Share this folder

Share name: lpersonal

Comment: I
User limit: *' Maximum allowed
" &llow this number of users: -

To set permissions for users who access this
folder over the network, click Permissions.

To configure settings for offline access, click Caching I
Cachina.

Windows Firewall will be configured to allow this folder to be
shared with other computers on the network.

View vour Windows Firewall settings

oK l Cancel Apply l
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Hinh 6.26 Cuia s6 chia sé personal
Trong hop thoai permission for personal, danh dau chon vao muc Full Control
trong cot Allow dé cap quyen full control cho everyone group. Click apply roi click

ok.
2
Share Permissions l
Group or user hames:
m Everyone
Add... ] Remove l
Permissions for Everyone Allow Deny
Full Control O
Change a
Read |
oK | Cancel |

Hinh 6.27 Cura sé Full control cho Everyone
Click apply va rdi click ok dé déng hop thoai Personal Properties
Nhirng trong tAim can chu y:
- Chon 6 dia dit liéu dé chia sé cho dting dé khong bi 16i hé thng.
- Cép quyén cho diing theo nhom user va group cho ting folder
- Gan quyén truy cap cho cac folder dang véi user va group
- Truy cap hé thong kiém tra xem phién 1am viéc, xem user nao dang mo thu muc
chia sé.
- Khi ching ta cho phép user luu trir dir li¢u trén file server phai dung dung
luong.
- Thuc hién dung viéc K¢é thira va thay thé quyen ctia ddi tugng con.
- Tat twong lira cho may DC va Client trén hé thong.
- Thao tac phai dung cac budc tao va quan ly thu muc dung chung trén Windows
server 2019.

Bai mé rong va nang cao

Tinh hudng: Chia sé va phan quyén cac folder cho cac user trong hé théng voi
nhitng chirc nang mo rong caa NTFS

M6 hinh
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Domain Controller

| |
_ 192.168.1.2
| N
=

W 192.168.13

~—

192.168.1.250

192.168.1.4

Yéu cau:
- Tao cay thu muc nhu sau

Group KT va NS: read

Data

| Group KT va NS: Full control

DataChung e

| DataKeToan " . Group KT: Full control

Ful I
DataNhanSu ¢—— Group NS: Full contro

| Document.txt

- Tao 2 tai khoan NS1 va NS2 thuoc group NS va 2 tai khoan KT1, KT2 thudc group
KT
a) Thuc hién viéc gan quyén nhu hinh trén
b) Trong Folder DataKeToan, khéng cho tai khoan KT1 truy xuat
¢) Tao 2 Folder con trong DataNhanSu bang tai khoan NS1, dang nhap bing NS2
d) X6a 1 Folder ma NS1 vira tao, sau d6 tao 2 folder cling cap véi folder vira x6a
e) Thiét 1ap nguyén tic "Khong x6a dit liéu cia ngudi khac"
f) Dung Ns2 dé loai bo hoan toan céc tai khoan khac trén folder vira tao (bao
gom Administrators, System wv...)
) Dung Administrator dé lay lai quyén owner trén folder ma Ns2 di thiét lap.
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Yéu cau danh gia két qua hoc tap
Noi dung
— Vé kién thic:
+ Trinh bay duoc Chire ning Chia sé, cdu hinh, quan 1y thu muc ding chung trén
Windows Server 2019
+ Trinh bay duoc Chuc ning DFS va Quyeén truy cap NTFS trén Windows
Server 2019
— V& k§ ning:
+ Thao tac thanh thao viéc Chia sé, ciu hinh, quan 1y thu muc ding chung trén
hé thong.
+ Thao tac thanh thao viéc cap phét, thu hdi Quyén truy cap NTES trong cuc bo
hoac Domain trén Windows Server 2019
+ Thyc hién dang yéu cau Tai khoan NS1 khong xo6a folder ma NS2 tao va Lay
quyén lai cho admin khi bi NS2 x6a bé.
— Nang lyc tu chi va trach nhiém: Ti mi, can than, chinh x&c, linh hoat va ngin nap
trong cong Vviéc.
Phuwong phap
— Vé kién thirc: Panh gia bang hinh thac kiém tra viét, trac nghiém, van dap.
— V& k¥ ning:
+ Panh gia ki nang thuc hanh vé viéc Chia sé, ciu hinh, quan 1y thu muc dung
chung trén hé théng.
+ Panh gia k¥ nang thuc hanh vé cap phat, thu hoi Quyén truy cap NTFS trong
cuc bd hoac Domain trén Windows Server 2019.
+ Danh gia k¥ nang thuc hanh vé yéu cau Tai khoan NS1 khdng x6a folder ma
NS2 tao va L4y quyén lai cho admin khi bi NS2 xéa bo
— Ning luc tu chii va trach nhiém: Ti mi, can than, chinh xac, linh hoat va ngan nip
trong cong Viéc.
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Bai 7: CHINH SACH BAO MAT
Ma bai: MP 17 - 07

Muc tiéu:
- Trinh bay céc loai chinh sach
- Thiét lap cac chinh sach cuc b trén h¢ théng.
- Thiét 1ap cac chinh sach mién trén hé thong
- Thuc hién céac thao tac an toan v41 may tinh.
Noi dung chinh:
1. Gi6i thiéu chung vé GPO

Group Policy 1a tap hop cac thiét 1ap cau hinh cho Computer va Users, xac dinh
cach thic dé cac chuong trinh, tai nguyén mang va hé diéu hanh 1am viéc véi nguoi
dung va may tinh trong 1 t6 chitc. Muc dich sir dung GPO nham trién khai cac chinh
sach tr mién may cha Domain Controller xuong Users. Group Policy c6 thé dung dé
trién khai phan mém cho mét hozc hoic nhiéu may tram nao d6 mot cach ty dong; dé
an dinh quyén han cho mot s6 nguoi ding mang, dé giéi han nhitng ung dung ma ngudi
dung dugc phép chay; dé kiém soat han ngach sir dung dia trén cac may tram; dé thiét
lap céc kich ban (script) ding nhép (logon), ding xuat (logout), khoi dong (start up), va
tat may (shut down)

Group Policy chi ap dung trén cac may Windows Server NT/ 2000 / 2003 / 2008 /
2012 /2016 /2019 ... va chu yéu ap dung cho cé4c Site, Domain va Organization Unit.
Céc chinh sach nhém duoc &p dung cho cac dbi tuong nhu Site, domain, OU duoc goi
la GPO (Group Policy Objects)

Trén moi may Windows Server 2019 ciing ¢6 1 bo cong cu Group Policy dugc goi
la Local Group Policy va s chi ap dung cho chinh mdy nay khi méy d6 khong tham gia
Vvao mién.

Cac Group Policy Objects dugc luu trir trong co s dir liéu cta Active Directory.
Chuong trinh dé tao ra va chinh sta GPO ¢4 tén la Group Policy Object Editor (day 1a
1 dang console tén la gpedit.msc, console cta Active Directory Users and Computers la
dsa.msc)

2. Chirc ning caa Group Policy

Cac Group Policy c6 thé dung dé trién khai cai dat phan mém xudng cac may
tram trong mién mot cach tu dong. Dung dé 4n dinh cac quyén han cho ngudi ding
trong mang.

Gigi han phan mém dwoc cai dit trén may Client, gidi han nhitng tng dung dugc
phép chay trén may Client. Kiém soét han ngach st dung 6 dia ctng trén may Client.
Thiét Iap cac kich ban (Script) cho dang nhap (Logon), dang xuat (Logout), khai dong
(Startup), tit may (Shutdown), don gian hoa viéc quan 1y cac mdy Client. GPO dinh
hudng lai mot sé thu muc quan trong trén may Client va con rat nhiéu chirc ning khac
nira tly thudc vao nhu cau caa ngudi quan tri.

Mot sb chi ¥ trong GPO: Cac GPO chi c6 thé hién hitu trong mién Active
Directory, GPO mét tac dung ddi véi nhitng may client khi chung dwoc x6a khoi mién
va cac may tinh Local chi c6 thé str dung Local Group Policy
3. Chinh sach cuc bo
3.1 Account Policy

. Password Policies: Bao gdm céc chinh sach lién quan dén mat khau tai khoan
cua nguoi st dung tai khoan trén may.
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Enforce password history: Véi nhitng nguoi sit dung khong c6 thoéi quen ghi
nhé nhiéu mat khau, khi budc phai thay d6i mat khau thi ho van dung chinh mat
khau cii dé thay cho mat khiu méi, didu nay 12 mot k& hé 16n lién quan tre tiép
dén viéc 160 mat khau. Thiét 1ap nay bat budc mot mat khau méi khong duge giong
bét ky mot s6 mat khiu nao d6 do ta quyét dinh. C6 gia tri tir 0 dén 24 mat khau.
Maximum password age: Thoi gian t61 da mat khau con hiéu lyc, sau thoi gian
nay he thong s& yéu cau ta thay d6i mat khau. Viéc thay d6i mat khau dinh ky
nham nang cao do an toan cho tai khoan, vi mot ké xau co thé theo doi nhirng
thoi quen cua ban, tir d6 co thé tim ra mat khiu mot cach d& dang. Sd giatritur 1
dén 999 ngay, gia tri mic dinh 1 42 ngay.

Minimum password age: Xac dinh thoi gian tdi thiéu trude khi c6 thé thay do6i
mat khau. Hét thoi gian nay ban méi c6 thé thay d6i mat khau cua tai khoan, hodc
ban c6 thé thay d6i ngay 1ap tic bang cach thiét 1ap gia tri 13 0. Gia trj tir 0 dén
999 ngay.

Minimum password length: D6 dai nho tdi thiéu cua mat khau tai khoan (tinh
bang s6 ky tu nhap vao). P dai cia mat khau ¢ gia tri tir 1 dén 14 ky tu. Thiét
1ap gia tri 1a 0 néu khong mudn sir dung mat khau. Gia tri mac dinh 13 0.
Password must meet complexity requirements: Quyét dinh d6 phuec tap cua
mat khau, neu tinh nang nay c6 hiéu lyc, mat khau cua tai khoan it nhat phai dat
nhing yéu cau sau:+ Khong chira tit ca hoic mot phan tén tai khoan ngudi dung.+
Do dai nho nhit 1a 6 ky tu.+ Chura 3 hodc 4 loai ky tu sau: Cac chir cai thuong
(a->z), cac chir cai hoa (A->Z>), cac chir sb (0->9) va cac ky tu dac biét.

D0 phurc tap cua mat khau dugc coi 1a bat budc khi tao méi hodc thay d6i mat
khau, mic dinh 1a: Disable.

Store password using reversible encryption fo all user in the domain: Luu
trir mat khau st dung ma hoa nguoc cho tat ca cac ngudi sir dung domain. Tinh
ning cung cap su hd trg cho cc ing dung giao thirc, né yéu cau sy am hiéu vé
mat khau ngudi str dung. Viée luu trit mat khau str dung phuong phap ma hoa
nguoc thuc chat gidng nhu viée luu trit cac vin ban ma héa cac thong tin bao vé
mat khau. Mic dinh: Disable.

3.1.1 Password policy

Vao Aministrator =» Local Sercurity Policy = Account policies

File

E—= Local Security Policy

Action  View Help

&= | 5E X = | HE

EHH

i:_nI Security Settings Policy = I Security Setting |
B [Cg Account PD"EiES | Enforce password history 0 passwords remern, ..
9 | Maximurn password age 0
5 H':':':"-'"'t Lockout Palicy | Minimum password age 0 days
2 Kerberos Policy _j::I Minimum password length 0 characters
LS _j::] Password must meet complexity r... Disabled

- Metwork List Manager Policies

g IP Security Polides on Local Computer

al Windows Firewal with Advanced Security jl::] Store passwords using reversible ... Disabled

~| Public Key Policies
| Software Restriction Policies

Hinh 7.1 Cua sé chinh sach mdt khau

Trong nay bao gém cac muc:
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Password must meet complexity ...: khi dat password cho wins phai c¢6 da do

phirc tap.(hoa, thuong, s6, Ky tu dac biét). Mac dinh tinh ning nay s& bi disable, dé gia
tang ché do bao mat nén chon Enable

Minimum password age: mac dinh gia tri nay la 0 néu ta thay no bang con s6

khac 0 VD 1a 3 chang han thi user chi co quyen thay ddi password 3 ngay mot 1an ma théi.

Minimum password length: Do dai tdi thiéu cua password
Enforce password history: nhé bao nhiéu password khong cho dat trung.
Store password using reversible ...: ma hoa password.

3.1.2 Account lockout policy

A
File

Vao Aministrator =» Local Sercurity Policy = Account policies
Local Security Policy

Action  View Help

o= A5 2 HE

I

b g Kerberos Policy
I- g Local Policies

| Windowes Firewall with Advanced Sec

T Security Settings Policy *
4 [ Account Policies Account lockout duration
I [ Password Policy F Account lockout threshold
ke _:!n Account Lockout Pelicy Reset account lockout counter after

Hinh 7.2 Cura 6 cap quyén dang nhdp
Account lockout threshold: dé khoa account khi dang nhap sai.
Account lockout duration: khoa account trong 30 phut khi dang nhap sai.
Reset account lockout counter after: xo4 bo nhg danh pass.

3.2. Local Policy

User rights Assignments: An dinh quyen cho ngudi dung.Quyén cua nguoi
dung ¢ day bao gom cac quyen truy cap, quyén backup dir liéu, thay d6i thoi gian
cho hé thong. ... Trong phan nay dé cau hinh cho mot muyc nao do, click dap chudt
1én muc va click Add user or group dé trao quyén mic dinh cho user hoic group
theo yéu cau.

Access this computer from the network: Véi nhitng ké td mo, t6t nhat ching
ta khong cho phep ching truy cap vao may tinh cua minh. Voi thiét 1ap nay ta co
thé tuy y thém, bot quyén truy cap vao may cho bat ky tai khoan niao hodc nhom
nao.

Act as part of the operating system: Chinh sach nay chi dinh tai khoan nao sé&
dugc phép hoat dong nhu mat phém cua hé théng. Mac dinh Administrator co
quyén cao nhat, co thé thay dbi bat ky thiét 1ap nao cua h¢ théng, duogc xac nhan
nhu bat ky mot ngudi dung, vi thé c6 thé sir dung tai nguyén hé théng nhu bat ky
nguoi dung nao. Chi c6 nhitng dich vu chiing thuc & muc thép moi yéu cau dic
quyén ny.

Add workstation to domain: Thém mét tai khoan hodc nhom vao mién. Chinh
sach nay chi hoat dong trén hé thdng su dung Domain Controller. Khi dugc thém
vao mién, tai khoan nay s& c6 thém cac quyén hoat dong trén dich vu thu muc
(Active Directory), co thé truy cp tai nguyén mac nhu mdt thanh vién trong
domain.

Adjust memory quotas for a process: Chi dinh nhitng ai duoc phép diéu chinh
chi ti€u by nhd danh cho mot qua trinh xtr ly. Chinh sach nay c6 lam tang hi¢u
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suét hé théng nhung n6 ¢o6 thé bi lam dung phuc vu cho nhitng muc dich x4u nhu
tan cong tir chdi dich vu DoS (Dial of Service).

« Allow logon through Terminal Services: Terminal services la mot dich vu cho
phép dang nhap tir xa dén may tinh. Chinh sach nay s& quyét dinh gitp ching ta
nhirng a1 dugc phép str dung dich vu Terminal services dé dang nhéap hé théng.

« Backup files add directories: Tuong tu nhu cac chinh sach trén, & day cip phép
ai d6 co quyén backup dit lidu.

« Change the system time: Cho phép nguoi sir dung nio cé quyén thay doi thoi
gian cua hé thong.

« Create global objects: Cip quyén cho ai c6 thé tao ra cac dbi twong dung chung.

« Force shutdown from a remote system: Cho phép ai c6 quyén tit may qua hé
thdng diéu khién tir xa.

« Shutdown the system: Cho phép ai ¢6 quyén shutdown may.

« Deny access to this computer from the net...: Cim user khong duoc phép truy
xuat dén may.

« Deny logon localy: Cadm User Logon cuc bg.

. Deny logon through Terminal Services: Cam User Remote Desktop.

« Logon localy: Thiét 1ap nguoi dung Logon cuc bo.

3.2.1. User rights assignment

Vao Administrator =» Local Sercurity=»Local policies.
& Local Security Policy

File Action View Help

L IEEREN G

_I:Ii

-

Fh Security Settings
4[4 Account Policies
b [ 4 Passwaord Policy
b 4 Account Leckout Policy
b [ 4 Kerberos Policy
4[4 Local Policies
b g Audit Policy
i |4 User Rights Assignment
b [ 4 Security Options
[ Windows Firewall with Advanced Sec)
| Metwork List Manager Policies
[ | Public Key Policies
I || Software Restriction Policies
- [ Application Control Policies
3 g IP Security Policies on Local Compute
[ Advanced Audit Policy Configuration

Policy
| Access Credential Manager as a trusted caller
F Access this computer frem the network
| Act as part of the operating system
A Add workstations to domain
A Adjust memery quotas for a process
ZH Allow leg on locally
| Allow log en through Remote Desktop Services
F Back up files and directories
F Bypass traverse checking
F Change the system time
| Change the time zone
F Create a pagefile
| Create a token object
| Create global objects
| Create permanent shared objects
| Create symbolic links
F Debug programs
| Deny access to this computer from the network
| Deny log on as a batch job
| Deny log on as a service
| Deny log on locally
| Deny log on through Remote Desktop Services

Security Setting

Everyone Authenticated ...

Authenticated Users

LOCAL SERVICE NETWO...

Administrators, Account ..

Administrators

Administrators, Server O...
Everyone Authenticated ...
LOCAL SERVICE, Admini...
LOCAL SERVICE, Admini...

Adrministrators

LOCAL SERVICE,METWO...

Administrators
Administrators

mn » _:',_—:_| Enable computer and user accounts to be trusted for delega... Administrators

Hinh 7.3 Cira sé User rights assignment

e Deny logon locally: chon user khong cho dang nhap vao may tinh.
e Change the system time: nhirng ngudi dugc thay ddi gio hé théng.
e Shutdown the system: nhing ngudi c6 quyén tit may.

e Allow log on through Terminal Services: cho phép dang nhap.

e Log on as a Service: dang nhap nhu mot dich vu.
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Va con rat nhiéu tinh ning khac

3.2.2.Sercurity options

-inix

File Action View Help

Lo Ma s nEal 2 Noe

_EJ' Default Domain Policy [WIN-WP4XSEPPTIO. tair 4 | | Palicy | Pulicy Setting o
= el CQ"“DUtEF Configuration |sie] Accounts: Administrator account status Not Defined
Bl [ Policies |tle] Accounts: Guest account status Not Defined

| Software Settings
B[] Windows Settings
| Scripts (Startup/Shutdown)
= Deployed Printers
=] i Security Settings
B ;d Account Policies
_{d Password Palicy
:d Account Lockout Policy
_:jd Kerberos Palicy

ig| Accounts: Limit local account use of blank pa... Mot Defined
lois| Accounts: Rename administrator account Mot Defined
lzig| Accounts: Rename guest account Mot Defined
lois| Audit: Audit the access of global system obj... Mot Defined
loig| Audit: Audit the use of Backup and Restore ... Mot Defined
lois| Audit: Force audit policy subcategory settin... Mot Defined
lsis| Audit: Shut down system immediately if una... Mot Defined —
slg| DCOM: Machine Access Restrictions in Securi... Mot Defined

g j Local Policies lsis| DCOM: Machine Launch Restrictions in Secur... Not Defined
5 Audit Policy |sle] Devices: Allow undock without having to log on - Not Defined
Ef| User Rights Assignment lsis| Devices: Allowed to format and eject remov.., Mot Defined
g Security Options sig| Dievices: Prevent users from installing printe... Mot Defined
j Event Log lois| Devices: Restrict CO-ROM access tolocally ... Mot Defined
g Restricted Groups lsis| Devices: Restrict floppy access to locally log... Mot Defined
' System Services |t}e] Domain controller: Allow server operators to.., Mot Defined
5 Registry i) Domain controller: LDAP server signing requi... Mot Defined
-8 File System |tz Domain controller: Refuse machine account ... Mot Defined

E1f Wired Network (IEEE 302, 3
=] Windows Firewall with Advz

| MNetwork List Manager Polici
aj Wireless Network (IEEE 80z
[ Public kev Policie:

Hinh 7.4 Cira s6 xem User truy cdp thuw muc

lsis| Domain member: Digitally encrypt or sign sec... Mot Defined
lsig| Domain member: Digitally encrypt secure ch... Mot Defined
lois| Domain member: Digitally sign secure chann... Mot Defined
lsis| Domain member: Disable machine account p... Mot Defined

o Account: Administrator account status: Trang thai hoat dong cua
Administrator.

o Account: Guest account status: Trang thai hoat dong ctiia User Guest.

« Account: Limit local account use of blank password to console: Bang nhép
khong can password.

« Account: Rename administrator account: Doi tén Administrator.

« Account: Rename guest account: Ddi tén Guest.

« Devices: Prevent users from installing printer drivers: Khéng cho phép cai
Printer

« Devices: Restrict CD-ROM access to localy logged-on user only: CAm truy
nhép xa tor CD-ROM.

« Interactive: Do not require CTRL + ALT + DEL: B¢ Ctrl + alt + Del

« Interactive: Message text for users attempting to logon: Pat tiéu dé khi logon.

« Interactive: Message title for users attempting to log on: Pit tiéu dé khi
logon

« Interactive: Number of previous logons to cache in cache: Cache kho logon

o Shutdown: Allow system to be shut down

« Shutdown: Allow system to be shut down without having to log on: Shutdown
khéng can logon.

o Shutdown: Clear virtual memory pagefile. X6a b nhé ao khi Shutdown.

« Interactive logon: Do not display last user name: Khi user logout may cira so
dang nhap s€ khong ghi lai account user vira logon.
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Interactive logon: Message text for users attempting to log on: Ban c6 thé
nhin g&i mot ndi dung nao do t6i cac user trude khi ho logon vao may véi noi
dung nhan goi ¢ day.

Interactive logon: Message title for users attempting to log on: Ban nhap tiéu
dé caa hop noi dung nhan goi vao day.

Chu y: dé trién khai cac GPO xudng Client ta dung 1énh “gpupdate /force” trong

CMD

4.CAu hinh Group Policy Object
Vao Server Manager chon Tools / Group Policy Management

«« Dashboard

i Dashboard

i Local Server

ii Al Servers

I§ ADDsS

& ONS

WR File and Storage Services b

B Print Services

WHAT'S NEW

| Server Manager

WELCOME TO SERVER MANAGER

o“ ni

Actve Directory Admmatrative Center
Actve Directory Domans and Trats
Actve Directory Module for Windows PowerShell
Actve Directory Stes and Services
Actve Directory Users and Computers
ADSI Eant
Component Services
Computer Management

Defragment and Optimize Drives

ONS

Event Viewer
| Group Policy Management
[ iSCS! initiator

Local Secunty Policy

ODBC Data Sowrces (32-b)

" Hinh 7.5 Cira s6 mé GPO

4.1. Computer Configuration

File Action View Help

«s HE =

= Group Policy Management Editor

5[ Default Domain Policy [SRVDC-CNTT.CONCT.C ~
4 (& Computer Configuration
4| P‘oI|C|es
4 || Software Settings
D Software installation
4 | Windows Settings
[ || Mame Resclution Palicy
& Scripts (Startup/Shutdown)
|- = Deployed Printers
P ___=l_;| Security Settings
[ _:j_:__l Account Policies
I 5 Local Policies
[+ :ﬂ Event Log
b & Restricted Groups
b [g System Services
b [ Registry
b [ 4 File System
b Fuf Wired Netwaork (IEEE 802.3) Pa
B Windows Firewall with Advans
| Metwaork List Manager Policies
[ _;_ﬂﬂ Wireless Network (JEEE 2802.11]
|| Public Key Policies
b || Software Restriction Policies
B || Metwork Access Protection

b

— Policies

MNarne

| Software Settings
| Windows Settings

| Administrative Templates

Select an item to view its description,

\\ Extended ){ Standard f

Hinh 7.6 Cwa s6 Computer Configuration DC

Windows Setting:
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Tai day c6 thé tinh chinh, 4p dung cac chinh sach vé van dé sir dung tai khoan,
quan 1y viéc khoi dong va dang nhap hé thong. ..

- Scripts: (startup/Shutdown): C6 thé chi dinh cho Windows s& chay mot mé nao
d6 khi Windows Startup hodc Shutdown.

- Security setting: Cac thiét 1ap bao mat cho hé thong, cac thiét lap nay duoc ap
dung cho toan b hé thong chir khong riéng nguoi ding nao.

Account Policies: Cac chinh sach ap dung cho tai khoan nguoi dung.

Local Policy: Kiém dinh chinh sach, nhiing tily chon quyén lgi va chinh sach an
toan cho nguoi dung cuc bo.

Public Key Policies. Cac chinh sach khoa dung chung.
4.1.1. Acount Policies.

=
File Action View Help

e 2E = HE

=] Default Domain Policy [SRVDC-CNTT.CDNCT.C ~ || Policy - Policy Setting
4 & Computer Configuration 15| Enforce password history 24 passwaords remembe
a [ Policies 5] Maximum password age 42 days
b [ Software Settings 5] Minimum password age 1 days
4[] Windaws Settings 15| Minimum password length 0O characters
b [Z] Name Resolution Policy 1] Password must meet complexity requirements Disabled
(=] Seripts (Startup/Shutdown) %] Store passwords using reversible encryption Disabled

|- M= Deployed Printers
4 i Security Settings
4 Eﬁ Account Policies
[ Eﬁi Password Policy
[ Eﬁi Account Lockout Policy
[ Eﬁi Kerberos Policy
= . s

Hinh 7.6 Cira sé pasword DC
4.1.2 Acount lockout Policy

|

File Action View Help

«= #E = HE

=/ Default Domain Policy [SRVDC-CNTT.CON! ~ || Policy “
4 i Computer Configuration 15| Account lockout duration
4 [ Policies 2] Account lockeout threshold
b [] Software Settings l5is| Reset account lockout counter after

4 [ Windows Settings
B[] Mame Resolution Policy
|| Scripts (Startup/Shutdown)
[- M= Deployed Printers
A % Security Settings
4 bfﬂ Account Policies
= jﬂ Password Policy
[+ jﬂ Account Lockout Pol
= jﬂ Kerberos Policy
[+ Ei Local Policies

Hinh 7.6 Cira sé Acount lockout Policy DC
4.2 Local Policy DC
a. User rights Assignments
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E Group Policy Management Editor
File Action View Help

o« #5E B

|E[ Default Domain Policy [SRVDC-CNTT.CDMN! ~ || Policy -
4 il Computer Configuration ;| Access Credential Manager as a trusted caller
4[] Policies Lo Access this computer from the network
b (] Software Settings loie| Act as part of the operating systemn

4 [ Windows Settings
B[] Mame Resolution Policy
|=| Scripts (Startup/Shutdown])
[- = Deployed Printers
4 i, Security Settings
4 o Account Policies
b o5 Password Policy

171o) Add workstations to domain
12| Adjust memory quotas for a process
) Allow log on locally

1) Allow log on through Remote Desktop Services
11| Back up files and directories

l5s] Bypass traverse checking

I 25 Account Lockout Poli ._,,Changethes?,rstem time
b _E] Kerberos Pelicy lz| Change the time zone
4 ] Local Policies is| Create a pagefile
b j Audit Policy 1o Create a token object
I = User Rights Assignme uis Create global objects
B j Security Options [ Create permanent shared chjects
[+ 53 Event Log 15| Create syrmbaolic links
t- 4 Restricted Groups l) Debug programs
[ g. System Services Lo Deny access to this computer from the network
b [ g Registry i) Deny log on as a batch job
i [ File System [ Deny log on as a service
[+ ___"J' ered Netwu:urk I[IEEE E'D?_

1o Deny log on locally

Hmh 7.6 Cwa s6 Acount lockout Policy DC

+ Access this computer from the network: Vi nhing ké to mo, tot nhét chung
ta khong cho phép chung truy cap vao may tinh ciia minh. Vi thiét 1ap nay ta c6 thé tiy
y thém, b6t quyén truy cap vao may cho bt ky tai khoan nao hodc nhém nao.

+ Act as part of the operating system: Chinh sach nay chi dinh tai khoan nao sé&
duoc phép hoat ddng nhu mot phan cua hé théng. Mic dinh Administrator ¢ quyén cao
nht, ¢6 thé thay doi bat ky thiét 14p nao cua h¢ thdng, duge xac nhan nhu bt ky mot
ngudi dung, vi thé co thé st dung tai nguyén he thong nhu bt ky nguoi dung nao. Chi
c¢6 nhitng dich vu ching thuc ¢ muc thip méi yéu cau dic quyén nay.

+ Add workstation to domain: Thém mdt tai khoan hoic nhom vao mién. Chinh
sach nay chi hoat dong trén hé théng su dung Domain Controller. Khi dugc thém vao
mién, tai khoan nay s€ co thém cac quyén hoat dong trén dich vu thu muc (Active
Directory), ¢6 thé truy cp tai nguyén mac nhu mot thanh vién trong domain.

+ Adjust memory quotas for a process: Chi dinh nhiing ai duogc phép diéu chinh
chi tiéu bd nhé danh cho mot qua trinh xtr 1y. Chinh sach nay c6 1am ting hiéu suit hé
théng nhung no c6 thé bi lam dung phuc vu cho nhitng muc dich x4u nhu tin cong tir
chéi dich vu Do$S (Dial of Service).

+ Allow logon through Terminal Services: Terminal services la mét dich vu cho
phép ding nhap tir xa dén may tinh. Chinh sach nay sé quyét dinh gitip chiing ta nhirng
ai duoc phép sir dung dich vu Terminal services dé ding nhap hé thong.

+ backup files add directories: Tuong tu nhu cac chinh sach trén, ¢ day cap
phép ai d6 c6 quyén backup dit liéu.
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+ Change the system time: Cho phép ngudi st dung nao ¢6 quyén thay doi thoi

gian cua hé thong.

+ Create global objects: C4p quyén cho ai c6 thé tao ra cac dbi twong ding

chung.

+ Force shutdown from a remote system: Cho phép ai c6 quyén tit may qua hé

thng diéu khién tir xa.

+ Shutdown the system: Cho phép ai c6 quyén shutdown may.
+ Deny access to this computer from the net...: Cam user khong dugc phép

truy xuit dén may.

+ Deny logon localy: Cam User Logon cuc bd.
+ Deny logon through Terminal Services: Cam User Remote Desktop.
+ Logon localy: Thiét 1ap nguoi dung Logon cuc bo.

- Security Optins
g Group Policy Management Editor | =
File Action Wiew Help
o= 7 (=
=] Default Domain Policy [SRVDC-CMTT.COMt ~ || Policy - Policy Setting
4 [ Computer Configuration |4s] Accounts: Administrator account status Mot Defined
a [ Policies o] Accounts: Block Microsoft accounts Mot Defined
F _ Software Settings 10| Accounts: Guest account status Mot Defined
« Winduws Settings ‘o Accounts: Limit local account use of blank passwords to co.. Mot Defined
= Name Resolution Policy 1| Accounts: Rename administrator account Mot Defined
] Seripts (Start.up_r’Shutdown:l 1o Accounts: Rename guest account Mot Defined
b A= Deplo.yed F'rllnters = ||| [ Audit: Audit the access of global systern objects Mot Defined
4 T Security Settings . . - .
=- - 1) Audit: Audit the use of Backup and Restore privilege Mot Defined
4 o ,?\_ccauntpalmes_ Audit: Ferce audit policy subcategory settings (Windows Vis... Mot Defined
b =5 Password Policy . ) ) - ) .
b 53 Account Lockout Poli 1iha) Audit: Shut dD.WI"I system |mrr.1eclllatel.}r if unat.lle to Il:ng! secur.. Mot Def!ned
b 35 Kerberos Policy 1) DCOM: Machine Access Restrictions in Security Descriptor D... Mot Defined
4 3 Local Policies 1) DCOM: Machine Launch Restrictions in Security Descriptor .. Mot Defined
b & Audit Policy 12| Devices: Allow undock without having to log on Mot Defined
b f User Rights Assignme 1o Devices: Allowed to format and eject removable media Mot Defined
B ;J::] Security Options 1) Devices: Prevent users from installing printer drivers Mot Defined
I & EventLlog 1o Devices: Restrict CD-ROM access to locally logged-on user.. Mot Defined
I+ [ Restricted Groups 15 Devices: Restrict floppy access to locally logged-on user only Mot Defined
I+ 5 System Services 1¢) Domain contreller: Allow server operators to schedule tasks Mot Defined
I [g Registry 12| Domain controller: LDAP server signing requirements Mot Defined
= _:E File System 12| Domain contreller: Refuse machine account password chan.., Mot Defined
I _..,r Wired Network (IEEE 802, l5o) Domain member: Digitally encrypt or sign secure channel d... Mot Defined
b L Windows Firewall with Ac | [73 Domain member: Digitally encrypt secure channel data (wh... Mot Defined

Printer

H|nh 7.7 Cira'sé Security Optlns
+ Account: Administrator account status: Trang thai hoat dong cua
Administrator.
+ Account: Guest account status: Trang thai hoat dong cua User Guest.
+ Account: Limit local account use of blank password to consolo: DPang nhap
khong can password.
+ Account: Rename administrator account: Doi tén Administrator.
+ Account: Rename guest account: Déi tén Guest.
+ Devices: Prevent users from installing printer drivers: Khéng cho phép cai

+ Devices: Restrict CD-ROM access to localy logged-on user only: Cam truy

nhép xa tor CD-ROM.

+ Interactive: Do not require CTRL + ALT + DEL: B¢ Ctrl + alt + Del
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+ Interactive: Message text for users attempting to logon: Pit tiéu dé khi
logon.

+ Interactive: Message title for users attempting to log on: Dit tiéu dé khi
logon

+ Interactive: Number of previous logons to cache in cache: Cache kho logon

+ Shutdown: Allow system to be shut down

+ Shutdown: Allow system to be shut down without having to log
on: Shutdown khong can logon.

+ Shutdown: Clear virtual memory pagefile. X6a bo nhé ao khi Shutdown.
- Administrator Templates -> Windows Components -> Intenet Explorer (IE)

' Defaut Domain Policy [SEVDC-CNTT.CON ~ T SoametE
‘ ﬂ‘- C“::::::”ﬁwm Select an item to view its description, Sfﬂ‘:'sd" State A
. 5 ~ Acceleratoss
:- msm.m - Apphcaticn Compatibility
4 | Administrative Templates: Policy - Browser menus
p . Control Panel Cempatindity View
b Network = Ceeporate Sestings -
| Printers _ Delete Browwng Hatory
1 Server - Irteenet Control Pacel
| Staet Menu and Taskbar - Intesnet Settings
b System J Privacy
4 [ Wwndows Components Secunty Features
ActrveX Inataller Sernce . Toolbars
- Add features to Windows 17 Add a speciic nt of search providens 1o the user's fist of ses...  Not configured
2 App Package Ceploymen 12, Tum off add-cn performance notfications Not configured
App fustime 12, Automatically activate newly sutalled add-ons Not configured
3 Application Compatibike; i:] Tum off Crash Detection Not configured
AutoPley Policies 1, Do not aliow users to enable or disable add-cns Not configueed
Blometrics. . L Allow Microsoft services 10 provide enhanced suggesticed . Net configured
b & Sithocker Deive Encyptio BT bar by defaul Not configured
Credential User Interface B TV on shan ber by u 9
% Desktop Godgets 7, Customize user sgent string Not configured
b Desktop Window Manasg i, Tum off Automatic Crash Recovery Not configured
2 Device and Driver Compe i) Tum off ActiveX Opt-in promept Not configured
Digitel Locker 1 Tum off Favortes bar Not configured
| Edge U 1| Prevent per-user installatson of ActiveX contrels Net configured
\ Event Forwarding 47 Prevent changing pop-up fiter level Not configured
3 Event Log Senice 17 Tum off Reopen Last Browsing Sessicn Not configured
= Event Viewer i:, Prevent bypassing SmantScreen Filter warnings Not configured
Famidy Sofety 1] Prevent bypassing SmanScreen Fiter wamings about fdesth..  Not configured
3 Fde Explorer A Prevent "Fx settings” functionality Not configured
0 Hee Mistory S P v bdpaddoly st
1 Gaene Explorer £ Diable changing Automatic Configuration settings Not configueed
HomeGroup 1. Disable changing connection settings Not configured
| Intermet Explorer i.. Prevent managing pop-up excegtion st Mot configured
| Intermet Information Serv Tuen off pop-up management Not configured H

Hinh 7. 8 Cira sé IE

+ Security Zones: Use only machine settings: Bit budc tit ca cac User déu chung
mot mirc d§ Security nhu nhau.

+ Security Zones: Do not allow users to change policies: Trong Security Zone
c¢6 danh sach cac Site nguy hiém do ngudi dung thiét 1ap, Enable tuy chon s& khong co
thay d6i danh sach d6 (T6t nhét 1a gidu thé Security).

+ Disable Periodic Check for Internet Explorer software updates: Ngan khong
cho IE ty dong Update.

- Administrator Templates -> System -> Logon
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g Group Policy Management Editor

Fle Acton View Help

e[ ZplEzHElTY

B [ System 2] [ setting [ stae |

(=] Credentials Delegation |:2] Assign a default domain for logon Not configured

:1 Device Installation Exdude credential providers Not configured
‘::1 Disk NV Cache | Do not process the legacy run list Not configured
C] Disk Quotas |iz] Do not process the run once list Not configured

:.l Disﬁibuted COI?II |2 Turn off Windows Startup Sound Not configured
g E;‘I‘;: f::;f’c';%: [1] Hide entry points for Fast User Switching Not configured

B Group Policy ] Alwys use da logon - : Not configured

8 Intemet scabon Managane, ! Don't display the Getting Started welcome screen at logon

i iscst l_:, Run these programs at user logon Not configured
i KoC |i=] Always wait for the network at computer startup and logon Not configured
[ Kerberos
(] Locale Services

] NetLogon

S

Hinh 7.9 Cira sé Logon

+ Don’t display the Getting Started welcome screen at logon: An man hinh
Welcome khi User ddng nhap vao hé thong.
- Computer Configuration -> Policies — > Administrative Templates — > System ->

ystemstore

File Action View Help

e« nE = HE T

Group Policy Management Editor

[=|

] File Classification Infrastr ~
|| File Share Shadow Copy
b [ | Filesystem
| Folder Redirection
| Group Policy
I || Internet Communication
[ |
] KDC
] Kerberos
] Locale Services
] Legen
b | MetLogon
b [ | Power Management

| Recovery =
] Remote Assistance

] Remote Procedure Call
|| Removable Storage Acce
[ Scripts

[ Server Manager

] Shutdown

[ Shutdown Options

|| System Restore

I (] Troubleshooting and Dia| _

| System Restore

Select an itermn to view its description.

Setting
\iz| Turn off Configuration

|i=] Turn off System Restore

State
Mot configured
Mot configured

Hinh 7.10 Cua sé Systemstore

+ Turn off System Restore: Tit System Restore, khi user goi System Restore thi

System Restore, contact your domain Administrator”.
+ Turn off Configuration: Chi co6 tac dung khi System Restore duoc kich hoat,

tinh ning nay vo hiéu héa phan thiét 1ap ciu hinh cta System Restore.

xuat hién thong bao “System Restore has been turn off by group policy. To turn on

- User configuration — > Administrator Templates — > Windows Components — >

Windows Expolorer
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E Group Policy Management Editor

File Acton View Help

e smE=HEY

B [ Windows Components a|| setting ~ | State

(] Application Compatibility i) Remove UI to change keyboard navigation indicator setting Not configured
J Attachment Manager | Remove Shared Documents from My Computer Not configured
(& AutoPlay Polides [££] Remove Security tab Not configured
-——] Backup |iz] Remove Search button from Windows Explorer Not configured
(5] Desktop Window Manager i) Remove Hardware tab Not configured
g Dbn%:ltl-m LEJ Remove File menu from Windows Explorer Not configured
& Instant Search |iz] Remove DFS tab Not configured
8 Internet Explorer u Remove CD Burning features Not configured
& Microsoft Management Console _EJ Remove "Map Network Drive” and "Disconnect Network Drive”™ Not configured
] NetMeeting |iz] Prevent users from adding files to the root of their Users Files fol... ~ Not configured
(] Network Projector u Prevent access to drives from My Computer Not configured
(5] Network Sharing |iz] No Entire Network in Network Locations Not configured
(] Presentation Settings |iz] No Computers Near Me in Network Locations Not configured
J RSS Feeds . imum number of recent documents Not configured
[ search |iz] Maximum allowed Recyde Bin size Not configured
[ Sound Recorder |i] Hides the Manage item on the Windows Explorer context menu Not configured
%TﬁetPC |i2] Hide these spedified drives in My Computer Not configured
Task Scheduler 2] Do not track Shell shortauts during roaming Not configured

(] Terminal Services 1| [&2) Do not request alternate credentials Not configured
(2 Windows Calendar [£2) Do not move deleted files to the Recyde Bin Not configured
.—J Windows Color Sysm |iz] Do not display the Welcome Center at user logon Not configured
i Windows Error Reparting [£2) Display the menu bar in Windows Explorer Not configured
= —‘:l'“.“’"""a"’;:mem 2] Display confirmation dislog when deleting fies Not configured

Hinh 7.11 Cira s6 Windows Expolorer

+ Maximum number of recent documents: Quy dinh sb luong tai liéu dd mo
hién thi trong My Recent Documents.

+ Do not move deleted files to the Recycle Bin: File bi x6a s¢ khong duogc dua
vao Recycle Bin.

+ Maximum allowed Recycle Bin size: Gigi han dung lugng Recycle Bin, tinh
bang don vi phan tram dung luon cua 6 dia cing. ‘

+ Removes the Folder Options menu item from the Tools menu. An Folder
Option. ”

+ Remove Search button from Windows Expolorer. An Search trong
Explorer. ,

+ Remove Windows Explorer’s default context menu. An context khi click
chudt phai. '

+ Hides the manage item the Windows Expolorer context. An manage khi
click chudt phai vao My Computer.

+ Hide these specfied drivers in My Computer. An 6 dia (access qua
Addresss).

+ Prevent access to drivers from My Computer. Ngén truy cap cac o dia.

+ Remove Hardware tab. An tab Hardware.

+ Remove DFS tab. An tab DFS.

+ Remove Security tab. An tab Security.
- User configuration — > Administrator Templates — > Windows Components — >
Windows Update
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|=[ Default Domain Controllers Policy [SRVDC-CNTT.C ~
2 & Computer Configuration ]
= [ Policies
[+ | Preferences
4 2, User Configuration
4 ] Policies
p [ ] Software Settings
B[] Windows Settings
4 || Administrative Templates: Policy definit
i [ Control Panel I
- [ | Desktop
B [ Network
| Shared Folders
[ | Start Menu and Taskbar
B[ System
a4 [ ] Windows Components
] Add features to Windows 8.1
[ Appruntime

 Windows Update

Select an item to view its description. Setting
|i=| Do not display 'Install Updates and Shut Dc
|| Do not adjust default option to 'Install Upd
|i=] Remove access to use all Windows Update

Hinh 7.11 Cira s6 Windows Update
User configuration — > Administrator Templates — > Start Menu and Taskbar

g Group Policy Management Editor
el Alca I NER N 7 Rosi .4
(=] Default Domain Policy [HT-DC.hoangthongit.cor, | Seffing + | State |
£ % Computer Configuration |iz] Prevent users from resizing the taskbar Not configured
::1 Policies |iZ] Prevent users from rearranging toolbars Not configured
(2] Preferences |iZ] Prevent users from moving taskbar to another screen dock location  Not configured
S| 3& U;er Cf)r?ﬁguration L_EJ Prevent users from adding or removing toolbars Not configured
=& Pghoes . [_E'] Prevent grouping of taskbar items Not configured
% f;::o:: ::::::: l_ﬂ Prevent changes to Taskbar and Start Menu Settings Not configured
2 Il Advinistrative Templates: Policy deffl L) -0k the Tasihar. Yot confioed
& Control Panel Li, Lock all taskbar settings Not configured
Bl Desktop E; Hide the notification area Not configured
5 Network Lz; Gray unavailable Windows Installer programs Start Menu shortcuts ~ Not configured
[} shared Folders |iz] Force dassic Start Menu Not configured
(] Start Menu and Taskbar LE] Do not use the tracking-based method when resolving shell short...  Not configured
[7] System |iz] Do not use the search-based method when resolving shell shortcuts ~ Not configured
] Windows Components |iZ] Do not search programs Not configured
C:‘_,, All Settings |_£] Do not search Internet Not configured
[£] Preferences iz} Do not search files Not configured
2] Do not search communications Not configured
ﬂ Do not keep history of recently opened documents Not configured
[j Do not display any custom toolbars in the taskbar Not configured
L_g] Clear the recent programs list for new users Not configured
(2] Pl bhint, £ + A Ao Fop— it Alead £, =

Hinh 7.11 Cua s6 Start Menu and Taskbar

+ Remove Logff on the Start Menu. An Logff & Start Menu.

+ Remove and prevent access to the Shut Down command. An Shut Down.

+ Remove Drag-and-drop context menus on the Start Menu. CAm Drag Drop
(kéo tha)

+ Prevent changes to Taskbar and Start Menu Settings. Khong thay ddi cac
thudc tinh da thiét 1ap.

+ Clear history of recently opened documents on exit. Khong luu tap tin trong
My Document.

+ Lock the Taskbar. Khoa Taskbar.

+ Remove user name from Start Menu. Khong hién thi tén trén Start Menu.

+ Do not display any custom toolbars in the taskbar. An toolbars.
User configuration — > Administrator Templates — > Desktop
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g Group Policy Management Editor

File Action View Help

e [Fnl=HElT

[l % Computer Configuration
[ policies
[7] preferences
) ¢® User Configuration
= [E] Polides
[5] Software Settings
[ windows Settings

[=] Control Panel
o
] Active Directory
(7] Desktop
[ ] Network
[ Shared Folders
[7] Start Menu and Taskbar
[} System
["] wWindows Components
[ All settings

=l [ Administrative Templates: Policy de!

|=] Default Domain Policy [HT-DC.hoangthongit.cor, | Setting +

| State |

i) Remove the Desktop Cleanup Wizard

le‘ Remove Recyde Bin icon from desktop

Lg, Remove Properties from the Recydle Bin context menu

LE] Remove Properties from the Documents icon context menu
[_Ej Remove Properties from the Computer icon context menu
1_5, Remove My Documents icon on the desktop

1_51 Remove Computer icon on the desktop

[_5, Prohibit User from manually redirecting Profile Folders

|Z) Prohibit adjusting desktop toolbars

1_3 Hide Network Locations icon on desktop
LEJ Hide Internet Explorer icon on desktop
[_Ej Hide and disable all items on the desktop
i) Don't save settings at exit

[5] Active Directory
[ Desktop

tj Prevent adding, dragging, dropping and dlosing the Taskbar's too...

Lg, Do not add shares of recently opened documents to Network Loc...

Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured
Not configured

Hinh 7.11 Cira s6 Desktop

+ Hide and disbale all items on the desktop. An biéu tugng trén Desktop.
+ Remove My Documents icon on the desktop. An icon My Documents trén

desktop.

+ Remove My Computer icon on the desktop. An icon My Computer trén

desktop.

+ Remove Recycle Bin icon on the desktop. An icon Recycle Bin trén desktop.
+ Don’t save settings at exit. Khong thay doi thiét 1ap sau khi tat may.

Bai tap thwe hanh cia hoc vién
1. Khéa Registry trén nhém KETOAN (khéng cho ngudi dung cé thé truy cap va
can thiép sira x6a vao hé thong gay 16i Win)

2. Khoa Task Manager NHANSU.
3. Khdéa command Prompt trén phong KINHDOANH

Huéng din tra 1oi:

1. Khoa Registry trén nhom KETOAN.
Mo Group Policy Management 1én chon OU Phong_Ke_toan, click chudt phai chon
Create a GPO on this domain, and link it here va tao 1 GPO tén l1a Block Registry

'z Group Policy Management
v _ﬁ Forest: itforvn.com
v 55 Domains
v #j itforvn.com
) Default Domain Policy
> (2] Domain Controllers
v 3] Hanoi
3] Phong_Giamdoc
=] Phong_IT
> 2. Phong_Ketoan
» (51 Phong_Marketing
2 Phong_Nhansu
> (] Phong_SALES
> (5 Group Policy Objects
> [ WMIFilters
> LF] Starter GPOs
> [ Sites
5% Group Policy Modeling
_% Group Policy Results

Phong_Ketoan
Linked Group Policy Objects  Group Policy Inheritance  Delegation

Lk Oder  GPO

Enforced Link Enabled
1 = set wallpaper No Yes
New GPO X
Name:
[block registry
Source Starter GPO:
fpone) = s
] [o=

GPO Status
Enabled

Hinh 7.12 Tao GPO cho Ketoan

Click vao GPO ta vira tao click chudt phai chon Edit
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TPhong_Ketoan
Linked Group Policy Objects ' Group Policy Inheritance  Delegation

Lnk Order  GPO Erforced  Link Ena
o 1 &2 set wallpaper No Yes
R T —— e R U
A Edit
< nforced

- 'V LinkEnabled
Save Report...

Delete
Rename
Refresh

Hinh 7.13 Hiéu chinh GPO
Chon User Configuration / Policies / Administrative Template: ... / System /
Prevent access to registry editing tools
=] Group Policy Management Editor = O >
File Action View Help
e AR50 (NETN ? Bl ¢
L= block registry [IT4VN-W2K16—D!1 N

v & Computer Configuration ) .
Prevent access to registry editing Setting

> [ Policies
= tools = .
> [ Preferences — Group Policy
v i Qser Configuration Eifit police sebtin E} Internet Co.mmunlcatnon Management
v 1 Policies __ Locale Services
> [1 Software Settings Requirements: [ Logen
> (] Windows Settings || At least Windows 2000 | Mitigation Options
v - idmlnlstratlve Temp Description: i‘ Power Management
> i Control Panel Disables the Windows registry editor . Removable Storage Access
» | Desktop Regedit.exe. [ Scripts
% __—] S i B ok Sk d [ User Profiles h
__} Shaned Folders th?,:ls:,n :rie: toftgr(; ;ggedi:g:: iz, Download missing COM components
< _] Statt Mesicag | message appears explaining that a (=] Century interpretation for Year 2000
" ;} Sy.stem policy setting prevents the action. =] Restrict these programs from being launched from Help
> | Windows Compc = : X
i R : g : i iz, Do not display the Getting Started welcome screen at logon
“z All Settings if you disable this policy settingorde  — I
5 (7] Preferences not configure it, users can run 5] Custom User Interface

Regedit.exe normally. 2 Prevent access to the command prompt

i revent access to registry editing tools
To prevent users from using other

administrative tools, use the "Run == % ; SR
only specified Windows applications” 1= Run enly specified Windows applications
policy setting. iz, Windows Automatic Updates

Hinh 7.14 Mo registry
Click dup vao Prevent access to registry editing tools chon Enabled va Apply, OK

|z, Don't run specified Windows applications
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=

O Mot Configured
® Enabled

() Disakled

Opticns:

Comment:

Supported on:

Prevent access to registry editing tools

[} Preventaccess to registry editing tools

Previous Setting Mext Setting

At least Windows 2000

Help:

Yes W

Disakzle regedit from running silenthy?

Disables the Windows registry editor Regedit.exe.

If you enable this policy setting and the user tries to start
Regedit.exe, a message appears explaining that a pelicy setting
prevents the action.

If you disable this policy setting or do not configure it, users can
run Regedit.exe normally.

To prevent users from using other administrative tools, use the
"Run enly specified Windows applications" policy setting.

Hinh 7.15 Bdt Enabled cho registry

Chuyén sang may Win 10 Client, sign out user hién tai va lon in lai

2

M& CMD 1én va gd cau 1énh gpupdate /force dé cap nhat chinh sach cho Clients

Administrator: C\Windows\system32\cmd.exe - GPUPDA

C:\Users\Administrator>GPUPDATE ~/FORCE
Updating policy...

Computer Policy update has completed successfully.

Hinh 7.16 Update cho GPO

hoangdieulinh

Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out
Desktop

Life at a glance

Sign %

Sleep

Shut down
Restart

Hinh 7.17 Cua sé sign out user
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An t6 hop phim Windows + R gd regedit dé truy cap nhanh vao Registry nhung ta thay
rang n6 da bi khoa. Nhu vay ta dd cAm ngudi dung truy cip vao Registry dé chinh stra, .
thanh cong.

4 Run

= Type the name of a program, folder, document, or Internet
E=F  resource, and Windows will open it for you

X

Open: | regedit]

OK

Cancel Browse...

Hinh 7.18 Cua sé gd Iénh

Q Registry Editor X

g Registry editing has been disabled by your administrator.

Hinh 7.18 Cua sé bao I4i truy cdp Registry

2. Khoa Task Manager NHANSU.

Mo GPO, Right click vao phong NHANSU, User Cofiguration, Administrative
temp, System, Ctrl+Alt+Del

163



=] Group Policy Management Editor T O X
File Action View Help
e @ = HE 7Y

| Preferences ) * Ciri+Alt+Del Options
v & User Configuration

Select an item to view its description.  Setting

v | Policies
| Software Settings || Remove Change Password Nc¢
| Windows Settings |z Remove Lock Computer Nc
v | Administrative Te |iz) Remaye Task Manager Nec
| Control Panel (=] Remoe Logoff Nec
| Desktop
| Network

| Shared Folder
| Start Menu an

v System
. Ctrl+ARl+[

| DriverInst
| Folder Rec
1 Group Pol
| Internet G
Locale Ser
Logon

| Mitigation
| Power Ma
Removabl
Scripts

User Profil , < >

< ' > |\iExtended { Standard /

ot Hinh 7.19 cdu hinh Task Manager

cr

Toolbars

Search

Show Task View button

Show touch keyboard button

Lock the taskbar
Properties

Hinh 7.20 Task Manager b; khéa
3. Khoa command Prompt trén phong KINHDOANH
Tao 1 Group Policy cho Phong_ke toan la block cmd, chon Edit, chon User
Configuration / Policies / Administrative Templates: ... / Systems / Prevent Access to
the command prompt
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Click chudt phai vao Prevent access to the command prompt chon Enabled,
Apply OK

=/ Group Policy Management Editor - O X
File Action View Help
o9 | HF7 2 HE| T
7 =/ block cmd [IT4AVN-W2K16-DC.I" System
v & Computer Configuration .
Polici Prevent access to the command Setting
| Policies t .
) Prefererices P * Ctrl+Alt+Del Options
v, User Configuration Edit policy settin A = Driver Installation
v ] Policies Folder Redirection
| Software Settings Requirements: _ Group Policy
| Windows Settings At least Windows 2000 ! Internet Communication Management
v | Administrative Temp e _ Locale Services
Description:
| Control Panel This policy setting prevents users ILegon
| Desktop from running the interactive _ Mitigation Options
| Network command prompt, Cmd.exe. This _| Power Management
Shared Folders policy setting also determines i
1 oot Mot o111 whether bath files (.cmd 1 Rerrmx able Storage Access
. s and .bat) can run on the computer. Scripts
= Xstem ) ] ) _ User Profiles
; Wmdo»_\,s Compd| I you enable thls policy seting :iz| Download missing COM components
= All Settings and the user tries to open a - ! 3 7
Bief s command window, the system ;i) Century interpretation for Year 2000
) displays a message explaining that ;i Restrict these programs from being launched from Help
a setting prevents the action. :z] Do not display the Getting Started welcome screen at logon
: : 5 < i Interf
If you disable this policy setting or == Custhser [Eelimr
do not configure it, users can run B8 Al
Cmd.exe and batch files normally. ii=| Prevent access to registry ednting tool
Ve e e .o
| Note: Do not prevent the % 2

Hinh 7.21 Ci7a s6 mé Command prompt

Hinh 7.22 Command prompt bi khéa
Nhirng trong tim can chu y:

- Tao cac phong ban dé thiét 1ap chinh sach ding yéu cau.

- Tao cac OU, Group va User theo phong ban

- Thiét 1ap chinh sach bao mat cho diing cac budc

- May Client dam béo truy cp vao hé thong dé test.

- Khi ching ta cho phép user luu trir dit li¢u trén file server phai dung dung
luong.

- Tét tudng lira cho may DC va Client trén hé thong.
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- Thao tac phai dung cac budc cap phép chinh sach cho hé thong.

Bai mé rong va niang cao

Tinh huéng: Chia sé va phan quyén cac folder cho céc user trong hé thong véi
nhitng chirc nang mo rong caa NTFS

M6 hinh

a — 192.168.1.2
Domain Controller e
P

a o  192.168.1.3

=

192.168.1.1

= ]
a —— 192.168.1.4
o
Yéu cau:
Phong KETOAN
+An icon trén man hinh Desktop
+ An item trong control panel
Phong NHANSU
+ Cam doi theme
+ Khong cho stra dia chi IP
+ Khoa start menu and taskbar
Phong KINHDOANH
+ Khoéng cho st dung trng dung
+ Hién thi cau chao khi dang nhap
+ Khoa control panel
Map 6 dia bang Group Policy Object cho cac phong ban: KETOAN-> K (dung lweng
30GB); NHANSU -> N (dung lugng 10GB); KINHDOANH -> H (dung luong
20GB);
Yéu cau danh gia két qua hoc tap
Noi dung
— Vé kién thirc:
+ Trinh bay duoc Chtrc ning Chia sé, cau hinh, quan Iy thu muc dung chung trén
Windows Server 2019
+ Trinh bay duoc Chtc ning DFS va Quyén truy cap NTFS trén Windows
Server 2019
— V& k¥ ning:
+ Thao tac thanh thao viéc Chia se, cau hinh, quan 1y thu muc dung chung trén
hé thong.
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+ Thao tac thanh thao viéc cap phéat, thu hi Quyén truy cap NTFS trong cuc bo
hoac Domain trén Windows Server 2019
+ Thyc hién dang yéu cau Tai khoan NS1 khong x6a folder ma NS2 tao va Lay
quyén lai cho admin khi bi NS2 x6a boé.
— Nang lyc tu chu va trach nhiém: Ti mi, can than, chinh xac, linh hoat va ngin nip
trong cong viéc.
Phuwong phap
— V& kién thtrc: Danh gia bang hinh thire kiém tra viét, tric nghiém, van dap.
— V& k§ ning:
+ Panh gia k¥ nang thuc hanh vé viéc Chia sé, cau hinh, quan 1y thu muc dung
chung trén hé théng.
+ Panh gia k¥ nang thuc hanh vé cip phat, thu hdi Quyén truy cap NTFS trong
cuc bo hoac Domain trén Windows Server 2019.
+ Panh gia k¥ nang thyc hanh vé yéu cau Tai khoan NS1 khdng xoa folder ma
NS2 tao va Lay quyén lai cho admin khi bi NS2 x6a bo
— Nang lyc tu chu va trach nhiém: Ti mi, can than, chinh xac, linh hoat va ngan nip
trong cong Vviéc.
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Bai 8: CAI PAT VA QUAN TRI DICH VU DHCP
M4 bai: MP 17 - 08

Muc tiéu:
- M0 ta duoc sy hoat dong cua dich vu DHCP;
- Cai d3t va ciu hinh duoc dich vu DHCP.
- Thuc hién céc thao tac an toan v&1 may tinh.
Noi dung chinh:

1. Giéi thiéu dich vu DHCP
Muyc tiéu:
- Trinh bay dugc khai niém DHCP.
- Cai dat duoc dich vu DHCP.
- Céu hinh dugc may phuc vu DHCP.

- DHCP 1a viét tit cia Dynamic Host Configuration Protocol, 14 giao thirc Cdu
hinh Host Pong dugc thiét ké 1am giam thoi gian chinh cau hinh cho mang TCP/IP bang
cach tu dong gan cac dia chi IP cho khach hang khi ho vao mang. Dich vu DHCP 1a mot
thuan 16i rat 16n d6i véi ngudi diéu hanh mang. N6 1am yén tdm vé cac van dé cb hitu
phat sinh khi phai khai bao c4u hinh thi cong.

- DHCP server 1a mdt may chu cé cai dat dich vu DHCP. N6 c6 chiic nang quan
Iy su cap phat dia chi IP dong va cac dit liéu cdu hinh TCP/IP. Ngoai ra con c6 nhiém
vu tra 161 khi DHCP Client c6 yéu cau vé hop dong thué bao.

- DHCP client 1a dich vu c6 san trén cdc may tram. N6 dung dé dang ky, cap nhat
thong tin vé dia chi IP va cac ban ghi DNS cho chinh may tram d6. DHCP client s& giri
yéu cau dén DHCP server khi n6 cin dén 1 dia chi IP va cac tham s6 TCP/IP can thiét
dé 1am viéc trong mang nodi bd va trén Internet.

0 )

IP address request

' IP address offer ]
N S
0 )
DHCP client IP address selection DHCP server

4 ®

IP address
acknowledgment

Hinh 8.1 So d6 nguyén li hoat dong ciia DHCP

168


http://vdo.vn/cong-nghe-thong-tin/cac-khai-niem-co-ban-ve-dhcp.html
http://cdn.itforvn.com/wp-content/uploads/2017/04/dhcp1.gif

2. Hoat dong cuia giao thirc

Giao thirc DHCP lam vi¢c theo mo6 hinh Client/Server. Qua trinh tuong tac gitra
DHCP client va server s& dién ra theo cac budc sau:

— Pau tién may client s& giri di 1 gbi tin quang ba tén 1a DHCP discover, nham
yéu cau cho viéc 1dy cac thong tin cdu hinh IP address, subnet mask, defaut getway,
preferred DNS ..... luc nay, vi clinet chua c6 dia chi ip cho nén no6 s¢ dung mot dia chi
source (ngudn) 1a 0.0.0.0, déng thoi cling khong biét mot dia chi broadcast 1a
255.255.255.255 va sau d6 goi tin DHCP Discover nay s€ quang ba di toan mang. goi
tin ndy chira mot dia chi MAC (1a dia chi ma mdi mét card mang duoc nha san xuat cip
cho 13 mi dé phan biét cac card mang voi nhau). Ngoai ra n6 con chira tén cua may
client dé server c6 thé biét dugc client nao goi yéu cau dén.

— Sau khi nhan dugc goi tin DHCP Discover cua client, néu c6 mot DHCP server
hop 1¢ (nghia 12 n6 c6 kha ning cung cap dia chi IP cho client) thi n6 sé tra 10i lai bang
mot goai tin DHCP offer. géi tin nay chira mot dia chi ip dé nghi cho thué trong mot
khoang thoi gian nhét dinh (mic dinh 13 8 ngay, sau mot khoang thoi gian 50% tirc 4
ngay, né s& tu thu hoi IP address di cip néu nhu client khong str dung) kém theo 1a dia
chi MAC cua client duogc cép, mot subnet mask va dia chi IP cua DHCP server da cép
phat. trong thoi gian nay server s& khong cap phat dia chi IP vira dé nghi cho mot client
nao khac.

May client sau khi nhan dugc nhing 10i dé nghi 1a goi tin DHCP Offer trén mang
(tredng hop trong mang c6 nhiéu hon 1 DHCP server) sé tién hanh chon loc mot goi tin
phu hop va sau d6 phan hdi lai bang mot goi tin la DHCP Request (bao gom thong tin
vé DHCP server cap phat dia chi cho n6) dé chap nhan 15i dé nghi d6. Piéu nay giip
cho viéc cac géi tin con lai khéng dugce chap nhan s& duogc cac server rat lai va dung dé
cAp phat cho client khac

— Khi DHCP server nhan dugc DHCP request, no s€ tra 101 lai DHCP client béng
g6i tin 1a DHCP Ack nham muc dich thong bao 1a da chap nhan cho DHCP client d6
thué dia chi IP. Goi tin ndy bao gém dia chi IP va céc thong tin ciu hinh khac (DNS
server, Wins server....) cudi cing client nhan dugc goi DHCP Ack thi ciing c6 nghia 1a
két thiic qua trinh thué va cép phat dia chi IP va dia chi IP nay chinh thtrc dugc client sir
dung

3. Uu diém ctia DHCP:

— Quan ly TCP/IP tap trung

Thay vi phai quan 1y dia chi IP va cac tham s6 TCP/IP khéac vao mét cudn s nao
d6 (day 1a viéc ma quan tri mang phai 1am khi cau hinh TCP/IP bing tay) thi DHCP
server s& quan ly tap trung trén giao dién cia nd. Gilp cac nha quan tri vira dé quan ly,
cau hinh, khac phuc khi c6 18i xay ra trén cac may tram.

— Giam ganh nang cho cé4c nha quan tri hé théng

Thir nhat, trude ddy cac nha quan tri mang thuong phai danh cau hinh IP bang
tay (goi 1a IP tinh) nhung nay nho c6 DHCP server n6 s& Cap IP mét cach tu dong cho
cac may tram. Nhat 13 trong moi truong mang l6n thi su can thiét va hitu ich cua dich
vu mang ndy mai thay r rang nhat.

Thi hai, trude day véi kiéu cau hinh bang tay thi nguoi dung ho c6 thé thay doi
IP. Anh thi tdy may thich voc choi, c¢6 anh thay d6i lung tung DNS server sau d6 quén
khong nha IP ciia DNS server 1a gi dé dat lai cho dung lai 6i quan tri mang, c¢6 anh dat
IP 1am trung vai IP cia nguoi khac, anh khac dat IP trung véi Defaul Gateway ... 1lam
cho quan tri mang khén khé vi phai chay. Nhung kiéu nay khong c6 & IP dong dau nhé.
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Anh nao thich thay d6i ciing chiu chét. Chi c6 nguoi quan tri DHCP server ho méi ¢c6
quyen thich 1am gi thi 1am thoi.

— Gilp hé théng mang ludn duogc duy tri én dinh

Diéu d6 hién nhién roi. Pia chi IP cip phat dong cho cac may tram lay tir dai 1P
cau hinh sin trén DHCP server. Cac tham s6 (DG, DNS server ...) ciing cap cho tat ca
cac may tram la chinh xac. Su trung lap IP khéng bao gio xay ra. Cac may tram ludn
lubn c6 mot cau hinh TCP/IP chuan. Lam cho hé thdng hoat dong lién tuc, vira giam
ganh nang cho nguoi quan tri vira tang hiéu qua lam viéc cho user ndi riéng va doanh
nghiép néi chung.

— Linh hoat va kha nang mo rong

Nguoi quan trj c6 thé thay dbi cau hinh IP mot cach dé dang khi co sé ha ting
mang thay d6i. Do d6 1am tang su linh hoat cho nguoi quan tri mang. Ngoai ra DHCP
phu hop tir mang nho dén mang Ién. N6 ¢6 thé phuc vu 10 may khach cho dén hang
ngan may khach.

So sanh viéc cau hinh TCP/IP “thii cong”(manual) va bang DHCP (tu dong)

Céu hinh TCP/IP cho “thu cong”:

Khi ban cau hinh TCP/IP cho cac client, ban phai gan cho né mét dia chi IP, diéu
nay s& hay dan dén viéc ban nhap vao sai IP, va viéc ndy dan dén viéc tim ra 13i s& kho
khin hon. Va van dé thudng xuyén nay sinh 1 s& bi duplicate IP (trung dia chi). Hon
nita, cdng Vviéc cia nguoi Admin s& nhiéu hon (admin con nhiéu viéc khé hon phai
lam... vi du khi ban cip IP cho 200 may thi ban phai dén tirng may mot ma cap cho no
IP, subnet mask, defaut gateway..., va khi doi doan mang nay sang doan mang khéc thi
ban phai ciu hinh TCP/IP lai).

Khi dung DHCP:

DHCP server tu dong cap tic ca thong tin cau hinh can thiét cho DHCP client.
Diéu d6 co6 nghia 14 cac client st dung cAu hinh thong tin chinh xac, tranh duoc cac 15i
thuong gap khi cdu hinh bang tay nhu trén. Va né ciing tu dong cap nhat thong tin dé
cap nhat su thay doi cau trGc mang ma khéng can phai ciu hinh lai dia chi IP cua
client.(Nguon: http://tinsp211.forums-free.com/)

4. Cac thuat ngir dung trong DHCP:

— DHCP Server: may quan ly viéc cau hinh va cép phat dia chi IP cho Client

— DHCP Client: may tram nhan thong tin cau hinh IP tir DHCP Server

— Scope: pham vi lién tiép cua cac dia chi IP c¢d thé cho mot mang.

— Exclusion Scope: la dai dia chi nam trong Scope khong duoc cap phat dong cho
Clients.

— Reservation: Pia chi dit trugc danh riéng cho may tinh hoic thiét bi chay cac
dich vy (tly chon nay thudong duoc thiét lap dé cap phat dia chi cho cac Server,
Printer,.....)

— Scope Options: cac thong sé duoc cau hinh thém khi cap phat IP dong cho Clients
nhu DNS Server(006), Router(003)

5. Cai diit va cAu hinh DHCP
5.1 Cac budérce cai dat DHCP
Buwadc 1: Vao Server Manager chon Add roles and features
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e Server Manager

Server Manager * Dashboard @ |V Mesge Toos  view Hep

b WELCOME TO SERVER MANAGER

B Local Server

#ia AlS : ;

S @ Configure this local server
igl ADDS =

& DNS

¥R File and Storage Services b 2 Addroles and@eatures

%}

3 Add other servers to manage

WHAT'S NEW =
4 Create a server group
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles: 3 | Servergroups:1 | Servers total: 1
il ADDs 1 2 DNs 1
(® Manageability (@ Manageability
Events Events

Hinh 8.2 Cira sé Server Manager
Bwdrc 2: Chon Select installation type, select destination server chon next

& Add Roles and Features Wizard = ] X

DESTINATION SERVER

Before you beg in ITFORVN-WINZK16 itforvn.com

Before You Begin This wizard helps you install roles, role services, or features. You determine which roles, role services, or H

features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed: h

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[ Skip this page by default

q Hinh 8.3 Cira s6 Before you begin
Buwdc 3: O muc Select server role chon DHCP server va an next va Add features
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[ Add Rodes and Features Wizard

Bafore You Begn Select one or more roles 1o install on the sefected server.

nstaliaton Typs

Roles

Server Selecton

"

[C] Actve Directory Certificate Senvices
| Active Directory Domuin Senvices
Actwve Directory Federation Serwices
Active Directory Lightweight Directory Services
- Directory Rights Management Services
v
[] ONS Server
[C] Fax Server
i [W] File and Storage Senvices (4 of 17 instalied)
] Hyper-v
[_] Netwerk Policy and Access Servees
] Print and Docurment Services
] Remote Access
[C] Bemote Desktop Services
[ Volume Actvation Services
[] Web Server (55}
] Windows Deployment Services
v Windows Server Essentials Expenence {Instalied)
[ Windows Server Update Services

L

Server

Ml

Confirmation

Description

Dynamic Host Configuration
Protocol (DHCP) Server enables you
to centeally configure, manage, and
provice Semporary IP sddresses and
reloted infoemation for dient
computers.

e [t ]

. u] X

DESTINATION SERVER
=

Hinh 8.4 Cura sé chon dich vu

Budc 4: O cac muc con lai cac ban 4n next lién tuc va chon Install dé tién hanh cai dat

dich vu DHCP

& Add Roles and Features Wizard

Select features

Before You Begin Select one or more features to install on the selected server,

Installation Type Features
v O 2
1 [m] .NET Framework 4.6 Features (2 of 7 installed)
1 [[] Background Intelligent Transfer Service (BITS)

[ BitLocker Drive Encryption

[] BitLocker Network Unlock

[ BranchCache

[] Client for NFS

[ Containers

[[] Data Center Bridging

[] Direct Play

[[] Enhanced Storage

[] Failover Clustering

~' Group Policy Management (Installed)

[[] Host Guardian Hyper-V Support

[J /0 Quality of Service

[ 1IS Hostable Web Core

[ Internet Printing Client

[] 1P Address Management (IPAM) Server

[T] iSNS Server service

] LPR Port Monitor

[] Management OData IIS Extension

[] Media Foundation

[[] Message Queuing

[ Muitipath /O
1 MuliDnint Cannartar v

Server Selection

Confirmation

DESTINATION SERVER
ITFORVN-WIN2K16.itforvn.com

Description

NET Framework 3.5 combines the power of the .NET
Framework 2.0 APIs with new technologies for building
applications that offer appealing user interfaces,
protect your customers’ personal identity information,

enable less and secure ication, and

provide the ability to model a range of business
processes.

Cancel

Install

Hinh 8.5 Cira s6 chon lya cho hé théng

Buwéc 5: Chon Next tiép tuc cai dat DHCP
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= Add Roles and Features Wizard

D H C P Ser\/er DESTINATION SERVER

TFORVN-WIN2K16.itforvn.com

The Dynamic Host Configuration Protocol allows servers to assign, or lease, IP addresses to computers and other devices that are enabled as DHCP
clients. Deploying a DHCP server on the network provides computers and other TCP/IP-based network devices with valid IP addresses and the
additional configuration parameters these devices need, called DHCP options. This allows computers and devices to connect to other network
resources, such as DNS servers, WINS servers, and routers.

Things to note:

* You should configure at least one static IP address on this computer.

* Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan in a safe place for later reference.

Hinh 8.6 Cuza s6 chi thich cho DHCP
Buwdéc 6: Xac nhan cai dat DHCP, chon Install dé cai dat

& Add Roles and Features Wizard — e

D H C P Se rver DESTIMATIOM SERVER

THECHAU-NHOM3 NHOM3QTM.COM

Before You Begin The Dynamic Host Configuration Protocol .allows servers to assign, or lease, IP addresses to computers and

- other devices that are enabled as DHCP clients, Deploying a DHCP server on the network provides
computers and other TCP/IP-based network devices with valid IP addresses and the additional
configuration parameters these devices need, called DHCP opticns. This allows computers and devices to
connect to other network resources, such as DNS servers, WINS servers, and routers.

Installation Type

Things to note:

* You should configure at least one static IP address on this computer.

* Before you install DHCP Server, you should plan your subnets, scopes and exclusions. Store the plan in
a safe place for later reference.

| < Previous | | Next > | Install

, Hinh 8.7 Cira 6 Xac nhdn cai dat
Budéc 7: Nhap vao Close dé dong qué trinh cai dat

173


http://cdn.itforvn.com/wp-content/uploads/2017/04/ITFORVN-B%C3%A0i-4-C%E1%BA%A5u-h%C3%ACnh-DHCP-Server-Backup-Restore-0402.jpg

& Add Roles and Features Wizard — e

Installation progress THECHALLNHON A AV oM

View installation progress

o Feature installation

Configuration required. Installation succeeded on THECHAU-NHOM3.NHOM3QTM.COM.

DHCP Server
Launch the DHCP post-install wizard
Complete DHCP configuration

Remote Server Administration Tools

Role Administration Tools
DHCP Server Tools

You can close this wizard without interrupting running tasks. View task progress or open this page
1] again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

< Previous Next > Close Cancel

Hinh 8.8 Cira s6 hoan thanh ca dat

5.2. Céu hinh dich vu DHCP o
Buéc 1 - Nhap Server manager chon Tools chon DHCP dé cau hinh

fE Server Manager =
Server Manager * Dashboard - @) | P Moo Took v

Active Directory Administrative Center
Active Directory Domains and Trusts

{2 Dashboard WELCOME TO SERVER MANAGER S

s Dashboar Active Directory Module for Windows PowerShell

i Local Server ] 1 7 Active Directory Sites and Services

ii All Servers : - £ } Active Directory Users and Computers

e Configure this local servf  apsiea

i§ ADDS =

2 Component Services

18 DHcP QUICK START

- > Computer Management

e DNS = Defragment and Optimize Drives

H§ File and Storage Services b 3 Add other servers to ma,ﬁia“ DHCP
Disk Clgnup

WHAT'S NEW e
4 Create a server group DNS
Event Viewer
5 Group Policy Management
iSCSI Initiator
LEARN MORE Local Security Policy

Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

il ADDS 1 {8 DHeP Print Management
Resource Monitor

ROLES AND SERVER GROUPS

Roles:4 | Servergroups:1 | Servers total: 1

@ Manageability @ Manageability Services

Events Events System Configuration

Services Services

Hinh 8.9 Cira s6 mé DHCP dé cdu hinh

Budc 2: Tao Scope

Nhéap chudt phai vao IPv4 — Chon “New Scope”.
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N Dashboard - @) | r- Manage  Tools  View

@ DHCP
File Action View Help
- = nmEB6BE 2
I Local
= @ pHcp Actions
HE All S¢ = _ e
. v i tﬁechau nhor [ Add a Scope 1Pvd - \er
I§l ADD| v 3 1A :
= Display Statistics... . More Actions »
18 DHCH =sses assigned to
Mew Scope... amic IP address. You
:% DNS I_ p. I scope before
ii e B MNew Multicast Scope... assigned.
F : Age
Configure Failover... \ction menu, click 29
Replicate Failover Scopes...
Define User Classes... setting up a DHCP
Define Vendor Classes... Ld services
Reconcile All Scopes... Hide
Set Predefined Options...
£
Create a nen =l 2
Refresh ps:1 | Servers
Properties _
1 i DHep 1
Help
o o

q Hinh 8.10 Cira s6 New Scope
Buéc 3: Cira s6 chao don, Nhap vao Next.

MNew Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

< Back Nexdt > Cancel

Hinh 8.11 Ciia 56 Welcome
Buwdc 4: Nhap Scope Name va mo ta nhu duoc hién thi trong anh chup man hinh sau
va sau do chon Next.

New Scope Wizard

Scope Name
You have 1o provide an -:‘rtf.rq scope name You ales have Ba opton of pondng
& Sesonpton

Tyoe a name and desorption for this scope. This infommation halps you Quickdy dentfy
how £ scope w10 be waed on your network

T
Name [osce vian
Descrption [os ® 121631024

b tce
Hinh 8.12 Cira s6 Scope Name
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Buwdc 5: Nhap dia chi, IP Start va End, Subnet mask, dé Length mic dinh “24” cho
mang con Iép C — bam Next.

Mew Scope Wizard

IP Address Range —
“You define the scope address range by identifying a set of consecutive P addresses.

Corfiguration settings for DHCP Server

Enter the range of addresses that the scope distrbutes.
Start |P address: | 192.168. 1 . 100

End IP address: 192 168 . 1 200

Corfiguration settings that propagate to DHCP Cliert

Length: ng

Subnet mask: 255 285 265 . 0

< Back Nexd > Cancel

Hinh 8.13 Pham vi |IP cho phép
Buwdc 6: Nhap pham vi IP ctia ban trong danh séach loai trur. Néu ban c6 thiét bi trén
mang yéu cau dia chi IP tinh, hay dam bao rﬁng pham vi bi loai trir thuéc pham
vi Start va End dugc chi dinh trude d6 — nhép vao Next.

New Scope Wizaed

Add Exclusions and Delay
Exchumons are addweses or 8 range of addresses Tt are not detbuted by T
server A delay is the time dunstion by which the server wil delay e transmisson of &
DHCPOFFER massage

Type the IP addess range that you wart 12 excihude. 1 you wart 35 exciude » srgle
addess. type an addees in Sat IP addvess only

Rt ¥ addeas End IP addwes

2 168 11 |12 ws. 1 X A, |
- ,._{é.

Exciuded addrem tange

e Carcl
Hinh 8.]4 Pham vi IP loai trie 7
Bu’,(')’c 7: Nhap thoi han mong muon cho IP duoc chi dinh hoac dé mac dinh — sau do
nhap Next.

Mew Scope Wizard

Lease Duration o
The lease duration specifies how long a dliert can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networkes that consist mainy of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for & stable netwaork that consists mainly of desktop computers at ficed
locations. longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.

Limited ta:

Hours: Minutes:

Days:
B [ [

< Back Next = Cancel
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Hinh 8.15 thoi han cdp phat IP ,
Buwde 8: Chon “Yes, | want to configure these options now” — sau d6 bam
vao Next.

New Scope Wizard
Configure DHCP Options e
“fou have to configure the most common DHCP options before clients can use the
SCOpE.

When clients obtain an address, they are given DHCP options such asthe [P
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and overide settings configured in the
Server Options faolder for this server.

Do you want to configure the DHCP options for this scope now?

{+ iYes, | want to corfigure these options now;

™ No, | wil configure these options later

< Back Nexd = Cancel

7 Hinh 8.16 Chdp nhdn cdu hinh ,
Budc 9: Nhap cong mac dinh 14 IP Router cia ban — sau do nhan Next.

Mew Scope Wizard

Router {Default Gateway) —
You can specify the routers, or default gateways, to be distributed by this scope.

To add an IP address for a router used by clients, enterthe address below.

IF address:

192.1628.11

Ll

< Back Nestt = Cancel

H‘|r)h 8.17 Xdc dinh |P Rogter ,
Budgc 10: Thém DNS IP — nhan Next (ching ta c6 thé dat Google DNS hodc néu n6
la mot moi truong Domain ban c6 thé dat DC IP & d6) — sau d6 nhan Next.

MNew Scope Wizard

Domain Name and DNS Servers —
The Domain Name System (DNS) maps and translates domain names used by clients
on your netwarlc.

You can specify the parent domain you want the client computers on your network to use for
DNS name resolution.

Parent domain:  |Wislel0keqy{iiee]l]
To configure scope clients to use DNS servers on your network, enter the |P addresses for those
servers

Server name IF address:

19216812

L

< Back Neadt = Cancel

Hinh 8.18 Xac nhdn IP cho DNS server
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Budre 11: Chi dinh WINS Server cua ban néu c6 — va sau d6 nhép Next.

Mew Scope Wizard

WINS Servers —a
Computers running Windows can use WINS servers to convert NetBIOS computer
names to |F addresses.

Entering server IP addresses here enables Windows clierts to queny WINS before they use
broadcasts to register and resolve NetBIOS names.

Server name: IP address

[
__Resche |

L

To change this behavior for Windows DHCP clients modify option 046, WINS/NET Node
Type, in Scope Options.

Next > Cancel

Hinh 8.19 Xdc nhdn IP cho WIN server
Bude 12: Chon tuy chon “Yes, | want to activate this scope now" dé kich hoat pham
vi ngay 1ap tirc — chon Next.

Mew Scope Wizard

Activate Scope —
Clients can obtain address leases only if a scope is activated.

Do you want to activate this scope now?

{s Yes, | wart to activate this scope now;

" Mo, | will activate this scope later

< Back Next > Cancel

Hinh 8.20 Kich hoat pham vi

Bwée 13: Nhan Finish.

Mew Scope Wizard

Completing the New Scope
Wizard

“ou have successfully completed the New Scope wizard.

To provide high availability for this scope, corfigure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

Ta close this wizard, click Finish.

< Back Cancel

, ~ Hinh 8.21 Hoan thanh cau hinh DHCP
Bude 14: K&t qua cau hinh ’
Nhan refresh lai dé dugc két qua nhu trong hinh
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Hinh 8.22 Két qud cdu hinh DHCP

B e
Fie FActen Veew Halp
e Lo (NEREN B

g DHCP Chend IP Addeess hnevet Leasie Expisntion
™ i 'f N 160 1BE. 1. 10 admin BT 14010 P
v b P o 162168121 Wi TTast1.BC EAI1/3T 11:15:50 PR
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:;ﬁﬂ o 152168123 Dragen-PC V13T 111708 PM
OO IR Tt
- Se g Dipliinsg
o Pohoiee
o Pelimn
¥ Fitters
1.- i Puis
1 Server Optiora

Hinh 8.23 D4y IP bj chan khéng cdp phép
5.3. Céu hinh IP dng cho may Client
Bude 1: Cau hinh IP dong cho Client
Vao Control Panel \ Network and Internet \ Network and Sharing Center

B Network and Sharing Cerer

[

Comtrel P Mo
= T ComrulPanal o+ Network and Woernen + Netwodk Conmectons +

(hange sdepte et

Crgonce =
Crange s ed darng
g Cy  fthemet v Viettod
Prrescr I VAL E e Rl e
o gy
90 S ousicirmen Mberon 40315 1CI4 S 1o2'00

(S Wi Neteork Adngtar VWivetd - W
W W

Hinh 8.24 Mg card mang
Buéc 2: M& Properties card mang
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Networking | Sharing |

Connect using:
@ Qualcomm Atheros ARS15Z PCI-E Fast Ethemet Controller

This connection uses the following tems:

Bl (105 Packet Scheduler A
[ & Microsoft Network Adapter Muttiplexor Protocol

vi. Microsoft LLDP Protocol Driver

<& |ink-Layer Topology Discovery Mapper 140 Driver

& Link-Layer Topology Discovery Responder

b Intemet Protocol Version & (TCP/1PvE)

B8 Intemet Protocol Version 4 (TCP/1Pvd) W
< >
Install.. Uninstall | Properties
Description
Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected netwarks.
. 0K || Cancel

Hinh 8.25 Thugc tinh card mang
Budre 3: Cau hinh IP dong
Chon sang Obtain an IP address automatically va Obtain an DNS server address
automatically
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General | Alternate Configuration

You can get IP settings assigned automatically if your netweark supports
this capability, Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

(@) Cbtain an IF address automatically
() Use the following IP address:

IF address:
Subnek mask:

Default gakeway:

(@) Cbtain DNS server address automatically
(") Use the following DNS server addresses:

Preferred DNS server:

Alkernate DMNS server;

Validate settings upon exit Advanced...

carel

Hiph 8.26 Pja chi IP dong
Buwoc 4: Client thdng bao thay doi IP
I -E‘ Network Connections

4 & « Networkand Intemet > Network Connections > NetWorkS

Organize v Disable this network device Diagnose this connection Rename this ¢

DMz *—; itforvn.com
E’ itforvn.com
%27 Intel(R) 825741 Gigabit Network C...

Do you want to allow your PC to be
discoverable by other PCs and devices
on this network?

We recommend allowing this on your
home and work networks, but not
public ones.

Titem  1item selected

Hinh 8.27 Client thdng bao thay doi IP
Buéc 5: Mo CMD, vao Run gé CMD
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% Run

X
Type the name of a program, folder, document, or Internet
— resource, and Windows will open it for you.
Open: | E0f v

Cancel Browse...

Hinh 8.28 Chgy CMD

Buwdc 6: Xin IP dong tir DHCP

M& CMD 1én gd ipconfig /release va ipconfig /renew néu can xin cap lai IP
dong

C:\Windows\system32\cmd.exe

s reserved.

6. Backup va Restore DHCP
6.1 Backup DHCP

Budc 1: Tao thu muc s€ Iuu file backup
Vao 6 E khac véi 6 hé thong tao 1 thu muc Backup DHCP

o

File Action View

il S Drive Tools  DATA (E) = o X
as | &
‘7) — lj“ Home Share View Manage ‘
2 [ZHC: in2ktel € P = > ThisPC > DATA(E) » ol® o
g itforvn-win2k16)

> Quick access

Backup DHCP
Il Desktop e

& Downloads
= Documents

& Pictures
3 This PC

g Network

, Hinh 8.30 Tao thur muc
Budc 2: M& cau hinh DHCP chon Backup
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% DHCP
File Action View Help
9 | R XECc= HE B2
? QHCP Name
v g itforvn-win?kif.itfarvn.com ot
v i 1Pv4 Add/Remove Bindings...
- Se Unauthorize
71 Sc
F Po rBackup...
# Fit Restore...
B IPv6
v All Tasks >
View >
Delete
Refresh
Export List...
Properties
Help

Hinh 8.31 M¢ cir sé Backup

Bwéc 3: Chon noi Iuu file Backup

Hinh 8.32 Chon noi luu file backup

6.2 Restore DHCP

X

Browse For Folder

Select the folder where the DHCP server should place the
backed up files.

Temp

tracing

twain_32

Vss

Web

WinSxS

m DVD Drive (D:) VMware Tools
v wa DATA(E)
Backup [m]cp
L/
Make New Folder |

Cancel

Budc 1: Md cira s6 cau hinh DHCP, chon Restore

¥ DHCP
File Action View Help
e rEXEcz BHE EE
k3 DHCP Name
v F itforvn-w e |
% :'3|PV4 Add/Remove Bindings...
3 Se Unauthorize
3l Pc
# Fil
B IPv6 o2
All Tasks >
View >
Delete
Refresh
Export List...
Properties
Help

Buwéc 5: Chon file da Backup

Hinh 8.33 Cia sé Restore
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Buéc 6: Xac nhan backup

Browse For Folder

up files.

Select the folder where the DHCP server can find the
backed

tracing
twain_32
Vss
Web
> WinSxS
> DVD Drive (D:) VMware Tools
v o DATA(E)
v Backup DHCP

new

v

[ MakeNewFoder | [ [ || cancel |

Hinh 8.34 chon file backup

DHCP
A N e o e
I}s I No |
Hinh 8.35 Chdp nhdn backup
Hinh 8.34 chon file backup
Buwéc 7: X&c nhan backup thanh cong
DHCP X

4 /h The database was restored successfully.

Hinh 8.36 Hoan thanh backup

Buwéc 8: Restore thanh cong

W pHCP
File Action  ‘ies  Help
ke AN

T OHF
- i rl
w iy Pl
v | Seape[1E2.)
g Addes
& Addees: |
+ ®| Rassrewh
;) Soape Oy
| Poligas
§ Server Optic
al Podicis
T FikEan
[ 1Pt

ol F

H | %
“eard 1P Addriem
Tz eI
[Hwszmern

o

[Ered IP Adidimen
P52 18811
P58, 1.20

Descnghon
& s range fer dearbutean

P Sodresses eachijoed Troen destribition

Hinh 8.37 Backup thanh céng
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Bai tap thwe hanh cia hgc vién
1. Cai dat va cau hinh dich vy DHCP
2. Tao file Sao luu va phuc hoi DHCP
Huéng din thye hién:
- Bai tap 1 Thuc hién theo tirng budc trong muc Scua gido trinh
- Bai tap 2 Thuc hién theo cac budc trong muc 6 cua gido trinh
- Bai tap 3 lam theo muyc 5 cua gido trinh
Nhiing trong tim cén chu y:
- Xac dinh dung server dé cai dit va cau hinh DHCP.
- Xac dinh dung day IP cip phat cho timg nhém mang
- Thuc hién dung thao tac chin IP dé danh khong cho cap phat
- Thuc hién dang IP Router cho hé théng.
- Thiét 1ap dng DNS cho hé théng.
- Client phai cuing hé thong mang duoc cap IP dong.
- Chon dia luu trir file Backup cho an toan khi cé su ¢ phuc hoi lai.
- Thao tac phai dung cac budc cai dat, cu hinh va backup, restore cho DHCP.
Bai mé rong va nang cao
Cai dat va cau hinh DHCP Failover theo 2 co ché: Load Balancing va Hot
Standby trong Windows Server 2019, theo m6 hinh sau
M6 hinh
DC: CDNCT.COM
172.1.1.1°224

PC1
DHCP Server 1 E
DHCP Server2 ” .
172.1.12/24 —=
\: -

PC2 PC3

Hinh 8.38 m6 hinh DHCP

Yéu ciu danh gia két qua hoc tap
N6i dung
— Vé kién thic:
+ Trinh bay dugc Chire nang va Hoat dong dich vu DHCP trén Windows Server
+ Trinh bay dugc cac budc Quan ly dich vu DHCP trén Windows Server 2019
— V& k§ ning:
+ Thao tac thanh thao cai dat, cAu hinh DHCP trén Domain Controller.
+ Thao tac dugc Load Balancing va Hot Standby Windows Server 2019
— Nang lyc tu chii va trach nhiém: Ti mi, can than, chinh x&c, linh hoat va ngin nap
trong cong viéc.
Phuwong phap
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— V& kién thirc: Danh gia bang hinh thie kiém tra viét, tric nghiém, van dap.
— V& k¥ ning:
+ Panh gia k¥ ning thyc hanh cai dat, cau hinh DHCP trén Domain Controller.
+ Panh gia k¥ ning thyc hanh vé dugc Load Balancing va Hot Standby.
+ Thyc hién ding Can bang tai file Server trén Windows Server 2019
— Nang lyc tu chi va trach nhiém: Ti mi, can than, chinh x&c, linh hoat va ngin nip
trong cong viéc.
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Bai 9: QUAN TRI MAY IN
Ma bai: Mb 17 - 09
Muc tiéu:
- MO0 td vé mo hinh va thuat ngir dugc str dung cho tac vu in an trong Windows;
- Cai dat mot may in logic tren mot may chu in an;
- ChUan bi mot may chu in an cho cac may tram;
- Két n6éi mot may tram in an dén mot may in logic trén may cha in an;
- Quan tri hang doi in 4n va céc dic tinh may in;
- Xt ly sy ¢ cac 16i vé& may in.
- Thuc hién cac thao tac an toan v4i may tinh.
Noi dung chinh:
1. Gi6i thiéu

- May in 13 cong cu dac lyc trong van phong. Tuy nhién, khong phai ai ciing biét
thiét 1ap may in sao cho ton it chi phi va dat hiéu qua cao nhét cho cong viéc.

- Pon cir 1a nguoi dung thudng két ndi may in vao mot may tinh, sau d6 chia sé
may in ndy cho tit ca cic may tinh khac trong cing mot mang LAN. Piéu ndy s& bi
han ché mdi khi in vi 1énh in tir cac may khéc s& chay qua mdy dang chia s¢, sau d6
tiy theo dd wu tién (metric) ctia 1énh in ma thuc hién. Mot bat cap khac ciing khé quan
trong la may dang chia sé s€ phai trong trang thai hoat dong lién tuc, néu khong cac
1énh in s& di dén may nay va bi ding lai, va nhu thé may in s& khong thé nhan duoc
cac 1énh d3 yéu cau.
2.Cai dat may in
Muc tiéu:

- Cai dat duoc may in cho server va qua mang.

Trudc khi ban ¢ thé truy xuat vao thiét bi may in vat ly théng qua hé diéu hanh
Windows Server thi ban phai tao ra mot may in logic. Néu may in cua ban c6 tinh
nang Plug and Play thi may in d6 s& duoc nhan dién ra ngay khi no duoc gan vao
may tinh dung hé diéu hanh Windows Server. Tién ich Found New Hardware
Wizard s& tu dong bat 1én. Tién ich nay s& hudng dan cho ban ting budc dé cai
dat may in. Néu hé diéu hanh nhan dién khéng chinh xéac thi ban dung dia DVD
duoc hdng san xuat cung cap kém theo may dé cai dit.

Ngoai ra, ban ciing c6 thé tu minh thuc hién tao ra mot may in logic bang cach
st dung tién ich Add Printer Wizard. Dé cé thé tao ra mot may in logic trong
Windows Server thi truéc hét ban phai dang nhap vao hé thdng véi vai tro 1a mot
thanh vién cua nhom Administrators hay nhém Power Users (trong truong hop day
la mot Server thanh vién) hay nhom Server Operators (trong truong hop day la mét
domain controller).

2.1 Cai dit dich vu may in
Buéc 1 - Bi dén Server Manager > Manage > Add Roles and Features > Next > Chon
Role-based installation hoic Feature-based installation, rdi chon tiép Select a server
from the server pool. Cubi ciing, bam Next.
Khi da thuc hién xong cac budc trén, tai danh sach Roles, hdy tim Print and
Document Services. Sau d6, mdt cira s6 S& ma ra.
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Select server roles
Before You Segin
Inszalation Type

Server Selecuon

Features

Seloct one of more roles 10 install on the tefected server.

Roles

(] Active Directory Ceruficate Services

7] Active Directory Domain Services

[7] Active Directory Federation Services

{71 Active Directory Lightwesght Divectory Seevices
[ Active Directory Rights Management Services

L) Remots Access
] Remote Desitop Services

Description

Print and Document Services
enables you 10 centraie print server
and network prnter management
tasks. With tha role, you can also
receive scanned documents from
network scanners and route the
documents 0 & shated network
rescurce, Windows SharePomt
Services site, or e-madl addresses

B ()]

) Hinh 9.1 Chon dich v may i‘n )
Buwéc 2 - Nhap vao Add features va sau d6 chon Next 3 lan lién ticp.

Services?

have to be installed on the same server,

4 Remote Server Administration Tools
4 Role Administration Tools

V] Include management tools (if applicable}

adresees || Coce |

Add features that are required for Print and Document

The following tocls are required to manage this feature, but do not

[Tooks] Print and Document Services Tools

Hinh 9.2 Cua s6 Add features
Buwéc 3 - Chon Print Server, roi bam Next.
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Select role services

DESTINATION SERVER

[eas snaram s o eosan]
Befors ou S2gin Select the role senaces to install for Print and Document Services
Installation Type Role services Description
Server Selaction ] v E [ Print Server includes the Print
——— | = W Management snap-in, which i used
- [ ] Distributed Scan Server for managing muitiple printers or
Fealunes [ Internet Printing print servers and migrating printers
Print and Document Serd.. ] LPD Service Aot fricers kb Mhclone pirioe

m

Confirmation

Hinh 9.3 Chon dich vy may in

Buéc 4 - Nhap vao Install.

. Y ~ 3 DESTINATION SERVER
Confirm installation selections D
Before You Begin To install the following roles, role services, or features on selected server, click install,
Instaliaton Type [C] Restart the destination server automatically if required
Server Selaction Optional features (such as administration tools) might be displayed on this page because they have

ARk been selected automatically. If you do not want to install these optional features, click Previous to clear
PR N their check boxes.

Features :
Print and Document Servf...| | Print and Document Services
~ Print Server
Role Services
Remote Server Administ; Tools
Role Administration Tools
Print and Document Senvices Tools

Export configuration settings
Speofy an atternate source path

Next > Install Cancel

Hinh 9.4 Cira sé Install

2.2 Cai dat Printer trén Print Server
Bwdc 1: Chon Add a local printer (Canon LBP-1260)

189



Hinh 9.5 Cira sé Add printer

Buwadc 2: Click this bar to view the full image.

Hinh 9.6 chon port
Buwdc 3: Chon may inCanon LBP-1260

190



X

6 = Add Printer

Install the printer driver

) Selact the manufacturer and model of your panter. ¥ your printer came with an instaliation
Me dek chck Have Diskc. i your prnter is not Isted, consull your penter documentation for

compativie prntar software
Manfacturer [_‘J Printars H
2oale == 5 Cance IRSO70-M2 PCL
Broshar 5J Cancn LBP-1000 PCL Se
Canca 5 Cancn LBP-1000PS
taen 5 Canon LBF-1260 —
M :l ¥ renan 1 DO 1760 D4 e :J
5 Thin dtvar i digtaly signad Windows Uodate | Have Dk |
T ‘avh T QIS o

o o |

, Hinh 9.7 chon may in
Buwérc 4: Xem ket qua cai dat

-\ j) [0 - Prntes v 54| |
Fle Edt View Tools Hep
Organize v 5iViews < G Add a printer 75 Delete celected prnters  » 7]

Favorite ks LS « | +| Documents | | status | +| Comments | +] Lozaton |+] | +]
E occum.. 5 { ‘ 4
E retures =7 24 S
B rusc Acd Printer Canon
L8P-1260

More »

Folders &

Hinh 9.8 cdc may in dwoc cai dat
2. Quan ly thudc tinh may in
Muyc tiéu:
- Trinh bay duogc cac thugc tinh cia may in..

2.1. Cau hinh Layout

Trong hop thoai Printing Preferences, chon Tab Layout. Sau doé trong muc
Orientation, ban chon céach thuc in trang theo chiéu hgang hay chiéu doc. Trong
muc Page Order, ban chon in tir trang dau dén trang cubi cua tai liu hodc in theo
tht tu nguoc lai. Trong muc Pages Per Sheet, ban chon s6 trang tai liéu s& duoc in
trén mot trang giay.
2.2. Giay va chat lweng in

Ciing trong hop thoai Printing Preferences, dé qui dinh gidy va chat luong in,
chung ta chon Tab Paper/Quality. Cac tuy chon trong Tab Paper/Quality phu
thudc vao dic tinh caa may in. Vi du, may in chi c¢é thé cung cidp mét ty chon la
Paper Source. Con ddi véi may in HP OfficeJet Pro Cxi, chiing ta c6 cac tiy chon
la: Paper Source, Media, Quality Settings va Color
2.3. Céc thong sé mé réng

Nhap chuét vao nat Advanced & goc dudi bén phai cua hop thoai Printing
Preferences. Hop thoai Advanced Options xuét hién cho phép ban diéu chinh cac
théng sé mé rong. Chang ta ¢ thé co cac ty chon cua may in nhu: Paper/Output,
Graphic, Document Options, va Printer Features. C4c thdng sé6 mé rong c6 trong
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hop thoai Advanced Options phu thudc vao driver may in ma ban dang sir dung.

o

Page Setup | Finishing I Paper Source I l]uality|

Profile: ‘ B Default Settings v‘ [ﬂzf Output Method: ‘@ Frint v‘
H)=} g Page Size: |M v |
+
E Qutput Size: | Match Page Size W |
Copies: [1ta 599]
Crientation
(®) Portrait (") Landscape
Page Layout: 1 Page per Sheet w

3 // [ Manual Scaling
//// Scaling: 'IDDEI % [25 to 200]

Ad [Scaling: Auto]

| View Settings |

i

| Custom Paper Size... | | Restore Defaults |

| OK || Cancel |  Apply Help

] Hinh 9.9 Cura s6 thiét Idp may in
3. Cau hinh chia sé may in
Bude 1: Mo Control Panel\Hardware and Sound\Devices and Printers

=
b

@ - 1 % b Control Panel » Hardware and Sound » Devices and Printers
Add a device Add a printer

4 Devices (2)

USB2.0-CRW YUTUAMAI
4 Printers (5)
/
Canon LBP2300 Foxit Reader PDF Microsoft XPS Send To

Printer Document Writer OneMote 2013

Hinh 9.10 mg xem may in
Buérc 2:
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- T s Control Pl o+ Mardwass a0d Sound + Devices and Prvsen
ASE 8 Bvin Al 0 posien Tor whu | predony Marnsge el oA pewteny Frod wevonr proper]

4 Dewices (2)

4 Pamiens (5)

m@ddd

r-h--vo‘ Mhirosof &5 Send To
| St ¢ delnnch Docurent Wete Onalicts 2013
Prmter properies
Creste ihenton

% Rervoue deie
Troublechoct Dwtntt Utz OMire
, proe LEF N0

Hinh 9.11 Ciza s6 Properties

Buéc 3: Chon Sharring

General | Sharing |F‘urt5 IMvanc:ed | Color Management | Security | Device Settings | F‘mﬁl&|

./ [fyou share this printer, only users on your network with a username
m and password for this computer can print to it. The printer will not
be available when the computer sleeps. To change these settings,
use the Network and Sharing Center.

Share this printer
Share name: | May in CNTT]|

Render print jobs on client computers

Drivers
If this printer is shared with users running different versions of
Windows, you may want to install additional drivers, so that the
users do not have to find the print driver when they connect to the
shared printer.

Additional Drivers...

ok || Caen || ey

____________________________________________________________________________________________________________________________|
] ' Hinh 9.12 Cua sé chia sé may in

4. Cau hinh thong so port

Muc tiéu: )

- Trinh bay dugc y nghia cac thong sé trong tab Port.
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4.1. Cau hinh céc théng sé trong Tab Port

Trong hop thoai Properties, ban chon Tab Port dé ciu hinh tit ca cac port
da duogc dinh nghia cho may in st dung. Mot port dugc dinh nghia nhu mot
interface s& cho phép may tinh giao tiép voi thiét bi may in. Windows Server ho
trg cac port vat ly (local port) va cac port TCP/IP chuan (port logic).

Port vat ly chi dugc st dung khi ta gan truc tiép may in vao may tinh. Trong
trudng hop Windows Server dang dugc trién khai trong mot nhém lam viéc nho,
hau nhu ban phai gan may in vao port LPT1.

fn Print Management

File Action View Help

e« 75 &= HE

'ﬁm Print Managernent Port Mame Port Description  Port Type P
4 | F| Custom Filters U PORTPROMPT: Local Port Write
I = All Printers (1) U LPT3: Local Port Write
b (=] All Drivers (3) U LpT2: Local Port Write
b (| Printers Not Ready 0 LpT1: Local Port Write
I %l Printers With Jobs 0 FILE: Local Port Write
4 [ PrintServers I com: Local Port Write
4 B SRVDC-CNTT(local) 1 g 3, Local Port Write
E = E;'::: J comz Local Port Write
far U com: Local Port Write
H Ports
[ == Printers
[- = Deployed Printers

Hinh 9.13 Cua s6 cong may in

Port TCP/IP chuan duoc s dung khi may in c6 thé két ndi truc tiép vao
mang (trén may in c6 hd trg port RJ45) va may in ndy c¢6 mot dia chi IP dé nhan
dang. Uu diém caa may in mang la téc do in nhanh hon may in cuc bo va may in cé
thé dit bat ki noi ndo trong hé thong mang. Khi d¢6 ban can chi dinh mot port
TCP/IP va khai bao dia chi IP cia may in mang. Clng véi viéc xoa va cau hinh
lai mot port da ton tai, ban ciing c6 thé thiét lap printer pooling va diéu huéng
cac cong viéc in an dén mot may in khac.
4.2. Printer Pooling

Printer pool duoc st dung nham phdi hop nhiéu may in vat Iy véi mot may
in logic, dugc minh hoa nhu hinh bén dudi. Loi ich caa viéc sir dung printer pool
la may in ranh dau tién sé& thuc hién thao tac in 4n cho ban. Tinh nang nay rat hitu
dung trong truong hop ta c6 mot nhdm cac may in vat ly dugc chia sé cho mot
nhém nguoi dung, vi du nhu [a nhom céc thu ky

Pé cau hinh mot printer pool, ban nhap chudt vao tiy chon Enable Printer
Pooling nam & phia dugi Tab Port trong hop thoai Properties. Sau d6, kiém tra lai
tat ca cac port ma ta dyu dinh gin cac may in vat ly trong printer pool vao. Néu ta
khdng chon tiy chon Enable Printer Pooling thi ta chi c6 mot port duy nhat cho
mdi may in. Chl y tat ca cac may in vat ly trong mot printer pool phai st dung
cung mot driver may in.
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Color Management I Security | Device Settings
General I Sharing Parts | Advanced
e
= HF
Printer Ports 2] x|
fvailable port bvpes:
Standard TCPJIP Port
Mews Pork Tvpe... | Mews Pork. .. | Cancel |
x|
I Erter a port name:
[Whserver2iHP2 Cancel |
Cloze | Cancel | Apply |

Hinh 9.14 Thém Port my in
4.3. Picu hwéng tac vu in dén mot may in khac
Néu mot may in vat ly cua ban bi hu, ban c6 thé chuyén tat ca céc tac vu in 4n

ciia may in bi hu sang mot may in khac. Dé lam duoc diéu nay, trudc hét ban phai
dam bao may in mai phai c¢6 driver gidng voi may in cii. Sau do, trong Tab Port,
ban nhip chudt vao nat Add Port, chon Local port rdi chon tiép New Port. Hop
thoai Port Name xuat hién, gd vao tén UNC cua may in méi theo dinh dang:
\\computername\printer_sharename.
5. Cau hinh tab advanced

Muc tiéu:

- Trinh bay duoc ¥ nghia cic thong sb trong tab Advanced.

5.1. Cac thong sé cia Tab Advanced

Trong hop thoai Properties, ban nhap chuét vao Tab Advanced dé diéu khién

cac dac tinh cua may in. Ban c6 thé ciu hinh cac thudc tinh sau:
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file://///computername/printer_sharename

) Priter-CNTT Properties -

| General I Sharing I Ports | Advanced |Enlnr Management | Securty | Device Settings |

®) Always available

() Available from 200 AM = 2:00 AM .
Pricrity: 1 :
Driver: HP Color Laserlet 2300 PCLE Class Driver Mew Driver...

®) Spool print documents so program finishes printing faster
() Start printing after last page is spooled
(®) Start printing immediately

Print directly to the printer

[ 1Hold mismatched documents
Print spocled docurnents first
[ |Keep printed documents

Enable advanced printing features

Printing Defaults... Print Processor... Separator Page...

| QK || Cancel | Apply

Hinh 9.15 dac tinh cua may in
5.2. Kha ning sin sang phuc vu cia may in

Théng thuong, ching ta can kiém tra kha nang san sang phuc vu cia may in
trong truong hop ching ta c6 nhiéu may in cing st dung maot thiét bi in. Mac dinh
thi tly chon Always Available ludn duoc bat Ién. Do dd, ngudi ding c6 thé st
dung may in 24 tiéng mot ngdy. Bé gisi han kha ning phuc vu cia may in, ban
chon Available From va chi dinh khoang thoi gian ma may in sé phuc vu. Ngoai
khoang thoi gian nay, may in s& khdng phuc vu cho bat ki nguoi diing nao.

5.3. P9 wu tién (Printer Priority)

Khi ban dat @6 wu tién, ban s€ dinh ra bao nhiéu cong viéc s€ dugc guri truc
tiép vao thiét bi in. Vi dy, ban ¢6 thé sir dung tly chon nay khi 2 nhém nguoi
ding cung chia sé mot may in va ban can diéu khién do vu tién d6i vai cac thao
tac in 4n trén thiét bi in ndy. Trong Tab Advanced cta hop thoai Properties, ban
s& dit do wu tién bang cac gia tri tir 1 ¢én 99, véi 1 12 c6 d6 uu tién thap nhat va 99
la ¢ d6 wu tién cao nhat.

5.4. Print Driver

Muc Driver trong Tab Advanced cho phép ban chi dinh driver s€ dung cho
may in. Néu ban da cau hinh nhiéu may in trén mot may tinh thi ban cé thé chon
bat ki driver nao trong cac driver di cai dat. Thao tac thuc hién nhu sau: Nhap
chudt vao nit New Driver dé khai dong Add Printer Driver Wizard. Add Printer
Driver Wizard cho phép ban thuc hién cap nhat ciing nhu thém driver mai.
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5.5. Spooling

Khi ban ciu hinh tiy chon spooling, ban can chi dinh rd cé4c tac vu in an s&
duoc day ra duong dng may in hay duogc gui truc tiép dén thiét bi may in. Spooling
c6 nghia 1a céc thao tac in an s& duoc luu trir xudng dia thanh mot hang doi trude
khi céc thao tac in nay duoc gui dén may in. Co6 thé xem spooling gidéng nhu 1a bo
diéu phdi in 4n néu nhu tai mot thoi diém c6 nhiéu ngudi dung cung lic gai yéu
cau dén may in. Theo ché d6 mic dinh, tly chon spooling s& dugc bat 1&n san.

5.6. Print Options

Phia dugi Tab Advance c6 chira bén tiy chon in 4n. D6 1a cac tuy chon:

- Hold Mismatched Documents: tuy chon nay hiru dung trong trueong hop ban st
dung ché do nhiéu biéu mau trong mot may in. Mac dinh thi tiy chon nay s&
khong dugc bat 18n. Cac tac vu s& duoc in theo ché do first-in-first-out (FIFO).
Néu ban bat tiy chon nay 1&n, hé théng s& chon wu tién in trudgc nhitng tac vu
c6 chung mot biéu mau.

- Print Spooled Documents First: tiy chon ndy qui dinh rang cac tac vu in an
duoc diéu hudng xong trudc cac loai tac vu 16n khac. Biéu nay c6 nghia la cac
t4c vu in 4n s& c6 do uu tién 16n hon cac loai tAc vu khac trong qué trinh diéu
hudng. Mac dinh thi tuy chon nay luén duoc bat 1én gilp gia tang hiéu qua lam
Viéc cua may in.

- Keep Printed Documents: tly chon nay qui dinh rang céc tac vu in 4n phai
duoc x6a khoi hang doi diéu huéng in an khi cac tdc vu nay da hoan tat qua
trinh in. Théng thuong, ban mubn xda c4c tac vy in an ngay khi n6 bat dau in
bai vi néu ching ta tiép tuc luu trir cac tac vu nay trong hang doi diéu hudng
va doi cho dén khi chiing duoc in xong méi x6a thi s& phai tén dung luong 6
dia cho viéc luu trit. Mac dinh thi tuy chon nay sé khéng duoc bat Ién.

- Enable Advanced Printing Features: tiy chon ndy qui dinh rang bat ki cac tinh
ning mo rong nao ma may in cua ban c6 hd tro vi du nhu Page Order va
Pages Per Sheet nén dugc bat 1én. Mac dinh thi tuy chon nay ludn duoc bat
Ién. Chi trong truong hop xay ra cac van dé vé tuong thich thi ban c6 thé tat
tiy chon nay. Vi du nhu ban dang st dung driver cho mét thiét bi may in
twong tu nhung n6 khong hd tro tat ca céc tinh nang cia may in. Trong trudng
hop d6, ban nén tit tly chon nay di.

5.7. Printing Defaults

NGt Printing Defaults nam & goc trai phia dugi cia Tab Advance. Néu ban
nhap chudt vao nat Printing Defaults, hop thoai The Printing Preferences s& xuat
hién. Day ciing chinh 1a hop thoai s& xuat hién khi ban nhap chuét vao nat Printing
Preferences trong Tab General
5.8. Print Processor

o xu ly in 4n duoc st dung dé qui dinh Windows Server c6 can phai thuc hién
cac xir ly bo sung trong cong viéc in an hay khong. Bo xtu ly in 4n WinPrint mic
dinh duoc cai dat va duoc Windows Server su dung. Bo xu ly in 4n WinPrint ¢
thé hd tro mot vai kiéu dit liéu.

Theo mic dinh thi hau hét cac tng dung trén nén Window sir dung chuan EMF
(enhanced metafile) d¢ goi cac tac vu dén may in. Chuan EMF dung kiéu dir liéu
RAW. Kiéu dit liéu nay s& bao véi bo xu Iy in 4n 1a tic vu ndy khong can phai sira
ddi do uu tién khi in. Biéu nay 1a do nha san xuat phan mém qui dinh.

Bang danh séach cac kiéu dit liéu dugc bo xtr 1y in 4n trong Windows Server hd tro:

197



Kiéu dir liéu M5 ta

RAW Khong 1am thay déi tai liéu in an
RAW (FF Khong 1am thay d6i tai liéu in 4n ngoai trir viéc thém vao
appended) mot ki tu form- feed

RAW (FF Auto) | Khéng lam thay d6i tai liéu in 4n ngoai trir viéc kiém tra
xem c0 can thém vao mét ki tu form-feed hay khéng

NT EMF 1.00x Thuong diéu hudng céc tai liu duoc gui tir cac may tinh
Window khac

TEXT Phién dich tat ca cac kiéu dix liéu van ban don gian va may
in s& thuc hién in bang cach sir dung cac Iénh van ban
chuan.

5.9. Separator Pages

Separator pages duoc st dung tai thoi diém bat dau caa mdi tai liéu nhiam
muc dich dinh dang ré ngudi dung nao da thyc hién viéc in tai liéu nay. Néu nhu
may in khong duoc chia sé thi ché do Separator pages vo hinh chung sé& gay ra lang
phi giy in. Néu trong truong hop may in duoc chia s¢ cho nhiéu ngudi dung thi ché
do Separator pages s€ hiru dung trong viéc phan phdi céc tac vu in 4n di hoan tat.

Pé thém mot Separator page, ban thuc hién nhu sau: nhap chudt vao nit
Separator page nam & goc phai phia dwéi Tab Advance. Hop thoai Separator
page hién ra, ban nhap chudt vao nit Browse dé chon tap tin Separator page nao
ban mudn sir dung.

6. Céu hinh tab security
Muc tiéu:
- Phén duogc quyén truy cip may in dung yéu cau ctia ngudi st dung.

6.1. Gidi thiéu Tab Security

Chlng ta c6 thé kiém soat quyén truy cip vao may in Windows Server cua
ngudi ding ciing nhu cdc nhém nguoi diing bang cach cau hinh quyen in an. Chiing
ta co the cho phep hoic khéng cho phép nguoi ding truy xuit may in. Ching ta
cap quyén in 4n cho nguoi dung va nhdm nguoi dung thdng qua Tab Security
trong hop thoai Properties cia may in.
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5 Priter-CNTT Properties -

| General | Sharing | Ports | Advanced I Color Management | Securty | Device Settings

GI’CILIFI ar User names:

3‘_!, Everyone -
;’-‘-.LL APPLICATION PACKAGES

52 CREATOR OWNER

;‘ Administrator

33' Administrators (COMCT \Administrators)

& NGU'T'EN HﬂﬁNG VU {U1@CDNET CU'M]

A~ S b Ly

< III

| Add... | | Remove |
Pemissions for NGLYEM HOANG VU Allow Deny
Prirt L]
Manage this printer ] ]
Manage documents ] ]

Special permissions

For special permissions or advanced settings, click Advanced.

ok | [ Got ][ oo |

Hinh 9.16 Cdp quyén cho user

Bang phan quyén in 4n cho nguai dung
Quyén han Mo ta
Cho phép ngudi ding hoic mot nhdm ngudi ding c6 thé két ndi
Print va gui tac vu
In 4n dén may in.
Cho phép thuc hién thao tac diéu khién, quan ly may in. Vi
quyén nay, ngudi ding hoic nhém nguoi dung c6 thé dimg
hoic khai dong lai may in, thay d6i cau hinh cua bd diéu tac,
chia s¢ hoic khéng chia sé may in, thay doi quyén in an, va
quan tri cac thudc tinh ciia may in.
Cho phép nguoi dung quan ly céc tai li¢u in qua cac thao tac
Manage dirng viéc in, khoi dong lai, phuc héi lai, hoic 1a xo4 tai liéu
Documents | ra khoi hang dgi may in. Nguoi dung khong thé diéu khién
trang thai cua may in.

Manage
Printers

Special

- Bang cach chon Tab Advanced trong hop thoai Print
Permissions

Permissions, ban c6 thé quan ly cac quyén dic biét

Theo mic dinh, bat ki khi ndo mot may in duoc tao ra, cc quyén in 4n mac
dinh sé duoc thiét 1ap. Bang cac quyen in an mac dinh:
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Nhom quyén Puwoc phép in Quan lyin Quan ly tai liéu in
Administrators X X X
Creator Owner X
Everyone X

Print Operators X X X
Server Operators X X X

6.2. CAp quyén in cho nguwoi dung/nhém ngwéi dung

Thong thudng, ban c6 thé chap nhan quyén in 4n mic dinh da duoc thiét 1ap san.
Tuy nhién, trong mét s6 truong hop dac biét, ban can phai hiéu chinh lai cac quyén
in cho thich hop. Vi du: Cong ty cua ban vira trang bi cho phong Marketing mét
may in laser mau dat tién, ban khéng muén ai ciing dugc phép st dung may in nay.
Trong truong hop nay, trudc tién ban phai bo tiy chon Allow checkbox for the
Everyone group. Sau do, thtm nhom Marketing vao trong danh sach cuaa Tab
Security. Cudi cing ban cap cho nhdm Marketing quyén Print. Mubn thém cac
quyén in an, ban thuc hién cac budc sau:

Budc 1. O Tab Security trong hop thoai Properties caa may in, nhap chudt vao

nat Add.
= Priter-CNTT Properties [x]

eneml "_-i'wn:|9t-u .MHMI:WW Seouty | Dewice Seifings

(o o Lol Mo t
B Everyors
fo ALL APPLICATION PACKAGES
B, CREATOR OWNER =
& Admresttor
5, Administratons {CDNC T Administraions)
G LIYEN BROIANG  ECONCT COM

Fiariaasta for MGLIWVEN HOANG WU Al [
Pret oy
Maroge this prinier
Marage documents
St P

For ipacial phemiasons. of sdvarced settrgs, chak Advanced [ ——

0K Canced Appky

Hinh 9.17 Thém User va group
Budc 2. Hop thoai Select Users, Computers, Or Groups Xuét hién, ban nhap vao
tén cua nguoi dung hoac nhdm nguoi dung ma ban dinh cap quyén in an rol nhap
chudt vao nit Add. Sau d6, ban chon tat ca cac ngudi ding ma ban mudn cap quyén
va nhap chudt vao nit OK.
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Select this object type:
|Users. Groups, or Builtin security principals

From this location:
|CDN::T.D::M

Enter the object names to select (=@mples):
NGUYEN HOANG VU {LN@CDONCT.COM)

Hinh 9.18 Chon User va group
Bugc 3. Chon nguoi dung hodc nhdm nguoi dung tir danh sach cac phan quyen
sau d6 chon Allow dé cap quyen hodc chon Deny dé khéng cap quyén in an, cac
quyén quan ly may in hay cac quyén quan ly tai lidu in.

| General | Sharing | Ports | Advanced I Color Management | Secunty | Device Settings

GI’GIIJD ar User names:

82 Everyone

ALL APPLICATION PACKAGES

52 CREATOR OWNER

3 Administrator

%Mministmturs ([COMNCT Administrators)

3 NGUYEN HOANG VU (LN@CDNCT.COM)

2 b I

<| m

Pemizsions for NGLUYEN HOANG VU
Print
Manage this printer
Manage documerts

Special permissions

For special pemmissions or advanced settings, click Advanced.

Hinh 9.19 Cdp quyén
Dé loai bo mot nhém c6 san trong danh sach phan quyén, ta s& chon nhém do
va nhap chuét vao nit Remove. Nhom vira chon s& khong con duoc liét ké trong
Tab Security nita va khdng thé duoc cip bat ki quyén han in 4n nao.

201



7. Quan ly print server
Muc tiéu:
- Quan ly dugc may in mang.

7.1. Hop thoai quan ly Print Server

Print Server 1a mot mot may tinh trén d6 c6 dinh nghia san cac may in. Khi
ngudi dung gui mot yéu cau in 4n dén mot may in mang, thi trudc tién, yéu cau do
phai duoc gui dén Print Server. Noi cach khac Print Server s& c6 nhiém vu quan
ly tat ca cac may in logic da duoc tao ra trén may tinh. Véi tu cach 13 mot Print
Server, may tinh nay phai du manh dé hd trg cho viéc don nhan cac tac vu in an va
no ciing phai da khong gian dia tréng dé chira cac tac vu in trong hang doi.
= Print Management

File  Action View Help
o r1F X BHE

'&1 Print Management Printer Mame Queue Status JobsIn ... Server Name Driver Mar
4 [7| Custom Filters i Priter-CHNTT Error 1 SRVDC-CNTT {local}]  HP Color

b (%] All Printers (2) =1 Microsoft XPS Document Writer  Ready 0 SRVDC-CNTT (local]  Microsoft
7| All Drivers (4)

7| Printers Mot Ready

7 Printers With Jobs

Print Servers

= SRVDC-CNTT (local)
[#| Drivers

b Ell— - =

o Farms
o Ports

= Printers

Hinh 9.19 Quan ly may in

Ban c6 thé quan ly Print Server bang cach cau hinh céc thuoc tinh trong hop
thoai Print Server Properties. Chung ta mé hop thoai Print Server Properties
bang cach: mod hop thoai Printers And Faxes, chon File réi chon tiép Server
Properties. Hop thoai Print Server Properties bao gom cac Tab: Forms, Ports,
Drivers va Advanced.

7.2. C4u hinh cac thugc tinh Port ciia Print Server

Trong hop thoai Printer Server Properties, ban mg Tab Port. Tab nay cling
twong tu nhu Tab Port trong hop thoai Properties cia may in. Sy khac nhau gitra
hai Tab Port la: Tab Port trong hop thoai Print Server Properties dugc st dung
dé quan ly tat ca cac port trén Print Server. Con Tab port trong hop thoai Properties
ctia may in quan ly cac port cua thiét bi may in vat ly.

7.3.  Cau hinh Tab Driver

Trong hop thoai Printer Server Properties, ban mao tab Driver. Tab Driver
cho phép ban quan ly cac driver may in da duoc cai dat trén Print Server. Ddi
véi mdi driver may in, Tab nay sé& hién thi tén, méi truong va hé diéu hanh ma
driver ho tro.

Swr dung cac tiy chon trong Tab Driver, ban c6 thé thém vao hay loai b hay
cap nhat driver may in. Bé nhin thay céc thudc tinh caa mot driver may in, ta chon
driver can hién thi va nhap chuot vao nat Properties. Cac thudc tinh ciia mot driver
may in gom co:
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=

File Action View Help

Print Management

=9 #E d=

% Print Management
4 7| Custom Filters
| All Printers (2)
7| All Drivers (4)
F| Printers Mot Ready
7| Printers With Jobs
Print Servers
EI SRVDC-CNTT (local)

|| Drrivers

b
ko H = =

i Forms
o Ports

= Printers
p= Deployed Printers

Driver Mame Environment
|#| HP Color Laserlet 2500 PCLE Class Driver Windows x64
|#| Microsoft enhanced Point and Print co.. Windows x64
|#| Microsoft enhanced Point and Print co.. Windows NT x26
|#| Microsoft XP5 Document Writer wd Windows x84

Driver Version
6.3.9600.16334
6.3.9600.16334
6.3.9600.16334
6.3.9600.16334

Hinh 9.20 Quan ly driver

8. Gidm sat trang thai hang doi may in

Muc tiéu:

- Giam sat va xur 1y 16i may in mang.

Chulng ta c6 thé dung tién ich System Monitor dé quan ly hang doi

may in. System Monitor duoc dung dé theo ddi cac counter lién quan dén

thao tac thuc hién cho nhiéu d6i tugng may tinh. Mudn quan ly hang doi

may in bang System Monitor, ta thuc hién theo cac budc sau:
1. Chon Start\ Administrative Tools \ Performance.

« Dashboard

he Senvices P

WHATS NEW

LEARN MOSE

ROLES AND SERVER GROUPS

ctve Directory Adminitrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShed

Actve Directory Sites and Services

= Actrve Directory Users and Computers
nhioLire tf
- ONNgure ADSI Bt

Component Services

WELCOME TO SERVER MANAGER

Computer Management
Defragment and Optimize Drives
DNS
Event Viewer
Group Policy Mamagement
SCS! Initator
Local Security Policy
QDBC Data Sources (32-bit)
QDBC Data Sources (64-bit)

| Performance Mondor
Print Management
Resource Mondor
Securrty Configuration Wizeed
Sernces
System Configuration
System Information

Task Scheduler

Hinh 9.21 Chay Performan'ce

2. Hop thoai Performance s& xuat hién. Mic dinh thi tién ich System
Monitor sé dugc chon nhu hinh sau:
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() Performance Monitor — | = -
(&) File Action View Window Help
s #E Em= HE
(%) Performance PE~- XS EEE I
4 [ Monitering Tools =
BE= Performance Monitor
f -_'._ [Data Collector Sets L
[ |jF{Epu:urt5
80+
B0
A0
20
D II\_ J'A“ﬂlﬂl_/\. . .
4:08:36 AM 40909 AM 4:09:39 AM L:10:14 AM
Last 0.000 Average 1.146  Minimum 0.000
Maximum 8.645 Duration 1:40
Show Color Scale Counter Instance Pare
[v 1.0 %6 Processzor Time _Total ---
< m >

Hinh 9.22 Hgp thoai Performance
3. Nhép chudt vao nat Add (c6 biéu twong dau +) dé truy xuat vao hop thoai
Add Counters. Sau d6, nhap chon Print Queue Performance Object.

4. Trong hop thoai Add Counters, ban c¢6 thé chi dinh ra may tinh ma ban muén
giam sét (ca may tinh cuc b va may tinh ¢ xa). Performance Object ma ban can
theo ddi (trong truong hop nay la hang doi - Print Queue), cac counter ma ban
mudn theo ddi, va ban ciing chi ra la ban c6 muén theo ddi tat ca cac thé hién
hay 1a ban chi muén theo ddi mot s6 thé hién cua counter dugc ban lya chon.
Néu ban chon tat ca céc thé hién duoc lva chon s& cho phép tit ca dix liéu cua
tat ca cac hang doi in 4n da duoc dinh nghia trong may in. Con néu ban chon
chi theo ddi mot s thé hién caa counter thi ban chi theo di dugc dir liéu tir mot
sb hang doi in 4n cé nhan.

Bai tap thwe hanh cia hoc vién

1. Cai dat 2 may in bat ky, chia sé va phan quyen in 4n trén 2 mdy in nay.

2. Tim kiém may in trén mang bang dia diém.

3. Thiét 1ap do wu tién va tinh sin sang in.

Huwéng din thye hién:

1. Cai @it 2 may in bat ky, chia sé va phan quyeén in 4n trén 2 may in nay
a). Cai dat may in

Log on vao may vai tai khoan administrator

204



Start \Settings\ Printers and faxes

. Printers and Faxes

File Edit Wiew Faworites  Tools

o Back = £ - T | o~ Search

Address [% Printers and Faxes

b Dy e
Add Printer

Create Shorkouk

Hinh 9.23 Hgp thogi thém may in
Chon Local Printer, va chon Next

Add Printer Wizard

Local or Hetwork Printer
The wizard needs ta know which bype of printer to set up.

Select the option that describes the prinker you want ko use:

= il ocal printer attached to this computer

™ Automatically detect and install my Plug and Play prinker

& nebwark printer, or & printer attached to another computer

L] To zet up a network printer that iz not attached to a print zerver,
__11) uze the "Local printer'' option.

< Back I Mewt » I Cancel

Hinh 9.24 Hép thoai chon hinh theci

Chon port LPT1, va chon Next

Select a Printer Port
Computers communicate with printers through ports,

Select the port pou want pour printer to uze. [ the port iz not listed, you can create a
rnewy park,

i Usze the following port: I =g

Mote: Mozt computers uge the LPT1: port to communicate with a local printer.
The connector far thig port should look, zomething like this:

" Create a new part:
Tvpe af port: ILDCEI| Fart LI

Far mare infarmation about creating printer ports, zee Printer Help.

< Back I Mext > I Cancel I

~ Hinh 9.25 Hgp thogi chon cong méy in
Chon héng san xuat va chon loai may in, va chon Next
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Add Printer Wizard

Install Printer 5oftware
The manufacturer and model determing which printer zoftware to use,

Yh Select the manufacturer and model of your printer. [F your printer came with an installation
—— dizk, click Hawe Disk. If your printer iz not listed, consult your printer documentation for
compatible printer software,

b anufacturer |:| Printers |i|

Fujitsu 5P HP Laserlet 2000

GCC -~

Generc -

Gestetrer .

HP -

[T=1%] LI B LD cnrr Lk 79000 C e OC (kAT ;I
g This diver is digitally signed. ‘wiindows Update | Hawe Disk.... |

Tell me vahy driver signing iz important

< Back I Mest » I Cancel |

Hinh 9.26 Hép thogi Chon logi may in
Nhap tén cho printer, va chon Next

Mame Your Printer
“'ou must aszign a name to this printer.

Type a name for this printer. Becausze zome programs do not zupport printer and zerver
rname combinationz of more than 31 characters., it is best to keep the name as short as
pozgible.

Brinter nhame:
IHF' zzod

< Back I Mext > I Cancel
Hinh 9.27 Dat tén may in

Tén share cho printer, va chon Next

Printer Sharing
You can share this printer with other network, uzers.

IF wou want to share this printer. you must provide a share name. “rou can use the
zuggested name ar kype a new one. The thare name will be wizible ta ather netwark,
Lzers.

™ Do not share this printer
(% Share name: IHF'22EIEI

£ Back I Mest » I Cancel
Hinh 9.28 Dt tén chia sé may in
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Nhép dia giém cua may in(nhap tén HCM trong khung Location), va chon
Next. Cua so xuat hién hoi ban co in test khong. Ban chon No va chon Next
Add Printer Wizard

Print Test Page
To confirm that the printer iz inztalled propery, you can print a test page.

Lo wou want to print a test page™?

£ Yes
= o
Hinh 9.29 Khong in th# may in
Click vao ket thac, ban doi vai gidy dé hé thong cai dat

Completing the Add Printer
Wizard

You have successfully completed the Add Printer Wizard
Yo enacdhad ha Aﬂmmnn A{iniao cathnas

'T.% —)g

Copying Files...

hpoemudil
To CAWINDOWS \system324spool\DRIVERS.. \17002024

To close this wizard, chick Finish

<Back | Fnsh |  cancel |
|2
Hinh 9.30 Hoan thanh cai may in

Twong tw, cai dat printer thi 2:

Chon port LPT2, chon cung hang HP va cung loai may in, dat tén may in la
HP 2200 NEW, Share véi tén la HP NEW, nhap dia diém caa may in(nhap tén DN
trong khung Location)
Hai Printers da duoc cai trén may

% Printers and Faxes =] E3

File Edit \iew Favarites Tools Help | f}'
PEack - €3 - (T | - Search Folders | & X E) | [~
Address |“ 4 Printers and Faxes j a 2D

VO S E
fdd Prinker e !

o
Ready ...

) “;r_ﬁ HP 2200

e A
w Ready
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Hinh 9.31 Chia sé¢ may in

b). Chia sé va phan quyén dwec in 4n:

%% Printers and Faxes M=l 5
File Edit Wiew Favorites Tools  Help | ;',’
) Back ~ &3 ~ (¥ | - search Folders | B [ »x i) | [~
Address < Printers and Faxes j Go
=) P 2200 NE W
"-Q_;‘g‘,-_"g add Printer T
Printing Preferences. ..
YW HPzzoo
e Pause Printing
Ready
sharing...

LIse Printer Offline

Zreate Shaorkouk
Delete
Rename

Propetties

Hinh 9.32 Mg thugc tinh

Gan cho nhdm Administrators Manage printers, Manage documents va print
& HP 2200 NEW Properties

Generall Sharingl Puartz I Advanced  Security | Device Settingsl

Group or user names:

€7 CREATOR OwNER

m Everyone

ﬁ Print Operatars [METCLASS Print O perators]
ﬁ Server Operatorg [METCLASSYServer Operataors)

Add... | Bemove |
Permizzions for Administrators Al Deny
Frint O
b anage Printers O
bl anage Documents O
Special Permizzsions O O

For zpecial permizzions or for advanced settings, Advanced |
chck Advanced. =
k. I Cancel | Apply |

Hinh 9.33 Cdp quyén

Xoa bo nhém Everyone
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& HP 2200 NEW Properties EE

Generall Sharingl Partz I Advanced  Security I Device Settingsl

Group or uger names:

m Adrninistrators [METCLAS SNAdministrators]
€7 CREATOR OWNMER

WEMNONE
!ﬁ Print Operatars [METCLASSWPrint Operators)
!ﬁ Server Operators [METCLASSYServer Operatars)

Add.. @

Permizzions for Everyone Al Deny

Pririk
hManage Printers

hManage Documents

O00®
Ooooo

Special Permizsions

For special permizzions or for advanced zettings, Adhamrmed |
click Advanced. =

Ok I Cancel I $o ] 1] I
Hinh 9.34 X6a Everyone
Pua thém nhom KE TOAN vao ACL

Select thiz object ype:

From thig location:

Enter the object names to zelect [examples]:

Ldvanced. . | Ok I Cancel

Select Users, Computers, or Groups ﬂ E

IUsers, Groupsz. or Builk-in security principals Object Types... |
Inetclass.edu.vn Locations... |

KE TOAM Check Mames |

Hinh 9.35 Dwa nhém Ketoan vao

Gan cho nhém KE TOAN duoc quyén Print
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£ HP 2200 NEW Properties (=]
Generall Sharingl Ports I Advanced  Security I Device Settingsl

Group or user names:

!ﬁ Adrministrators [METCLAS S dminiztrators]
£ CREATOR OWHNER

OaM [METCLASSYKE TOAM]
m Frint Operators [METCLASSSPrint Operators]
m Semver Operators [METCLASSAS erver Operators)

Add I Bemowve I
Permizsions for KE TOAR Allaw et
Frint [ |
tManage Printers [ |
tManage Documents (| (I |
S pecial Permizsions (| [ |

Far special permissions or for advanced settings. Advanced |
click Advanced. —

ak. | Cancel | spply |
Hinh 9.36 Cdap quyén cho nhém Ketoan
Bay gio chuyén qua lam permission cho printer HP 2200. C4ch thuc hién twong
tu nhw trén
Cho nhém Everyone ra khoi ACL
Dbua nhdm NHAN SU vao ACL cua printer HP 2200
Select Users, Computers, or Groups ﬂ E

Select thiz object tupe:

ILlsers, Groups, or Built-in zecunity principals Object Types. .

Erom thiz location:

Inetclass.edu. W Locations. ..

Enter the object names to select [examples]:
HHAM SU LCheck Mamesz

R

Hinh 9.37 Chon nhém NHAN SU
Cho nhém d6 duoc quyén print
2. Tim kiém may in trén mang bang dia diém
Vao Active Directory Sites Users and Computers
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-.‘f-f Active Directory Users and Computers

<3 Fle Action  Wiew Window  Help

- | O BEFPR 2E R TVE D

@ Ackive Directory Users and Compuber BT S kb ot i h 2 ohjecks
-7 Saved Queties

i Marne Twpe
-3 g

D Bl_llltl Dglegate Cankral. .. builkinCarmain
D Carm Find... Conkainer
(&5 Do Connect ko Domain, . ht...  Crganizational ...
&[] Fore  Connect ko Domain Controller. .. .. Conkainer
[ User  Raise Damain Funckional Level. . Conkainer
“{&] TPH  Operations Masters. .. Crganizational ...
e 3
Al Tasks »
View k

Mew Window From Here

Refresh
Expoark Lisk. ..

Propetties

Help

Hinh 9.38 Mo Properties

Click vao properties
netclass.edu.¥n Properties EHE

Generall tanaged By Group Palicy |

To improve Group Policy management, upgrade to the Group Palicy
b anagement Conzole [GPMC).

s
Current Group Policy Dbject Links for netclass
SRR

laraup Palicy Object Links | MHa Overide | Dizabled |
Defaulk Domain Policy

Group Policy Objects higher in the list have the highest prionty.
Thiz lizt obtained frarm: dinhzerser netclazs, edu v

New | add. |

Optionz... | Delete. .. | Properties | [mr |

[T Elock Palicy inkeritance

k. | Cancel | Apply |

Hinh 9.39 Cua S chinh sach
Group policyObject Editor mo ra
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File Action View Help

'Hi Group Policy Object Editor [ |

e = | BE R @

_E—j Default Domain Policy [dinhserver .
E@ Computer Configuration

: [Z7] Software Settings

[ Windows Settings

=-[_ Administrative Templates
D windows Components

B Printers

Allow printers to be published

Display Properties

[Z System Requirernents:
(22 Metwark At least Microsoft 'Windows 2000
“i5 Prinkers

Description:

Determines whether the computer's
shared printers can be published in
Active Direckory.

E@ User Configuration
[C7 Software Settings
[_] Windows Settings

-/ Administrative Templates

If vou enable this setting or do not
configure it, users can use the "Lisk in
directory” option in the Prinker's

printers in Active Direckary,

If vou disable this setting, this
computer's shared printers cannot be
published in Active Direckory, and
the "List in direckary" option is not
available,

Mote: This settings takes priority over
the setting "Automatically publish new
printers in the Active Direckory",

Properties’ Sharing tab to publish shared

@ Allow pruniry B i
aytomatically publish new printers in Ackive D

@ Check published state

f:% Computer location

i:f'_ﬂ Cuskom support URL in the Printers Folder's left pane
f:% Directary pruning inkerwal

E'_ﬂ Directory pruning priority

@ Directory pruning retry

@ Dizallow inskallation of prinkers using kernel-mode drivers
L_ﬁ'_ Log directoren i

Pl

(= Prune printers that are not automatically republished

Pl

=4 Allow Print Spaoler ta accept dient connections
= Web-based printing

Hinh 9.40 Cira s6 Group policyObject Editor
Mg tinh nang Pre-populate printer search location text

Setting | Explain I

=W Pre-populate printer search lozation text

Pre-populate printer search location text Properties

" Mot Configured

¥ iF habled

[ —————— 5

" Dizabled

Hinh 9. Mg tinh nang Pre-populate

Va tinh nang Printer browsing

Setting | E:-:plainl

@ Frinter browszing

Printer browsing Proper ﬂ I

" Mot Configured

Hinh 9.41 Bdt tinh nang Printer browsing

Refresh group policy
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Run

= Type the name of a program, Folder, document, or
Internet resource, and Windows will open it Far wou,

Qpen: I gpupdate [Forcel j

Ik I Cancel | Browse, ., |

. Hinh 9.42 Cdp nhdt chinh sach
Dung Iénh Find dé tim printers

-:'_4" Active Directory Users and Computers

@ File  Action  Wiew  Window  Help

- | O 8B FRR 22E i TS

@ Active Directory Users and Computer B2 FE EEErEn TS 2l
-1 Saved Queries I—l—
@ netclass, edu, v Mame Ty!:u_a _
Delegakte Contral. .. LilkinDomain
Conneck ko Domain. . . Drganizational ...
Conneck ko Domain Contraller., .. Conkainer
Raise Domain Funckional Lewvel. .. Drganizational ...
Operations Maskers, ., Container
[ 3
All Tasks 3

Hinh 9.43 Cira sé tim kiém
bién vao 0 location

..!TP Find Printers
File Edit Wiew Help

Find: IF'rinters j I I@ netclazs j Browse. .. |

Prirters I Featuresl .ﬁ.dvancedl T

< Find Mow >
MName: I

Stom |
Lgeation: | HCM] Browse. .. |

Clear Al |
Model: I

X

Hinh 9.44 Nhdp thdng tin tim kiém
Click vao Find Now
3. Thiét 1ap do wu tién va tinh sin sang in.
Right click vao biéu twong may in HP 2200 chon properties dé ciu hinh printer
pool, vao thé Advanced dé cau hinh:
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& HP 2200 Propetties K Ed

Generall Sharingl Ports Securit_l,ll Device Settingsl

= Always available

“hvalblefomy | 7O00AM = To | BOOPM

/\F‘rlu:urit_lg: I —I?j
Driver: |HP Laserlet 2200 Series PCL v|  Mew Driver.. |

' Spool print documents so program finishes printing faster

£ Start printing after last page iz spooled
© Start printing jmmediately

 Print directly to the printer

[ Hold mismatched documerts
v Fiint spooled documents first
[T Keep printed documents

¥ Enable advanced printing features

Printing Defaults. .. I Print Proceszar. .. | Separator Fage... I
OFk. I Cancel | Apply |
Hinh 9.45 Chon do wu tién

Tuong ty Right click vao biéu tugng may in HP 2200 NEW chon properties,
vao thé Advanced, thay d6i gié tri bang 50 tai khung Priority thi khi in trén may in
nay sé cé do uu tién cham hon so véi may in HP 2200.

Nhiing trong tim can chi y:
- Cai dat duoc 2 may in dung yéu cau cua hé thong.
- Chia sé dtng theo cac quyén cho tirng User va Group
- Chu hinh d6 uu tién cho tung may va tirng User va Group.
- Tim kiém mady in trén mang tir cac Client
- Thiét lap thoi gian in cho timg User va Group
- Quan ly viéc in an trén server
- Cép quyén in cho nguoi dung/nhém ngudi dung

Bai mé rong va nang cao
Yéu cau:

Str dung dich vu Print Management véi Group Policy dé tu dong cai dat may in
va driver ty dong cho cac User hodc Computer trong cong ty (Moi thir automatic trén
Server, va moi thay d6i trén server ciing apply xudng user hét)

M®d hinh
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Domain: CDNCT.COM
192.168.1.250

—
E —— 192.168.1.2
5 .
R, )

" 192.168.1.3

192.168.1.252

==t Print Server

| ‘
Wva
\

Yéu ciu danh gia két qua hoc tap
Noi dung
— Vé kién thic:
+ Trinh bay dugc Chuc nang Quan ly may in trén Windows Server
+ Trinh bay dugc cac budc Quan ly may in trén Windows Server 2019
— V& k¥ ning:
+ Thao tac thanh thao viéc Quan ly dia trén Windows Server 2019.
+ Thao t&c thanh thao viéc st dung may in chay qua port TCP trén DC cua
Windows Server 2019
+ Thuc hién ding cac budc cai may in tu dong trén Server
— Nang lyc tu chii va trach nhiém: Ti mi, can than, chinh x&c, linh hoat va ngin nap
trong cong Viéc.
Phuwong phap
— Vé kién thirc: Panh gia bang hinh thac kiém tra viét, trac nghiém, van dap.
— V& k¥ ning:
+ Dénh gia k§ nang thyc hanh vé cac thao tac Quan ly dia va gidi han dia trén
Windows Server 2019.
+ Dénh gia k¥ nang thuc hanh vé cac budc cai may in tu dong trén Server.
+ Thuc hién ding st dung may in chay qua port TCP
— Nang lyc tu chii va trach nhiém: Ti mi, can than, chinh x&c, linh hoat va ngin nap
trong cong Viéc.
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Piéu kién dé hoan thanh mé dun dé dwoc du thi két thic mé dun:

+ Nguoi hoc tham dy it nhat 70% thoi gian hoc Iy thuyét va day du céc bai hoc
tich hop, bai hoc thuc hanh, thuc tap

+ Piém trung binh chung cac diém Kiém tra dat tir 5,0 diém tr¢ 1én theo thang
diém 10;

+ Nguoi hoc ¢d gidy xac nhan khuyét tat theo quy dinh thi duoc hiéu truéng
xem xét, quyét dinh wu tién diéu kién du thi trén co so sinh vién d6 phai bao dam diéu
Kién vé diém trung binh cac diém kiém tra.

+ S 1an du thi két thiic mo dun theo quy dinh tai khoan 2 Diéu 13 Théng tu
09/2017/TT-BLDTBXH, ngay 13 thang 3 nam 2017.

Piéu kién d@é dwogc cong nhan, cap chiing nhan dat mé dun dao tao:

Nguoi hoc duoc cdng nhan va cap ching nhan dat mé dun nay khi co diém

trung binh mo dun theo thang diém 10 dat tir 4,0 trg 1én
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