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Tai liéu nay thudc loai sach gido trinh nén cac ngudn thong tin c6 thé duoc phép
dung nguyén ban hoac trich dung cho cac myc dich vé dao tao va tham khao.

Moi muc dich khac mang tinh I¢ch lac hoac str dung vé1 muc dich kinh doanh thiéu
lanh manh s€ bi nghiém cam.



LOI GIOI THIEU

Yéu cau c6 cac tai liu tham khao cho sinh vién cua khoa Cong ngh¢ Thong tin -
Truong Cao ddng Nghé ngay cang tr6 nén cap thiét. Viéc bién soan tai liéu nay nim
trong ké hoach xay dung h¢ thdng gido trinh cac mén hoc cua Khoa.

Pé cuong cua gido trinh di duoc thong qua Hoi dong Khoa hoc cua Khoa va
Truong. Muc ti€u cua giao trinh nhim cung cép cho sinh vién mot tai liéu tham khao
chinh vé mén hoc Mang may tinh, trong d6 gioi thiéu nhiing khai niém cén ban nhat Ve
hé thdng mang may tinh, dong thoi trang bi nhiing kién thic va mot sb ky nang chu yéu
cho viéc bao tri va quan tri mot hé théng mang. Day co thé coi la nhirng kién thirc ban
dau va nén tang cho cac k¥ thuat vién, quan tri vién vé hé thong mang.

Mic du di c6 nhitng c¢d ging dé hoan thanh gido trinh theo ké hoach, nhung do
han ché vé thoi gian va kinh nghiém soan thao giao trinh, nén tai liéu chic chin con
nhitng khiém khuyét. R4t mong nhan duoc su dong gop ¥ kién cua cac thay co trong
Khoa ciing nhu cac ban sinh vién va nhitng ai sir dung tai liéu ndy. Cac gop y xin guri vé
Khoa Cong nghé thong tin - Truong Cao dang nghé Can Tho. Xin chan thanh cam on.

Can Tho, ngay thang nam 2021
Tham gia bién soan
1. Chu bién Nguyén Phat Minh
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GIAO TRINH MON HQC/MO PUN

Tén mén hoc/méd dun: LAP TRINH WEBSERVICE
Ma mén hoc/mé dun: MD 26
Vi tri, tinh chat, ¥ nghia va vai tré ciia mén hoc/mé dun:

— Vi trf: Mén hoc duoc bd tri sau khi sinh vién hoc xong cac mon hoc chung, céac
mon hoc co s¢ chuyén nganh dao tao chuyén mén nghé.

— Tinh chat: La mén hoc co sé chuyén nganh bit budc.

— Y nghia va vai trd ctia mén hoc/mé dun: Lap trinh Webservice 1a mon hoc nang
cao tir mén Lap trinh Website véi ASP.NET dé sinh vién tim hiéu vé cac khai
niém vé webservice dé lam nén tang cho sinh vién cé thé tu hoc nang cao kién
thirc vé 1ap trinh website trén nén tang .NET

Muc tiéu cia mon hgc/mo dun:

— Vékién thirc:
o Hiéu vé cac tac nhan d6i véi Web Service: Service provider, Service
registry
Hiéu vé kién trac phan ting ctia Web Service
Hicu vé muc dich, vai tro thiét ké ctia SOA ddi véi Web Service
Hiéu vé cac giai doan chinh dé xay dung Web Service
Hiéu vé cac cach tiép can dé quyét dinh cach thie xay dung Web Service:
bottom-up, top-down, from-scratch
Nam vitng quy trinh hoan thién Web Service
Hiéu vé cach khai thac cac dich vu Web d3 duoc cung cip dé xay dung
ung dung
o Hiéu vé van dé bao mat trén Internet va Web Service dap tng chuan an
toan co ban
o Hiéu vé mot sd kiéu gia mao, ddnh cip thong tin va cach phong chdng
— V& k¥ nang:
o Xay dung dich vu Web bao mat voi Visual Studio - ASP.NET, trién khai
va cong b6 dich vu Web
- Vé nang lyc ty chu va trach nhi¢m:
o Nghiém tac, ti mi trong qua trinh tiép cin v6i cong cu méi.
— B6 tri lam viéc khoa hoc dam bao an toan cho nguoi va phuong tién hoc tap.
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Noi dung ciia mén hgoc/mé6 dun:

Thoi gian
S6 2
Tén chuong, muc 2 . Thuc Kiém tra*
i 09 Y hanh Bail (LT
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Web Service la gi ?




bic diém cua Web service

Nén tang caa Web service

Céc cbng nghé cua Web service
Kién trdc WEB SERVICE

Co ché hoat dong cua Web Service

Kién trGc phan tang cua Web
Service

Kién triic huéng dich vu SOA
Xay dung WEB SERVICE

Céac \(én dé can xac dinh rd trude
khi bat tay xay dung ttng dung Web

service

Xay dung Web Service voi
ASP.NET

Xay dung Web Service véi Java
Khai thac WEB SERVICE

Ung dung Window Form két noi
toi Web Service

Ung dung Java Swing két néi t6i
Web Service

Ung dung Web ASP.NET két néi
t&é1 Web Service

Bao mat trong WEB SERVICE
Tong quan vé van dé bao mat

Mot sé kiéu gia mao, danh cép
théng tin va cach phong chong

Bao mat trong web service

Thuc hién bao mat trong web
service
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BAI 1: CONG NGHE WEB SERVICE
M3 bai: MD 26 - 01

Gioi thiéu:
Trong bai nay trinh béy‘ nhitng kién thirc cian ban vé Webservice, cac dic diém
cua webservice cung vai cac nén tang va cong nghé cua webservice
Muc tiéu caa bai:
— Trinh bay dugc khai niém webservice.
— Trinh bay duoc dic diém cua webservice.
— Trinh bay dugc cac nén tang clia webservice.
— Trinh bay dugc cac cong ngh¢ cua webservice

— Thuc hi¢n céc thao tac an toan véi may tinh.

Noi dung chinh:
1. Web Service la gi ?

Theo dinh nghia cua W3C (World Wide Web Consortium), Web service la mét
hé théng phan mém duoc thiét ké dé hd trg kha ning twong tac giita cac tng dung trén
cac may tinh khac nhau trong méi truong Internet thong qua céc giao dién (Interface)
chung va su gan két duoc mo ta bang XML

Web service Ia tai nguyén phan mém c6 thé xac dinh bang dia chi URL dé thuc
hién céc chirc nang va dua thong tin ra cho nguoi dung.

\ Web Service '

Firewal

Client ‘ Web Service |




Web service duogc tao ra bang céch Iy cac chirc ning va dong géi chung sao cho
cac tng dung khéc dé dang tim thay va truy cap t6i cac dich vu ma né cung cip, ddng
thoi van co thé yéu cau thdng tin tir cac dich vu khéc. Web service bao gém cac mé dun
doc lap dé thuc hién yéu cau nghiép vu cua doanh nghiép va duoc thuc thi trén Server.

Ung dung co ban caa Web service 1a tich hop cac hé thdng va 1a mot trong nhitng
hoat dong chinh khi phat trién hé thdng. Trong hé théng nay, céc ang dung can dugc
tich hop véi co sé dit liéu (CSDL) va cac tng dung khac, ngudi sir dung sé giao tiép véi
CSDL dé tién hanh phan tich va Iy dir liéu.

2. Pac diem ctiia Web service

Web Service cho phép cac ung dung khac nhau tir cac nguon khac nhau cé thé
giao tiép voi cac ung dung khac ma khong doi hoi nhiéu thoi gian coding, do tat ca cac
qua trinh giao tiép déu tuan theo dinh dang XML, cho nén Web Service khong bi phu
thudc vao bat ki hé diéu hanh hay ngdn ngir l4ap trinh ndo. Web service cho phép client
va server co thé twong tac dugc véi nhau trén cac nén tang khac nhau ma khéng can bat
ctr thay do6i hay yéu cau dac biét nao. Vi dy, chuong trinh viét bang ngén ngit Java ciing
c6 thé trao d6i dit liéu Vi cac chuong trinh viét bang Perl, cac ung dung chay trén nén
Windows ciing ¢ thé trao doi dit liéu véi cac ung dung chay trén nén Linux. Cong nghé
Web Service khdng yéu cau phai sir dung trinh duyét va ngdn ngit HTML.

Phan 16n k¥ thuat cia Web service duoc xay dung trén ma nguon mé va duoc
phét trién tir cac chuan da dugc cong nhan. N6 tich hop cac tng dung trén nén web lai
vé6i nhau bang cach sir dung cac cong nghé XML, SOAP, WSDL, va UDDI trén nén
tang cac giao thirc Internet vai muc tiéu tich hop ting dung va truyén thong diép. XML
duogc sir dung dé danh dau dit liéu, SOAP dugc dung dé truyén dir liéu, WSDL dugc sir
dung dé md ta cac dich vu cd san va UDDI duoc str dung dé liét ké nhitng dich vu nao
hién tai dang c6 sin dé c6 thé stir dung. Web Service cho phép céc to chirc ¢c6 thé trao
d6i dir lidu vai nhau ma khong can phai c6 kién thuc hiéu biét vé hé thdng thong tin
dang sau Firewall.

Web service

Web service cé thé gom nhiéu mé dun va duoc cong bé trén Internet.

La su két hop cua viéc phat trién theo hudng tirng thanh phan véi nhimg linh vuc
cu thé va cé s ha tang Web, dua ra lgi ich cho ca doanh nghiép, khach hang, nhitng nha
cung cap dich vy khéc va ca cac ca nhan théng qua mang Internet.

Web service khi duoc trién khai s& hoat dong theo md hinh client-server. N6 c6
thé duoc trién khai boi mot phan mém ¢ng dung phia Server nhu PHP, JSP, ASP.NET,
... Khong gidng nhu mé hinh client-server truyén thdng, chang han nhu hé théng Web
server- web page, Web Service khéng cung cap cho ngudi dung mét giao dién do hoa
nao, Web Service don thuan chi I viéc chia sé cac dit liéu logic va xu ly cac dit liéu d6
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thdng qua mot giao dién chwong trinh tng dung duoc cai dit xuyén sudt trén mang may
tinh.

'.'.reb senie

Application code Apiplication dlest
Platfarm and language | © Platformand language
spedific ommunigation ¢ . e T
Tinh twong thich (Inteoperability) 12 mot lgi thé vo cing manh mé& cua Web
Service, thong thudng, cac cdng nghé Java va cong nghé cua Microsoft rat kho co thé
tich hop dugc vai nhau, nhung véi Web Service thi cac Application va Client sur dung
2 cbng nghé trén hoan toan c6 kha nang tuong tac vai nhau théng qua Web Service.

UDDI (Web
Service Broker)

Bind
Web Service

Provider ’ Web Service
Consumer

3. Nén tang cua Web service

Dich vu Web ciing c6 thé dugc ndi mot cach khéc 1a cac khdi co ban dugc xay
dung dé di chuyén trong hé thong may tinh phan tan trén Internet. Cac chuan mé va viéc
tap trung vao giao tiép va lam viéc cong tac giira con ngudi va cac ung dung da tao nén
mot moi trudong noi ma Web service dang tré thanh nén tang cho viéc tich hop tng dung.
Cac ung dung duoc xay dung st dung cac Web service cac loai tir nhiéu ngudn khéac
nhau 1am viéc cling véi nhau bat ké 1a chiing ¢ dau hoic chung da duoc trién khai nhu
thé ndo. CO thé co cac dinh nghia khac nhau vé Web service khi cac cong ty xay dung
ching, nhung hau hét tit ca cac dinh nghia déu c6 chung cac diém sau:

0 Thir nhit, Web service dua ra chirc ning hitu dung cho ngudi sir dung Web thong
qua mat giao thirc chuan Web. Trong hau hét cac treong hop, giao thire duoc st dung
do 1a SOAP.
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O Thir hai, Web service dua ra cach mo ta cac giao dién cua ching moét cach du chi
tiét nham cho phép ngudi sir dung xay dyng mot eng dung may tram dé giao tiép duoc
vé6i ching. Mé ta nay thuong dugc cung cp & dang mot tai liu XML goi 1a mot tai liéu
vé ngdn ngir mo ta Web service — WSDL (Web service Description Language).

O Thir ba, Web service duoc ding ky sao cho cac khach hang tiém ning 13 nguoi
str dung c6 thé tim thdy chding mot cach dé dang. Piéu nay duoc thuc hién véi UDDI
(Universal Discovery Description and Integration).

Web service nhu mét dich vu phan mém duoc trinh bay trén Web thdng qua giao
thizc SOAP, duoc mo ta bang mot tép WSDL va duogc diang ky trong UDDI. Cac dich
vuWeb service 1a nguon théng tin ma ta cd thé dé dang két hop vao céac tng dung. D&
dang nhan ra toan bo 16p tng dung co thé duoc xay dung dé phan tich va tich hop théng
tin ta quan tdm va trinh bay nd theo nhiéu cach khac nhau.

Viéc trinh bay cdc tng dung dang c6 nhu cac dich vu Web service cho phép
nguoi sir dung xay dung cac ung dung co6 cac tinh nang manh hon thong qua viéc sur
dung Web service nhu nhitng block duoc xay san. Vi du, ngudi sir dung cd thé phét trién
mét tng dung mua ban dé tu dong lay cac théng tin vé gia ca tir nhiéu nha cung cip
khac nhau, cho phép ngudi ding chon mét nha cung cap, chuyén don hang va sau d6
theo ddi viéc chuyén hang cho tai khi nhan duoc hang. Ung dung caa nha cung cap, khi
trinh bay céc dich vu cua ho trén Web, c6 thé quay ra str dung cac dich vu Web service
dé kiém tra tin dung cta khach hang, lay tién tir tai khoan cua khach hang va thiét lap
viéc chuyén hang véi mot cong ty van tai.

4. Cac cong nghé ciia Web service
4.1.Ngbn ngir XML — RPC
® XML : duoc viét tat cua cum tir Extensible Markup Language — Ngon ngit
danh dau dit liéu.

® RPC — duoc viét tat cua cum tir Remote Procedure Call — Tha tuc goi tir Xa.
RPC cung cép cho ngudi phét trién ki thuat dé dinh nghia ra mot giao dién ma
c6 thé duoc goi tir xa thong qua méi trudng mang may tinh. Giao dién nay cé
thé 12 mot ham don gian nhung ciing c¢6 thé 1a mot thu vién API khong 16.

® XML — RPC la mét huéng tiép can dé va rd rang nhat cho Web Service, nd
cung cap phuong thirc goi mot tng dung tir mot may tinh local dén mot may
tinh tir xa thong qua moi truong mang.

® XML — RPC cho phép chuong trinh c¢6 kha nang tao ra cac ham hoac céc thu
tuc goi ham théng qua mang may tinh.

® XML — RPC sir dung giao thirc HTTP dé van chuyén thdng tin tir Client dén
Server.

® XML — RPC sir dung ngdn ngir XML dé mé ta cac théng diép yéu cau va cac
thong diép dap (ng gan giii véi ngdbn ngit tw nhién.
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® XML — RPC Client chi ra cy thé cac thong tin vé tén thu tuc, cac tham bién
trong thong diép XML request, va Server tra vé 13i hoac tra vé thong diép
response trong thong di¢p XML response.
® Cac tham sé caa XML-RPC don gian chi 1a kiéu dit liéu va noi dung — tuy
nhién cac cau trdc di liéu phuc tap nhu struct, array ciing dugc hd tro boi
XML -RPC
4.2.Giao thirc truyén théng diép SOAP
SOAP viét tit cho cum tir - Simple Object Access Protocol. Trong kién tric phan
tang caa Web Service, SOAP nam ¢ tang Packaging, SOAP 1a mét giao thirc dong goi
cho cac di liéu chia s& giira cac ung dung. Xét vé co ban, SOAP 1a XML, chinh vi thé
SOAP 1a mot ing dung cu thé cia XML. SOAP duoc xay dung Ién tir cac chuan XML
nhu XML Schema va XML Namespaces dung cho viéc dinh nghia SOAP va cac chuc
nang cua nd

4.3.Ngbn ngir mo ta Web Service - WSDL
4.3.1.Téng quan vé WSDL

WSDL viét tit caa cum tir Web Service Description Language — Ngon ngit md
ta Web Service. WSDL ra doi dudi su phat trién caa IBM va Microsoft.

WSDL dua trén giao thirc XML dé trao d6i thong tin trong mdi truong tap trung
hoac phan tan. WSDL mé ta c&ch thurc truy cap téi Web Service va cac hanh dong thuc
thi trén Web Service do.

WSDL 1a ngdn ngit cho viéc mo ta cac giao dién Web Service dwa trén nén tang
XML. WSDL Ia ngbn ngit ma UDDI sir dung.

4.3.2.Céc thanh phan ciaa WSDL
Mot tai liéu WSDL thudng bao gom cac thanh phan chinh sau day:

Thanh phén Mo ta

<type> Dinh nghia kiéu dir liéu dugc dung trong Web Service
<message> Céc théng diép dugc str dung trong Web Service
<porttype> Céc thao tac dugc thuc thi boi Web Service
<binding> Céc giao thirc giao tiép dung cho Web Service

4.4.Pang ky dich vu UDDI
4.4.1.Tong quan vé UDDI

UDDI la mét chuin dya trén XML ding cho viéc md ta, cong bd va tim kiém
Web Service. UDDI duoc viét tat caa Universal Description, Discovery and Integration.
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UDDI 14 thu muc dung cho viéc luu trit céc thdng tin vé Web Service. UDDI 1a
thu muc ciia mot giao dién Web Service dugc mo ta boi WSDL.

UDDI giao tiép thong qua SOAP. UDDI ciing véi SOAP va WSDL duoc xem a
3 chuan caa Web Service. UDDI 1a mot ki thuat mé dau tién cho phép cac quy trinh
thuong mai dién tir c6 thé kham pha 1an nhau va dinh nghia cach thic tuong tic voi
nhau qua Internet.

4.4.2.Céc thanh phan ciaa UDDI
UDDI gém 2 thanh phan chinh:
® Phan dang ky cua tat ca cac Web Service’s metadata, bao gdm ca viéc tro dén
tai liéu WSDL mé ta dich vu[16].
® Phan thiét lap WSDLPort type dinh nghia cho cac thao tac va tim kiém thong
tin dang ky.
UDDI xay dyng dya trén c4c giao thirc chuan Internet duoc cong bd béi W3C va
IETF nhu XML, HTTP, va DNS. UDDI sir dung WSDL dé mé ta giao dién cua Web
Service. Thém nira tinh nang doc 1ap véi nén tang ngbn ngit 1ap trinh da duoc diéu hop
cung vai giao thiec SOAP
Bai tap:
Bai tap nang cao:
VPS I loai mang gi? Trinh bay wu diém va khuyét diém?
Nhitng trong tdm cin cha y trong bai:
- Loi ich khi két ndi cac may tinh thanh mang
- C&c loai mang thuong gap va dac trung cua no
Yéu cau vé danh gia két qua hoc tap:
Noi dung:

+ V& kién thte: Trinh bay dugc céc loi ich khi két ndi cac may tinh thanh mang, vi sao
mang chuyén mach géi c6 toc d6 trao doi thong tin nhanh hon tdc d6 trao doi thong tin
trong mach chuyén mach tin b4o?, thé nao 1a mang cuc bo LAN (Local Area Networks)
va néu cac dic trung co ban caa no.

+ Vé k¥ nang: phan biét duoc mang cuc bd, mang dé thi, mang dién rong.

+ Nang luc tu cha va trach nhiém: Ti mi, can than, chinh xc, ngin nap trong cong viéc.
Phwong phap:

+ V¢ kién thirc: Pugc danh gia bang hinh thirc kiém tra viét, tric nghiém, van dap

+ V¢é k¥ ning: Panh gia k§ nang phan biét duoc cac loai mang.

+ Nang luc ty cha va trach nhiém: Ti mi, can than, chinh xac, ngin nap trong cong viéc.
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BAI 2: KIEN TRUC WEB SERVICE
M3 bai: MD 26 - 02

Gioi thiéu:
Trong bai nay trinh bay cac co ché hoat dong webservice, kién triic phan tang va
hudng dich vu SOA cua webservice
Muc tiéu caa bai:
— Trinh bay dugc co ché hoat dong webservice.
— Trinh bay dugc kién triic phan ting cia webservice.
— Trinh bay dugc kién trac huong dich vu SOA.

— Thuc hi¢n cac thao tac an toan véi may tinh.

Noi dung chinh:
1. Co ché hoat ddng ciia Web Service

Co ché hoat dong ciia Web Service yéu cau phai ¢d 3 thao tac d6 1a : Find, Public,
Bind.

Service
registry
&>
) <
~ “
{ 2
(-2
Qa
Service Service
Provider consumer
Bind

Trong kién tric Web Service, Service Provider cong b6 cac mo ta vé cac service
thdng qua Service Registry. Service Consumer tim kiém trong cic Service Registry dé
tim ra c4c service ma ho can sir dung. Service Consumer c6 thé 1a mot ngudi hoic ciing
c6 thé 12 mot chuong trinh.

K1 thuat mé ta dich vu 1a mét trong nhirng thanh phan cha chét caa kién tric Web
Service. Cac thong tin mé ta day du nhat vé kién tric Web Service duoc thé hién trong
hai tai liéu riéeng biét, d6 1la NASSL — Network Accessible Service Specification
Language va WDS — Web-Defined Service. NASSL 1a mét tai liéu duéi dang chuan caa
XML cho c4c service chay trén nén Network, né duoc sir dung dé chi ra cac théng tin
hoat ¢ong caa Web Service, chang han nhu danh sach céc service, cac mo ta vé service,
ngay hét han cua service va cac thong tin lién quan dén cac Service Provider, nhu tén,
dia chi. Tai liéu WDS 12 mot tai liéu mang tinh dap ung day du cho tai liéu NASSL. Khi
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ta két hop hai tai liéu nay véi nhau ta s& c6 dugc sy md ta mot cach day du vé cac dich
vu dé cho phia yéu cau dich vu c6 thé dé dang tim kiém va goi cac dich vu d6

2. Kién tric phén ting ciia Web Service
Discovery
[escription
Packaging
Transpart

Metwork

M6 hinh kién trdc phan ting ciia Web Service twong tu v&i mo hinh TCP/IP duoc
str dung dé mo ta kién trac Internet

Application
Transport
Metwork

Link

Cac tang truyén théng nhu Packaging, Description, va Discovery trong mé hinh
Web Service Stack la nhirng ting cung cip kha ning tich hop va can thiét cho mé hinh
ngdn ngtr 1ap trinh trung lap.

Tang Discovery : Tang Discovery cung cap co ché cho ngudi ding kha ning lay
cac thong tin md ta vé céac Service Provider. Cong nghé duoc sir dung tai ting nay do
chinh Ia UDDI — Universal Description, Discovery and Integration.

Tang Desciption : Khi Web Service duoc thuc thi, n6 can phai duara céc quyét
dinh vé cac giao thirc trén cac ting Network, Transport, Packaging ma né sé& hd tro trong
qua trinh thyc thi. Cac md ta vé dich vu s& dua ra phuong phap dé 1am thé nao ma céac
Service Consumer c6 thé lién két va sir dung céc service d6. Tai tang Description, céng
nghé duoc s dung ¢ day chinh 1a WSDL (Web Service Desciption Language) — Ngon
ngir md ta Web Service. Ngoai ra, it pho bién hon, chiing ta con c6 2 ngdn ngir khac
duoc dinh nghia boi to chire W3C d6 1 ngdn ngir mét ta tai nguyén - W3C’s Resource
Desciption Framework (RDF) va ngén ngit danh dau sy kién DARPA

Ca hai ngbn ngir nay déu cé kha ning cung cap viéc md ta Web Service manh
hon ngdn ngit WSDL tuy nhién do tinh phtc tap cua chiing nén khong duoc phat trién
rong rai. Ching toi s& dé cap dén ngdn ngir WSDL mét cach cu thé hon trong phan “Cac
cbng nghé ctia Web Service ” tai chuong 2 ctua khda luan nay.

[ Tang Packaging: Viéc thuc hién van chuyén céc dit liéu Web Service dugc thuc
hién béi ting Transport, tuy nhién trude khi duoc van chuyén, céc dit liéu can phai duoc
dong goi lai theo cac dinh dang da dinh trude dé cac thanh phan tham gia vao mé hinh
Web Service c6 thé hiéu dugc, viéc dong goi dir liéu duoc thi boi tang Packaging. Viéc
dong goi dit liéu bao gom cac cong viéc dinh dang dir liéu, ma hoa céc gié tri di kém dix
liéu d6 va cac cong viéc khac.
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Céc dit lidu co thé dugc dong goi dudi dang cac tai lisu HTML, tuy nhién véi cac
tai lieu HTML thuong khéng thuan tién cho yéu cau nay boi vi HTML chi ¢6 wu diém
trong viéc thé hién dir liéu hon 1a trinh bay y nghia dit liéu d6. XML 1a mét dinh dang
co ban nhit cho viéc trinh bay dit liéu, boi vi XML c6 thé duoc sir dung dé trinh bay y
nghia dir liéu duoc van chuyén, va hon thé nira, hién tai da s6 cac ung dung chay trén
nén Web-Base déu hd tro cac bo phan tich ¢ phap XML.

SOAP la c6ng nghé chu yéu duoc sir dung tai tang ndy, nd 1a mét giao thirc dong
g6i dit liéu pho bién dya trén nén tang XML. Ching ta s& dé cap sau hon dén giao thuc
dong goi dit lieu SOAP trong phan “Céac cong nghé cia Web Service ” trong chuong 2
cua khoa luan nay.

Tang Transport : Tang Transport c6 vai trd dam nhiém viéc van chuyén cac Web
Service Message, tai ddy bao gdm mét vai dang cong nghé khac nhau cho phép cac giao
tiép truc tiép gitra cac Application — to — Application dua trén tang Network. Mdi cong
nghé bao gém cac giao thirc nhu tep, http, smtp va jabber..v.v.

Viéc lya chon giao thuc van chuyén duoc dya trén mdi nhu cau giao tiép cua cac
Web Service. vi du: véi giao thirc HTTP 1a mét giao thac van chuyén kha pho bién duoc
str dung cho cac tng dung Web-Base, nhung n6 khong cung cp co ché giao tiép bat doi
xung. Jabber, xét trén phuong dién khéac, nd khéng phai 1a mot chuan nhung c6 kha nang
cung cap tot cac kénh giao tiép bat d6i xting.

Tang Network : Tang Network trong cong nghé Web Service chinh xéac giéng
tang Network trong mé hinh giao thirc TCP/IP. N6 cung cap kha ning giao tiép co ban,
dinh dia chi va dinh tuyén

3. Kién tric hwéng dich vu SOA
3.1.Khai niém Kién tric hwéong dich vu SOA

SOA - viét tat cua thuat ngir Service Oriented Architecture (Kién trac huéng dich
vu) 14 “Khai niém vé hé thdng trong d6 mdi tng dung duoc xem nhu mot ngudn cung
cap dich vy”.

Dich vu la yéu t6 then chét trong SOA. C6 thé hiéu dich vu nhu 1a ham chirc
nang (module phan mém) thuc hién quy trinh nghiép vu nao d6, mot cach co ban, SOA
12 tap hop cac dich vu két néi mém déo véi nhau (nghia 1a mot ung dung c6 thé noi
chuyén véi mot ang dung khac ma khong can biét cac chi tiét ki thuat bén trong), co
giao tiép (dung dé goi ham dich vu) dugc dinh nghia rd rang va doc lap vai nén tang hé
thdng, va c6 thé tai st dung. SOA 1a cip do cao hon cua phét trién (ng dung, ch trong
dén quy trinh nghiép vu va ding giao tiép chuan dé gitip che di sy phirc tap cua ki thuat
bén dudi.

Thiét ké SOA tach riéng phan thyuc hién dich vu (phan mém) véi giao tiép goi
dich vu. Diéu nay tao nén mét giao tiép nhat quan cho ung dung khéch str dung dich vu
bat chap cong nghé thuc hién dich vu. Thay vi xay dung cac tng dung don 1é va dd so,
nha phét trién s& xay dung cac dich vu c6 tinh linh hoat c6 thé trién khai va tai sir dung
trong toan bo quy trinh nghiép vu. Biéu nay cho phép tai st dung phan mém tét hon,
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cling nhu tang su linh hoat vi nha phat trién c6 thé cai tién dich vu ma khéng 1am anh
huong dén Client sir dung dich vu.

Thue ra khai niém SOA khong hoan toan méi, DCOM va CORBA ciing c6 kién
tric twong tw. Tuy nhién céc kién trac cii rang budc cac thanh phan véi nhau qua chat,
vi du cac tng dung phan tdn muédn l1am viéc véi nhau phai dat dugc thoa thuan vé chi
tiét tap ham API, mot thay d6i ma lénh trong thanh phan COM sé& yéu cau nhing thay
d6i twong tmg ddi vi ma 1énh truy cap thanh phan COM nay.

Uu diém quan trong nhat ciia SOA la kha nang két ndi mém déo (nho su chuan
hoa giao tiép) va tai sir dung. Céc dich vu c6 thé dugc sir dung véi trinh Client chay trén
nén tang bat ki va dugc viét boi ngbn ngit bat ki.
3.2.Nguyeén tic thiét ké cia SOA

SOA dua trén hai nguyén tac thiét ké quan trong:

M06-dun: d6 1a tch cac van dé I6n thanh nhiéu van dé nho hon

Pong géi : Che di dit lidu va 16-gic trong tirng mo-dun dbi véi cac truy cap tir bén
ngoai.

Hai tinh chat nay s& dan dén dic diém thiét ké cua kién tric SOA d6 1a cac dich
vu tuwong tac véi nhau qua cac thanh phan giao tiép, tuy nhién cac dich vu d6 van hoat
dong doc 1ap véi nhau, chia sé cac luoc d6 dir liéu cho nhau va tuan tha cac chinh sach
cua kién tric chung nhat,

Bai tap:

Bai tap nang cao:

VPS I loai mang gi? Trinh bay wu diém va khuyét diém?
Nhirng trong tam cin cha y trong bai:

- Loi ich khi két ndi cac may tinh thanh mang

- Cé&c loai mang thuong gap va dac trung cua no

Yéu cau vé danh gia két qua hoc tap:

Noi dung:

+ V& kién thtre: Trinh bay dugc céc loi ich khi két ndi cac may tinh thanh mang, vi sao
mang chuyén mach géi c6 toc do trao doi thong tin nhanh hon tdc d6 trao doi thong tin
trong mach chuyén mach tin b4o?, thé nao 1a mang cuc bo LAN (Local Area Networks)
va néu cac dic trung co ban caa no.

+ Vé k¥ nang: phan biét duoc mang cuc bd, mang dé thi, mang dién rong.

+ Nang luc ty cha va trach nhiém: Ti mi, can than, chinh x4c, ngin nap trong cong viéc.
Phwong phap:

+ V¢ kién thirc: Pugc danh gia bang hinh thirc kiém tra viét, tric nghiém, van dap

+ Vé k¥ ning: Panh gia k§ nang phan biét duoc cac loai mang.

+ Nang luc ty cha va trach nhiém: Ti mi, can than, chinh x4c, ngin nap trong cong viéc.
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BAI 3: XAY DUNG WEB SERVICE
M3 bai: MD 26 - 03

Gioi thigu:
Trong bai nay trinh bay cac van dé can xéac dinh trudc khi xay dung ¢ng dung
webservice, cach xay dung webservice vdi ASP.NET va Java
Muc tiéu caa bai:
— Trinh bay duoc cac van dé can xac dinh rd trude khi bét tay xay dung tmg dung Web
service.

— Xay dung dugc Web Service vdi ASP.NET.
— Xay dung dugc Web Service vdi Java.

— Thuyc hi¢n cac thao tac an toan véi may tinh.

Noi dung chinh:

1. Cac van dé can xac dinh rd truéc khi bit tay xdy dung ing dung Web
service

C6 4 giai doan chinh dé xay dung mét dich vu Web 1a xay dung, trién khai, tién
hanh va quan 1y, trong do6:

- Giai doan xay dyng bao gdm phét trién va chay thir tng dung dich vu Web, xay
dung cac chic ning va dinh nghia dich vu. C6 hai cach khac nhau dé tién hanh trong
giai doan nay, do la Red-path- solod va Blue-path-dashed. V4i Red- path-solod, ching
ta s& xay dung mot dich vu Web mdi tir trang thai ban dau hozc véi mot dich vu da c6
san. Tir d6, xay dung dinh nghia service (WSDL) véi cac d6i twong, ham chirc ning ma
ching ta mong mudn. Néu theo cach Blue-path-dashed, dich vu Web s& duoc xay dung
tir dau hoic tir mot dinh nghia dich vu WSDL. Str dung WSDL nay, xay dung hoic sira
d6i lai ma dé thyc hién cac yéu cau mong muén trong dich vu Web.

- Giai doan trién khai: cong bd dinh nghia dich vu, xay dung WSDL va trién khai
ma thuc thi cua dich vu Web. Trién khai dich vu Web téi mét ttng dung phia server, sau
d6 s& cong b dich vu Web trén mang Internet dé céc client ¢ thé nhin thay. Sir dung
UDDI registry dé cong bd 1én mang.

- Giai doan tién hanh: tim kiém va goi thyuc thi dich vu Web béi nhimg nguoi
ding muén st dung dich vu.

Quan ly: Quan ly va quan tri dich vu, duy tri su 6n dinh cua dich vy, cap nhat
théng tin mai, stra 16i khi n6 xay ra. ..

Dé xay dung mot dich vu Web, chiing ta can hiéu dugc nhirng viéc phai lam va
nén bat dau tir dau. C6 3 cach tiép can chu yéu dé xay dung nén maot dich vu Web, c6
thé tir mot (g dung da c6 (bottom-up); tir mot dinh nghia dich vy, WSDL dé phat sinh
mét &ng dung méi (top-down) hoic c6 thé tir mot nhém céc dich vu Web hién co, két
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hop lai véi nhau dé tao nén cac chirc ning méi hoic mé rong thém chirc ning. Nhirng
huéng tiép can ndy dua trén nhimng gi ma ching ta di cé, tiy thudc vao yéu cau cia hé
thdng, trong d6 téi da viéc sir dung lai cac chiic ning, cac thanh phan, médun di duoc
xay dung.

Qui trinh xay dung mét dich vu Web bao gdm cac budc sau:

- Dinh nghia va xay dung cac chirc ning, cac dich vu ma dich vu s& cung cap (st
dung ngén ngit Java chang han).

- Tao WSDL cho dich vu
- Xay dung SOAP server

- Pang ky WSDL véi UDDI registry dé cho phép céc client ¢ thé tim thay va
truy Xxuat server

- Client nhan file WSDL va tir 6 xay dung SOAP client dé c6 thé két ndi voi
SOAP

- Xay dung @ng dung phia client (chang han st dung Java) va sau d6 goi thuc
hién dich vu thong qua viéc két néi toi SOAP server.

Lya chon mot ngdn ngit, xay dung céc tién trinh nghiép vu va ching ta bat dau
tao nén mét dich vu Web nhu ¥ mudn. Sau d6 13 cung cap dich vu Web nay trén Internet.

2. Xay dung Web Service véi ASP.NET

Hién thuc hoa bai hoc trudc, ta sé cung x@y dung 1 ung dung nho cho Web
Service trén nén tang ASP.NET cho phép chuyén d6i tién té tir Viét Nam dong sang
USD hoéac Euro va nguoc lai.

Cong cuy su dung bao gom: Visual Studio va ngén ngit 1ap trinh ASP.NET, C#.
a. Tao méi Web Application Project

Chon menu File > New > Project trong Visual Studio, chon muc ASP.NET Web
Application va dat tén ConvertCurrency, chon thu muc luu trit project va click OK

ASP.NET Empty Web Application

Ve
ASP.NET Web Application

Két qua, ta s& thay trong cira sé Solution Explorer nhu hinh sau
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Solution Explorer
& o-2udanm -

fa] Solution 'ConvertCurrency’ (1 project)
4 5] ConvertCurrency

b & Properties

[ =B References

b ¢ Web.config

b.Tao méi Web Service

Click chuot phai vao project va chon Add new > New item va chon nhu hinh sau

4 Installed y: Default - = service

4 Visual C# R
S ASP.NET Module Visual C# Type: Visual C#
ode A visually designed class for creating a
Data - . . Web Service
G i Silverlight-enabled WCF Service Visual C#
eneral
4 Web
General WCF Data Service 5.6 Visual C#
Markup
MVC

Razor

WCF Service Visual C#

Scripts WCF Service (Ajax-enabled) Visual C#

SignalR

Web API - Web Service (ASMX) Visual C#

Web Forms
Windows Forms
WPF
Reporting
Silverlight
SQL Server
Workflow

Search Results

WCF Workflow Service Visual C#

b Online

Name: DesignGlobalWebService.asmx

Chon muc Web Service (ASMX) va dat tén DesignGlobalWebService.asmx va
click Add, ta s& thay két qua nhu hinh sau
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Solution Explorer v B X DesignGlobalWebService.asmx.cs # X

B System;
P s ollections.Generic;

N o-eRdB #3 ConvertCurrency.DesignGlobalWebService
S .

m Solution 'ConvertCurrency' (1 project)
4 ] ConvertCurrency

b S Properties

P =m References

.Services;

X i ConvertCurrency
b :@® DesignGlobalWebService.asmx

b ¢ Web.config

ofiles.BasicProfilel 1)]

lse)]

ce : System.Web.Services.WebService

HelloWorld()

o World";

Noi dung mic dinh s& duoc Visual Studio tao ra nhu trén, ta tién hanh chinh stra
lai Web Service dé cung cap cac dich vu nhu mong muon nhu sau

using System;
using System.Collections;
using System.ComponentModel; using System.Data;
using System.Web;
using System.Web.Services;
using System.Web.Services.Protocols;
namespace ConvertCurrency
{
Il <summary>
/1l Web service nay dung chuyén ddi ngoai té tir tién Viét sang USD,
/// Euro va nguoc lai
Il </[summary>

[WebService(Namespace = "http://tempuri.org/*")] [WebServiceBinding(ConformsTo
= WsiProfiles.BasicProfilel_1)] [ToolboxItem(false)]

public class ConvertWs : System.Web.Services.WebService

{

private const double USD_RATE = 20000; private const double EUR_RATE =
30000; [WebMethod]

public double VND2USD(double dong)
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return dong/USD_RATE;

¥
[WebMethod]
public double VND2EUR(double dong)
{
return dong / EUR_RATE;
b
[WebMethod]
public double USD2VND(double usd)
{
return usd * USD_RATE;
b
[WebMethod]
public double EUR2VND(double eur)
{
return eur * EUR_RATE;
b

Chay tng dung bang céch nhan F5, VS sé trién khai ting dung. Két qua nhu sau

{DesignﬁlnbalWebSemiceWel::l... * 'l.\_+

> localhost:1310/DesignGlobalWebService.asmzx C E' Google R f]’ E 4+ @

DesignGlobalWebService

The following operations are supported. For a formal definition, please review the Service Description.

®* EUR2VND
* USD2VND
* VNDZEUR

* VND2USD

This web service is using http:/ /tempuri.org/ as its default namespace.

Recommendation: Change the default namespace before the XML Web service is made public.

Kiém tra WSDL cua service, ta nhan link “Service Description” ta c6
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A
b/ http://lecalho.. vice.asmx?WSDL % 'll\_+

% localhost:1310/DesignGlebalWebService.asmx?WSE C E"GDD_.’;:'E »p ﬁ E 4+ # =

This XML file does not appear to have any style information associated with it. The document tree is shown
below.

— <wsdl:definitions targetNamespace="http.//tempuri. org">
—<wsdl:types>
—<s:schema elementFormDefault="qualified" targetNamespace="htip.//tempuri. org">
—<=s:element name="VND2ZUSD">
—<s:complexType>
—<s:sequence=
<s:element minQccurs="1" maxOccurs="1" name="dong" type="s:double"/>
</s:sequence>
</s:complexType>
</s:element>
—<s:element name="VND2USDResponse">
—<s:complexType>
—<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="VND2IUSDEesult" tvpe="s:double"/>
</s:sequence>
</s:complexTvpe>
</s:element>

Pé ther service, ta c6 thé chon bat ky link nao trong 4 link EUR2VND,
USD2VND VND2EUR, VND2USD. O day ta thir link USD2VND, két qua nhu sau

'/DesignGIobaIWebServiceWeb... x | +

A
('7 localhost:1310/DesignGlobalWebService.asmx?op= 5+ g ~ Google R ﬁ E 3 ) =
DesignGlobalWebService
Click here for a complete list of operations.
USD2VND
Test

To test the operation using the HTTP POST protocol, click the 'Invoke' button.
Parameter Value

usd: 100|
Invoke

SOAP 1.1

The following is @ sample SOAP 1.1 request and response. The placeholders shown need to be replaced with
actual values.

Nhap usd c6 gia tri 100, nhan Invoke, két qua nhan duoc Ia

-
LQg;ignGlobalWebSverv_i‘ceWeb crid

\‘
3, http://localho....asmx/USD2VND % \-I-

¥ localhost:1310/DesignGlobalWebService.asmx/USD &5 E]- Google R ﬁ B 4 # =

This XML file does not appear to have any style information associated with it. The document tree is shown
below.

<double>2000000</double>
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Viy Web Service dd hoat dong va cung cép trén Internet dé cac dich vu khéch co
thé truy van va str dung

3. Xay dung Web Service v6i Java
Cong cu st dung bao gom: Netbeans 7.4 va ngén ngit 1ap trinh Java.

a.Tao meéi JSP Web Application
Mo menu cua Netbeans, chon File > New Project, ta chon muc Java Web va chon
Web Application ¢ ctra s6 bén canh, chon Next

Dit tén FlowerAlbumService cho project, chon thu muyc luu giit project. Dé cac
tuy chon khac mac dinh va chon Next.

, |

Steps Name and Location

1. Choose File Type Package Mame: |vn.edu.designglobal.resources
2. MName and Location

Project: FlowerAlbumService

Location: Source Packages v

Created Folder: |tech\JspWebApplicationFlower AlbumService \srcljavavnedu'desianglobal\resources

[concel J[ ek ]

Cua so Server and Settings m¢ ra, ta chon GlassFish server and Java EE version
Java EE 6 Web hoac Java EE 7 Web. Chon Finish, FlowerAlbumService project dugc
tao va trong cira s6 Project ta thiy nhu sau
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.
( New Web Application @

Steps Server and Settings

1. Choose Project Add to Enterprise Application:
Mame and Location

2
3. Server and Settings
4,

Server an N ocreToncat 7040 |9
Java EE Version: | Java EE 6 Web [v]
[ Enable Contexts and Dependency Injection
Context Path: | /WebApplication1

< Back “ MNext = I[ Finish H Cancel H Help

b.Thém Resource vao project

Chon chuot phai vao Source Packages va chon New > Java Package

x

Steps Mame and Location

1. Choose File Tvpe

Package Mame: Iu:urg.ﬂu:uwer.resu:uurtes
2. Mame and Location

Project: IFIDwer.ﬁ.IbumService

Location: IS-:nur-:e Packages LI

Created Folder: I"I,Fluwer.ﬁ.ll:uumServil:e'l,src'l,java'l,l:urg'l,FII:uwer'l,resnurces

< Back | Mewxt = | Finish I Cancel | Help

bat tén vn.edu.designglobal.resources va chon Finish

Ta copy cac anh sau (tim trong phan tai nguyén cua gido trinh) vao trong muc
Resources

® [Irose.jpg

® [Isunflower.jpg
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® [laster.jpg
® honeysuckle.jpg

Ta s& thdy nhu hinh sau

Projects il = | | Favortes

E]!;Es FlowerAlbumService
=53 web Pages
w0 WEB-INF
P E"_E] index. isp
£ Source Packages
EH::} arg. Flower, resources
B
|;| honeysuckle. jpg
|;| rose. jpg
|;| sunflower, jpg
B[ Test Packages
B-g Libraries
[
&

asker.jpg

o[ Test Libraries
]@ Configuration Files

c.Thém mai Web Service

Trong phan nay, ta s& tao Web service kém véi thudc tinh Stateless session bean,
theo cac budc chinh sau

® [1Tao ham cho phép lay tén va dbi twong Image twong ng

® [1Tao ham cho phép ldy Thumbnails cua tat ca danh muc Image va tra vé thong
qua dbi twong List

Ta thuc hién trinh tu cac budc sau:

Chon chuét phai vao project FlowerAlbumService, chon New > Web Service.
Tai cira s6 Mo ra, ta dat tén FlowerService, chon package vn.edu.designglobal.services.
Chon Create Web Service from Scratch va chon Implement Service as Stateless Session
Bean. Click chon Finish dé hoan tat.
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W New Web Service x|
Steps Mame and Location
1. Choose File Type Web Service Mame: |F|DWEI’5EI"-.-'iEE
2. Mame and Location
Project: IFIDwer.ﬁ.IbumService
Location: ISl:nurI:e Packages ;I
Package: I Drg.FIDwer.service| ;I
{% Create Web Service from Scratch
{~ Create Web Service from Existing Session Bean
Enterprise Bean: Erowse,. . |
i ¥ Implement Web Service as Stateless Session Bean
i ) P o

Zancel

Mexk = | Finish I

< Back |

Help

Sau khi tao xong, ta s& thay Web service xuat hién trong cira s6 project nhu hinh

Sau

Projects A0 = | | Farvorites |
EIEE}} FloweralbumService

=435 ‘Web Pages

-] WEE-INF

EL_EI index.jsp

£ Source Packages
E]EE| org.Flower  resources

.....

aster.jpg
honewsuckle,jpg
rase.jpg

; sunflower. jpg
E|EE| org.Flower, service

}Ea
}Ea
}Ea
}E
}Ea
}Ea

Test Packages
Libraries

Test Libraries
Enterprize Beans
Web Services

Configuration Files

M file FlowerService.java trong cira s6 soan thao ciia Netbeans, ta chuyén sang
ché @6 xem Design. Mot cura s6 xuat hién cho phép ta thém cac ham va theo ddi chat

luong (QoS) cho Web Service.
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(] index.jsp x| | &) FlowerService. java x] RO R =1
Source | Design ‘ ESlB'ﬂlm @.IQ” ‘;]l

FlowerServiceService

Operations Add Operation... | | =

Quality Of Service (A
[~ Optimize Transfer Of Binary Data (MTOM)
[~ Reliable Message Delivery

[ Secure Service

,Mva,nced", = :

Chon Add Operation dé thém mai cac ham cung cap béi dich vu.
- bat tén getFlower cho ham
- Chon kiéu dir liéu tra vé java.awt.Image.
- Bén thé Parameters, chon Add, dit tén name cho tham sé va chon kiéu dit liéu

java.lang.String mac dinh. Xem hinh sau

x

Mame: IgetFIDwer

Return Type: Ijava.awt.lmage

Parameters | Exceptinn5|

Mame Twpe Final Add

jana.lang, String

Remove

Up

LB

[

I | Cancel |

Chon thé Exceptions, thém khai bao ngoai 1€ IOException cho ham
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x

Type Mame (prefix, camel case: "A4" or "abcab", wildcards: "7 "*", exact match: end with sp...
Io

Types Faund ;

@)IDEerr (Java.io)
ﬁ I0DException (jawa.io)

% IOR {org.owmg. IOP)

=0 TOR {com.sun.corba.se.spi.ior)

@ IOR {com.=sun.org.apache bheoel internal. generic)

@ I0PAddressingInfo (com.sun.corba se_ impl . protocol. giopmsdg. - .
@ I0PAddressingInfoHelper (com.sun.corba.se_impl protocol oo C .
@ INRFactories (com.sun.corba.se.spi.ior)

=0 JORFactory (Com.sun.corba.se.spi.ior)

@ I0PHelper (org.omg. IOF)

[T Case Sensitive
Location:

|G davalidkt 6. 0_18tjrellibtrt jar

(a4 I Zancel |

Chon OK va déng cira o, twong tu, ta s& thém khai bao ham cho Web service
nhu sau

- Name: getThumbnails
- Return type: java.util.List

- Exception: IOException

Ctra s6 Design hién thi cac ham getFlower, getThumbnails va khi chuyén sang
ché do xem List view ta s& thiy nhu sau
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FluwerService.java x] 4| b
Saurce | Dresign | Eﬂl Bl L IlEIEI% vI kﬂl kﬂl.” @l

FlowerServiceSenice

Operations Add Operation... Remove Operation
[+= getFlower =75
Parameters
Parameter Mame FParameter Type
name java.lang.String
Output

Return type: java.awtlmage

Faults
Farameter Mame Farameter Type
I0Exception java.io lOException
Description
(= getThumbnails |:E
Parameters
Output
Feturn type: java.util. List
Faults
Parameter Mame FParameter Type
I0Exception java.io JOEXception
Description

d. Xay dwng ham cho Web Service

Chuyén sang ché d6 Source View, ta thém khai bao sau vao file
FlowerService.java méd nguon nhu sau

private byte[] getFlowerBytes(String name) throws IOException {

URL resource =
this.getClass().getResource(*'/org/flower/resources/"+name+".jpg"); return
getBytes(resource);

¥

Ham getFlower tra vé Image theo tén dich vu khéch yéu cau
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Ham nhan dau vao 1a tén anh va tim t6i duong dan chta anh trong thu muc chta
cia Web Service d¢ tra vé doi trong Image twong ing dudi dinh dang mang byte.

private byte[] getBytes(URL resource) throws IOException { InputStream in =
resource.openStream(); ByteArrayOutputStream bos = new ByteArrayOutputStream();
byte[] buf = new byte[1024];

for(int read; (read = in.read(buf)) !'= -1;) { bos.write(buf, 0, read);

}
return bos.toByteArray();

¥

Ham nhan dau vao 1a duong dan anh vat ly truc tiép, doc file theo tirng block
1024 byte va luu vao dbi twong InputStream dé tra vé dudi dinh dang mang byte.

private Image getlmage(byte[] bytes, boolean isThumbnail) throws IOException
{ ByteArraylnputStream bis = new ByteArraylnputStream(bytes);

Object source = bis; // File or InputStream

ImagelnputStream iis = ImagelO.createlmagelnputStream(source); Iterator
readers = ImagelO.getimageReadersByFormatName("jpeg™); ImageReader reader =
(ImageReader) readers.next(); ImageReadParam param =
reader.getDefaultReadParam();

if (iIsThumbnail) { param.setSourceSubsampling(4, 4, 0, 0);
}

reader.setInput(iis, true); return reader.read(0, param);

¥

Ham s& tao ddi twong ImagelnputStream tir mang byte dau vao. Va st dung doi
tugng Interator dé dang ky danh sach cac d6i tuong xir ly ImageReader giai ma dinh
dang anh jpeg. Néu ham vVyéu ciu tao ra dinh dang Thumbnails
(param.setSourceSubsampling(4, 4, 0, 0)) cua anh théng qua bién isThumbnails. Cudi
cuing, ImageReader s& xtr Iy dbi twong ImagelnputStream dé cho ra ddi twong Image
dugc biéu dién béi mang byte dau vao.

Thuyc thi phuong thirc getFlower ctia Web Service nhu sau
@WebMethod(operationName = "getFlower")

public Image getFlower(@WebParam(name = "name") String name) throws
IOException { byte[] bytes = getFlowerBytes(name);

return getlmage(bytes, false);

¥
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Tir dau vao 1a tén anh, hé théng s& tim trong thu muc luu trit anh véi tén tuong
tng. Khi tim thay, duong dan anh s& duoc tra lai va ham getFlowersBytes s& doc va tra
vé noi dung anh trong mang byte. Cudi cling ham getImage s& chuyén dbi mang byte vé
d6i twong Image tra vé cho dich vu khach yéu cau.

Ham getThumbnails tra vé danh sach thumbnails anh cé trén server
Ta thém khai bao hing s6 chira mang danh séch tén anh cung cap bai server

private static final String[] FLOWERS = {"aster", "honeysuckle", "rose",
"sunflower"};

Ham allFlowers s& doc danh sach Image & trén tir server va tra vé trong danh sach
mang byte.

private List allFlowers() throws IOException { List flowers = new ArrayList();
for (String flower:FLOWERS) {

URL resource =
this.getClass().getResource("/org/flower/resources/"+flower+".jpg");
flowers.add(getBytes(resource));

¥

return flowers;

b

Ham getThumbnails xur 1y nhu sau
@WebMethod(operationName = ""getThumbnails™)

public List<lmage> getThumbnails() throws IOException { List<byte[]> flowers
= allFlowers();

List<lmage> flowerList = new ArrayList<Image>(flowers.size()); for (byte[]
flower : flowers) {

flowerList.add(getlmage(flower, true));

¥

Tur danh sach mang byte xur ly bai ham allFlowers, ta sé duyét qua danh sach va
chuyén doi trng mang byte thanh d6i twong Image nhu & phan trude, cac déi tugng
Image s& duoc luu vao danh sach dé tra vé cho dich vu khach yéu cau.

e.Publish va kiém tra tinh sin sang phuc vu cia Web Service

Chon chudt phai vao FlowerAlbumService va chon Deploy. Khi nay, Netbeans
s& khai dong Glashfish server va deploy ra file war cua project téi Glashfish. Ta s& thdy
két qua nhu hinh sau

33



Services
E Databases

w48 web Services
EI SErvers
Ié}--(fDGlassFish Server 3
: Ela Applications
@ FloweralbumService
‘ [tr' Resources
(’f GlassFish w2.x
ﬁ Tamcak &,0
EEI---LE}_. Hudson Builders
EEI---% Team Servers
EEI---@ Issue Trackers

Ta mé muc Web Services trong khung cira s6 Project, chon phai chudt vao

FlowerService va chon Test Web Service

Frojects Al XlJServices
El@} FlowerAlbumService

IZEj weh Pages

E}% Source Packages

: EE| org.Flower resources

= org.Hower service
: FlowerService. java
Ea Tesk Packages
IZE Libraries
EE Tesk Libraries
-3 Enterprise Beans
=3 Web Services
FlowerService
I:a Configur Cpen
Reftesh...

add Cperation, ..

Test Web Service

Edit Web Service Attributes

Configure Handlers. .,

Generate and Copyw WSOL. ..

Generakte SOAP-over-HTTP Wrapper

Delete

Properties

Trén trinh duyét, ta thdy nhu sau va nhap “rose” vao 6 tham sb getFlower
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J | | FlowerServiceService Web Servic... X | - | —| »

FlowerServiceService Web Service
Tester

Thiz form will allow wou to test vour web service implementation (W SDL File)

To invoke an operation, fill the method parameter(s) input boxes and chck on the button
labeled with the method name.

Methods :

public abstract byte[] org flower serwice FlowerSerwice getFlower(java. lang String) throws
org flower service JOException Exception

getFlower |(]ru:uae )

public abstract java util List org flower service FlowerSernce. getThumbnails() throws

org flower service JOException Exception
getThumbnails | )

An nit getFlower, ta s& thay trén trinh duyét hién thi nhu sau
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J || Method invocation trace X | e I

Method returned

(B : "[B@2943e5"

SOAP Request

<?xml version="1.0" encoding="UTF-8"?2>
<S:Envelope xmlns:S="http://schemas.xwmlsoap.org/socap/envelope/">
<3 :Header/>

<5:Body>
<nsz:getFlower xmlns:nsZ="http://service.flower.org/">
<name>rose</name>
</ns2:gecFlovery>
</%:Body>

</S:Envelope>

SOAP Response

<?xml version="1.0" encoding="UTF-8"?2>
<S:Envelope xmlns:S="http://schemas.xmlsoap.org/soap/envelope/ ">
<5:Body>
<nsz:getFlowerResponse xmlns:nsz="http://service.flower.org/":
<return>iVBORWOKGEOAAAMISUNEUGAAACAAAAKACATALACD 1SOAACLLE
</ns2:gecFloverResponse>
</%:Body>
</S:Envelope>

Vay Web Service da san sang phuc vu

Bai tap:

Bai tap nang cao:

VPS Ia loai mang gi? Trinh bay uu diém va khuyét diém?
Nhirng treng tam can cha y trong bai:

- Loi ich khi két ndi cac may tinh thanh mang

- Cac loai mang thuong gap va dac trung cua no

Yéu cau vé danh gia két qua hoc tap:

Noi dung:

+ V& kién thtre: Trinh bay dwogc céc loi ich khi két ndi cac may tinh thanh mang, vi sao
mang chuyén mach goi c6 toc do trao doi thong tin nhanh hon tdc d6 trao doi thong tin
trong mach chuyén mach tin bao?, thé nao 1a mang cuc bé LAN (Local Area Networks)
va néu cac dac trung co ban cia no.

+ V& k¥ nang: phan biét duwoc mang cuc bd, mang dé thi, mang dién rong.
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+ Nang lyc tu cha va trach nhiém: Ti mi, can than, chinh x4c, ngin nap trong cong viéc.
Phwong phap:

+ V¢ kién thirc: Pugc danh gia bang hinh thirc kiém tra viét, tric nghiém, van dap

+ V¢é k¥ ning: Panh gia k§ nang phan biét duoc cac loai mang.

+ Ning luc ty cha va trach nhiém: Ti mi, can than, chinh x4c, ngin nap trong cong viéc.
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BAI 4: KHAI THAC WEB SERVICE
Ma bai: MD 26 - 04

Gioi thiéu:

Trong bai nay hudng dan tao tng dung window form két nbi véi webservice, (ng
dung java swing két noi téi webservice va cuoi cung la web asp net két noi vai
webservice

Muc tiéu cuaa bai:
— Tao duoc ung dung Window Form két ndi tdi Web Service.
— Tao duoc tng dung Java Swing két ndi téi Web Service.
— Tao duogc ung dung Web ASP.NET két ndi téi Web Service.

— Thuc hi¢n cac thao tac an toan véi may tinh.

Noi dung chinh:
1. Ung dung Window Form két ndi t6i Web Service
a.Tao mei wng dung Windows Foms Application

Tao ang dung Windows Application bang cach nhan phai chugt 1én Solution
trong Solution Explorer, chon Add > New Project

Chon Template “Windows Form Application”, dat tén la ConsumeConvertWs,
nhan OK

Nhan chudt phai Ién project vira tao, chon “Set as Start Up Project” dé dam bao
project vira tao 12 project s& dugc thuc thi khi nhan F5.

b.Thém tham chiéu téi Web Service vao project

Chon chuét phai vao project, chon “Add Web Reference...”. Gé vao URL dén
WSDL vao 6 URL, nhan nat Go

Dit tén cho la ConvertCurrencyReference, 4n OK

c.Tao giao dién wng dung don gian

Tien quy doi

VND2USD | | vND2EUR | | USB2VND |

Két qua
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Dit tén cho TextBox la txtMoney, Label hién thi két qua 1a txtKetQua. Thém doan ma
thuc thi chuong trinh nhu sau

using System;

using System.Collections.Generic;

using System.ComponentModel; using System.Data;
using System.Drawing; using System.Text;

using System.Windows.Forms;

namespace ConsumeConvertWs

{

public partial class Forml : Form

{

private ConsumeConvertWs.convertWS.ConvertWs ws; public Form1()

{

InitializeComponent();

ws = new ConsumeConvertWsS.convertWS.ConvertWS();

b

private void VND2USD_Click(object sender, EventArgs e)

{

double mon = Double.Parse(txtMoney.Text); double usd = ws.VND2USD(mon);
IbIKetQua.Text = usd. ToString();

b

private void VND2EUR_Click(object sender, EventArgs e)

{

double mon = Double.Parse(txtMoney.Text); double usd = ws.VND2EUR(mon);

IbIKetQua.Text = usd.ToString();

b
private void USD2VND_Click(object sender, EventArgs e)

{

double mon = Double.Parse(txtMoney.Text); double usd
IbIKetQua.Text = usd. ToString();

}

ws.USD2VND(mon);
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private void EUR2VND_Click(object sender, EventArgs e)

{

double mon = Double.Parse(txtMoney.Text); double usd = ws.EUR2VND(mon);
IbIKetQua.Text = usd. ToString();

}
}
}
d.Kiém tra hoat déng ng dung két noi téi Web Service

Ta chon F5 dé thuc thi &ng dung, nhap 100 vao & Tién quy doi, click nit USB2VND.
Két qua, ta thay nhu sau

"

Tign quy dai 100

[vmnzusn ] ’VNDZEUH ] [ USB2VND ] [ EUR2VND ]

K&t qua 2000000

2. Ung dung Java Swing két noi téi Web Service
a.Tao mai tng dung Java Application

Chon tir menu Netbeans, chon File > New Project, chon muc Java va Java Application
bén canh
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[ New Project

Steps Choose Project
1. Choose Project Categories: Projects:
2 . -2 & Java Application
[ JavaWeb £ Java Desktop Application
33 JavaEE £ Java Class Library
B Java ME @ Java Project with Existing Sources
oM &% Java FreeForm Project
= aven
-3 PHP
-[[3) MetBeans Modules
-3 Samples
Description:

e et i i —— ————

project. You can also generate a main class in the project.

Standard projects use an IDE-generated Ant build
script to build, run, and debug your project.

[l

Qi

(o=

Ctra s6 New Java Application mo ra, ta dat tn ClientWebService cho ¢ng dung va
thiét lap Set as Main Project.

( ®'New Java Application 1
Steps Name and Location

1. Choose Project
2. Name and Location

ClientwebService

Project Location:  |C:\Documents and Settings\Admin\My Documents'\Dropbox 01, TRAININGY0 1. JAVAY02.Giao Trinh Java\02. JSPAptech\JspWwebApplication

1 SettingsAdminMy Documents\Dropbox\0 1, TRAINING YD 1. JAVAVD 2. Giao Trinh Java\02.15PAptech\JspWebApplication\ClientWebService

[] Use Dedicated Folder for Storing Libraries

Different users and projects can share the same compilation libraries {see Help for details).

Create Main Class |cientwebservice. ClientWebService
Set as Main Project

i Einish i[ Cancel H

Help

b.Thém tham chiéu t&i Web Service

Ta tao mai package cho project, chon chudt phai vao project, chon New > Java
Package, ctra $6 mé ra nhu hinh sau. Dit tén vn.edu.designglobal.servicereferences

cho package
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¥ New Java Package :z!
Steps Hame and Location
i'- :‘:I:E:::Seea':rillcei Iﬁt’mn Package Mame: |vn.Edu.designglnbal.servicereferences |
Project: |C|ier1tWebService |
Location: |Snurce Packages [il

Created Folder: |I:ech‘l,JspWEbAppliE1J'un‘I,CIientwEbSErvi::e'!,src\,vn‘qedu\,designglnbal‘lﬁervicereferences |

Mext = I Finish ” Cancel ][

Help

Ta thém tham chiéu téi Web Service cung cap chuc niang chuyén doi tién té o trén.
Chon chuét phai vao project, chon New > Web Service Client ; lva chon muc WSDL
URL va nhap duong dan publish ciia Web Service ; chon package dé Iuu giir tham
chiéu ciia Web Service nhu hinh sau
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» W 'New Web Service Client

WSDL and Client Location

Steps

1. Choose File Type
2. WSDL and Client Location

Specify the WSDL file of the Web Service.

i)
|fD

O Project: |

(O Local File: l se..
(%) WSDL URL: ‘ast:8084/FIowerAIbumService/FIowerService?wsdl I r Set Proxy... ]

Specify a package name where the dient java artifacts will be generated:

Project: ClientwebService
Package: vn.edu.designglobal . servicereferences

[] Generate Dispatch code

Sau khi thém thanh cong ta s& thay nhur hinh sau
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=& ClientWebService

E}@ Source Packages

i [ META-INF

EI B META-INF.wsdl.localhost_B8084.Flower AlbumService
L [% FlowersService,wsdl

: . FlowerService, xsd_1.xsd
EI EEI dientwebservice
Lok [ ClientWebService.java
------ @ vn.edu.designglobal.servicereferences
=@
EIEEI vn.edu.designglobal . servicereferences
EUR2VMD.java
EUR2VMDResponse.java
FlowerService.java
FlowerService_Service.java
GetFlower.java
GetFlowerResponse.java
GetThumbnails. java
GetThumbnailsResponse.java
IOException.java
I0Exception_Exception.java
OhjectFactory.java
USD2VMD. java
USD2VMDResponse.java
VMDZ2ELUR. . java
VMDZELIRResponse.java
VMD2USD. java
VMD2USDResponse.java
package-info.java
- @ Web Service References
=- . FlowerService

Q FlowerService
-I[@ Libraries

@@@@5@@@@5@5@@@@5@5@@@@

c.Thiét ké giao dién ung dung

Thiét ké giao dién wng dung nhu hinh sau va F5 dé kiém tra hoat dong ung dung, ta s&
thay két qua nhu sau

(J-f_r Goi Web service ]

Tién qui @éi: [100 |

Két qua: 2000000.0

VND2USD VND2EUR USD2VHND EUR2VND

Poan ma ngudn thuc thi chwong trinh nhu bén dudi

public class ClientWebService extends JFrame implements ActionListener { private
static final long serialVVersionUID = 1L; private JTextField tfMoney, tfDisplay;

private JButton btnVND2USD, btnVND2EUR, btnUSD2VND, btnEUR2VND;
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public ClientWebService()

{
setTitle("Goi Web service™);
setDefaultCloseOperation(EXIT_ON_CLOSE); setSize(450, 150);
setResizable(false);

JLabel IbITitle = new JLabel("CHUYEN POI TIEN TE", JLabel. CENTER);
IbITitle.setFont(new Font("Arial”, Font.BOLD, 18));

this.add(IblTitle, BorderLayout. NORTH); createGUI();
}
void createGUI() {
JPanel pCen = new JPanel(new GridLayout(2, 1)); JPanel pBot = new JPanel();

this.add(pBot, BorderLayout.SOUTH); this.add(pCen,
BorderLayout. CENTER); JPanel p1 = new JPanel();

JLabel 11, 12;

pl.add(I1 = new JLabel("Tién qui doi:", JLabel. RIGHT));
pl.add(tfMoney = new JTextField(25));

pCen.add(pl);

JPanel p2 = new JPanel();

p2.add(I2 = new JLabel("Két qua:", JLabel.RIGHT)); p2.add(tfDisplay = new
JTextField(25)); tfDisplay.setEditable(false);

pCen.add(p2);
12.setPreferredSize(l1.getPreferredSize());

pBot.add(btnVND2USD = new JButton(*VND2USD"));
pBot.add(btnVND2EUR = new JButton(*VND2EUR"));
pBot.add(btnUSD2VND = new JButton("USD2VND"));

pBot.add(btnEUR2VND = new JButton("EUR2VND"));
btnVND2USD.addActionListener(this);

btnVND2EUR.addActionListener(this);
btnUSD2VND.addActionListener(this);
btnEUR2VND.addActionListener(this);
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}
@Override

public void actionPerformed(ActionEvent e) {
Object o = e.getSource();

DesignGlobalWebService stub = new DesignGlobalWebService.();
DesignGlobalWebServiceSoap ws = stub.getDesignGlobalWebServiceSoap();

double dong = Double.parseDouble(tfMoney.getText());
if (0.equals(btnVND2USD)) {
try {
double result = ws.vnd2USD(dong); tfDisplay.setText(result + "");
} catch (Exception el) { el.printStackTrace();}
} else if (0.equals(btnVND2EUR)) {
try {
double result =
ws.vnd2EUR(dong); tfDisplay.setText(result + *");
} catch (Exception el) { el.printStackTrace();}
} else if (0.equals(btnUSD2VND)) {
try {
double result = ws.usd2VND(dong); tfDisplay.setText(result + "");
} catch (Exception el) { el.printStackTrace();}
} else if (0.equals(btnEUR2VND)) {
try {
double result = ws.eur2VND(dong); tfDisplay.setText(result + "");
} catch (Exception el) { el.printStackTrace();}

}
}
public static void main(String[] args)
{
new ClientWebService().setVisible(true);
}
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3. Ung dung Web ASP.NET két ndi t6i Web Service
a.Tao mai tng dung ASP.NET Web Application

Chon chuét phai solution trong cira s6 Solution Explorer, chon muc ASP.NET Web
Application, dat tén WebClientConvertCurrency

b.Thém tham chiéu t&i Web Service

Chon chuét phai vao project, chon Add reference dé ma cira s6 thém tham chiéu téi
Web Service

c.Thiét ké (ing dung Web Application

Thiét ké ung dung nhu hinh sau, va chay thyc thi ing dung kiém tra véi dit liéu nhu
hinh bén.

DesignGlobalWebService Web ... X/. Home Page - Web consum... x\+
-

& localhost: 2506/ Default

Tién quy doi |100

Két qua |2000000

VND2USD VND2EUR USD2VND EUR2VND

Bai tap:

Bai tap nang cao:

VPS Ia loai mang gi? Trinh bay wu diém va khuyét diém?
Nhirng trong tam can cha y trong bai:

- Loi ich khi két ndi cac may tinh thanh mang

- Cac loai mang thuong gap va dac trung cua nd

Yéu cau vé danh gia két qua hoc tap:

Noi dung:

+ V& kién thtre: Trinh bay dugc céc loi ich khi két ndi cac may tinh thanh mang, vi sao
mang chuyén mach géi c6 toc d6 trao doi thong tin nhanh hon tdc d6 trao doi thong tin
trong mach chuyén mach tin b4o?, thé nao 1a mang cuc bé LAN (Local Area Networks)
va néu cac dic trung co ban cua nd.
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+ V¢é k¥ nang: phan biét duoc mang cuc bd, mang dé thi, mang dién rong.

+ Ning lyc tu cha va trach nhiém: Ti mi, can than, chinh x4c, ngin nap trong cong viéc.
Phwong phap:

+ V¢ kién thirc: Pugc danh gia bang hinh thirc kiém tra viét, trac nghiém, van dap

+ V¢ k¥ ning: Panh gia k¥ nang phan biét duoc cac loai mang.

+ Ning lyc tu cha va trach nhiém: Ti mi, can than, chinh x4c, ngin nap trong cong viéc.
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BAI 5: BAO MAT TRONG WEB SERVICE
M4 bai: MD 26 - 05

Gioi thigu:

~ Trong bai nay gici thigu vé van dé bao mat trong webservice, trinh bay mot so
Kiéu gia mao danh cap théng tin va cach phong tranh, thuc hién viéc bao mat cho
webservice

Muc tiéu cuaa bai:
— Trinh bay dugc tong quan vé bao mat..
— Trinh bay dugc mét sé kiéu gia mao, danh cip thong tin va cach phong chéng.
— Thuyc hi¢n dugc bao mat trong Web Service.

— Thuyc hi¢n cac thao tac an toan véi may tinh.

Noi dung chinh:
1. Tong quan vé van dé biao mat

Cung véi su phat trién khdng nging cua Internet, hé thng théng tin ngay mot
phét trién vuot bac.Khai niém business khéng con gigi han ¢ bén trong ma di phat trién
ca o trén Internet.

Khéi niém thuong mai dién tir ra doi 12 s minh chiing cho su phét trién d6.Tuy
nhién, di cting véi sy phét trién d6 thi van dé an toan cua no ciing 1a mot van dé nong va
cap bach.Tuy khong c6 khai niém vé su an toan tuyét ddi nhung ciing phai can mot co
ché an toan thich hop dé khai thac thuong mai trén Internet.Cac giai phap hién nay dang
duoc st dung nhu ma héa khoa,chit ky s6 ¢ thé dam bao & mot mic nao d6.Nhung
cling phai can khéng ngung hoan thién va phat trién cac giai phap d6 dé dam bao phu
hop hon trén méi truong Internet.

An toan thdng tin trén Internet 1a mot van dé chung hién nay.Su an toan web
service lai cang can duoc su quan tAm hon nita, khi cac thdng tin nhay cam nhu tai khoan
ca nhan & ngan hang c6 thé bi danh cip. Diéu gi xay ra néu sir dung business service
mua hang, ching khoan,chuyén tién ma khong cé mot su bao dam an toan can thiét. Pay
la mot chuan an toan chung can thiét can dugc dap ung:

-Identification: dinh danh duoc nhitng ai truy cap tai nguyén hé théng.
-Authentication: ching thuc tu cach truy cap tai nguyén caa ngudi mubn sir dung.

-Authorization: cho phép giao dich khi da xac nhan dinh danh nguoi truy cap.
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-Integrity: todn ven thong tin trén duong truyén.
-Confidentiality: d6 an toan, khdng ai c6 thé doc thong tin trén dudng di.
-Auditing: kiém tra, tit ca cac giao dich déu duoc luu lai dé kiém tra.

-Non-repudiation: d6 mém déo, cho phép chiing thuc tinh hop phap héa caa thong tin
dén tir mot phia thtr ba ngoai 2 phia 14 ngudi guri va ngudi nhan.

Nhitng yéu cau trén gitp cho hé thdng an toan hon, tranh dwgc phan nao nhing
truy cap khéng hop I¢é.

HTTP (HyperText Transfer Protocol) 1a giao thtrc thudng s dung nhét cho viéc
trao d6i thdng tin trén Internet, tuy nhién khéng an toan, bai vi tat ca thong tin duoc gui
dudi dang van ban trong mang ngang hang khéng an toan. HTTP thudc vé nhom cua
nhitng nghi thac nhu SMTP, telnet, va FTP, duoc thiét ké trong giai doan dau cua
Internet khi ma véan dé an toan chua dugc quan tim dén nhiéu. Mot phat trién caa HTTP
la HTTPS, n6 1a mot chuan an toan cho HTTP. HTTPS cho phép chung thuc client va
server qua nhitng chirng thuc gitra client va server.

Trudc khi c6 web servives security ( WS-Security ) thi ¥ nghia thong thuong cua
an toan web service 12 bao mat kénh truyén dix liéu. N6 dugc thuc hién cho nhing
SOAP/HTTP dua trén co ché truyén thong diép bang cach st dung giao thac HTTPS.
Khong giéng sy an toan muc thong diép, HTTPS cung cap sy an toan téi toan bo goi di
licu HTTP. Bai vay, ching ta khéng c6 mot tly chon nao dé &p dung sy an toan c6 chon
loc chi trén nhitng thanh phan ciia mot thong diép.

Mic dau HTTPS khdng bao phu tat ca cac khia canh trong chuan an toan chung
nhung nd ciing da cung cap mot mac bao ching day du véi dinh danh va chiing thuec,
su toan ven thong diép, va do tin cay. Tuy nhién, authentication, auditing, and
nonrepudiation chwa duoc cung cip. Bén canh d6, HTTPS la mot giao thic nén khi
thong diép di qua HTTP server thi lai khéng an toan.

2. Mot s6 kiéu gia mao, danh cip thong tin va cach phong chong
2.1.Message Replay Attack

Message Replay 1a mot kiéu tan cong trén mang kiéu bat va gui lai goi tin ma
client da guri cho server

Trong qua trinh nay Attacker nhu mot trung gian cua client va server, n6 bit goi
tin client va sao chép géi tin d6,chinh stra va gui lai cho server.Va néu server c6 gui lai
cho client thi Attacker ciing c6 thé bat duoc.

Ta phai ngan chan viéc gui lai goi tin kiéu nay bai vi cac goi tin gui di sé gay ra
khong nhat quén di liéu, cac théng tin gui di bi sai léch anh hudng dén client,viéc giri
replayed message lién tuc va mot cach ty dong s& 1am chét server.

Giai phap cho van dé nay la sir dung cache luu lai tén dinh danh cho message va
server s€ loai bo cac message co dinh danh bij truing.Nhu vay cdc message cé mot tén
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dinh danh duy nhat duoc guri di va chic chin rang cac message khong bi gia mao trong
qua trinh truyén.

Web service security da cung cap viéc sir dung Usernametoken trong d6 c6 thé
username va password

Céac gia tri Nonce dugc tao ra ngau nhién cing véi Created la thoi gian ma
message duoc giri di.Cac gia tri ndy déu duoc Hash dé che diu thong tin

Gia tri thoi gian ma message phai dugc dong bd véi thai gian cua server.Khi goi
tin dén server thi server sé gii han khoang thoi gian ma message dén,néu vurot ra khoang
thoi gian gidi han goi tin bi loai bo.
2.2.Web Spoofing

Web spoofing 1a mot kiéu lira dao trén web pho bién hién nay.Co 4 kiéu web
spoofing la IP spoofing,ARP spoofing,Web spoofing,DNS spoofing

3. Biao mat trong web service

Ngay nay céng nghé web services da va dang dugc trién khai va ang dung trong
rat nhiéu linh vuc khéc nhau bao gém ca nhiing linh vuc nhay cam, doi hoi tinh an toan
cao nhu tai chinh, ngan hang,... Do do web service can cung Cép Mot muc an toan dua
dé hd trg nhitng cdng viéc nhu thé. Bén canh mit duoc cua cdng nghé web services
mang lai thi viéc dam bao an toan, tin cdy, toan ven thong tin trao doi trén web service
cling 1a mot diéu rat quan trong trong qua trinh xay dung web services, bang viéc sir
dung ws security va cac thanh phan cta né giup cho thong tin trao d6i trén web services
tré nén an toan hon.

Truéc hét chiing ta xem xét nhitng nhan té raii ro anh huéng dén mirc an toan cua
nhitng rng dung dua trén web service. Chang ta sé sir dung maét kich ban rat tien ngéan
hang qua mang dé xem xét van de.

Pay 1a mot ung dung client/ server don gian md ta mot nguoi rat tién (client) két
ndi téi trung tam dix lidu cua ngan hang dé sir dung maot ng dung web service dé thuc
hién yéu cau cua minh. Néu khdng c6 su an toan nao di duoc 4p dung, thi c6 ba nhan té
mao hiém chinh:

-Nhitng giao dich khéng hop phép (Unauthorized transactions) : mot nguoi nao do
khong c6 quyén nhung van yéu cau rdt tién. Giao dich nay khéng hop phép. Ching ta
c4m van dé nay bang cach sir dung co ché chirng thuc cia WS - Security. Mot vi du cua
su ching thuc bao gomphai c6 mot két hop user 1D/ password trong SOAP message.

-Nhirng théng béo khdng ma hoa (Readable messages in clear text-no encryption): s6

hiéu tai khoan va sé du tai khoan trong goi SOAP rat d& bj doc Ién trén mang. Viéc 16

thong tin nay 1a do thdng tin tai khoan va sé du dugc giri qua mang dudi dinh dang vin

ban.Dé giai quyét van dé nay, thdng tin nay phai duoc ma héa & mac kénh chuyén théng
diép hoac & muc thong diép (WS - Security).

Nhitng thong diép bi thay d6i hoic mat mat (SOAP message susceptible to

modification-no integrity). Trong qué trinh chuyén théng tin tir ngudi rdt tién dén trung
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tam dir liéu, n6 cd thé bi chin. Va nhiing thong tin nay c6 thé bi thay doi, vi du nhu sb
tai khoan 1a 1234 thi bj thay d6i thanh s6 9876. Van dé nay dan dén thiéu sy toan ven.

Nhitng vi du trén, chiing ta d3 mé ta sy an toan lién quan téi nhirng yéu cau cua
su chang thuc, tinh bi mat, va su toan ven théng tin.

Trudc khi c6 WS-Security, su an toan kénh chuyén thong diép rat thuong dugc
str dung. Sy an toan kénh chuyén thong diép & chd 12 né ma hoa toan b thong diép, dan
dén st dung CPU cao hon. Tuy nhién v&i WS-Security, n6 cung cip nhitng cach tbi wu
héa nhitng thao tac an toan, ma yéu cau it thoi gian st dung CPU hon. Dya vao mic an
toan can thiét ma mot hoac nhiéu hon nhitng co ché an toan nay cé thé duoc ap dung
cho mot ung dung.

Tuy nhién viéc chon co ché an toan cho web service phai doi hoi sao cho nguoi
ding khdng cam thay qua phutc tap tao mot sy go bo, do d6 viéc chon co ché an toan
nao trong ws security thi phu thuoc nhiéu vao loai service va nhiing tinh ning ma servive
nay cung cap, vi du nhu service vé giao dich tai chinh ngan hang phai cé co ché an toan
hiéu guia hon so véi service chon loc va phan loai tin tic hay service cho biét ty gié trao
doi giita cac loai ngoai té,.... Bén canh d6 con mot diém can quan tdm d6 1a sy an toan
khong chi phu thudc vao nhitng giai thuat, nhitng tiéu chuan, va nhiing co ché ma ws
security mang lai, ma n6 con tiy vao thai do cia cac cong ty c¢é hiéu rd tam quan trong
ctia an toan thong tin khi trién khai cac tng dung, giao dich trén mang hay khong ciing
rat can thiét.

C6 hai hinh thic bao mat, d6 1a bao mat trén kénh truyén va bao mat & mac théng
diép.Hién nay hau hét cac dich vu déu két hop ca hai hinh thirc dé tdi wu cho viéc bao
mat.

Bao mat & muc kénh truyén : trén kénh truyén phai bao dam dugc thong diép an
toan va toan ven.O miic nay thi ta thuong dung kénh truyén an toan nhu HTTP + SSL
dé tao két ndi an toan dén client.An toan & mirc nay doi hoi co so ha ting mang phai tot.

Bao mat & muc thong diép : dé tang mirc d an toan cho thong diép,ta sir dung
thém WS security cung cap mtic an toan cho thong diép.Céc dit liéu dugc ma hoa va
duoc str dung chit ki s6 dé tranh bi danh cip théng tin.Ca hai bén server va client déu sir
dung cac key dé c6 thé ching thuc 13n nhau.

4. Thue hién bdo mat trong web service
1.1.Cai dat WSE 3.0

Download goi cai tr Microsoft tai link sau http://www.microsoft.com/en-
us/download/details.aspx?id=6545

a. Tich hgp WSE 3.0 vao Visual Studio 2008, 2010, 2012, 2013

Sau khi cai dat thanh cdng WSE 3.0, ta can khoi dong lai may va khéng bat Visual
Studio trong qua trinh ciu hinh. Ta s& thdy thu muc WSE nhu sau
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Gu

» Computer » OSPartition (C:) » Program Files (86) » Microsoft WSE » v30 » Tools

—
Organize ~ Include in library = Share vath = Bum New folder
[ Favontes Name Date modified T
Bl Desktop Doc
= Recent Places ® | WseCertificate3
& Downloads ® ! WseConfigEditor3 1/11/2005 6:28 PM

% WseSettings3.dil

-4 Libraries C 2 WseSettingsVS3.di )

*| Documents " Weewsdi3 1/11/2005 6:29 PM

o' Music

Vao thu muc sau %ALLUSERSPROFILE%\Application
Data\Microsoft\MSEnvShared\AddIns

Trong thu muc ta s& tim thay file WSESettingsVS3.AddIn, trude khi chinh sira
ta s& can backup lai file nay. Ta s& chinh sira ndi dung nhu hinh sau

WSESettingsVS3.Addin # X Reference.cs Reference.map Reference.cs UtilMethods.cs

ence _. < 16 standalone no

Ta s& thém vao cac khdi bdi d6 twong tng cho Visual Studio 2008, 2010, 2012,
2013.
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Téi  the muc  C:\Program  Files

(x86)\Microsoft

Visual  Studio

11.0\Common7\IDE (cho VS2012) hoac C:\Program Files\Microsoft Visual Studio
9.0\Common7\IDE (cho VS2008) hoac C:\Program Files\Microsoft Visual Studio
10.0\Common7\IDE (cho VS 2010) hoac C:\Program Files\Microsoft Visual Studio

12.0\Common7\IDE (cho VS 2013).

Mg file devenv.exe.config va thém nhirng dong sau (nhé backup lai file trudc khi

chinh sura)

VIEW  PROJECT

in a1 T

BUILD DEBUG TeEAM XML SQL

P Google Chrome - Debug

devenv.exe.config B X WSESettingsVS3.Addin Reference.cs

Key estProjectRetargetTo35Allowed” value

Add

Add Reference...

Add Service Reference...
View Class Diagram

Set as StartUp Project
Debug

Go Online

Cut

Remove n 5.'-;;'. Pa
Rename nsw.Pa
Unload Project Lk
Open Folder in File Explorer

Alt+Enter

Properties

WSE Settings 3.0...

|

TOOLS ANALYZE
HA_ =R

TEST

Reference.map Reference.q

Cha y: néu hé théng khong cho phép chinh st truc tiép cac file trén, ta sé tao ra

file m&i va ghi d¢ 1én file can chinh sira.
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1.2.Xay dung tng dung bao mat Web service thong qua bao mat thong diép SOAP vai
WS-Security

Tao mai Web Service véi WSE 3.0

Tao rng dung bao mat Web service dat tén SecureWebService.asmx nhu sau

Add New Item - Converi(

4 Installed Sort by: Default - H S

e @ Web Service (ASMX) Visual C# Type: Visual G
foce A visually designed class for creating a
Data Web Service
General

Web
General
Markup
MVC
Razor
Scripts
SignalR
Web API
Web Forms
Windows Forms
WPF
Reporting
Silverlight
SQL Server
Workflow
Search Results

b Online

SecureWebServicelasmx

Thém tham chiéu t&i thu vién WSE 3.0 da cai dat, chon Add Reference va chon
té1 file Microsoft. Web.Services3.dll trong thu muc da cai dat WSE

ﬁEefegence Manager -
b Assemblies

b Solution Name Path N
ame:
b COM Fl Microsoft.Web.Services3.dll C\Users\luatne\Documents\Visual St Microsoft.Web.Services3.dll
Created by:
4 Browse Microsoft Corporation

File Version:
Recent 3.0.5305.0

| 4

Ta thém khai b&o str dung thu vién t6i file SecureWebService.asmx nhu sau

using Microsoft.Web.Services3;
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using Microsoft.Web.Services3.Security. Tokens;
b.Thuc thi Secure Web Service
[WebMethod]
public string Hello(string name)
{
//Get the current soap context
SoapContext ctxt = RequestSoapContext.Current;
If (ctxt == null)
{
/[This request is using a different protocol other than SOAP.
return "Please format the request as a SOAP request and try again.";
}
/l1terate through all Security tokens
foreach(SecurityToken tok in ctxt.Security. Tokens)

{

if (tok is UsernameToken)

{

UsernameToken user = (UsernameToken)tok; return "Hello
Authenticated user " + user.Username;

k
¥

return "Hello Liar™;

Trong doan ma trén, ta lap qua cac thdng tin bao mat Header vi méi thong diép
SOAP c6 thé chaa nhiéu khai bao Header. Sau d6, tim kiém chac chin rang cé khai bao
UsernameToken trong do.

Ta s& F5 dé chay tng dung Web Service dé cho phép n6 san sang phuc vu
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ﬂﬂHHﬁ‘!}ﬂ'ﬂ!ﬁWHﬁ!ﬂ'ﬂﬁm SecureWe.. ¥
localhost:1310/5ecureWehService.asmr L._ E" net framewo =~ ﬁ’ E "v ‘ﬁ*

SecureWebService

The following operations are supported. For a formal definition, please review the Service
Description.

® CheckAuthentication

This web service is using http:/ ftempuri.org/ as its default namespace.

Recommendation: Change the default namespace before the XML Web service is made
public.

¢.Tao ung dung client két néi téi SecureWebService

Tao project Console Application dat tén ClientSecureWebService nhu hinh sau

b Recent NET Framework 4.5 - Sort by: Default o552 ([35

4 Installed c# 7 .
I Windows Forms Application Visual C# Type: Visual G

| 4 Visual C# A project for creating a command-line
. c :
Windows r_] WPF Application Visual C# application
b Web el
S . Cc#
b Office/SharePoint E Console Application Visual C#
Cloud
LightSwitch = icati ’
ightSwitc _] ASP.NET Web Application Visual C#
Reporting @
Sitverli c
ilverlight Eci! Class Library Visual C#
Test <
WCF i
Workflow
TypeScript

Portable Class Library Visual C#

Silverlight Application Visual C#
b Other Languages

| b OtherProject Types Silverlight Class Library Visual C#

b Online
WCEF Service Application Visual C#

LightSwitch Desktop Application Visual C&

Name: ClientSecureWebService|

|
Location: C:\Users\luatnc\Documents\Visual Studio 2013\Projects\ConvertCurrency

Thém tham chiéu t&i thu vién WSE 3.0 da cai dat, chon Add Reference va chon
té1 file Microsoft. Web.Services3.dll trong thu muyc da cai dat WSE.

Thém tham chiéu ti Secure Web service vira tao, bang cach cung cip URL nhu
hinh sau va dat tén SecureWSReference
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To see a list of available services on a specific server, enter a service URL and click Go. To browse for available
services, click Discover.

Address:

v [ Go J [Discover "]

Services: Operations:

4 £ :® SecureWebService @ CheckAuthentication
*Q SecureWebServiceSoap

1 service(s) found at address 'http://localhost:1310/SecureWebService.asmx'.

Namespace:

SecureWSReference
Advanced...

Ta thém khai b&o st dung thu vién téi file program.cs nhu sau

using Microsoft.Web.Services3;

using Microsoft.Web.Services3.Security.Tokens;
Phan thuc thi service nhu sau
[STAThread]
static void Main(string[] args)

{

Console.Write("Enter Name: "); string name = Console.ReadLine();
Console.Write("Enter Password: ");

string password = Console.ReadLine();

SecureWSReference.SecureWebServiceSoapClient proxy = new
SecureWSReference.SecureWebServiceSoapClient();

proxy.RequestSoapContext.Security. Tokens.Add(new UsernameToken(name,

password,PasswordOption.SendHashed));
proxy.RequestSoapContext.Security. Timestamp.TtlInSeconds = 300;

58



Console.WriteLine(proxy.Hello(name)); Console.WriteLine(""Hit enter to end.");
Console.ReadLine();

¥

Trong doan ma trén, thanh phan UsernameToken dugc dong gbi vao trong SOAP
Header va guri di va Password dugc bam nh¢ giai thuat SHA1 trudce khi giri. Nho do,
viéc bao mat thong tin trong thanh phan SOAP Header dya vao WS-Security Ia rat dam
bao. Bén canh d6, client hoan toan cé thé ciu hinh thoi gian Timeout trong trao ddi
thong diép dé ting cuong kha ning chdng tin cong tir bén ngoai

O trén, ta thdy WS-Security da dung co ché UsernameToken dé bao mat thong
tin trong SOAP Header. Tuy nhién, véi nhiing tng dung yéu cau phai c6 kha nang xéac
thuc phuc tap hon, nhu kiém thong tin tai khoan c6 dugc luu trir trong Co s¢ dit liéu, ...
Do d6, ta can dong goi thanh thu vién riéng dé dam nhan xu ly cac bussiness logic phuc
tap tiy thudc vao yéu cau cua hé thong.

Tao mai project Class Library nhu sau

Add New Project
b Recent .NET Framework 4.5 -~ Sort by: Default

4 Installed c# A X
D Windows Forms Application Visual C# Type: Visual C#
4 Visual C# A project for creating a C# class library
: (8
Windows rj WPF Application Visual C# (il
<>
b Web
. : (<2
b Office/SharePoint E Console Application Visual C#
Cloud
A : c#
LightSwitch @f-_] ASP.NET Web Application Visual C#
Reporting
Silverlight nica Class Libra Visual C#
Test & ! 4

J C#
WCF E]r:ﬁ! Portable Class Library Visual C#
Workflow k

s CH#
TypeScript @ Silverlight Application Visual C#
b Other Languages E

. > #*
b Other Project Types Silverlight Class Library Visual C#

b Online
WCF Service Application Visual C#

LightSwitch Desktop Application Visual C#

Name: WSESecurity]
Location: C\Users\luatnc\Documents\Visual Studio 2013\Projects\ConvertCurrency v

Chon chire ning hd tro WSE bing cach chudt phai vao project va chon WSE 3.0
Setting.

Ddi tén Class1.cs thanh CustomAuthenticator.cs va nhap vao néi dung nhu sau
[SecurityPermissionAttribute(SecurityAction.Demand,
Flags = SecurityPermissionFlag.UnmanagedCode)]

public class CustomAuthenticator : UsernameTokenManager
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{

//Returns the password or password equivalent for a user name protected override string
AuthenticateToken(UsernameToken token)

{
if (token == null)
throw new ArgumentNullException(); if (token.Username == "hoand")
return "mypassword";
else

return null;

O day, ta co 16p CustomAuthenticator ké thira tr I16p quan ly

UsernameTokenManager va ghi d¢ phuong thirc AuthenticateToken xur ly xac
thuc.

Vay ta dd co thu vién dam nhan viéc xac thuc thdng tin UsernameToken nam
trong SOAP Header gui t6i. Thu vién nay sé dam nhan viéc xu ly bussiness logic phuc
tap va duoc str dung bai Server va tranh viéc 16 céc théng tin quan trong ddi véi bat cir
thanh phan nao khac.

Pé st dung lai thu vién ndy & cac project khac, ta can build ra file
WSESecurity.dll va s& duoc tham chiéu téi boi cac Web service project. Thém nita 13 ta
can tich hop nd vao ludng xir Iy WSE pipeline cua cac Web service bang cach khai bao
thém (dudi thé <configuartion>) vao file web.config nhu sau

<microsoft.web.services3>
<security>

<securityTokenManager gname="wsse:UsernameToken"
type="WSESecurity.CustomAuthenticator, WSESecurity"
xmlns:wsse="http://docs.oasis-open.org/wss/2004/01/

0asis-200401-wss-wssecurity-secext-1.0.xsd"/>
<[security>
</microsoft.web.services3>

Thu vién Web Service Enhancement 3.0cung cip mot phuong thirc don gian
nhung hét sic tuyét voi dé quan ly bao mat trao d6i thong diép trong Web Service.
Module xtr Iy xac thuc hoan toan c6 thé cap nhat lai bussiness logic ma khong can phai
bién dich lai Web Service thong qua thu vién WSESecurity xt 1y riéng nhu ta da thyc
hién ¢ trén
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Bai tap:

Bai tap nang cao:

VPS 1 loai mang gi? Trinh bay wu diém va khuyét diém?
Nhitng trong tam cin cha y trong bai:

- Loi ich khi két néi cac may tinh thanh mang

- Cac loai mang thuong gap va dac trung cua nd

Yéu cau vé danh gia két qua hoc tap:

Noi dung:

+ V& kién thtre: Trinh bay dugc céc loi ich khi két ndi cac may tinh thanh mang, vi sao
mang chuyén mach géi co toc do trao doi thong tin nhanh hon tdc d6 trao doi thong tin
trong mach chuyén mach tin bao?, thé nao 1a mang cuc bo LAN (Local Area Networks)
va néu cac dic trung co ban cua nd.

+ V& k¥ nang: phan biét dugc mang cuc bo, mang do thi, mang dién rong.

+ Nang luc tu cha va trach nhiém: Ti mi, can than, chinh x4c, ngin nap trong cong viéc.
Phuwong phap:

+ V¢ kién thirc: Pugc danh gia bang hinh thirc kiém tra viét, tric nghiém, van dap

+ V& k¥ ning: Panh gia k§ nang phan biét duoc cac loai mang.

+ Nang luc ty cha va trach nhiém: Ti mi, can than, chinh xac, ngin nap trong cong viéc.
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TAI LIEU THAM KHAO
[1] Website: http://w3schools.com
[2] Website: http://jquery.com
[3] Website: http://asp.net https://facebook.com
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