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LOI NOI PAU

Tai liéu duogc bién soan dua theo ndi dung chuong trinh dao tao chung chi CCNA
Routing & Switching ctia Cisco. Cac ndi dung dugc tom tat mot cach ngén gon, mang tinh h¢
théng, giup ngudi doc c6 thé tiép can nhanh chong voi cac kién thire trong chuong trinh.

Céc bai thyc hanh trong timg chuong trinh bay tir mé hinh, yéu cau va cac huéng din
c4u hinh timg budc, cac 1énh kiém tra cdu hinh, cac thong sé hé théng giup ngudi doc cb thé
dé dang thyc hién va kiém tra két qua nhanh chong, trong d6 c6 phéan giai thich y nghia cia
mot s6 thong sd quan trong giup ngudi doc ndm bét duoc cac ndi dung trong tim trong ting
bai thuc hién cling nhu cac kién thirc lién quan.

Thong qua sach nay, tic gia mong mudn gop phan gitip cac ban doc d& dang tiép can
kién thirc va 1a budc dém dé doc thém cac tai liéu tiéng Anh lién quan. Tac gia ciing mong
mudn nhan dugc nhiéu gop ¥ cua cac ban doc dé c6 thé diéu chinh, bd sung lam cho cudn
sach ngay mot gitp ich nhiéu hon cho cac ban doc.

Tran trong cam on va chic cac ban thanh cong.
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Chuong 1. TONG QUAN VE MANG MAY TiNH

Chwrong ndy trinh bay mét s6 khdi niém vé mang mdy tinh, phdn loai mang mdy tinh,

ddc diém cia mé hinh tham chiéu OSI va mé hinh TCP/IP, qua trinh trao doi dir liéu gitta cac

mdy tinh qua mang. Hoc xong chuwong nay, nguoi hoc co kha nang:

Phan biét dwoc dic diém cia mé hinh tham chiéu OSI va TCP/IP

Phan biét dwoc cac loai mang may tinh

Trinh bay dwoc cdc bude co ban ciia qud trinh trao doi dir liéu cia cdc mdy qua
mang

Phan tich dwoc cdc thanh phan co ban ciia cdc goi tin giri qua mang bang phdan mém
bt goi

1. Mang may tinh

1.1

Khai niém

Mang méy tinh 1a mot hé théng gdm cac may tinh két ndi v6i nhau dé trao doi dir liéu voi
nhau thong qua méi truong két ndi.

Trong thoi dai ngay nay, c6 nhiéu thiét bi két nbi vao méi trudong mang méay tinh nhu may
in, camera, dién thoai,...goi chung la thiét bi dau cudi. Moi truong két ndi g@)m moi truong cod
day va khong day; céc thiét bi mang thuong dung dé két ndi cac thiét bi dau cudi nhu: Switch,
router, firewall,...Cac giao thuc duogc st dung dé céc thiét bi dau cubi co thé giao tiép duoc
v61 nhau.

1.2.

Cic thanh phén co bén:

Céc thanh phan co ban ctia mang may tinh bao gém

e May tinh: dong vai tro 13 thiét bi dau cudi, lam viéc truc tiép voi ngudi ding

Newél—.:lr 8
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1.3.

DAO TAO CHUYEN GIA MANG

Thiét bi mang: Switch 1a thiét bi tap trung, két ndi cdc mdy tinh trong mang c6 day,
Access Point 13 thiét bi tap trung két ndi cac mdy tinh trong mang khong day, Router
1a thiét bi dinh tuyén dung dé két ndi cac mang v6i nhau.

Céc thiét bi két ndi: gém card mang, dau ndi
MBoi truong két ndi: méi truong c6 day va khong day

Cac ung dung trén mang

Céc tmg dung trén mang phd bién gom cac tng dung sau:

1.4.

Email

Web

Trao ddi truc tuyén

Cong tac: whiteboard, Netmeeting, WebEX
Co sd dir liéu

Phin loai mang

LAN: Mang LAN (Local Area Network) 13 mang cuc bg, dugc to chirc cho mot don vi
trong mot khong gian dia 1y nho. Céc thiét bi trong LAN c6 két ndi truc tiép véi nhau,
toc do cao. Cong nghé mang dugc sir dung trong LAN phd bién 1a Ethernet.

Compurs.
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' Servers
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- Cac thanh phén trong mang LAN: PC, server, Switch, router

- Vai tro cua Switch:
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e WAN: Mang WAN (Wide Area Network) la mang dién rong, 1a mang ctia mot to
chtrc ¢6 nhiéu chi nhanh két ndi voi nhau théng qua moi truong Internet. Cac cong
nghé duoc sir dung trong WAN phd bién 1a: MPLS, VPN, ...

e MAN: mang MAN (Metropolitan Area Network) 1a mang d6 thi, cic thanh phd 16n
thuong to chic hé théng mang dudng truc téc do cao dé phuc vu cho cac don vi trong
thanh phd do.

® SAN: Mang SAN (Storage Area Network) la mang luu tri, nham thuc hién chuc nang
luu trir cho luong dit 1iéu 16n trong don vi.

e INTERNET: Mang Internet 1a mang ctia cac mang, 1a hé théng mang toan cau.
1.5. Dac trung cia mft mang:

e Topology: trong mang c6 2 loai topology dugc nhic ti 1a “physical topology” va
“logical topology”.

Physical topology:

EP,

Bus Topology Star Topology Mesh Topology

Logical topology: thé hién cac duong di luan 1y ma tin hiéu sir dung dé chuyén tir mot
diém trong mang dén mot diém khac.

Router Router

o PC A to Server
Logical Link

‘-1:8 I {C ' Router Switch
v v
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e Toc dd: 1a thude do cua toc d6 truyén dir liéu trén dudng truyeén.

e Chi phi: mirc d6 dau tu cho cac thanh phdn mang, cai dit va bao tri cia mot hé théng
mang.

e Bdo mat: sy bdo mat chi ra cach thirc bado vé mdt mang
e Su san sang
o Kha nang mo rong
® Sutin cdy
2. M6 hinh OSI va TCP/IP
Mo hinh tham chiéu OSI va TCP/IP 13 hai mé hinh mang co ban trong mang may tinh.
2.1.  Mb hinh tham chiéu OSI
M5 hinh tham chiéu OSI gém 7 tang (layer).
iy aLayered Network Hode!?

s ooty
Senaris e
) Faoites e enghesirg
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E] Daalk
P

Téang 1 - Physical: Tang vat 1y lién quan cac van dé vé dién tir, co khi; xtr 1y dir liéu
dang bit; thiét bi mang hoat dong & ting nay 1a Hub.

Tang 2 — Data link: Tang lién két dir liéu lién quan dén viéc dinh dang dir liéu theo cac
chuan, diéu khién cach thic truy xuat dén moéi truong vat 1y; xu 1y dir liéu dang khung
(frame); lién quan dén dia chi vat 1y (phd bién 1a dia chi MAC); thiét bi mang hoat dong &
tang nay 1a Switch.

Tang 3 - Network: Tang mang thyc hién chirc ning dinh tuyén cho cac goi tin; xur ly
dir liéu dang goi (packet); lién quan dén dia chi luan 1y (phd bién 1a dia chi IP,...); thiét bi
hoat dong & tang nay 1a Router.

Tﬁng 4 - Transport: Tﬁng van chuyén thuc hién chic ndng ddm bao viéc van chuyén
dir liéu tir ngudn dén dich thong qua hé théng mang. Thuc hién viéc chia nhé dir liéu phu hop
v6i kich thudc t6i da cta kénh truyén ¢ bén giri va tai 1ap & bén nhan.

Téng 5 - Session: Tang phién thuc hién viée thiét 1ap, quan 1y va két thuc cac phién 1am
viéc cua cac chuong trinh tng dung.

Newélar 1



CCNA R&S NewStar

T?mg 6 - Presentation: Téng trinh bay thuc hién viéc dam bao dir li¢u doc dugc & tﬁng
mg dung. Céc chirc ning cua tang nay lién quan dén dinh dang dit liéu, cau trac dir lidu, nén
dir li€u, ma hoa dir liéu.

Tang 7 - Application: Tang tng dung 1a ting cao nhét trong mo hinh OSI, lién quan
dén cac chuong trinh tng dung lam viéc truc tiép véi ngudi dung (nhu Email, FTP, Web,...)
hoic cac dich vu hd trg khac

2.2. M6 hinh TCP/IP

Mo hinh TCP/IP gbm c6 4 ting. La mé hinh duogc sir dung phd bién. Trong d6, hai giao
thirc quan trong nhat duoc nhic t6i 1a TCP va IP.

[ WRLAGN L S i |
7
A+ 1A [ A 1Y
Moi lién quan gitta 2 md hinh:
o o & fncer
» 54 i ¥
= TCP/IP Protocol Suite
_ 08l Reference Model TCP/IP Stack
[]
i Application
- =
B E oy
é Session
Transport _ Transport
EI Network —t] Internet
E] Data Link —_—
: | Link
E Physical —_—
A TCP/IP protocol suite is the most popular protocol stack used in networks. It specifies end-to-end
connectivity, describing how data should be formatted, addressed, routed, and transmitted. Functions are
organized into the following four lavers: =
PRI P p——"
=% Pl 7e B 3
Blojelorel [a]™]X]e]mE] CEEEN-

e Ting 1 - Network access (link): dic diém ctia tang nay bao gom dic diém ciia 2
tang thap nhat ctia mé hinh OSI 14 tang vat 1y va tang lién két dir liéu. Tang nay
mo ta vé cac dic diém vat 1y cua cac két ndi, diéu khién truy cap va dinh dang
dir liéu dé truyén tai.

e Ting 2 - Internet: cung cap tinh ning dinh tuyén cho dif liéu tir ngudn dén dich
trong cac goi tin va thong tin vé dia chi, di chuyén dir lidu giita ting Link va ting
transport

e Tiang 3 - Transport: 13 tang quan trong ciia kién traic TCP/IP. Tang nay cung
cap cac dich vu truyén thong truc tiép dén qua trinh xir 1y cua tng dung dang
chay trén mang.

e Tiang 4 — Application: cung cap cic tmg dung cho viéc truyén tap tin, xir 1y su
¢d va cac hoat dong Internet

Newétar 12
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3. Qua trinh van chuyén dir liéu qua mang

3.1. Qua trinh déng géi dir li¢u

Qué trinh dong goi dir liéu dién ra bén may guri. Dir lidu xuat phat tir ting ung dung
dugc dong goi va chuyén xudng cac tang ké tiép, dén mdi ting dir liéu duoc gin thém thong
tin mo ta cua ting twong ung goi 13 header.

Khi dir liéu dén tang “transport”, tai ddy dién ra qué trinh chia nho goi tin néu kich
thude dir liéu 16n hon so vé6i kich thudc truyén tdi da cho phép. Dir liéu dén dén ting
“network”, mdi goi tin s& gang thém thong tin twong tng & ting nay goi 1a “IP header”, trong
d6 c6 chira thong tin quan trong 1a dia chi IP ngudn va IP dich dugc sir dung trong qua trinh
dinh tuyén. Dir lidu dén tang “Data-Link” s& ging thém thong tin md ta tang nay goi la
“Frame header”, trong d6 c6 chira thong tin vé dia chi MAC ngudn va MAC dich. Truong
hop dia chi MAC dich khong biét, may tinh s& dung giao thirc ARP dé tim. Sau d6 dir liéu
chuyén xubng tang “Physical”, chuyén thanh céc tin hiéu nhi phan dé truyén di.

Jata Encapsulation

i
: A 5
ﬂi”i‘\‘-%
HEF

Bl [€[c @1 0 ) M) T2 : e e ]

3.2.  Qua trinh mé goéi dir liéu

Ot HOR

O HOR

B
o8

[ S NS P L) RN e i
Qua trinh m& g6i dir liéu dién ra bén may nhan. Nguyén tic chung 1a cac “header” s& dugc
mé & cac tang tuong tng. Khi may dich nhan duoc mot ddy cac bit, dit liéu duoc xur 1y boi
qua trinh m¢ gbi nhu sau:

(1) Tang link kiém tra trailer (FCS) dé xem dit liéu co bi 16i hay khong. Frame cé thé bi
loai bo hodc yéu cau dé duoc truyén lai

(2) Néu dir liéu khong bi 13i, tang link doc va thong dich thong tin diéu khién trong tang
2.

(3) Tang link g& bo “header” va “trailer”, sau d6 giri phan dit liéu con lai 1én tang Internet

Newétar 13
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3.3.  Mailién quan giira tAng ing dung va tang vin chuyén

e MOoi lién quan gitra tang rng dung va tang van chuyén thé hién thong qua céc cong o
cac ung dung va giao thuc truyén ¢ tang van chuyén.

Tﬁng Transport:

- Chirc ning: dam bao viéc van chuyén dir liéu tir ngudn dén dich thong qua hé thong
mang.

- Don vi dir liu: segment

- 2 co ché truyén: tin cdy (reliable) va tt nhat c6 thé (best effort)

Co ché truyén Tin cay T6t nhit c6 thé
(Reliable) (Best Effort)
Kiéu két noi Hudng két ndi Phi két ndi
(connection-oriented) (connectionless)
Giao thirc TCP UDP
Guti co bao nhdn Co Khoéng
Mét 56 ving dung - Email - Void streaming
- File sharing - Video streaming
- Downloading

- Hwéng két néi (connection-oriented): 1a kiéu truyén theo cach thiét 1ap kénh truyén
trude khi guri dir liéu di. Thiét 1ap bang co ché 3 budc bat tay (three-way handshake).

Client Server

SYN

ACK = +8YN_
H+1 T

ACK

4. Tong két chwong
Trong chuong nay trinh bay mot sé van dé co ban va mang mdy tinh, phan loai cac

mang may tinh phd bién.

Hai m6 hinh mang quan trong duoc trinh bay 1a OSI va TCP/IP. Hai md hinh nay co6 dac
diém chung 1 phan chia thanh cac tang, mdi tang dam nhiém céc chirc nang khac nhau.

14
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Qua trinh dong goi dir lidu dién ra bén may gui va qua trinh mé goéi dién ra bén may
nhan. Trong qué trinh déng géi, dir lidu tir tang ing dung duoc chuyén xudng cac tang thap
hon va thong tin & mdi tang d6 duwgc thém vao. Qua trinh md gbi nguoce lai véi qua trinh dong
gop.

Pon vi dir liéu & tﬁng ung dung goi 1a “data”, ¢ tﬁng van chuyén goi la “segment”, &
tang mang goi 1a “packet” va & tang lién két goi 1a “frame”.

5. Cau héi va bai tap
5.1. Phan biét Hub, Switch va Router?

5.2. Trinh bay qua trinh trao dbi dir liéu qua mang trong truong hop hai may két ndi bang cap
truc ti€p hay qua Hub?

5.3. Trinh bay qua trinh trao d6i dit liéu qua mang trong trudng hop hai may két ndi qua
Switch?

5.4. Trinh bay quaé trinh trao d6i dit liéu qua mang trong truong hop hai may két ndi bang cap
truc ti€p hay qua Router?

5.5. Tang nao trong mo6 hinh OSI cung cép chirc nang phan tach va ti hop géi tin trong qua
trinh truyén dir li¢u?

5.6. Tang nao trong mo hinh OSI cung cap chirc nang lya chon duong di cho cac goi tin?
5.7. Phan biét dia chi MAC va dia chi IP?
5.8. Phan biét mang LAN va WAN?

5.9. Mot truong Pai hoc ¢6 nhiéu toa nha, mdi toa nha ¢6 nhiéu phong ban. Hé théng mang
duoc thiét ke cho truong nay dugc coi 1a mang LAN hay WAN?

5.10. Phan biét Hub va Access Point?

5.11. Dich vy HTTP & tang tmg dung (Application) sir dung co ché truyén nao & ting van
chuyén (Transport)

A. Reliable
Best-effort
Half-duplex

O O w

Full-duplex

5.12. Bia chi MAC c¢6 bao nhiéu bit?

32 hit

48 bit

56 bit

64 bit

5.13. Céc thiét bi sau day hoat dong chinh & tang (layer) nao trong mo hinh OSI ?

o w>»

A. Router : Hoat dong chinh & layer ?
B. Hub: Hoat dong chinh ¢ layer ?
C. Switch: Hoat dong chinh ¢ layer ?

Newél—.:lr 15
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5.14. Email va FTP hoat dong ¢ layer nao trong mo hinh OSI?
5.15. Cac thiét bi mang nao sau day hoat dong & layer Data Link
A. Hub
B. Switch
C. Router
5.16. Dung lénh nao sau day dé biét dugc dia chi MAC trén mdy tinh?
ipconfig
Ping
ipconfig /all

o w>»

tracert

5.17. Layer nao trong mo6 hinh OSI dam nhén vai tro nén (encryption) va gidi nén (decryption)

dir liéu
A. network
B. presentation
C. session
D. physical

5.18. Layer nao trong mo hinh OSI dam nhén vai tro thiét 1ap cac két ndi tin cay

network
session

transport
data link

oo w>»

5.19. Nhiing thiét bi nao sau day hoat dong & layer Network trong mé hinh OSI
Router
Repeater
Hub
Switch
5.20. HTTPS hoat dong ¢ cong nao?
A. 80
B. 81
C. 443
D. 8080
6. Lab. Céu hinh co ban trén Router/Switch

o0 w®»

Céc thanh phan cua Router
e RAM/DRAM (Random Access Memory)
e ROM (Read Only Memory)

New&tar
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e FLASH: luu trit hé diéu hanh (IOS) cta router
e NVRAM: luu tip tin cdu hinh (configuration file) ciia router
e Interfaces: cac céng cua router: console, serial, fastEthernet, aux, ...

e Trinh tu khdi dong cua Router:

Stages of the Router Power-On Boot

Sequence
1_| ROM | | POST | Perform POST |
2.| ROM | | Bootstrap | Load bootstrap |
3. Flash

Cisco 10S Locate and load
Software operating system

4. | TFTP Server

5. NVRAM Locate and load
configuration file
6. | TFTP Server Configuration or
enter setup
7. Console mode

New&tar
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Lab 1-1. CAU HINH CO BAN

So do keét noi:

Két n6i cong COM cua PC vai cong console ciga Router.

L)

<,

> Yéu ciu fa0/0

S~

e Dang nhap ]oéng ché d6 dong 1énh (CLJ
. , . 1.
°

bat dia chi cho cac interface
Mo duong telnet cho phép truy cép router tir xa
« Cac bwéc thye hién
- Gan cap console giita PC va Router

- Trén PC dung chuong trinh Hyper Terminal hodc Putty

Do)\ d9- 3 )+ Chuong 1 - Microseft Word = x

= | Home | Insert Page Layout References Mailings Review View @
| % 5 Times New Roman MRS A'\ ===

As 33 Find -
A 30 Replace
Paste - New Connection - HyperTerminal =TES ;. sciec: -
Clipboard | Fi= Edit View Call Transfer Help Editing
D& &5 0B\ I
- Connection Description
- % Mew Connection %
- Enter a name and choose an icon for the connection:
:
;‘ Disconnected Autn detect Auto detect SCROLL CAPS | HUM Capture Print echo a
N =]
. Bai 1.2 KHOIPHUC MAT KHAU CHO ROUTER VA SWITCH =
Page: 1 of 3 |

s CEBAEOE 2T 0w e [
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COM3 Properties

Connection Description

Port Settings |
: Mew Connection
Bitz per second: | 900 ~ |
Enter a name and chooze an icon for the connection;
Data bits: | 2 w |
Marre:
|abcd | Parity: |None V|
lCDr‘IZ Stop bits: | 1 L |
B
73
1 Flowa contral: | Mane ~ |
[ ok }[ Cancel ]
’ (]9 ] [ Cancel ] Apply

- Khoi dong Router (bat ngudn): xem cac thong tin hién thi trén man hinh Hyper Terminal.
% Cic mode ciia router
Dau nhéc doi 1énh dau tién xuét hién c6 dang

Router> —  dang & user mode

“¢ asd - HyperTerminal

File Edit Wiew Call Transfer Help

|

Router conB is now available

Press RETURN to get started.

Router>

<

Connected 0:09:11 Auto detect TCR{IP

e Dé quan sét cac 1énh dugc phép sir dung & user mode, ta g& dau cham hoi (?) va enter
Router>?
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“& asd - HyperTerminal

File Edit Wiew Call Transfer Help
Router>?
Exec commands:

access-enable Create a temporary Access-List entry

access-profile  Apply user-profile to interface

call Yoice call

clear Reset functions

connect Open a terminal connection

crypto Encryption related commands.

disable Turn off privileged commands

disconnect Disconnect an existing network connection

enable Turn on privileged commands

exit Exit from the EKEC

help Description of the interactive help system

lat Open a lat connection

lock Lock the terminal

login Log in as a particular user

logout Exit from the EXEC

modemui Start a modem-1like user interface

mrinfo Request neighbor and version information from a multicast

router
mstat Show statistics after multiple multicast traceroutes
mtrace Trace reverse multicast path from destination to source
name—connection MName an existing network connection
--More——
Connected 0:09:40 Auto detect TCR{IP

e D¢ viao priviledge mode, ta ding 1énh enable

Router>enable

Router# —

e Dé quan sat cac 1énh duoc phép st dung & priviledge mode, ta gd dau cham héi (?) va

enter
Router#?

“& asd - HyperTerminal

File Edit Yiew Call Transfer Help

dang ¢ priviledge mode

Router con® is now

available

Press RETURN to get started.

Router>enable
Router#
Connected 0:10:23 Auto detect TCR{IP

New&tar
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“& asd - HyperTerminal

File Edit Wiew Call Transfer Help
= 5 0B
-~
Router#?
Exec commands:
access—enable Create a temporary Access-List entry
access-profile Apply user-profile to interface
access-template Create a temporary Access-List entry
alps ALPS exec commands
archive manage archive files
audio-prompt load ivr prompt
auto Exec level Automation
bfe For manual emergency modes setting
calendar Manage the hardware calendar
call VYoice call
ccm-manager Call Manager Application exec commands
cd Change current directory
clear Reset functions
clock Manage the system clock
cns CNS agents
configure Enter configuration mode
connect Open a terminal connection
copy Copy from one file to another
crypto Encryption related commands.
ct-isdn Run an ISDN component test command
debug Debugging functions (see also “undebug’)
--More——
w
Connected 0:10: 44 Auto detect TCRIIP

e Dé vao configuration mode, ta ding 1énh configure terminal (c6 thé gd tit 1a config t)
Router#configure terminal
Router (confiqg) #

“& asd - HyperTerminal
Eile Edit %iew Call Transfer Help

D@ & 5 DB &

Router conB is now available

Press RETURN to get started.

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router{configl#

Connected 0:11:41 Auto detect TCPIIP

e D¢ tro lai mode trude do, ta dung Iénh exit
Router (config) #exit

Router#exit

Router>
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“& asd - HyperTerminal

File Edit Wiew Call Transfer Help

O = & =B

Router con® is now available

Press RETURN to get started.

Router>enable

Router#configure terminal

Enter configuration commands, one per line.
Router{configl#exit

Router#

End with CNTL/Z.

=Sep 6 B4:00:08.487: %SYS-5-CONFIG_I: Configured from console by console

Connected ;12112 Auto detect TCRIIP

+ Dit password cho router

Vi 1y do bao mat, ta s& dat mat khau cho cac mode cdu hinh. Piéu nay c6 nghia 1a mdi khi
dang nhap vao mot mode thi IOS s& yéu ciu ching ta nhap vao password. néu password

ding thi mai c6 thé vao mode nay.

Trong phén nay, chung ta s€ thuc thi viéc dat password cho

- Console
- Enable mode

e Dat password cho céng console (console password)

Y nghia: trudc khi vao user mode, IOS s& yéu cau nhap password dé kiém tra.

Thuyc hién:
Router>enable
Router#configure terminal

Router (config) #line console 0

Router (config-line) #password cisco = password la cisco

Router (config-line) #login

New&tar
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“& asd - HyperTerminal

File Edit Wew Call Transfer Help

EEX

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#iconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router{config)#line console @
Router{config-line)#password cisco
Router{config-line}#login
Router{config-line)H#exit

Router{configl#exit

Router#

=3ep 6 04:01:47.243: %SYS-5-CONFIG_I: Configured from console by console

Router# E
Connected 0:13:56 Auto detect TCR{IP

“& asd - HyperTerminal

File Edit Wiew Cal Transfer Help

Router conB is now available

Press RETURN to get started.

User RAccess Verification

Password: _

Connected 0:14:29 Auta detect TCR{IP

New&tar
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“& asd - HyperTerminal

File Edit Wew Cal Iransfer Help

0= 2 D5

=3

Router con@ is now available

Press RETURN to get started.

User Access Verification

Password:
Router>_

<

Connected 0:14:45 Auto detect TCR{IP

e Dait password cho enable mode
Router (config) #enable password password
hoiac
Router (config) #enable secret password
Néu st dung c4 hai cau 1énh nay, thi password ctia cau I¢nh thir hai (enable secret)

manh hon, c6 nghia 1a n6 sé dugc su dung.

“& asd - HyperTerminal
File Edit Wiew Call Transfer Help

0= S =0

|*

Press RETURN to get started.

User Access Yerification

Password:
Router>enable
Password:
Router#_
v
Connected 0:16: 358 Auto detect TCR/IP

e Dat password cho truy cap router tir xa (virtual terminal password)
Router (config)#line vty 0 4

Router (config-line) #fpassword cisco
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Router (config-line) #login
< Dat tén va banner cho Router
e Dat tén cho router
MG&i router c6 thé gan mot cai tén, cdu hinh dé gan tén cho router nhu sau:
Router (config) #hostname hostname
Vidu: Router (config)#hostname Saigon
Saigon (config) #
e Dat banner

Router (config) #banner motd # text message #
Vidu: Saigon (config) #banner motd #Ket noi voi site Hanoi#
< Dat dia chi IP cho interface

Pat dia chi IP cho céng FastEthernet 0/0
Router (config) #interface fastethernet 0/0
Router (config-if) #ip address 192.168.1.50 255.255.255.0

Router (config-if) #no shutdown

‘& asd - HyperTerminal

File Edit Wew Call Transfer Help

D= 3 0B

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#

Router#iconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router{configl#int f0/0

Router{config-if)#ip add 192.168.1.50 255.255.255.0
Router{config-if)#no shut

Router{config-if)#

=3ep 6 04:09:16.571: %LINK-3-UPDOWN: Interface FastEthernet®/0, changed state t
o up

Connected 0:21:19 Auto detect TCRJIP

< Datloi mo ta cho interface (Interface description)

bat 161 mo ta cho interface, cau triac nhu sau:

Router (config) #interface <interface>

Router (config-if) #description <M6 td cho interface>
Vi du:

Router (config) #interface fastethernet 0/0

Router (config-if) #description Ket noi voi LAN Sales
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Lab 1-2. PASSWORD RECOVERY

2

% Khdi phuc mit khau cho Router

Qua trinh khoi dong cua router da duoc dinh trudce. Sau qua trinh POST va nap hé

diéu hanh I0S, router s& nap cu hinh hoat dong trong NVRAM. Céc cau hinh nay khong chi
chira thong tin giao thirc dinh tuyén, dia chi ma con chtra mat khau cua router.

Mat khau dugc phuc hdi bang cach bo qua nodi dung file ciu hinh (configuration file)

trong NVRAM trong qué trinh khoi dong. Viéc bo qua cdu hinh duoc thuc hién bang cach
stra d6i ndi dung thanh ghi cau hinh (configuration register) ctia router. Liic nay router s&
khong cdu hinh chira mat khau can phuc héi. Khi d3 vao dugc router, ngudi ding c6 thé xem
mat khau trong NVRAM va c6 thé sir ding, xoa hay thay doi chung.

Viéc phuc héi mat khau (password recovery) khac nhau doi vdi cac dong router, tong

quat cach thuc hi¢n nhu sau:

Néi console vao router

Tét router va bat lai.

Phai ngit qua trinh khoi dong cua router va dwa nd vé monitor mode.

Tai monitor mode, cau hinh router sao cho router khoi dong ma khong doc ndi dung
file cAu hinh trong NVRAM.

Khéi dong lai router.

Sau khi router khéi dong lai, mat khéu s& khong con tac dung. Vao privileged mode,
xem, thay d6i, hay xoa NVRAM mat khau.

Vao global configuration mode va dit lai thanh ghi dé router khoi dong tir NVRAM.
Nap lai router. Luc nay mét khéu da biét.

Luu y: Khoi phuc mat khau chi ¢ thé thuc hién trén terminal (PC) gan tryc tiép véi cong

console cua router.

% Cach thue hién khdi phuc méat khau cho Cisco Router:

o Tit router va bit lai
Nhan ngat (Ctrl+Break) tai dong xuét hién dung lugng bd nhd RAM cua Router.
(Luu y rang d6i v6i cac chuong trinh terminal to hop phim ngat khac nhau. Phd
bién 1a HyperTerminal dung t6 hop phim Ctrl+Break dé ngit.)

e Liuc nay router vao monitor mode, thwc hién l¢nh confreg 0x2142
rommon l>confreg 0x2142

® Router sé nhic phadi reset lai dé thay déi cé tic dung, danh Iénh reset tai diu
nhac:
rommon 2>reset
Router s€ nap lai. Luc nay router da bo qua céu hinh trong NVRAM. . )

e Dung Iénh show running—configuration dé xem cau hinh hién tai. Cht y rang cau
hinh khong chira loai mat khau nao. Pay 1a cau hinh mic dinh cta router khi bo
qua file cau hinh trong NVRAM:
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Current conﬁguration:
|

version 11.2

|
line con 0 < khong cé mat khéu
line aux 0

line vty 0 4

login

|

end

Néu mubn xem mat khau hién tai va tiép tuc st dung no, dung 1énh show startup—
configuration. Tir cdu hinh ban c6 thé thiy enable mat khau va console mat khau la

“cisco”. Néu mat khau da ma hod ban s€ phai thay doi hay xo4 no.

Router#sh start

Using 355 out of 30712 bytes
!
hostname Cisco3600
!
enable pass cisco < enable mét khéu
!
no ip classless
!
line console 0

mét khéu cisco < Login méat khéu
login

line aux 0

line vty 0 4

login

|

end

o Chép ciu hinh NVRAM vao running configuration bang lénh
Routerfcopy start run
Vao mode config bang 1énh
Routerf#fconfig terminal

Dt lai mat khadu mai. Nhan Ctrl-Z dé thoat khoi configuration mode khi hoan tat.

Dénh 1énh write memory hoic copy run start dé luu cau hinh.

o Budc cubi cing thay déi thanh ghi cdu hinh (configuration register) dé router nap

tir NVRAM.
Xem cau hinh thanh ghi hién tai:

New&tar
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Router#show version
éénfigpration register is 0x2142
- Thay doi thanh ghi
Router#config terminal
Router (config) #config-register 0x2102
Router (config) ffexit
- Dung Iénh show version dé xem anh hwéng caa cai dit méi
Router#show version
Egnfiguration rggister is 0x2142 (will be 0x2102 at next reload)
- Danh I¢énh reload dé nap lai router va lam cho gia tri thanh ghi méi c6 tac dung. Ban
khong can phai luu thay doi.
Router#reload
® Router sé khéi dpng lgi. N6 sé liy cdu hinh tir NVRAM, mdt khiu ciia router biy
gio di biét va ban cé thé truy cdp vao privileged mode ciia router

% Khoi phuc mat khau cho switch (switch password recovery)

e Tit Switch, bat lai

e Press mode button (3s)

e Thuc hién cac 1énh sau
Switch:flash init
Switch:load helper
Switch:dir flash:
Switch:rename flash:config.text flash:config.old
Swtch:boot
Switch#rename flash:config.old flash:config.text
Switch#copy flash:config.text running-config
Dung 1énh show run dé xem password hoic doi password méi.

Switch#copy run start

% Xéa cAu hinh switch
Switch#delete vlan.dat

Switch#erase startup-config

Switch#reload
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Lab 1-3. BACKUP & RESTORE CISCO I0S

BAEKUR 8 Y&juter vao TETP server: Router#copy flash tftp

Nap I0S tir TEGE yaaRoyiro
% Yeéu cau f0/0 192.168.1.1/24

PC chay TFTP server ndi véi router trong ciing mang LAN. IOS image méi s& chta trong

PC

72
%

s& truyén qua Cisco router bang giao thic truyén] TFTP. PC hoat dong nhu TETP
15 TETDP ﬁ]iﬁnf

CAu hinh

CAu hinh IP cho TFTP server va router nhu mé hinh
Dung 1énh show version dé tim phién ban ctia IOS hién c6. Lénh nay cung cip mot sd
thong tin nhu dung lugng bd nhé va image cta router
Xem ndi dung bd nhé flash dung 1énh show flash
Pbé chic chan c6 thé truy cap dugc TFTP server & dia chi 192.168.1.254, dung 1énh
ping dé kiém tra.
Khi d3 kiém tra két ni ¢én TFTP server, ta bat dau nap I0S méi vao router bang 1énh
copy tftp flash

RouterA#copy tftp flash
Sau khi qué trinh nap hoan tat, ta kiém tra noi dung cua bd nh¢ flash béng Iénh show
flash
Sau khi nap xong hé diéu hanh cho router, nén kiém tra lai tinh trang cac file hién c6
trong flash bang show flash hodc dir flash:

< Nap I0S cho router mit I0S:

Kiém tra két ndi dén TFTP server.
Thuc hién cac 1énh sau trén Router:

Rommon>IP ADDRESS=192.168.1.1
Rommon>IP SUBNET MASK=255.255.255.0
Rommon>DEFAULT GATEWAY=192.168.1.254

Rommon>TFTF SERVER=192.168.1.254

Rommon>TFTP FILE= c2960-lanbase-mz.122-35.SE5.bin
Rommon>sync

Rommon>tftpdnld

% Nap IOS cho Switch mit 10S:

Két ndi voi switch qua cong console
Switch: copy xmodem: flash:tenfile
& ctra s6 hyper Terminal chon

Transfer/Send File...
Chon IOS va giao thirc xmodem
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I Send File

Filenarme:

Folder: C:\Documents and SettingzhS aomohDeskiop

|I::"~D|:u:uments and Settingz\S aomoihDeskiophc? | [ Browsze... ]

Protocal;

| nodern

vl

Send l [

Cloze ” Cancel ]

1My Docdiment:

Lab 1-4

D& = 3 B rewall™
— |pfessional
g\r more —— Concatenate (display) file(s) i
1My Camputer rename —— Rename file s product!
. reset —— Reset the system
rmdir —— Delete empty dlr(s)
set —— Set
set_bs — Set 4 andemﬁle send for asd
set_param —— Set 4 B B
sleep —— Pausgq sending [C: ts and lanb. 12235, | et?
—— MORE —-— P
trap —— Causq Packet [27470 | Eror checking: [CRC ] S
type —— Concq =
unset —— Unset] Reties: o | Total retries: |0
version —— Displl ‘
Last error: vert to =
é switch: flash_init C
"_lfwa,“', Inlt’l]glfl:fégg E;azifreé File: EEREERREERRERRRERRRRRRENE [3433K of 5101K [E
Setting console baud Elapsed: | 01:1328 | Remaining: | 00:35:42 | TI [797cps |
switch: load_helper B
switch: copy xmodem:
modem—1K transfer now...

Begin the Xmodem or X
ccce

Connected 1:16:41 Auto detect | 9600 8-N-1

Khi qué trinh copy da hoan thanh

Str dung 1énh switch:boot flash:tenfile dé switch khoi dong lai véi hé diéu hanh vira

duoc copy vao switch

= asd - HyperTarminal
Fils Ecit View Cal Teansfer Help

iD= B DB W rewall
pressional
3 rux D <date> private-config, ot irtemet
& “rux  H222784 <date> c2960— lﬂnbase mz 122 35.8E5.bin s producti
5 —-rux 1310 <date> config. text
7 drux <date> c2960— lﬂnbasE mz.122-35.SES

Loading *

24177152 bytes available (8336896 bytes used)

switch: boot flash:c2960-lanbase-mz. 122 35. SE5 bi
“flash:c2960-1anbase—mz.122-35 . SES .

et to =

CRACERARREERRERE_

AUto detect 9600 &-N-1

Tl DocumentL - Micrazof.

S0 mieam
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Cisco Discovery Protocol (CDP) 1a giao thtic riéng cua Cisco. N6 dugc dung dé thu

thap thong tin vé céac thiét bi 1an can. Khi st dung giao thuc CDP, ta c6 thé biét duoc thong

tin phan cimg, phan mém cua cac thiét bi lang giéng. Thong tin nay rat hiru ich trong qua trinh

xu 1y su ) hay kiém soat cac thiét bi trong mot h¢ théng mang. Giao thitc CDP mac dinh

dugce bat trén cac thiét bi caa Cisco.

Swwitcha

Using Cisco Discovery Protocol

RouterA

SwitchB

ITomfFormation for mSpecific neighlbhors
CDPEP dmnterface mtoatus and configur=amtidon
CDP neidighlbhors esntbtries

CoOP statistiocs

RouterA(config) #fnce ocdEe xzuan
RouterA(config) #finterface Se=rialO/ 0/0
RouterA (config—3i£f) #no cdE enalsle

—re s

e D¢ tit chirc ning CDP trén toan bd cac cong cua Router:

Routerf#config terminal
Router (config) #no cdp run

e D¢ bat chirc nang CDP trén toan bd cac cong cia Router:

Router#config terminal
Router (config) #cdp run

e Dé tit chuc nang CDP trén mot interface cua Router, ta vao interface d6 va st
dung 1énh no cdp enable

Vidu:

Routerf#config terminal

Router (confiqg) #interface fastethernet 0/0

Router (config-if) #no cdp enable
e D¢ bat chic nang CDP trén mét interface cua Router, ta vao interface do va s

dung 1énh cdp enable.

Vi du:

Router#config terminal

Router (config) #interface fastethernet 0/0

Router (config-if) #cdp enable
e (Cac cau lénh hién thi thong tin cdp

Router#show
Router#show
Router#show
Router#show
Router#show
Router#show

% Kiém tra két ndi v6i cac 1énh Telnet, Ping, Traceroute

cdp
cdp
cdp
cdp
cdp
cdp

interfaces
traffic
neighbor
neighbor detail
entry *

e Lénh Telnet: Kiém tra két ndi ting application(application layer)

e Lénh ping: Kiém tra két nbi tang Network (network layer)

¥ nghia ciia mot sd két qua hién thi cta lénh ping

Router#ping

! Successful echo reply
: Timed out waiting for reply
U Destination unreachable

New&tar
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Network congestion
Interrupted

Unknown packect type
& Packet TTL exceeded

e Lénh traceroute: Kiém tra sy hoat dong tang Network (network layer)

Using the show cdp neighbors Command

SwitchA RouterA RouterB

10.3.3.2 10.3.3.1

SwitchB

10.2.2.2 ¢

RouterA#fshow cdp neighbors

Capability Codes: . i , B - Source Route Bridge
S - Switeh, H - Host, I - IGMP, r - Repeater

Local Intrfce Holdtme Capability Platform Port ID
SwitchA £a0/0 s T WS-C2960- £a0/2
RouterB s0/0/0 R S I 2811 s0/0/1

Chuwong 2. PIA CHI IPv4

Churong nay dé cdp dén dia chi IP, cdu triic, phdn 16p dia chi, ky thudt chia mang con.
Hoc xong chwong nay, nguoi hoc co kha nang:

Trinh bay dwoc vai tro cua dia chi IP trong mang
Trinh bay dwoc cau triic dia chi IP, phén 16p dia chi IPv4
Trinh bay va van dung dwoc cac ky thudt chi mang con

Hoach dinh dwoc dia chi IP cho mét so do mang
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1. Giéi thiéu
bia chi IP 1a dia chi dugc dung dé dinh danh cho mot dbi tuong trén mang. Cac ddi tuong
nay cé thé 1a may tinh, may in, camera, di€n thoai...goi la cac thiét bi nguoi dung cudi “end-
user devices” hay la cac “host”.
Céu trac dia chi IP gdm 2 phan:
Network.Host
C6 khi nguoi ta goi 1a Net ID va Host ID, nghia 1a phan dinh danh cho phan Network va

phan dinh danh cho Host. Céc dia chi IP c¢6 cuing phan Network goi 1a ciing mang. Cac dija chi
IP trén mot mang 13 duy nhét.

2. Phan 16p dia chi IPv4

Pia chi IPv4 c6 32 bit, chia lam 4 phén (octet), ngdn cach nhau boi diu “”, duogc biéu
dién duéi dang thap phan hodc nhi phan. Pia chi I[Pv4 dugc chia thanh 5 16p: A, B, C, D, E

Trong do:

e (Caclop A, B, C dugce dung dé gan cho céac host
e Lop D laldp dia chi multicast

e [ op E khong dung

+ Dac diém cuaa cac lép

o Lop A (class A):

Oxxxxxxx .| Host || Host || Host

- Danh 1 octet dau tién lam phan Network, 3 octet con lai lam phan host
- Bit dau tién ctia octet ddu tién phai 13 bit 0
- Mot mang 16p A c6 thé danh cho 2724 -2 = 16.777.214 (*) host
Nhur vay: octet dau tién c6 c6 tri:
- 00000000 dén 01111111 (viét dudi dang nhi phan)
- Hay tir 0 dén 127 (viét dudi dang thap phan)
Luu y:
- Gia trj du tién 00000000 khong ding
- Giatri cudi: 0111111 (127) duge dung lam dia chi loopback

Két luén: Pia chi 16p A c6 octet dau tién mang gia tri 00000001 dén 01111110 (hay tir 1 dén
126)
Vidu: 10.10.10.1

00001010.00001010.00001010.00000001
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e Lop B (class B):

100K XXX __ Host |.| Host

- Danh 2 octet dau tién 1am phan Network, 2 octet con lai lam phan host

- 2 Bit dAu tién cta octet du tién phai 14 bit 10

- Mot mang 16p A c6 thé danh cho 2716 -2 = 65.534 (*) host
Nhu vy: octet dau tién c6 co tri:

- 10000000 dén 10111111 (viét du6i dang nhi phan)

- Hay tir 128 dén 191 (viét du6i dang thap phan)
Vi dy: 172.16.10.1

10101100.00010000.00001010.00000001

e Lop C (class C):

- Danh 3 octet dau tién 1am phan Network, 1 octet con lai lam phan host
- 3 Bit déu tién ctia octet dau tién phai 13 bit 110
- Mot mang 16p A c6 thé danh cho 28 -2 = 254 (*) host
Nhu vay: octet dau tién co co tri:
- 11000000 dén 110111111 (viét dudi dang nhi phan)
- Hay tir 192 dén 223 (viét du6i dang thap phan)
Vi dy: 192.168.1.1
11000000.10101000.00000001.00000001
e Lop D (class D): Dia chi lop D 1a dia chi Multicast
- 4 Bit dau tién cta octet dau tién phai 1a bit 1110
Nhu vay: octet dau tién cé c6 tri:
- 11100000 dén 111011111 (viét dudi dang nhi phan)
- Hay tir 224 dén 239 (viét du6i dang thap phéan)
Vi du: 224.0.0.5
1110000.00000000.00000000.00000101
e Lop E (class E): Chua sir dung
5 Bit dau tién ctia octet du tién phai 1a 11110

(*): Trong mdi mang: ¢6 2 dia chi khong dung dé gan cho cac host
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- Dija chi mang (network address): 14 dia chi ma tat ca cic bit & phan Host dé 14 bit 0

- Dia chi Broadcast (broadcast address): 1a dia chi ma tat ca cac bit & phén Host dé la
bit 1

3. IP public va IP private
Day dia chi IP private (RFC 1918)
o Class A:10.0.0.0 — 10.255.255.255

o ClassB:172.16.0.0 »172.31.255.255
0o Class C: 192.168.0.0 — 192.168.255.255
4. Subnet Mask

Subnet Mask ¢ chiéu dai bit béng v6i dia chi IP dugce dung dé chi ra trong mot dia chi IP
nhitng bit nao thudc phan Network va nhitng bit nao thudc phan Host. Trong dé, cac bit 1 chi
ra twong (mg cac bit thudc phan Network va céac bit O chi ra twong tng céac bit thudc phan
Host.

Subnet mask dugc biéu dién dudi dang: (1) 4 octet gidng nhu dia chi IP hodc (2) /n véin 1a
s6 bit 1am phan Network.

Subnet Mask méc dinh (Default Subnet Mask) cho cac 16p IP nhu sau:
— Class A:255.0.0.0 hoac/8
— Class B: 255.255.0.0 hoac /16
— Class C: 255.255.255.0 hoac /24
5. K¥ thuit chia mang con

- Subneting 12 mot k¥ thuat cho phép tao ra nhiéu mang con (subnetworks) tir mot mang
16n (major network). Véi ki thuat nay cho phép tao ra nhiéu mang con (subnetwork)
v6i s6 lugng host it hon, phtt hop cho nhu cau sir dung va tbi wu cho hé thong.

- Dé thyc hién diéu nay, nguoi ta sir dung mot sd bit & phan Host-1D tham gia vao phan

Network-ID.
neTwork| susnet [THOSTI]

Ta c6 mot so tinh chat can luu y nhu sau:

e Néu goi n 1a s6 bit muon & phan Host dé chia subneting thi s mang con
(subnetwork) c6 thé chia 13 2"

e Goi m la s bit con lai con lai ctia phan host thi s6 host cho mdi mang con 14 2™-2

e n+m = sd bit phan host ciia mang ban dau.
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6. K¥ thuat VLSM

VLSM (Variable Length Subnet Mask) la k¥ thuat chia mang con trong d6 cac mang con
(subnet) ctia cing mot mang ban ddu (major network) sau khi chia c6 chiéu dai Subnet mask
(s6 bit thudc phan network) khéc nhau.

=
S0 172.16.14.132/30
A 172.16.1.0/24

172.16.14.32/27

172.16.14.136/30

172.16.14.64/27 % 4172.16.0.0/16

172.16.2.0/24

% .
Tc 21172.16.14.140/30 R
g

172.16.14.96/27

Trong mo hinh trén st dung subnet 172.16.14.0/24 chia thanh cac subnet nho hon (sub-
subnet) vai cac subnet-mask /27 va /30.

VLSM duogc sir dung trong cac giao thirc dinh tuyén:

- OSPF
- IS-1S
- EIGRP
-RIP v2
- Static route

7. Mt s6 dang bai tap IP

a) Dang 1. Xac dinh dia chi mang ciia mgt dia chi IP cho trudéc

% Phuong phap 1: Ap dung cong thic

Network Address = IP Address AND Subnet Mask

Ta c0: Subnet Mask = /28 = 255.255.255.240
Bay gio thuc hién phép AND gitra IP va Subnet Mask:
e Nhan xét:
1 AND x =X
0 AND x =0
Trong d6: x=0 hoac x=1
e Taco: 255 (thap phan) ddi ra hé nhi phan 1a: 11111111 (8 bit 1)
e Do vay: 192.168.12.158 AND 255.255.255.240
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3 octet dau ta dugc két qua 14 192.168.12. (do 255.255.255 — tat ci la bit 1)
Bay gio chi can thuc hién phép AND giita 158 va 240. Ta d6i sang nhi phan va thuc
hién phép AND
158 (thap phan)= 10101 1 1 0 (nhi phan)
240 (thap phan)=111100 0 0 (nhi phén)

10100000 (nhiphan)= 144 (thdp phan)
Két luan: 192.168.12.144/28 14 dia chi mang can tim.

% Phuong phap 2: dung tinh ghét: dia chi mang (network address) la dia chi ma tét cd cdc
bit phan Host (Host_id) déu la bit 0.
Budc 1: Xac dinh dudng ranh gi6i gitra phan Net ID va Host_ID trong dia chi IP dwa vao
Subnet Mask.

Budc 2: Xéc dinh gid tri cia octet chira duong ranh gidi

Budce 3: Cho tat ca cac bit phan Host ID = 0 — Xac dinh dia chi chi mang.

b) Dang 2. Xac dinh day dia chi IP ciia myt mang

Budc 1: Xéc dinh duong ranh gi6i gitta phan Network va Host dya vao Subnet Mask
Budc 2: Xac dinh gia tri ctia octet chira duong ranh gidi

Budc 3: Xéc dinh IP dau va IP cudi ctiia dua vao cac bit phan Host.

Vi du: Tim day IP cia mang c6 chua cia dia chi IP: 192.168.12.158/28

Octet 4:

128 64 32 1618 4 2 1

1 01 0]l]0000O0 = dia chi mang
0001 -145(thapphan)

Gittnguvéen | ...

1110 -2 153(thapphéan)
11 1 1 - diachibroadcast

Diy dia chi IP can tim 1a: 192.168.12.145/28 — 192.168.12.158/28

8. Bai tap

1. Dia chi IP nao sau day la dia chi thudc 16p B (class B)?
A. 10.10.10.1
B. 100.128.254.1
C. 190.162.41.1
D. 192.168.12.1

2. bia chi IP nao sau day la dia chi dang Private?

A. 11.11.11.11
B. 172.30.150.1
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C. 172.50.30.1
D. 193.120.56.1

™

DAO TAO CHUYEN GIA MANG

3. Cho dia chi IP cia mot may tinh

IP: 192.168.1.190
Subnet mask: 255.255.255.128

Tim dja chi mang ma mady tinh nay thudc vé ?

4. Cho so @6 mang

Switch Router

bia chi IP nac .o wo) oo thé duge gan cno workstation A

moow»

192.168.1.143/28
192.168.1.144/28
192.168.1.145/28
192.168.1.159/28
192.168.1.160/28

5. Nhirng dia chi IP nao sau day la dia chi public

A

mo o w

F.

10.172.13.65
172.16.223.125
172.64.12.29
192.168.23.252
198.234.12.95
212.193.48.254

6. Ban dang tao diy dia chi DHCP cho mang con (subnet) 192.168.1.32/28. Mang con gom
cac may Windows 2003, Windows XP, va 2 may Linux. Hai may Linux dugc gan dia chi
IP tinh 16n nhat thudc mang con nay. Gateway duoc gan dia chi IP tinh nho nhét cua
mang con nay. Xac dinh day dia chi IP nao ma ban s€ tao trén DHCP server?

7. Cho so d6 mang,

172.16.10.179/28 NET-2

3> O Dia chi MAC:
s PC-1: 0000.0000.1111
FTP PC-2: 0000.0000.2222
Server PC-3: 0000.0000.3333
FTP server: 0000.0000.4444
Router-Fa0/0: 0000.0000.5555
PC-3 Router-Fa0/1: 0000.0000.6666

- Pia chi PC-1 va PC-2 lan luot 1a dja chi IP dau tién va cudi cung trong mang NET-1

- Dia chi caa PC-3 va FTP-Server lan luot dia chi IP dau tién va cudi cung trong mang

NET-2

a) Xac dinh dia chi IP cho PC-1, PC-2, PC-3, FTP-Server?
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b) PC-1 dang ping toi FTP-Server. X4c dinh cac dia chi MAC nguén, MAC dich va IP
nguon va IP dich trong frame ma FTP-Server nhan duoc?

Chuwong 3. PINH TUYEN

~ Chwong nay trinh bay mot $6 van dé co ban vé dinh tuyén, phan loai dinh tuyén, dic
diém cua mot so giao thucc dinh tuyen pho bien va cach cau hinh trén thiét bi cua Cisco. Hoc
xong chwong nay, nguoi hoc co kha nang:

® Phan biét duwoc dinh tuyén tinh va dinh tuyén dong

e Phdn biét dwoc giao thirc dinh tuyén dang distance-vector, link-state, classful va
classless

e Trinh bay dwoc dac diém cua cac giao thurc RIP, OSPF, EIGRP
o Cdu hinh dinh tuyén tinh, dinh tuyén déng bang cdc giao thire RIP, OSPF, EIGRP

1. Gi6i thigu

Dinh tuyén 1a chirc ning cua router giup xac dinh qua trinh tim dudng di cho cac goi tin tir
nguodn t&i dich thong qua hé thong mang

Router dua vao dia chi IP dich (destination IP) trong cac goi tin va st dung bang dinh
tuyén (routing table) dé xac dinh dudng di cho ching.
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Network Interface or Next hop
172.16.12.0/30 Connected — S0/0/1
10.10.10.0/24 Connected — Fa0/0

192.168.10.0/24 172.16.12.1
192.168.20.0/24 172.16.12.1

1

Bang dinh tuyén
172.16.12.0/30

. 5 @ Fa0/0| ™

: 57 |=
s0/0/0 sojo/ w

P. Nhan sw

192.168.20.0/24)

Bang dinh tuyén
Network Interface or Next hop
P. Kinh doanh 172.16.12.0/30 Connected — S0/0/0
192.168.10.0/24 Connected — Fa0/0
192.168.20.0/24 Connected —Fa0/1
10.10.10.0/24 172.16.12.2

Trong bang dinh tuyén, mdi mang ma router c6 thé chuyén di (mang dich) thé hién bang
mot dong. Mdi mang nay c6 duoc ¢ thé do ching dang két ndi truc tiép voi router dang xét
hay router hoc dugc thong qua viéc cAu hinh dinh tuyén.

2. Phén loai dinh tuyén
C6 hai loai dinh tuyén 13 : dinh tuyén tinh va dinh tuyén dong
2.1.  Pinh tuyén tinh — static routing

Dinh tuyén tinh 1a loai dinh tuyén ma trong do router str dung cac tuyén dudng di tinh
dé van chuyén dit liéu di. Cac tuyén dudng di tinh nay c6 dugc do ngudi quan tri cau hinh thu
cbng vao céc router.

CAu hinh:
R(config) #ip route <destination-net> <subnet-mask> <NextHop|OutPort>
Trong do:
destination-network: 1a dia chi mang can di toi
subnet-mask: subnet mask cua destination-network
next-hop: dia chi IP cua router ké tiép két ndi truc tiép v4i router dang xét
OutPort: cong clia router ma packet sé di ra

Vi du: Céu hinh trén router Cisco A dé hoc mang 172.16.1.0/24

172.16.1.0
255.255.255.0
S0
172.16.2.2
— 172.16.2.0
- ' * 172.16.2.1
re Clisco i Cisco B

_-—-z-—_'u d ‘ hirc dinh tu él’l
(Eac glao t 1 Yy
_¢~ So ? 1at dén mang dich, khong

S 172.16.1.0
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con dudng nao khac phai chon lya. Khi d6, ta s& cu hinh dudng default route cho hé théng
mang.
+ Default route

Default route ndm & cubi bang dinh tuyén va duoc sir dung dé giri cac goi tin di trong
truong hop mang dich khong tim thiy trong bang dinh tuyén. N6 rat hitu dung trong cac mang
dang “stub network” nhu két ndi tir mang ndi by ra ngoai Internet.

Internet

203.113.115.

203.113.115.2

R1(config)#ip route0.0.0.0 0.0.0.0 203.113.115.1
holc
R1{config)#ip route0.0.0.0 0.0.0.0 S0/0/0

2.2.  Pinh tuyén dong

Dinh tuyén dong 1a loai dinh tuyén ma trong d6 router sir dung cac tuyén duong di dong
dé van chuyén dir lidu di. Cac tuyén duong di dong nay c6 dugce do cac router sir dung cac
giao thire dinh tuyén dong trao ddi thong tin dinh tuyén voi nhau tao ra.

Mot sb giao thue dinh tuyén dong phé bién: RIP, OSPF, BGP,...
Giao thuc dinh tuyén dong chia lam hai loai 1a distance-vector va link-state

e Distance vector

6’3@@

v &)\

Bang dinh Bimg dinh Bang dinh Bang dinh
tuyén R1 tuyén R2 tuyén R 3 tuyén R4

Giao thure dinh tuyén thudc loai nay nhu RIP,...

Céc router dinh tuyén theo Distance vector thyc hién giri dinh ky toan bo bang dinh
tuyén ctia minh va chi giri cho céc router lang giéng két ndi truc tiép v6i minh.

Cac router dinh tuyén theo Distance vector khong biét duoc duong di dén dich mot
cach cu thé, khong biét vé cac router trung gian trén dudng di va cu trac két ndi giira ching.

Béang dinh tuyén 13 noi luu két qua chon duong tét nhat cia mdi router. Do dé, khi
chung trao ddi bang dinh tuyén v6i nhau, cac router chon duong dua trén két qua da chon ctia
router lang giéng. Mdi router nhin hé théng mang theo su chi phdi ctia céc router lang giéng.
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Céc router dinh tuyén theo distance vector thuc hién cap nhét théng tin dinh tuyén
theo dinh ky nén ton nhiéu bing thong dudng truyén. Khi ¢ su thay d6i xdy ra, router nao
nhan biét sy thay d6i dau tién s& cap nhat bang dinh tuyén cta minh trude roi chuyén bang
dinh tuyén cap nhét cho cac router lang giéng.

e Link state

E_-..-------"-’Trao déi LsA
Co si dir liéu
' JUml
'-.~> Thuit toin tim e

duong di ng:fm nhit

Kétqua 0 bang dinh tuyén

Céc giao thirc dinh tuyén thudc loai nay nhu OSPF, IS-IS

Trong cac giao thic dinh tuyén link-state, cac router s& trao doi cac LSA (link state
advertisement) v6i nhau dé xay dung va duy tri co s dit liéu vé trang thai cac duong lién két
hay con goi 1 co s¢ dit lidu vé cau tric mang (topology database). Cac thong tin trao ddi
duoc guri dudi dang multicast.

Nhu vay mdi router déu c6 mot cai nhin déy du va cu thé vé ciu tric cia hé théng
mang. Tir d6 mdi router s& ding thuat toan SPF dé tinh toan chon dudng di tt nhat dén timg
mang dich.

Khi cac router dinh tuyén theo link-state da hoi tu xong, né khong thuc hién cap nhat
dinh tuyén dinh ky ma chi cap nhat khi ndo c6 sy thay doi xay ra. Do d6 thoi gian hoi tu
nhanh va it tén bing thong.

Giao thirc dinh tuyén theo link-state c6 hd trg CIDR, VLSM nén ching 1a mét chon
Iyra t6t cho cac mang 16n va phuc tap. Nhung dong thoi né doi hoi dung lugng bd nhd 16n va
kha nang xur Iy manh cta CPU cua router.

Pé dam bao 1a cac database luén cap nhat thong tin moi, trong cac LSA nay dugc
danh thém chi sb sequence. Chi s sequence duoc bit dau tir gia tri initial dén gia tri Max-
age. Khi mot router nao d6 tao ra mot LSA, né s& dat gia tri sequence bang initial. Mdi khi
router guri ra mQt phién ban LSA update khac, né sé tang gid tri d6 1én 1. Nhu vay, gia tri
sequence cang cao thi LSA update cang moi.

Néu gia tri sequence nay dat dén max-age, router s€ flood LSA ra cho tat ca cac router
con lai, sau d6 router d6 sé set gia tri sequence vé initial.

% Ngoai cach phéan chia cac giao thirc dinh tuyén dong theo hai loai : distance vector va
link-state nhu ching ta da tim hi€u bén trén, cac giao thuc dinh tuyén con dugc phan
thanh hai loai, d6 1a classfull routing protocol va classless routing protocol.

e Classfull routing protocol
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Céc giao thirc dinh tuyén nhom classfull khéng quang ba subnet-mask cing véi dia chi
dich trong cac goi tin cdp nhat dinh tuyén (routing update). Do d6, khi router nhin dugc cac
update nay, router phai 1y gia trj network-mask mic dinh c6 cing véi dia chi 16p mang cua
dia chi dich.

Néu dia chi dich dugc két ndi truce tlep véi router, network-mask duogc lay cung voi
mask dugc cAu hinh trén interface két ndi dén mang d6. Néu dia chi dich khong nbi truc tiép
(disconnected), router sé& lay dia chi subnetmask default cua dia chi dich.

e Classless routing protocol

Céc giao thuc dinh tuyén thudc nhom classless s& quang ba subnet —mask cing véi dia
chi dich trong cac goi tin cap nhat dinh tuyén.

% Hai tham sd quan trong trong dinh tuyén: Metric va AD
v Metric

La tham sd duoc sit dung dé chon duong tdt nhat cho viéc dinh tuyén. bay la gia tri ma
bat ky giao thirc dinh tuyén nao ciing phai dung dé tinh toan dudong di dén mang dich.

Trong truong hop cé nhiéu dudong di dén mot mang dich thi duong di nao c6 metric thap
nhat s& duoc lua chon dé dua vao bang dinh tuyén. Mdi giao thic dinh tuyén c6 mot kiéu
metric khac nhau.

v AD

AD (Administrative Distance) 13 gia tri quy udc dung dé chi do tin cdy cua cc giao thirc
dinh tuyén, giao thirc ndo c6 AD nhé hon s& duoc xem la dang tin cdy hon. Trong truong hop
router hoc duoc mot mang dich théng qua nhiéu giao thirc dinh tuyén khac nhau, thi tuyén cua
giao thue dinh tuyén nao c6 AD nho nhét thi s& duge lya chon va dua vao bang dinh tuyén.

3. Ciu hinh dinh tuyén ddng — distance vector
31. RIP

RIP 14 mét giao thirc dinh tuyén theo kiéu distance-vector. Hop count dugc sir dung lam
metric cho viéc chon duong. Néu c¢6 nhiéu duong dén cung mot dich thi RIP s€ chon duong
nao co so hop-count (so router) it nhat.

Néu hop-count 16n hon 15 thi packet bi loai bo. Mic dinh thoi gian update 1a 30 gidy.
Administrative Distance la 120.

RIP c6 hai phién ban la RIPv1 va RIPv2.
RIPv1:

RIPvI 13 mot giao thic dinh tuyén theo kiéu distance-vector va 1a mot giao thtrc dinh
tuyén theo 16p (classfull routing protocol). Metric ctia RIP 14 hop-count. Cap nhat dinh tuyén
theo chu ky mac dinh la 30 gidy. Hop-count t61 da dé chuyén goi 1a 15.

RIPv1 khéng hd trg VLSM va mang khong lién tuc (discontigous network).

Cic cau Iénh ciu hinh
Router(config)#router rip
Router(config-router)#network network_number
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RIPv2:

RIPv2 1a mot phién ban cai tién ciia RIPvl. RIPv2 la giao thic dinh tuyén dang
classless, nghia 13 c6 giri thong tin subnet-mask qua cip nhat dinh tuyén. N6 hd trg VLSM, hd

trg chtng thuc trong cac cap nhat dinh tuyén.
RIPv2 cép nhat dinh tuyén dang multicast, sir dung dia chi 16p D 224.0.0.9.
- Metric cia RIPv2
Gidng nhu RIPv1, RIPv2 sir dung metric 1a hop-count.
- CAu hinh RIPv2
Router (config) #router rip
Router (config-router) #fversion 2
Router (config-router) #network network-number
Vi du:

192.168.12.0/24 192.168.23.0/24 172.16.20.0/24

router rip
wversion 2

network 172.16.0.0
network 192.168.12.0 network 192.168.23.0

router rip
version 2
network 172.16.0.0

no auto-summary router rip no auto-summary
version 2

network 192.168.12.0
network 192.168.23.0
no auto-summary

Bang so sanh gitta RIPv1 va RIPv2

Pic diém RIPv1 RIPv2
Loai dinh tuyén Classful Classless
Ho trg VLSM va mang khong lién tuc Khéng Co
Gui kém Subnet-mask trong ban tin c4p nhat dinh tuyén | Khong Co
Quang ba thong tin dinh tuyén Broadcast | Multicast
HO tro tom tit cac tuyén thu cong Khéng Co
Hb tro ching thuc Khong Co
Dinh nghia trong RFC RFC 1058 RFC 1721,
1722, 2453

- Mang khong lién tuc (discontiguous network): 1a mang ma trong dé cac mang con
(subnet) cua cung mot mang 16n (major network: 1a mang theo dung 16p) bi ngin cach boi

“major-network” khac.
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192.168.12.0/30

172.16.10.0/24 172.16.20.0/24

% Chirng thuc trong RIPv2

Chung thyc trong dinh tuyén 13 cach thirc bao mat trong viée trao d6i thong tin dinh
tuyén gitra cac router. Néu c¢6 cau hinh chimg thyc thi cac router phai vuot qua qua trinh nay
trudce khi cac thong tin trao doi dinh tuyén dugc thuc hién. RIPv2 ho tr¢ hai ki€u ching thuc
la: “Plain text” va “MDS5”

e Chung thuc dang “Plain Text”: con goi l1a “Clear text”

Qua trinh chimg thyc chi don gian 13 cac router dugc ciu hinh mot khoa (password) va
trao doi ching dé so khép. Cac khoa nay duoc gii dudc dang khong ma hoa trén duong
truyén.

Céc budc cau hinh:
Buwoc 1. Tao bo khoa
Router (config) #key chain <name>
Buwoc 2. Tao cac khoa
Router (config-keychain) #key <key-id>
Router (config-keychain-key) #key-string <password>
Buée 3. Ap dat vao cong giri ching thuc
Router (config) #interface <interface>
Router (config-if)#ip rip authentication key-chain <name>

Vi du: Cau hinh ching thyc trong dinh tuyén RIPv2 dang “Plain Text”

192.168.12.0/30

(S T 2
172.16.10.0/24I @ —— 7 2 Jd 172.16.20.0/24
Fa0/0 R1_/so/0/0 o $0/0/0 Fa0/0

Rl (config) #key chain newstar

Rl (config-keychain) #key 1

Rl (config-keychain-key) #key-string ccna

Rl (config) #interface S0/0/0

Rl (config-if)#ip rip authentication key-chain newstar
R2 (config) #key chain newstar2

R2 (config-keychain) #key 1

R2 (config-keychain-key) #key-string ccna

R2 (config) #interface S0/0/0
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R2 (config-if)#ip rip authentication key-chain newstar2
e Chirng thuwec dang MD5
Dang ching thuc nay s& guri thong tin vé khoa dd dugc ma hoa giup cac thong tin trao
ddi duge an toan hon. Céc budc ciu hinh tuong tu nhu dang “Plain Text”, chi c6 khac & budc
3 phai thém 1 1énh sau:
Router (config-if)#ip rip authentication mode md5
Vi du: Str dung lai m6 hinh mang trong vi du ching thuc dang “Plain Text”, ching ta s&
cAu hinh chtmg thyc dinh tuyén RIPv2 biang MDS5 véi tén bo khoa 13 “spks” va mat khau 1a
“]123456” trén R1 va tén bo khoa 13 “cnrt” va mat khau 1a “723456” trén R2
Rl (config) #key chain spkt
Rl (config-keychain) #key 1
Rl (config-keychain-key) #fkey-string 123456
Rl (config) #interface S0/0/0
Rl (config-if) #ip rip authentication mode md5

Rl (config-if) #ip rip authentication key-chain spkt

R2 (config) #key chain cntt

R2 (config-keychain) fkey 1

R2 (config-keychain-key) #fkey-string 123456

R2 (config) #interface S0/0/0

R2 (config-if)#ip rip authentication mode md5

R2 (config-if)#ip rip authentication key-chain ecntt

% Céac Iénh kiém tra ciu hinh

R#debug ip rip

R#show ip route
3.2. OSPF

OSPF (Open Shortest Path First) 1a mot giao thirc dinh tuyén dang link-state, st dung
thuat toan Dijkstra  Shortest Path First (SPF)” dé xay dung bang dinh tuyén.

OSPF mang nhitng dic diém cua giao thirc link-state. N6 ¢6 wu diém 13 hoi tu nhanh,
hd tro duoc mang co kich thude 16n va khong xay ra routing loop. La giao thirc dinh tuyén
dang classless nén hd trg VLSM va mang khong lién tuc (discontigous network). OSPF str
dung dia chi multicast 224.0.0.5 va 224.0.0.6 (DR va BDR router) dé giri cac thong diép hello
va update.

Bén canh d6 OSPF con sir dung area dé giam yéu cau vé CPU, memory cia OSPF
router ciing nhu luu lwong dinh tuyén. OSPF con c¢6 kha niang hd trg chimg thuc dang plain-
text va dang MDS5.

< Metric caia OSPF
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OSPF sir dung metric 12 cost. Cost ctia toan tuyén duoc tinh theo cach cong don cost doc
theo tuyén dudng di cta packet. Cach tinh cost duoc IETF dua ra trong REC 2328.

Cost dugc tinh dya trén bing thong sao cho toc d6 két ndi cua dudng link cang cao thi
cost cang thap dua trén cong thirc 108/bandwidth véi gia trj bandwidth dugc cu hinh trén mbi
interface va don vi tinh 1a bps.

Tuy nhién, ching ta c6 thé thay dbi gia tri cost. Néu router ¢ nhidu dudng dén dich ma
cost bang nhau thi router s& cAn bang tai trén cac dudng d6 (t6i da 1a 16 dudng). Nhitng tham
s6 bat budc phai gidng nhau trong céc router chay OSPF trong mot hé thdng mang d6 1a
Hello/dead interval, Area — ID, authentication password (néu c6), stub area flag.

% Cac loai moi truong OSPF

e Multiple access (ethernet)

e Point-to-point

e NBMA (Non-Broadcast Multiple Access)

% Qua trinh xiy dung bang dinh tuyén ciia OSPF
e Cac OSPF gui cac goi hello dinh ky dé thiét 1ap quan hé lang giéng (neighbor). Géi tin
hello mang cac thong tin thuong luong véi cac router neighbor trudc khi thiét 1ap quan
hé adjacency. Trong mang da truy cép, giao thirc hello s& bau ra DR va BDR. DR va
BDR s¢ thiét 1ap mdi quan hé adjacency voi tat ca cac router khac va nhitng router nay
chi trao d6i thong tin voi DR va BDR. Trong mang point-to-point khong can chon DR
va BDR.

e MSJi router nhan mot LSA tir neighbor véi co so dit lidu vé trang thai cac dudng lién
két (link-state database) cuia neighbor d6 va giri mot copy ctia LSA t6i tat ca neighbor
khac cua no.

e Bing cach flooding cac LSA cho toan by mot area, tt ca router s& xay dung chinh xac
link state database. Khi database dugc hoan tit, mdi router sir dung thuat toan SPF dé
xay dung nén cay SPF.

e MJi router s& xay dung nén bang dinh tuyén tir ciy SPF. Két qua 1a mdi router s& ¢
thong tin vé duong dén tat ca cac mang dich trong hé théng mang.

% Qua trinh biu chon DR va BDR

Qua trinh bau chon lién quan dén 2 tham sb: d6 wu tién (priority) va router ID. Tham s6
priority dwoc chon trudc tién, gia tri priroity nam trong khoang tir 0 dén 255. Néu priority dat
14 0 thi router nay s& khong tham gia vao qué trinh bau chon DR/BDR. Router nio c6 c6 do
vu tién cao nhit s& dugc chon 1a DR, cao thir hai s& 1a BDR. Mic dinh gia tri priority OSPF 1a
1. Khi gia tri priority dé bang nhau thi OSPF s& bau chon DR duya vao tham s tht hai la
router ID.

Trong hé théng mang ding OSPF khong cdu hinh cong interface loopback thi gia tri
router ID duoc chon 1a gia tri dia chi IP 16n nhét cua cac interface dang hoat dong (active
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interface) ctia router. Néu c6 cong loopback thi cong loopback dugc chon, trudng hop co
nhiéu cong loopback thi chon céng loopback nao c6 dia chi IP cao nht.

< Céau hinh OSPF
e Khoi tao tién trinh dinh tuyén OSPF
Router (config) #router ospf <process-id>
e Chon cong tham gia vao qua trinh trao ddi thong tin dinh tuyén
Router (config-router) #network <address> <wildcard-mask> area <area-id>
Trong do:
- Process-id: chi sé tién trinh cua OSPF, mang tinh chit cuc b, c6 gia tri 1 dén 65535.
- Address: dia chi cong tham gia dinh tuyén
- Wildcard mask: diéu kién kiém tra giita dia chi cdu hinh trong address va dia chi cac
cong trén router, tuong ung bit 0 — phai so khop, bit 1 — khong can kiém tra.
- Area-id: ving ma cong tuong (mg thudc vé trong kién triic OSPF.
Vi du:

OSPF Area 0
172.16.10.0/24 192.168.12.0/24 192.168.23.0/24 172.16.20.0/24

1 i 2 1

router ospf l
network 172.16.10.1 0.0.0.0 area 0O
network 192.168.12.1 0.0.0.0 area 0

% Cac cau 1énh kiém tra cAu hinh OSPF
Router#show ip protocol
Router#show ip route
Router#show ip ospf interface
Router#show ip ospf neighbor
Router#debug ip ospf events
Router#debug ip ospf packet
+ Chirng thyc trong OSPF
Giao thticc OSPF ho tro hai dang ching thuc la: “Plain Text” va MD5
e Chumg thyc bang “Plain Text”
CAu hinh giita hai cong cta 2 router ndi truc tiép v6i nhau dé chung thuc giita chung
trude khi trao doi thong tin dinh tuyén. Mat khau gui chung thuc khong duge ma hoa.

R(config)#interface <interface>
R(config-if) #ip ospf authentication
R(config-if)#ip ospf authentication-key <password>

e Chimg thyc bang MD5

Newélar 48




CCNA R&S NewStar

Trén cong clia router giri thong tin ching thuc céu hinh 1énh sau:

R(config)#interface <interface>
R(config-if) #ip ospf authentication message-digest
R(config-if) #ip ospf messages-digest-key 1 md5 <password>

Vi du 1: Cho mo6 hinh mang sau.
Yéu cau: CAu hinh OSPF cho céc router RA, RB va RC (Area 0) trong md hinh mang sau dé

quang ba cac thong tin dinh tuyén. C4u hinh chimg thuc dang “Plain Text” va MD5 giira 2
router: RA va RB v&i mat khau 1a “cisco”.

193.1.1.0/24
so/o/o0 S0/0/1

150.1.1.0/24 150.1.2.0/24

Hwéng din ciu hinh:

Buéce 1: Cdu hinh co ban (ddt hostname, dia chi IP cho cdc cong: Serial, FastEthernet)
Bu6e 2: Cdu hinh giao thire dinh tuyén OSPF trén moi router

RA (config) #router ospf 1
RA (config-router) #network 150.1.1.0 0.0.0.255 area 0
RA (config-router) #fnetwork 193.1.1.0 0.0.0.255 area 0

RB(config) #router ospf 1
RB (config-router) #network 193.1.1.0
RB (config-router) #network 193.1.2.0

(@]
(@]
(@]

.255 area 0
.255 area 0

(@]
(@]
(@]

RC (config) #router ospf 1
RC (config-router) #network 150.1.2.0 0.0.0.255 area 0
RC (config-router) #fnetwork 193.1.2.0 0.0.0.255 area 0

Bude 3.1. Cdu hinh chirng thwc dang “Plain Text” giita 2 router: RA va RB

RA (config) #int S0/0/0
RA (config-if) #ip ospf authentication
RA (config-if) #ip ospf authentication-key cisco

RB (config) #int S0/0/1
RB(config-if) #ip ospf authentication
RB (config-if) #ip ospf authentication-key cisco

Buée 3.2 Cau hinh chimg thiee dang MDS5 giita 2 router: RA va RB

RA (config) #int S0/0/0
RA (config-if) #ip ospf authentication message-digest
RA (config-if) #ip ospf messages-digest-key 1 md5 cisco

RB (config) #int S0/0/1
RB (config-if) #ip ospf authentication message-digest
RB (config-if) #ip ospf messages-digest-key 1 md5 cisco
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Buoc 4. Kiém tra cau hinh
Thuc hién cac cau 1énh sau dé kiém tra cau hinh

show ip route:xem bang dinh tuyén
debug ip ospf event:xem qua trinh cap nhat dinh tuyén cua OSPF

Vi du 2: Dinh tuyén dong — OSPF

193.1.2.0/24
sofo/o

1 [Fa0/0
150.1.1.0/24 150.1.2.0/24
Areal Area 2

% M6 ta

e RA,RB, RC sir dung OSPF dé quang ba thong tin dinh tuyén

e Cac router cau hinh OSPF va quang b4 tat ca cac mang ndi truc tiép. Tir Router RA,

RB v RC ta ping dugc hét cac dia chi trong mang.
% Cac buérc thue hién
e Dat hostname, dia chi IP cho cac céng trén router.
e Cau hinh giao thic dinh tuyén OSPF trén mdi router

RA (config) #router ospf 1
RA (config-router) #network 150.1.1.0 0.0.0.255 area 1

RA (config-router) #network 193.1.1.0 0.0.0.255 area 0
RB(config) #router ospf 1

RB (config-router) #network 193.1.1.0 0.0.0.255 area 0
RB (config-router) #network 193.1.2.0 0.0.0.255 area 0
RC (config) #router ospf 1

RC (config-router) #fnetwork 150.1.2.0 0.0.0.255 area 2
RC (config-router) #fnetwork 193.1.2.0 0.0.0.255 area 0

+ Kiém tra cau hinh
Thuc hién cac cau 1énh sau dé kiém tra cau hinh
Router#show ip route: xem bang dinh tuyén

Router#ping: kiém tra két ndi
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33. EIGRP

EIGRP la giao thtrc dinh tuyén do Cisco tao ra, chi hoat dong trén cac thiét bi cua Cisco.
EIGRP 1a mét giao thirc dinh tuyén lai, né vira mang nhitng dic diém cua “distance vector”
vira mang mot s6 dic diém cua link-state”. EIGRP 1a dang dinh tuyén “classless”.

EIGRP hd trg VLSM va CIDR nén st dung hiéu qua khong gian dia chi, st dung dia
chi multicast (224.0.0.10) dé trao d6i thong tin cap nhat dinh tuyén.

# Cach tinh metric cua EIGRP

K2*BW
(256 — load))

K5
(reliability + K4)

Meric .., = |:K1 *BW + +K3* Delay:| *

Véi K1, K2, K3, K4, K5 1a hang s6
Mac dinh: K1=1, K2=0, K3=1, K4=0, K5=0
Do do, ta co:
metric = bandwith + delay
Nhitng xtr 1y co ban ctia EIGRP trong viéc hoc cac mang dich:
e Cac router phat hién cac lang giéng ctia nd, danh sach cac lang giéng duoc luu giir
trong “neighbor table ”.
e MSJi router sé trao doi cac thong tin vé ciu triic mang véi cac lang giéng ctia no.
e Router dit nhitng thong tin vé ciu trac hé thong mang hoc dugc vao co sé dir lidu vé
cau truc mang (topology table).
e Router chay thuat toan DUAL véi co s¢ dit licu da thu thdp dugc ¢ budc trén dé tinh
toan tim ra duong di tot nhat dén moi mdt mang trong co s dir lidu.
e Router dit cac duong di tét nhat dén mdi mang dich vao bang dinh tuyén.

e Trong EIGRP c6 hai tuyén ta can quan tim 1a “successor route” va “fessible successor
route”.

v Successor route: 1a tuyén duong di chinh duoc st dung dé chuyén dit liéu dén
dich, dugc luu trong bang dinh tuyén. EIGRP cho phép chia tai tdi da trén 16
duong (mic dinh 1 4 duong) dén mdi mang dich.

v Fessible successor route: 1a duong di du phong cho duong di chinh va dugc luu
trong bang cau trac mang (topology table).
< EIGRP chéng “routing loop”

“Routing loop” 13 mot tré ngai rat 16n trong céc giao thirc dinh tuyén dang “distance
vector”. Céac giao thirc dinh tuyén dang “link-state” vuot qua van dé nay bang cach mdi
router déu nam giit toan bd cAu trac mang. Trong giao thire EIGRP, khi tuyén dudng di chinh
gip su cd, router c6 thé kip thoi dit dudng di du phong vao bang dinh tuyén dong vai trd nhu
duong di chinh.
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Truong hop khong c6 duong di du phong, EIGRP str dung thuat toan DUAL cho phép
router guri cac y€u cau va tinh toan lai cac duong di dén dich.
< Chu hinh EIGRP
- Bwéc 1. Kich hoat giao thirc dinh tuyén EIGRP
Router (confiqg) #router eigrp <autonomous-system>
~ Trong d6: autonomous-system: co gia tri tur 1 dén 65535, gia tri nay phai giébng nhau &
tat ca cac router trong h¢ thong chay EIGRP
- Buéc 2. Chon cong tham gia vao qua trinh trao doi théng tin dinh tuyén
Router (config-router) #network <network-number>
Trong d6: network-number 1a dia chi cng theo ding 16p mang ciia nd.
DPé quang b4 cac mang con va hd trg mang khong lién tuc, chung ta phai st dung 1énh
Sau:
Router (config-router) #no auto-summary
Vi du: Cau hinh dinh tuyén EIGRP cho mé hinh mang sau

172.16.10.0/24 192.168.12.0/24 192.168.23.0/24 172.16.20.0/24

E{ ) F U 2
IW “t g ~s0/o/1 I

router eigrp 100 router eigrp 100
network 172.16.0.0 network 172.16.0.0
network 192.168.12.0 network 192.168.23.0
no auto-summary no auto-summary

router eigrp 100
network 192.168.12.
network 192.168.23.
no auto-summary

o o

% Cac ciu 1énh kiém tra ciu hinh EIGRP
Router#show ip eigrp neighbors
Router#show ip eigrp topology
Router#show ip route eigrp
Router#show ip protocols
Router#show ip eigrp traffic

% Chirng thuc trong EIGRP

EIGRP chi hd trg mot dang chting thuc 1a MDS5.

Trén cong cua router giri thong tin ching thyc cau hinh 1énh sau:
R(config) #key chain <keychain>
R(config-keychain) #key <key-id>

R(config-keychain-key) #key-string <password>

R(config)#interface <interface>
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R(config-if) #ip authentication mode eigrp <AS> mdb

R(config-if) #ip authentication key-chain eigrp <AS> <keychain>

Vi du: C4u hinh ching thyc cho giao thirc dinh tuyén EIGRP giira hai router R1 va R2.

3.4.

EIGRP A5 100

1 Fa0/0 FaOlO@ 1 |
Fa0/1\_R1_J 1 282 Jraon |

192.168.12.0/24
172.16.20.0/24 / 192.168.10.0/24

e Hudng din ciu hinh

- CAu hinh co ban: hostname, dia chi IP cho céc céng trén cac router.
- C4u hinh dinh tuyén EIGRP AS 100

Rl (config) #router eigrp 100

Rl (config-if) #network 192.168.12.0
Rl (config-if) #network 172.16.0.0
Rl (config-if) #no auto-summary

R2 (config) #router eigrp 100

R2 (config-if) #network 192.168.12.0
R2 (config-if) #network 192.168.10.0
R2 (config-if) #no auto-summary

- C4u hinh chimg thuc

R1 (config) #key chain my keychainl
Rl (config-keychain) #key 1
Rl (config-keychain-key) #key-string cisco

Rl (config) #interface fa0/0
Rl (config-if)#ip authentication mode eigrp 100 mdb
Rl (config-if) #ip authentication key-chain eigrp 100 my keychainl

R2 (config) #key chain my keychain2
R2 (config-keychain) #key 1
R2 (config-keychain-key) #fkey-string cisco

R2 (config) #interface fal/0
R2 (config-if)#ip authentication mode eigrp 100 md>
R2 (config-if) #ip authentication key-chain eigrp 100 my keychain2

e Kiém tra cau hinh: Dung céc 1énh sau

show ip eigrp neighbors
show ip eigrp interfaces details
show key chain

Redistribution giira cac giao thirc dinh tuyén

Néu mot hé théng mang chay nhiéu hon mét giao thirc dinh tuyén, ngudi quan tri can

mot vai phuong thirc dé phan phdi cac duong di cia mot giao thiic nay vao mét giao thirc
khac. Qua trinh d6 goi 1a phan phdi giira cac giao thic dinh tuyén (redistribution).
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172.16.20.0/24

(2R Noon (2
5"/"/} o000 s “'so/nln

A OSPF Area 0 -a
5"/” [V \50/0/0
() (2%)
w FaOIO
RIP 172.16.20.0/24
EIGRP
AS 100

Phan phdi dinh tuyén dinh nghia cach thirc trao d6i thong tin dinh tuyén giita cac giao
thire dinh tuyén. Mdi giao thuc dinh tuyén c6 cach tinh toan “metric” khac nhau, do d6 khi
thuc hién qua trinh phan phdi thi dang “metric” s& duoc chuyén ddi sao cho phi hop véi giao
thirc dinh tuyén d6 dé cac giao thirc d6 c6 thé quang ba cac duong di cho nhau.

e Phan phdi dinh tuyén giita RIP va OSPF
- Quang ba cac tuyén hoc dugc tir OSPF vao RIP
Router (config) #router rip
Router (config-router) #fredistribute ospf 1 metric <number>
Luu y: Do RIP str dung metric co gia tri t6i da 1a 15 nén gia tri <number> trong 1énh trén
cling phai nhd hon 15.
- Quang bé cac tuyén hoc duoc tir RIP vao OSPF
Router (config) #router ospf <process-id>
Router (config-router) #fredistribute rip metric <metric> subnets

Vi du: Cho m6 hinh mang sau

192.168.12.0/30 192.168.23.0/30
S0/0/0 _ spj0/0 S0/0/1

172.16.10.0/24 10.10.10.0/24

OSPF RIPV2

MG ta yéu cau:
v RA, RB sir dung OSPF dé quang céo thong tin dinh tuyén
v RB, RC sir dung RIP dé quang c4o thong tin dinh tuyén
v Tu RA, RB, RC ping duoc hét cac dia chi trong mang
Cac buorc thuc hién:

v/ Dit hostname, dia chi IP cho cac céng trén router.
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v/ Céu hinh giao thtrc dinh tuyén OSPF trén mdi RA va RB
RA (config) #router ospf 1
RA (config-router) #network 172.16.10.0 0.0.0.255 area 0
RA (config-router) #network 192.168.12.0 0.0.0.3 area 0
RB (config) #router ospf 1
RB(config-router) #network 192.168.12.0 0.0.0.3 area 0
RB (config) #router rip
RB (config-router) #version 2
RB (config-router) #network 192.168.23.0
RB (config-router) #no auto-summary
RC (config) #router rip
RC (config-router) #version 2
RC (config-router) #network 192.168.23.0
RC (config-router) #network 10.0.0.0
RC (config-router) #no auto-summary
v/ Céu hinh phan phdi dinh tuyén
Pé RC thiy duoc RA, ta thuc hién cac 1énh sau:
RB(config) #router rip
RB(config-router) #fredistribute ospf 1 metric 3
Tuong tu: dé RA thay RC
RB(config) #router ospf 1
RB (config-router) #fredistribute rip metric 100 subnets
v Kiém tra cAu hinh
Thuc hién cac cau 1énh sau dé kiém tra cAu hinh
Router#show ip route:xem bang dinh tuyén
Router#ping: kiém tra két ndi
e Phén phdi dinh tuyén giita RIP va EIGRP
- Quang ba cac tuyén hoc dugc tir EIGRP vao RIP
RB (config) #router rip
RB(config-router) #fredistribute eigrp <AS> metric <number>
- Quang ba cac tuyén hoc duoc tir RIP vao EIGRP
RB (config) #router eigrp <AS>
RB(config-router) #redistribute rip metric BW DL L R MTU

Trong d6: BW, DL, L, R, MTU tuong ung véi cac thong $6 trong metric cia EIGRP
(trir MTU). Tuong tu, ching ta c6 thé suy luan ra phuong phap dé phan phdi cac tuyén hoc
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duoc tir mot giao thirc ndy sang mot giao thirc khac 1a phai tudn theo thong sé vé metric cua
giao thirc ma ta s& phan phdi vao.

Vi du:
192.168.12.0/30
Fao/o | .1
172.16.10.0/24 10.10.10.0/24
EIGRP AS 100 RIPv2
Mo ta

v RA, RB st dung EIGRP d¢ quang co thong tin dinh tuyén
v RB, RC sir dung RIP dé quang cao thong tin dinh tuyén
v T RA, RB, RC ping duoc hét cac dia chi trong mang
Cac buée thuce hién
v/ Dat Hostname, dia chi IP cho cac céng trén router.
v Cau hinh giao thirc dinh tuyén EIGRP trén mdi RA va RB
RA (config) #router eigrp 100
RA (config-router) #network 172.16.0.0
RA (config-router) #network 192.168.12.0
RA (config-router) #no auto-summary
RB (config) #router eigrp 100
RB (config-router) #network 192.168.12.0
RB (config-router) #no auto-summary
RB (config) #router rip
RB (config-router) #version 2
RB (config-router) #network 192.168.23.0
RB (config-router) #passive interface S0/0/0
RC (config) #router rip
RC (config-router) #version 2
RC (config-router) #fnetwork 10.0.0.0
RC (config-router) #fnetwork 192.168.23.0
Pé RC théy duoc RA, ta thuc hién céc 1énh phan phéi dinh tuyén:
RB (config) #router rip

RB (config-router) #redistribute eigrp 100 metric 3
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Tuong tu: dé RA thay RC
RB (config) #router eigrp 100
RB(config-router) #redistribute rip metric 100 1 255 255 1500
% Kiém tra
Thyc hién céc cau 1¢nh sau dé kiém tra cdu hinh
show ip route:xem bang dinh tuyén
ping: kiém tra két ndi
4, DHCP
Dich vu DHCP cung cép dia chi IP tu dong cho céc thiét bi trong mang. Pay 1a mot dich

vu duogc sir dung phd bién don gian héa trong viéc cdu hinh, quan 1y dja chi trong mang.
DHCP hoat dong theo dang Client/Server. May cha déng vai trd DHCP server duoc cu
hinh cac tham s dé cép phat. Cac tham ) gém: Tén, dia chi mang, day dia chi cép phat,
default-gateway, dia chi DNS, thoi gian nguoi dung st dung dia chi IP nay.
% Nguyén tic hoat dong:
Qué trinh trao doi thong tin gitra DHCP server va DHCP client trong truong hop chiing nam
cing mién quang ba dién ra nhu sau:
0 Budc 1: DHCP client giri goi tin DHCPDISCOVER dang broadcast dén DHCP
Server
0 Budc 2: DHCP Server gui lai goi DHCPOFFER dang broadcast cho DHCP client
0 Budc 3. DHCP Client gui goi DHCPREQUEST dang broadcast cho DHCP server
o Budc 4. DHCP Server gti goi DHCPACK dang broadcast cho DHCP client

Trong truong hop DHCP server va DHCP client nam khac mién quang b4, thi can thiét
phai str dung mot thiét bi trung gian dé chuyén tiép yéu cau tir DHCP client dén DHCP server.
Béi vi, trong trudong hop nay cac goi tin (local) broadcast tir client bi router chan nén sé khong
dén duoc DHCP server.

5. Tinh sin sang va dy phong

e Load balancing
K thuat Load Balancing (cAn bang tai) 1a mot k§ thuat phan phéi luu luong cong viée qua hai
hay nhiéu mdy tinh, lién két mang, CPU, 6 clmg hodc céc tai nguyén tac dé co thé sir dung
dugc t6i wu cac tai nguyén hé thong, giam thiéu thoi gian phan tmg, tranh qua tai, lam ting do
tin cay trong trong cac hoat dong cta hé thong. Cac thanh phan dugc st dung trong ki thuat
can bang tai c6 thé 1 phan cimg hay phan mém

e High Availability (HA)

HA (d6 sin sang) trong hé théng mang 13 mot k¥ thuat tao ra tinh ning du phong (backup)
trong hoat dong truyén thong trén mang.
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Su két hop cua hai ky thuat HA va Load Balancing tao nén mgt hé théng mang co6 tinh dyu
phong hé théng trén ca cac thiét bi phan cimg (Router, Switch, Firewall,...) hay thiét bi phan
mém (Server Clustering,...) dong thoi thuc hién chic ning chia tai, nang cao hiéu qua trong
viée sir dung tai nguyén hé thong va cong viéc quan tri mang.

e HSRP

Mo hinh HSRP gdm 2 hay nhiéu Router. Trong d6 mot Router ludn & trang thai hoat dong goi
la Activer Router va cac router du phong goi la Standby Router.

Moi router sit dung mot do wu tién (priority), mac dinh 1a 100. Dya vao tham ) Priority,
Router ndo ¢ chi sd Priority cao nhit s& tré thanh Active Router va nhiing Router con lai 1a
Standby Router.

e VRRP

Ciing twong ty nhu HSRP, VRRP cling sir dung nhiéu Router. Trong d6, c6 mdt Router dugc
chon lam Master va cac Router con lai goi 1a Backup. M6 hinh st dung nhiéu nhom VRRP s&
hd trg thém tinh nang tdn dung cac Router chua lam viéc va can béng tai cho hé théng.

e GLBP

La giao thic cta Cisco. Gidng nhu HSRP, trong nhém GLBP ciing bau chon mot Active
Router goi 1a Active Virtual Gateway (AVG) va cac router con lai goi 1a Backup Router cho
AVG. AVG gén timg Virtual MAC address dén mdi Router. Mdi router sau khi duogc gan dia
chi MAC s& dam nhén nhiém vu dinh hudng goi tin, dugc goi 1a Active Virtual Forwarder
(AVF)

6. Tong két chwong

Trong chuwong nay dé cap dén mot sé van dé co ban va dinh tuyén. Pinh tuyén 1a qua
trinh tim dudng di cho cac goi tin tir noi giri dén noi nhan. Qua trinh dinh tuyén duoc phan
1am 2 loai 14 dinh tuyén tinh va dinh tuyén dong.

Dinh tuyén tinh 13 qué trinh dinh tuyén sir dung céc tuyén duoc cdu hinh thi cong boi
nguoi quan tri mang, con dinh tuyén dong la qua trinh dinh tuyén duogc thuc hién béng cac
giao thire dinh tuyén dong.

Trong dinh tuyén dong nguoi ta phan ra lam 2 dang: distance-vector va link-state.
Ngoai ra, dinh tuyén con duoc chia thanh 2 kiéu 1a classful va classless.

RIPv1 14 giao thirc dinh tuyén dong theo dang distance-vector va 1a giao thirc dinh
tuyén theo kiéu classful, c6 nghia 1a khéng mang theo thong tin subnet-mask trong cac théng
tin cap nhat dinh tuyén va moi router nhin hé théng mang theo sy chi phéi cua cac router lang
giéng. RIPv2 1a mét giao thirc dinh tuyén cai tién tir RIPv1, mang cac dic diém cua loai giao
thuc distance-vector. Tuy nhién, RIPv2 thugc nhom giao thuc classless. Do d6, né con mang
mét s tinh chat nhu hd tro VLSM va mang khong lién tuc.

OSPF 1a moét giao thue dinh tuyén loai link-state, thugc nhom giao thire classless. OSPF
duogc stir dung trén cac mang 16n, phuc tap. EIGRP 1a mét giao thie lai gitra distance-vector
va link-state. EIGRP thugc nhom giao thirc classless.’
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7. Cau héi va bai tap

7.1. Cac cau nao sau day noi vé dac diém cua giao thirc dinh tuyén loai "distance vector” va

"link-state™?

A. Cac giao thirc dinh tuyén loai “distance vector” giri toan bd bang dinh tuyén cho céc
router lang giéng c6 két noi truc tiép voi nd.

B. Cac giao thurc dinh tuyén loai “distance vector” giri ban cap nhat thay dbi dén cac
mang dugc liét ké trong bang dinh tuyén

C. Céc giao thirc dinh tuyén loai “link-state” giri toan bd bang dinh tuyén cho cac router
khéc trong mang

D. Céc giao thtc dinh tuyén loai “link-state” giri cac cap nhat vé trang thai két ndi cho

cac router khac

7.2. Giao thirc dinh tuyén nao mac dinh st dung hai tham s6 "bandwidth" va "delay" lam
metric?

A
B.
C.
D.

RIP

OSPF

EIGRP

Dinh tuyén tinh

7.3. Cac ciu nao sau day 1a dung cho cic giao thire dinh tuyén thudc loai “classless™?

A
B.
C.
D.

Khoéng chay dugc trong mang khong lién tuc (discontiguous network)
HO tro mang VLSM
RIPv1 la giao thuc thudc “classless”

RIPv2 1a giao thure thudc loai “classless”

7.4. "Default route” ding dé lam gi?

A.

N6 dugce st dung khi cac giao thirc dinh tuyén khong sir dung dugc.

. N6 dugc nha cung cap dich vu (ISP) cdu hinh dé giri dit liéu cho cac d6i tac qua mang.

B
C.
D

N6 duoc sir dung khi géi tin giri t6i mang dich khong co trong bang dinh tuyén.

. N6 dugc cau hinh thu cong dén cac mang khac ma cac giao thirc dinh tuyén chua cau

hinh.

N6 duogc dung dé gui cac goi tin dén cac "stub network".

7.5. Céc cAu nao sau ddy mo ta diing vé giao thirc dinh tuyén RIP?

A

RIPv1 khéng hd trg ching thuc trong cap nhat thong tin dinh tuyén. RIPv2 hd tro
chung thuc trong cép nhat thong tin dinh tuyén.

. RIPv1 khéng hd trg quang ba cac duong di qua mang WAN. RIPv2 hd trg quang ba

cac duong di qua LAN va WAN.
RIPvI khong gui kém thong tin “subnet-mask™ trong ban tin c@p nhat dinh tuyén.
RIPv2 gui kém thong tin “subnet-mask” trong ban tin cap nhat dinh tuyén.

RIPv1 dinh thoi gui thong tin cap nhat dinh tuyén qua dia chi IP multicast:224.0.0.10.
RIPv2 dinh thoi gui thong tin cap nhat dinh tuyén qua dia chi IP multicast: 224.0.0.9.
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E.

RIPvl st dung "hold-down timer" va "split horizon" dé chong tinh trang "routing
loop”. RIPV2 khong yéu cau "hold-down timer" hay "split horizon" dé chong "routing
loop™.

7.6. Mot router hoc duge duong di dén mot mang dich 131.107.4.0/24 bang RIP va OSPF.
Ban ciing cau hinh thém bang dinh tuyén tinh trén router nay dén mang 131.107.4.0/24.
Router s€ chon duong di nhu thé nao dé chuyén dir li¢u di?

A

B.
C.
D.

Puong di hoc dugc tir RIP
buong di hoc duogc tir OSPF
Puong di hoc duge tir dinh tuyén tinh

Chia tai di trén ca 3 duong nay

7.7. Gia tri AD (Administrative Distance) mac dinh cia OSPF la

A
B.
C.
D.

1
90
110
120

7.8. Cac dic diém nao dudi ddy 1a cua cac giao thirc dinh tuyén thudc loai link-state?

o w>»

E.

Cung cip thong tin toan dién vé hé théng mang
Trao d6i bang dinh tuyén véi cac lang giéng.
Tinh toan dudng di ngan nhat

Co tinh nang “trigger update”

C6 tinh nang cap nhat dinh thoi

7.9. Router R1 dang chay giao thuc dinh tuyén RIP, thong tin bang dinh tuyén duoc hién thi
nhu sau:

Gateway of last resort is 10.1.2.2 to network 0.0.0.0
10.0.0.0/24 is subnetted, 2 subnets

10.1.3.0 [120/1] wvia 10.1.2.2, 00:00:00, Serial0/O0
10.1.2.0 is directly connected, Serial0/0

10.1.5.0 is directly connected, Serial0O/1

Q o 9w

10.1.6.0 is directly connected, FastEthernet0/0

R* 0.0.0.0/0 [120/1] wvia 10.1.5.5, 00:00:00, SerialO/1

Duya vao thong tin trén, néu ta thuc hién 1énh ping dén dia ghi 10.1.8.5 tir may tinh c6 dia chi
10.1.6.100, thi router R1 xtr ly cac goi tin ICMP nay nhu thé nao?

o w>»

Cac goi tin s€ bi loai bo
Céc goi tin s& duoc chuyén ra cong S0/0
Céc goi tin s& duoc chuyén ra cong S0/1

Céc goi tin s& duoc chuyén ra cong Fa0/0
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E. Cac géi tin s& dugc chuyén dén gateway 10.1.2.2
7.10. Giao thtrc dinh tuyén OSPF dung khai niém khu vuc (area). Pac diém ctia OSPF area la
gi?
M&bi OSPF area can cu hinh cong loopback
Céc area co thé duoc gan gia tri tir 0 dén 65535
Area 0 con goi la area backbone

Kién trac phan cip OSPF khong yéu cau nhiéu area

mo o w >

Céc area phai két noi vé area 0

F. OSPF don ving phai ciu hinh 12 area 1
8. Lab: Pinh tuyén

Lab 3-1 STATIC ROUTING
10.0.1.0/24 10.0.2.0/24
S0/0/0 ~ S0/0/1 S0/0/0 oo

> Yau ciu 2
.1I A , o Fao/0| .1
hinh static route trén cac routerA, routerB, routerC

172 1810 hoat dong nhu DCE, routerA 1a DTE 172.16.20.0/
e Tur cic router, ta phai c6 thé ping duoc tat ca cac dia chi trong mang.

% Cau hinh

A

o

Buéc 1: CAu hinh co ban (céu hinh hostname, dia chi IP cho céc interface, ...)
e Ciu hinh routerA
Router (config) #hostname routerA
routerA (config) #interface serial 0/0/0
routerA (config-if)#ip address 10.0.1.1 255.255.255.0
routerA (config-if) #no shutdown
routerA (config-if) #exit
routerA (config) #
e Ciu hinh routerB
Router (config) #hostname routerB
routerB (config) #interface serial 0/0/0
routerB (config-if) #ip address 10.0.2.1 255.255.255.0

routerB (config-if) #no shutdown

routerB (config-if) #interface serial 0/0/1
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routerB (config-if)#ip address 10.0.1.2 255.255.255.0
routerB (config-if) #clock rate 64000
routerB (config-if) #no shutdown
routerB (config-if) #exit
routerB (config) #
e CAu hinh routerC
Router>enable
Router#config terminal
Router (config) #hostname routerC
routerC (config) #interface S0/0/1
routerC (config-if) #ip address 10.0.2.2 255.255.255.0
routerC (config-if) #no shutdown
routerC (config-if) fexit
e Kiém tra cau hinh
St dung 1énh ping dé kiém tra ciu hinh
= Kiém tra két qua ping giira routerA véi routerB
= Kiém tra két qua ping gitra routerB v&i routerA, routerC
= Kiém tra két qua ping giira routerC véi routerA, routerB
Budéc 2: Cau hinh static route
e RouterA
RouterA (config) #ip route 10.0.2.0 255.255.255.0 10.0.1.2
RouterA (confiqg) #ip route 172.16.20.0 255.255.255.0 10.0.1.2
e Router B
RouterB (config) #ip route 172.16.10.0 255.255.255.0 10.0.1.1
RouterB (config) #ip route 172.16.20.0 255.255.255.0 10.0.2.2
e RouterC
RouterC (config) #ip route 10.0.1.0 255.255.255.0 10.0.2.1
RouterC (config) #ip route 172.16.10.0 255.255.255.0 10.0.2.1

Lab 3-2 DYNAMIC ROUTING - RIP

193.1.1.0/24 193.1.2.0/24
< Yéu ciu u S0/0/0 <o
e RouterA, RoufbrB, RouterC str.@ng RiP dé CMH&HIFEiyén
1 1p0/0 “ fa0i0 4

Netrerr— —

152.1.1.0/24 148.1.1.0/24
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Router B hoat dong nhu DCE cung cdp xung clock cho RouterA, RouterC

Céc router cau hinh RIP va quang ba tat ca cac mang ndi truc tiép. Tir router A, B va
C ta ping dugc hét cac dia chi trong mang.

< Cau hinh

Budce 1: Chu hinh co ban (dat hostname, dia chi IP cho cac céng loopback, serial,
fastethernet, ...)

e Déi véi router A

Router>enable

Router#config terminal

Router (config) #hostname RouterA

RouterA (config) #interface fal0/0

RouterA (config-if) #ip address 152.1.1.1 255.255.255.0
RouterA (config-if) #no shutown

RouterA (Config-if) #exit

RouterA (config) #interface Serial 0/0/0

RouterA (config-if) #ip address 193.1.1.1 255.255.255.0
RouterA (config-if) #clock rate 64000

RouterA (config-if) #no shutdown

RouterA (config-if) #exit

Doi véi router B

Router>enable

Router#config terminal

Router (config) #hostname RouterB

RouterB (config) #interface S0/0/1
RouterB(config-if) #ip address 193.1.1.2 255.255.255.0
RouterB (Config-if) #no shut

RouterB (Config-if) #exit

RouterB (config)#int S0/0/0

RouterB(config-if) #ip address 193.1.2.1 255.255.255.0
RouterB (config-if) #clock rate 64000

RouterB (config-if) #no shutdown

RouterB (config-if) ffexit

Poi véi router C

Router>enable

Router#config terminal

Router (config) #hostname RouterC
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RouterC (config) #interface fal0/0
RouterC (config-if) #ip address 148.1.1.1 255.255.255.0
RouterC (config-if) #no shutdown

RouterC (Config-if) #exit

RouterC (config) #interface s0/0/1
RouterC (config-if) #ip address 193.1.2.2 255.255.255.0
RouterC (config-if) #no shutdown
RouterC (config-if) #exit
Buwéc 2: CAu hinh giao thirc dinh tuyén RIP trén méi router
routerA (config) #router rip
routerA (config-router) #network 152.1.0.0

routerA (config-router) #network 193.1.1.0

routerB (config) #router rip
routerB (config-router) #network 193.1.1.0

routerB (config-router) #network 193.1.2.0

RouterC (config) #router rip
RouterC (config-router) #network 148.1.0.0
RouterC (config-router) #network 193.1.2.0

% Kiém tra:
Thuc hién cac cau 1énh sau dé kiém tra cAu hinh
Router#show ip route : xem bang dinh tuyén
Router#debug ip rip :xem qua trinh cdp nhat dinh tuyén cua RIP

Router#undebug all :dung qua trinh debug

Routerh#:2
RouteraA# unassi
Routerh# YES uns

Routern#
Routeri#
Routerhdf
Route rAdf
Routerid#
Routeridf
Routern#
Routera#show ip route

Codes: o connected, S static, R RIF, M mobile, B BGFE
D - EIGRFP, ExX - EBIGRP external, © - OSPF, IA - OSPF inter area
Wl — OSPF NESSA external type 1, N2 — OSPF NSSA external type 2
El — OSPF external type 1, E2 — OSPF external type 2
i - Is-Is, =su — IS-I8 summary, L1 — IsS-I&8 level-1, L2 - I5-I8 level-2
ia — Is-I5 inter area, * - candidate default, U - per-user static route
o — ODR, P - periodic downloaded static route

Gateway of last resort iz not set

152.1.0.0/24 is subnetted, 1 subnets

15%2.1.1.0 is directly connected, FastEtherneto/0
193.1.1.0/24 is directly connected, Seriall0/1/1
1l48.1.0.0/16 [l20/2] wvia 123.1.1.2, 00:;00:12, Serialo/1l/1
193.1.2.0/24 [120/1] wia 193.1.1.2, 00:00:12, Serialo/1l/1
Routern#

AW 00

Connected 1:23:18 Auto detect TCR{IP
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Bl Edit wiew Call Iransfer Helo
=] & =

RouteriB#o keepal
RouterB#rmatio

R

RouterB#n3Za 32

RouteriBi
RouterkB#
RouterBi#
RouteriBif
RouterBi#
RouterB#
RoutberB#
RouterBif
RouterB#show ip route

Gateway of last resort is not set

R 15z.1.0.0/1¢ [120/1] wvia 123.1.1.1,
< 193.1.1.0/24 dis directly connected,
B 148.1.0.0/16 [1l2Z0/1] wvia 153.1.2.2,
=] 123.1.2.0/24 is directly connected,

RouberB#_

Codes: C - conneckted, £ - static, R - RIP, M - mobile, B - BGF
D - BIGRF, EX - EIGRF external, O - OSPF, IA - OSFF inter area
Ml — OSPF NSSA external type 1, N2 - OGSPF NSSA external type 2
El - 0sPF external type 1, B2 - 0sPF external type 2
i - Is-Is, su - IS-I8 summary, L1 - IS-Is level-1, L2 - IS-I8 level-2
ia — Is-Is dinter area, * - candidate default, U - per-user static route
o — ODR, P — periodic downloaded static route

00:00:01, seriald/0/0
Serialos/0/0
00:00:26&, Serialld 071
Serialo/o/1

Connected 112406 Auko detect | TCRIR

HyperTerminal

File  Edit  View cal Transfer Help

(=3 &b B
Routerc# cAow
Routerc#d -

Routsrc#5—3 (122
Routerc#0, 2072

Routerc#
Route rci
Routerc#
Routerc#
RoUuterc#
RoutercH
ROULerc#
Routerc#show ip route

Gateway of last resort is notbt set

152.1,0.0/16 [120/2] wvia 1923.1.2.1,
193.1.1.0/24 [1l20/1) wia 193.1.2.1,

148.1.1.0 is directly connected,
193.1.2.0/24 iz directly connected,
Routeroi

an ==

148.1.0.0/24 is subnetted, 1 subnsts

codes: © - connected, = - static, R — RIP, M - mobile, B — BGE
D — EIGRF, ExX — EIGSRP external, O — OSPF, IA — OSPF inter area
Nl - OSPF NSSA external type 1, NWN2Z - OSPF NsSsSA external type 2
Bl - OsPF external type 1, E2 - O0SPF external type 2
i — Is-Ig, su - IS-IS summary, L1 — IS-IS level-1l, L2 - IS-IS level-2
ia - IS-Is inter arsea, * - candidate default, U - per-user static route
o — ODR, P - periodic downloaded static route

000025, sSeriald/0/0
00:00:25, Seriall0/0/0

FastEthernetoso
Serial0/0/0

Connected 1:24:41 Auto detect TCRYIP

RouterA#

Building configuration...

hostname RouterA
|

interface FastEthernet0/0

duplex auto

speed auto

Current configuration : 1426 bytes

ip address 152.1.1.1 255.255.255.0
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|
interface Serial0/1/1

ip address 193.1.1.1 255.255.255.0
|
!
router rip

network 152.1.0.0
network 193.1.1.0
!

ip classless

scheduler allocate 20000 1000
|

end

RouterB#
Building configuration..
interface Serial0/0/0
ip address 193.1.1.2 255.255.255.0
clock rate 64000
!
interface Serial0/0/1
ip address 193.1.2.1 255.255.255.0
--More-- !
router rip
network 193.1.1.0
network 193.1.2.0
!
ip http server
no ip http secure-server
!
control-plane
!
!
scheduler allocate 20000 1000
End
RouterC#

Building configuration...
Current configuration : 778 bytes
!
interface FastEthernet0/0
ip address 148.1.1.1 255.255.255.0
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duplex auto

speed auto

|
interface Serial0/0/0
ip address 193.1.2.2 255.255.255.0
clock rate 64000
|
!
router rip
network 148.1.0.0
network 193.1.2.0
!
ip http server
no ip http secure-server
!
control-plane
!
line con O
line aux O
line vty 0 4
password cisco
login
!
scheduler allocate 20000 1000
end

RouterC#

Lab 3-3. DYNAMIC ROUTING - RIPv2

193.1.1.0/24 193.1.2.0/24

A S0/0/0
< Yéu ca S0/0/1
e e e, som

. s 2 . o 67
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e RouterA, RouterB, RouterC sir dung RIPv2 dé quang ba thong tin dinh tuyén

e Céc router cau hinh RIPv2 va quang ba tat ca cac mang ndi truc tiép. Tur router A,
B va C ta ping duoc tat ca cac dia chi trong mang.

% Cau hinh

Budce 1: Chu hinh co ban (dat hostname, dia chi IP cho cac céng loopback, serial,
FastEthernet, ...)

Dbi véi router A

Router>enable

Router#config terminal

Router (config) #hostname routerA

routerA (config) #int £0/0

routerA (config-if)#ip address 150.1.1.1 255.255.255.0
routerA (config-if) #no shutown

routerA (Config-if) fexit

routerA (config) #int s0/0/0

routerA (config-if) #ip address 193.1.1.1 255.255.255.0
routerA (config-if)#clock rate 64000

routerA (config-if) #no shutdown

routerA (config-if) #exit

Dbi véi router B

Router>enable

Router#configure terminal

Router (config) #hostname routerB

routerB (config) #interface serial 0/0/1

routerB (config-if) #ip address 193.1.1.2 255.255.255.0
routerB (Config-if) #no shutdown

routerB (Config-if) #exit

routerB (config) #interface serial 0/0/0

routerB (config-if) #ip address 193.1.2.1 255.255.255.0
routerB (config-if)#clock rate 64000

routerB (config-if) #no shutdown

routerB (config-if) ffexit

Déi véi router C

Router>enable
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Router#configure terminal

Router (config) #hostname RouterC

RouterC (config) #interface fastEthernet 0/0

RouterC (config-if) #ip address 150.1.2.1 255.255.255.0
RouterC (config-if) #no shutdown

RouterC (Config-if) #exit

RouterC (config) #int s0/0/1
RouterC (config-if) #ip address 193.1.2.2 255.255.255.0
RouterC (config-if) #no shutdown
RouterC (config-if) #exit
Buwéc 2: Cau hinh giao thirc dinh tuyén RIP trén méi router
routerA (config) #frouter rip
routerA (config-router) #version 2
routerA (config-router) #network 150.1.0.0
routerA (config-router) #network 193.1.1.0

routerA (config-router) #no auto-summary

routerB (config) #router rip

routerB (config-router) #version 2

routerB (config-router) #network 193.1.1.0
routerB (config-router) #network 193.1.2.0

routerB (config-router) #no auto-summary

RouterC (config) #router rip
RouterC (config-router) #version 2
RouterC (config-router) #network 150.1.0.0
RouterC (config-router) #network 193.1.2.0
RouterC (config-router) #no auto-summary
% Kiém tra cAu hinh
Thuc hién cac cau 1énh sau dé kiém tra cAu hinh
show ip route : xem bang dinh tuyén
debug ip rip :xem qua trinh cip nhat dinh tuyén cua RIP

undebug all : dung qud trinh debug
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“& asd - HyperTerminal

File Edit Wiew Call Transfer Hslp (
0O = S B &

Fouterzf#clear ip rout *P Echos to 1%3.1.1.2, t ]

Fouterz#

Serial

*Sep 6 05:3%:29.003: RIP: sending request on FastEthernet0/0 to 224.0.0.9

*Sep © 05:3%:2%.003: RIP: sending request on Serialt/1/1 to 224.0.0.9

*Sep 6 05:3%:2%.01%: RIP: received vZ update from 153.1.1.2 on Serial0/1/1

*Sep & 05:3%9:29.015: 150.1.2.0/24 wia 0.0.0.0 in 2 hops

*Sep 6 05:39:25.019: 193.1.2.0/24 via 0.0.0.0 in 1 hops

*Sep 6 05:3%:2%.031: RIP: received vZ update from 153.1.1.2 on Serial0/1/1

*Sep 6 05:3%:25.031: 150.1.2.0/24 via 0.0.0.0 in Z hops

*Sep 6 05:39:25.031: 193.1.2.0/24 via 0.0.0.0 in 1 hops

*Sep 6 05:3%:25.03%: RIP: received vZ update from 153.1.1.2 on Serial0/1/1

*Sep 6 05:3%:25.03%9: 150.1.2.0/24 via 0.0.0.0 in Z hops

*Sep 6 05:39:29.0395: 193.1.2.0/24 via 0.0.0.0 in 1 hops

*Sep © 05:13%:30.267: RIP: received vZ update from 1%3.1.1.2 on Seriall/1/1

*Sep 6 05:3%:30.267: 150.1.2.0/24 via 0.0.0.0 in Z hops

*Sep & 05:3%9:30.267: 183.1.2.0/24 wia 0.0.0.0 in 1 hops

*Gep 6 05:3%:31.003: RIP: sending w2 flash update to 224.0.0.9% wia FastEthernet

0/0 (150.1.1.1)

*sep 6 05:3%:31.003: RIP: build flash update entries

*Sep 6 05:3%:31.003: 150.1.2.0/24 via 0.0.0.0, metric 3, tag 0

*Sep 6 05:3%:31.003: 183.1.1.0/24 wvia 0.0.0.0, metric 1, tag O

*Sep 6 05:3%:31.003: 183.1.2.0/24 wvia 0.0.0.0, metric 2, tag 0O

*Gep 6 05:3%:31.003: RIF: sending w2 flash update to 224.0.0.9% wia Serialo/s1l/1

(193.1.1.1)

*sep 6 05:3%:31.003: RIP: build flash update entries

*Sep & 05:3%:31.003: 150.1.1.0/24 wia 0.0.0.0, metric 1, tag O

~

Connected 1:51:33 Auto detect TCRITR

“& asd - HyperTerminal

File Edit Wiew Call Transfer Help
0O = & B g
Routerif#ely down o]

Routerf®#L/Z.Rout
Routeri#

Routern#

Routeri#

Routern#

Routeri#

Routern#

Routeri#

Routern#

Routerz#show ip route

Codes: C — connected, % - static, R - RIP, M — mobile, E — EGP
D - EIGRP, E¥ - EIGRP external, © — OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, NZ — OSPF NSSA external type 2
El - OSPF external type 1, E2Z - OSFF external type 2
i - I8-I%, su - IS-IS summary, L1 — IS-IS lewvel-1l, LZ — IS-IS level-2
ia - IS-Is inter area, * - candidate default, U - per-user static route
o — ODR, P - periodic downloaded static route

Gateway of last resort is not set

C 193,1.1.0/24 is directly connected, Serial0/sLl/1
R 193.1.2.0/24 [120/1] wia 15%3.1.1.2, 00:00:12, Serial0ns1/1
150.1.0.0/24 is subnetted, 2 subnets
R 150.1.2.0 [1z0/2] wia 193.1.1.2, 00:00:12, sSeriald/1/1
C 150,1.1.0 is directly connected, FastEtherneto/0
Routerd#_
v
Connecked 1:52:13 Auto detect TCRIIR
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Elle  Edit  dlew cal Iransfer  Help
[y & wh B oo

Enter oo
Li
L
0 A

% Unknown command or computer name, or unable to find computer address
RouterRBi#

RouterB#

RouterBf#

RouterB#

Route rB#

Routerkif

RouterkBfish ip route

Codes: O - connected, 8 -~ =static, R - RIFP, M - mobile, B -~ BGFE
D — EIGRP, ExX — EIGRP external, © — OSPF, IA — OSPF inter area
Nl — OSPF NSsSA external type 1, NZ — OSPF NSSA external type 2
Bl — OSPF external type 1, E2 - OSPF external type 2
i - Is—-Is, =su - IS—-IS summary, L1 — Is—Is level-1l, Lz — IsS-Ig level-—Z2
da — IsS—-Is inter area, * — candidate default, U — per—user static route
o — ODR, P — periodic downloaded static route

Gateway of last resort iz not set

=] 123.1.1.0/24 is directly connected, Serialosors0

(=] 123.1.2.0/24 is directly connected, Serialos/0f1
150.1.0.0/24 is subnetted, 2 subnets

R 150.1.2.0 [120/1] wia 183.1.2.2, 00:00:03, Serialosos1l

R l50.1.1.0 [120/1) wia 153.1.1.1, 00O
Route rB#

00:03, Serialoso/0

Cannected 1:52:55 Aot detect TCR/IP

It

asd - HyperTerminal
Elle  Edit ¥ew Call Transfer  Help

[ e N e
Enter oo
1i
0w
0 &,

% Unknown command or compubter nams, or unakble to find computer address
RouterB#

RouterB#

RouterBi#

RouterBi#

Route r B

RouterB#

RouterB#sh ip route

Codes: © — connected, 2 — static, R — RIFP, ™M — mobile, B — BRBGF
D — EBIGRP, ExX — EIGRF external, © — OsSPF, IA — OSPF inter area
M1l — OSPF NSsSA external type 1, N2z — OSPF NSSA external type 2
El — OSPF external type 1, E2Z2 — oO0sSPF external type =2
i - Is—-TIs, =su — IS-—Is summary, L1 — Is-Is level-1, LZ — IsS-—Is5 level-—2Z
ia — IS—Is inter area, * — candidate default, U — per—-user static route
o — ODR, P — pericodic downloaded static route

Gateway of last resort is nob =set

(= 193.1.1.0/24 is directly connected, Serialoy/s/of0

(=] 1932.1.2.0/24 izm directly connected, Serialosors 1
150.1.0.0/24 is subnetted, 2z subnets

hz8 150.1.2.0 [1Z0/1] wia 1923.1.2.2, 00:00:03, Serialos001

R 150.1.1.0 [120/1] wia 1923.1.1.1, 00:00:03, serialo/s/o/0
RouterB#__

Cannected 1:53:13 Aot detect | TCR(IP

&

asd - HyperTerminal

File Edit View call Transfer Help

(=3 & DB

Fouterc#s agents )
Routerc# E1l
FouterC#xternal
RouterC#2Z - OSPF
Routerc#
Routerc#
RoutercC#
RoutercC#
Routerc#
Routerc#
Routerc#show ip route
Codes: ¢ - connected, % - static, R - RIP, M - mobile, B - EBGP
I — EIGRP, EX - EIGRP external, O - OSPF, T& - OSPF inter area
N1l - OSPF NSSA external type 1, NZ - OSPF NS3SA external type 2
El - OSPF external type 1, EZ - OSPF external type 2
i - Is-Is, su - IS-IS% summary, L1 - IS-IS lewvel-1, LZ - IS-I5 level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o — ODR, P - periodic downloaded static route
Gateway of last resort is not set
R 1%3.1.1.0/24 [1z20/1] via 183.1.2.1, 00:00:20, sSerialo/s0/0
C 1%3.1.2.0/24 is directly connected, Serial0/0/0
150.1.0.0/16 is wvariably subnetted, 3 subnets, 2 masks
[ 150.1.2.0/24 iz directly connected, FastEthernet0/0
R 150.1.1.0/24 [120/2] wia 193.1.2.1, 00:00:20, Serialo/0/0
R 150.1.0.0/16 [l20/2] wia 193.1.2.1, 00:02:30, Serial0/0/0
Routerc#_ 4
-
Connecked 1:53:36 Auto deteck TCPIIP
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Lab 3-4. RIPv2 Plain Text Authentication
141.108.0.10 /30 141.108.0.9 /30
S0 S0
L0 z' LO
RA RB
T0.70.70.70 /32 80.80.80.1 /124

% Yéu ciu
Céu hinh chimg thyc cho RIPv2 dang Plain Text
% Cac buéc thuc hién
Budc 1: Cau hinh Hostname, IP cho cic interface theo so d6 mang
Budc 2: Cau hinh Routing RIPv2
RA (config) #router rip
RA (config-router) #version 2
RA (config-router) #network 70.0.0.0
RA (config-router) #network 142.108.0.0

RA (config-router) #no auto-summary

RB (config) #router rip

RB (config-router) #version 2

RB (config-router) #network 80.0.0.0

RB (config-router) #network 142.108.0.0

RB (config-router) #no auto-summary

Budc 3: Cau hinh Plain Text Authentication
RA (config) #key chain newstar
RA (config-keychain) fkey 1
RA (config-keychain-key) #key-string ccna
RA (config) #interface SO

RA (config-if)#ip rip authentication key-chain newstar

RB (config) #key chain newstar2

RB (config-keychain) #key 1
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RB (config-keychain-key) #key-string ccna
RB(config)#interface SO

RB (config-if)#ip rip authentication key-chain newstar2

Lab 3-5. RIPv2 MD5 Authentication
141.108.0.10 /30 141.108.0.9 /30
S0 S0
‘ LD EE%iiii " L
RA RB
T0.70.70.70 /32 80.80.80.1 /124

% Yéu ciu
CAu hinh RIPv2 MD5 authentication

% Cac buéc thuc hién

Buée 1: Cau hinh Hostname, IP

Budc 2: Cau hinh Routing RIPv2

Budc 3: Cau hinh MD5 Authentication
RA (config) #key chain newstar
RA (config-keychain) #key 1
RA (config-keychain-key) #key-string ccna
RA (config) #interface SO
RA (config-if) #ip rip authentication mode md5

RA (config-if) #ip rip authentication key-chain newstar

RB (config) #key chain newstar2

RB (config-keychain) fkey 1

RB (config-keychain-key) #key-string ccna

RB(config) #interface SO

RB (config-if)#ip rip authentication mode md5

RB(config-if)#ip rip authentication key-chain newstar2
% Cac 1énh kiém tra ciu hinh

R#debug ip rip

R#show ip route
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% Luwu y: khi thyc hién kiém tra cau hinh nén thir lai v6i trudng hop hai bén ching thuc
khong khép thong tin voi nhau va kiém tra lai két qua hién thi qua cac 1énh trén.

Lab 3-6 DYNAMIC ROUTING - EIGRP
193.1.1.0/24 193.1.2.0/24
S0/0/0 SO/o/1 <000

% Yéu cau — ~. S0/0/1 ’
e RouterA, RouteB, RouterC sir dydg EIGRP dmta vén
e C(Cac ;loumﬂclgh hinh EIGRP va quang ba tat ca cac mang ndi truc tlep lfa(l)gtgteriA, Bva
Ltaning dirac hét tit ca cac dia chi trong mang.

o C AS 10
PeHuoe dwyhién 150.1.2.0/24

Budée 1: CAu hinh co ban (dat hostname dia chi IP cho cac cong loopback, serial,
fastEthernet, ...)

e Doi véi router A
Router>enable
Router#config terminal
Router (config) #hostname routerA
routerA (config) #interface fal/0
routerA (config-if)#ip address 150.1.1.1 255.255.255.0
routerA (config-if) #no shutown

routerA (Config-if) #exit

routerA (config) #interface S0/0/0

routerA (config-if)#ip address 193.1.1.1 255.255.255.0
routerA (config-if)#clock rate 64000

routerA (config-if) #no shutdown

routerA (config-if) fexit

e DObi véi router B
Router>enable

Router#config terminal

Router (config) #hostname routerB
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routerB (config) #interface S0/0/1

routerB (config-if)#ip address 193.1.1.2 255.255.255.0
routerB (Config-if) #no shut

routerB (Config-if) #exit

routerB (confiqg) #interface S0/0/0
routerB (config-if) #ip address 193.1.2.1 255.255.255.0
routerB (config-if)#clock rate 64000
routerB (config-if) #no shutdown
routerB (config-if) #exit
e Doi v6i router C
Router>enable
Router#config terminal
Router (config) #hostname RouterC
RouterC (config) #interface fastethernet 0/0
RouterC (config-if) #ip address 150.1.2.1 255.255.255.0
RouterC (config-if) #no shutdown

RouterC (Config-if) #exit

RouterC (config) #interface S0/0/1

RouterC (config-if) #ip address 193.1.2.2 255.255.255.0
RouterC (config-if) #no shutdown

RouterC (config-if) fexit

Buwéc 2: Ciu hinh giao thirc dinh tuyén EIGRP trén mdi router
RouterA (confiqg) #router eigrp 10

RouterA (config-router) #network 150.1.0.0
RouterA (config-router) #network 193.1.1.0

RouterA (config-router) #no auto-summary

routerB (config) #router eigrp 10
routerB (config-router) #network 193.1.1.0
routerB (config-router) #network 193.1.2.0

routerB (config-router)# no auto-summary

RouterC (confiqg) #router eigrp 10
RouterC (config-router) #fnetwork 150.1.0.0

RouterC (config-router) #network 193.1.2.0
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RouterC (config-router) #no auto-summary
% Kiém tra cAu hinh

Thuc hién cac cau 1énh sau dé kiém tra cdu hinh

Router#show ip route :xem bang dinh tuyén

= asd - HyperTerminal

Ele  Edit ew cCall Transfer  Help =
[ = P S e =
Rout E3

Routera# 5—2
Routerid# 12z.1e
Routerf#fa — TE-T

RoUte rid#
Routernd#
RouterA#
Routerid
Route A
Route i
Routernd#
Routerna#sh ip route

Codesz: © — connected, 2 — static, R — RIP, M — mobile, B — BGF
D — EISRP, ExX — EIGRP external, o — OSPF, IA — OSPF inter area
Ml — OSPF MSsSA external type 1, N2 — OSPF WNSsSA external type 2
El — oOsPF external type 1, E2 — oOoSPF external type 2
i - Is-Is, =su - IsS—Is summary, L1 — IsS-Is level-1, LZ — IsS-—Is5 level-—Z
ia — Is—Is inter area, * — candidate default, U — per—-user static route
o — ODR, P — pericdic downloaded static route

Gateway of last resort i= nob set

[ 1923.1.1.0/24 is directly connected, Serialos1/1

=} 193.1.2.0/24 [20/21024000] wvia 193.1.1.2, 00:01:02, Serialos1ls1
150.1.0.0/24 is subnetted, 2 subnets

o 150.1.2.0 [20/21026560] +ia 1923.1.1.2, 00:01:02, Serialos1s1

(=] 150.1.1.0 is directly connected, FastBthernetos0

RouteraA#

Connected 2:00:08 Auto detect TRIF

= asd - HyperTerminal

Eile  Edit Yiew Call Iransfer Help =

[ = B oub B
Cateway of last resort is not setived w2 update from 153.1.2.2 on £
— 193.1.1.0/24 is directly connected, Serialos/l/lnistratively down downace Fa
ialos0/0) ds resyno: peer graceful-restarct

RouteriBi#
RouterB#
RouterBii
RouterB#
RouterB#
RouterB#
RouterB#show ip route

Codesz: © — conhnected, 8 — static, R — RIP, ™M — mobile, B — BGF
D — EISRP, EX — EIGRP external, o — OSPF, IA — OSPF inter area
Ml — OSPF MSsSA external type 1, N2 — OSPF WNSsSA external type 2
El — oOosPF external type 1, E2 — oOoSPF external type 2
i - IsS-Is, =u - IS-IS summary, Ll — IsS-Ts level-1, LZ — IS-I5 level-—2Z
ia — Is—Is inter area, * - candidate default, U — per—-user static route
o — ODR, P — pericodic downloaded static route

Sateway of last resort is nobt set

[l 1293.1.1.0/24 is directly connected, Serialos0/0
[ 19293.1.2.0/24 i= directly connected, Serialoso0/1
150.1.0.0,/24 is subnetted, 2 subnets

ju] 150.1.2.0 [20/205145€0] wvia 193.1.2.2, 00:03:08, Serial0/0/1
150.1.1.0 [20/20514560] wvia 1923.1.1.1, 00:03:22, Serial0s0/0

j=]
RouteriB#

Connecked 2:05: 45 Ake detect TCRTR
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“& asd - HyperTerminal
File Edit Wew Cal Transfer Help (
[y 2 DB E

ia - IS-Is inter area, * - candidate default, U - per—-user static route
!
lm
In

RouterB#45
Termserver#3
[Resuming connection 3 to r5-3 ... ]

RoutercC#

RoutercC#

RoutercC#

FouterC#show ip route

Codes: < - conhected, § - static, R - RIP, M — mobile, B — EBGF
I — EIGRP, EX - EIGRP external, © - 0OSPF, IA — OSPF inter area
Nl - OSPF NSSh external type 1, NZ - OSPF NsSsh external type 2
El - OSPF external type 1, EZ - OSPF external type 2
i - I8-1I35, su - IS-IS summary, L1 - IS-IS level-1l, LZ - IS-IS level-2
ia - I$-IS5 inter area, * — candidate default, U - per-user static route
o — ODR, P - periodic downloaded static route

Gateway of last resort is not set

Il 1%3.1.1.0/24 [%0/21024000] via 1%3.1.2.1, 00:05:12, Serial0/0/0
C 193.1.2.0/24 is directly connected, Seriall0/0/0
150.1.0.0/24 is subnetted, 2 subnets

C 150,1.2.0 is directly connected, FastEtherneto/0

Il 150.,1.1.0 [30/21026560] wia 1%3.1.2.1, 00:03:42, Serial0/0/0

Fouterc#_ B

~
Connected 2:09:04 Auto detect TCR/IP
Lab 3-7. EIGRP Authentication
155.1.0.0/16

1 @Faom

Fa0/0 A

172.16.20.0/24 bl 192.168.10.0/24

o Yéu Ci}\lll
Céu hinh EIGRP authentication giita hai router R1 va R2.
e Ciu hinh
- Céu hinh co bian
Rl (config) #interface fal0/0
Rl (config-if)#ip address 155.1.0.1 255.255.0.0
Rl (config-if) #no shutdown

Rl (config) #interface fal/1
Rl (config-if)#ip address 192.168.10.1 255.255.255.0
Rl (config-if) #no shutdown

Rl (config) #router eigrp 100
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Rl (config-if) #network 192.168.10.0
Rl (config-if) #network 155.1.0.0

Rl (config-if) #no auto-summary

R2 (config) #interface £fa0/0
R2 (config-if)#ip address 155.1.0.2 255.255.0.0
R2 (config-if) #no shutdown

R2 (config) #interface falO/1
R2 (config-if)#ip address 172.16.20.1 255.255.255.0
R2 (config-if) #no shutdown

R2 (config) #router eigrp 100
R2 (config-if) #network 172.16.0.0
R2 (config-if) #network 155.1.0.0
R2 (config-if) #no auto-summary
- C4u hinh authentication

Rl (config) key chain my keychainl

Rl (config-keychain) #key 1

Rl (config-keychain-key) #key-string cisco

Rl (config) #interface fal0/0

Rl (config-if) #ip authentication mode eigrp 100 md5

Rl (config-if)#ip authentication key-chain eigrp 100 my_keychainl

R2 (config) #key chain my keychain2
R2 (config-keychain) #key 1

R2 (config-keychain-key) #key-string cisco

R2 (config) #interface fal/0

R2 (config-if) #ip authentication mode eigrp 100 md5

R2 (config-if) #ip authentication key-chain eigrp 100 my keychain2
e Kiém tra ciu hinh

Dung céc 1énh sau:

show ip eigrp neighbors

show ip eigrp interfaces details

show key chain
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Lab 3-8. DYNAMIC ROUTING - OSPF

150.1.2.0/24
Area 2

RouTerA (config-if) #ip address 150.1.1.1 255.255.255.
RouterA (config-if) #no shutdown

RouterA (Config-if) #exit
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RouterA (config) #interface s0/0/0
RouterA (config-if) #ip address 193.1.1.1
RouterA (config-if) #clock rate 64000
RouterA (config-if) #no shutdown

RouterA (config-if) #exit

Péi véi router B

Router>enable

Router#config terminal

Router (config) #hostname RouterB

RouterB (config) #interface S0/0/1
RouterB (config-if) #ip address 193.1.1.2
RouterB (config-if) #no shutdown

RouterB (config-if) fexit

RouterB (config) #interface S0/0/0
RouterB (config-if) #ip address 193.1.2.1
RouterB (config-if) #clock rate 64000
RouterB (config-if) #no shutdown

RouterB (config-if) #exit

Péi véi router C

Router>enable

Router#config terminal

Router (config) #hostname RouterC

RouterC (config) #interface fal0/0

RouterC (config-if) #ip address 150.1.2.1
RouterC (config-if) #no shutdown

RouterC (Config-if) ffexit

RouterC (config) #interface S0/0/1
RouterC (config-if) #ip address 193.1.2.2
RouterC (config-if) #no shutdown

RouterC (config-if) #exit

Céu hinh giao thirc dinh tuyén OSPF trén mdi router

RouterA (config) #router ospf 1

RouterA (config-router) #fnetwork 150.1.1.0 0.0.0.255 area 1

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0

255.255.255.0
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RouterA (config-router) #network 193.1.1.0 0.0.0.255 area 0

RouterB (config) #frouter ospf 1
RouterB (config-router) #network 193.1.1.0 0.0.0.255 area 0
RouterB (config-router) #network 193.1.2.0 0.0.0.255 area 0

RouterC (config) #router ospf 1
RouterC (config-router) #network 150.1.2.0 0.0.0.255 area 2
RouterC (config-router) #network 193.1.2.0 0.0.0.255 area 0

+ Kiém tra cau hinh
Thuc hién cac cau l1énh sau d€ kiém tra cau hinh
Router#show ip route :xem bang dinh tuyén

Router#ping : kiém tra két nbi

& asd - HyperTerminal

e Edib Wiew cCal Transfer Help -
0O = P S e s T
line vty 0 4BGEPM admin ]

login 05:33
1z

enc

Route ra
Route ra
Route rAjf
Route rAdf
Route rAdf
RouterAfshow ip route

Codes: & — connected, £ - static, R - RIP, M - mobile, B - BGF
D - EIGRP, EX - REIGRP external, © - OSPF, IA — OSPF inter area
N1l — OSPF NSSA external type 1, N2 — OSPF NSSA external byps 2
El - OSPF external type 1, E2 — OSPF external type 2
i - Is-Is, su - IS-TI8 summary, Ll - IS-I5 level-1, L2 — IS-TI8 level-2
ia Is—Ig inter area, * candidate default, U per-user static route
= DR, P periodic downloaded static route

Gateway of last resort is not set

[} 193.1.1.0/24 is directly connected, sSerialo/1l/1
el 12z.1.2.0/24 [110/1562] wia 122.1.1.2, 00:00:42, serialo/1/1
150.1.0.0/24 is subnetted, 2 subnets
LSRN 150.1.2.0 [11l0/156€2] via 123.1.1.2, 00:00:42, seriald/1l/1
150.1.1.0 iz directly connected, FastEtherneto/0

L=
Routera#

connected 2:29:45 Auta detect TCR/IP

& asd - HyperTerminal

e Edi Wew Call Iranster bl L=

0O = B D B
RouterB#1i =
*oep (S

% Unknown com

Route B
RouterB#
RouterB#
RouterB#
RouterB#
RouterB#
RouterB#

RouterBEfshow ip route

Codes: © - connected, £ — static, B - RIP, M — mobile, B — BGE
D - EIGRP, ExX - EIGRP external, © - OSPF, IA — OSPF inter area
Ml — OsSPF NSsA external type 1, N2 — O0SPF NssA external type 2
El — osPF external type 1, E2Z — OSPF external type 2
i - Is—-T8, su - I=—I= summary, L1 - Is5—Is level-1, L2 — Is—Is level-2
ia — Is-Is8 inter area, * - candidate defaunlt, U — per-user =static route
o — ObhR, P - periodic downloaded static route

Gateway of last resort is nobt set

[ 193.1.1.0/24 ds directly connechted, Serialdo/s/o/0

=1 19%.1.2.0/24 is directly connected, sSerialdso/1l
150.1.0.0/24 is subnetted, 2 subnets

o IR 150.1.2.0 [11l0/782] via 193.1.2.2, 00:02:08, =Heriald/s0/1

O IR 150.1.1.0 [1l0/782] via 1923.1.1.1, 00:0Z:08, Seriald/s/0/0

RouterB#

Connected 23042 Auto detect TER/IP
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# asd - HyperTerminal

e Edit iew Gall Transter EHeip =
0O = & oub B EE
GCateway ~
ia — IsS-IS inter area, * — candidate default, U — per-user static routes0
WNTL/ = .
o IR 150.1.1.0 [llo/782] wia 19%3.1.1.1, 00:0Z:08, Seriald/s/0/0
RouterB#O
Termserver#3
[Resuming connection 3 to r5-3 ... ]

Routerc#

Routerc#

Routerc#show ip route

Codes: © — connected, = — static, R - RIP, M — mobile, B — RGP

D - EIGRP, EX — EIGRP external, O — OSPF, IA — OSPF inter area

Ml — CSPF NSSA external type 1, N2 - OSPF NSsA external type 2

El — OSPF external type 1, E2Z — OSPF ewxternal type 2

i - Is-Is, su — IS—I8 summary, L1 - IsS—I8 level-1l, L2 — IsS-—I= level-2
ia — I82-Is8 inter area, * - candidate default, U - per-user =static routes
o — ObhR, P - periodic downloaded static route

Gateway of last resort is not =set

< 193.1.1.0/24 [110/1562] wia 193.1.2.1, 00:02:24, Serialosof0
(=] 193.1.2.0/24 is directly conneckted, Serialo/os/o0
150.1.0.0/24 is subnetted, 2 subnets
[ 150.1.2.0 is directly connected, FastEthernetoys0
O TR 150.1.1.0 [110/15653] wvia 193.1.2.1, 00:0Z2:24, Serialosorf0
Route - C#F_
Connected 2:30:56 Auto detect | TER/IP

Lab 3-9. OSPF Authentication
% Topology

193.1.1.0/24

= S0/ 193.1.2.0/24
S0/071 ¢

504040

s0/0/1 S0

150.1.1.0/24 150.1.2.0/24

< Yéu cau

Céu hinh OSPF cho cac router RouterA, RouterB va RouterC (Single Area - Area 0) trong
mo hinh mang trén dé quang ba cac thong tin dinh tuyén. Cau hinh chimg thuc dang Plain text
va MD)5 gitra 2 router: RouterA va RouterB

< Huéng dan cau hinh

Buéce 1: CAu hinh co ban (dat hostname, dia chi IP cho céc interface: loopback, serial,
FastEthernet)

- P6i v6i router A

Router>enable

Router#config terminal

Router (config) #hostname routerA

routerA (config) #int f0/0

routerA (config-if)#ip address 150.1.1.1 255.255.255.0
routerA (config-if) #no shutown

routerA (Config-if) #exit

routerA (config) #int s0/0/0
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routerA
routerA
routerA
routerA

config-if
config-if
config-if
config-if

#ip address 193.1.1.1 255.255.255.0
#clock rate 64000

#no shutdown

fexit

,\AAA
—_— — — ~—

- P6i v6i router B

Router>enable

Router#configure terminal

Router (config) #hostname routerB

routerB (config) #interface serial 0/0/1

routerB (config-if)#ip address 193.1.1.2 255.255.255.0
routerB (Config-if) #no shutdown

routerB (Config-if) #exit

routerB (config) #interface serial 0/0/0

routerB (config-if)#ip address 193.1.2.1 255.255.255.0
routerB (config-if)#clock rate 64000

routerB (config-if) #no shutdown

routerB (config-if) #exit

- P6i véi router C

Router>enable

Router#configure terminal

Router (config) #hostname RouterC

RouterC (config) #interface fastEthernet 0/0

RouterC (config-if) #ip address 150.1.2.1 255.255.255.0
RouterC (config-if) #no shutdown

RouterC (Config-if) #fexit

RouterC
RouterC
RouterC
RouterC

config)#int s0/0/1
config-if) #ip address 193.1.2.2 255.255.255.0
config-if) #no shutdown

—_~ o~~~

config-if) #exit
Buéc 2: CAu hinh giao thirc dinh tuyén OSPF trén méi router

routerA (config) #router ospf 1
routerA (config-router) #network 150.1.1.0 0.0.0.255 area O
routerA (config-router) #network 193.1.1.0 0.0.0.255 area O

routerB (config) #router ospf 1
routerB (config-router) #network 193.1.1.0 0.0.0.255 area 0
routerB (config-router) #network 193.1.2.0 0.0.0.255 area O

RouterC (config) #router ospf 1

RouterC (config-router) #fnetwork 150.1.2.0 0.0.0.255 area 0
RouterC (config-router) #fnetwork 193.1.2.0 0.0.0.255 area 0

Buéc 3.1. Cu hinh ching thuc dang Plain text giita 2 router: RouterA va RouterB

Newétar 83



CCNA R&S NewStar

routerA (config) #int S0/0/0
routerA (config-if) #ip ospf authentication
routerA (config-if) #ip ospf authentication-key cisco

RouterB (config) #int S0/0/1
routerB (config-if) #ip ospf authentication
routerB (config-if) #ip ospf authentication-key cisco

Bwéc 3.2 Cau hinh chimg thue dang MD5 giita 2 router: RouterA va RouterB

routerA (config) #int S0/0/0
routerA(config-if) #ip ospf authentication message-digest
routerA (config-if) #ip ospf messages-digest-key 1 md5 cisco

RouterB (config) #int S0/0/1

routerB (config-if) #ip ospf authentication message-digest
routerB (config-if) #ip ospf messages-digest-key 1 md5 cisco
Buwéc 4. Kiém tra ciu hinh

Thuc hién cac cau 1énh sau dé kiém tra cdu hinh

show ip route: xem bang dinh tuyén

debug ip ospf event :xem qua trinh cap nhat dinh tuyén ciia OSPF

Lab 3-10. REDISTRIBUTE GIU'A RIP & EIGRP

193.1.1.0/24
S0/0/0

e RouterA, Mﬂuﬂ% 3

e RouterB, RoutérC st dung RIP-&¢ qué
° TfrjRomgr/g, RouterB, RouterC ping

193.1.2.0/24

: cao 11RO/ An dm@d}@/gn
céo thond tin Mﬂ_z

¢ hét céc dia chi trong mang fa0/0 i-

150.1.2.0/2

uc hién

Router (config) #hostname RouterA
RouterA (config) #interface fal0/0
RouterA (config-if) #ip addresss 172.16.1.1 255.255.255.0
RouterA (config-if) #no shutown

RouterA (Config-if) #exit

RouterA (config) #interface s0/0/0
RouterA (config-if) #ip address 193.1.1.1 255.255.255.0
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RouterA (config-if) #clock rate 64000
RouterA (config-if) #no shutdown
RouterA (config-if) #exit
e Ddi voi router B
Router (config) #hostname RouterB
RouterB (config) #interface S0/0/1
RouterB (config-if) #ip address 193.1.1.2 255.255.255.0
RouterB (Config-if) #no shut

RouterB (Config-if) #exit

RouterB (config) #interface S0/0/0
RouterB (config-if) #ip address 193.1.2.1 255.255.255.0
RouterB (config-if) #clock rate 64000
RouterB (config-if) #no shutdown
RouterB (config-if) #exit
e Déi véi router C
Router (config) #hostname RouterC
RouterC (config) #interface fa0/0
RouterC (config-if) #ip address 150.1.2.1 255.255.255.0
RouterC (config-if) #no shutdown

RouterC (config-if) ffexit

RouterC (config) #interface S0/0/1
RouterC (config-if) #ip address 193.1.2.2 255.255.255.0
RouterC (config-if) #no shutdown
RouterC (config-if) #exit
e Ciu hinh giao thitc dinh tuyén EIGRP trén méi RouterA va RouterB
RouterA (config) frouter eigrp 100
RouterA (config-router) #network 172.16.0.0
RouterA (config-router) #network 193.1.1.0 O

RouterA (config-router) #no auto-summary

RouterB (config) ffrouter eigrp 100
RouterB (config-router) #network 193.1.1.0

RouterB (config-router) #no auto-summary

RouterB (config) #router rip
RouterB (config-router) #fnetwork 193.1.2.0

RouterB (config-router) #passive interface S0/0/1
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RouterC (config) #router rip
RouterC (config-router) #network 150.1.0.0
RouterC (config-router) #network 193.1.2.0

bé RouterC théy duoc RouterA, ta thuc hién redistribute

RouterB (config) #router rip

RouterB (config-router) #redistribute eigrp 100 metric 3
Tuong ty : dé RouterA thiy RouterC
RouterB(config) #router eigrp 100
RouterB (config-router) #redistribute rip metric 100 1 255 255 1500
% Kiém tra

Thuc hién céac cau 1énh sau dé kiém tra ciu hinh

show ip route : xem bang dinh tuyén

ping : kiém tra két nbi

& asd - HyperTerminal
Ele EdiE Wew gall Transfer Help -
0 = B ouh o

RouterA#sep & o fa

RouterA#21: BSTYS
Routern# I: conf
Route rAfom conso

Route rhd
Route oA
Route A
Route oA
Route oA
Route oA
Route A
RouterfA#show ip route

Codes: © — connected, # - static, R - RIFP, ™M — mobile, B — RGF
D - EIGRP, ExX — BIGRP external, © — OsPF, IA — OSPF inter area
Nl — OsPF NeEshA external type 1, N2 — OSPF NeEsh external type 2
E1l — OsPF external type 1, EZ — OSPF external type 2
i - Is—-Is, =u - Is-I:s summary, L1 — IsS—I2 level-1, Lz — Is-Is level-—Z2
dia — IS—IS inter area, * — candidate default, U — per-user static route
o — ©ODR, P — periodic downloadsed static route

sateway of last resort iz not set

17z.1e.0.0/24 is =subnetted, 1 subnets
[} 172.16.1.0 is directly connected, FastEthernst0/s0
(=] 153.1.1.0/24 i3 directly connected, Serialos,1l/ /1
D ExX 1923.1.2.0/24 [170/26112256] wia 123.1.1.2, 00:00:47, Serialogsl/1
D Ex 150.1.0.0/16e [170/26112256] wia 1923.1.1.2, 00:=:00:47, Serial0o/1l/ /1
Route rad

Connected 2155115 Awko detect TCP/TP

- asd - HyperTerminal
Ele Edit Wews gall TIransfer Help (
1
e

i
D ExX 150.1.0.0/16 [170/26112256] wia 183.1.1.2, 00:00:47, sSerialos1l/s1 I

FouterB#
FouterB#
RoutsrB#
Route rB#
RouterB#
FRouterB#show ip route

Codes: © - connected, 5 - static, R - RIFP, M — mobile, B — EGFE
D — EIGRP, EX — EIGRP external, O — OsSPF, IA — OSPF inter area
WMl — OSPF WsSSA external type 1, W2 — OSPF WSsS2 external type 2
El - OSPF external twype 1, E2 — OSPF external type 2
i - Is-Is, su — Is—-IS summary, L1 — IsSs—-IS level-1, LZ — IsS-Is level-—2Z
ia - IS—IS inter area, * — candidate default, U — per-user static route
o — ODR, P — periocdic downloaded static route

Gateway of last resort is not set

17z2z.16.0.0,/24 is subnetted, 1 subnets

] 172.16.1.0 [50/20514560] wia 15%3.1.1.1, 00:07:41, Serial0/0r/0
[} 123.1.1.0/,24 is directly connected, Seriald0s0/0

[} 123.1.2.0/,24 is directly connected, Serialos 001

R 150.1.0.0/716 [120/1] wia 193.1.2Z.2, 00:00:15, Serizal0o/0r1

RouterB#
FRouterB# i

Connecked 2:55:45 Auko detect TCRIP
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“& asd - HyperTerminal
File Edit ¥ew <Call Transfer Help

0O = E =0
FouterB#ors, FD =
R

Termserver#3 T
RouterB>i

RouterC#
RoutercC#
Routerc#
RoutercC#show 1p route

Codes: C - connected, 5 - static, R - RIP, M — mobile, B — BGP
D - EIGRP, EX — EIGRP external, © — OSPF, IA — OSPF inter area
W1l - OSPF WNSSA external type 1, NZ - OSPF NWSsSA external type 2
El - OSFF external type 1, EZ - OSFF external type 2
i — Is-Is, su — IS5-IS summary, L1 — IS-IS5 level-1, LZ — IS5-IS level—-2Z
ia - IS$-IS inter area, * - candidate default, U - per-user static route
o - ODR, P — periodic downloaded static route

Gateway of last resort is not set

R 17z2.15.0.0/1s [120/3] wia 183.1.2.1, 00:00:22, Serial0s0/ 0

R 123.1.1.0/24 [120/3] wia 193.1.2.1, 00:00:22, Serial0/0/0

C 123.1.2.0/24 iz directly connected, Serial0s0/s0
150.1.0.0/24 is subnetted, 1 subnets

=] 150.1.2.0 is directly connected, FastEtherneto/s0

RoutercC#
Routerc#
RoutercC#
RoutercC#
Routerc#

Connecl ted 2:56:03 Auko detect TCPJIP

Lab 3-11 REDISTRIBUTE GIUA RIP & OSPF

193.1.1.0/24 193.1.2.0/24
S0/0/0

a
e RouterA, ; O dd\quan céo th&QHA dinl@@hﬁg
e RouterB, RouterC sir dung RIP-&& quang/cao théné tin dI 2
. T&jRomgr/g, RouterB, RouterC ping durgc hét cac dia chi trong mang fa0/0 i-

150.1.2.0/2

ac buoc thuce hién

rial, FastEthernet

RIP

Lvéi routddSPF

Router>e

Router#config terminal

Router (config) #hostname RouterA

RouterA (config) #interface fal0/0

RouterA (config-if) #ip address 172.16.1.1 255.255.255.0
RouterA (config-if) #no shutown

RouterA (Config-if) #exit

RouterA (config) #interface s0/0/0
RouterA (config-if) #ip address 193.1.1.1 255.255.255.0
RouterA (config-if) #clock rate 64000

RouterA (config-if) #no shutdown
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RouterA (config-if) #exit
e Ddi véi router B
Router>enable
Router#config terminal
Router (config) #hostname RouterB
RouterB (config) #interface S0/0/1
RouterB(config-if) #ip address 193.1.1.2 255.255.255.0
RouterB (Config-if) #no shutdown
RouterB (Config-if) #exit

RouterB (config) #interface S0/0/0
RouterB (config-if) #ip address 193.1.2.1 255.255.255.0
RouterB (config-if) #clock rate 64000
RouterB (config-if) #no shutdown
RouterB (config-if) #exit
e Ddi véi router C
Router>enable
Router#config terminal
Router (config) #hostname RouterC
RouterC (config) #interface fal0/0
RouterC (config-if) #ip address 150.1.2.1 255.255.255.0
RouterC (config-if) #no shutdown

RouterC (Config-if) #exit

RouterC (config) #interface S0/0/1
RouterC (config-if) #ip address 193.1.2.2 255.255.255.0
RouterC (config-if) #no shutdown
RouterC (config-if) ffexit
e Céu hinh giao thirc dinh tuyén OSPF trén mdi RouterA va RouterB
RouterA (config) #router ospf 1
RouterA (config-router) #fnetwork 172.16.1.0 0.0.0.255 area 0
RouterA (config-router) #fnetwork 193.1.1.0 0.0.0.255 area 0

RouterB (config) #router ospf 1

RouterB (config-router) #fnetwork 193.1.1.0 0.0.0.255 area 0

RouterB (config) #router rip

RouterB (config-router) #network 193.1.2.0

New&tar

88



CCNA R&S NewStar

RouterC (config) #router rip

RouterC (config-router) #network 150.1.0.0

RouterC (config-router) #network 193.1.2.0
e Céau hinh redistribute

bé RouterC théy duoc RouterA, ta thuc hién redistribute

RouterB (config) #router rip

RouterB (config-router) #redistribute ospf 1 metric 3

Tuong tu : & RouterA thdy RouterC

RouterB (config) #router ospf 1

RouterB (config-router) #redistribute rip metric 100 subnets

& asd - HyperTerminal [= 1= 15<]
File Edit View cal Transfer Help
0O = & ol B opE
Route rBifC )
[Re
RouterB#nnection
RouterB#S ... ]Ser

Route eA#
RoOute A
RouterAffshow ip route

Codes: O — connected, & - static, R - RIF, ™M — mobile, B — BGF
o — EISRP, EX — EBEIGRP external, <@ — OsSPF, IA — OSPF inter arsa
Ml — OSPEF NsSsAa external type 1, N2 — OSPEF NSsaA external type 2
Bl — OSPF external type 1, EZ - OsSPF external btype 2
i - Is—-Is, =u — IsS—-1IS sunmary, L1 — Is-Is level—-1l, L2 — Is—Is5 level—Z
iam — ITS—-TIS8 dinter area, * — candidate default, U — per-user static route
o — ODR, P - periodic downloaded static route

Sateway of last resort is not set

172.16€.0.0/24 1is subnetted, 1 subnets
[ 172.1€.1.0 iz directly connected, FastEtherneto/so
[ 193.1.1.0/24 is= directly connecbted, Serialoys1/1
S EZ 193 .1.z2.0/24 [110/100] wia 123.1.1.2, 00:02:328, sSerialo/l/1
o B2 150.1.0.0/16 [110/100] wia 193.1.1.2, 00:02:38, Serialns/1/1
Route A
Route rid
RouterA#
Routerhd#
Route rig#

Connected 3:08 15 Auko detect TCP/IP

= asd - HyperTerminal
Eile EdiE View gall Iransfer Help -
[Rpr=2 EREER=

RouterAf#, Serial -~
Routera#, * — oca

PouteriAfelfault,

RouterAi#der static

RouterBE#
RouterB#
RouterB#fzhow ip route

Codes: o -~ connected, £ - static, R - RIP, M - mobkbile, B - RGP
D — EIGRP, ExX — EISRP exbtsrnal, © — OSPF, IA — OSFPF inter area
M1l - OEPF WSsSA external type 1, N2 — OSPF NSs5A external type 2
El - ©osPF external type 1, EZ — OSPF external type 2
i — Is—Is, su — IS—I5 summary, L1 — IS—Is level-1, LZ — IsS—-Is5 level—2
i& - IsS—-TIS8 inter area, * — candidate default, T - per-user static route
o — ODR, P — periocdic downloaded static route

Gateway of last resort is nobt sebt

17z2.1le.0.0/24 is subnetted, 1 subnets

< 172.16.1.0 [1l1l0/782] wia 193.1.1.1, 00:0Z:56, Serialoyso0/0
=] 1923.1.1.0/24 i=s directly connected, Serialos/o/o0

[} 123.1.2.0/24 s directly connected, sSserialo/ofl

R 150.1.0.0/16 [120/1] wia 193.1.2.2, 00:00:04, Serialiys 001

ROoute rBi#
RouterBi#
RoutercB#
Route rB#
RouterkBi#
RouterB#__

Connected 306: 31 Auto deteck ToRfIR
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Bile  Edit  Wiew call
== B

RouterB#sS.255.255. -~
Termserver#30.0/24

Rout

Route rc#
Route rCfF
Routerc#zhow ip route

Codes: © — connected, £ — static, B — RIP, M — mobile, B — BGE
=l EIGRE, REX EIGRF external, o OSPF, IR OSPF dnter area
Ml — ©OspPkF NEsA external type 1, N2 — OsPRF NesA external type 2
El — OSPF external type 1, E2Z — QOSPF external btype 2
i - IsS-IS, sU - IS-TS5 Swummary, Ll — IS—TIs level-1, LZ - IsS-I3 level-—2Z
ia — IsSs—-Is inter area, * — candidate default, U — per—-user static route
o — ODR, P — periodic downloaded static route

Sateway of last resort is not set

R 172.16.0.0/16 [120/3] wvia 123.1.2.1, 00:00:26, sSerialds/0/0

ie) 193.1.1.0/24 [12Z0,/3] wia 193.1.2.1, 00:00:26, Serialld/s 070

[ 193.1.2.0/24 is directly connecbted, Serialds0/0
150.1.0.0/24 is=s subnetted, 1 subnets

(= 150.1.2.0 dis directly connected, FastEBthernetos0

Roube rcC#
Route rC#
RouterCi
Roube rcC#
Route O
Routerof_

Connect ted 3:08:46 Auke detect TCR/IR

+« Kiém tra cau hinh
Thuc hién cac cau 1énh sau dé kiém tra cau hinh
Router#show ip route :xem bang dinh tuyén

Router#ping : kiém tra két ndi

Lab 3-12. DHCP Server

LAN 1 LAN 2
4 192.168.1.0/24

Fa0/0 Fa0/0
172.16.1.0/24 Fao’: - 1 > — F1a°” 172.16.2.0/24

% Yéu ciu
CAu hinh theo mé hinh mang trén sao cho router RA va RB dong vai trd 13 DHCP server cp
IP cho cac host thuéc LAN cuia minh.

e LAN1
IP Pool: 172.16.1.10 -172.16.1.100
Default Gateway: 172.16.1.1
DNS: 1.1.1.1

e [AN?2
IP Pool: 172.16.2.200 -172.16.2.250
Default Gateway: 172.16.2.1
DNS: 2.2.2.2

% Cau hinh

Router RA
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e Céu hinh dia chi IP
RA (config) #interface £a0/0
RA (config-if)#ip address 192.168.1.1 255.255.255
RA (config-if) #no shutdown

RA (config) #interface falO/1
RA (config-if)#ip address 172.16.1.1 255.255.255.
RA (config-if) #no shutdown
e Ciu hinh dinh tuyén tinh
RA (config) #ip route 172.16.2.0 255.255.255.0 192
e Céu hinh DHCP
RA (config) #ip dhcp pool LAN 1
RA (dhcp-config) #network 172.16.1.0 255.255.255.0
RA (dhcp-config) #default-router 172.16.1.1
RA (dhcp-config) #dns-server 1.1.1.1
RA (dhcp-config) #exit

RA (config) #ip dhcp excluded-address 172.16.1.1
RA (config) #ip dhcp excluded-address 172.16.1.101
Router RB
e Cau hinh dia chi IP
RB (config) #interface fa0/0
RB (config-if)#ip address 192.168.1.2 255.255.255
RB(config-if) #no shutdown

RB (config) #interface fal/1
RB(config-if) #ip address 172.16.2.1 255.255.255.
RB(config-if) #no shutdown
e Cau hinh dinh tuyén tinh:
RB(config) #ip route 172.16.1.0 255.255.255.0 192
e Cau hinh DHCP:
RB (config) #ip dhcp pool LAN 2
RB (dhcp-config) #network 172.16.2.0 255.255.255.0
RB (dhcp-config) #default-router 172.16.2.1
RB (dhcp-config) #dns-server 2.2.2.2
RB (dhcp-confiqg) #fexit
RB (config) #ip dhcp excluded-address 172.16.2.1

.0

0

.168.1.2
172.16.1.9

172.16.1.254

.0

0

.168.1.1

172.16.1.199
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RB (config) #ip dhcp excluded-address 172.16.2.251 172.16.1.254

Lab 3-13. DHCP - Helper Address

< Topology

LAN 1 LAN 2
4 192.168.1.0/24 4
Fa0/0 Fa0/0
[ |
172.16.1.0/24 Fa0“1 - > — F1a°” 172.16.2.0/24

% Yéu cau
Céu hinh md hinh mang trén sao chi RA 1am DHCP server cip IP cho LAN 1 va LAN 2.
e LAN1
IP Pool: 172.16.1.10 -172.16.1.100
DG: 172.16.1.1
DNS:1.1.1.1
o LAN2
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IP Pool: 172.16.2.200 -172.16.2.250
DG: 172.16.2.1
DNS: 2.2.2.2

< Cau hinh

Router RA

CAu hinh dja chi IP
RA (config) #interface £a0/0

RA (config-if)#ip address 192.168.1.1 255.255.255.0

RA (config-if) #no shutdown

RA (config) #interface falO/1

RA (config-if) #ip address 172.16.1.1 255.255.255.0

RA (config-if) #no shutdown

e Cau hinh dinh tuyén tinh:
RA (config) #ip route 172.16.2.0 255.255.255
e Cau hinh DHCP:
RA (config) #ip dhcp pool LAN 1
RA (dhcp-config) #network 172.16.1.0 255.255
RA (dhcp-config) #default-router 172.16.1.1
RA (dhcp-config) #dns-server 1.1.1.1
RA (dhcp-config) #exit
RA (config) #ip dhcp excluded-address 172.16
RA (config) #ip dhcp excluded-address 172.16
RA (config) #ip dhcp pool LAN 2
RA (dhcp-config) #network 172.16.2.0 255.255
RA (dhcp-config) #default-router 172.16.2.1
RA (dhcp-config) #dns-server 2.2.2.2
RA (dhcp-confiqg) #fexit
RA (config) #ip dhcp excluded-address 172.16
RA (config) #ip dhcp excluded-address 172.16
Router RB
e Céu hinh dia chi IP

RB (config) #interface fa0/0

.0 192

.255.0

1.1
.1.101

.255.0

2.1
.2.251

.168.1.2

172.16.1.9
172.16.1.254

172.16.1.199
172.16.1.254

RB (config-if) #ip address 192.168.1.2 255.255.255.0

RB(config-if) #no shutdown
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RB (config) #interface fal/1
RB(config-if)#ip address 172.16.2.1 255.255.255.0
RB(config-if) #no shutdown
e Céu hinh dinh tuyén tinh:
RB(config) #ip route 172.16.1.0 255.255.255.0 192.168.1.1
e Cau hinh DHCP:
RB (config) #interface fal/1
RB (config-if) #ip helper-address 192.168.1.1
Lab 3.14. HSRP

Topology

4.4.4.0/24

S0/2/1

192.168.13.0/24

192.168.12.0/24
s0/0/0

192.168.1.0/24

Yéu ciu

1. Cau hinh cho routing cho mang trén

2. Cau hinh HSRP cho 3 router R1, R2 va R3
a. Virtual IP 192.168.1.254
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b. R1 la active router, R2 la standby router
c. R1, R2, R3 c6 kha nang tré thanh active router néu c¢6 do uu tién cao hon
d. CAu hinh loadbalance giita 3 router
Group 1: 192.168.1.254
Group 2: 192.168.1.253
Group 3: 192.168.1.252
Céu hinh
1. Céu hinh cho routing cho mang st dung RIPv2
Rl (config) #router rip
Rl (config-router) #version 2
Rl (config-router) #fnetwork 192.168.1.0
Rl (config-router) #network 192.168.11.0

Rl (config-router) #no auto-summary

R2 (config) #router rip

R2 (config-router) #version 2

R2 (config-router) #network 192.168.1.0
R2 (config-router) #network 192.168.12.0

R2 (config-router) #no auto-summary

R3(config) #router rip

R3 (config-router) #version 2

R3 (config-router) #network 192.168.1.0
R3 (config-router) #network 192.168.13.0

R3 (config-router) #no auto-summary

ISP (config) #frouter rip

ISP (config-router) fversion 2

ISP (config-router) #network 192.168.11.0
ISP (config-router) #network 192.168.12.0
ISP (config-router) #network 192.168.13.0
ISP (config-router) #network 4.0.0.0

ISP (config-router) #no auto-summary

2. CAu hinh HSRP
a. Virtual IP 192.168.1.254

Rl (config) #interface fal/1
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Rl (config-if)#standby 1 ip 192.168.1.254

R2 (config) #interface fal/1

R2 (config-if) #standby 1 ip 192.168.1.254

R3 (config) #interface fal/1

R3 (config-if) #standby 1 ip 192.168.1.254
b. R1 la active router, R2 la standby router

Rl (config) #interface £f0/1
Rl (config-if) #standby 1 priority 150
R2 (config) #interface £f0/1
R2 (config-if) #standby 1 priority 120
c. R1, R2, R3 ¢6 kha nang tré thanh active routert néu c6 d6 uvu tién cao hon
Rl (config) #interface £f0/1
Rl (config-if) #standby 1 preempt
R2 (config) #interface £f0/1
R2 (config-if) #standby 1 preempt
R3 (config) #interface f0/1
R3 (config-if) #standby 1 preempt
d. CAu hinh 3 group HSRP dé loadbalance giita 3 router

R1 la active cua Group 1
R2 1a active ctia Group 2

R3 1a active cua Group 3

Rl (config) #interface f0/1
Rl (config-if)#standby 2 ip 192.168.1.253
Rl (config-if)#standby 3 ip 192.168.1.252

R2 (config) #interface £f0/1

R2 (config-if)#standby 2 ip 192.168.1.253
R2 (config-if) #standby 2 preempt

R2 (config-if) #standby 2 priority 150

R2 (config-if)#standby 3 ip 192.168.1.252

R3 (config) #interface f0/1

R3 (config-if)#standby 2 ip 192.168.1.253
R3 (config-if)#standby 3 ip 192.168.1.252
R3 (config-if) #standby 3 preempt

R3 (config-if) #standby 3 priority 150

New&tar

96



CCNA R&S NewStar

Kiém tra ciu hinh
show standby

show track

Chuong 4. SWITCH

Chuong nay de cdp dén mot sé ky thudt dwoc trién khai trén Switch nhuw VLAN, VTP,
STP. Hoc xong chwong nay, nguoi hoc co kha nang:

Phan biét giita mién dung do va mién qudng bd

Trinh bay dwoc khdi niém va dac diém ciia VLAN, VTP, STP
Cdu hinh VLAN, VTP, STP trén switch

Cdu hinh dinh tuyén giita cac VLAN

1. Gi6i thigu
e Collision domain: mién dung do

Pung d6 xay ra khi c6 hai hay nhiéu may truyén dir liéu dong thoi trong mot mang chia
sé. Khi dung d6 xay ra, cac géi tin dang duoc truyén déu bi pha huy, cac may dang truyén s&
ngung viéc truyén dir liu va cho mot khoang thoi gian ngdu nhién theo quy ludt cia
CSMA/CD. Néu dung d6 xay ra qua nhiéu mang c6 thé khong hoat dong duoc.

Mién dung d6 1a khu vuc ma dir liéu dugc phét ra c6 thé bi dung do. Tat ca cac mdi
truong mang chia sé 13 cac mién dung do.
e Broadcast domain: mién quang ba

Céc thong tin lién lac trong mang dugc thuc hién theo ba cach: unicast, multicast va
broadcast.

- Unicast: gui tryc tiép tir mot may dén mot may.
- Multicast: dugc thuc hién khi mot may mudn gui goi tin cho mot nhém may.

- Broadcast: dugc thuc hién khi mdt may mudn gui cho tat ca cac may khac trong
mang.

Newélar o




CCNA R&S NewStar
Khi mét thiét bi mudn giri mot goi quang ba thi dia chi MAC dich caa goi tin do sé& 1a
FF:FF:FF:FF:FF:FF. Vi dia chi nhu vay, moi thiét bi déu nhan va xir 1y goi quang ba.

Mién quang ba 12 mién bao gom tét ca cac thiét bi co thé nhan duoc géi tin quang ba tir
mot thiét bi nao d6 trong LAN.

Switch 1a thiét bj hoat dong & tang lién két dir liéu, khi Switch nhan dwoc goi quang ba
thi no s& giri ra tat ca cac cong cia no trir cong nhan goi tin vao. Mdi thiét bi nhan dugc goi
quéang ba déu phai xir Iy thong tin ndm trong do.

Router 13 thiét bji hoat dong & tang mang, router khéng chuyén cac goi quang ba. Router
duoc sir dung dé chia mang thanh nhiéu mién dung do va nhiéu mién quang ba.

2. VLAN

VLAN (Virtual LAN) 1a k¥ thuat duoc sir dung trén Switch, ding dé chia mot Switch
vat 1y thanh nhiéu Switch luan ly. Modi mot Switch luan 1y goi 1a mdt VLAN hodc co thé hiéu
VLAN la mot tap hop ctia cac cong trén Switch ndm trong ciing mot mién quang ba. Cac cong
trén Switch c6 thé duge nhom vao cac VLAN khac nhau trén mot Switch hodc duoc trién khai
trén nhiéu Switch.

Fa0/1 Fa0/2 Fa0/5 Fa0/6
VLAN 10 | VLAN 20 | VLAN 30 | Switch

Fa0/7 : FaO/S! Fa0/10

Hinh 2.1 Chia VLAN trén switch

Khi c6 mot goi tin quang ba dugc giri béi mot thiét bj nim trong mot VLAN s€ duoc
chuyén dén céac thiét bi khac nam trong cing VLAN d0, géi tin quang ba s& khong duoc
chuyén tiép dén cac thiét bi thuoc VLAN khéc.

VLAN cho phép nguoi quan tri t6 chtrc mang theo ludn 1y chtr khong theo vat 1y. St
dung VLAN c6 uu diém la:

v Tang kha nang bao mat

v Thay d6i cau hinh LAN dé dang

v Di chuyén méy tram trong LAN d& dang
v Thém may tram vao LAN dé dang.

\ VLAN = broadcast domain = logical network \
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Mot VLAN la mot tap hop cua cac switchport nam trong cung mot broadcast domain. Cac
cong trén switch co thé dugc nhém vao cac VLAN khac nhau trén ting switch hodc trén
nhiéu switch.

YYLAN 1

LANM 2

yLAN 2

Khi c6 mot gobi tin broadcast dugc gui boi mot thiét bi nam trong mot VLAN sé& dugc
chuyén dén cac thiét bj khac nim trong cung VLAN d6, broadcast s& khong dugc forward dén
cac thiét bi trong vlan khac.

3. Phan loai
e VLAN tinh (Static VLAN)

Port fa0/8: VLAN 10

Déi véi loai nay, cac cong ciia Switch dugc ciu hinh thudc vé mot VLAN nao do, céc
thiét bi gan vao cong d6 s& thudc vé VLAN di dinh trude. Pay 13 loai VLAN ding phd bién.

e VLAN dong (dynamic VLAN)

2222.2222.2222 =VLAN 20

MAC=2222.2222.2222
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Loai VLAN nay str dung mot server luu trit dia chi MAC cua céc thiét bi va qui dinh
VLAN ma thiét bj d6 thudc vé, khi mot thiét bi gan vao Switch, Switch s& 14y dia chi MAC
cta thiét bj va gui cho server kiém tra va cho vao VLAN dinh trudc.

4. CAu hinh VLAN
Buwoc 1. Tao VLAN
Switch (config) #vlan <vlan-id>
Switch (config-vlan) #name <vlan-name>
Vi du:
Switch (config) #vlan 10
Switch (config-if) #name P.KyThuat
Buwdc 2. Gan cac cong cho VLAN
- Gan 1 cong vao LAN
Switch (config) #interface <interface>
Switch (config-if) #switchport mode access
Switch (config-if) #switchport access vlan <vlan-id>
Vidu:
Switch (config) #interface fal/5
Switch (config-if) #switchport mode access
Switch (config-if) #switchport access vlan 10
- Gan 1 day cac cong lién tiép
Switch (config) #interface range <start>-<end-intf>
Switch (config-if-range) #switchport mode access
Switch (config-if-range) #switchport access vlan <vlan-id>
Vi du:
Switch (config) #interface fa0/10 - 20
Switch (config-if-range) #switchport mode access
Switch (config-if-range) #switchport access vlan 10
- Gén nhiéu cong khong lién tiép
Switch (config) #interface range <interfacel, interface2,.>
Switch (config-if-range) #switchport mode access
Switch (config-if-range) #switchport access vlan <vlan-id>
Vi du:
Switch (config) #interface fal0/7, fa0/9, fal0/2
Switch (config-if-range) #switchport mode access

Switch (config-if-range) #switchport access vlan 10
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< X06a VLAN: X6a mdt VLAN trén switch béng cach su dung Iénh “no” trude cau 1€nh
tao VLAN.
% Lénh kiém tra cAu hinh VLAN
Switch#show vlan

Lénh nay cho phép hién thi cac VLAN-ID (sé hiéu VLAN), tén VLAN, trang thai
VLAN va cac cong dugc gan cho VLAN trén switch.

Vi du:

M0 ta yéu cau:
- Chu hinh VLAN trén Switch
- Tao 3 VLAN: VLAN 10, VLAN 20, VLAN 30

- Fa0/1 —Fa0/6: VLAN 10, Fa0/7 — Fa0/9: VLAN 20, Fa0/10 — Fa0/12: VLAN 30
Cac budc thue hién:

v Tao vlan:

Switch (config) #vlan 10

Switch (config)#vlan 20

Switch (config) #vlan 30

v Gan cac cong vao VLAN

Switch (config) #interface range f0/1 - 6

Switch (config-if-range) #switchport mode access
Switch (config-if-range) #switchport access vlan 10
Switch (config) #interface range f0/7 - 9

Switch (config-if-range) #switchport mode access
Switch (config-if-range) #switchport access vlan 20
Switch (config) #interface range f0/10 - 12

Switch (config-if-range) #switchport mode access
Switch (config-if-range) #switchport access vlan 30
v Kiém tra ciu hinh:

Thue hién cac ciu 1énh sau dé kiém tra ciu hinh

Switch#show run

Switch#show vlan
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Gan PC vao cac cong nhu trén so dd, dat IP cho cac PC va dung 1énh “ping” dé kiém
tra két noi.

5. Pwong Trunk

VLAN t6 chtic trén nhiéu switch nhu vay lam sao cac thiét bi thudc cung mot VLAN
nhung ndm & nhirng switch khac nhau c6 thé lién lac voi nhau? Chung ta ¢ hai cach dé giai
quyét van dé nay:

e Dung mdi két ndi cho timg VLAN

PCX

VLAN 10
VLAN 10
VLAN 20
VLAN 30

VLAN 20

Switch 2

VLAN 30 PCZ

C6 nghia 1a mdi VLAN ¢ trén cac switch s& dugc két ndi lai bang mot duong két nbi
riéng. Theo mo hinh trén ta thay: néu PC A trong VLAN 10 & Switch 1 mubn lién lac v6i PC
X trong VLAN 10 & Switch 2, ta phai c6 mot két ndi vat 1y ndi Switch 1 v6i Switch 2 va hai
cong két ndi nay phai thudc cing VLAN 10.

Tuong tu ddi véi VLAN 2 va VLANB3, ta can hai két ndi vat ly. Nhu vay, véi n VLAN
dugc tao ra tong cong ta phai dung dén n diy ndi dé cac thanh vién trong cing VLAN c6 thé
giao tiép duoc v6i nhau. Piéu nay gay ra lang phi.

e Két ndi trunk (duong trunk)

Mot k¥ thuat khac dé giai quyét van dé trén 1a dung chi mot két ndi cho phép dir lidu
ctia cac VLAN c6 thé cung luu thong qua duong nay. Nguoi ta goi két ndi nay 1a dudng
trunk.

trunk

Theo nhu md hinh trén chung ta chi dung mot day ndi Switch 1 véi Switch 2, cac thanh
vién trong cing VLAN & cac Switch khac nhau van c6 thé giao tiép voi nhau. Puong day nhu
thé goi 1a lién két trunk 16p 2.
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M&i thanh vién trong cting VLAN chi ¢ thé thay thanh vién khac trong cing VLAN
v6i no. Bé PC A c6 thé giao tiép voi PC B hoidc C (khong thudc cing VLAN), can phai st
dung thiét bi & 16p 3 nhu router hay switch 16p 3 (Multilayer Switch hay Switch layer 3).

Két ndi “trunk” 1a lién két Point-to-Point giita cac cong trén switch véi router hodc véi
switch khac. Két ndi “trunk” s& van chuyén dir liéu ctia nhiéu VLAN thong qua mét lién két
don va cho phép mé rong VLAN trén hé théng mang.

Vi k¥ thuat nay cho phép dung chung mot két ndi vat 1y cho dir liéu cta cac VLAN di
qua nén dé phan biét dugc chung 1a dit liéu cia VLAN nao, ngudi ta gan vao cac goi tin mot
dau hiéu goi 12 “tagging”. Hay noi cach khéc 1 dung mot kiéu dong géi riéng cho cac goi tin
di chuyén qua dudong “frunk” nay. Giao thirc duoc sir dung 1a 802.1Q (dot1q).

e Giao thirc 802.1Q

Pay 1a giao thirc chuan cua IEEE dé danh cho viéc nhan dang cic VLAN béng cach
thém vao “frame header” dic diém ctia mét VLAN. Phuong thiic ndy con dugc goi 14 gan thé
cho VLAN (frame tagging).

802.1Q Frame

Origin

Dest | Src | Len/Etype Data Ere

™\

[ est | sic [ Tag | Lenetype | Dam [ Fes |fegged

IEmerType (0x8100) | PRI | I | VLAN 1D I
i g g [XHANIRL g

Token Ring Encapsulation Flag

e Ciu hinh VLAN trunking:
Dé chu hinh dudng “trunk”, chung ta cdu hinh 2 cong “trunk” nhu sau:
switch (config) #interface <interface>
switch (config-if) #switchport mode trunk

switch (config-if) #switchport trunk encapsulation dotlg

Lénh cuodi cung 1a mdc dinh & mdt s6 dong switch

6. VLAN Trunking Protocol (VTP)

VTP la giao thirc hoat dong & tang lién két dir lidu trong mo hinh OSI. VTP gitip cho
viéc cau hinh VLAN ludn dong nhét khi thém, x6a, sira thong tin vé VLAN trong hé thong
mang.

e Hoat dong cuia VTP

VTP gui thong diép quang ba qua “VTP domain” mdi 5 phat mét 1an, hodc khi c6 su
thay ddi xdy ra trong cau hinh VLAN. Mot thong diép VTP bao gdm “rivision-number”, tén
VLAN (VLAN name), sé hiéu VLAN (VLAN number), va théng tin vé cac switch c6 cong
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gan véi mdi VLAN. Bang su cdu hinh VTP Server va viéc quang ba thong tin VTP, tit ca cac
switch déu dong bo vé tén VLAN va s6 hiéu VLAN cua tat ca cac VLAN.

Mot trong nhirng thanh phan quan trong trong cac thong tin quang ba VTP 1a tham s6
“revision number”. M&i lan VTP server diéu chinh thong tin VLAN, né ting “revision-
number” 1én 1, roi sau d6 VTP Server méi guri thong tin quang ba VTP di. Khi mot switch
nhan mdt thong di€p VTP véi “revision-number” 16m hon, nd s€ cap nhat cAu hinh VLAN.

1. Thém VLAN
2.Rev4l Rev5s

VTP
Server

3. GIr thang tin quang bd V’V &{Gﬁ'i thang tin quang ba VTP

4.Rev4 [l Revs
5. Cap nhéat thoéng tin VLAN

4.Rev4 [l Rev5s
5. Cap nhit théng tin VLAN

VTP VTP
Client Client

e VTP hoat dong & mot trong ba ché do:

- Tao VLAN

- Stra VLAN

- Xéa VLAN

- Giri théng tin quang ba VTP
- Béng bd co sé& di¥ liéu

Server
-Tao VLAN cuc bd
- Khéng tag, slra, xé6a VLAN B s‘fa VLAN cuc b?
- GUti théng tin quing ba VT, -Xoa Y}Apfft-"c li'f-’ . N i
-Pbng b co' s& dit lidu - Chgven tJep thﬂong th q~ua'nng ba VTP
-Khong dong bd co so dir liéu
dient ———— Transparent

Switch & ché @6 VTP server c6 thé tao, chinh sira va x6a VLAN. VTP server luu céu
hinh VLAN trong NVRAM ctia n6. VTP Server gti thong diép ra tit ca cac cong “trunk”.

Switch & ché do VTP client khong tao, stra va x6a thong tin VLAN. VTP Client co chirc
nang dap tng theo moi sy thay d6i ciia VLAN tir Server va giri thong diép ra tat ca cac cong
“trunk” ctia n6. VTP Client dong b cau hinh VLAN trong hé théng.

Switch & ché do transparent s& nhan va chuyén tiép cac thong diép quang ba VTP do
cac switch khac giri dén ma khong quan tdm dén ndi dung cua cac thong diép nay. Néu
“transparent switch” nhan dugc thong tin cdp nhat VTP no cling khong cap nhat vao co so dir
lidu ciia n6; dong thoi néu cdu hinh VLAN ciia né ¢6 gi thay doi, né ciing khong giri thong tin
cap nhat cho cac switch khac. Trén “transparent switch” chi c6 mot viéc duy nhét 1a chuyén
tiép thong diép VTP. Switch hoat dong ¢ “transparent-mode” chi c6 thé tao ra cac VLAN cuc
bd. Cac VLAN nay s& khong dugc quang ba dén cac switch khac.
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e CAu hinh VTP

- C4u hinh VTP domain

Switch (config) #vtp domain <domain name>
- C4u hinh VTP mode

Switch (config) #vtp [client| transparent| server]
- Lénh xem céu hinh VTP

Switch#show vtp status
Vi du: Cho so 6 mang

VLAN 10

VLAN 10 VTP domain: SPKT .

VTP Server VTP Client
=S
VLAN 20 VLAN 20
Fa0/1 Fa0/1

SW1i SW2

VLAN 30 VLAN 30

Mo ta
v Hai switch két nbi véi nhau qua duong “tru
v/ Tao 3 vlan: VLAN 10, VLAN 20, VLAN 30 trén SW1
v Céu hinh VTP dé céc thong tin cac VLAN trén SW1 cap nhat cho SW2
v Trén SW1:. VLAN 10 (Fa0/2 - Fa0/4), VLAN 20 (Fa0/5 - Fa0/7),

VLAN 30 (Fa0/8 — Fa0/10)

v/ Trén SW2: VLAN 10 (Fa0/4 — Fa0/6), VLAN 20 (Fa0/7 — Fa0/9),
VLAN 30 (Fa0/10 — Fa0/12)

Cic buéc cAu hinh
Cdu hinh Swl lam VTP Server:

v Thiét 1ap VTP domain: SPKT, VTP mode Server, va tao caic VLAN

swl#config terminal

swl (config) #vtp mode server
swl (config) #vtp domain SPKT
swl

swl

)

)
config)#vlan 10 name CNTT
config) #vlan 20 name TTTH
)

(
(
(
swl (config) #vlan 30 name TTCLC

v Cau hinh duong trunk va cho phép tat ca cic VLAN qua duong trunk

swl (config) #interface f0/1
swl (config-if) #switchport mode trunk
swl (config-if) #switchport trunk encapsulation dotlg
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v Gan cac port vao cac VLAN

swl (config) #int range f0/2 - 4
swl (config-if-range) #switchport mode access
swl (config-if-range) #switchport access vlan

swl (config-if) #int range £0/5 - 7
swl (config-if-range) #switchport mode access
swl (config-if-range) #switchport access vlan

swl (config-if) #int range f0/8 - 10
swl (config-if-range) #switchport mode access
swl (config-if-range) #switchport access vlan

v/ Kiém tra cAu hinh
Str dung céc Iénh: switch#show vlan

switch# show vtp status

Cdu hinh Sw2 lam VTP client:

v Céu hinh vtp domain: SPKT, vtp mode: client

SW2 (config) #vtp domain SPKT
SW2 (config) #vtp mode client

v Céu hinh trunking trén cong f0/1 ciia SW2

SW2 (config) #int £0/1
SW2 (config-if) #switchport mode trunk

SW2 (config-if) #switchport trunk encapsulation dotlg

v Gan céc port vao cac vlan
sw2 (config) #int range f0/4 - 6
sw2 (config-if-range) #switchport mode access
sw2 (config-if-range) #switchport access vlan

sw2 (config) #int range £0/7 - 9
sw2 (config-if-range) #switchport mode access
sw2 (config-if-range) #switchport access vlan

sw2 (config) #int range £0/10 - 12

sw2 (config-if-range) #switchport mode access

sw2 (config-if-range) #switchport access vlan
v Kiémtra

Str dung céc cau 1énh sau

switch#show vlan

switch#show int interface
switch#show vtp status

switch#show vtp counters: kiém tra sd lan gii va nhan thong tin trunking

10

20

30

10

20

30
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7. Pinh tuyén giira cic VLAN

Md&i VLAN la mot mién quang ba. Do d6, mdi thiét bi trong VLAN chi lién lac duoc
vé6i cac thiét bi khac trong cung mot VLAN. Néu mot may tinh trong mét VLAN mudn lién
lac v6i mot may tinh thudc mot VLAN khac thi nd phai thong qua thiét bi dinh tuyén nhu 1a
router.

Router trong cdu trac VLAN thyc hién ngin chin quang ba, bao mat va quan 1y cac luu
luong mang. Switch layer 2 khong thé chuyén dit liu giita cic VLAN v6i nhau. Dit liéu trao
ddi gitta cac VLAN phai duogc dinh tuyén qua thiét bi hoat dong ¢ ting mang nhu router.

Gia st trén switch tao 3 VLAN, néu ta ding 3 cdng cta router dé dinh tuyén cho 3
VLAN nay thi qua cong kénh va khong tiét kiém. Ta chi can sir dung 1 cong trén router két
nbi v6i mot cong trén switch va cAu hinh duong nay lam dudng trunk (trunk layer 3) dé dinh
tuyén cho cac VLAN.

Puong két ndi cho phép mang luu lugng ctia nhidu VLAN goi 1a két ndi trunk I6p 3. N6
khong phai 13 ciia riéng VLAN nao. Ta c6 thé cau hinh mot duong trunk dé van chuyén luu
thong cho tit ca VLAN hodc mot s6 VLAN cu thé nio d6 duoc chi ra trong ciu hinh.
Trunking layer 3 doi hoi cong trén VLAN phai c6 thé hoat dong & téc do FastEthernet trd 1én.

% Cong vit Iy va cong logic

VLAN 10: 192.168.10.0/24
VLAN 20: 192.168.20.0/24

VLAN 30: 192.168.30.0/24
Fa0/0

L Cdng vat ly

VLAN 10 | VLAN 20 | VLAN 30 | Switch

Buong “trunk” c6 uu diém la 1am giam s6 lugng céng can sir dung ctia router va

switch. Piéu nay khong chi tiét kiém chi phi ma con giup cho céu hinh bot phire tap. Két ndi

“trunk” trén router co6 kha nang m¢ rong voi sO luong lon VLAN. Néu mdi VLAN phii c6
mot két ndi vat 1y thi khong thé dap tmg duoc khi sé lwong VLAN 16n.

Mot cong vat 1y co thé dugc chia thanh nhiéu cong luan 1y. Mdi cong luan 1y twong tmg
Vg&i mot VLAN va dugc dat mot dia chi IP cua vlan d6. Mo1 VLAN 1a mot mang riéng, do do
cong luan ly thugc VLAN nao thi c6 dia chi IP thugc mang cia VLAN do.

% Cau hinh dinh tuyén cho cac VLAN dung Router

St dung cac cong luan 1y duoc chia tir mot cong vat 1y dé cau hinh dinh tuyén giita cac
VLAN, céc cau 1énh dugc sir dung nhu sau:

R(config) #interface <interface.subintf-number>

R(config-if) #encapsulation dotlg <vlan-id>
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R(config-if)#ip address <address> <subnet-mask>
Vi du: Cau hinh dinh tuyén giira cic VLAN

VLAN 10
192.168.10.0/24 VLAN 10: Fa0/1 - 10

Oy &y &Y
SLB ..
Fa0/24__ Fa0/0 "rd @

R G

‘l
* VLAN 20: Fa0/11 - 20

192.168.20.0/24
VLAN 20

Yéu ciu
e Tao 2 vlan: VLAN 10 (P.KinhDoanh) va VLAN 20 (P.KeToan)
e Céc cong Fa0/1-Fa0/10 thudc VLAN 10, cac cong Fa0/11-Fa0/20 thudc VLAN 20
e CAu hinh dinh tuyén cho phép hai VLAN nay c6 thé lién lac duoc véi nhau.
Cac budc thue hién
e Céu hinh trén switch

v Tao vlan
switch (config)#vlan 10

switch (config-vlan) #name P.KinhDoanh
switch (vlan) #vlan 20

switch (config-vlan) #name P.KeToan

v/ Gan cac port vao vlan
switch (config) #interface range fa0/1 - 10
switch (config-if-range) #switchport mode access
switch (config-if-range) #switchport access vlan 10
switch (config) #int fal0/11 - 20
switch (config-if-range) #switchport mode access
switch (config-if-range) #switchport access vlan 20

v/ Céu hinh duong trunk
switch (config)#int fa0/24
switch (config-if) #switchport mode trunk
switch (config-if) #switchport trunk encapsulation dotlg

Luu y: Lénh cudi 12 mac dinh trén mot s6 dong switch.

e Cau hinh trén router

v Chon cdng fa0/0 dé ciu hinh trunk
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router (config) #interface fal/0
router (config-if)#no shutdown

v Kich hoat trunk trén subinterface fa0/0.1 va dong goéi bang dotlq

router (config) #int fal0/0.1
router (config-if) #encapsulation dotlg 10

v CAu hinh thong tin 16p 3 cho sub-interface fa0/0.1
router (config-subif)#ip address 192.168.1.1 255.255.255.0

v Kich hoat “trunk” trén sub-interface fa0/0.2 va dong goi bang dotlq

router (config) #int fa0/0.2
router (config-subif) #encapsulation dotlg 20

v Cau hinh thong tin 16p 3 cho sub-interface fa0/0.2
router (config-subif)#ip address 192.168.2.1 255.255.255.0

v Luu ciu hinh

router#copy run start
e Kiém tra cau hinh

Trén switch dung céc 1€nh sau:
Switch#show interface interface
Switch#show vlan
Switch#show vtp status

Trén router dung cac 1énh sau
Router#show vlan: thong tin layer 2 va layer 3 cdu hinh cho mdi VLAN.
Router#show interfaces <interface>

% Pinh tuyén cho cac VLAN dung switch layer 3 (MSW)

MSW
Fa0/1 Fa0/2
Fa0/1 VP \,o/z
VTP Server VTP
Client VTP Domain: CNTT Client
SW1 SW2

VLAN10: 192.168.10.0/24
VLANZ20: 192.168.20.0/24
VLAN30: 192.168.30.0/24
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VLANA4O: 192.168.40.0/24

Yéu ciu
e Ciu hinh dudng “trunk”
e Cau hinh VTP, VLAN
VTP domain: CNTT; MSW: VTP Server; SW1, SW2: VTP Client
e Chu hinh MSW dé dinh tuyén cho 4 VLAN

Huéng din ciu hinh
% Céu hinh trunk

SW1 (config) #interface fal/1

SW1 (config-if) #switchport mode trunk

SW1 (config-if) #switchport trunk encapsulation dotlg
SW2 (config) #interface fal/2

SW2 (config-if) #switchport mode trunk

SW2 (config-if) #switchport trunk encapsulation dotlg
MSW (config) #interface fal/1

MSW (config-if) #switchport mode trunk

MSW (config-if) #switchport trunk encapsulation dotlg
MSW (config) #interface fal/2

MSW (config-if) #switchport mode trunk

MSW (config-if) #switchport trunk encapsulation dotlg

% CAu hinh VTP, VLAN

MSW (config) #vtp domain CNTT
MSW (config) #vtp mode server
SW1 (config) #vtp domain CNTT
SW1 (config) #vtp mode client
SW2 (config) #vtp domain CNTT
SW2 (config) #vtp mode client
MSW (config) #vlan 10
MSW (config) #vlan 20
MSW (config) #vlan 30
MSW (config) #vlan 40
% Cau hinh MSW d¢ routing giita 4 VLAN

MSW (config) #ip routing
MSW (config) #interface vlan 10
MSW (config-if) #ip address 192.168.10.1 255.255.255.0
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MSW (config) #interface vlan 20

MSW (config-if) #ip address 192.168.20.1 255.255.255.0

MSW (config) #interface vlan 30

MSW (config-if) #ip address 192.168.30.1 255.255.255.0

MSW (config) #interface vlan 40

MSW (config-if) #ip address 192.168.40.1 255.255.255.0
% Kiém tra cAu hinh

show interface trunk

show vtp status

show vlan brief

show ip route

8. Giao thiwre STP

Trong thiét ké mang, viéc tao ra cac két ndi du thira 13 can thiét nham tao kha nang du
phong cho hé théng. Tuy nhién, khi thiét ké dy phong trén Switch thi c6 3 van dé can xem xét
1a: bdo quang b4, nhiéu goi tin duoc nhan gidng nhau va bang dia chi MAC trén cac Switch
khong on dinh. C6 thé goi chung trudng hop nay 1a “switching loop”.

Giao thirc STP duoc sir dung dé giai quyét van dé nay bang cach khoa tam thoi mot
hodc mot sd cong dé tranh tinh trang nhu trén.

Khéa (block)

SW3

+ Hoat dong cua STP qua cac budc sau:
0 Bau chon 1 switch lam “Root switch” con goi 1a “Root bridge”
0 Chon “Root port” trén céac switch con lai
0 Chon “Designated port” trén mdi phan doan (segment) mang
0 Cong con lai goi 12 “Nondesignated port” s& bi khoa
% Qua trinh bau chon “root switch”

Mdi switch c6 mét gia tri “Bridge-ID” gom 2 truong 1a “Bridge priority” va “MAC
address” va dugc dit vao trong BPDU va giri quang ba cho cac switch khac mdi 2 gidy.
Switch dugc chon lam “root switch” 1a switch c6 gia tri “Bridge-ID” nho nhat. Dé so sanh,
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gia tri “Bridge priority” dugce ding dé so sanh trude, néu tit ca cac switch déu co gia tri nay
bang nhau thi tham s thtr 2 14 “MAC address” s& duoc dung dé so sanh.

Cac loai céng khac “root port”, “designated port” s& 1an lugt duoc bau chon dua véo chi
phi nhé nhét tinh tir n6 dén “root switch”. Dira vao bang sau dé tinh chi phi cho mdi chan.

Téc dd két ndi Chi phi (Cost)
10 Gb/s 2
1 Gb/s 4
100 Mb/s 19
10 Mbl/s 100
Vidu:
Priority. 32768 SW1 Root
MAC: 0100.111.1111 bridge

Designated Designated

port

Root port
Priority: 32768 Priority: 32768
MAC: 0100.111.2222 \ MAC: 0100.111.3333
Designated Nondesignated
SW2 port port SwW3

Mot s6 dang STP dugc cai tién nhu: PVSTP+ (Per VLAN Spanning Tree Plus) dung tao
cho mdi VLAN mot STP riéng.

Root ctia VLAN 10 Root ciia VLAN20

Switch A Switch B

Céng bi khéa ciia VLAN20 Cong bi khéa chia VLAN10

Trong PVSTP+, Bridge-ID c6 thém trudng System-1D (VLAN-ID) dé phan biét cho
tung VLAN.
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+———BridgeID=8Bytes —

Bridge

Priority MAC Address
“— >« >
2 bytes 6 bytes

«————Bridge ID=8Bytes ——

Bridge Extend
Priority | System ID MAC Address

&

> %

Al
4 bits 12 bits 48 bits
Mot s6 cai tién khac nhu RSTP (Rapid Spanning Tree Protocol), MSTP.

Mot sb 1énh cdu hinh dé diéu chinh gia tri “Bridge priority” mac dinh cta switch. Chon
switch 1am “root switch” bang 1énh sau:

Switch (config) #spanning-tree vlan <vlan-id> root primary
Hoac

Switch (config) #spanning-tree vlan <vlan-id> priority <priority>

9. EtherChannel

Cong nghé EtherChannel ctia Cisco cho phép két hop cac két ndi Ethernet thanh mot
b6 (bundle) dé ting bang thong. Mbi bundle c6 thé bao gdm tir hai dén tam két ndi Fast
Ethernet hay Gigabit Ethernet, tao thanh mot két ndi luan 1y goi 1a FastEtherChannel hay
Gigabit EtherChannel. Két ndi nay cung cdp mot bang thong lén dén 1600Mbps hodc 16
Gbps.

Cong nghé nay duoc xem 1a mot cach don gian dé nang cap két ndi giita cac switch
ma khong can phai mua phan cing méi. Vi du, mot két ndi Fast Ethernet (co throughput 12
200Mbps) co thé mo rong 1én dén 8 két ndi FE (1600Mbps) dé tro thanh mot két ndi
FastEtherChannel. Néu luu lugng luu luong ting qua murc nay, qua trinh nang cip c6 thé lai
bat dau v6i mot két ndi Gigabit Ethernet. Sau dé, ta c6 thé lai tiép tuc mo rong két ndi nay lén
thanh GigabitEtherChannel. Qua trinh nay c6 thé dugc lap lai véi viée tiép tuc chuyén sang
két nbéi 10Gbps. Binh thuong, viéc co6 nhiéu két ndi giita cac switch tao ra kha ning bi
bridging loops. EtherChannel s& tranh tinh huéng nay bang cich xem ca mot bundle nhu 1a
mét két ndi don duy nhét, hodc 1a access, hodc 1a trunk.

Két hop cfing bén trong EtherChannel

EtherChannel c6 thé bao gom tdi da tam két ndi vat 1y ctia ciing kiéu phan cting va
cung toc do. Mot vai rang budc phai duoc dap tng sao cho chi c6 nhiing két ndi twrong ty 1a
duoc két hop. Thong thuong, tat ca cac cong phai thude vé cting mot vlan. Néu duge ding
nhu mot két ndi trunk, tit ca cac cong phai ¢ trong trunking, co cung native vlan va truyén
ciing mot tap hop cta vlan. Mdi cong phai c¢6 cung téc do, duplex va ¢ cting ciu hinh
spanning tree.

Cac giao thirc cia EtherChannel: PagP va LACP.
Céu hinh EtherChannel
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Céc 1énh co ban dé cu hinh Etherchannel. Cau hinh PAGP Ethechannel:

Switch (config-if) #channel-protocol pagp

Switch (config-if) #channel-group number mode {on | auto |
desirable }

Céac ché do nay cd y nghia nhu sau:
ON: & mode nay thi Switch tu dong enale etherchannel tuy nhién no lai khong géi hay nhan
bat ky gbi PAGP nao, do d6 ma phai cdu hinh on mode & hai dau
Auto: Switch sé€ ty dong enable ethechannel néu n6 nhan dugc PAGP packet.
Desirable: Switch sé& ty dong cb ging yéu cau dau kia chuyén két ndI sang thanh
EtherChannel.
Cau hinh LACP
Switch (config) #lacp system-priority priority
Switch (config-if) #channel-protocol lacp
Switch (config-if) #channel-group number mode {on|passivelactive}
Switch(config-if)# lacp port-priority priority
Lénh dau tién dé xac dinh system priority dé xac dinh Switch nao lam Switch diéu
khién Ethechannel, hodc néu Priority béng nhau thi Switch nao c6 diac chi mac nho hon s€
dugc chon. Ta con xac dinh priority cta cong dé xac dinh xem cong nao 14 active va cong nao
& trang thai standby. Cong c6 priority nho sé& active va, 16n s& ¢ trang thai standby. Cac mode

trong 1énh channel-group On, Passive, active tuan ty twong tu nhu On, Auto , Desirable trong
PAGP

Khi cac céng duoc cau hinh nhu 14 thanh vién cua EtherChannel, switch s& tu dong tao
ra cac céng EtherChanel. Interface nay s€ dai dién cho ca bundle
Switch (config)# interface type mod/num
Switch (config-if)# channel-protocol pagp

Switch (config-if)# channel-group number mode {on | {auto | desirable}}

10. Tong két chwong

Trong moi truong Ethernet LAN, tap hop céc thiét bi cung nhan mot gbi quang ba boi
bat ky mot thiét bi con lai dugc goi 1a mot “broadcast domain”. Trén cac switch khong hd tro
VLAN, switch s& guri tit ca cac goi tin quang ba ra tat ca cac cong, ngoai trir cong ma nd nhan
g0i tin vao. Két qua 1a trén cac cong cua loai switch nay 1a cing mot “broadcast domain”.
Néu switch nay két ndi dén cac switch va cac hub khac, cic cong trén switch nay s& cling
“broadcast domain”.

VLAN cho phép két hop cac cong trén switch thanh cac nhém dé giam luu luong
broadcast. VLAN 1a mot LAN theo logic dya trén chirc ning, img dung ctia mot to chirc chir
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khong phu thudc vao vi tri vat 1y hay két ndi vat ly trong mang. Mot VLAN [a mdt mién
quang ba duogc tao nén boi mot hay nhiéu switch.

Giao thirc VTP ¢6 vai trd duy tri ciu hinh cia VLAN va dong nhat trén toan mang. VTP
1a giao thire sir dung dudng trunk dé quan 1y su thém, xo4, stra cdc VLAN trén toan mang tir
switch trung tam duoc dat trong Server mode. VTP hoat dong chu yéu 1a ddng nhat cac thong
tin VLAN trong cung mot VTP domain gitp giam di sy ciu hinh gidng nhau trong cac switch.

Két ndi trunk 14 lién két Point-to-Point giita cac cong trén switch véi router hodc voi
switch khac. Két ndi trunk s& van chuyén thong tin ctua nhiéu VLAN théng qua mot lién két
don va cho phép mo rong VLAN trén hé thong mang. Cac VLAN duoc dinh tuyén st dung
thiét bi ¢ ting 3 nhu router hay “Switch layer 3”.

Giao thuc STP duoc dung trong trudng hop hé théng mang thiét ké cac két ndi du
phong trén Switch. STP chong tinh trang “switching loop” bang cach khoa tam mot s6 cong
trong mang. Mot sO phién ban cai tién tir STP truyén thong nhu PVSTP+, RSTP,...

11. Cau héi va bai tap
11.1. Mot VLAN la mot tap cac thiét bi ndm cung mién
A. Autonomous system
B. Broadcast domain
C. Bandwidth domain
D. Collision domain
11.2. Thiét bi nao sau day dugc dung dé két ndi cac VLAN?
Switch
Bridge
Router
Hub

11.3. Giao thirc nao sau ddy duoc ding dé phan phdi thong tin vé cau hinh VLAN dén cac
Switch khéc trong mang?

A. STP

VTP

EIGRP

SNMP

CDP

11.4. Giao thitrc STP (Spanning-Tree Protocol) dung dé lam gi?

oo w>

mo o w

Dung dé cép nhat dinh tuyén trong méi trudng Switch.
Dung dé chdng "routing loop" trong mang

Dung dé tranh "switching loop" trong mang

oo w >

. Dung dé quan Iy viéc thém, x0a, sira thong tin VLAN trong hé thong cé nhidu Switch.
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E.

Dung dé phan hoach mang thanh nhiéu mién dung do

11.5. Bé kiém tra interface fa0/5 c6 duoc gan cho VLAN Sales khong, thi ta st dung 1énh nao
sau day?

A.

mo o w

show vlan

show mac-address-table
show vtp status

show spanning-tree root
show ip interface brief

11.6. Tai sao Switch khong bao gid hoc mdt dia chi “broadcast”?

moowp>

Frame broadcast khong bao gio dugc gui téi Switch

Dia chi broadcast sir dung dinh dang khong ding trong bang chuyén mach trén Switch
Dia chi broadcast khong bao gio 1a dia chi ngudn trong mot frame.

bia chi broadcast chi dung trong layer 3

Switch khong bao gio chuyén tiép cac géi tin broadcast

11.7. Cho m6 hinh mang:

MAC:
0000.5e10.1200

MAC:
0000.7e10.1200

MAC:
0000.6e10.1200

SW2 SW3

Tét ca cac switche duoc cdu hinh STP mic dinh va tat ca cac két ndi qua port FastEthernet.
Port nao s€ chuyén vao trang thai "blocking"?

A. Switch SW1 - Port Fa0/1
Switch SW1 - Port Fa0/2
Switch SW2 - Port Fa0/2
Switch SW2 - Port Fa0/1
Switch SW3 - Port Fa0/1
F. Switch SW3 - Port Fa0/2

mo o w

11.8. Cho mo6 hinh mang:
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Router:

Interface fa0/1.1

encapsulation dotlq 10 Router
ip address 192.168.1.65 255.255.255.192

Interface fa0/1.2 Fa0/1
encapsulation dotlq 20 Fa0/1
ip address 192.168.1.129 255 .255.255.224

Switch:

Port Fa0/1: trunk

Port Fa0/2, Fa0/3: VLAN 10
Port Fa0/4: VLAN 20

Nhirng thong tin ciu hinh nio sau ddy 1a dung cho cac host trong mé hinh trén?
A. bia chi IP ciia HA: 192.1.1.65

Subnet mask cua HA: 255.255.255.224

Pia chi IP cua HB: 192.1.1.125

Default gateway cua HB: 192.1.1.65

bia chi IP cua HC: 192.1.1.66

Subnet mask cua HC: 255.255.255.224

11.9. Cho md hinh mang:

mmoow

VLAN 1
82 host

@ 172.16.1.126
., VLAN 2
Switch @ 114 host

172.16.1.129

Nhimng phat biéu nao sau ddy la ding trong mé hinh mang trén?
A. Subnet mask dugc su dung 1a 255.255.255.192
Subnet mask duoc s dung 14 255.255.255.128
Dia chi IP 172.16.1.25 c6 thé duoc gan cho céc host thugc VLAN1
Dia chi IP 172.16.1.205 c¢6 thé dugc gan cho céac host thugc VLAN1

Cong LAN trén router duoc cau hinh voi mot dia chi IP

mmo o w

Cong LAN trén router dugc ciu hinh véi nhiéu dia chi IP
11.10. Cho mo6 hinh mang:
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config) #interface fastethernet 0/1.1

config-if) #encapsulation dotlg 1

config-if)#ip address 192.168.1.1 255.255.255.0

config) #interface fastethernet 0/1.2

config-if) #encapsulation dotlqg 2

config-if) #Ip address 192.168.2.1 255.255.255.0

config) #interface fastethernet 0/1.3

config-if) #encapsulation dotlg 3

config-if)# Ip address 192.168.3.1 255.255.255.0

Router trong m6 hinh mang dugc cAu hinh nhu trén. Switch két ndi véi router qua duong
trynk. Trén Switch cau hinh 3 VLAN: VLANI, VLAN2, and VLAN3. Mt may tinh A két
noi vao VLAN2. Hoéi dia chi default gateway phai dat cho may tinh nay la dia chi nao sau
day?

192.168.1.1

192.168.1.2

192.168.2.1

192.168.2.2

192.168.3.1

F. 192.168.3.2

11.11. Hai tham s6 duoc STP st dung dé bau chon “root bridge”?

mooO w >

A. Bridge priority
bia chi IP

bia chi MAC
Phién ban I0S
Dung luong RAM

F. Tdc dd két ndi

mo o w

12. Lab. SWITCH
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Lab 4-1. VLAN

% Mbta
e Cau hinh VLAN trén Switch
e Ciuhinh 3 VLAN: VLAN 10, VLANEZ®/SLAN 30
e FQ/1_f0/6 lan 10
e FO/7-f0/9  :vlan20 Fa0/6
e F0/10—f0/12 : vlan 30 Fa0/9

% Cac budc thuc hién:
e Tao vlan:

Switch>enable

Switch#config terminal
Switch (config) #vlan 10
Switch (config) #vlan 20
Switch (config) #vlan 30

e Gan cac port vao vlan
Switch (config) #interface f0/1
Switch (config-if) #switchport mode access
Switch (config-if) #switchport access vlan 10

Switch (config-if) #exit

Switch (config) #interface £f0/2
Switch (config-if) #switchport mode access
Switch (config-if) #switchport access vlan 10

Switch (config-if) ffexit

Switch (config) #interface £f0/3
Switch (config-if) #switchport mode access
Switch (config-if) #switchport access wvlan 10

Switch (config-if) ffexit

Switch (config) #interface £f0/4
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Switch (config-if) #switchport mode access
Switch (config-if) #switchport access wvlan 10

Switch (config-if) ffexit

Switch (config) #interface £0/5
Switch (config-if) #switchport mode access
Switch (config-if) #switchport access vlan 10

Switch (config-if) #fexit

Switch (config) #interface £0/6
Switch (config-if) #switchport mode access
Switch (config-if) #switchport access vlan 10

Switch (config-if) #fexit

Switch (config) #interface £0/7
Switch (config-if) #switchport mode access
Switch (config-if) #switchport access vlan 20

Switch (config-if) #fexit

Switch (config) #interface £0/8
Switch (config-if) #switchport mode access
Switch (config-if) #switchport access vlan 20

Switch (config-if) #exit

Switch (config) #interface £0/9
Switch (config-if) #switchport mode access
Switch (config-if) #switchport access vlan 20

Switch (config-if) #exit

Switch (config) #interface f0/10
Switch (config-if) #switchport mode access
Switch (config-if) #switchport access vlan 30

Switch (config-if) ffexit

Switch (config) #interface f0/11
Switch (config-if) #switchport mode access

Switch (config-if) #switchport access wvlan 30
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Switch (config-if) #exit

Switch (config) #interface £0/12
Switch (config-if) #switchport mode access
Switch (config-if) #switchport access vlan 30
Switch (config-if) ffexit
% Kiém tra
Thuc hién céac cau 1énh sau dé kiém tra ciu hinh
Switch#show run
Switch#show vlan

Gian PC vio cac port nhu trén so do. it IP cho cac PC va dung 1énh ping : kiém tra
két ndi.

Lab 4-2. VLAN TRUNKING

m VLAN
1N an
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% M6 ta

e Hai switch két ndi v6i nhau qua duong trunk.
e Tao 3 vlan: VLAN 10, VLAN 20, VLAN 30

% Cac buwéc cAu hinh
Céu hinh Sw1 lam VTP Server:
v Dit hostname, mat khau trén Sw1
switch>enable

switch#config terminal

switch (config) #hostname swl

swl (config) #enable password cisco

v Thiét 1ap VTP domain: SPKT, VTP mode server, va tao cac vlan

swl#config terminal

swl (config) #vtp mode server
swl (config) #vtp domain SPKT

)

( )
swl (config) #vlan 10 name
swl (config) #vlan 20 name
swl (config) #vlan 30 name

v Céu hinh duong trunk va cho phép tat ca cac vlan qua dudng trunk

swl#config terminal

CNTT
TTTH
TTCLC

swl (config) #interface £f0/1
swl (config-if) #switchport mode trunk

(
swl (config-if) #switchport trunk encapsulation dotlg
swl (config-if) #switchport trunk allowed vlan all
( )
(

swl (config-if) #exit
swl (config) #

v Gan cac port vao cac vian

swl (config) #int range f0/2 - 4

swl (config-..) #switchport
swl (config-..) #switchport
swl (config-if) #int range
swl (config-..) #switchport
swl (config-..) #switchport
swl (config-if) #int range
swl (config-..) #switchport
swl (config-..) #switchport

v Kiém tra ciu hinh

mode access
access vlan
£f0/5 - 7
mode access
access vlan
f0/8 - 10
mode access
access vlan

Str dung céc 1énh : switch#show vlan

switch# show vtp status

Chu hinh Sw2 1am VTP client:

v Céu hinh hostname, password

switch#config terminal

switch (config) #hostname SW2

SW2 (config) #enable password cisco

10

20

30

(mac dinh)
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v Céu hinh vtp domain: SPKT, vtp mode: client

SW2#config terminal

SW2 (config) #vtp domain SPKT
SW2 (config) #vtp mode client

SW2 (config) #exit

SW2#config terminal

SW2 (config) #int f0/1

SW2 (config-if) #switchport
SW2 (config-if) #switchport
SW2 (config-if) #switchport
SW2 (config-if) #exit

Gan céc port vao cac vlan

sw2 (config) #int £0/4

sw2 (config-if) #switchport
sw2 (config-if) #switchport
sw2 (config-if) #int £0/5
sw2 (config-if) #switchport
sw2 (config-if) #switchport
sw2 (config-if) #int f0/6
sw2 (config-if) #switchport
sw2 (config-if) #switchport
sw2 (config) #int £0/7

sw2 (config-if) #switchport
sw2 (config-if) #switchport
sw2 (config-if) #int £0/8
sw2 (config-if) #switchport
sw2 (config-if) #switchport
sw2 (config-if) #int £f0/9
sw2 (config-if) #switchport
sw2 (config-if) #switchport
sw2 (config)#int f£0/10

sw2 (config-if) #switchport
sw2 (config-if) #switchport
sw2 (config-if) #int f0/11
sw2 (config-if) #switchport
sw2 (config-if) #switchport
sw2 (config-if) #int £f0/12

v Céu hinh trunking trén cong f0/1 ciha SW2

mode trunk
trunk encapsulation dotlg
trunk allowed vlan all

mode access

access vlan 10

mode access

access vlan 10

mode access

access vlan 10

mode access

access vlan 20

mode access

access vlan 20

mode access

access vlan 20

mode access

access vlan 30

mode access

access vlan 30
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sw2 (config-if) #switchport mode access

sw2 (config-if) #switchport access vlan 30

v Kiém tra

Str dung céc cau 1énh sau

switch#show
switch#show

switch#show

switch#show

Lab 4-3.
Topology

vlan
int interface

vtp status

vtp counters :kiém tra sd lan giri va nhan thong tin trunking

fa0/1

fa0/1

fa0n/2

fa0/3

fa0/2

Traditional Spanning Tree Protocol - 802.1D

fa0/2
fa0/2
fa0/3
fa0/1
fa0/1
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Yéu ciu
e Xic dinh Root Bridge, Root port, Designated port, Non DP
e Céu hinh SW1: priority 4096
SW2: 8192
SWa3: 28672
SW4: 36864
e Xac dinh Root Bridge, Root port, Designated port, Non DP
e Céu hinh portfast
Ciu hinh
e Céu hinh priority:
SW1 (config) #spanning-tree vlan 1 priority 4096
SW2 (config) #spanning-tree vlan 1 priority 8192
SW3 (config) #spanning-tree vlan 1 priority 28672
SW4 (config) #spanning-tree vlan 1 priority 36864
e Céau hinh portfast:
SW1 (config) #interface range falO/1 - 24
SW1 (config-range-if) #spanning-tree portfast

Kiém tra cau hinh

show spanning-tree vlan 1

Lab4-4 DINH TUYEN GIUA CAC VLAN
(Inter-VLANSs routing)
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Layer 3 device
Cisco Router

Fa0/0.1 Fa0l0.1 _ _ SRSt Ethernet Faoi0.4
- . zz= " Tast Etherne :192.168.4.1 /24
:192.168.1.1 /124 - FatlpZ L Fa0/0
PC 1 7 raons . PC4
192.168.1.100 7w | TTungking 192.168.4.100
SM:255.255.255.0 o U [ sYPera SM:255.255.255.0
Default Gateway:192.168.1.1 / \ \ Default Gateway:192.168.4.1
Fa0/0.2 ! et 4 Fa0/0.3:
192.168.2.1 /24 192.168.3.1 /24
PC 2 PC 3
192.168.2.100 ) | I 192.168.3.100
SM:255.255.255.0 | SM:255.255.255.0

Default Gateway:192.168.2.1 / |

PC1 @
PC 2

Default Gateway:192.168.3.1

|
|
|
| @
|
PC 4
3

PC

% Yéu ciu
e Tao4 VLAN : VLA, VLB, VLC, VLD

e Gan cac port vao cac vlan nhu sau: VLA (Fa0/1 — Fa0/3), VLB (Fa0/4 — Fa0/6),
VLC (Fa0/7 — Fa0/9) , VLD (Fa0/10 — Fa0/12)

e PCl1 thuoc VLA, PC2 thuéc VLB, PC3 thuoc VLC, va PC4 thuoc VLD.

e Céiu hinh trunking cho phép cic host thuéc cac VLAN khac nhau c6 thé lién lac duoc
v6i nhau.

% Cac buéc thue hién
e Cau hinh trén switch
v/ Tao vlan

Switch#config terminal
Switch (config) #vlan 10
Switch (config-vlan) #name VLA
Switch (config-vlan) #exit
Switch (config) #vlan 20
Switch (config-vlan) #name VLB
Switch (config-vlan) #exit
Switch (config) #vlan 30
Switch (config-vlan) #name VLC
Switch (config-vlan) #exit

Switch (config) #vlan 40
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Switch (config-vlan) #name VLD
Switch (config-vlan) #exit

v Kiém tra cAu hinh VLAN

Switch#show vlan

v' Gan cac port cho VLAN twong &rng
Switch (config) #interface fal0/2

Switch (config-if) #switchport mode access
Switch (config-if) #switchport access vlan
Switch (config) #interface fa0/3

Switch (config-if) #switchport access vlan
Switch (config) #interface fal/4

Switch (config-if) #switchport access vlan
Switch (config) #interface fal/5

Switch (config-if) #switchport access vlan
Switch (config) #interface fa0/6

Switch (config-if) #switchport access vlan
Switch (config) #interface fal/7

Switch (config-if) #switchport access vlan
Switch (config) #interface fal/8

Switch (config-if) #switchport access vlan
Switch (config) #interface fal/9

Switch (config-if) #switchport access vlan
Switch (config) #interface fal0/10

Switch (config-if) #switchport access vlan
Switch (config) #interface fal/11

Switch (config-if) #switchport access vlan
Switch (config) #interface fal/12

Switch (config-if) #switchport access vlan

10

10

20

20

20

30

30

30

40

40

40

Kich hoat trunking trén cong fa0/1, encapsulation trunking bang dotlq, cu hinh cho phép cac

vlan luu thong qua két ndi trunk.

Switch (config) #int fal/1
Switch (config-if) #switchport mode trunk

Switch (config-if) #switchport trunk encapsulation dotlg

--> (mdc dinh trén sw 2950, 2960)

Switch (config-if) #switchport trunk allowed vlan all
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--> (mac dinh)
Luru cAu hinh

switch#copy running-config startup-config

e Ciu hinh trén router (ciu hinh sub-interface va trunking)
Router (config) #interface fa0/0

Router (config-if) #no shutdown

Router (config) #int fastethernet 0/0.1
Router (config-subif) #fencapsulation dotlg 10
Router (config-subif) #ip address 192.168.1.1 255.255.255.0

Router (config-subif) fexit

Router (config) #int fastethernet 0/0.2
Router (config-subif) #encapsulation dotlg 20
Router (config-subif) #ip address 192.168.2.1 255.255.255.0

Router (config-subif) fexit

Router (config)int fastethernet 0/0.3
Router (config-subif) #encapsulation dotlg 30
Router (config-subif) #ip address 192.168.3.1 255.255.255.0

Router (config-subif) fexit

Router (config) #interface fastethernet 0/0.4
Router (config-subif) #encapsulation dotlg 40
Router (config-subif) #ip address 192.168.4.1 255.255.255.0
Router (config-subif) fexit

v Luu ciu hinh
Router#copy run start

e Kiém tra
v/ Xem thong tin VLAN: 1énh show vlan
v/ Xem trang thai cic cong: 1énh Switch#show interfaces interface

v Kiém tra su lién lac giita cac VLAN: sir dung lénh ping giita cac PC
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Lab 4-5. Inter-VLAN routing (MultiLayer Switch)
Topology
fa0/1 fa0/1 _fa_O/Z fa0/2

VLAN10: 192.168.10.0/24
VLANZ20: 192.168.20.0/24
VLAN30: 192.168.30.0/24
VLAN40: 192.168.40.0/24

Yéu cau:

e Céu hinh trunk
e (Chu hinh VTP, VLAN
Vtp domain: CNTT
MSW: vtp server
SW1, SW2: vtp client
e Ciu hinh MSW d¢ routing giita 4 VLAN
Céu hinh:

% Chu hinh trunk

SW1 (config) #interface fal/1
SW1 (config-if) #switchport mode trunk

SW1 (config-if) #switchport trunk encapsulation dotlg

SW2 (config) #interface fal0/2
SW2 (config-if) #switchport mode trunk

SW2 (config-if) #switchport trunk encapsulation dotlg

MSW (config) #interface fal/1

MSW (config-if) #switchport mode trunk

MSW (config-if) #switchport trunk encapsulation dotlg
MSW (config) #interface fa0/2

MSW (config-1if) #switchport mode trunk

MSW (config-if) #switchport trunk encapsulation dotlg
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% Céau hinh VTP, VLAN

MSW (config) #vtp

MSW (config) #vtp

SW1 (config) #vtp

SW1 (config) #vtp

SW2 (config) #vtp

SW2 (config) #vtp

MSW (config) #vlan
MSW (config) #vlan
MSW (config) #vlan

MSW (config) #vlan

O
°o

MSW (config) #ip r

MSW (config) #interface vlan 10
MSW (config-if) #ip address 192
MSW (config) #interface vlan 20
MSW (config-if) #ip address 192
MSW (config) #interface vlan 30
MSW (config-if) #ip address 192
MSW (config) #interface vlan 40

MSW (config-if) #ip address 192

domain CNTT

mode server

domain CNTT

mode client

domain CNTT

mode client

10
20
30
40

outing

Céu hinh MSW d¢é routing giira 4 VLAN

.168.10.

.168.20.

.168.30.

.168.40.

1. Kiém tra cAu hinh

show interface t
show vtp status
show vlan brief

show ip route

runk

255.255.255.

255.255.255.

255.255.255.

255.255.255.
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Lab 4-6. Port security

fao/1
00-40-45-19-71-83

% Yéu ciu
— Chi c6 client v6i dia chi MAC: 00-40-45-19-71-83 dugc st dung port fa0/1 trén
Switch.

—  Céc client khac gin vao port fa0/1, port fa0/1 s& bi shutdown
— Port fa0/1 s€ khoi phuc lai sau 30 gidy.
% Cau hinh

1. Cau hinh port security. Chi ¢ client v6i dia chi MAC: 00-40-45-19-71-83 duoc sir dung
port fa0/1 trén Switch.

Switch (config) #interface fal/1

Switch (config-if) #switchport mode access

Switch (config-if) #switchport port-security

Switch (config-if) #switchport port-security mac-address 0040.4519.7183
2. Cac client khac gin vao port fa0/1, port fa0/1 s& bi shutdown

Switch (config) #interface fal/1

Switch (config-if) #switchport port-security violation shutdown
3. port fa0/1 s€ khoi phuc lai sau 30 gidy.

Switch (config) #errdisable recovery cause all

Switch (config) #errdisable recovery interval 30
Kiém tra cAu hinh

show interface switchport

show port-security interface
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Lab 4-7. EtherChannel
Topology
-
Fa0/1 -4 Fa0/1 -4
Yéu cau

e Céu hinh EtherChannel ding PAGP
e Céu hinh EtherChannel ding LACP
e Cau hinh EtherChannel dung mode ON
e (Chu hinh Loadbalance dya vao Source MAC, Destination MAC
Céu hinh
% Céu hinh EtherChannel dung PAGP (desirable - desirable, desirable - auto}

Switch (config) #interface range fal0/1 - 4
Switch (config-if-range) #channel-protocol PAGP

Switch (config-if-range) #channel-group 1 mode {Desirable | Auto}

% Cau hinh EtherChannel ding LACP (Active - Active, Active - Passive)

Switch (config) #interface range fal0/1 - 4
Switch (config-if-range) #channel-protocol LACP

Switch (config-if-range) #channel-group 1 mode {Active| Passive}

% Cau hinh EtherChannel dung mode ON

Switch (config) #interface range fal0/1 - 4

Switch (config-if-range) #channel-group 1 mode ON
Kiém tra cAu hinh
Str dung céc 1€nh sau dé kiém tra cAu hinh:

show etherchannel 1 detail

show etherchannel summary

show pagp 1 neighbor
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show pagp 1 counters
show pagp 1 internal
show lacp 1 neighbor
show lacp 1 couters
show lacp 1 internal

Ghi chii: Néu 1a Switch Layer 3 ban c6 thé cAu hinh nhu sau dé EtherChannel hoat dong &
Layer 3:

Switch (config)# ip routing
Switch (config)# interface port-channel {number}
Switch (config-if)# no switchport

Lab 4-8. Port-based authentication - 802.1x

Topology

10.10.10.0/24

——= .10 i |
] E/
— o TP s

RADIUS Server
Yéu ciu
1. CAu hinh IP nhu mé hinh trén
2. Cau hinh dot1x trén port fa0/1 cho phép client truy cap vao mang voi
Username: newstar
Password: cisco
CAu hinh
1. Céu hinh IP nhu mo hinh trén
2. Céu hinh dotlx
Switch (config) #aaa new-model
Switch (config) #radius-server host 10.10.10.1

Switch (config) #radius-server key cisco

Switch (config) #aaa authentication dotlx default group radius
Switch (config) #dotlx system—-auth-control

Switch (config) #interface fal/1

Switch (config-if) #switchport mode access

Switch (config-if) #dotlx port-control auto
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Tao account (username: cisco, password: cisco) trén RADIUS Server.

CHUONG 5. ACL

Churong nay trinh bay chirc ndng va ddc diém cia viéc sir dung ACL trong hé thong
mang dé diéu khién cac truy cap, dac diém cia céc logi ACL va cdch thire cdu hinh trén thiét
bi Cisco. Hoc xong chwong nay, nguoi hoc co kha nang:

® Xac dinh dwoc vai tro cua ACL trong hé tho”'ng mang

® Phdn biét va cau hinh dwoc “Standard ACL” va “Extended ACL” sir dung hai
phirong phép cdu hinh la Numbered ACL va Named ACL

® JVin dung ACL trong cac bai todn cu thé
1. Giéi thiéu

ACL 12 mdt danh sach cac diéu kién duoc ap dat vao cac céng cua router dé loc céc 201
tin di qua n6. Danh sach nay chi ra cho router biét loai dit liéu nao dugc cho phép (allow) va

loai dit liéu nao bi hiy bd (deny). Su cho phép va huy bo nay co thé duoc kiém tra dyua vao
dia chi nguén, dia chi dich, giao thurc hodc chi ) céng.

S

172.16.10.0,/24{

Phong K& Todn

ACL

Servers
192.168.1.0/24

590

Str dung ACL dé quan 1y cac luu lugng mang, hd trg & mic dd co ban vé bao mat cho

172.16.30,0/24 ()

Phong Nhan sy

Internet

cac truy cdp mang, thé hién ¢ tinh nang loc cac gobi tin qua router.

2. Phan loai va hoat dong ciia ACL
+ ACL dugc chia thanh 2 loai:
= Standard ACL
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= Extended ACL
% Hoat dong ciia ACL
ACL thyc hién viéc kiém tra theo trinh ty cua cac diéu kién trong danh sach cAu hinh.
Néu c6 mot diéu kién dugc so khép trong danh sach thi n6 s& thyc hién hanh dong tuong tng
trong diéu kién do, va cac diéu kién con lai s& khong duoc kiém tra nita. Trudng hop tat ca
cac diéu kién trong danh sach déu khong khédp thi mot cau 1énh mic dinh “deny any” duogc
thuc hi¢n, c6 nghia la diéu kién cudi cung ngﬁm dinh trong mot ACL mac dinh s€ la cAm tat
ca. Vi vay, trong cau hinh ACL can phai c6 it nhdt mot cau 1énh c6 hanh dong 1 “permit”.
Khi go6i tin di vao mot céng, router s& kiém tra xem c6 ACL nao duoc dit trén céng dé
kiém tra hay khong, néu co thi cac géi tin s& dugc kiém tra véi nhimg diéu kién trong danh
sach. Néu goi tin d6 dugc cho phép boi ACL, no sé tiép tuc dugc kiém tra trong bang dinh
tuyén dé quyét dinh chon cong ra dé di dén dich.
Tiép @6, router s& kiém tra xem trén cong dir liéu chuyén ra c6 dit ACL hay khong. Néu
khong thi goi tin d6 co thé s& duoc giri téi mang dich. Néu c6 ACL thi né sé kiém tra véi
nhitng diéu kién trong danh sach ACL d6.

3. Cau hinh ACL

C6 2 phuong phap céu hinh ACL:

- Dua vao s6 (numbered ACL)

- Dua vao tén (named ACL)

Téng quat: dé cai dat mot ACL, ta thuc hién cac bude sau:
Buwoc 1: Tao ACL

v Xéc dinh loai ACL dya vao sb hiéu ACL (numbered ACL) hoac tén (named ACL)
v Lua chon hanh dong cho timg diéu kién “permit” hay “deny” theo yéu cau cuy thé
Buwéc 2: Gan ACL vao cong ctia router

v Cac ACL dugc gan vao mot hoac nhiéu céng va ¢6 thé dugce loc theo chiéu cac 201
tin di vao hay di ra.

v Mot router v6i mot ACL dugc dit ¢ cong dir lidu vao phai kiém tra mdi géi tin dé
tim xem no6 c6 khdp céc dicu kién trong danh sdch ACL trudc khi chuyén goi tin do6
dén mot cong ra.

< Mot s6 thuit ngir
e Wildcard mask
“Wildcard mask” ¢6 32 bit, chia thanh 4 phan, mdi phan c6 8 bit, 12 tham sb duoc ding
xé4c dinh céac bit ndo s& dugc bo qua hay budc phai so tring trong viéc kiém tra diéu kién. Bit
‘1’ trong “wildcard mask™ c6 nghia 1a bo qua vi tri bit d6 khi so sanh, va bit ‘0’ xac dinh vi tri
bit d6 phai gidng nhau.

Vi Standard ACL, néu khong thém “wildcard-mask™ trong cau lénh tao ACL thi mac
dinh “wildcard-mask” s¢ 1a 0.0.0.0
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Mic du “Wildcard mask” ¢ cdu triic 32 bit giéng véi “Subnet mask” nhung chung hoat
dong khac nhau. Cac bit 0 va 1 trong mot “Subnet mask” xac dinh phan “Network” va phan
“Host” trong mot dia chi IP. Cac bit 0 va 1 trong mdt “wildcard-mask™ xac dinh bit nao s€
dugc kiém tra hay bé qua cho muc dich diéu khién truy cap.

e Wildcard “host”

v “Wildcard mask” dung cho mot thiét bj hay con goi 1a “wildcard-host” c6 dang:
0.0.0.0 (kiém tra tat ca cac bit)

Vidu: 172.30.16.29 0.0.0.0

v Y nghia: khi kiém tra ACL, n6 s& kiém tra tit ca cac bit trong dia chi dung dé so
khop.

v “Wildcard mask” cho mot thiét bj c6 thé duoc dai dién bang tir khoa “host”
Vi du: host 172.30.26.29
Cau 1énh ACL cho phép mot thiét bi nhu sau:
R(config) #access-1list 1 permit 172.30.16.29 0.0.0.0
hoac:
R(config) #faccess-1list 1 permit host 172.30.16.29
e VWildcard “any”

v Wildcard mask cho tat ca cac ‘ghiét bi dugc goi la wildcard “any” c6 dang:
255.255.255.255 (khong kiém tra tat ca cac bit)

v Y nghia: chip nhén tat ca cac dia chi
v “Wildcard mask” dung cho tat ca cac thiét bj c6 thé dai dién bang tir khoa “any”
Vi du:

R(config) #access-1list 1 permit 0.0.0.0 255.255.255.255
hodc:
R(config) #faccess-1list 1 permit any

e Inbound va outbound

Khi 4p dung ACL trén mot cong, phai xac dinh ACL d6 dugc dung cho ludng dit lidu vao
(inbound) hay ra (outbound). Chiéu cta ludng dit liéu duoc xac dinh trén cong cia router.

inbound ( %;) [ %;]outbound

Ludng dit liéu vao Ludng dir liéu ra

4. Standard ACL

St dung “Standard ACL” khi ta mubn cam hay cho phép tit ca cac ludng dir liéu tir mot
thiét bi hay mot mang xac dinh trén toan b giao thc.
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“Standard ACL” kiém tra diéu kién dya vao dia chi nguén trong céac goi tin va thuc
hién hanh dong cAm hodc cho phép tat ca cac luu luong tir mot thiét bi hay m0t mang xac
dinh nao do.

Kiém tra géi tin v6i “Standard ACL”:

IP header Data
Source IP
@ permit
deny

% CAu hinh Standard ACL

® Router (config)# access-list <ACL-number> {permit|deny} source
[wildcast—-mask]

Trong d6: ACL-number: c¢6 gia tri tir 1 dén 99, hodc 1300-1999
Wildcast-mask: néu khong duoc ciu hinh sé& 1y gia tri mac dinh 13:0.0.0.0

® Router (config-if) #ip access-group <ACL-number> {in|out}
Cau 1énh nay c6 tac dung gan ACL vao mot cong va dit ché do kiém tra cho ludng di

li¢u di vao hay di ra khdi cOng cuia router.

Dung Iénh no ip access-group <ACL-number> d¢ khong ap dat ACL vao cong. Co
nghia la huy bo cau Iénh trén.

Vi du 1: Cdm céc may tinh thudc mang 172.16.10.0/24 truy cap téi mang 172.16.20.0/24.

20 .22 222

A1 111

Phong Kinh Doanh

A3 .23 .33

Servers

192.168.1.0/24 172.16.30.0/24 {)

i ‘ Phong Nhan sy

R2 (config) #access-1list 1 deny 172.16.10.0 0.0.0.255

R2 (config) #access-1list 1 permit any
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R2 (config) #interface fal0/0
R2 (config-if) #ip access-group 1 out

Vi du 2: Cam PC-X c6 dia chi 172.16.30.33/24 truy cdp vao mang 192.168.1.0/24

Servers
192.168.1.0/24

‘ ‘ Phong Nhan sy

Rl (config)# access-1list 10 deny host 172.16.30.33

Rl (config)# access-1list 10 permit any

Rl (config) #interface fal/1

Rl (config-if) #ip access-group 10 out
Vi du 3. Str dung lai m6 hinh trong vi du 2, viét ACL chi cho phép may Admin c6 IP
172.16.20.20 telnet vao cac router R1, R2.
Huwéng dan cdu hinh: trude tién, cAu hinh mé telnet trén R1 va R2.

ACL thyc hién yéu cau dau bai: trén R1 va R2 st dung ACL sau

R(config) #faccess-1list 20 permit host 172.16.20.20
R(config)#line vty 0 4
R(config-line) ffaccess-class 20 in

< Dung “Standard ACL” dé diéu khién telnet

Trén router co cac “virtual terminal port” duoc ding dé cau hinh cho muyc dich cho phep
telnet vao router. Telnet cling 1a mot cach thirc cho phep nguoi quan tri c4u hinh hay theo doi
thiét bi tir xa. Ta c6 thé loc cac dia chi truy xuat vao cac cong nay bang “Standard ACL”.

CAu hinh: thyuc hién hai budc chinh sau

- Chon cac thiét bi hodc mang dugc phép telnet vao cac thiét bi dung Standard
ACL

- Gan ACL da duoc cai dat ¢ trén vao céng telnet.
e Céc cau lénh ciu hinh:
Router (confiqg) #line vty {vty-number|vty-range}

Router (config-line) #faccess-class <access-list-number> {in|out}
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Trong do:

vty-number: cé gia tri 0 dén 4 (mac dinh trén Router), c6 gia tri 0 dén 15 (mdc dinh trén
Switch)

vty-range: 1a mot diy lién tiép cac port vty duoc str dung. Trong cdu hinh ta s& cau hinh
nhu sau: line vty start-number end-number

access-list-number: ACL gan vao cac cong vty dé diéu khién truy cap

Vi du:

access-list 12 permit 192.168.1.0 0.0.0.255
(implicit deny all)

line vty 0 4

access-class 12 in

Céc cau lénh cdu hinh trén co nghia la: chi cho phép cac thiét bi thudc mang

192.168.1.0/24 c6 thé két ndi vao router théng qua telnet.

5. Extended ACL

“Extended ACL” cung cap su diéu khién linh hoat hon “Standard ACL”. N6 kiém tra ca
dia chi ’nguén, dia chi dich, giaorthﬁ:c, chi s6 cong tng dung. “Extended ACL” thyc hién hanh
dong cam hay cho phép & mot s6 ing dung xac dinh.

Kiém tra cac goi tin véi “Extended ACL”:

IP header Data

Source IP
Destination IP
Protocol

Port

< ACL permit

deny

% CAu hinh Extended ACL

Router (config) #faccess-1list <access-1ist-number> {permit|deny}
<protocol> <source-address> <source-wildcard> <destination-
addresss> <destination-wildcard> <operation> <operand>

Trong do: access-list-number: co gia tri tr 100 — 199 hoac 2000 - 2699
protocol: 1a ip, udp, tcp, icmp,...
operator: thuong dung 1a eq

operand: la chi s6 port cua dich vu hay tén cta dich vu. Vi du: ta c6 thé dung chi sb port
23 hay c6 thé dung tén dich vu la telnet
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Cau Iénh trén duogc dung dé tao mot diéu kién (ACL entry) trong mot ACL access-list-

number

® Router (config-if) #ip access-group access-list-number {in|out}

Trong d6, access-list-number 1a s6 hiéu (c6 gi tri 100 — 199 hodc 2000 - 2699) chi danh
sdch ACL ta da tao. Cau 1énh nay c6 y nghia la gan danh sach ACL vao interface va

chon huéng (inbound hodic outbound) cac traffic s& dugc kiém tra

Vi du 1: C4u hinh trén router trong mo hinh mang dudi day dé cim cac FTP traffic tir cac host
thudc subnet 172.16.10.0 dén FTP server co IP 192.168.1.20/24, cho phép tat ca cac traffic

con lai hoat dong binh thuong.

.10

A1 111

192.168.12.0/24 Fa0/1

Servers
192.168.1.0/24

ii

Rl (config) #access-1list 100 deny tcp 172.16.10.0 0.0.0.255 host

192.168.1.20 eqgq 20

Rl (config) #access-1ist 100 deny tcp 172.16.10.0 0.0.0.255 host

192.168.1.20 eq 21
Rl (config) #faccess-1list 100 permit ip any any
R1 (config) #interface fal/0
Rl (config-if) #ip access—-group 100 in
e Vi tri dit ACL

Nén dat extended ACL gan nguén ciia traffic mudn cam va nén dat Standard ACL gan

dich dén cua traffic.

6. Named ACL

Named-ACL cho phép Standard va Extended ACL duoc dinh danh boi mét tén thay vi
dai dién bdi mot con s6. Loai ACL nay cé thé cho phép x6a mot s6 dong (dicu kién) trong

mét danh sach di duogc ciu hinh.

Named-ACL khong tuong thich vdi cac Cisco IOS phién ban truge 11.2 va khong thé sir
dung cung mdt tén cho nhiéu ACL. ACL cua cac loai giao thic khac nhau khong thé c6 cung

mot tén.

e Cic ciu Iénh cAu hinh Name ACL

172.16.30.0/24 ]

Phong Nhéan sw
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Router (config) #ip access-list {standard | extended} name

Router (config{std-|ext-}nacl) # [sequence-number] {permit|deny} {ip
access list test conditions}

Router (config-if) #ip access-group name {in | out}
% Mot s6 1énh kiém tra ciu hinh ACL
Router#show access-list {access-list-number | name}
Sau ddy mot vi du vé két qua hién thi ctia 1énh show access-lists
Router#show access-lists
Standard IP access list 1
permit 10.2.2.1
permit 10.3.3.1
permit 10.4.4.1
permit 10.5.5.1
Extended IP access list 101
permit tcp host 10.22.22.1 any eqg telnet
permit tcp host 10.33.33.1 any eq ftp
permit tcp host 10.44.44.1 any eq ftp-data
Vidu:

Phong Kinh Doanh

A3 .23

.33

Servers
192.168.1. 0/24

172.16.30.0/24 ()
‘ . Phong Nhan sy

(1) C?%u hinh standard ACL cam cic may tinh thugc phong Kinh doanh truy cap téi phong
Keé toan

< Yéu cau:

(2) Cam cac may tinh thudc phong Ké toan truy cap téi Web server bang dich vu www
(3) CAm cac may tinh thudc phong Nhan su ping téi DNS server

% Huwéng dan cau hinh
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Buée 1: Chu hinh hostname, dja chi IP cho cac céng trén cac thiét bi, cu hinh dinh tuyén cho
hé théng mang trén véi giao thirc dinh tuyén tiy chon.

Buwdée 2: Cau hinh ACL theo yéu cau

(1) C6 thé dung standard ACL va extended ACL cho yéu cau nay
* Dung “Standard ACL”
Rl (config) #ip access-list standard abc
Rl (config-std-nacl)# deny 172.16.20.0 0.0.0.255
Rl (config-std-nacl) # permit any
Rl (config) #interface £a0/0
Rl (config-if)#ip access-group abc out
= Dung “Extended ACL” (c6 thé c4u hinh trén R1 hodc R2)
R2 (config) #ip access-list extended xyz

R2 (config-ext-nacl) #deny ip 172.16.20.0 0.0.0.255 172.16.10.0
0.0.0.255

R2 (config-ext-nacl) #permit ip any any
R2 (config) #interface fa0/0
R2 (config-if)#ip acccess-group xyz in
(2) Cam céc may tinh thudc phong Ké toan truy cap t6i Web server bang dich vu www
Rl (config) #ip access-list extended spkt

Rl (config-ext-nacl) #deny tcp 172.16.10.0 0.0.0.255 host
192.168.1.30 eg 80

Rl (config-ext-nacl) #permit ip any any
Rl (config) #interface fal/1
Rl (config-if)#ip access-group spkt out
(3) Cam céc may tinh thudc phong Nhén sy ping téi DNS server
R2 (config) #ip access-list extended cntt

R2 (config-ext-nacl) #deny icmp 172.16.30.0 0.0.0.255 host
192.168.1.10

R2 (config-ext-nacl) #permit ip any any
R2 (config) #interface fal/1
R2 (config-if)#ip access—-group cntt in
% Kiém tra
Dung 1énh ping, trinh duyét Web dé kiém tra két qua, dung cac cau lénh show trén
router dé kiém tra cau hinh
show run
show ip route

show access-1lists

Newélar 142




CCNA R&S NewStar
7. Téng Kkét chuwong

ACL ¢6 thé xem nhu 1a mot tuong lira nho dinh ra mét tap luat dé chan cac truy cap bat
hop phap dugc cau hinh trén cac router.

ACL duogc chia lam hai loai: standard ACL va Extended ACL. Trong do, standard ACL
thuong duoc dit & gan dich, con Extended ACL thudng dit ¢ gan ngudn can cAm ludng dir
liéu.

ACL hoat dong theo trinh tu cau hinh dugc thiét 1ap, khi mot diéu kién duoc so khép thi
cac cau lénh con lai s€ khong duoc kiém tra nita va cudi danh sach ludén cé cau 1¢nh méc dinh
la “deny all”.

8. Cau héi va bai tap

8.1. ACL sau day duoc ap dit vao cong fa0/0 theo chiéu outbound:
access-list 123 deny tcp 192.168.1.8 0.0.0.7 eqg 20 any
access-list 123 deny tcp 192.168.1.9 0.0.0.7 eg 21 any

Cho biét y nghia ciia ACL trén?

A. Tét ca cac goi tin s& dugc cho phép di qua cong £a0/0 trir cac goi tin FTP.
Cam céc goi tin FTP xuat phat tir 192.168.1.22 dén bat ky dau

Cam cac g6i tin FTP xuat phat tir 92.168.1.9 dén bat ky dau

Tét ca cac goi tin di qua cong a0/9 déu bi cAm.

Cam cac g6i tin FTP tir bat ky dau dén mang 192.168.1.8/29

mo o w

8.2. Standard ACL loc cac géi tin dya vao thanh phan nao trong goi tin?

A. Dua vao dia chi IP ngudn va IP dich
B. Dua vao chi sd port dich

C. Dua vao dia chi IP ngudn

D. Tét ca cac cu trén

8.3. ACL ndo sau day duoc sir dung dé cim telnet xuat phat tir mang 210.93.105.0/24 dén
mang 223.8.151.0/24?.

A. access-list one deny 210.93.105.0 0.0.0.0 any eq 23
access—-list one permit any

B. access-1list 100 deny tcp 210.93.105.0 0.0.0.255 223.8.151.0
0.0.0.255 eq 23

C. access-list 100 deny ip 223.8.151.0 0.0.0.255 any 23
access-list 100 permit ip any any

D. access-list 100 deny tcp 210.93.105.0 0.0.0.255 223.8.151.0
0.0.0.255 eg telnet
access-list 100 permit ip any any

8.4. Cau nao sau day la “Standard ACL”?.
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A
B.
C.
D.

DAO TAO CHUYEN GIA MANG

access-list 10 permit 192.168.1.0 0.0.0.255

access-list 100 deny host 192.168.1.100

access-list 101 permit ip any 192.168.1.0 0.0.0.255

access-list 10 permit tcp 192.168.1.0 0.0.0.255 any

8.5. Cong ty XYZ sir dung Subnet mask /29. Wildcard mask duogc sir dung dé cau hinh ACL

dé permit hay deny truy cap cho mang nay?

A.

nmoo W

255.255.255.224
255.255.255.248
0.0.0.224

0.0.0.8

0.0.0.7

0.0.0.3

8.6. Mot ACL duoc cau hinh nhu sau:

access-list 10 permit 172.29.16.
access-list 10 permit 172.29.17.
access-list 10 permit 172.29.18.
access-list 10 permit 172.29.109.

o O o O

o O o O

.0.255
.0.255
.0.255
.0.255

o O o O

Lénh nao sau day c6 thé thay thé cho tat ca cac 1énh trén?

A.

mo o w

8.7. ACL nao sau day 1a vi du dung dé cdm céc goi tin xuat phat tir mot host cu thé?

A.

mo o w

8.8. ACL nao sau day duoc dung dé cam tit ca cac goi tin telnet dén mang 10.10.1.0/24?

A. access-list 15 deny telnet any 10.10.1.0 0.0.0.255 eq 23

Access-1list 10 permit 172.29

Access-1ist 10 permit 172.29

Access-1ist 10 permit 172.29

Access-1list 10 permit 172.29

Access-1ist 10 permit 172.29

router (config) #access list
router (config) #access list
router (config) #access list
router (config) #access list

router (config) #access list
255.255.255.255

1

.16.0
.16.0
.16.0
.16.0
.0.0

deny
deny
deny
deny

deny

0
0
0
0

0.0.255.255

17231.212.74
10.6.111.48 host
172.16.4.13 0.0.0.0

.0.0.255
.0.1.255
.0.3.255
.0.15.255

192.168.14.132 255.255.255.0

192.168.166.127
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B. access0list 115 deny udp any 10.10.1.0 eq telnet

C. access-1list 15 deny tcp 10.10.1.0 255.255.255.0 eq telnet
D. access-1ist 115 deny tcp any 10.10.1.0 0.0.0.255 eq 23

E. access-1list 15 deny udp any 10.10.1.0 255.255.255.0 eq 23

8.9. ACL duoc ciu hinh trong router nhu sau:

router#show access-lists

Extended IP access list 110

10 deny tcp 172.16.0.0 0.0.255.255 any eqg telnet
20 deny tcp 172.16.0.0 0.0.255.255 any eq smtp
30 deny tcp 172.16.0.0 0.0.255.255 any eq http
40 permit tcp 172.16.0.0 0.0.255.255 any

Hay cho biét router s& thuc hién hanh dong gi khi cac goi tin HTTP tir Internet dén
172.16.12.10 néu cac goéi HTTP nay dugc ACL kiém tra.

A. Céc g6i tin ndy sé& bi hity boi so khép véi dicu kién c6 s thir ty 30

B. Cac g6i tin ndy s& cho phép di qua boi so khdp véi didu kién cé sb thir ty 40

C. Céac goi tin nay s& bi hity béi vi 1énh ngam dinh cAm tic ca & cudi ACL

D. Céc goi tin nay s& cho phép di qua bdi vi dia chi ngudn khong thudc trong ACL

8.10. Cho mo hinh mang sau

Server-A  Server-B
192.168.10.18/28 192.168.20.18/28

Dé diéu khién truy cap trong mang, ngudi quan tri tao ACL nhu sau:

access-list 101 permit tcp 192.168.10.16 0.0.0.15 192.168.20.16
0.0.0.15 egq 23

Cho biét y nghia cia ACL trén va nén dit ACL nay trén router ndo, cong nio va theo hudng
nao.

A. Cho phép cac goi tin Telnet tir 192.168.1.16/28 dén 192.168.2.16/28.
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B. Cho phép cac goi tin SMTP tur 192.168.1.16/28 dén 192.168.2.16/28.

C. ACL cho phép cac goi tin tir mot host nay dén mot host khéc.
D. ACL nén dat vao cong £a0/0 trén Router R1 theo hudng inbound.

E. ACL nén dit vao cong fa0/0 trén router R1 theo huéng outbound.

9. Lab. ACL
Lab 5-1. STANDARD ACL
S0/0/0
N 1
% Yeéu ciiu 203.162.1.2/24

L(,:;':éc pdolet st dung standard ACL, thuc hién cAm tat ca cac 1'afﬁc f0/0C2 dén cac
PC trong mang 172.16.0.0/16

% Cac huéc thuce hién
Budc 1: ¢4u hinh trfn RouterA

Router (config) #hostname RouterA
RouterA (config) #int f0/0
192 ReR1Lerigz ooz if) #ip add 192.168.1.1 255.255.25872.16.1.2/2
Pﬁi}terA (EGIZfig—if)#no shutdown 4
RouterA (config) #int s0/0/0
RouterA (config-if) #ip add 203.162.1.1 255.255.255.0
RouterA (config-if) #clock rate 64000
RouterA (config-if) #no shutdown

Budc 2: CAu hinh trén RouterB
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router (config) #hostname RouterB
RouterB (config)#int s0/0/1
RouterB (config-if) #ip add 203.162.1.2 255.255.255.0
RouterB (config-if) #no shutdown
RouterB (config) #access-1ist 1 deny 192.168.1.3 0.0.0.0
(hOéC RouterB (config) #access-1ist 1 deny host 192.168.1.3)
RouterB (config) #access-1list 1 permit ip any
RouterB (config) #interface £0/0
RouterB (config-if) #ip add 172.16.1.1 255.255.255.0
RouterB (config-if) #ip access-group 1 out
RouterB (config-if) #no shut
RouterB (config-if) #exit

% Kiém tra

Dung Iénh ping dé theo ddi két qua hién thi
e Ping tir PC1 dén PC2, PC3
e Ping tir PC3 dén PC1, PC2
e Ping tir PC2 dén PC1, PC3
Dung cac cdu 1énh show trén router dé kiém tra cau hinh

® Router#show run
® Router#show ip route

® Router#show access-lists

Lab 5-2. EXTENDED ACL
S0/0/0
N 1
< Yeéu chu 203.162.1.2/24

o Locfcac ggor liGu str dung extended access-list. Router RouterAgcho pigrp tat ca cac
luu Yuong tir PC3 té1 PC1 va tir chdi tat ca cac luu lugng tor PC3 1 PC2.

ouferA va RouterB ndi bang duong serial va dit dia chi eo[nhu hinh

e Access-list dugce ding dé loc ngd vao trén cong serial ciia RouterA, cho phép céc goi
tur PC3 td1 PC1 va khong cho phép cac goi tu PC3 té1 PC2.

< Cac budce cau hinh

102.168.1.2 192168 1.3 . 172.16.1.2/1
° in ome, cac interface 6
v CAu hinh RouterA

Router>enable
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Router#config terminal

Router (config) #hostname RouterA

RouterA (config) #interface fal0/0

RouterA (config-if) #ip address 192.168.1.1 255.255.255.0
RouterA (config-if) #no shut

RouterA (config-if) #interface S0/0/0

RouterA (config-if) #ip address 203.162.1.1 255.255.255.0
RouterA (config-if) #clock rate 64000

RouterA (config-if) #no shutdown

RouterA (config-if) #exit

RouterA (config) #

v Cau hinh RouterB
Router>enable
Router#config terminal
Router (config) #hostname RouterB
RouterB (config) #interface fal0/0
RouterB(config-if) #ip address 172.16.1.1 255.255.255.0
RouterB (config-if) #no shutdown
RouterB (config-if) #interface s0/0/1
RouterB(config-if) #ip address 203.162.1.2 255.255.255.0
RouterB (config-if) #no shutdown
RouterB (config-if) ffexit
RouterB (confiqg) #
e Cau hinh dinh tuyén tinh
RouterA (config) #ip route 172.16.1.0 255.255.255.0 S0/0/0
RouterB (config) #ip route 192.168.1.0 255.255.255.0 203.162.1.1

e Cau hinh ACL
RouterA (config) #access-1list 100 permit ip host 172.16.1.1 host 192.168.1.2

RouterA (config) #access-1list 100 deny ip host 172.16.1.1 host 192.168.1.3

e Gian ACL vao cong serial ciia RouterA

RouterA (config) #interface Serial 0/0/0

RouterA (config-if) #ip access-group 100 in
e Kiém tra cAu hinh

Tu PC3 ping PC2

Tu PC3 ping PC1
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Trén RouterA ding 1énh show ip access-list dé xem sb luong cac goi thoa man diéu
kién ACL

Lab 5-3. ACL (tt)

S0/0/0

Access-list ¢ i1é dung dé kiém soat cac Eet NSh Y Gy TOMIGT. Access-iist cho phép xéc dinh

tram nao dgoc telPet vao router dua trén dia chi IP.
l b/ | oo
% Yéuca

° 1 cho PCl1 telnet vao RouterB.
e | Chi cho PC2 truy cdp vao R2 qua giao dién web.

% Cac buéc thuce hién
e Tao cac access list:
192. 1882 NB2cI68(1 @) #access-1ist 1 permit 192.168.1.2 112.36.4.21
PGL. PC2 °

RouterB (config) #faccess-1ist 2 permit host 192.168.1.2

e Apaccess-list 1 vao cac line vty dé han ché truy cap vao RouterB qua telnet
RouterB(config)#line vty 0 4
RouterB (config-line) faccess-class 1 in

e Bait web server va ap access-list 3 vao http server dé han ché truy cap vao giao dién
web.

RouterB (config) #ip http server
RouterB (config)#ip http access-class 2
% Kiém tra
v Telnet ttir PC3 vao RouterB
v Telnet tir PC1 vao RouterB

v Tir PC2 c6 thé truy cap vao giao dién web: tir Internet Explorer gé http://203.162.1.2
vao thanh address — nhép username la RouterB va mdr khdu 1a cisco.
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CHUONG 6. NAT

Churong nay trinh bay mét sé ddc diém ciia NAT, phdn logi va cdu hinh trén thiét bi
Cisco. Hoc xong chwong nay, nguoi hoc co kha nang:

o  Trinh bay dwoc mét sé khdi niém ding trong ky thudt NAT

®  Phan logi va trinh bay dwoc dac diém ciia méi loai NAT

o  Cau hinh NAT
1. Giéi thiéu

NAT (Network Address Translation) 1a mot k¥ thuat cho phép chuyen dbi tir mot dija chi

IP nay thanh mét dia chi IP khac. Thong thuong, NAT dugc dung pho bién trong mang sir

dung dia chlrcuc’ bo, can truy cap dén mang cong cong (Internet). Vi tri thuc hién NAT la
router bién két noi gitra hai mang.

Inside Outside

T Internet

Local Global

Hinh 4.1 M6 hinh thuc hién NAT

+ Dia chi private va dja chi public

e Dia chi private: dugc dinh nghia trong RFC 1918
v/ 10.0.0.0 — 10.255.255.255
v 172.16.0.0 — 172.31.255.255
v 192.168.0.0 — 192.168.255.255

e Dia chi public: cac dia chi con lai. Céac dia chi public 1a céc dia chi dugc cung cap bdi
cac to chtrc c6 tham quyén.

< Mot s6 thuat ngir

Inside

Outside

Internet

.
NAT table NAT table
192.168.1.100 -202.1.1.1 172.16.20.200 - 203.2.2.2

Hinh 4.2 Bja chi inside va outside
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e Dia chi inside local: 1a dia chi IP gan cho mot thiét bi & mang bén trong. Dia chi nay
hau nhu khéng phai dia chi duoc cap boi NIC (Network Information Center) hay nha
cung cap dich vu.

e Dia chi inside global: 1 dia chi da dugc dang ky v6i NIC, ding dé thay thé mot hay
nhiéu dia chi IP inside local.

e Dia chi outside local: 1a dia chi IP cua mot thiét bi bén ngoai khi n6 xuét hién bén
trong mang. Pia chi nay khong nhat thiét 1a dia chi dugc dang ky, n6 duoc lay tu
khong gian dia chi bén trong.

e Dia chi Out’Side global: 1a dia} chi IP gan cho mot thiét b1 0 mang bén ngoai. Dia chi
nay duogc lay tu dia chi c6 thé dung dé dinh tuyén toan cau hay tur khong gian dia chi
mang.

2. Static NAT

Static NAT duogc dung dé chuyén dbi mét dja chi IP nay sang mot dia chi khac mot cach
¢b dinh, thong thuong 1a tir mot dia chi cuc bd sang mot dia chi cong cong va qué trinh nay
duoc cai dat thu cong, nghia 1a dia chi 4anh xa va dia chi dugc 4nh xa dugc chi dinh 10 rang
tuong tmg duy nhét.

Static NAT rét hiru ich trong trudng hop nhiing thiét bi can phai c6 dia chi ¢6 dinh dé c6
thé truy cép tir bén ngoai Internet. Nhitng thiét bi nay phd bién 1a nhimng Server nhu Web,
Mail....

Inside Outside

SA:202.1.1.10

( 192.168.1.0/24

g Server
SA: 192.168.1.100

.100

IRy Internet

NAT table
192.168.1.100 - 202.1.1.10

Hinh 4.3 Chuyén dich dia chi dang tinh

< CAu hinh Static -NAT

v Thiét lap mbi quan hé chuyén doi gitta dia chi ndi bg bén trong va dia chi dai dién bén
ngoai.
Router (config) #ip nat inside source static local-ip global-ip

v Xac dinh cac cong két nbi vao mang bén trong va thuc hién 1énh

Router (config-if) #ip nat inside

v/ Xac dinh cac cong két nodi ra mang cong cong bén ngoai va thuc hién 1énh
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Router (config-fi) #ip nat outside

Vi du:

Inside Outside

SA: 202.1.1.10

=7 Internet
e

g Server
SA:192.168.1.100

.100

NAT table
192.168.1.100 — 202.1.1.10

Router (config) #ip nat inside source static 192.168.1.100 202.1.1.10
Router (config) #interface fa0/0

Router (config-if) #ip nat inside

Router (config) #interface S0/0/0

Router (config-if) #ip nat outside

3. Dynamic NAT

Dynamic NAT dugc dung dé anh xa mot dia chi IP nay sang mot dia chi khac mdt cach
tu dong, thong thuong 1a anh xa tir mgt dia chi cuc bg sang mot dia chi dugc dang ky. Bit ky
mét dia chi IP nao nim trong dai dia chi IP cong cong da dugc dinh trudc déu c6 thé duogc gan
cho mot thiét bi bén trong mang.

L]
[ ]
1]

Inside H Outside
:
L ]
: -
1 ]
[]
( I Internet

T S0/0/0
:
L]
L]
[ ]
H J
H Pool: 202.1.1.177 — 202.1.1.185

NAT table
192.168.1.10 - 202.1.1.177
192.168.1.11 - 202.1.1.179
192.168.1.12 - 202.1.1.178
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% CAu hinh Dynamic NAT
v/ Xac dinh dai dia chi dai dién bén ngoai (public): cac dia chi NAT

Router (confiqg) #ip nat pool name start-ip end-ip [netmask
netmask/prefix-length prefix-Ilength]

v Thiét 1ap ACL cho phép nhiing dia chi ndi bd bén trong nao dugc chuyén doi: cac dia
chi dugc NAT

Router (config) #faccess-list access-list-number pertmit source
[source-wildcard]

v Thiét 1ap mbi quan h¢ gitra dia chi nguén da duoc xac dinh trong ACL vé1 dai dia chi
dai dién ra bén ngoai

Router (config) #ip nat inside source list <acl-number> pool <name>

v/ Xac dinh cac cong két noi vao mang ndi bo

Router (config-if)# ip nat inside

v/ Xac dinh cac cong két noi ra bén ngoai

Router (config-if) #ip nat outside

Vi du: Cau hinh cho mé hinh trong hinh trén

Router (config) #ip nat pool abc 202.1.1.177 202.1.1.185 netmask
255.255.255.0

Router (config) #access-1list 1 permit 192.168.1.0 0.0.0.255
Router (config) #ip nat inside source list 1 pool abc
Router (config) #interface fa0/0

Router (config-if) #ip nat inside

Router (config) #interface S0/0/0

Router (config-if) #ip nat outside

4. NAT overload

NAT Overload 1a mot dang ctia Dynamic NAT, né thuc hién anh xa nhiéu dia chi IP
thanh mot dia chi (many — to — one) va sir dung cac chi s6 cong khac nhau dé phéan biét cho
timg chuyén d6i. NAT Overload con co tén goi 1a PAT (Port Address Translation).

Chi sb cong duge ma hoa 16 bit, do d6 ¢6 t6i 65536 dia chi ndi bd co thé duge chuyén
d6i sang mot dia chi cong cong.
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(

Internet

NAT table
192.168.1.10 — 202.1.1.177:1030
192.168.1.11 - 202.1.1.177:1031
192.168.1.12 — 202.1.1.177:1032

« Ciu hinh NAT Overload
v Xac dinh diy dia chi bén trong can chuyén dich ra ngoai (private ip addresses range)

Router (confiqg) #access-list <ACL-number> permit <source>
<wildcard>

v/ Cau hinh chuyén d6i dia chi IP sang cong noi ra ngoai

Router (config) #ip nat inside source list <ACL-number> interface
<interface> overload

v/ Xac dinh cac cong noi vao mang bén trong va noi ra mang bén ngoai

D061 voi cac cong ndi vao mang bén trong:
router (config-if) #ip nat inside

Dbi voi nbi ra mang bén ngoai:
router (config-if) #ip nat outside

Vidu:

Gia st hé théng mang cong ty mé ta nhu so dd trén, cong ty thué mot dudng két ndi
Internet qua cong S0/0/0 ciia router. Cong ty mudn tat ca cac thanh vién trong cong ty déu co
thé truy cap dugc Internet.

Trong truong hop ndy, ngudi quan tri mang thyuc hién ciu hinh PAT (NAT Overload)
trén router dé cho phép ngudi ding trong cong ty cé thé truy cp ra ngoai bang dia chi dugc
dang ky trén cong SO/0/0 cua router.

Cac lénh cAu hinh NAT nhu sau:
Rconfig) #access-1list 1 permit 192.168.1.0 0.0.0.255
R(config)#ip nat inside source list 1 interface s0/0/0 overload
Rconfig) #interface £a0/0

R(config-if) #ip nat inside
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R(config) #interface S0/0/0
R(config-if)#ip nat outside

% Cac Iénh kiém tra cau hinh

R#show ip nat translation — hién thi bang NAT dang hoat dong
R#show ip nat statistics — hién thi trang thai hoat dong ctia NAT
R#clear ip nat translation * — xd0a béng NAT

R#debug ip nat — kiém tra hoat dong cuia NAT, hién thj cac thong tin chuyén ddi
NAT boi router.
5. Tong két chwong

(Cisco IOS NAT cho phép mot té) churc véi nhitng dia chi khong déng ky (dia chi local)
c6 thé két noi Internet bang cach chuyén nhitng dia chi nay thanh nhiing dia chi da dugc dang
ky (public).

NAT c6 uu diém 1a tiét kiém dia chi ding ky (public). Tuy nhién, sir dung NAT ciing co
khuyét diém 1a 1am ting thoi gian tré do phai thuc hién viéc chuyén ddi dia chi trong cac goi
dir liéu.

Ba k¥ thuat NAT duoc dung la: Static NAT, Dynamic NAT va NAT Overload (PAT).
Static NAT dugc str dung dé anh xa dia chi theo kiéu “one-to-one” va dugc chi dinh boi nguoi
quan tri. Dynamic NAT la kiéu chuyen dich dia chi dang “one-to-one” mdt cach tu dong. NAT
Overload 14 kiéu chuyén dich dia chi dang “many-to-one” mot cach tu dong, str dung céc chi
s6 cong (port) dé phan biét cho timg chuyén dich.

6. Cau héi va bai tap

6.1. Pia chi "Inside Global" trong c4u hinh NAT c6 ¥ nghia gi?
A. La dija chi MAC duoc cac may tinh sir dung dé két ndi ra ngoai.
B. La dia chi tom tit dai dién cho tat ca céac mang bén trong.
C. La dia chi cuc by gan cho may tinh & mang bén trong.

D. La dia chi dugc dang ky (public) dai dién cho cadc may tinh bén trong khi di ra mang
bén ngoai.

6.2. Cho mo hinh mang
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205.160.200.211

50/0/0
— ; :/.';!'F""’ - Internet

Web server

200 IS Gdi tin tir PC-A glti t&i Web server véi:
' Source TCP port: 3848 va

Destination port: 80
192.168.10.0/24

NAT Overload d3 duoc ciu hinh trén router, phat biéu nio sau day 1a ding khi may tinh PC-A
giao tiép vi Web server?

A. Web server str dung dia chi IP dich 1a 205.160.200.211 va port dich la 80 khi gui goi
tin dén cho PC-A

B. May tinh PC-A str dung dia chi IP dich la 192.168.10.1 va port ngudn 1a 80 khi gui
cac goi tin dén Web server.

C. Web server sir dung dia chi IP dich la 205.160.200.211 va port dich la 3848 khi giri
g0i tin dén cho PC-A

D. May tinh PC-A str dung dia chi IP dich la 205.160.200.211 va port dich la 3848 khi
gui cac gobi tin dén Web server.

6.3. Cho mo hinh mang

Fa0/0 so0/0/0
Local ./’ 7L — Internet

Lénh nao sau day duoc cdu hinh trén cong S0/0/0 ciia Router NAT khi cdu hinh NAT trén
router nay?

A. ip nat inside

B. ip nat outside

C. ip pat inside

D. ip pat outside
6.4. Hai phat biéu nao sau ddy la dang cho loai Static NAT

A. Loai niy cho phép tir bén ngoai cé thé khoi tao két nbi vao bén trong

B. Loai nay khong yéu cau phai chi ra cong nao gan vdi mang ngoai va cong nao gan voi
mang bén trong ¢ router thuc hi¢n NAT

C. Loai nay c6 thé ding ACL dé cho phép nhiéu két ndi khoi tao tir mang bén ngoai
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D. Loai nay luén duoc hién thi trong bang NAT

6.5. Cho mo hinh mang

202.10.10.10/24

Internet ey

Fa0/1 X

Web server
170.20.20.20/24

PC-A

Trong mé hinh trén di cau hinh NAT overload trén router R1. PC-A dang truy cap téi Web
server. Hiy cho biét cac dia chi: inside local, inside global, outside local, outside globlal.

6.6. Cho mo hinh mang

S S

(192.168.10.0/24))

Internet

Router dugc cau hinh nhu sau:

interface FastEthernet0/0

ip address 192.168.10.1 255.255.255.0
ip nat outside

duplex auto

speed auto
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|
interface FastEthernet0/1

ip address 192.168.20.1 255.255.255.0
ip nat inside

duplex auto

speed auto

interface Serial0/0/0

ip address 203.113.147.180 255.255.255.0
ip nat inside

clock rate 64000

interface Serial0/0/1
no ip address

shutdown

interface Vlanl

no ip address

ip nat inside source list 1 interface Serial0/0/0 overload

ip classless
ip route 0.0.0.0 0.0.0.0 Serial0/0/0
|

access-list 1 permit 192.168.10.0 0.0.0.255

access-list 1 permit 192.168.20.0 0.0.0.255

Trén Router di cau hinh NAT sai & dau?

A. ACL cau hinh chua ding
B. Cbdng S0/0/0 va Fa0/0
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C. Cong Fa0/1

D. Lénh default route cdu hinh sai

6.7. Cho so d6 mang

*

03

Inside

Web server g .254 Internet
gIIJW
202.1.1.0/30
192.168.1.0/24 [ 2% s S
( yi - 2 204.1.1.0/24 ()
888 ke 580
’ ’ .30 .40

.50

Mo ta yéu cau

Cong ty thué mot IP public dé dung cho local Web serber 1a 202.2.2.254 va dang két ndi ra
Internet qua cong S0/0/0 cua Router. Yéu cau cau hinh dé cho cac may bén ngoai Internet c6
thé truy cap vao Web server va cic may bén trong co thé ra ngoai Internet net.

Huéng din ciu hinh

Cac may tinh dac dia chi IP va default gateway cho phu hop

Giira router NAT va ISP khong ciu hinh bat ky giao thirc dinh tuyén nao
Router NAT tao duong “default route” 1én ISP

NAT (config) #ip route 0.0.0.0 0.0.0.0 s0/0/0

CAu hinh public cho Web server

NAT (config) #ip nat inside source static 192.168.1.254
202.1.1.254

Céu hinh cho phép cac may tinh bén trong ra ngoai Internet
NAT (config) #faccess-1list 1 permit 192.168.1.0 0.0.0.255

NAT (config) #ip nat inside source list 1 interface S0/0/0
overload

NAT (config-if) #int Fa0/0
NAT (config-if) #ip nat inside
NAT (config-if) #int S0/0/0
NAT (config-if) #ip nat outside

Kiém tra cAu hinh bing cac 1énh di hoc

Thuc hién ping giita cdc may tinh, phan tich cac goi truyén nhan bang lénh debug ip
packet trén router trudc khi thue hién 1énh ping.

Str dung 1énh debug ip nat dé xem qua trinh hoat déng ctia qué trinh NAT
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7. Lab NAT
Lab 6-1. STATIC NAT
S0/0/0
1
< Mo ta 203.162.1.2/24

Bai ghuc 8%1 ndy mé ta cach cdu hinh static NAT don gian trén rou}Sﬁ) d6i dia chi
192.168.1.3 (PC1) thanh dia chi 203.162.1.3 khi géi tin di tr PC1 ra inéi cong S0/0/0 trén

Router
% CAhu hinh

e Cau hinh RouterA

router (config) #hostname RouterA

192. Re81terpgz.088 193 #interface fal/0 3.172.16.1.2/2

PCLlicra BGZig-ir)#ip address 192.168.1.1 255.255.255.0
RouterA (config-if) #no shutdown
RouterA (config-if) fexit
RouterA (config) #interface serial 0/0/0
RouterA (config-if) #ip address 203.162.1.1 255.255.255.0
RouterA (config-if) #clock rate 64000
RouterA (config-if) #no shutdown
RouterA (config-if) #fexit
RouterA (config) #ip nat inside source static 192.168.1.2 203.162.1.3
RouterA (config) #interface fal0/0
RouterA (config-if) #ip nat inside
RouterA (config-if) #interface Serial 0/0/0

RouterA (config-if) #ip nat outside

e CAu hinh RouterB

router (config) #hostname RouterB

RouterB (config) #interface fal0/0
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RouterB(config-if) #ip address 172.16.1.1 255.255.255.0

RouterB (config-if) #no shutdown

RouterB (config-if) #interface serial 0/0/1
RouterB(config-if) #ip address 203.162.1.2 255.255.255.0
RouterB (config-if) #no shutdown
% Kiém tra
v Thyc hién ping tir PC1 dén PC3, phan tich cac goi truyén nhan bang 1énh
debug ip packet trén router truedc khi ping

v/ Str dung Iénh debug ip nat dé xem qua trinh hoat dong ctia qua trinh NAT

Lab 6-2. DYNAMIC NAT
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S0/0/0

1

Bai thuc hanh nay trinh bay cach chuyén d6i doRE3¢é&2 &Ri26hi inside thanh dia chi outside.
RouterA s&fchuyéo/ddioeiredia. clzangudn trong mang 19.168.1.0/24 thgnh cadodja chi global
duoc xac dihh trong vung (pool) dia chi “globalpool: 203.162.1.5 - 203.1%2.1.8".

RouterA dudc ciu hinh NAT dong, chuyén ddi céc dija chi nguén inside thanh cac dia
chi global; cac dia chi inside dugc xéac dinh boi access-list 1.

% Céu hinh

e Chu hinh RouterA
192.168.1.2 192.168.1.3 é72-16-1-2/1

PCliter (PE€Rig) #hostname RouterA
RouterA (config) #int £0/0
RouterA (config-if)#ip add 192.168.1.1 255.255.255.0
RouterA (config-if) #no shut
RouterA (config-if) #fexit
RouterA (config) #int s0/0/0
RouterA (config-if) #ip add 203.162.1.1 255.255.255.0
RouterA (config-if) #no shut
RouterA (config-if) fexit
RouterA (config) #ip nat pool globalpool 203.162.1.5

203.162.1.8 netmask 255.255.255.0
RouterA (config) #faccess-1list 1 permit 192.168.1.0 0.0.0.255
RouterA (config) #ip nat inside source list 1 pool globalpool
RouterA (config) #int f0/0

RouterA (config-if) #ip nat inside

RouterA (config-if) #int s0/0/0
RouterA (config-if) #ip nat outside
RouterA (config-if) #end
RouterA#
e Céiu hinh RouterB
router (config) #hostname RouterB
RouterB (config) #interface s0/0/1
RouterB(config-if) #ip address 203.162.1.2 255.255.255.0

RouterB (config-if) #clock rate 64000
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RouterB (config-if) #no shutdown

RouterB (config-if) ffexit

RouterB (config) #interface fal0/0

RouterB(config-if) #ip address 172.16.1.1 255.255.255.0
RouterB (config-if) #no shutdown

RouterB (config-if) #exit

RouterB (config) #

o Kiém tra

v Tir RouterA, thuc hi¢én 1énh ping mo rong dén RouterB (172.16.1.1), véi dia chi nguén
lan luot 1a 192.168.1.2, 192.168.1.3, 192.168.1.4, ...

v Kiém tra NAT d4 thyc hién bang Iénh Router#debug ip nat trén RouterA

Lab 6-3. DYNAMIC NAT WITH OVERLOAD

S0/0/0

1

< Yéu ciu 203.162.1.2/24

NAF overlorading 1%8a aldicho phép chuyén doi tat ca cac dia chf IP thimb mot dia chi
global (dia Chi IP that). Cac dia chi trong s€ dugc phan bi¢t dua trén port humber.

T T T
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RouterA duge cAu hinh NAT va sé tu dong chuyén dich bat ky dia chi trong nao thude
mang 192.168.1.0/24 thanh 203.162.1.3
% Céu hinh
e Ciu hinh RouterA
Router (config) #hostname RouterA
RouterA (config) #interface fastEthernet 0/0
RouterA (config-if) #ip add 192.168.1.1 255.255.255.0

RouterA (config-if) #no shutdown

RouterA (config) #int S0/0/0
RouterA (config-if) #ip add 203.162.1.1 255.255.255.0

RouterA (config-if) #no shutdown

RouterA (config) #faccess-1ist 1 permit 192.168.1.0 0.0.0.255
RouterA (config) #ip nat pool globalpool 203.162.1.3 203.162.1.3
netmask 255.255.255.0
RouterA (config) #ip nat inside source list 1 pool globalpool overload
e Ciu hinh trén RouterB
Router (config) #hostname RouterB
RouterB (config) #interface fastEthernet 0/0
RouterB (config-if) #ip address 172.16.1.1 255.255.255.0

RouterB (config-if) #no shutdown

RouterB (config) #interface serial 0/0/1
RouterB(config-if) #ip address 203.162.1.2
RouterB (config-if) #clock rate 64000
RouterB (config-if) #no shutdown

% Kiém tra

Tur RoutprA, thuce hjén Iénh ‘ping mo rong dén RouterB, source tir 192.168.1.2 Ye‘l
192.168.1.3. Kiém tra chuyén dich bang Iénh debug ip nat — céc dia chi nay s€ dugc chuyén
dich thanh 203.162.1.3

Dé xem bang chuyén doi NAT trén RouterA dung 1énh show ip nat translation. Luu y
port number sau mdi dia chi IP, s6 thtr tu cac port ndy 1a chia khoa dé chuyén cac goi ding vé
dia chi IP inside local.
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CHUONG 7. IPv6

1. Giéi thiéu

Theo déc ta cua giao thuc IPv6, tat ca céc loai dia chi IPv6 duoc gan cho cac Interface,
khong gan cho cac Node. MOi dia chi IPv6 loai Unicast dugc gan cho mot Interface don. Vi
mdi Interface thudc vé mot Node don, do vay mdi dia chi Unicast dinh danh mot Interface sé&
dinh danh cho Node do.

Mdi Interface don c6 thé duoc gan nhiéu loai dia chi IPv6 (cho phép ca 3 dang dia chi
ddng thoi Unicast, Anycast, Multicast). Nhung bat budc mdi Interface phai duoc gan mot dia
chi Unicast Link-local nhdm phuc vu cho cac két ndi Point-to-point.

Mot Host c6 thé duoc géan céc dia chi sau:

e MOt dia chi Link-local cho mdi Interface gén vo1 Host do.
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e Mot dia chi Unicast dugc cung cép bo1 cac nha cung cép dich vu.

e Mot dia chi Loopback.

e Mot dia chi Multicast, ma Host d6 1a thanh vién.

Mot router néu ho tro IPv6 s€ nhan biét dugc tat ca cac loai dia chi ma host chap nhan ké trén,
ngoai ra nd con dugc gan cac loai dia chi sau:

e Tt ca cac dia chi Multicast duoc gan trén Router.

e Tit ca cac dia chi Anycast dugc cAu hinh trén Router.

e Tit ca cac dia chi Multicast ctia cac nhém thudc Router quan 1y.

2. Nhitng han ché ciia IPv4

< Han ché

e Thiéu hut dia chi

e Kich thudc cta cac bang dinh tuyén trd nén rat 1n.

% Giai phap

e Giai phap trudc mit:
- RFC1918
- Subnetting (1985)
- VLSM (1987)
- CIDR (1993)
- NAT : 1a mot cong cu cho phép hang ngan host truy cdp vao Internet voi
- mot vai dia chi IP hop 1¢.
e Giai phap lau dai
- IPv6 : nim 1994 IETF dé xuét IPv6 trong RFC1752. IPv6 khéc phuc mot $6

van dé vé thiéu hut dia chi, QoS, autoconfiguration, x4c thuc va bao mat.

3. Khai quét IPv6

Khong gian dia chi 16n

Tang kha ning phan cép dia chi

Tu dong cAu hinh

Header [Pv6 dugc xay dung lai hop 1y hon
Built-in security

Tinh di dong

2.1 Khéng gian dia chi l6m

IPv4 c6 do dai dia chi 1a 32 bit (4 byte), c6 khoang 4.200.000.000 dia chi

Newél—.:lr 166



CCNA R&S

DAO TAO CHUYEN GIA MANG

™

e [Pv6 c6 dd dai dia chi la 128 bit (16 byte), c6 khoang 3,4x 1038 dia chi

2.1 Ting sw phan cip dia chi IP

3 bt

13 bat

32 bt

16 bat

64 bit

FP

TLAID

NLA ID

SLAID

Interface ID

e Phan tién té (format prefix) trong dja chi IPv6 s& chi ra dia chi nay thudc dang nao

(unicast, multicast, ...). Diéu nay cho phép hé théng dinh tuyén lam viéc hiéu qua hon.

e TLA ID (Top Level Aggregation Identification) : xac dinh cac nha cung cap dich vu

cip cao nhét trong hé théng cac nha cung cip dich vu

e NLA ID (Next Level Aggregation Identification) : xac dinh nha cung cép dich vu bac

2

e SLA ID (Site Level Aggregation Identification) : xac dinh cac Site ciia khach hang

e Interface ID: x4c dinh céc Interface ctia cac Host két ndi trong mot Site

2.2 2.3 Cau hinh ty dong dia chi IP

Céc dia chi cuc bo hay cac router két noi truc tiép gui prefix ra cac két noi cuc b va ra tuyén

duong mic dinh. Cac thong tin nay dugc giri dén tat ca cic node trén h¢ thong mang, cho

phép cac host con lai tu dong cAu hinh dija chi IPv6. Router cuc bd sé& cung cép 48-bit dia chi

toan cuc va SLA hoic cac thong tin subnet dén cac thiét bj dau cudi. Cac thiét bi dau cudi chi

can don gian thém vao dia chi 16p 2 cta né. Dija chi 16p 2 ndy, ciing véi 16-bit dia chi subnet

tao thanh mot dia chi 128-bit. Kha nang gén mot thiét bi vao ma khong can bat cr mot ciu

hinh nao hodc dung DHCP s& cho phép céac thiét bi méi thém vao Internet, chang han nhu

dung cellphone, dung cac thiét bi wireless va mang Internet tr¢ thanh plug-and-play.

IPv6 c6 128 bit, trong d6 64 bit dau ding cho Network va 64 bit sau dung cho host. 64 bit cia
host ID dinh dang theo EUI-64 c6 thé thu duoc tir dia chi MAC cua Network interface béng
cach thanh 1ap nhu sau(dia chi dang EUI-64):

- Cheén FFFE vao gitta byte thtr 3 va thit 4 cta dia chi MAC (48 bit)

- Pao bit thir 2 trong byte thir nhét (tinh tir phai sang trai) ctia dia chi MAC
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EUI-64 Interface ID Assignment

MAC Address | 00 I 80 | 27 m

- - -~ -~
- - ~ ~
- - -~ -~

IJ 00 | f=I] | 27 | 1 i \ 17 FC OF -
64-Bit Version | oo | 90 | 27 | FF | Fe 17  FC OF

” N
s bt

1 = Universally Unique
U/L Bit where X =
0 = Locally Unique

~
~
~

X=1 ’,
rd
rd
EUI-64 Address - 90 | 27 | FF | FE 17 FC OF

2.4. Header IPv6

Version | HL | Tos Total Length Version Ef‘;:g
\dentification Flags F’g%":;"‘ Payload Length H';l:;ter Hop Ltd
Time to Live Protoonl | Header Checksum Source Address
Source Address Destination Address
Destination Address
Cptions Padding

Mame Change but Same Functionality in IPv&

Mo Change in Py

Removed in IPvE

. Mew to IPvé

Hinh 7. 2. Header IPv4 va IPv6

Cac truong (field) trong header IPv6:
- Version (4 bit): xac dinh phién ban cua giao thirc (mang gia tri 6)
- Traffic Class (8 bit): xac dinh loai luu lugng
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Flow label (20 bit): cing véi traffic class cung cép cac kiéu QoS

Payload Length (16 bit): unsigned integer. Xac dinh kich thuéc phan dir liéu (data)
theo sau IPv6 Header

Next-Header (8 bit): gitip xac dinh Header tiép theo (next header) trong goi tin

Hop Limited (8 bit): unsigned integer. Qua mdi Node, gia tri nay giam 1 don vi (gidm
dén 0 thi goi tin bi loai bo).

Source Address (128 bit) : mang dia chi IPv6 ngudn ciia goi tin.

Destination Address (128 bit): mang dia chi IPv6 dich cua goi tin.

% Phan header cia IPv6 dd dugc don gian hoa dé tang téc do xu 1y va ting hiéu qua
cho router.
e [Pv6 header c6 kich thudc c¢o dinh 40 byte va it field hon nén thoi gian xtr Iy header

nhanh hon

Khoéng c6 header checksum: Hé théng mang trude ddy co toc do két ndi cham va
khong dam bao nén viéc tinh toan checksum tai mdi hop 1a can thiét dé dam bao tinh
toan ven di liéu. Cac két néi mang ngay nay nhanh va c6 tinh tin cdy cao hon, do d6

chi can céc host tinh checksum, khong can trén router.

e Bo cac header: header lenghth, Identification, Flags, Fragment offset,

header checksum

Field Header Length loai bé vi kich thudc cta IPv6 header 1a ¢6 dinh. Trong IPv4
header c6 kich thudc thay d6i tir 20 - 60 byte.
Céc field Identification, Flags va Fragment Offset dugc sir dung trong viéc fragment
mot packet trong IPv4 header. Fragment xdy ra khi mot packet c6 kich thudc 16n
(large packet) dugc giri qua moi truong mang chi hd trg packet c¢6 kich thudc nhd hon.
Trong trudng hop nay, router s& chia packet ra thanh nhiéu phan c6 kich thudc nho
hon dé chuyén chung di. Host dich (destination host) s& tap hop cac packet nay va lap
rap ching lai (reassemble). Trong qua trinh truyén, néu mot goi trong ching bi 16i
(error) hodc khong dén duoc dich thi toan bd phai duoc gui lai.
Trong IPv6, host s& hoc mot MTU size. Néy host trong qua trinh giri mudn fragment
packet, no s& dung Extension Header dé lam viéc nay. Cac router IPv6 doc theo
duong di cua packet khong fragment packet.

Field Checksum loai bo dé tang toc do xir 1y.

2.5 Built-in security

IPv6 tich hop tinh ning bao mat bang cach sir dung 2 header mé rong: (AH)

Authentication header va Encrypted Security payload (ESP).

NewStar

169



CCNA R&S NewStar

2.6 Tinh di dong
Dia chi IPv6 duoc thiét ké véi tinh di dong duoc tich hop vao trong Mobile IP cho phép cac
hé théng dau cudi thay doi vi tri ma khong mit cac két ndi. Pay 1a diém rat can thiét cho
nhitng san pham wireless chang han nhu IP phone va cac hé thong GPS, ...
Cac header mé rong trong IPv6

e Hop — by — Hop options header

e Destination options header

e Routing header

e Fragment header

e Authentication header

e Encapsulating Security Payload header

4. Cau tric dia chi IPv6
Dia chi IPv6 c6 su khac biét rat 10n so véi dia chi IPv4 khong chi vé kich thudc ma con khac

nhau vé céc thé hién & dang thap luc phan.
Pia chi IPv6 dai 128 bit dugc chia thanh 8 phﬁn ¢ dang thap luc phan dugc phan céch boi cac
dau hai chim (;). Mdi phéan ciia né c6 do dai 16 bit, IPv6 sir dung dang hién thi thap luc phan
va khong phan biét chir hoa hay chir thuong.
Céu trac dia chi IPv6: X:X:X:X:X:X:X:X
Trong do: X 1a dang hexa 16 bit
Vi du: 2031:0000:130F:0000:0000:09C0:876A:130B
< Mot s6 quy tic rit gon dia chi IPv6
Dia chi IPv6 c6 chiéu dai 128 bit nén van dé nhé dia chi 14 hét strc kho khan.
Sau ddy 1a mot s6 quy tic rat gon dia chi:
e Cho phép bo qua nhiing s6 0 dimg trudec mdi thanh phan hé 16, c6 thé viét 0
thay vi viét 0000.
Vi du: véi block 0008 --> ta c6 thé viét 8
v6i block 0800 --> ta cé thé viét 800
e Thay thé nhiéu nhém s6 0 thanh mot dau "::" va dau “::”chi duge ding duy nhit mot
lan trong mdi dia chi IPv6.
Vi du:
2031:0000:130F:0000:0000:09C0:876A:130B
=> 2031:0:130F::9C0:876A:130B

—2031::130F::9C0:876A:130B (sai)
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FF01:0:0:0:0:0:0:1 —» FFO01::1

0:0:0:0:0:0:0:1 — ::1

0:0:0:0:0:0:0:0 — ::

% Cac loai dia chi IPv6

Unicast
Anycast
Multicast

Mai interface c6 thé dugc gan nhiéu loai dia chi IPv6 (cho phép ca 3 dang dia

chi déng thoi Unicast, Anycast, Multicast). Nhung bét budc mdi interface phai duoc

gan mot dia chi Unicast Link-local nham phuc vu cho cac két ndi Point-to-point.

Theo thiét ké cua IPv6, mot Host c¢6 thé duoc dinh danh boi cac dia chi sau:

Dia chi Link-local cho mdi Interface gan v&i host d6
bia chi Unicast dugc cung cép bdi cac nha cung cép dich vu
bia chi Loopback

Pia chi Multicast, ma Host d6 la thanh vién

Router hd tro IPv6 s& nhan biét dugc tat ca cac loai dia chi ma host chap nhan

ké trén, ngoai ra n6 con dugc gan céac loai dia chi sau:

Tét ca cac dia chi Multicast duoc gan trén Router.
Tat ca cac dia chi Anycast duoc ciu hinh trén Router.

Tt ca cac dia chi Multicast ctia cac nhom thudc Router quan 1y.

Global Unicast: 3FFE::/16

Site-local: FFEC::/48 Site-local: FFEC::/48
Link-local: FE80::/64 @7 Link-local: FE80::/64

g g
= Site-local: FFEC: :-’48| =

Link-local: FERO::/64

Hinh 7.3. Nhiéu dia chi duoc gan cho mot interface

Béng phén bé dia chi IPv6
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Phén bd Prefix Ti trong trong khéng gian dia chi
Dy trir 0000 0000 1/256
Clhara st dung 0000 0001 1/256
Dy trir phan bo cho NSAP 0000 001 1/128
Du trit phan bo cho IPX 0000 010 1/128
Chura si dung 0000 011 1/128
Clura st dung 0000 1 1/32
Chara st dung 0001 1/16
Dung cho dia chi Global Unicast | 001 1/8
Clara sir dung 010 1/8
Chura suir dyng 011 1/8
Chura sit dung 100 1/8
Clura st dung 101 1/8
Chara str dung 110 1/8
Clara suir dung 1110 1/16
Chua st dung 1111 0 1/32
Chua st dung 1111 10 1/64
Chua st dung 1111110 1/128
Chua sit dung 111111100 1/512
Dia chi Link Local Unicast 1111111010 1/1024
Dia chi Site Local Unicast 1111111011 1/1024
Dia chi Multiest 11111111 1/256

% Unicast

e Global Unicast Address
Puoc sir dung dé dinh danh cac interface, cho phép thuc hién két ndi cac
host trong mang Internet IPv6 toan cau. Y nghia ctia no ciing gidng dia chi

Public IPv4.
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13 bit 8 bit 24 bit 16 bit 64 bit

o

FP TLAID | 8RES | NLAID | SLAID Interface ID

Trong do:
FP=001: Format Prefix
TLA: Top Level Aggregate
NLA: Next Level Aggregate
SLA: Site Level Aggregate

e Link Local

10 bit 54 bit 64 bt

1111111010 0000.....0000 Interface ID

Dung dé cac neighbor giao tiép voi nhau trén cung mot lién két.

Dia chi Link-local Unicast luon bt ddu boi Prefix FE80::/64, két thuc 1a 64 bit Interface-1D
dung dé phan biét cac Host trong mot Subnet. Nhing dia chi nay chi dugc dinh nghia trong
pham vi két ndi point-to-point.

Quy tic dinh tuyén ddi véi loai dia chi nay 1a Router khong thé chuyén bat ky géi tin nao co

dia chi ngudn hodc dich 1a dia chi Link-local.

e Site Local:
10 bt 38 bit 16 bit 64 bit
I111111011 0000...0000 Subnet ID Interface ID

Dung d¢é lién két cac node trong ciing mot Site ma khong xung dot véi cac dia chi Global. Cac
g6i tin mang loai dia chi nay trong IP Header, Router s& khong chuyén ra mang ngoai.
- Dia chi Site-local Unicast lun bat dau boi Prefix FECO::/48 theo sau la 16 bit Subnet_ID,
ngudi ding c6 thé dung 16 bit nay dé phan cp hé thong mang ctia minh. Cubi cing 1a 64 bit
Interface ID dung dé phan biét cac Host trong mot Subnet.
Quy tic dinh tuyén déi véi dang dia chi Site-local:

- Router khong thé chuyén cac géi tin co dia chi ngudn hoic dich 1a dia chi Site-local

Unicast ra ngoai mang do.
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- Céc dia chi Site-local khong thé duoc dinh tuyén trén Internet. Pham vi cua chung chi
trong mot Site, chi ding dé trao ddi dir liéu giira cac host trong Site do.

e Anycast

n bit (128 —n) b1t

Subnet Pretix 0000............... 0000

bia chi Anycast dugc gan cho mot nhom cac interface. Nhitng goi tin c6 dia chi dich 1a mét
dia chi Anycast s& dugc giri dén node gan nhat mang dia chi nay. Khai niém gin nhét & day
dua vao khoang cach gan nhit dugc xac dinh qua giao thire dinh tuyén duocstr dung.
Str dung Anycast ¢6 2 loi ich :

- Tiét kiém duoc thoi gian bang cach giao tiép véi may gan nhat

- Thir hai 1a viéc giao tiép véi may gan nhat giup tiét kiém dugc bang thong
Pia chi Anycast khong c6 cac tim dia chi dugc dinh nghia riéng nhu Multicast, ma nd gidng
nhu mot dia chi Unicast, chi c6 khac 14 c¢6 thé c6 nhiéu may khac ciing dugc danh sé voi cing

scope trong cung mdt khu vuc xéc dinh. Anycast dugc st dung trong cic tng dung nhu

DNS...

e Multicast
8 bit 4 bt 4 bt 112 bit
IT111111 Flag scope Group ID

Mot dia chi multicast co thé duge gan cho mot nhom cac interface. Mot goi tin khi chuyén
dén dia chi multicast s& dugc chuyén dén tit ca cic node mang dia chi multicast nay.
- Dia chi Multicast luén bit dau boi mot Prefix 8 bit “1111 11117
- Flag c6 ciu trac: 000T
Trong do:
3 bit thur ty cao dugc du trit va dugc xéc 1ap ¢ gia tri 0.
T = 0: dia chi Multicast “Well-known”, dia chi nay dugc phan b boi
Global Internet Numbering Authority. Va duoc phan b cb dinh.
T =1 : dja chi Multicast “transient”. Dia chi nay khong dugc phan bd
¢d dinh.

- Scope (4 bit): dugc dung dé xac dinh pham vi (scope) cia nhom dia chi Multicast. Y
nghia cla cac gia tri trong scope nhu sau:
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: Chua su dung

: Node-local

: Link-local

: Chua str dung

: Chua su dung

: Site-local

: Chua str dung

: Chua str dung

: Organization-local
9:

Chua str dung

A Chua phan b
B Chua phan bo

C : Chua su dung

D : Chua str dung
E : Global

F : Chua su dung

- Group ID: Xac dinh nhém multicast trong pham vi mot Scope. Pia chi Multicast cap
phat ¢ dinh hoan toan ddc 1ap voi gia tri duoc xac lap trong trudng Scope.

- Vi du: mot nhém NTP Server duoc cip group ID 111 (hex). Ta co:
FF01:0:0:0:0:0:0:111 : gri dén tat ca cac NTP trén cung Node v6i Node giri
FF02:0:0:0:0:0:0:111 : giri dén tat ca cac NTP trén cung Link v6i Node gui
FF05:0:0:0:0:0:0:111 : guri dén tat ca cac NTP trén clng Site véi Node giri
FFOE:0:0:0:0:0:0:111 : gtri dén tat ca cac NTP trén Internet

Dia chi multicast cip phat khong cb dinh chi c6 ¥ nghia trong pham vi mot Scope. Vi du mot

dia chi Multicast FF15:0:0:0:0:0:0:111 ¢6 thé dugc dung trong nhiéu Site ma khong xung dot

1an nhau.

Mot so dia chi dic biét

- bia chi khong xac dinh: 0:0:0:0:0:0:0:0
Dia chi nay giéng véi dia chi 0.0.0.0 trong IPv4.
- Dia chi loopback: 0:0:0:0:0:0:0:1
Dia chi nay c6 ¥ nghia giéng nhu dia chi 127.0.0.1 trong IPv4

- bia chi IPv4-embedded IPv6
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Loai dia chi nay duoc st dung trong co ché Automatic Tunneling, mot co ché sir dung trong
qua trinh chuyén dbi tir IPv4 1én IPv6. Dia chi loai ndy ciu tao bai Prefix 96 bit 0, 32 bit con
lai 14y tir mot dia chi IPv4 hoan chinh. Khi Node IPv6 truyén thong v6i nhau qua Automatic
Tunneling,dia chi [Pv4 ctia Tunneling s€ dugc tach ra tir dia chi IPv4-embedded IPv6

Vi du:

Cho dia chi IPv4 10.0.0.5.

--> Dia chi IPv4-embedded IPv6 c6 dang 0:0:0:0:0:0:A00:5.

Ta c6 thé giit nguyén chdm thap phan ciia phan cudi. Trong trudng hop nay, dia chi co thé

duoc viét lai duéi dang ::10.0.0.5.

4. Cac giai phap trién khai IPv6 trén nén IPv4

IPv6 6to4 6to4 IPv6
Host Router Router Host
pa— IPV6 IPv4 IPV6 -
[ ] - |
:4 _" Network Network Network _/’

IPv6 Traffic g

Hién tai IPv4 dang chiém linh trong méi trudng Internet. Pé chuyén sang st dung IPv6 can c6
nhimng budc trung gian trude khi chuyén hang sang st dung IPv6. Nhu vay, cac bién phap
thay thé s& dién ra tir 10p access dén 16p core.

C6 3 giai phap pho bién dugc st dung dé trién khai IPv6 trén nén IPv4 la: Dual

Stack, Tunneling va NAT-PT.

4.1. Dual Stack (Dual IP Layer)

Dual-Stack
Router1 routerl#

ipvé unicast-routing

|PV£ at:'d |5V4 —% intertace ethernetl
etwor ip address 192.168.99.1 255.255,255.0

ipv6 address 3ffe:h00:c18:1::3/127

IPv4: 192.168.99.1
IPv6: 3ffe:b00:800:1::3

=]

Y tudng cua giai phap nay la: O mdi host/router cai dat ca hai giao thirc IPv4 va IPv6 clng

hoat dong.
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Nhitng node nay hd trg ca hai giao thirc, ¢6 thé 1am viéc duoc v6i node IPv4 thuan tiy ciing
nhu node IPv6 thuan tiy. Han ché ctia co ché nay 1 phai gan thém mot dia chi IPv4 voi mdi
node IPv6 moi.

Dbi voi Host/Router dung k§ thudt Dual-IP-layer, c6 thé két hop v6i co ché chuyén ddi IPv6-

over-1Pv4 Tunneling.

4.2 Tunneling
| 1Pv6 Header |IPv6 Datal| | 1Pv6 Header |IPv6 Data |
IPv6 Dual-Stack Dual-Stack IPv6
Host Router Router Host

IPvd
L e G & .
; Network Network P J

F--

Tunnel: IPv6 In IPv4 Packet
| IPv4 Header | IPv6 Header |IPv6 Data|

0143 014

Co ché nay thyc hién déng géi tin IPv6 vao mot gbi theo chudn giao thirc IPv4 dé c6 thé
chuyén goi tin qua mang IPv4 thuan tiy. Trong trudng hop nay, mang xem

nhu d6 1a mdt goi tin [Pv4 binh thuong.
IETF da gi6i thi¢u hai phuong phap dé tao duong ham cho céc Site IPv6 két ndi v6i nhau
xuyén qua ha tang IPv4: Automatic Tunneling va Configured Tunneling.

- Automatic tunneling: dia chi cudi cing trong Tunnel 14 dia chi IPv4-compatible IPV6.

- Configured tunneling: dia chi cudi cting trong Tunnel dugc x4c dinh nho thong tin cau
hinh tai cac nat thyc hién dong, md goi IPv6 thanh goi IPV4 va ngugce lai.

4.3 NAT-PT

Translation

F’olint

|IPv4-only IPvE-only
Network - Network
— \ = ‘1~
—

e |
IPv4 1 IPv6
Host " Host
: 2001:0420:1987:0:2E0:BOFF:FE6A:412C
172.16.1.1

NAT-PT: Network Address Translation - Protocol Translation dugc mo ta trong RFC2766

NAT-PT cho phép cac Host/Router ding IPv4 thuan tay va cac Host/Router ding IPv6 thuan
tay c6 thé két noi lam vi¢c voi nhau. Dung NAT-PT, ta c6 thé dnh xa qua lai gitra dia chi IPv6
va IPv4.
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5. Lab. IPv6

Lab 7-1. IPv6 CAN BAN

fa0/0 fa0/1 I

“Fe¥ouiu _l Fec0::1/6 I_ Fecl::B/64

® (o 2 sitg duoc phan cach boi router. Tur cac PC thude 2 LAN cé théi:)t uc hién 1énh

2
°o

ping thay nhau

Cac budc thue hién

Cai dat IPv6 cho cac may tinh, gan dia chi IPv6 cho ching theo hinh vé

Thiét lap dia chi site-local trén PC A
Thiét lap dia chi site-local trén PC B
Xem lai cau hinh bang 1énh ipconfig
Kiém tra cac thong s6 da cdu hinh cho cac PC bang 1énh ipconfig /all

Céu hinh router, cho cac interface tham gia vao mang st dung dia chi IPv6

Router#config terminal

Router (config) #ipv6 unicast-routing -¢>BétchﬁcnﬁngdhﬂluuénIPV6Uén
Router

Router (config) #interface FastEthernet 0/0

Router (config-if) #ipv6 address fecO0::1/64

Router (config-if) #no shutdown

Router (config-if) #exit

Router (config) #interface FastEthernet 0/1

Router (config-if) #ipv6é enable

Router (config-if) #ipv6 address fecl::1/64

Router (config-if) #no shutdown

Router (config-if) #end

e Kiém tra

- Kiém tra thong s6 da cau hinh trén cac interface:

Router#show ipv6 interface brief
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- Kiém tra lai dja chi default gateway bang 1énh ping
- Thyc hién 1énh ping tir PC A t6i PC B bang dia chi site-local.

Chuong 8. IPv6 ROUTING

1. Téng quan

Pinh tuyén trén nén Ipv6 cling da duogc hd tro cu hinh trén cac thiét bi dinh tuyén tu
lau. Trong chuwong nay sé& trinh bay cach cu hinh dinh tuyén tinh va dinh tuyén dong trén nén
Ipv6.

Routing for IPv6

Autonomous System 50100 Autonomous System 50200

i /é\

- w@—@\@_}/

Exterior Gateway
Protocols (EGPs)

Interior Gateway (MP-BGP4)
Protocols (IGPs)

(RIPng, EIGRP for IPv6, OSPFv3)

2. Pinh tuyén tinh
Cu phap:
R(config)#ipv6 router prefix-network/prefix-length [OutGoing Interface | Next-Hop]

Vi du 1: Pinh tuyén tinh str dung “outgoing interface”

For Packets Destined to this Subnet

Send out Here or... Send to There Y
(A] (B]
G0/0 S$0/0/0 2001:DB8:1111:4::2 G0/0 -
b A S0/0/1 2 22
Subnet 1 Subnet 4 Subnet 2
2001:DB8:1111:1:: /64 2001:DB8:1111:4:: /64 2001:DB8:1111:2:: /64

| 8tatic route on router R1

R1(config)# ipvé route 2001:db8:1111:2::/64 80/0/0
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! Static route on router R2

RZ (config)# ipwvé route 2001:db8:1111:1::/64 =0/0/1

Rl# show ipve route static
! Legend omitted for brevity
S  2001:DE8:1111:2::/64 [1/0]

via Serialo/o0/0, directly connected

Vi du 2: Pinh tuyén tinh st dung “Next-Hop Ipv6 address”

For Packets Destined to this Subnet

' Send to Glcibal Unicast A4
@ G0/0 ﬁ,}‘:-... 2001:DB8:1111:4::1 2001:DB8:1111:4::2 G0/0
———— — === —— ‘ |
11 -1 A e eg0:FF:FE00:1 FE80::FF:FE00:2 = 22
Subnet 1 Subnet 2
2001:DB8:1111:1:: /64 Send to Link Local 2001:DB8:1111:2:: /64

Figure 32-3 Using Unicast or Link-Local as the Next-Hop Address for Staric Roures
Str dung Unicast hoic Link-local 1am Next-Hop cho céc tuyén tinh

Truong hop su dung dia chi Global Unicast

! The first command i= on router R1, listing R2's global unicast address

El{config)# ipv6é route 2001:db8:1111:2::/64 2001:DBB:1111:4::2

! The next command is on router R2Z, listing R1's global unicast address

RZ (config)# ipv6é route 2001:db8:1111:1::/64 2001:db8:1111:4::1

Truong hop str dung Link-Local Neighbor adddress
Example 32-10 Sraric IPv6 Routes Using Link-Local Neighbor Addresses

! The first command is on router R1, listing R2's link-local address

Rl (config)# ipv6é route 2001:db8:1111:2::/64 S0/0/0 FEB0::FF:FE00:2
listing R1's link-local address

! The next command i= on router RZ2,
RZ (config)# ipwv6 route 2001:db8:1111:1::/64 S0/0/1 FE8S80::FF:FE00:1

Default route
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Static Routing

201:0B8:A01::/48 | 201:088 :AC10:100::64

ZCI':I‘I DBS8:D1A5:C800:1 " 2001:DB8:D1A5:C800::2 l- Server

Gids1
Internet
— PR
Branch HQ
Default routs Static route

The static IPv6 route is configured on the HQ router:

II—ZQ:ccnfig?—‘riva route 2001:DB8:A01::/ 48 Gi0/s1 2001:DBE8:D1AS:

The default IPvE route is configured on the Branch router:

IEranch:ccnfigj=iva route ::,/0 Si0/1 2001:D0B8:D1R5:C800: 12 I
- . A
Xem bang dinh tuyén
Q#show ipvé route static
Z‘.:.'c Routing Table - default - 4 entries
Cedes: C - L - Local, S - Static, U - Per-user Static route
B - BGP, R 1P, Tl ISIS L1, 12 - 1ISis 12
IA - ISIS interarea, IS - ISIS summary, D - EIGRP, EX - EIGRP external
ND - Neighbor Discovery, 1 - LISP
PF Intr er, - OSPFF ext 1, OE2 - OSPF ext 2
OSEF ext 2
GigabitEthernetl/1

Static Routing (CTonrmt.)

Werify the default 1IPWES route on the Bramnch router:

e

3. RIPng
CAu hinh:
B1: Chon giao thirc dinh tuyén
R(confiqg) #ipv6 router rip tag
Trong do: tag la mot chuéi dinh danh, do nguoi cau hinh tw dat
B2. Chon cong tham gia vao qué trinh trao d6i thong tin dinh tuyén
R(config-if) #ipv6 rip tag enable
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Cac 1énh kiém tra cdu hinh:

R#show ipvé rip

R#show ipv6 route [rip]
Vi du:

RIPng for IPv6 Configuration Example

/0 ]

RouterY#
ipv6é unicast-routing
ipv6é router rip RTO

interface Ethernet0
ipv6é address 2001:db8:1:1::/64 eui-64
ipv6é rip RTO enable

_—

LAN1: 2001:db8:1:1

/64

Ethernet0

‘—

Ethernet1

LAN2: 2001:db8:1:2::/64

RouterX#
ipv6é unicast-routing
ipv6é router rip RTO

interface Ethernet0
ipv6é address 2001:db8:1:1::/64 eui-64
ipv6é rip RTO enable

interface Ethernetl
ipv6é address 2001:db8:1:2::/64 eui-64
ipv6é rip RTO enable

4. OSPF cho Ipv6

Cac budc cau hinh

e BO: Bat tinh nang dinh tuyén cho Ipv6

R(config) #ipv6 unicast-
e BI: Chon giao thirc dinh tuyén
R(Config)#ipv6 router o

R(config-router) #router

e B2. Chon cdng tham gia vao qua trinh trao d6i thong tin dinh tuyén

R(Config-if) #ipv6 ospf <process-id> area <area-id>

Vi du:

routing

spf <process-id>

-id H.H.H.H

327P-665

New&tar

182



DAO TAO CHUYEN GIA MANG

CCNA R&S

2001:DB8:1:1/64

G0/0.11 5000

G0/0.12

2001:DB8:1:2/64

Area 23

Area 4

2001:DB8:1:13/64

2001:DB8:1:23/64

F
ez~
R2

G0/0

F s

S0/0/1 PR GO/0

2

ipve unicast-routing

!

interface GigabitEthernet0/0
mac-address 0200.0000.0004

ipv6é address 2001:dbB8:1:14::4/64
ipvé ospf 4 area 4

!

interface GigabitEthernet0/1
ipv6 address 2001:db8:1:4::4/64
ipveé ospf 4 area 4

!

ipvé router ospf 4

router-id 4.4.4.4

ipv6é unicast-routing

!

interface GigabitEthernet0/0
mac-address 0200.0000.0001

!

interface GigabitEthernet0/0.11
encapsulation dotlg 11

ipvée address 2001:dbB:1:1::1/64
ipvé ospf 1 area 0

interface GigabitEthernet0/0.12

passive-interface gigabitethernet0/1
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encapsulation dotlg 12

ipvé address 2001:db8:1:2::1/64
ipve ospf 1 area 0

!
interface GigabitEthernet0/1

ipvé address 2001:db8:1:14::1/64
ipve ospf 1 area 4

!

interface serial 0/0/0

ipvé address 2001:db8:1:12::1/64
ipvé ospf 1 area 23

!

interface serial 0/0/1

ipvé address 2001:db8:1:13::1/64
ipve ospf 1 area 23

!

ipvé router ospf 1

router-id 1.1.1.1

Céc lénh kiém tra cAu hinh:
R#show ipv6 protocols
R#show ipvé ospf neighbor
R#show ipv6 ospf database
R#show ipvé route [ospf]

Dia chi multicast cap nhat thong tin dinh tuyén ctia OSPF cho Ipv6 1a FF02::5 cho tat
ca cac router chay OSPF va FF02::6 cho cic DR va BDR. Bé diéu chinh cost ding lénh
Router(config-if)#ipv6 ospf cost x (vdi x cd gia tri tir 1- 65.535)

5. EIGRP for Ipv6
Cac budc cau hinh:
e BI. Chon giao thirc dinh tuyén
R(config) #ipv6 router eirgp <AS>
R (config-router) #eigrp router-id H.H.H.H -*thmnsétﬁychon
e B2. Chon cdng tham gia vao qua trinh trao d6i thong tin dinh tuyén
R(config-if) #ipv6 eigrp <AS>
Cac lénh kiém tra cu hinh:

R#show ipv6 protocols
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R#show ipv6 eigrp neighbors

R#show ipvo eigrp topology

R#show ipvé route [eigrp]
EIGRP cho Ipv6 cap nhat dinh tuyén qua dia chi multicast FF02::A
Vi du:

2001:DB8:1:3:: 2001:DB8:1:33::

GOl{ll 3 GO:’0|::4
2001:DB8:1:7::
?0” 0 S0/1/0 %
: T
& X

S0/0/1

2001:DB8:1:5::
e

2001:DB8:1:1:: 2001:DB8:1:2::
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ipvé unicast-routing
!
ipwvé router eigrp 1
eigrp router-id 1.1.1.1
!
interface GigabitEthernet0/0
ipwve address 2001l:dbB8:1:1::1/64
ipwve eigrp 1
!
interface serial 0/0/0
description link to R2
ipvé address 2001:db8:1:5::1/64
ipwve eigrp 1
!
interface serial 0/0/1
description link to R3
ipweé address 2001:db8:1:4::1/64

ipve eigrp 1

Example 24-2 EIGRP for IPv6 Configuration on R2

ipvée unicast-routing

!

ipvé router eigrp 1

eigrp router-id 2.2.2.2

!

interface GigabitEthernet0/0
ipv6é address 2001:dbB:1:2::2/64

Nemglar 186



CCNA R&S NewStar

ipve eigrp 1

1
interface serial 0/0/0
description link to R3

ipve address 2001:db8:1:6::2/64
ipve eigrp 1

!
interface serial 0/0/1
description link to R1

ipve address 2001:db8:1:5::2/64
ipve eigrp 1

!

interface serial 0/1/0
description link to R4

ipve address 2001:db8:1:8::2/64
ipvé eigrp 1

6. Lab. Routing for IPv6

Lab. 8-1. STATIC ROUTING CHO IPv6

2002::2/64

S0/0/0 ——
o A A S0/0/1
< Yeéu cau
2001::1/6 [fa0/0 fa0/0} 2004::1/64
Thuc hiég dinh tuyén tinh trén hai router dé PCA c6 thé fhuc hién 1énh ping t61 PCB.

% Cacdbuwdc thye hién
° Be}t ia chi cho cac PC A vaPC B -
e Cau hinhzc%oolcfé/ Qnterface cua router R1, R2 2004::B/64

v Ddi véi RouterA:

RE@ArA(config) #ipv6 enable PCB

RouterA (config) #ipv6 unicast-routing

--> cho phép router hoat dong dinh tuyén véi IPv6
RouterA (config) #interface £0/0
RouterA (config-if) #ipv6 address 2001::1/64
RouterA (config-if) #no shutdown
RouterA (config-if) ffexit
RouterA (config) #interface S0/0/0

RouterA (config-if) #clock rate 64000
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RouterA (config-if) #ipv6 address 2002::1/64
RouterA (config-if) #no shutdown
RouterA (config-if) #end
v Déi v6i RouterB:
RouterB (config) #ipv6é unicast-routing
RouterB (config) #interface F0/0
RouterB (config-if) #ipv6 address 2004::1/64
RouterB (config-if) #no shutdown
RouterB (config-if) #exit
RouterB (config) #interface S0/0/1
RouterB (config-if) #ipv6 address 2002::2/64
RouterB (config-if) #no shutdown
RouterB (config-if) #end

e Céu hinh dinh tuyén tinh

v/ Trén RouterA:
RouterA (config) #ipvé route 2004::/64 2002::2

RouterA (config) #exit

v/ Trén RouterB:
R2 (config) #ipv6 route 2001::/64 2002::1

Rl (config) #exit

Lab. 8-2. CAU HINH RIPng
2002::2/64 2003::1/64  2003::2/64
Giao thuc dinh tllyw/meratinn) . g tu nhu RIP trong IPv4.
Céc goi tin update sir dung dia chi nRfU¥dst cua tat ca ca Q6 , T
0% 18, TjO/0 fa0/0 2'004::1/64

- Rout =RouterB, RouterC st dung RIPng dé quang ba thong tin dj :
- Cac HC ping duoqjtoan bd cac dia chi trong mang

% Cac budc thyce hién

¢ 20Dt &8 chiZ@8% ‘846 cac PC 2004::C/64
PC PC PC
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e Ciu hinh dia chi IPv6 cho cac interface ciia router RouterA, RouterB

v/ CAu hinh cho RouterA:

RouterA (config) #ipv6 unicast-routing
RouterA (config) #interface fal0/0
RouterA (config-if) #ipv6 address 2001::1/64
RouterA (config-if) #no shutdown
RouterA (config-if) #exit
RouterA (config) #interface S0/0/0
RouterA (config-if) #clock rate 64000
RouterA (config-if) #ipv6 address 2002::1/64
RouterA (config-if) #no shutdown
RouterA (config-if) #end

v/ Céu hinh cho RouterB:
RouterB (config) #ipv6 unicast-routing
RouterB(config) #interface S0/0/1
RouterB (config-if) #ipv6 address 2002::2/64
RouterB (config-if) #no shutdown
RouterB (config-if) ffexit
RouterB(config) #interface S0/0/0
RouterB (config-if) #ipv6 address 2003::1/64
RouterB (config-if) #no shutdown

v/ Céu hinh cho RouterC:
RouterC (config) #ipv6 unicast-routing
RouterC (config) #interface S0/0/1
RouterC (config-if) #ipv6 address 2003::2/64
RouterC (config-if) #no shutdown
RouterC (config-if) ffexit
RouterC (config) #interface fal0/0
RouterC (config-if) #ipv6 address 2004::1/64

RouterC (config-if) #no shutdown

e Céiu hinh dinh tuyén RIPng
v/ Trén RouterA:

RouterA (config) #ipv6 router rip cisco
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Y

hoac

dat tén cho process RIPng la cisco
Chu y: tén cua process-id chi mang y nghia cuc by trong mot router
RouterA (config-router) #fexit
RouterA (config) #interface £0/0
RouterA (config-if) #ipv6 rip cisco enable
=> Chay giao thirc RIPng process “cisco” trén f0/0
RouterA (config) #interface S0/0/0
RouterA (config-if) #ipv6 rip cisco enable
=> Chay giao thirc RIPng process “cisco” trén S0/0/0

CAu hinh cho RouterB twong tu nhur RouterA
CAu hinh cho RouterC tuong ty nhu RouterA

% Kiém tra cau hinh

Xem bang dinh tuyén bang lénh

RouterA#show ipv6 route

RouterA#show ipv6 route rip

--> xem cac duong di hoc tir RIPng

Xem process-id cia RIPng, cac interface nao chay RIPng
RouterA#show ipve rip

Xem co s¢ dir liu ctia RIPng béng 1énh show ipv6 rip database
RouterA#show ipv6 rip database

Tur RouterA, RouterB hoac RouterC ping dugc céc dia chi trén mang

Dung 1énh debug ipvé packet [detail] déxem qué trinh goi tin di tir RouterA dén
PCC
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CHUONG 9. WAN

Churong nay sé dé cdp dén mot so6 giao thire hoat dong trén méi truong WAN va mot sé
dich vu WAN pho bién. Hoc xong chwong nay, nguoi hoc co kha nang:

e Trinh bay dwoc khai niém vé WAN

e Trinh bay dwoc mot s6 ddc diém co ban cia giao thiec PPP, HDLC

o Phdn biét va cdu hinh hai giao thirc chitng thiee trén PPP (PAP, CHAP)

® Phdn biét va cdu hinh mot s6 ky thudt WAN: Serial Point-to-Point, Frame Relay

1. Gi6i thiéu

Mot WAN 1a mot mang trao ddi dir lidu, nd hoat dong vuot ra ngoai pham vi vat 1y cia
LAN. WAN hoat dong trén mot mién dia ly rong 16n, két n6i h¢ thong may tinh clia cung mot
don vi gilra cac tinh, cadc qudc gia hay chau luc...

i WAN str dung céc lién két dir liéu nhu 13 Frame Relay, ATM, MPLS ho tro cac dich vu
de truy cap bang thong vuot qua vung dia ly rong 16n.

Céc tinh nang k¥ thuat WAN nam ¢ ba tang cudi cling ctia md hinh OSI.

- Céc kiéu két n6i WAN (layer 1): duong thué riéng (leased line), chuyén mach
kénh (circuit switched), chuyén mach goi (packet-switched).

- Céac giao thirc dong géi WAN (Layer 2): HDLC, PPP, ATM, Frame Relay, VPN,
MPLS

- Mot s6 k¥ thuat WAN: trude ddy mot s6 k¥ thudt dugce dung nhu ISDN, X.25,
ATM, céc k¥ thuat dang st dung nhi€u hién nay nhu DSL, Leased lined, MPLS,...

Trong chuong nay, chiing ta s& tim hiéu vé 2 k¥ thudt WAN: PPP va Frame-Relay.

2. Két nbi serial point-to-point

Hai giao thirc lién két dit liéu (data link) WAN str dung trong mang WAN két nbi Serial
Point-to-Point dugc dung pho bién 1a HDLC va PPP.

I

e
| Flao | macaress | Gonwror | Frotocol | Cata [ Fos | Flao |

PPP 1a mot giao thic thuong duge chon dé trién khai trén mot két ndi WAN ndi tiép.
PPP c6 ho tro qua trinh xac thuc PAP va CHAP.

% Qua trinh ching thuc trong PPP
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PPP t6 chirc gdom 2 giao thirc sau:
e Link Control Protocol (LCP): sit dung cho viéc thiét 14p, cAu hinh va kiém tra két ndi &
tang lién ket dir lidu.
e Network Control Protocol (NCP): str dung cho viée thiét 1ap va cau hinh céc giao thirc
tang mang khac nhau.
% Qua trinh thiét 1ap két ndi PPP
Qué trinh thiét 1ap két ndi PPP qua 4 budc: Thiét 1ap két ndi va thwong luong ciu hinh;
quyét dinh chét luong két ndi; thwong lugng ciu hinh giao thirc ting mang va két thic két ni.

o Thiét Idp két ni va cau hinh
MG&i thiét bi PPP giri géi tin LCP dé cau hinh va thiét 1ap két ndi ¢ ting lién két dir licu.
Goi tin LCP chtra cac truong: “MTU”, “compression”, va giao thirc chimg thue két ndi. LCP
dau tién mé két ndi va thuong lugng cac tham s6 cau hinh. Giai doan nay hoan tat khi cac goi
tin thong nhét cau hinh (ACK) duoc giri va nhan.

o Quyét dinh chat lirong két noi

Lién két dugc kiém tra xem co tot khong dé chuyén cac giao thirc 1én tang mang hay
khong. Sau d6 Client ¢ thé dugc ching thuc. Viée chimg thyuc dién ra trudc giai doan cu
hinh giao thirc ting mang. PPP hd tro hai giao thic chimg thyc 1a: PAP va CHAP.

o Thuwong lwong cdu hinh tang mang

Céc thiét bi PPP giri goi tin NCP dé chon va cu hinh mot hodc nhiéu giao thirc ting
mang (vi du nhu IP). Khi giao thirc ting mang dugc cdu hinh, cac géi tin tir giao thirc tang
mang c6 thé dugc giri qua lién két. Néu LCP két thiic két ndi, nd cung cap cac giao thirc tang
mang dé co thé co nhitng hanh dong phu hop.

o Két thiic két néi

LCP c6 thé két thiic két ndi bat cir lac nao. Diéu nay luén duge thyc hién & yéu cau cia
nguoi dung. Két thic két ndi ciing co thé xay ra do sy cb vat 1y, nhu 1a dut két ndi hay vuot
qua thoi gian qui dinh (timeout).

+ Giao thirc chirng thuc PAP va CHAP

o Chitng thirc PPP bang PAP

PAP sir dung co ché bat tay 2 budc. Pau tién Client s& guri username va password cho
Server dé xac thyuc. Server s€ tién hanh kiém tra, néu thanh cong thi s€ thiét 1ap két ndi; ngugce
lai s€ khong thiét 1ap két noi véi Client.

Password duoc gti dudi dang khong dugc ma hoa (clear — text) va username/password
dugc gui di kiém tra mot 1an khi thiét 1ap két noi.

Newélar 192



CCNA R&S NewStar
@ 50/0/0
(Gent

Client glri username=spkt & Password=123456
>

Server kiém tra 0 Cho phép két ndi
-

® Chiing thie PPP bang CHAP

Su dung ky thuat 3 budc bt tay (three- way handshake). CHAP dugc thuc hién ¢ luc bét
dau thiét 1ap két ndi va ludn duogc lap lai trong sudt qua trinh két ndi dwoc duy tri.

Username: spkt
Password: 123456

Client mudn thiét 1ap két ndi v6i Server, Server gii mot théng diép “challenge” yeu
cau Client gui gia tri dé Server chimg thuc. Thong diép giri tir Server c¢6 chtra mot sd ngau
nhién dung 1am du vao cho thuat toan “hash”.

Client nhan dugc thong diép yéu cau cua Server. N6 s€ sur dung thuat toan “hash” véi
dau vao la hostname, password va sb ngiu nhién vira nhan dugc va tinh toan ra mot gia tri
nao dé va gui gia tri nay qua cho Server.

Server s& kiém tra danh sach “username” (néu cdu hinh nhiu username) dé tim ra
“username” nao giébng voi hostname cua Client. Sau khi tim dugc “username” do, n6 ding
thuat toan “hash” dé ma hoéa password tuong Ung va s6 ngau nhién trong thong diép
“challenge” ban diu ma nod gui cho Client dé tinh ra mot gia tri nao d6. Va gia tri nay s& so
sanh voi gia tri do Client giri qua, néu giéng nhau thi x4c thuc thanh céng; néu khong thi két
nbi s& bi xo6a ngay.

CHAP

Challenge

Response

Accept/Reject

Mot cach don gian, ta can nam y tudng sau khi ciu hinh CHAP: mdi dau két ndi phai co
khai bdo username va password. Username bén R1 phai 1a hostname cua R2 va username
khai bao bén R2 la hostname ctia R1, password hai bén phai giong nhau.

% CAu hinh PPP
- CAu hinh PPP
Router (config) #interface <interface>

Router (config-if) #encapsulation ppp
- Céu hinh chirng thuc PPP PAP

Buorc 1: Tao username va password trén Server

Router (confiqg) #username <username> password <password>

Buwdc 2: Enable PPP

Newél—.:lr 193



CCNA R&S NewStar
Router (config-if) #encapsulation ppp

Buwée 3: CAu hinh xéc thuc

Router (config-if) #ppp authentication {pap|chap|pap-chap|chap-
pap}

Buwéc 4: PAP phai dugc enable trén interface bang 1énh

Router (config-if) #ppp pap sent-username <username> password
<password>

Vi du 1: Cau hinh PPP ching thyc bang PAP

Client 192.168.1.0/24 Server

172.16.10.0/24 172.16.20.0/24

e Mo ta
Router R2 sé& chiing thyuc cho router R1 bang giao thirtc PAP
e Huéng din ciu hinh
- Cau hinh co ban
Rl (config)#int S0/0/0
Rl (config-if)#ip address 192.168.1.1 255.255.255.0
Rl (config-if) #exit
R2 (config) #int S0/0/1
R2 (config-if)#ip address 192.168.1.2 255.255.255.0
R2 (config-if) #fexit
- Céu hinh chiing thuc PAP
R1 (config) #int S0/0/0
Rl (config-if) #encapsulation ppp
Rl (config-if) #ppp pap sent-username cisco password cisco
R2 (config) #username cisco password cisco
R2 (config) #int S0/0/1
R2 (config-if) #encapsulation ppp
R2 (config-if) #ppp authentication pap
- Cflu hinh dinh tuyén: tlly chon giao thirc
e Kiém tra cau hinh
Str dung céc I¢nh sau:
ping
debug ppp authentication
% Céu hinh chirng thuc PPP CHAP
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Truwong hop 1: Cdc router diing hostname dé chirng thue

Client 192.168.1.0/24 Server

172.16.10.0/24 172.16.20.0/24

e Mo ta
Router R2 chimg thuc cho router R1 bang giao thirc CHAP. Trudng hop mic dinh,
router giri hostname dé chimg thyc.

e Cic budce ciu hinh
v/ Cau hinh co ban

Rl (config) #int S0/0/0
Rl (config-if)#ip address 192.168.1.1 255.255.255.0
Rl (config-if) #exit
R2 (config)#int S0/0/1
R2 (config-if)#ip address 192.168.1.2 255.255.255.0
R2 (config-if) #exit
- CAu hinh chirng thuc CHAP
Rl (config) #username R2 password cisco
Rl (config) #int S0/0/0
Rl (config-if) #encapsulation ppp
R2 (config) #username R1 password cisco
R2 (config) #interface serial 0/0/1
R2 (config-if) #encapsulation ppp
R2 (config-if) #ppp authentication chap
- Cfiu hinh dinh tuyén: tily chon giao thiic
e Kiém tra cau hinh
Str dung céc 1€nh sau:

Router#ping
Router#debug ppp authentication

Truwong hop 2: Cdc router givi username & password bt ky

Client 192.168.1.0/24 server
@R,

| Faolal\hjilﬂ/I§O/0/0 S

172.16.10.0/24 172.16.20.0/24

e Y¢éu cau
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Router R2 s& chimg thuc cho router R1 bang giao thirc CHAP trudng hop router giri
hostname va password dugc chi ra.

e Cac budce cAu hinh

- Chu hinh co ban:
Rl (config) #interface serial 0/0/0

Rl (config-if)#ip address 192.168.1.1 255.255.255.0
Rl (config-if) #fexit

R2 (config) #interface serial 0/0/1
R2 (config-if)#ip address 192.168.1.2 255.255.255.0
R2 (config-if) #fexit

e Céu hinh chirng thue CHAP
Rl (config) #int S0/0/0

Rl (config-if) #encapsulation ppp

Rl (config-if) #ppp chap hostname abc

Rl (config-if) #ppp chap password cisco

R2 (config) #username abc password cisco

R2 (config)#int S0/0/1

R2 (config-if) #fencapsulation ppp

R2 (config-if) #ppp authentication chap
° Cﬁu hinh dinh tuyén: tiy chon giao thirc
e Kiém tra cau hinh

Str dung céc 1€nh sau:

Router#ping
Router#debug ppp authentication

3. VPN

VPN la sy m¢ rong cua mot mang riéng (private network) thong qua mang cong cong

(internet), duoc dung dé két ndi cac vin phong chi nhanh, ngudi tir xa két ndi vé vin phong
chinh.
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Tru s& chinh

Nhan vién

VPN c¢6 thé duoc tao ra béng cach st dung phﬁn cung, phén mém hay két hop ca hai dé tao ra
mot két ndi 4o bao mat gitra hai mang riéng thong qua mang cong cong. Loi ich cia cong
nghé VPN la dap (g nhu cau trao doi thong tin, truy cap tur xa va tiét kiém chi phi.
% Cac mode két néi VPN
C6 hai ché d¢ két ndi VPN dé chuyén dir liéu giira hai thiét bi 1a
o0 Tunnel mode
o Transport mode
Ca hai mode nay dinh nghia qué trinh déng goéi duoc sir dung dé di chuyén dir liéu mot
cach an toan gitra hai thyc thé.
e Transport mode
Mot két ndi & mode transport dugc sir dung dia chi IP ngudn va dich that sy cta cac
thiét bi trong cac géi tin dé truyén dir licu.

e Tunnel mode
Han ché cua transport mode 1a khong c6 kha niang mo rong. Do d6, néu ching ta co
nhiéu thiét bi & hai vi tri riéng biét can noi chuyén v&i nhau trong ché d6 bao mat, ta nén sir
dung tunnel mode thay vi transport-mode. Trong tunnel mode, cac thiét bi ngudn-dich thuc
thong thuong s& khong bao vé dit liéu, thay vao d6 cac thiét bi trung gian duoc sir dung dé
bao vé ludng dir liéu. Cac thiét bi nay duoc goi la cac VPN gateway.

Tunnel mode cung cap nhiéu tinh nang wu viét hon transport mode:

- Tinh mé réng: ta c6 thé chon mot thiét bi phu hop dé thyc hién viée xir Iy bao vé.

- Tinh linh déng: khong can phai thay doi gi trong cau hinh VPN khi thém vao mot thiét
bi méi sau VPN Gateway.

- Tinh dn cia cdc giao tié}): géc luu lugng dugc céc,VP’N Gateway dai dién trao ddi véi
nhau, vi vy s€ che dau ngudn va dich that sy cua két noi.

- Sir dung dia chi cuc bo: cac thiét bi dich va ngudn thuc co thé st dung dia chi dugc
dang ky (public) hay cuc b boi vi cac goi tin duge dong goi bdi cac VPN Gateway.
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- St dung cac chinh sidch bao mat hi¢n co6: cac chinh sach bdo mat dugc thuc hién trén
cac thiét bi tuong ltra va b loc goi tin.

CAC THANH PHAN CUA VPN:
< Churng thuc
C6 2 loai chung thuc 1a: Ching thyc thiét bi va chimg thyc ngudi ding
- Chung thuc thié} bi: cho phép han ché cac truy c@p vao hé thong mang dua vao cac
théng tin cung cap bai cac thiét bi VPN dau xa.
C6 2 dang chimg thuc kiéu nay 1a: Pre-shared key, Digital signature hoic certificate.

. Pre-shared key dugc str dung trong cac méi truong VPN nho. Mot hay nhiéu khoa duogc
cau hinh va dung d¢ chung thyc dé nhan dang mot thit bi. Digital signature, digital
certificate dugc stir dung dé chung thuc thiét trong cac moi truong trién khai VPN 16n.

- Ching thyc nguoi dung: chi cho phép ngudi dung hop 1€ két nbi va truy cap hé thong
VPN. Nguoi dung phai cung cap username va password.
+ Phwong phap dong géi
Lam thé nao ma thong tin ngudi dung, dir lidu dugc dong géi va van chuyén qua mang.
Céc cau hoi can dat ra 1a: Cac trudng (field) gi s& ton tai trong VPN header va VPN trailer,
thtr tu xut hién cac truong, kich thudc cia cac truong?

+** Ma hoa dir liéu
M3 hoéa dir liéu giai quyét van dé dir liéu bi danh cap trén dudng truyén. Ma hoa dit liéu
chi don gian 13 13y dit liéu, mot gia tri khoa va chay thuat toan ma hoa dé 1am cho di lidu tro
thanh dang khac v&i ndi dung ban dau. Chi c6 thiét bi c6 cuing khoa méi c6 thé giai ma dugc
thong tin vé dang ban dau. Mot s6 thuat toan ma hoa nhu DES, 3DES, RSA, AES, RC4...

+ Toan ven dir li¢u
C6 thé xdy ra tinh trang c6 cic goi tin gia lam tang su hoat dong lang phi cia CPU. VPN
cung cép mét co ché dé khic phuc la kiém tra su toan ven cta dit liéu, hay con goi 1a “packet
authentication”. V6i “packet authentication”, mot chir ky (signature) duoc déng vao cac goi
tin. Signature dugc tao ra bang cach 1y nodi dung tir goi tin, mot “share-key” va chay thong
tin ndy qua mot ham bam va xudt ra mot gia tri goi 1a digital signature. Signature nay duogc
thém vao cic goi tin va giri di dén dich. O dich dén s& kiém tra “signature”, va néu
“signature” dugc kiém tra 1a chinh xac, n6 s& giai ma noi dung goi tin.
Hai trong sb6 cac ham bam duoc st dung cho viéc kiém tra toan ven dir liéu 1a SHA va
MDS5.
% Quan ly khéa
Chiing ta d3 dé cap dén 3 thanh phan VPN c¢6 str dung khoa 1a: chitng thwe, ma héa va
ham bam. Viéc quan 1y khoa tré nén quan trong trong cac két ndi VPN. Vi du nhu: 1am thé

nao dé phan phdi cac khéa, chung dugc cau hinh tinh hay phét sinh ngau nhién, cac khoa
dugc tao lai bao nhiéu 1an dé tang tinh bao mat?
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« Non-repudiation
Repudiation 14 noi ta khong thé ching thuc cac giao tiép xdy ra (nhu 1a viéc thiét 1ap két

ndi). Non-repudiation trai nguoc voi diéu nay: ta co thé chimg thuc mot giao tiép xay ra giita
hai bén két néi.

Vi du khi ta vao mot cira hang online nhu Amazone.com va mua mot quyén sach va
thanh toan bang credit card. Amazone sé& phai thu gom thong tin c4 nhan khi ta dién vao don
dat hang nhu tén, dia chi, s6 dién thoai, thong tin vé credit card... Khi d6, Amazone s& kiém
tra nhitng thong tin d6 voi cong ty phan phdi credit card va luu giit lai cac thong tin giao dich
nhu ngay, thang, ...

% Hb tro irng dung va giao thirc
Khi lya chon cai dat VPN, dau tién chung ta can phai xac dinh loai dir li€u nao can dugc

bao vé€. Vi du nhu loai dir liéu IP hay IPX hodc ca hai, hoac la chi can bao vé mot sb loai dir
liu cho mot s6 chwong trinh tmg dung nao d6 nhu Web hay Email,...

2

% Quan ly dia chi:

Quan 1y dia chi 1a mot van dé quan trong trong vi¢c hoach dinh dia chi cho toan hé théng
mang cua cong ty.

PHAN LOAI VPN: C6 2 loai VPN thong dung

e Sijte-to-Site VPN
e Remote Access VPN
< Remote Access VPN

Remote access VPN thudng dugc st dung cho cac két ndi ¢ bang thong thap gitra mot
thiét bi cta ngudi dung nhu 1a PC, Ipad,... va mot thiét bi Gateway VPN. Remote access VPN
thong thudng sir dung tunnel mode cho céac két nbi.

Nguoi ding ¢ xa sir dung cac phan mém VPN dé truy cdp vao mang cua cong ty thong
qua Gateway hodc VPN concentrator (ban chat 1a mot server), giai phap nay thudng dugc goi
1a client/server. Trong giai phap ndy, ngudi dung thuong str dung cac cong nghé truyén thong
dé tao lai cac tunnel vé mang cua ho.

Mot phan quan trong cua thiét ké nay 1a viéc thiét ké qué trinh xac thuc ban dau nham
dam bao 1a yéu cau duoc xuét phat tir mot ngudn tin cdy. Thuong thi giai doan ban dau nay
dua trén cung mot chinh sach vé bao mat ctia cong ty.

Trong Remote Access VPN co nhiéu k¥ thuat duogc str dung dé bao mat trong viéc trao doi dit
liéu: IPSec, SSL....
% Site-to-Site VPN

Site-to-site VPN (LAN-to-LAN) 14 k¥ thuat két ndi cac hé thong mang (site) cua cung mot
cong ty & cac noi khac nhau tao thanh mot hé thong mang thong nhat thong qua méi truong
mang coéng cong. Trong trudng hop ndy, qua trinh xac thuc ban dau cho nhitng ngudi ding
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can phai duoc kiém soat chit ch& boi cac thiét bj ¢ cac site twong ing. Céc thiét bi nay hoat
dong nhu Gateway, truyén luu luong mot cach an toan cho dau bén kia.

Giao thire GRE:

La mot trong nhimng giao thirc tao duong ham trong VPN

GRE Tunmnnel Overview
GRE = Generic Routing Encapsulation:

- One of many tunneling protocols
- 1P protocol 47 defines GRE packets
- Allows routing information to be passed between connected networks

- No encryption

GSRE Tunnel
(Carrier Protocol)

S e ey
(Transport Prof = « gt

1P VPN

= il = .
(Passenger Protocol) Passenger Protocol)

Transport GRE

I Header R T Passenger (IP) Packet

Cau hinh GRE

GRE Tumnnmel Configuration
GRE implementation plam:

- Learn the IP addressas.
- Create a tunnel intesrfacs.
- Specify GRE tunnel Mods as the tunnel iNnterfaces Mods (opticnal).
- Specify the tunnel source and tunnel destinaticn 1P addresses.
- Configure an IF address for the tunnel INterface .

T e e ——_ oo

e O OO sSoroo
o Intermet  x
N —

Vi du:

GRE Tunnel Configuration (Cont.)

192.168.2.1 19z2.168.2.2
Tuntero ——— . T nheio
== —=l» so0/0/0 sS0/0/0
R4 n Internet 7 T R2
209.165.201.1 209.165.201.2

Branch {(config) #interface TunnelO
Branch{config—irf) fetunnel mode gre ip

Branch{config—if) #ip address 192 _168.2.1 255.255.255.0
Branch{config—irf) #fetunnel scurce 209.165.201.1

Branch {config—if) #tunnel destination 209.165.202.130

Configuration of GRE tunnel on the Branch router

CSFRESE T waurmirmel Cococoaraficgrar=aticors (Cooc>rat. D

T e == T wararac T e

e eas e
Y - -
R —

s e

Kiém tra cau hinh:
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GRE Tunnel Verification

Branchf#show ip interface brief | include Tunnel
Tunnel 0 122.1e8.2.1 YESE manual up up

Verifies that the tunnel interface is up.

Branchishow interface Tunnel 0O
Tunneld is bp, line protocol i=s up
Hardware is Tunnel
Internset ad is 122.168.2
MTID 17216 I BW 100 4
reliakbil

Verifies that the tunnel interface is up and shows tunnel IPs, source and
destination IPs, and tunnel protocol.

S RE NMTummel 2w erificatiomn (CTTomtl )

B s e A

e rifies the tunmnel route betwveaean the EBramnch amnc O roobe rs

3. Tong két chwong

Cac ky thuat WAN hoat dong trong pham vi rong va phurc tap hon trong cac mang
LAN. Cac ky thuat WA:N duoc sir dung pho bién nhu: ISDN, leased line, X.25, Frame Relay,
ATM, DSL, ...Céc kiéu dong goi thuong dung trong mang WAN la: HDLC, PPP, Frame
Relay,...

Hai giao thirc ding dé ching thyc trén PPP trong méi truong WAN 1a PAP va CHAP.
PAP c6 do bao mat kém vi no guri username/password dudi dang khong ma hoa va viéc
chig thyc chi dién ra mot lan. B6i voi CHAP, tham sb chung thuc dugc gui di dudi dang ma
hoa va viéc chung thyc dugc 1ap lai trong subt qua trinh két ndi.

Cong nghé VPN duoc sir dung phd bién hién nay. N6 cung cap két ndi an toan va hiéu
qua dé truy cdp vao tai nguyén ndi bo tir nhan vién & bén ngoai thong qua Internet vao hé
thong mang cong ty hay két ndi cac chi nhanh ciia cong ty dé trao doi dir liéu voi nhau.

C6 nhiéu cich phéan loai VPN. Trong gi4o trinh nay trinh bay 2 loai VPN théng dung:
Remote access VPN, Site-to-Site VPN.

4. Cau héi va bai tap
4.1 CHAP str dung thuat toan nao sau day dé tao gid tri giri dén cho “remote peer” trong cac
budc ching thye.

A. 3DES
B. DES
C. SHA
D. MD5
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4.2 Nhiing kiéu dong géi & ting Data-Link nao sau ddy sir dung trén cac cong WAN?
A. Ethernet
B. PPP
C. Token Ring
D. HDLC
E. Frame Relay
F. POTS
4.3 Céc loai LMI nao sau day su dung trong Frame Relay?
A.Q.931
B. IEEE
C. Cisco
D. IETF
E. Q933a
F. ANSI
4.4 Trong mang Frame Relay; muc dich cta “Inverse ARP” 1a gi?
A. N6 duoc dé anh xa giita mot dia chi IP v6i dia chi MAC
B. No duoc dé anh xa gitta mot DLCI véi dia chi MAC
C. N6 dugc dé anh xa gitra mot dia chi MAC véi dia chi IP
D. N6 duoc dé anh xa gitta mot DLCI véi dia chi IP
E. N6 dugc dé anh xa gitra mot dia chi MAC véi DLCI

4.5 Sau khi céac router dugc ciu hinh Frame Relay, quén tri ding 1énh show frame relay map,
ket qua nhu sau:

Router#show frame-relay map
Serial0/0/0 (up): ip 192.168.12.1 dlci 100 (Ox64, 0x1840), dynamic

Broadcast, status defined, active

Hay cho biét ¥ nghia cta tir dynamic trong két qua trén
A. Cong Serial 0/0/0 dang giri cc géi tin
DLCI 100 dugc router tu dong sinh ra
Cong Serial 0/0/0 dugc DHCP server gan IP 1a 192.168.12.1
DLCI 100 sé& ty dong thay d6i dé dap tng yéu cau thay doi trén mang Frame Relay

Mot anh xa gitra DLCI 100 va “remote router” c¢6 IP 1a 192.168.12.1 dugc hoc qua
“Inverse ARP”

mo o w

4.6 Cho md6 hinh mang sau:
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192.168.12.2/24

Hai router di céu hinh chinh xac dja chi IP nhu mo ta trén hinh va théng tin trén cong
Serial0/0/0 cua cac router khi thuc hién 1énh show interface S0/0/0 nhu sau:

Rl#show interface s0/0/0

Serial0/0/0 is up, line protocol is down
Hareward is HD64570

Internet address is 192.168.12.1/24

MTU 1500 bytes, BW 1433 Kbit

Reliable 255/255

Encapsulation HDLC, loopback not set
Keepalive set (10sec)

R2#show interface s0/0/0

Serial0/0/0 is up, line protocol is down
Hareward is HD64570

Internet address is 192.168.12.2/24

MTU 1500 bytes, BW 1433 Kbit

Reliable 255/255

Encapsulation PPP, loopback not set
Keepalive set (10sec)

Hai router trén khong lién lac v&i nhau dugc. Ban hay cho biét nguyén nhan vi sao?

A
B.
C.
D.
E.

PCP khong ¢ trang théi “open”
Subnet mask c4u hinh sai

bong goi khong tuong thich

Bing théng dugc ciu hinh qué thap
Dia chi IP cu hinh chua dung

4.7 Trong mot hé thong mang céu hinh giao thirc PPP va ching thyc bang CHAP qua két ndi
WAN. Lénh nao sau day dung dé hién thi cac chiing thuc CHAP trong thoi gian thuc?

A. show pp authentication

B.
C.
D.

debug pap authentication
debug ppp authentication
show chap authentication

5.8 Cho mo hinh mang sau:

so/o/o
- Hanoi
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Hai router nay di duoc cau hinh chimng thyc PPP CHAP nhu sau:

Saigon (config) #username Hanoi password spkt@123
Saigon (config) #interface Serial0/0/0

Saigon (config-if) #encapsulation ppp

Saigon (config-if) #ppp authentication chap

Hanoi (confiqg) #username Saigon password spkt@124
Hanoi (config) #interface Serial0/0/0

Hanoi (config-if) #encapsulation ppp

Hanoi (config-if) #ppp authentication chap

Hai router khong ching thuc thanh cong. Héi 1y do tai sao?

A
B.
C.
D.
E.

CAu hinh username khong dung trén hai router

Password ciu hinh khong gidng nhau trén hai router

Chumng thuc CHAP khong thé cau hinh duoc trén cong Serial

Céc router khong thé tao két ndi duoc tir cong Serial 0/0/0 dén Serial 0/0/0
Chirng thuc CHAP khong cho phép cac router chimg thuc 1an nhau

4.9 Mang frame relay sir dung DLCI cho mdi PVC. DLCI ¢6 y nghia gi?

A
B.
C.
D.

N6 duge dung dé chon loai dong goi trong Frame Relay
N6 dung dé xac dinh két ndi logic giira local router va FR switch
N6 dai dién cho dia chi vat 1y cua router.

N6 dai dién cho két noi cia moi PVC

4.10 Cac 1énh nao sau day dung trén cong WAN nhung khong ding dugc trén cong LAN?

moowp>

IP address

Encapsulation PPP

No shutdown

PPP authentication CHAP
Speed

4.11 Trong bai tap nay, yéu cau hoc vién phai hoach dinh va gan dia chi IP phu hop cac thiét

b1 cau hmh dinh tuyen tren cac_router cau hinh Frame Relay, PPP NAT va DHCP.

Times Hew Roman - (14 - [ AT a7 [[55] 12 - Lk EXY
o |82 ML - aba sy et aac|(r - A - ||[mEmE am m|(fsc] (8- L] || empnans 7

Saigon Saigon2 DLCl 42

222.22.2 0/3(3

PPP

! Internet : — = DLCI 41
ek merver : 10.10.10.0/2

CHAP

10.10.20.0/24 ‘
Loo Frame Relay Hanoi
166.20.2.0/24 H 192.168.100.0 DHCP
|

Public address pool: i CHAP Danang |
200.20.20.10 — 200.20.20.30 192.168.200.0
1070.30.0/24.
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Yéu cau 1: Cédu hinh co bdn trén Router va Switch
- Dat dia chi IP cho cac céng trén Router
- Céu hinh hostname cho cac Router
- Céau hinh telnet trén cac Router va Switch
Yéu ciu 2: Ciu hinh Frame-Relay
- Su dung DLCI nhu trén mo hinh
- Xac dinh kiéu dong goi Frame Relay 1a IETF va kiéu LMI 1a ANSI.

- Gia su chuc nang Inverse-ARP da bi khoa, cAu hinh map tinh cho céc dia chi remote
IP valocal DLCI.

Yéu ciu 3: Ciu hinh PPP
- Céau hinh dong gbi PPP trén cong Serial giita cic router nhu trong mo hinh
- Céu hinh chimg thyc bang CHAP giita 2 router str dung password 1a spkt.
Yéu ciu 4: Ciu hinh dinh tuyén
- Céu hinh dinh tuyén cho hé théng mang trén st dung giao thirc dinh tuyén tiy chon.

- Trén Router Saigonl quang ba default network cho céc router bén trong dé cho
phép hé¢ thong mang bén trong c6 the truy cap ra ngoai Internet.

- Khong qc?iu hinh dinh tqyé'n trén router ISP, st dung default route hodc static
route dé guri cac goi tin dén no.
Yéu chu 5: Ciu hinh NAT
- Céu hinh NAT trén router Saigonl dé chuyén doi cac IP bén trong ra IP bén ngoai.
Yéu chu 6: Ciu hinh DHCP
Céu hinh DHCP trén router Hanoi dé cap IP cho LAN.

5. Lab. WAN

Lab. 9-1. PPP PAP

Client Server
e Méta  SO0/O/ 192.168.1.0/24

Router R2 s& TTAE thuc cno ToeeRLbing. zigd JYC AP

, 2
e Cac bwoc cau hinh

e CAu hinh co ban:
R1 (config) #int S0/0/0

Rl (config-if)#ip address 192.168.1.1 255.255.255.0
Rl (config-if) #fexit
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R2 (config) #int S0/0/1
R2 (config-if) #ip address 192.168.1.2 255.255.255.0
R2 (config-if) #fexit
e Ciu hinh ching thyc PAP
Rl (config) #int S0/0/0
Rl (config-if) #encapsulation ppp

Rl (config-if) #ppp pap sent-username cisco password cisco

R2 (config) #username cisco password cisco
R2 (config) #int S0/0/1
R2 (config-if) #encapsulation ppp
R2 (config-if) #ppp authentication pap
v Kiém tra ciu hinh
Str dung cac 1énh sau:

® ping
® debug ppp authentication

Lab. 9-2. PPP CHAP - Dang 1

Client Server
e Mbta S0/0/ 192.168.1.0/24

Router R2 bang glaSﬂi(M CHAP. Mic dinh s€ giri hostname

di dé ching terc

e Cac b}l’O’C chu hinh
e Cau hinh co ban
Rl (config) #int S0/0/0

Rl (config-if)#ip address 192.168.1.1 255.255.255.0
Rl (config-if) #exit

R2 (config) #int S0/0/1
R2 (config-if)#ip address 192.168.1.2 255.255.255.0
R2 (config-if) #fexit

e Céu hinh chimg thuyc CHAP
Rl (config) #username R2 password cisco

Rl (config) #int S0/0/0
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Rl (config-if) #encapsulation ppp

R2 (config) #username R1 password cisco
R2 (config) #interface serial 0/0/1
R2 (config-if) #encapsulation ppp
R2 (config-if) #ppp authentication chap
v Kiém tra ciu hinh
Str dung céc 1€nh sau:

® Router#ping
® Router#debug ppp authentication

Lab. 9-3. PPP CHAP - Dang 2

Client Server
e Yéuchu solo  192.168.1.0/24

Router R2 sé& . Mg giao thBOAAP. Gui hostname va password

duoc chira. . 9

e Cic budc cAu hinh
e Cau hinh co ban:
Rl (config) #interface serial 0/0/0

Rl (config-if)#ip address 192.168.1.1 255.255.255.0
Rl (config-if) #fexit

R2 (config) #interface serial 0/0/1
R2 (config-if)#ip address 192.168.1.2 255.255.255.0
R2 (config-if) #fexit

e Ciu hinh chimg thuc CHAP
Rl (config)#int S0/0/0

Rl (config-if) #encapsulation ppp
Rl (config-if) #ppp chap hostname abc
Rl (config-if) #ppp chap password cisco

R2 (config) #username abc password cisco
R2 (config) #int S0/0/1

R2 (config-if) #encapsulation ppp

R2 (config-if) #ppp authentication chap

v Kiém tra cAu hinh
Str dung céc I¢nh sau:
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® Router#ping
® Router#debug ppp authentication

Lab. 9-4. Cau hinh “remote access VPN” (IPSec)

Lo0: 100.100.100.1/24

203.1.1.0/30
SO/O/OM -

10.10.10.0/24

Huéng din ciu hinh

HQ (config) #aaa new-model

HQ (config) #username cisco privilege 15 password cisco
HQ (config) #aaa authentication login default local
HQ (config) #aaa authentication login my authen local
HQ (config) #aaa authorization network my autho local
- ISAKMP phase 1:

HQ (config) #crypto isakmp policy 1

HQ (config-isakmp) #encryption 3des

HQ (config-isakmp) #hash sha

HQ (config-isakmp) #group 2

HQ (config-isakmp) #authentication pre-shared

HQ (config) #crypto isakmp client configuration group my VPN
HQ (config-isakmp-group) fkey cisco
HQ (config-isakmp-group) #pool VPN pool

HQ (config) #ip local pool VPN pool 10.10.10.2 10.10.10.50

- Céu hinh phase 2:

HQ (config) #crypto ipsec transform-set my set esp-3des esp-sha-hmac
HQ (config) #crypto dynamic-map my dyn 1

HQ (config-crypto-map) #set transform-set my set

HQ (config-crypto-map) #reverse route

- CAu hinh phase 1.5

Newétar 208




CCNA R&S NewStar

HQ (config) #crypto map my map isakmp athorization list my autho
HQ (config) #crypto map my map client authentication list my authen
HQ (config) #crypto map my map client configuration address respond
HQ (config) #crypto map my map 20 ipsec-isakmp dynamic my dyn
Vao cong két ndi dén ISP:
HQ (config-if) #crypto map my map
PC:
Dung phan mém VPN Client dé két ndi véi HQ
Khai bao:
Group: my_VPN
Password: cisco (key trong my_VPN)
Két ndi toi VPN HQ: xuét hién popup window dé nhap username/password
Username: cisco
Password: cisco

Lab. 9-5.

O vi du 1, ching ta dung phan mém trén PC dé két ndi VPN. Trong bai niy, ching ta s& ding
router két ndi VPN vé HQ.

Lo0: 100.100.100.1/24

203.1.1.0/30

50/0/0;? B 50/0/1 50/0/0_:7 -
1 [ [

HQ
Fa0/0 | .1

10.10.10.0/24

o Huwdng din ciu hinh
Cau hinh HQ:

Gidng nhu bai trude, co thém cac ciu 1énh sau:
HQ (config) #crypto isakmp client configuration group my VPN
HQ (config-isakmp-group) #save-password

Céu hinh cho Remote:

Remote (config) #crypto ipsec client ezvpn my remote
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Remote (config-ipsec) #group my VPN key cisco
Remote (config-ipsec) #connect manual
Remote (config-ipsec) #peer 203.1.1.1
Remote (config-ipsec) #mode client
Remote (config-ipsec) #username cisco password cisco
Remote (config-ipsec) #xauth userid mode local

e Ap dat lén cong:

- Cong ndi ra Internet

Remote (config-if) #crypto ipsec client ezvpn my remote

- Cong ndi vao LAN

Remote (config-if) #crypto ipsec client ezvpn my remote inside

e Kiém tra cAu hinh
e Thuyc hién 1énh sau trén Remote dé connect
Remote#crypto ipsec client ezvnp connect

Luwu y: Trén Remote ty dong thuc hién NAT

Remote#show ip nat translation

e Disconnect VPN bang 2 céch:

Remotef#clear crypto sa
Remoteffclear crypto session
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Lab. 9-6. Cau hinh VPN site-to-site giira R1 va R2 (IPSec).

Lo0: 100.100.100.1/24

203.1.1.0/30 204.1.1.0/30
Q_ s0/0/0 $0/0/1 so/o/o $0/0/1
= A1 AL S
Fa0/o [ .1 1[Fa0/0
10.10.10.0/24 20.20.20.0/24

CAu hinh co ban: cdu hinh hostname va dia chi IP cho cac router theo mé hinh
Rl (config)#ip route 0.0.0.0 0.0.0.0 203.1.1.2

R2 (config) #ip route 0.0.0.0 0.0.0.0 204.1.1.1

Ciu hinh VPN site-to-site (R1 va R2)
Phase 1:

Router(config)#crypto isakmp policy 1
Router(config-isakmp)#encryption 3des
Router(config-isakmp)#hash sha
Router(config-isakmp)#authentication pre-shared
Router(config-isakmp)#group 2

Router(config)#crypto isakmp key cisco address A.B.C.D — dia chi IP ciia Router bén
site kia.

Phase 2:
Router(config)#crypto ipsec transform-set myset esp-3des esp-sha-hmac
Router(config-crypto-transform-set)#exit | mode transport //(mode tunnel default)
Router(config)#access-list 100 permit ip 10.10.10.0 0.0.0.255 20.20.20.0 0.0.0.255
Router(config)#crypto map mymap 1 ipsec-isakmp
Router(config-crypto)#match address 100
Router(config-crypto)#set transform-set myset
Router(config-crytpto)#set peer A.B.C.D

Gin vao céng:

Router (config-if) #crypto map mymap
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Kiém tra cau hinh:

Router#show crypto isakmp policy

Router#show crypto ipsec sa

Lab. 9-7. VPN két hop véri NAT

Lo0: 100.100.100.1/24

203.1.1.0/30

204.1.1.0/30
s0/0/0

so/ofo

10.10.10.0/24 20.20.20.0/24

Yéu cau: Ciu hinh cho 2 mang riéng lién lac bang VPN. Cac mang con lai s& di bang NAT
overload.
Huéng din ciu hinh
R1(config)#access-list 101 deny ip 10.10.10.0 0.0.0.255 20.20.20.0 0.0.0.255
R1(config)#access-list 101 permit ip 10.10.10.0 0.0.0.255 any
R2(config)#access-list 101 deny ip 20.20.20.0 0.0.0.255 10.10.10.0 0.0.0.255
R2(config)#access-list 101 permit ip 20.20.20.0 0.0.0.255 any
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Chuwong 10. GIAM SAT MANG

1. Giéi thigu

SNMP Overview

Analyzing and representing the results:
Graphing
Reporting
Thresholds can be set to trigger a notification process when exceeded.

SNMP ——

- =y nManager /@

— Nl s SNN!P
? =

SNMP

Agenls?

Trong nhitng hé thong mang 16n, ngudi quan tri mang can ¢ cong cu dé co thé theo ddi
hoat dong ctia hé thong. Viéc theo ddi hoat dong cuia hé thong bao gom theo ddi tinh trang
hoat dong cua céc thiét bi va dich vu nham han ché cac rui ro gdy ra. Tur do gitip nguoi quan
tri kip thoi khic phuc, dam bao hé thong hoat dong 6n dinh.

Bén canh viéc theo ddi cac goi tin dé phat hién nhitng déu hiéu tin cong mang di tim
hiéu & cac phan trén thi viéc giam sat nhimg hoat dong khac ctia hé théng mang nhu giam sat
cac luéng luu lvgng mang, hoat dong ciia CPU, bd nhd, trang thai hoat dong cac may chu,
theo doi trang thai hoat dong ctia cac dich vu mang trén nd va trang thai cta cac thiét bi mang
(Router, Switch,..)... 1a mot trong nhiitng yéu cau dat ra dé giam sat h¢ théng mot cach hiéu
qua hon. Diéu nay gitp cho ngudi quan tri mang c6 thé nim bat dugc tinh trang hoat dong
cua toan bo hé théng mang mot cach nhanh chong va tién loi.

Mot hé thong IDS/IPS nhu di tim hiéu & chuong trude c6 thé phat hién va phong chong
cac cudc tin cong xam nhdp mang dya vao cac d4u hiéu tan cong duogc luu trir va cap nhap
thuong xuyén. Tuy nhién ciing khong tranh khéi nhitng truong hop c6 nhiing dang tin cong
méi ma nhitng du hiéu chua dugc biét t6i, tap luat ciia hé thong phat hién chua duoc cap
nhat.

Véi su két hop hé théng giam sat truc quan, nhitng hoat dong ctia nhimg thiét b trong
hé théng dugc theo ddi va hién thi thoi gian thuc cac hoat dong cua hé théng mdt cach truc
quan théng qua nhitng d6 thi vé luu lugng mang, trang thai hoat dong cia CPU, RAM, dich
vu mang, ... cho phép ngudi quan tri ¢6 nhiing phan tich dé dwa ra cac giai phap phu hop
tranh nhiing nguy hai cho hé thong mang.
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Ngoai ra, nguoi quan tri ¢ thé thiét 1ap nhimg ngudng canh bao két hop voi hé thong
bao dong dé ngudi quan tri nhanh chéng cé duoc nhimng thong tin vé nhitng cudc tin cong hay
phat hién nhiing bt thuong trong hé thng. Nhitng bat thudng & ddy nhu 1a mot dich vu mang
ngung hoat dong, may chu ngung hoat dong, hay CPU hoat dong qua tai (dat ngudng canh
bao), ...

2. Céc thanh phin ciia hé thong giam sat
e Giao thuc
bé ¢o thong tin cho viéc gidm sat trang thai hoat dong cla cac thiét bi va dich vu mang.
Trong hé théng giam sat st dung giao thirc SNMP (Simple Network Management Protocol).

SNMP la mdt giao thirc chinh dugc sir dung cho muc dich theo doi tinh trang hoat dong
ctia cac thiét bi va dich vu trong hé théng mang. SNMP lam nhiém vy thu thap thong tin tir
cac thiét bi mang (Router, Switch, Server...) can giam sat va gui vé cho chuong trinh giam sat
dé phan tich va st dung dé hién thi ra giao dién quan tri cac thong tin can thiét theo muc dich
cua chuong trinh gidm sat.

Trong SNMP ¢6 3 van dé cin quan tim: Manager, Agent va MIB (Management
Information Base).

- MIB: 1a co s¢ dir liéu dung phuc vu cho Manager va Agent.
- Manager: ndm trén méy chu giam sat hé thong mang

- Thanh phan Agent: 14 mot chuong trinh ndm trén cac thiét bi can gidam sat, quéan 1y.
Agent c6 thé 1a mot chuong trinh riéng biét (vi du nhu daemon trén Unix) hay duoc tich hop
vao Hé diéu hanh, vi du nhu trong IOS cia cac thiét bi Cisco. Nhiém vu cua cac Agent la
thong béo cac thong tin dén cho thanh phan diéu khién duoc cdu hinh nam trén méy chi giam
sat.

SNMP str dung UDP (User Datagram Protocol) nhu 1a giao thirc truyén tai thong tin
gilta cac Manager va Agent. Viéc st dung UDP, thay vi TCP, boi vi UDP la phuong thirc
truyén ma trong d6 hai dau thong tin khong can thiét 1ap két ndi trude khi dir liu duoc trao
d6i (connectionless), thudc tinh nay phut hop trong diéu kién mang gip truc tric, hu hong ...

e Gidm sat luu luwong
Giam sat luu lwong duogc ap dung & céac thiét bi mang dung 13 vai trd quan trong trong viéc
chuyén tai cac luu luong trén dudng truyén nhu & cac Router, Core Switch, ...

e Gidm sat tinh trang hoat dong
Gidm sat tinh trang hoat dong cta cac thiét bi la theo ddi trang thai con hoat dong hay da
ngung hoat dong. Trong nhimng hé théng c6 trién khai cac thiét bi du phong thi kho nhan
ra mot thiét bi dang trong tinh trang ngung hoat dong vi trong khi d6 hé ludng luu luong
s& di qua thiét bi dy phong.

o Giam sat dich vu
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Gidm sat dich vu thuong dugc trién khai ap dung & cac may chu dé theo ddi tinh trang
hoat dong ctia cac dich vu can giam sat. C6 thé xay ra truong hop may chil van dang hoat
dong nhu dich vu bj tit di.

o Gidm sdt tai nguyén ciia thiét bi
Giam sat cac tai nguyén nhu hoat dong cua CPU, RAM, dung lugng dia cting,...gitp theo
ddi tinh trang hoat dong, kha ning dap ung, tir d6 tién hanh cac bién phap nang cip, thay
thé.

e Giam st Syslog
3. Cac cong cu ngudn mé hd trg trong viée giam sat mang
C6 rat nhiéu cong cu cho phép ngudi quan tri mang do tim nhiing 16 hong trong hé thong

mang d4 néu ¢ phan trén... Nhitng cong cu nay rat can thiét dé kiém tra nhirng 16 héng bao
mat trong h¢ thong mang.

3.1. Cacti

Cacti 1a mot phan mém ngudén mé hang dau vé viéc gidm sat cac luu lugng mang.
Cacti trong hé thong dé xuat dugc dung dé giam sat luu luong qua cadc Switch trung tam,
Router va cac Server trong h¢ thong mang.

]

Cacti thé hién luu luong qua cic dd thi truc quan. Diéu nay giip cho nguoi quan tri
theo doi dugc sy bét thuong trong hé thong. Nhiing bat thuong ndy co thé 1a nhitng dau hiéu
clia tan cong xam nhap hodc sy qua tai cua mot so thiét bi mang trong hé théng. Cacti sir dung
giao thirc SNMP dé thu thap thong tin tir cac thiét bi, luu trit thong tin va v& hinh trén cac do
thi.

SNMP Community
Management information Management information
Base (MIB) Base (MIB)
SNMP SET N
MNetwork Management
Station | SNMP GET/ GET NEXT Network elements
SNMP TRAP (Alert)

Dé tao ra nhiing dd thi, Cacti can thu thap dir li¢u tir cac thiét bi giam sat thong qua
giao thire SNMP. Trong hé théng mang 16n v&i nhiéu thiét bi can giam sat thi du liéu thu thap
nén dugc quan ly dya vao co s¢ dir li€u. Trong md hinh thyc nghi¢m cia luan van nay, dir
li¢u thu thdo dugc tr SNMP duogc luu trit vao co s¢ dir ligu MySQL.

Cacti c6 kha nang giam sat luu lugng vao/ra cic cong ciia thiét bi can theo doi; giam
sat tinh trang hoat dong cua CPU va bo nhd. Cacti con cho phép thé hién so d6 mang truc
quan dé theo doi luu lugng trao doi gitra cac thiét bi mang.
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Mot ddc diém quan trong ctia Cacti 1 cho phép tich hop nhidu nhiéu phan mém khac
vao no. Pay 1a mot dac di€m quan trong cho viéc cai dat h¢ thong giam sat mang tich hop.

3.2. Nagios

Nagios 1a mot phan mém ma ngudn mé hang dau trong viéc giam sat hoat dong cla
cac thiét bi va cac dich vu trong mang. Nagios hd tro trong viéc giam sat hoat dong mot sb
thiét bi trung tAm trong mang nhu Server, Switch trung tim, Router, .... Dong thoi, no két
hop voi bd phan phat canh bao qua SMS, Audio, Web nham phat canh bao trong truong hop
mot thiét bi ngung hoat dong hodc mét dich vu mang ngung hoat dong.

Nagios giam sat cac thiét bj mang thong qua cac giao thire ICMP, SNMP, .. dé theo
ddi trang thai hoat dong cuia cac thiét bi. Pong thoi Nagios con cho phép thiét 1ap co che giam
sat hoat dong cua cac dich vu mang trén cac thiét bi. Cac dich vu pho bién duoc giam sat nhu:
HTTP, FTP, SMTP, POP3, DHCP, SSH, IMAP...

Dé giam sat cac host Windows, chiing ta c6 thé sir dung truc tiép thong qua SNMP
hodc st dung phan mém NSClient++ d¢ lay thém nhi€u thong tin hon tir mady Windows.

Windows Machine

Monitoring Server

Nagios 4»| check_nt I

NSClient++ £

Disk Space

A 4

Ciing twong tu nhu vay, chiing ta c6 thé sir dung SNMP dé giam sat cac may Linux
qua vi¢e cai dat goi NRPE dé gidm sat host va céc dich vu trén may Linux.

SSL
Nagios check_nrpe d NRPE

Monitoring Host Remote Linux/Unix Host

check_disk

check_load

check_http

check_ftp
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Final Lab 1.

In this exam you are required to configure all routers and attached workstations so that they
enable to route packets. You must decided the plan and assign IP addresses for network
equipment, configure routers for IP routing, configure VLAN, configure Inter-VLANS routing,

configure PPP, configure NAT.

NewStar Corp. Network Topology

Internet
Weh

10.10.10.0/24

Public address
nool-

\_

: nnx

VLAN

1010 Qny

Task 1: Router and Switch basic configuration

- Assign IP address to routers interface, switches and PCs
- Configure hostnames on all routers and switches

- Configure vty and privileged password

New&tar

217



CCNA R&S NewStar

- Clock rate on DCE interfaces, and no shutdown commands
- Start www service on routers and switches

Task 2: Configure VLAN & Inter-VLANS routing
- Configure VLAN10 & VLANZ20 on switch SWSG

- Configure Inter-VLANS routing so that PCs on VLANS can communication each
other

Task 3: Configure PPP
- Configure PPP encapsulation on the serial link between routers as topology
- Configure CHAP authentication on both routers using the password cisco.
Task 4: Configure routing
- Using any IP routing protocol for NewStar Corp. network.

- Router Saigon1 should advertise the default network into NewStar Corp. network
so that the Internet can be accessed from NewStar Corp. network.

- No routing protocol is allowed at ISP Router, using a default route or static
route for routing its packets

Task 5: Configure NAT

- Configure NAT on the Saigonl router to translate the private (inside) host IP
addresses to the public (outside) network address range.

- Or use PAT, so that all addresses are using only some IP addresses of public
address range

-END -
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Final Lab 2.

| 192.168.2.250/24

FhoA
' @ Internet
RID: 1.1.1.1 Saigon  192.168.2.110/24 R&fer
A | Fao/o ADSL

Address Pool: 192.168.2.177 — 192.188.2.180/24

VTP Domain: New Star

VTP password: cisco  a0/23
VTP prunning. Enable
Sw-HN1: VTP mode server
Sw-HN2: VTP mode client

Fa0/24 v AN 11: 192.168.11.0/24

VLAN 22: 192.168.22.0/24
SWEHN2 VLAN 33: 192.168.33.0/24
Native VLAN: 33

1

i

192.168.100.0/29 Fa0/24 OSPF :
|

Fa0/22 W-EN Fa023 :

Area 0 !

|

|

RID: 44.4.4 |

Fe0® Fa0/o R 083 PPP/CHAP :
3 i

RID: 2.2.2.2 000 R ..l '

NhaTrang Hanoi FaO/UH e :
|

Fa0/1 Fa0/1 192.168.200.0/24 :
192.168.40.0/24 |

Fa0/24 Fa0/24 FBO/24:

i

S SW- :

SWNT Fa0/22 Fa0/23 TP Information: !
» VLAN 1: 192.168.100.0/24 :

[

|

I

|

|

|

i

i

A. STARTING - Basic Cisco Devices Configuration
1. Cisco Catalyst Switches Configuration (05 points)
- Configure the switches with host name of Sw-NT1, Sw-SG, Sw-HN1, Sw-HN2
and Sw-H as the diagram.
- Set the management console password to newstar
- Set the telnet acces (vty 0 15) password to cisco
- Anenable secret password of ccna
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- Start www service on all switches

- Disable domain name resolution service on all switches

- All clear text passwords in the running-config should be encrypted

- Configure all switches to show banner when you login to the switch (from console
port or Telnet)

2. Cisco Routers Configuration (5 points)

- Configure the routers with host name of Saigon, Nhatrang, Hanoi, and Hue as the
diagram

- Set the management console password to newstar

- Create a user account on all routers with the name is netadmin and the password
is master with the privilege level of 15

- Diable domain name resolution service on all routers

- Configure all routers so that messages from the routers to the console screen will
not be appended to the command line

- All clear text passwords in the running-config should be encrypted
Configure all routers to show a banner when you login to the router

3. IP addressing Assignment (05 points)

- Look at the network diagram for IP addressing for each interface, and assign them
to appropriate interfaces. Don’t forget look at the netmask.

- While configuring IP addresses on the interfaces, configure the data link layer
(PPP, if appropriate) and place a description on each interface starting the router
that they are connected to and which interface they are.

B. CHALLENGING
1. DHCP service (05 points)
- Configure DHCP service on Hanoi router

Pool name VLAN1: 192.168.1.0/24
0 DNS server 1: 208.67.222.222
0 DNS server 2: 208.67.220.220
Pool name VLAN11: 192.168.11.0/24
0 DNS server 1: 208.67.222.222
0 DNS server 2: 208.67.220.220
Pool name VLAN22: 192.168.22.0/24
0 DNS server 1: 208.67.222.222
o DNS server 2: 208.67.220.220
Pool name VLAN33: 192.168.33.0/24
0 DNS server 1: 208.67.222.222
o DNS server 2: 208.67.220.220

2. Switching (20 points)

- Configure VTP and VLAN database in Hanoi site’s switches with the VTP and
VLAN information given in the above diagram.

- Configure uplinks between access layer Sw-HN2 and distribution layer Sw-HN1
switches. Each of these channels should be 802.1q — compliant trunk links that are
capable of transporting all VLAN traffic. The VLAN 33 should be the native
VLAN. Enable the prunning of unnecessary traffic from nonresident VLANS.

- On the Catalyst Switch Sw-HN1, configure Port 02, 03, 04 into VLAN11, Port 12,
13, 14 into VLANZ22 and Port 17, 18, 19 into VLAN33.

- On the Catalyst Switch Sw-HN2, configure Port 01 @ 09 into VLAN11, Port 13,
15, 17, and 19 into VLANZ22 and Port 20, 21 into VLAN33.

Newélar 220




CCNA R&S NewStar

- Enable spanning tree mode PVRST on all switches. Ensure the Sw-HN1 should be
the Root Bridge of all VLAN.
3. Routing (30 points)
- OSPF
0 Configure OSPF routing protocol on each router. Don’t forget to configure
appropriate RouterID on each router. Ensure that users can reach any site
of network and the Internet.
o Enable OSPF clear text authentication feature on the Serial interfaces of
Hanoi and Hue routers with the key of newstar.
4. WAN (10 points)
- PPP
o Configure PPP enacapsulation on the WAN link between Hanoi and Hue
o Configure CHAP authentication with the password is newstar
5. Others (20 points)
- Standard Access List: Create a standard out going access list, and apply it on
Nhatrang’s FastEhternet 0/1 to fullfil the following requirement:
0 Deny access to users on VLAN11 and VLAN22 to Nhatrang’s LAN
- Extended Access list: Create 02 extended incoming access lists, and apply each of
them on appropriate interfaces on Hanoi router to fullfil the following
requirements:
o Usersin VLANLI cannot ping Hue’s LAN but can telnet to Sw-H
o Deny http (www) request from users from VLAN33
0 Permit anything else
- NAT: configure NAT on Saigon to have the following:
o Every host resides in every VLAN and LAN can go through the Internet
C. ENDING
- Test the connnectivity between any interfaces of any devices in the diagram
- Every host resides in every VLAN and LAN can through the Internet.
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