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1 Trién khai dia chi Ipv4

Sau khi hoc bai nay hoc vién sé trién khai dwoc dia chi IP vao hé thong mang, chia
IP cho hé théng mang I6n. Tw duy dwoc kha ndng quan tri hé théng véi sé heong IP

lon

— Dia chi IP 32 bits (32 bit IP address — IPv4). Dia chi IP gom 2 phan: dia

chi mang (Netid) va dia chi may tram (Hostid).

10000011011011000111101011001100

-€

32 Bits

NETWORK

-€

— Network ID:

= X4c dinh dia chi mang.

= Xac dinh 16p cua dia chi IP .
= Tat ca céc bits dong thoi khong duge bang 0

— Host ID:

= X4c dinh dia chi may

= Tét ca céc bits bang 0: goi 1a dia chi mang
= Tat ca céc bits bang 1: goi 1a dai chi broadcast

32 Bits

>

— MaQi dia chi IP c6 do dai 32 bits dugc tach thanh 4 ving cé thé biéu thi
dudi dang thap phan, thap luc phan hay nhi phan. Céach viét pho bién nhat
la dung ky phap thap phan c6 dau cham (dotted decimal notation) dé tach cac
viing. Muc dich cua dia chi IP 12 @& dinh danh duy nhat cho mét may tinh
bat ky trén lién mang.

10000011

01101100 || 01111010 || 11001100

-~ 3 Bits =3 -t~ Bits =3 -~ 38 Bits ==3» 8 Bits =

131

108

122

204

e Bits = < Bits = 0 Bifs = 3 Bits =—

— Phan loai IP

* Pia chi IP dugc chia lam 5 16p: A, B, C, D, E
* Dia chi 16p D 1a 16p dia chi Multicast
= Dia chi 16p E 12 16p dia chi duoc dé nghién ciru
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= St dung316p A, B, C

1 Byte 1 Byte 1 Byte 1 Byte
-«—38 Bits —»=—8 Bits —»«—8 Bits —» «—8 Bits —
Class A: N H H H
Class B: N N H H
Class C: N N N H
— Diachilop A

» Nhén 1 octet dau tién cta dia chi IP 1am dia chi mang

= 3 QOctet con lai dugc sir dung cho danh dia chi may

= Bit du tién cta 16p A ludn ludn 13 bit 0

Class A

<

NETWORK

24 Bits

# Bits

7

24

Class A:

0

NETWORK#

HOST#

= PiachiIP 16p A tir 1.0.0.0 dén 126.0.0.0
= 127.0.0.0 1a dia chi loopback
= MBoi dia chi 16p A c6 s6 host 13 16,777,214
— Diachilop B

» Nhaén 2 octet dau tién cta dia chi IP 1am dia chi mang

= 2 Octet con lai dugc sir dung cho danh dia chi may

= 2 Bit du tién cta 16p B ludn ludn 1a bit 10

Class B

NETWORK

A |6 Bits e—p

oo [

Trung tam Pao Tao NewStar
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# Bits 1 1 14 16
Class B: 1 0 [NETWORK#| HOST#
= Dja chi IP 16p B tir 128.0.0.0 dén 191.255.0.0
= MSJi dia chi 16p A c6 s host 13 65,534
— Diachilop C

» Nhaén 3 octet dau tién cta dja chi IP 1am dia chi mang

= 1 Octet con lai dugc sir dung cho danh dia chi may

= 3 Bit dau tién cta 16p C ludn ludn 1a bit 110

Class C
< 3 Bits =3
NETWORK NETWORK NETWORK _
# Bits 1 1 1 21 8
Class C: 1 | 1 | 0 |NETWORK#| HOST#

= Pija chi IP 16p B tir 192.0.0.0 dén 223.255.255.0
= MGJi dia chi 16p A c6 sb host 1a 254
— Tong két
1.0.0.0 - 126.0.0.0 : Class A.

127.0.0.0 : Loopback network.

128.0.0.0 - 191.255.0.0 : Class B.
192.0.0.0 - 223.255.255.0 : Class C.
224.0.0.0 < 240.0.0.0 : Class D, multicast.

>=240.0.0.0 : Class E, reserved.

— Dia chi Private

= La dja chi dung dé gan cho cac hé thong mang noi bd

Khéng duoc két ndi ra internet
Class A: 10.X.X.X
Class B: 172.16-31.X.X

Class C: 192.168.X.X

Trung tam Pao Tao NewStar
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—  Céch viét subnetmask
= Dang thap phan: VD: 255.255.255.0

= Dang bié,u diéI} s6 bit xac dinh d/c mang trong chudi bit subnet mask
(bitl), viét: /<so bit d/c mang>. VD: 192.168.10.1/24

= Bang subnet mask mdc dinh cualop A, B, C

Lép | Chudi bit subnet mask Subnet mask #
A 11111111 00000000 00000000 00000000 255.0.0.0 /8
B 11111111 11111111 00000000 00000000 255.255.0.0 /16

C 11111111 11111111 11111111 00000000 255.255.255.0 124

— Vidu: 10.10.5.12/255.0.0.0 hodc 10.10.5.12/8
172.31.23.2/255.255.0.0 hoac 172.31.23.2/16
213.112.12.4/255.255.255.0 hodc 213.112.12.4/24

— Vo1 IP 16p A, B, C c6 subnet mask mac dinh

— Vidu: 10.10.5.12/8 => NetID la: 10.0.0.0

172.31.23.2/16 => NetID la: 172.31.0.0
213.112.12.4/24  => NetID la: 213.112.12.0

— Vi du: Lép C c6 thé danh dia chi cho 254 may nhung néu chi muén danh dia
chi cho 14 may. Khi do:

> Dia chi IP sir dung cho mang c6 HostID 1 4bit (14 ~ 2* = 16)
> Phan NetID la: 28 bit (32 — 4)
» Subnet mask la: 255.255.255.240 (240 ~ 11110000)

— Biéu dién:
Subnet mask mic dinh Thém vao NetlD HostID
11111111 11111111 11111111 1111 0000

— Téng quat: DPia chi mang trong dia chi IP cua mdt may dugc xac dinh bﬁng
cach thuc hi¢n phép AND céc bit dia chi IP vi cac bit cua subnet mask.

—  Vidu: may c6 d/cIP: 131.107.164.26/20, dia chi mang dugc xéac dinh:

Trung tam Pao Tao NewStar 15
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NetID HostID  |Biéu dién

Dia chi IP 10000011 01101011 10100100 |00011010 |131.107.164.26

Submask 11111111 11111111 11110000 | 00000000 |255.255.240.0

Dia chi mang | 10000011 01101011 10100000 | 00000000 |131.107.160.0

Khai niém: Mot k¥ thuat cho phép nguoi quan tri phan chia mt mang thanh
nhiéu mang nho hon bang cach stir dung cac chi s6 mang dugc gan.

= S mang con phu thudc vao d 16n cua mang thuc té

= Viéc phan chia mang con phu thudc vao y/c thuc té cling nhu su phat trién
twong lai cua h¢ thong.

Thuéan loi cua viéc sir dung k¥ thuat subnet

= Nhiam giam dyung d6 trén mang.

= DPon gian trong quan tri.

= Céu tric lai mang bén trong ma khong anh huéng dén mang bén ngoai.
= (Cai thién kha nang bao mat.

= (C6 thé c6 1ap luu thong trén mang.

Nhu Véy:S(S mang con dugc chia ti 1€ nghich véi sb may co thé danh dia chi
trong moO1 mang con

Khi s6 mang con dugc phan chia it, tirc s6 bit NetID it thi s6 may c6 thé danh
d/c nhiéu, tirc bit HostID nhiéu

Khi chia nhiéu mang con, s6 bit NetID nhiéu thi danh it dia chi hon
Phén tich 1 sb truong hop phan chia subnet 131.107.0.0
TH1: thém 1 bit cho phan NetID => NetID=16+1=17; HostID=15

131 107 0 0
NetID . HostID

Q@[O0

TH2:

/

21 subnets, sb may méoi mang
la 21° -2 = 32766 hosts

Thém 8bit cho phan NetID => NetID=16+8=24

Trung tam Pao Tao NewStar 16
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131 107 0 0
NetID . HostID

28 =256 subnets, sé may méi
mang la 28 -2 = 254 hosts

TH2:
Thém 8bit cho phin NetID => NetID=16+8=24; HostID=8
131 107 0 0
) NetlD . HostID
1TO@OQ[T{T{(O{Tjo[1|0fl]
28 =256 subnets, s6 may mdi
mang la 28 -2 = 254 hosts
‘ TH3:
Thém 11bit cho phan NetID => NetID=16+11=27 HostID=5
131 107 0 0
NetlD. . HostID

10OQOQ[T{T]{{0f{T{ofr{ofl{l

211 =2046 subnets, s6 may mbi
mang la 2° -2 = 30 hosts

+ Vidu: 172.16.20.200
= LadjachiIP16p B
= Phan network: 172.16
= Phan host: 20.200
= Pia chi network: 172.16.0.0
= Pia chi Broadcast: 172.16.255.255
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2 Sir dung phin mém VMWare va Cai dit Windows Server 2016

Sau khi hoc bai nay xong hoc vién co kha nang sw dung mdy ao mét cach thanh thao,
tw duy vé mo hinh gia ldp cho hé thong mang cua cong ty. Tao cac thudn loi khi lam
lab ao
— Chuan bi:
+ Mot may Windows Server 2016

— Két qua dat duoc bai lab

+ St dung card Vmnet 0 nhan dugc dia chi IP cung net voi may
that dong thoi két ndi internet

+ St dung card Vmet 8 nhan dugc dia chi IP khac mang v&i may
that dong thoi két ndi internet

+ Su dung card Vmnet 1 két ndi v6i may that

+ St dung cac card Vmnet con lai str dung nhu mot Switch

+ Tao Snapshot dé luu trir lai cac bai da lam

— Thuc hién
a. Sir dung phan mém may a0
+ Trong VMWare c6 20 card mang a0

. Device status
Device Summary
| Connected
0 Memory 2GB
[ Processors 1 Connect at power on

(AHard Disk (5CSI) 30 GB

“JCD/OVD (SATA) Using file E:\System Operator\Serve. .. i
EINetwgrk Adapter  Custom (VMnet0) (") Bridged: Connected directly to the physical network
USE Contraller Present Replicate physical network connection state

'.E' 1 Sound Card Auto detect i
.E‘f]Prinher Present () NAT: Used to share the host's IP address

H|pigplay Auto detect () Host-only: A private network shared with the host

Metwork connection

@) Custom: Specific virtual network

VMnetd M

- L\"I'v'lnetl {(Host-only)
YMnet2
VMnet3
VMnet4
YMnets duss
VMnets g
VMnet7
VMnets (MAT)
YMnet9
YMnet10
VMnet1l
VMneti2
YMnet13
VMnet14
VMnet1s
VMnet16 ‘
YMnet17
VMnet1d
VMnetl2 I

= T 1

Hinh 2-1: Cdc card Vmnet trong may do
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+ Tinh chit card Vmnet 0 (Bridge): Gitip may 4o ra internet théng qua card
mang that, Network ctua card mang 40 Vmnet0 cung network vé&i Netwok

mang that

Metwork Connection Details

Network Connection Details:

o

Property

Description
Physical Address
DHCP Enabled
|Pwd Address

|Pw4 Subnet Mask
Lezze Obtained
Lease Expires
|Pv4 Default Gateway
|Pw4 DHCP Server
IPw4 DNS Server
IPwd WINS Server

Linkdocal IPvE Address
|PvE Default Gateway
IPw6 DNS Server

Connection-specific DN...

NetBIOS over Topip En...

Value

Realtek PCle GBE Family Controller
D4-BE-DS-58-D0-47

fes

172165946

2552552550

Monday, September 25, 2017 7:44.54 AN
Tuesday, September 26, 2017 8:25:07 Al
1721651

172.16.91

83848

fes
feBD:20Mf318bc11:d43c%16

4

m I

Hinh 2-2: Bia chi IP cua may thdt

Network Connection Details:

Metwork Connection Details *

Property

Connection-specific DN...

Description
Physical Address
DHCF Enabled
IPv4 Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires
IPv4 Default Gateway
IPv4 DHCP Server
IPv4 DMS Server
IPvd WINS Server

MetBIOS aver Tepip En...

Link4ocal IPvE Address
IPvE Default Gateway
IPvE DMS Server

<

Value

Intel{R) 82574L Gigabit Network Connect
D0-0C-25-21-D2-34

Yes

172165439

255.255.255.0

Sunday, September 24, 2017 6:25:21 FM
Maonday, September 25, 2017 6:25:21 Pl
1721651

1721651

8888

fes
feB: d137-54-bE5 448573

Hinh 2-3: Dia chi IP cua may do

+ Tinh chét card Vmnet 8 (NAT): Gilip mdy 4o ra internet thong qua card mang
that, Network cua card mang ao Vmnet0 khac network véi Netwok mang that
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Metwork Connection Details |E|
Network Connection Details:
Property Value
Connection-specific DN...
Description Realtek PCle GBE Family Controller
Physical Address D4-BE-DS-58-D0-47
DHCP Enabled fes
IPv4 Address 172.16.9.46
IPwd Subnet Mash 2557552500
Lease Obtained Monday. September 25, 2017 7:44:54 AN
Lease Expires Tuesday, September 26, 2017 8:25:07 Al
|Pv4 Default Gateway 172.16.5.1
IPw4 DHCP Server 1721651
|IPw4 DNS Server 8888
IPwd WINS Server
MNetBIDS over Tepip En...  Yes
Linkdocal IPvE Address fel0:20ff318bc11:d43c%16
|PvE Default Gateway
|IPw6& DNS Server
4| I |

Hinh 2-4: Bia chi IP may thdt

Metwork Connection Details *

Metwork Connection Details:

Property Value

Connection-specific DM...  localdomain

Description Intel(R) 825741 Gigabit Metwark Connect
Physical Address 00-0C-23-21-D2-34

DHCF Enabled Yes

IPv4 Address 192.168.183.129

IPv4 Subnet Mask 255.255.255.0

Lease Obtained Sunday, September 24, 2017 6:39:23 PM
Lease Expires Sunday, September 24, 2017 7:05:22 PM
IPv4 Default Gateway 192.168.183 2

IPv4 DHCP Server 192.168.183 254

IPv4 DNS Server 192.168.183 2

IPv4 WINS Server 192.168.183 2

MNetBIOS over Tepip En...  Yes

Link4ocal IPvE Address fe80:d137:54 be5F 448573
IPvE Default Gateway

IPv& DNS Server

£ >

Hinh 2-5: Bia chi IP may do
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r h
@ Virtual Network Editor M
Mame Type External Connection Host Connection ~ DHCP Subnet Address
VMnetd Bridged Auto-bridging - - -
VMnet1 Host-only - Connected Enabled 192.168.230.0
VMnet2 Custom - - - 192.168.20.0
VMnetd MAT MAT Connected Enabled 192.168.183.0

Add Network... ] [Remove Network
VMnet Information
|l © Bridged (connect VMs directly to the external network)
Bridged to: | Automatic Automatic Settings...

(@) NAT (shared host's IP address with VMs) MAT Settings..

() Host-only {connect VMs internally in a private network)

Connect a host virtual adapter to this network
Host virtual adapter name: YMware Network Adapter YMnets

Use local DHCP service to distribute IP address to VMs DHCP Settings...

SubnetIP: 192.168.133. 0 Subnetmask: 255.255.255. 0

Restore Defauls Aeply

Hinh 2-6: Network cua may dao

+ Tinh chét card Vmnet 1 (Localhost): Giap may 4o ra két nbi véi may that

Jo— T ——

@(?}V‘@ + Control Panel » Network and Internet » Network Connections »

Organize « Disable this network device Diagnose this connection Rename this connection View status of this connection
— Local Area Connection [ Local Area Connection 2 L" VMware Network Adapter Vinetl
_L. _ - -
o> Network 7 = _ Disabled = _ Enabled
@ Realtek PCle GBE Family Controller ae Kaspersky Security Data Escort Ad... DT UMware Virtual Ethernet Adapter ...
._". Wireless Metwork Connection 2 L"'. Wireless Network Connection 3
S o Mot connected S o Mot connected
K dﬂ Microsoft Virtual WiFi Miniport A... 3§ Microsoft Virtual WiFi Miniport A...

Hinh 2-7: Card Vmnet 1 trong mdy thdt
+ Tinh chat card Vmnet 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, 14, 15, 16, 17, 18,
19: Mdi Card 1a mot Switch

+ DEé thuan tién cho viéc 1am lab, hoc vién nén tao bang Snapshot thuan loi
chinh stra khi bi 161
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Workstaion B |

Ip RN CNCNCRE BN = =g= R

(51 Windows Server 2012 (51 Windows 7 Test 1 (51 server 2008 R2R1 (51 Windows XP

o x |

| )
- h | Windows Server 2016 R1 - Take Snapshot Y
Ban gic You Are
Here Taking a snapshot lets you preserve the state of the virtual

://f machine so that you can return to the same state later.

Mame: Domain Controller|

Description:

[Take Snapshot] | Cancel

Snapshot details

Hinh 2-8: Tao Snapshot cho may do

b. Cai may ao Windows Server 2016

4 Windows Setup EI = @

== Windows Server: 2016

Language to install: [English (United States)
AREELL RSl LA BT English (United States)

Keyboard or input method: {1

Enter your language and other preferences and click "Mext" to continue.

Corporation. All rights reserved.

Hinh 2-9: Giao dién cai windows Server 2016
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@ #f| Windows Setup

Where do you want to install Windows?

| Mame | Total size Free space | Type |
7 Drive 0 Partition 1: System Reserved 500.0 MB 4330MB  System
| _i, Drive 0 Partition 2 135GB 195GE  Primary |
44 Refresh K Delete & Format MNew

&% Load driver

:j Extend

Hinh 2-10: Cdu hinh 6 dia
)

¢ Windows Setup

Installing Windows

Status

" Copying Windows files
Getting files ready for installation (75%)
Installing features
Installing updates
Finishing up

Hinh 2-11: Qua trinh cai dat

Customize settings

Type a password for the built-in administrator account that you can use to sign in to this computer.
User name

The password you typed doesn't meet the password complexity requirements set by the administrator for your network or group. Get

the requirements from your administrator, and then type a new password.

esccscce -~

Password

Reenter password

Finish

Hinh 2-12: Yéu cau dat Password
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3 Dich vu DNS

Sau khi hoc bai nay hoc vién co thé phan giai duoc tén mién cua cac dich vu trong hé
thong mang. Thay vi chung ta phai truy cdp bang tén thi o day chung ta sé truy cdp
bang dia chi IP

a) DNS Primary

— Chuén bi:
+ Mot may server cai Windows Server 2016
+ Hai may Client Windows 7 va Windows XP

— M0 hinh
newstar.vn

192.168.1.1

>

192.168.1.3 192.168.1.2
— Két qua dat duoc
+ Phén giai dugc tén mién newstar.vn

— Thuc hién
+ Cai dich vu DNS trén Windows server 2016
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= Add Roles and Features Wizard — (] x

DESTINATION SERVER

Select server roles 71

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description
[7] Active Directory Certificate Services DDm.ain Name System_(DNS) Server
[] Active Directory Domain Services provides name resolution for TCP/IP

[] Active Directory Federation Services netwarks. DNS_S‘_ENH is easier to
[] Active Directory Lightweight Directory Services manage when itis installed on the

DNS [] Active Directory Rights Management Services SBME SErVer as Active Directary
[[] DHCP Server Domain Services. If you select the
Confirmation - Active Directory Domain Servi
DNS Serves ctive Directory Domain Services
[ Fax Server role, you can install and configure
I [M] File and Storage Services (4 of 11 installed) DNS SVENE"’"d Active Directory
O Hyper-V Domain Services to work together.

[] Network Policy and Access Services

[ Print and Dacument Services

[ Remote Access

[[] Remote Desktop Services

[ Volume Activation Services

[] Web Server (115}

[[] Windows Deployment Services

| Windows Server Essentials Experience (Installed)
[] Windows Server Update Services

Install
Hinh 3-1: Cai Role DNS Server

+ Tao Zone méi d€ phan gidi tén mién

£ DNS Manager - O X

File Action View Help

o | nE dlBEEEE

£ DNS
v R‘_I Add a New Zone
| Frnuard | ankiin 7anec
] New Zone... X o
- The Demain Name System (DNS) allows a DNS namespace to be divided into zones, Each zone
- View 3 stores information about one er more contiguous DMS domains,
Refresh To add a new zone, on the Action menu, click Mew Zone,
Help

Create a new zone,

Hinh 3-2: Tao Zone méi
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MNew Zone Wizard X

Zone Name
What is the name of the new zone?
Ed

The zone name specifies the portion of the DNS namespace for which this server is

authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone. microsoft.com). The zone name is ce to be divided into zones. Fach zone
not the name of the DMS server.

¢ mel | o

omains,

Zone name:

‘ nawstar‘vn|

< Back Cancel

Hinh 3-3: Bat tén cho zone la newstar.vn

+ Nhap dia chi IP dé phan giai tén mién

|
d MNew Zone Wizard X
L Reverse Lookup Zone Name
| A reverse lookup zone translates IP addresses into DNS names.
E i
~

To identify the reverse lookup zone, type the network ID or the name of the zone.
(®) Network ID:

152 1682 1 ce to be divided into zones, Each zone
’ i omains.

The network ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (not reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and network ID 10,0 would create
zone 0.10.in-addr.arpa.

() Reverse lookup zone name:
1.168.192.in-addr.arpa

Hinh 3-4: Tao Reverse lookup zone
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&
| MNew Zone Wizard X

4 Dynamic Update

i You can specify that this DNS zone accepts secure, nonsecure, or no dynamic
g updates. | &
¥

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(®) Allow both nonsecure and secure dynamic updates

Dynamic updates of resource records are accepted from any dient.
This option is a significant security vulnerability because updates can be
accepted from untrusted sources.

() Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back Cancel

ceto be divided into zones. Each zone
omains,

Hinh 3-5: Lua chon phuong thirc Update

+ Chon check Create associated pointer (PTR) record dé tu dong add IP qua
Reverse lookup Zones khi thém host vao

&
&y L

File

Action  View Help

o= mE B2 HeEl § 88

v i

£ DNS

1 New Host

~ Forward Lookup Zones MName (uses parent domain name if blank):

ta

, r1., hostmaster,

= newstarvn |

| Reverse Lookup Zones

= 1.168.182.in-addr.arp Fully qualified domain name (FQDN):

| Trust Points | newstar.vn.

| Conditicnal Forwarders
1P address:

| 192.168.1.1

Create associated painter (PTR) record

Cancel

Hinh 3-6.: Tao new host
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+ Tao mac danh cho tén mién newstar.vn

=)

£, DNSManager
File Action View Help
Nes | nm Bz B § 86

£ DNs Name
v g R
v [ Forward Lockup Zones
newstar.vn

[~

+ [] Reverse Lookup Zones
2] 1.162.192.in-addr.arp

“| Trust Points.

=N

| Conditional Forwarders

< >

Create a new alias resource record.

Events
Services
Performar

BPA resul

[El(same as parent folder)
[Elsame as parent folder)
= [El same as parent folder) Host (A)

Type
Start of Authority (SOA)
Name Server (NS)

Update Server Data File
Reload

New Host (A or AAAA)...
New Alias (CNAME).

New Mail Exchanger (MX)...
New Domain...

New Delegation...
Other New Records...
DNSSEC

All Tasks

Refresh
Export List...

View

Arrange lcons
Line up lcons

Properties

Help

Data

[1], 11, hostmaster.
n

192.168.1.1

nance

sults

Hide

Hinh 3-7: Tao Alias

+ Sao khi cau hinh xong thi phan giai thanh cong

DeFault Seruer
Address:

» 192.168.1.1
Server:
Address:

newstar.vn
192.168.1.1

newstar.vn
192.168.1.1

Name: newstar.wn

Address:

192.168.1.1

> wWww.newstar.vn

Server:
Address:

newstar.vn
192.168.1.1

Mame: newstar.wn

Address:
Aliases:

> newstar.wvn
Server:
Address:

192.168.1.1
W . newstar. vn

newstar.wn
192.168.1.1

Name : newstar.wn

Address:

Hinh 3-8: két qua phdn gidi tén mién thanh cong

b) DNS Secondary

192.168.1.1

Sau khi hoc bai ndy xong hoc vién c6 thé xdy dung mot hé thong DNS c6 mot

server chinh va mot server phu can nhau phdn gidi tén mién

— Chuén bi:

+ MGt 2 may server cai Windows Server 2016

Trung tam Pao Tao NewStar

28



LAB MCSA 2016

Newtar

+ Hai may Client Windows 7 va Windows XP

— M6 hinh
newstar.vn

DNS
Secondary

> >

192.168.1.3 192.168.1.4

— Két qua dat duogc
+ Dong bo DNS va DNS secondary

— Thuc hién

+ Thuc hién cdu hinh DNS secondary dy phong va can bang tai cho server

Primary

192.168.1.2

Trung tam Pao Tao NewStar
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Mew Zone Wizard *

Zone Type
The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

() Primary zone
Creates a copy of a zone that can be updated directly on this server.

(®) Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() 5tub zone

Creates a copy of a zone containing only Name Server (NS), Start of Authority
(50A), and possibly glue Host (A) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available only if DNS server iz a writeable domain
controller)

Hinh 3-9: Cdu hinh DNS Secondary

Mew Zone Wizard e

Master DNS Servers
The secondary zone is copied from one or more DNS servers,

Spedfy the DNS servers from which you want to copy the zone. Servers are
contacted in the order shown.

Master Servers:

IP Address Server FQDN Validated Delete
i here to add an IF Addr
@192.168.1.1  newstar.vn oK tp
Down

< Back Cancel
Hinh 3-10: Chon Master DNS
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1 General Start of Authority (SOA)
i Mame Servers WINS Zone Transfers
H o
{  Toadd name servers to the list, ciq New Name Server Record >
Enter a server name and one or more IF addresses. Both are required to identify the name server.
MName servers: Server fully qualified domain name (FQDN):
Server Fully Qualified Domain Mai 192.168.1.2 | | Resolve
ri,
1P Addresses of this NS record:
1P Address Validated Delete
_ <Click here to add an IP Address>
@192.168.1.2 oK Up
Down
Add... Edit...
= represents an IP address retriev
may not represent actual records s|
= = oK Cancel

Hinh 3-11: Chon Server dé dong bé DNS

newstar.vn Properties ? ¥
General Start of Authority (SOA)
Name Servers WINS Zone Transfers

A zone transfer sends a copy of the zone to the servers that request a
copy.

Allow zone transfers:
(O) To any server
(®) Only to servers listed on the Name Servers tab
(D) Only to the following servers

IP Address Server FQDN

Edit
To specify secondary servers to be notified of zone Notify
updates, dick Notify.
Cancel Apply Help

Hinh 3-12: Chon phwong thire @é dong b
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£, DNSManager - X
File Action View Help
e nE XEd=IBm 8§ 8@
2 [ENS Narne Type Data Timestar
| R.E . 4 Lookun Z E—I(same as parent folder) Start of Autherity (SOA) [3], r1., hostmaster. static
M ?rwar stoo Up £ones E-I(same as parent folder) Name Server (NS) rl. static
ﬁ’ newLar‘\l:n 7 E—I(same as parent folder) Host (4) 192.168.1.1 static
v [ Reverse Lookup Zones || ¢ X
2] 1.168.192.n-addr.arp [-Iwww Alias (CNAME) newstar.vn, static
| Trust Points
~ Conditional Forwarders
< > € >

Hinh 3-13: Qud trinh déng bé da xong
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4  Routing and Remote Access

Sau khi hoc bai ndy hoc vién cé thé dinh tuyén gitta hai hé thong mang khdc network

voi nhau. Trong nay sur dung giao thurc Static route va Rip

— Chuén bi:

Mot may Windows server 2016 dat tén R1
Mot may Windows server 2016 dat tén R2
Mot may Windows 7 dat tén testl

Mot may Windows 7 dat tén test2

— M0 hinh

+ + + +

192.168.3.8

' ‘— J 192.168.2.7
|~ o =

2

R1 R2
192.168.3.7 - -
-
S -
\‘
< N e D ()
| / 19216833 =9 -~

—

—————
. 192.168.2.6

19216825

192.168.1.1  192.168.1.2 1921682
’ ‘_
M Ko = " o
192.168.3.6
— Két qua dat dugc
+ PC 192.168.2.7 ping dugc PC 192.168.3.8
— Thuc hién
+ Cai dat dich vu Routing cho md hinh
Tz Add Roles and Features Wizard - [m] ®
Select role services DESTINATIGN S2RVER

Before You Begin Select the role services to install for Remote Access

Installation Type Role services Description

DirectAccess and VPN (RAS) Routing provides support for NAT

Rautm Routers, LAN Routers running BGP,
[ web Ag;plication Proxy RIP, and multicast capable routers

{IGMP Proxy).

Confirmation

< Previous Next > nsta Cancel

Hinh 4-1: Cai dich vu Routing
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B Routing and Remote Access — O *
File Action View Help
L d o

E Routing and Remote Access Routing and Remote Access

E9 Server Status

@ R1 flnrall parto-—- - 2o no--tio— ——d Remote Access
Configure and Enable Routing and R Access

wides secure remote access to private networks.

Disable Rout 1 R te Access . .
15attle houting and Remote Acce to configure the following:

All Tasks » two private networks.
M) gateway.

Delete Vo v
er.

Refresh NAT).

Properties

Help

wccess server, on the Action menu, click Add
Server.

Configures Routing and Remote Access for the selected server

Hinh 4-2: Cdu hinh Routing and Remote ACCeSS

+ Cau hinh dinh tuyén tinh (Static route)

B Routing and Remote Access - O x
File Action View Help
Lo Al lENEY

S Stat -
% erverstatus Destination Metwork mask Gateway Interface
v [ R1 (local)
B Metwork Interfaces There are no items to show in this view.
{23 Remote Access Logging
v B P
E General
E Static Rendar
" E IPvE Mew Static Route...
% 64 Show IP Reuting Table...
B St
View >
Refresh
Export List...
Help
< > ([ € >

Create New Static Route

Hinh 4-3: Tao New Route
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B Routing and Remote Access - O X

File Action View Help
e HE XE Q2| HE

Destination Metwork mask Gateway Interface
£1192.168.2.0 235.235.233.0 192.168.1.1 Ethernetd

% Server Status
w @ R2 (local)
E Metwork Interfaces
3 Remote Access Logging
v B Pva
B General
E Static Routes
v B IPve
B General
E Static Routes

Hinh 4-4: Cdu hinh dinh tuyén tinh

=X CAWindows\system32\cmd.exe

inging 192.168.2.7 with 32 hytes of data:
TTL=126
TTL=126
TTL=126

Reply from 192 _.168_.2.7: bytes=32 time=1ms TTL=126

Ping statistics for 192.168.2_.7:
Packets: Sent = 4. Received = 4, Lost = @ (8% loss>,
Approximate round trip times in milli-seconds:
Minimum = ims. Maximum = ims. Average = ims
NUserssnguyenhoangit>ipconf ig

dindows IP Configuration

[Ethernet adapter Ethernet@:

Connection—specific DHS Suffix

Link—local IPv6 Address feBB::c?5f:e36h9785:5%dax3
IPv4 fAddress. . . R 192 .168.3.8

Subnet Mask . . R 255.255.255.8

Default Gateway . - 1922.168.3.3

Hinh 4-5: Kiém tra két néi
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+ Céau hinh dinh tuyén dong (Rip)

B Routing and Remote Access — O x
File Action View Help
L ARl (NS o]
) Routing and Remote Access Static Routes
S Stat ~
- % R:r;jca; He Destination Metwork mask Gateway Interface
E Network Interfaces There are no items to show in this view.
g Remote Access Logging
v B |Pvd
T Ranaral
E MNew Interface...
v B IPvE New Routing Protocol...
B
= Show TCR/IP Information...
Show Multicast Forwarding Table...
Show Multicast Statistics...
Refresh
Properties
Help
L4 | €

Add a new routing protocol
Hinh 4-6: Cdu hinh dinh tuyén déng

B Routing and Remote Access - [m} X

File Action View Help
=R XEC=H

Interface Update mode Responses sent Responses r

E Routing and Remote Access
% Server Status
v [ R (local)
E Metwork Interfaces
4 Remote Access Logging
v B IPvd
E General
E Static Routes
ERP
v & IPvE Mew Interface...
B
B

There are no items to show in this view.

Show Meighbors...
View b

Delete
Refresh
Export List...

Properties

Help
< L >

Add a new RIP Interface

Hinh 4-7: Thém Interface vdo dinh tuyén
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BN C\Windows'systern32hemd.exe

Pinging 192 _168_3_.8 with 32 bytes of data:

Reply from 192.168.3.8: bytes=32 time=1ms TTL=126
Reply from 192.168.3.8: bytes=32 time=1mes TIL=126
Reply from 192 _168_.3_.8: bytes=32 timed{ims TTL=126
Reply from 192.168.3.8: bytes=32 time=1ms TTL=126

Ping statistics for 192_.168_3_8:

Packets: Sent = 4. Received = 4, Lost = B (B2 loss>.
Approximate round trip times in milli-—seconds:

Minimum = Bms,. Maximum = 1ms. Average = Bms

C:~Userssadmin>ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Link-local IPv6 Address . . .
IPv4 Address. . - = = « = . .
Subnet Mask . . . . . . . . .
Default Gateway - . . . . . .

: feBA::fc34:4332:5c57:bladx11
1 192.168.2.7

= 255.255.255.@

: 192.168.2.1

Hinh 4-8: Kiém tra két qud

o] |
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5  Dich vu DHCP

Sau khi hoc xong bai nay thi hoc vién co kha nang cap phat dia chi ip dong
cho hé thong mang. Cdp cho hé thong cung network va cap cho h¢ thong khac

Network (relay agent), Xay dung hé thong DHCP cdn bang tdi va dw phong

— Chuén bi:
+ Mot mady Windows Server 2016
+ Bamay client

— M@ hinh
DHCP
192.168.1.1
— Két qua dat duogc
+ Cap IP cho cic may client va luon ludén cdp c6 may PC2 Ia
192.168.1.79
— Thuc hién

+ Chuan bi ddy dia chi IP can cip phat

e Dia chi mang:

e Diy cép phat:

o (Gateway:

e DNS:
+ Céu hinh day dia chi IP b6 qua trong ddy cap phat

e Dy ip chan khong duoc cap: 192.168.1.11 — 192.168.1.20
+ CAu hinh mot may ¢ dinh cho mét IP ¢ dinh

e Gan cho PC2 ludn luoén nhan IP: 192.168.1.79

Trung tam Pao Tao NewStar
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Fﬁ Add Roles and Features Wizard

Select server roles

Before You Begin

Installation Type

- [m] X

DESTINATION SERVER
R1

Select one or more roles to install on the selected server,

Roles

Description

Dynamic Host Configuration
Protocol (DHCP) Server enables you
to centrally configure, manage, and
provide temporary IP addresses and
related information for client
computers.

[] Active Directory Certificate Services

[] Active Directory Domain Services

[] Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services
[] DNS Server

[ Fax Server

[m] File and Storage Services (4 of 11 installed)

] Hyper-v

[[] Network Policy and Access Services

[] Print and Document Services

[] Remote Access

[[] Remote Desktop Services

[] Volume Activation Services

[] Web Server (115)

[] Windows Deployment Services

+| Windows Server Essentials Experience (Installed)
[] Windows Server Update Services

| < Previous | | MNext > |

Hinh 5-1: Cai dich vu DHCP

+ Tién hanh c4u hinh DHCP

% DHcP - O w
File Action View Help
= 25 E e dEE
@ pHee Actions
v & rj Add a Scope |Pvd ~
v g P4
Display Statistics... More... P
-‘ﬂ R = of IP addresses assigned to computers
- New Scope. smic P address. You must create and configure
7

View
Refresh
Properties

Help

New Multicast Scope...

Configure Failover...

Replicate Failover Scopes..

Define User Classes...

Define Vendor Classes...
Reconcile All Scopes...

Set Predefined Options...

Create a new scope

rnamic IP addresses can be assigned.
pe, on the Action menu, click New Scope.

ition about setting up a DHCP server, see online

Hinh 5-2: Cdu hinh Scope
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File Action View Help
@ = | # ﬁ New Scope Wizard
tg QHCP Scope Name o f\ctions
v En *You have to provide an identifying scope name. You also have the option of providing IPvd ~
v 3 IPvd a description.
35S More .. P
gl P Type a name and description for this scope. This information helps you quickly identify
F| Fi how the scope is to be used on your netwarlk.
B IPv6 Name: |Ph0ng Mhan Sul
Description: |
< Back Meot > Cancel
N - A
Hinh 5-3: Dat tén cho Scope
File Action View Help
== | 71 New Scope Wizard
2 DHCP IP Address R PRI ctions
v B ’j ou define the scope address range by identifying a et of consecutive P addresses. |Pd o~
v g P
s More... »
Ein Corfiguration settings for DHCP Server
< ¥l H Enter the range of addresses that the scope distributes.
B IPvé

Start |P address: 192 168 1 .10

End IP address: 152 168 1 .00

Configuration settings that propagate to DHCF Cliert

Length: 24 4:|
Subnet mask: 255 285 255 0

< Back

MNext >

Cancel

Hinh 5-4: Cdu hinh I6p mang cho Scope
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h

File Action View Help

= = | 7 B New Scope Wizard
& DHeP Router (Default Gateway) S fctions
v 3 r] ‘You can specify the routers, or default gateways. to be distributed by this scope. 1P ~
v gy IPvd
3 S More... »
g P To add an P address for a router used by clients, enter the address below.
¥ F
S IP address:
& IPvb ,7
152.168.1.2
et> | | Goen |
[ i
]
N »
Hinh 5-5: Tré Default Gateway
File Action View Help ’
L ol RN
& pHep Domain Name and DNS Servers S Actions t
v B r] The Domain Name System (DNS) maps and translates domain names used by clients ||p“4 -
v Ty IPvd
ER DNS validation More.. #
4l Py Etwork to use for
’ ® Validating f DNS Server service is running on
@ Pve 8.8.8.8. this process can take some time due to
Network Traffic
addresses forthose
Server name: [P address:
| | ¢ .8 .8 .8 d

Lk

< Back Neot =

|

Hinh 5-6: Cdu hinh Prefer DNS
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U Local Area Connection Status =

MNetwork Connection Details

MNetwork Connection Details:

Property Value

Connection-specific DN...

Description Intel{R) PRO/1000 MT Metwork Connecti
Physical Address 00-0C-29-2F-3F-5D

DHCP Enabled Yes

IPv4 Address 1592.168.1.10

IPwd4 Subnet Mask 255255 255.0 |
Lease Obtained Wednesday, August 02, 2017 11:21:58 A |
Lease Expires Thursday, August 10, 2017 11:21:.58 AM
IPv4 Default Gateway 15216812

IPw4 DHCP Server 152.168.1.1

IPwd DNS Server 88838

IPvd WINS Server

MetBIOS over Topip En...  Yes

Link4ocal IPvE Address fe80::1da3:4aba:Beed:cba 711
IPvE Default Gateway

IPw& DNS Server

4 | i 3

al i

Hinh 5-7: Mdy Client nhdn IP dwoc cdp

o

Ethernetl Status

L=

MNetwork Connection Details

Network Connection Details:

Property

Connection-specific DN...

Description
Physical Address
DHCF Enabled
IPv4 Address

IPw4 Subnet Mask
Leass Obtained
Lease Expires
IPv4 Default Gateway
IPwd DHCP Server
IPwd DNS Server
IPwd WINS Server

MetBIOS over Tepip En...

Link4ocal IPv6 Address
IPvE Default Gateway
IPw6& DNS Server

£

Valus

Intel(R) 82574L Gigabit Metwork Connect
00-0C-29-4F-2F-A1

Yes

192.168.1.12

255.255.255.0

Wednesday, August 2, 20017 11:27:12 AN
Thursday, August 10, 2017 11:27:11 AM
15216812

152.168.1.1

gaas

Yes
fed0::ddbd:9273:1 fc: 1e58%3

Hinh 5-8: May Client thir 2 nhdn IP
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£ Address Pool
& Address Leases
i Reservations
. Scope Options
3l Policies

3 Server Options

| Policies

| Filters

F

% DHCP O X
File Action View Help
o= nmE 6 HE
Ed DHCP Client IP Address Name Lease Expiration Type UniquelD  Description  Metwork Access Protectii | Actions
van 122162110 WinTTest1-PC £/9/2017 8:22:00 PM DHCP 00023263, Full Access Address Le.. &
v iW‘S tszsern pl| ETERIBLT Test3 £/9/2017 8:24:45 PM DHCP 00023bED... Full Access More... b
- scope LRSS LETFY 102,160,112 Test3 8/9/2017 9:27:14 PM DHCP 000C29452f... Full Access

Hinh 5-9: Dich vu DHCP qudan ly cdc may con

Trong diy dia chi IP c4p phat 1a 192.168.1.10 — 192.168.1.100 thi ta khdng
cho cip phat day tir 192.168.1.11 - 192.168.1.20

+ (7] Scope [192.168.1.0] Phong Nha
< Address Pool
@ Address Leases
| Reservations
", Scope Options
J| Policies
3 Server Options

Mew Exclusion Range...

Refresh
Export List...

View

4| Policies
F| Filters Arrange lcons »
B IPvE Line up lcons
Help
< 3|« >

T DHCP O X
File Action View Help
e | a5 o= HE *
% DHCP Start IP Address End IP Address Description | | Actions
vEd $192.168.1.10 192.168.1,100 Adress range { | Address Pool -
v B It
More Actions 4

Create a new exclusion range

Hinh 5-10: Cdu hinh Exclusion
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‘# DHCP - m] X
File Action View Help
| zHE dE Bl
& DHCP Start IP Address End IP Address Description Actions
v B %IP " giﬁ192.163.1.10 1%2.168.1.100 Address range for distribution Address Pool -
e A ]
v [ Scope [182.1 [192.168.1.11 192.168.1.20 IP Addresses excluded from distribution More Actions N
i3 Address |
@ Address |
5 Reservati
- Scope Oy
| Policies
.3 Server Optio
4| Policies
7| Filters
B IPvB
< >
Y h A 2 . ‘ -
Hinh 5-11: Cau hinh ip va chan
4 DHCP - m] x
File Action View Help
= 2T 6= HE
2 DHCP Client IP Address Narme Lease Expiration Ty|| Actions
v & ;\P i 1%192‘15&1‘10 admin. 21172017 11:1%:10 PM DY | Address Leases -
~ v .
. i,'dTQZJE)BJ‘N WinTTest1-PC 8/11/2017 11:1:59 PM DH
5 192.168.1.0] Phong Nhan 51| More Actions b
v ‘.D"::L oot 1Phong Nhen 3. | i 192 160.1.22 Test B/1172017 11:16:59 PM bl
ress Poo
i.j j,'dTDZJBB"I‘B Dragon-PC 81172017 11:17:08 PM DH
@ Address Leases
| Reservations
., Scope Options
4| Policies
.4 Server Options
4| Policies
¥ Filters
v 3 P
.3 Server Options
< || € >

Hinh 5-12: Day IP bi ban khéng dwoc cdp phdt

+ Dé cép phat dia chi IP cho mot may ¢6 dinh thi ta tién hanh chon vao
Revervation -> chon new Reservation = Nhap tén vao Reservation, IP cin
cap cho may d6 & 6 IP, MAC address: nhap MAC cua may can cap IP ¢ dinh
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Hinh 5-13: Gdn IP ¢ dinh cho mét mdy dwa vao MAC

Mew Reservation

Provide information for & reserved client.

Reservation name: ||

IF address: | 192 168 . 1

MAC address: |

Description: |
Supported types

{* Both

" DHCP

" BOOTP

[ |

Close

@ DHCP — m] X
File Action View Help
|7 6= HE
‘F DHCP Client IP Address ~ Mame Lease Expiration Ty Actions
v E r%,n: . 1%192.168.1.10 admin, 8/11/2017 11:23:41 PM DH| Address Leases -
v » -
18192.168.1.23 Dragon-PC 8/11/2017 11:24:23 PM DH -
5 192.168.1.0] Phong Mhan 5t/ = More Actiens ¥
~ [ Scopel 1Phong Nhan St w105 168.1.79 Sep Reservation (inactive) N

¢ Address Pool
@ Address Leas
= Reservations

-, Scope Options

I Policies
5 Server Options
4 Policies
¥/ Filters
v B IPvE
3 Server Options

es

Hinh 5-14: Cdu hinh IP ¢é dinh cho mét PC
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+ Thyc hién cau hinh can bing tai va du phong cho DHCP

G DHCP
File Action View Help
e nmE Bz BEI RS

% DHCP
v  @n

a2 IDuA

Contents of DHCP Server Status
" Scope [182.168.1.0] Phong Mhan Su ** Active ¥

Display Statistics...

New Scope...
New Superscope..

New Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

Define User Classes...

Define Vendor Classes...
Reconcile All Scopes...

Set Predefined Options...

View >
Refresh

Export List...

< Properties

Descript

Cenfigur Helo server

Actions
IPvd

More Actions

Hinh 5-15: Cdu hinh Failover

Hinh 5-16: cho biét Server Phu

= LONTIQUrE Fallover
File Action View Help Specify the partner server to use for failover Lo
| nmE E 6y %j
?_ DHCP Conte Provide the host name or IP address of the partner DHCP server with which failover
v EI 1 . should be configured.
v T IPvd You can select from the list of servers with an existing failover corfiguration or you can
| Scope browse and select from the list of authorized DHCP servers bns
__ﬂ Server AMtematively, you can type the host name or IP address of the partner server.
4l Policie Fartner Server: E7NTREI] hd Add Server
¥ Filt
> [#] Filters -
B Pv6
< 3>«
< Back Mexd = Cancel

Trung tam Pao Tao NewStar
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+ Chon co ché 50% thi day dia chi IP s€ chia lam hai. Nira dau do server chinh
cap, nira sau do server phu cap. Khi moét DHCP nao mat két n61 thi Server con
lai s€ ddm nhén cap hét dia chi [P cho h¢ thong mang

§ Lunnguie 1 anuver
File Action View Help Create a new failover relationship .
= HnEHE-
? DHCPR Contel
w 3 1 Bl sc Create a new failover relationship with partner 192.168.1.3 "
v B IP.vd ZSen
| Scope ||, ™ pns
] SE"%'E' # Filt Relationship Name: |r1-1 9216813
2 Policie
F| Filters . -
= Maximum Client Lead Time: 1 hours —1 minutes
& IPvE = =
Made: |Load balance ﬂ
Lozd Balance Percentage Load balance
Local Server: Hot QEW
Partner Server: 5|}g"»:;
[ State Switchover Interval: E:J:I minutes
¥ Enable Message Authentication
Shared Secret:
< > €
s [ o
4
N A A
Hinh 5-17: Chon ché do cho 2 DHCP
% DHCP — m] ®
File Action View Help
@@ = BE 8
% pHep Contents of DHCP Status Actions
~ 3 % s Hn DHCP A
w W
Maore Actions

~ Scope[192.168.1.0] Phong Mhan Su
.3 Server Options
| Policies

¥ Filters

1P

Hinh 5-18: Server phu da nhdn dwoc thong tin tir Server chinh
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“E DHCP - O
File Action View Help

e ARl RERESE 7 M

@ DHCP Client IP Address Mame Lease Expiration Actions

v an 1 192.168.1.10 admin-PC 8/5/2017 12:50:33 AM Address Leases

v B II.J.wi 1§ 192.168.1.55 HONGHIEP-PC 8/5/2017 12:47:23 AM
v [ | Scope

& Adi
@ Adr
5| Res

Meore Actions

. Sec
4| Pol
3 Server
| Policie
F| Filters

3 P

Hinh 5-19: QU4 trinh cdp phat IP da thanh céng

-
Ul Local Area Connection Status [ & }JI

K,
Network Connection Details Lﬂ

MNetwork Connection Details:

Property Value

Connection-specific DN...

Description Intel(F) PRC/1000 MT Metwork Connecti
Physical Address 00-0C-25-5A-AT-43

DHCP Enabled Yes |
IPwd Address 192.168.1.10

IPwd Subniet Mask 255255 255.0

Lease Obtained Saturday, August 05, 2017 2:50:33 FM
Lease Expires Saturday, August 05, 2017 2:50:33 FM

|Pvd Default Gateway 152.168.1.2 ]
IPw4 DHCP Server 192.168.11

|Pwd DNS Server 8888

|Pwd WINS Server

MNetBIOS over Tepip En...  Yes N
Link4ocal IPvE Address fed0:fo3d:4332:5ch7b1ad%11

|IPvE Default Gateway

|Pv& DNS Server i
Q| m |k

-

Hinh 5-20: Mdy Client nhdn dwoc IP do DHCP chinh cdp
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Metwork Connection Details

hetwiark, Connection 0 etails:

Froperty

Connection-zpecific DM
Dezcription

Physical Address

DHECF Enabled

IPwd Address

|Pwd Subret b ash
Leaze Obtained

Leasze Expires

|Pvd Default Gateway
|Pwd DHCP Server

IPwd DMNS Server

IPwvd WIMS Server
MWetBI0S aver Tepip En..
Link-local IPvE Address
IPvE Default G ateway
IPwE DMS Server

Walue

Whiware Yitual Ethernet Adapter for Wkin
00-50-56-C0-00-01

Tes

192168.1.655

285,255 2550

Saturday, August 05, 20017 1:47:23 PM
Saturday, August 05, 2017 2:47:23 PM
19216812

19216881.3

2888

ez
fe0::3841: 538 c95k c23d%1 4

4

1 3

Cloze

Hinh 5-21: IP dwoc cdp tir DHCP Phu cdp

+ Cau hinh DHCP Relay Agent. Trong bai nay ta s€ dung DHCP ¢ mét network
nay dé cap IP cho network khac thong qua Server DHCP relay Agent. Trudce
khi [am bai nay thi ta phai thuc hién dinh tuyén cho h¢ thong mang

s
File Action View|
ol 4 Wzl o] M

B Routing and Rem
E3 Server Status
v [ R2 (local)
E Network Ir
=3 Remote A
v B P
E Genera
El Static R
E RIP
v B IPvE
B Genera
E Static R

MNew Routing Protocol

Click the routing protocol that you want to add, then click OK.

Routing protocols:

%~ IGMP Router and Progy
FTNAT

"g DHCP Relay Agent

o]

Cancel |

IP Address
127.0.0.1

Mot available
192.168.3.3
192.168.1.3

Hinh 5-22: Cdu hinh Relay Agent
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+ Chon cong ma can céap IP cho hé thdng mang trén Relay Agent

B Routing and Remote Access — | x
File Action View Mew Interface for DHCP Relay Agent *
&= 25 )

This routing protocol uns on the interface that you select below.
= Routing and Rem

- |
£ Server Status 205

v 3 R2 (local) 2 Bthemet0
H Network I "
£ Remote A
v B P
E Genera
B Static K
& RIP
= DHCP
v 5 IPvE
B Genera
) Static R

Requests received

ok | Cancel |
£

Hinh 5-23: Chon cong dé nhdn IP tir DHCP

+ Céu hinh DNS va Default gateway cho h¢ thng ctia mang can cép

% DHCP - = x
File Action View Help
€= 2@ 6= HE &
? [EHCP Option Name Vendor Value I|| Actions
M j %IP 4 =] 003 Router Standard 192.168.3.3 I'| Scope Options &
v v
v [ Scope 132|006 DNS Servers Standard 2888 [ More Actio... b
o Ady
@ Ad
2| Res
. Sec
| Pol
3 Server
| Policie
# Filters
& IPvE
£ > € >

Hinh 5-24: Cdu hinh Default Gateway
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+ DHCP Relay agent tré vé DHCP chinh

ﬂ::_t':'E'::e
File Action Vig
= | 2|

E Routing and Re
% Server Statu
v [ R2 (local)
B MNetwork
=3 Remote
v B (Pvd
B Gene
El Stati
E DHC|
E RIP
B Ipve

DHCP Relay Agent Properties

General

@ (@
[ynamic Host Configuration Protocol (DHCP) Global

The DHCP relay agent sends messages to the server addresses listed

below.

Server address:

| Add |
15216811 Remove

[ ]

QK Cancel Apply

Hinh 5-25: Nhdp dia chi IP ciia DHCP

MNetwork Connection Details

Metworl: Connection Details:

Property

Description
Phyzical Address
DHCP Enabled
IPv4 Address

IPv4 Subnet Mask
Lease Obtained
Lease Expires
IPv4 Default Gateway
IPv4 DHCP Server
IPv4 DNS Server
IPvd WINS Server

Linkocal IPvE Address
IPv6 Default Gateway
IPvE DNS Server

<

Connection-specific DN...

MetBIOS over Tepip En...

Value

Intel(R) 82574L Gigabit Metwork Connect
00-0C-25-0E-77-25

fes

152.168.3.10

255.255.255.0

Tuesday, August 8, 2017 2:18:24 AM
Wednesday, August 16, 2017 2:18:24 AN
192.168.3.3

19216811

8888

Yes
feB0::c95 e36b:9785:59da%3

Requests received

0

Hinh 5-26: Bda nhdn IP tir DHCP thong qua Relay Agent
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6  Dich vu Web

Sau khi hoc xong bai nay thi hoc vién c¢é kha ndng xdy dwng website dé cho nguoi
dung truy cdp vao. Trong bai nay chung ta thuc hién xdy dung nhiéu website cung
luc trén cung mot Server Web

— Chuén bi:
+ Hai may windows server 2016
+ Hai may Client Windows 7

— MG hinh

newstar.vn
dantri.com.vn

tuoitre.com

WEB

192.168.1.1 192.168.1.4
>
192.168.1.9 192.168.1.10
— Két qua dat dugc
+ Phan giai dugc ca 3 website newstar.vn, dantri.com.vn ,
tuoitre.com
— Thuc hién
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+ Tién hanh cai dat dich

Installation T Roles
O
O
O
O

I 1

O
v

O

vu Web

Description

Web Server (IIS) provides a reliable,
manageable, and scalable Web
application infrastructure,

Active Directory Certificate Services

Active Directory Domain Services

Active Directory Federation Services

Active Directory Lightweight Directory Services
Active Directory Rights Management Services
DHCP Server

DINS Server

Fax Server

File and Storage Services (4 of 11 installed)
Hyper-V

Metwork Policy and Access Services

Print and Document Services

Remote Access

Remote Desktop Services

Volume Activation Services

Windows Deployment Services

Windows Server Essentials Experience (Installed)
Windows Server Update Services

| < Previous | | Next >

Install
N N
Hinh 6-1: Cai IIS
€5 Internet Information Services (IIS) Manager — ] s
@ 0 (@ Rl » Stes b Default WebSite TRl B
File View Help
' fault Web Si '
. Default Web Site Home
Q- H B 0 2 Explore ~
H’j Start Page e . Go - Gy Show All | Group by: Edit Permissions...
v &5 R1 (R1\Administrator) : P : ——
- |2} Application Pools IIs LI
v Sites —| — Bindings...
& Default Web Site fl&l ;3_‘ V] o= B Basic Settings..
Authentic... Compression  Default Directory  Error Pages Handler Vi cations
Document  Browsing Mappings View Virtual Directories
— - -
{EJ = Qz%ﬂ i‘fﬁ = Manage Website -
HTTP Logging  MIME Types  Modules Output Request & Restart
Respon.. Caching Filtering [ art
[% B Stop
Browse Website
S5L Settings
Advanced Settings...
Management ~
— ] Configure
Limits...
Feat Vi
Add FTP Publishing. b
Ready -

Hinh 6-2: Giao dién IIS
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=) ) save As

File Edit Format View Help 1 « inetpub > wwwroot v | &/ | Searchwwwroot

<html> welcome to newstar.wn </html>
QOrganize = Mew folder

wwwroot o) Mame Date modified

[ This PC
[ Desktop
|=| Documents
¥ Downloads
b Music

Working on it...

&= Pictures

& videos

‘i Local Disk (C:)

& DVDDive (DS,

Ty

pe

File name: | TR

Save as type: | Text Documents (*txt)

A Hide Folders Encoding: | ANSI i

Cancel

\
Hinh 6-3: Tao Website

Site name:
|newstar.\rn | |newstar.\.rn | Colect [l @ -
] Browse For Folder ®
Content Directory
Physical path: Select a directory for the application.
|C:\ir1etpub\wv\fwroot | |I|
Pass-threugh authentication v i, Local Disk (C3) ~
Connect as... Test Settings... e inetpub
custerr
o ftproot
Binding history
Type: P address: Par logs
http ~ | |All Unassigned v| @ temp
Host name: [z W
www.newstar.vn | 8 B
Example: www.contoso.com or marketing.contoso.com Make New Folder cancel

Hinh 6-4: Chon dwong ddn Website
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tne  wiew e
I i
L B |2 O newstar.vn Home
- i | # |8
& Start Page
: Filter: - G = Show All | G by:
¢ €3 R1 (R1\Administrator) o Go - gy Show All | Group by :
-2} Application Pools 15 B ol
w (@] Sites T - —
- ) g ) b
. € Default Web Site _';gh 2| (/] ! .
L4 newstarvn Authentic... Compression  Default Directery  Error Pages
Docurment  Browsing
= L: T u%ﬂ
Handler Legging  MIME Types  Modules
Mappings Respon...
ey ¥ =
» & 8
Output Request S5 Settings
Caching Filtering
Management ~
= ¥

Hinh 6-5: Cdu hinh Default Document

+ Mic dinh trén Default Document cta IIS ¢6 nhitng tén bén dudi. Néu ta mudn
lay tén Trangchu.html thi ta phai vao d6 thém name vao thi méi st dung duoc

Y intemet nformation §

et Information Services (IS} Manage - o | B [ = | wwwroot _ o x
« @ » Rl » Sites » newstarvn » o e- Home  Share  View [}

File View Help

« v A [« inetp... 5 wwwroot v o

Search wwwroot »
Connections Actions Name Date modified
r @ Default Document ” # Quick access
=N (=3 Add... o e &) trangchu
> R eskto =
:r? Start Page Use this feature to specify the default X Remove " [} web.config
&5 R1 RT\Administrator) file(s) to retum when a client does not o & Downloads
2 Application Pools request a specific file. Set default & Move Dow & Documents
~ 8] Sites documents in order of priority. Voveroen &
&8 dantri.comun Neme | Disable =] Pictures
& newstarvn Revert To Parent sites.
@ twoirewn trangchu htm e || —o+—
: Default.htm inhe || @ Help wwroot
indechtm Inhe S Thiepe
is
Default.asp Inhe
indechtml Inhe & Network
iisstart.htm Inhe
< >
< >
[= Features View | |2 Content View

= | 2items  1item selected 36 bytes E=
Hinh 6-6: Cdu hinh tén ciia Website khi boot

/€ http://192.168.1.1/ - Windows Internet Explorer

Q 'k./' | 2] nttp://1921681.1/

15[ x |2 sog 5|
{3 Favorites i;‘g, £ Suggested Sites v @ | Web Slice Gallery +

& hitp://192.168.1.1/ f5 - B -~ = @ v Pagev Safetyv Tools~ @~

=
welcome to newstar vn

Hinh 6-7: May Client truy cdp vao IP cua Web
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- s
e'\j"é‘ http://192.168.1.1/ L-¢ || & 19216811 | | {7 57 £93

£ s

welcome to newstar.vn

Hinh 6-8: Mdy win 8 ddng nhdp vio Web bang IP
+ Tién hanh cho phép website truy cip bang Tén hay thé dia chi IP

5

4) o

& » Rl » Sites » newstarvn »

File View Help

Connections
@ iz 8 q newstar.vn Home
©5 Start Page -
V- Pty Filter: - W Go - (GShowAll | Group by: Area - E-
22 Application Pools M -
v &) Sites Site Bindings ? % 5 o = &
. e = o9 —
@ dantricoman ii; <§ﬂ g +2| =
@ newstaran Type  HostName Pot 1P Address Binding Informa... Add.. MIMETypes  Modules  Output  Request
& tusitrewn ching Filtering
http  newstarn 0 ¢
http  wwwnewstan 80
Clos

Hinh 6-9: Cdu hinh chay web chay bang tén

505_.‘ DNS Manager
File Action View Help
o= zF cBm § B

£ DNs
v e DNS_SERVER | Add a New Zone
~ || Forward Lonkun 7anes y
R L New Zone...
- Te\rer;e. ° in Mame Systern (DNS) allows a DN5S namespace to be divided into zones. Each
- rust Paing View » sinformation about one or more contiguous DNS domains.
| Conditiong
Refresh ew zoneg, on the Action menu, click New Zone.
Help

Hinh 6-10: Cdu hinh DNS cho Website
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Mew Zone Wizard >

Zone Type
The DMNS server supparts various types of zones and storage.

Select the type of zone you want to create:

(@) Primary zone
Creates a copy of a zone that can be updated directly on this server.

() Secondary zone
Creates a copy of a zone that exists on another server. This option helps balance
the processing load of primary servers and provides fault tolerance.

() 5tub zone

Creates a copy of a zone containing only Mame Server (N5), Start of Authority
(504), and possibly glue Host (&) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available only if DNS server is a writeable domain

contraller)
< Back Cancel
Hinh 6-11: Cdu hinh Primary
Mew Zone Wizard >
Zone Hame

What is the name of the new zone?

}'

The zone name spedifies the portion of the DNS namespace for which this server is
authoritative, It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone. microsoft.com). The zone name is
not the name of the DMS server,

Zone name:

| newstar, vn|

Hinh 6-12: Cdu hinh tén cho website
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£, DNS Manager - O *
File Action View Help
e | 1EXBoz BEI§Ed
H_?E I:ENS Mame Type Data
v j [?Ni_SERVEdRL i Z E—I(sameasparentfolder] Start of Authority (SOA) [1], dns-server,, hostmaster.
v ?rwar 0okup fones E—I(sameasparentfolder] Mame Server (N5) dns-server,
[zl newstarun
| Reverse Lc Update Server Data File
| Trust Poin Reload
- Condition  New Host (A or AAAA)...
Mew Alias (CNAME)...
MNew Mail Exchanger (MX]...
MNew Domain...
MNew Delegation...
Other New Records...
DNSSEC >
All Tasks ¥
View ¥
Delete
Refresh
Export List...
Create a new host rest Properties
T el
N A a
Hinh 6-13: Cau hinh host
£, DNS Manager — O *
File Action View Help
e’ 2@ XE= BE {88
é, D5 MName Type Data

~ 5 DNS-SERVER

. E—I(same as parent folder)
w || Forward Lockup Zones

= E—l(same as parent folder)
=/ newstar.vn

| Reverse Lookup Zones

| Trust Points

| Conditional Forwarders

same as parent folder)

Hinh 6-14: Cdu hinh tén m

Start of Authority (SOA)

Mame Server (MNS)

\

[1], dns-server,, hostmaster,

dns-server,
192.168.1.1

ien Newstar

Trung tam Pao Tao NewStar
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Mew Zone Wizard >

Zone Name
What is the name of the new zone?

>

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a partion of the domain name (for example, newzone.microsoft.com). The zone name is
not the name of the DMS server,

Zone name:

dantri.com.vn

Hinh 6-15: Cdu hinh Zone dantri.com.vn

£, DNS Manager - O *
File Action View Help

e’z Hml § EE

é I:ENS MName Type Status DMSSEC Status
v E DNS_SERVER gnewstar.\rn Standard Primary Running Mot Signed
M= F.(.erard Lookup Zones gdantri.com.\rn Standard Primary Running Mot Signed
gl newstar.vn gtuoitre.\rn Standard Primary Running Mot Signed

=/ dantri.com.an
=] tuoitrewvn
~ || Reverse Lockup Zones
=1 1.168.192in-addr.arp
| Trust Points
| Conditional Forwarders

Hinh 6-16: Cdc Zone DNS da dwoc tao
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£, DNS Manager - O

File Action View Help

e 2@l cHmE 88
£, DNS
v DNS'SERVER ) Add a New Zone
w || Forward Lockup Zones
3 tar.
5 E‘ newsLarEn 7 The Domain Name Systemn (DMNS) allows a DNS namespace to be divided into zones. Each
Vv LI Reverse Lookun Lones ‘nformation about one or more contiguous DNS domains.
| Trust Points Mew Zone...
~| Conditional ) v zone, on the Action menu, click New Zone.
View ¥
Refresh
Help
Hinh 6-17: Tao Reverse Lookup Zone
@ hitp://vwwnewstar.. O v € || @ newstarvn |e & hitp://tuoitrenn O~ ¢ | @ tuoitrewn Ie & hitpy//dantricoman/ O = & || & dantricor
to newstar.vn welcome to tuoitre.va welcome to dantri.com.vn

Hinh 6-18: Truy cdp vao cdc trang web da tao
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{  Dich vu FTP

Sau khi hoc xong bai nay thi hoc vién co kha nang xdy dung mot he thong FTP cung
cdp tai liéu cho nguoi dung ngi bo va internet. Trong bai nay ta sé dung DNS dé

phan gidi tén mién

— Chuén bi:
+ Hai may server 2016
+ Hai may Client Win 7

— M6 hinh
ftp.newstar.vn

192.168.1.1 192.168.1.4

>

192.168.1.9 192.168.1.10

— Két qua dat duogc
+ May client truy cap dugc vao ftp://ftp.newstar.vn

— Thuc hién
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+ Thuc hién cai dich vu FTP. Dich vu nay nam trong Webserver. Ta chon vao
Webserver = chon next dé Chon FTP Server (Chon ca 2 dAu check con trong
do)

[ Add Roles and Features Wizard - O x

DESTIMATION SERVER

Select server roles 3

Before You Begin Select one or more roles to install on the selected server,

Installation Type

Roles Description

Web Server (lIS) provides a reliable,
manageable, and scalable Web
application infrastructure.

[] Active Directory Certificate Services
[1 Active Directory Domain Services
[] Active Directory Federation Services
[1 Active Directory Lightweight Directory Services
(s) [1 Active Directory Rights Management Services
[C] DHCP Server
[] DNS Server
Confirmation [ Fax Server
[m] File and Storage Services (4 of 11 installed)
[1 Hyper-v
[] Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[ Volume Activation Services
[ Windows Deployment Services
| Windows Server Essentials Experience (Installed)
[[] Windows Server Update Services

| < Previous ‘ | Mext > | Install

Hinh 7-1: Cau hinh dich vu Web
[ Add Roles and Features Wizard — O x

DESTINATION SERVER

Select role services a1

Before You Begin Select the role services to install for Web Server (lIS)

Role services Description

4 || Security FTP Server enables the transfer of
Request Filtering files between a client and server by
[ Basic Authentication using the FTP protocol. Users can
[] Centralized S5L Certificate Support establish an FTP connection and
[] Client Certificate Mapping Authentication transfer files by using an FTP client
[] Digest Authentication or FTP-enabled Web browser.
[] 1S Client Certificate Mapping Authenticatic

Confirmation [ 1P and Domain Restrictions

[ URL Authorization
[] Windows Authentication
1 [] Application Development
-
FTP Service
FTP Extensibility
4 Management Tools
II5 Management Console
1IS & Management Compatibility
1IS Management Scripts and Tools
Management Service

‘ < Previous | ‘ Next > | Install

Hinh 7-2: Cdu hinh FTP
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+ MG IS tién hanh add dich vu FTP

W5 Internet Information Services (IIS) Manager — m] s
fe @l v Rl » Sites » b My @ -
File View Help
— @ si .
) e Sites n
@-i-H |5 |8 Qf @ Add Website...
-5 Start Page Set ite Defaults...
Filter: - G =1 Show All | G by: i -
93 RT (RN\Administrator) er o - G Show Pl ~ B | Prap——
i[Z} Application Pools Name D Status Binding -—
I Set FTP Site Defaults...
VNG Addwebsite.. icomwn 4 Started (ht... dantri.com.vn on %20 (http] Y
L taran 2 Started (ht.. newstarwvn on ™80 (http),www.mi S Er
‘e k&) Refresh evn 3 Started (ht... tuoitre.vn on *:80 (http)
Sl@  AddFTP Site..
iz Switch to Content View
< >
[ Fesures Vi i Comtert Ve
Ready L

Hinh 7-3: Add FTP

+ Dé cho cac user co thé truy cip vao FTP thi ta phai cho mot quyén mic danh

cho ho 1a Anonymous

Y Internet Information Se - O =
“ &| » R1 » Sites »| AddFTP Site ? O
File View Help # o o ! f
| Authentication and Authorization Information —
Connections
I ,
.- Start Page L
€5 R1 (R1\Administrator) G o —
i[Z} Application Pools Anonymous
w 8| Sites -
P dantri.comwn L Basic
@ newstar.vn
. @ tuoitrewn Authorization
& FTP newstar [
Allow access to:
All users ~
Permissions
Read 5
[ write
1
Previous Cancel I
[ T
| =] Features View |I"2 Content View
Ready @3

Hinh 7-4: Cdp quyén cho nguoi truy cdp
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e & ftp://ftp.newstarvn P~-c = FTP root at ftp.newstar.vn

FTP root at ftp.newstar.vn

To view this FTP site in File Explorer: press Alt, click View, and then click Open FTP Site in File Explorer.

08/15/2017 02:182M Directory Bai tap 1
08/15/2017 02:18aM 0 Bai tap thuc hanh.txt

Hinh 7-5: Truy cdp FTP thanh cong

+ Mubn xay dung FTP ma c6 tai khoan méi truy cap duoc thi ding chinh sach
Basic kém theo tai khoan cho phép. Tai khoan nay dugc tao trén Server File

Service.

Add FTP Site

@ Authentication and Authorization Information

Authentication

[] Anonymous
Basic

Authorization

Allow access to:

Specified roles or user groups ~

|U5er5

Permissions

Read
] Write

Cancel

Hinh 7-6: Cdu hinh truy cdp cé tai khodn
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+ Trong qué trinh truy cip FTP ta c6 thé truy cap trén trinh duyét web hoic trén

Windows Exploror

FTP server:

@ To log on to this FTP server, type a user name and passward.

ftp.newstar.vn

- [ gm v Page~w Safety~ Tools+ @~

User name: |

Password:

|| Log on anonymously

After you log on, you can add this server to your Favorites and return to it easily.

-

[P Site in Windows Explorer

Done e Internet | Protected Mode: On fa v Hl0% -~
Hinh 7-7: Bang nhdp tai khodn tré b
¥ b Thelntenet » ftp.newstarvn w [ % W Search ftp.newstarvn p
—
Organize v MNewlibrary - 0O @
T Favorites 'LDQ e [z |
B Deskiop
% Downloads Either the server does not allow anonymous logins or the e-mail address was rot
| Recent Places accepted.
FTP server:  fip.newstar.un
4 Libraries — -
5| Documents
o Music Passnord:
=) Pictures After you log on, you can add this server to your Favorites and return to it easiy.
£ videos

1% Computer

€ Network

/8 FTP does not encrypt or encadis passwrds or data before sending them to the
server. To protect the security of your passwards and data, use WebDAV instead.

[]Log on ananymously ["]save password

Hinh 7-8: Dang nhdp tai khoan trén windows Exploror
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8  Dich vu NAT

Sau khi hoc bai nay xong hoc vién c6 kha ndng Nat cdc dia chi IP Private cé thé két
noi Internet. Pong thoi NAT Server Web dwoc truy cap tir bén ngoai

— Chuén bi:
+ Hai may server 2016
+ Hai may Client windows 7
— M6 hinh
192.168.1.8
g )

' — R1

2

192.168.1.3-='¥ : ‘

—— .

— el - Internet
» , '

~~—
— 192.168.1.1 10.20.33.170

192.168.1.9

— Két qua dat duogc
+ Cac may client trong mang ndi bd truy cdp dugc internet va
nguoi ding internet ¢é thé truy cap vao website newstar.vn
— Thuc hién

+ Cai dat dich vu NAT trong Routing and Remote Access
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Routing and Remote Access Server Setup Wizard

Custom Configuration
When this wizard closes, you can configure the selected services in the Routing
and Remate Access console.

Select the services that you want to enable on this server.
[ WPM access

[ Dialup access

[ Demand-dial connections (used for branch office routing )
[+ MAT

[ LAN routing

< Back Mead = Cancel

Hinh 8-1: Cdu hinh NAT

+ Thém cong Private va Public cho Server NAT

E Routing and Remote Access - X
File Action View Help

| fnFEXE Gz BE

Server Stat =
. % R:”(":'(a; us Interface Total mappings Inbound packets translated Inbound packets rejected Outhound pac
2 Network Interfaces There are no items to show in this view.
23 Remote Access Logging
v E Pt
B General
B Static Routes
= IGMP
E NAT
v B IPve New Interface...
S g DHCP Allocator Information...
= s
Show DNS Proxy Information...
View >
Delete
Refresh
Export List...
Properties
Help
< > < >

New NAT Interface

Hinh 8-2: Thém cong
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File Action View Help
| FHE K

B Routing and Remote Access

B

Server Stat
% R?rzer |)a us Interface Tatal Inbaund nackah Inbound packets rejected Outbound ps
- oca
B Newwork Interfaces 23 Ethemetd Ethernet] Properties 7 X 0 0
Ethernet! 0 0
% Remote Access Logging & ethen NAT  Address Pool  Services and Ports
v B P
E General Interface Type:
Static Rout:
% ‘GTM'; outes " Private interface connected to private network
At & Publicimerface connected o the Intemet
v & v ¥ Enable NAT on this interface
H General

& Static Routes

NAT enables clients on this network to send data to and recsive

data from the Intemet using this interface

Cancel Holy

Hinh 8-3: Cdu hinh Public va Private

B Administrator: C:\Windows\system32\cmd.exe

mum

dmini.

mum

ir

Hinh 8-4: Kiém tra két néi
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+ Can dua website dwa ra cho nguoi dung ngoai Internet truy cip. Tién hanh
NAT server web

e < — x
File Action View Help
e @ XEEe:E HE
T Routing and Remote Access NAT
Server Stat =
% R:’;e' I; s Interface Tatal Inboiind nackst branclated Inbound packets rejected Outhound pac
v oca
T Nemork ntefaces EER—— Ethernet! Properties 7 % o A
% ;Ef:ﬂte Access Logging|| 7 Ethemett NAT  Address Pool Services and Pors o 379
v & Ipw
H General Select the services on your private network to which you want to redirsct
T static Routes the Irtemet Users. This wil create NAT port redrection rules
% ﬂ"T‘P Services
v E P C11P Securty (IKE) ~
H General L11P Securty (IKE NAT Traversal)
& static Routes 1 Post Office Protocol Version 3 (POP3)
] Remote Deskiop
] Secure Web Server (HTTPS)
[ Telnet Server
[IVPN Geteway (L2TP/IPsec - running on this server)
LCIVPN Gateway (PPTP)
[CIWeb Server (HTTP)
v
< >
Add. | e Delete
Cancel Apnly
< IR 4 >
Hinh 8-5: Cdu hinh NAT website
= k. - %

File Action View Help

o 2EXE = BE

= Routing and Remote Access
[ Server Status
v @ R1 (local)
& Network Interfaces

v P4
T General
B Static Routes
= IGMP
T NAT
~ B IpvE
& General
E Static Routes

3 Remote Access Logging

Interface Total manninae Inhound nackets toanslatad Inbound packets rejected Outbound pac
22 Ethernetd = 0 0
28 Erhernet] Edit Service ? X | 0 3799
Designate the port and address to which packets should be sent when they
amive on a special port on this interface’s address or on a specic address
pool ertry.
Description of Service:
\Web Server (HTTF)
~Public addr
& On this interface
€ On this address pool ntry: .
- Protocol
& TCP  UDP
Incoming port: 80
Private address: 192.768. 1 . 3
QOutgoing port: 80
Corc
" Sarmoer T
< >

Hinh 8-6: Dién IP Server Private
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File Edit View History Bookmarks Tools Help

http://10.20.33.170/ x “'\\ +

€ (O 102033170

Chao ban den trang web cua Newstar.vn

Hinh 8-7: Truy cdp IP Public trén trinh duyét web
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9  windows Deployment service (WDS)

Sau khi hoc bai ndy hoc vién c6 thé cai hé diéu hanh cho cdc mady client théng qua
Server da co dich vu DHCP

— Chuén bi:
+ Mot may server 2016
+ Mot may Client windows 7

— M0 hinh
newstar.vn

192.168.1.1

— Két qua dat dugc
+ Cai windows 7 tu dong cho may client thong qua WDS

— Thuc hién
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+ Tién hanh cai dat dich vu DHCP

[ Add Roles and Features Wizard — O X

DESTIMATIOM SERVER

Select server roles o

Before You Begin Select one or more roles to install on the selected server.

Installation T Roles Description

SeVEgSElRHnn [] Active Directory Certificate Services Dynamic Host Configuration
[] Active Directory Domain Services Protocol (DHCP) Server enables you
. [] Active Directory Federation Services to centrally configure, manage, and
- [] Active Directory Lightweight Directory Services
DHCP Ser [] Active Directory Rights Management Services
[] Device Health Attestation computers.

provide temporary IP addresses and
related information for client

Confirmation

[C] DNS Server

[] Fax Server

[®] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service

[1 Hyper-v

[ MultiPoint Services

[ Network Policy and Access Services
[ Print and Document Services

[] Remote Access

[[] Remote Desktop Services

[] Volume Activation Services

[] Web Server (lIS)

[] Windows Deployment Services

‘ < Previous | | Next > | Install

Hinh 9-1: Cai dat dich vu DHCP

[ Server Manager

Server Manager * Dashboard (¢

Post-deployment Canfigura... |

Configuration required for DHCP Server at R1
All Servers n Ci Complete DHCP configuration
AD D3
- Task Details
18 pHep QUICK START
B pNg 2 “FOOToES ang reares
¥ File and st Services b
L AL SR e 3 Add other servers to manage
B wDs
WHAT'S NEW .
4 Create a server group
5 Col r to cloud services
Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles:5 | Servergroups:1 | Servers total: 1
i ADDs 1 {8 DHCP 1
@ Manageability @ Manageability

Events Events
Services Services
Performance Performance
BPA results BPA results

Hinh 9-2: Tuy chinh DHCP trén domain
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MNew Scope Wizard
IP Address
*You define the scope address range by identifying a set of consecutive IP addresses

Configuration settings for DHCP Server
Enterthe range of addresses that the scope distributes

Start IP address 192.168. 1 .10

End IP address 192 . 168. 1 .100
Configuration settings that propagate to DHCP Client

Length =]
Subnet mask: 255 256 285 . 0

< Back Next > Cancel

Hinh 9-3: Ddy Range cdp phat

+ Tién hanh cai dat dich vu WDS

= Add Roles and Features Wizard

Select server roles

Confirmation

Select one or more roles to install on the selected server,

- O

DESTINATION SERVER
R1.newstarvn

Roles Description
|| Active Directory Certificate Services Windows Deployment Services
| Active Directory Domain Services (Installed) provides a simplified, secure means
[] Active Directory Federation Services of rapidly and remotely deploying
[] Active Directory Lightweight Directory Services Windaows operating systems to
[] Active Directory Rights Management Services computers over the network.

[[] Device Health Attestation

DHCP Server

| DNS Server (Installed)

[] Fax Server

[m] File and Storage Services (2 of 12 installed)
[] Host Guardian Service

[1 Hyper-v

[] MultiPaint Services

[] Network Policy and Access Services
[ Print and Document Services

[ Remote Access

[ Remote Desktop Services

[] Volume Activation Services

[] Web Server (IIS)

indows Deployment Services]

| < Previous | | Next > | nstal

Hinh 9-4: Cai dat dich vu WDS
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&2 Add Roles and Features Wizard — O =

DESTINATION SERVER

Select role services a1

Before You Begin Select the role services to install for Windows Deployment Services

Role services Description

Installation T

Server Selection Deployment Server provides the full
functionality of Windows
Deployment Services, which you can
Features use to configure and remotely install
Windows operating systems, With
Windows Deployment Services, you
can create and customize images
and then use them to reimage
computers, Deployment Server is
dependent on the core parts of
Transport Server.

Deployment Servel
Transport Server

Server Roles

WDS
{

Confirmation

rvic

| < Previous | ‘ Next > ‘ Install

Hinh 9-5: Chon ca 2 tiry chon

ﬁ Windows Deployment Services
File Action View Help
e 25 G|
~ 53 Servers I—
Fi Rl
. Active Di Configure Server L ‘Windows Deployment Services is not configured

Remove Server

his server is not configured. Te configure this server, right-click the server, and then click Configure Server,
View ¥ ou must be a local administrator to perform this task.

Refresh

Help

Configures this server for the first use.

Hinh 9-6: Cdu hinh WDS
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ﬁ Windows Deployment Services Configuration Wizard >

Install Options =

Select one of the following options:
(®) Integrated with Active Directory

This server is a member of an Active Directory Domain Services (AD DS) domain,
or a domain controller for an AD DS domain.

() Standalone server

Configure the server so that it is standalone, operating independently of Active
Directony.

< Back Next = Cancel

Hinh 9-7: Chon ché do domain

Remote Installation Folder Location =

The remote ingtallation folder will contain boot images, install images, PXE boot files,
and the Windows Deployment Services management tools. Choose a partition that is
large enough to hold all of the images that you will have. This partition must be an
NTFS partition and should not be the system partition.

Erter the path to the remote installation folder.

Path:
| “\RemoteInstall Browse...

< Back Mext = Cancel

Hinh 9-8: Chi dwong dan luu file cai

ﬁ Windows Deployment Services Configuration Wizard >
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@ Windows Deployment Services Configuration Wizard

Proxy DHCP Server

F Cynamic Host Configuration Protocol (DHCP) is unning on this server, check both of
the following check boxes and use DHCF tools to add appropriate PXE options to all
DHCF and DHCPvE scopes.

F a non-Microsoft DHCP server is running on this server, then check the first box and
manually configure DHCP option 60 and DHCPvE Vendor Class for Proxy DHCP.

The Windows Deployment Services Configuration Wizard detected Microsoft DHCP
service anning on the server. Please select from the following options:

Da not listen on DHCP and DHCPvE ports
Corfigure DHCP options for Prosy DHCP

< Back Mext >

Cancel

Hinh 9-9: Thiét lgp DHCP
@ Windows Deployment Services Configuration Wizard

PXE Server Initial Settings

system will be installed based on the settings that you have defined.

Select one of the following options:
() Do not respond to any client computers
(") Respond only to kriown client computers

(®) Respond to all client computers (xnown and unknown)

added to the list of prestaged clients.

To configure this server, click Mext.

Require administrator approval for unknown computers. When you select this option, you must
approve the computers using the Pending Devices node in the snap4n. Approved computers will be

< Back Mext =

w—
3=
Es

You can use these settings to define which client computers this server will respond to. Known clients are
the clients that have been prestaged. When the physical computer performs a PXE boot, the operating

Cancel

Hinh 9-10: Phdn héi cho tit ca cac may Client
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ﬁ ‘Windows Deployment Services
File Action View Help
e zm 6

W Active Directory Prestaged Devices

ﬁ ‘Windows Deployment Services R1l.newstarvn
EERS
[V =E| Servers Name
~ T Rlnewstarvn
S — Enstall Images
=] Boc Add Install Image... Images
i Pen Add Image Group... ing Devices
3 Mu cast Transmissions
= Help
4 D rs

Add &lnstall Image...

Hinh 9-11: Thém file anh HDH

é Add Image Wizard

Image Group

This wizard adds an install image to your server. You must have at least one install
image and one boot image on your server in order to boot a client using Pre-Boot
Execution Environment (FXE) and install an operating system.

An image group is a collection of images that share comman file resources and
security. Enter the image group for the install image that you want to add.

Select an existing image group

(@) Create an image group named |Win A

< Back Mext >

Cancel

Hinh 9-12: Dat tén cho Group HDH
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>

@ Add lmage Wizard

Image Fle

s

Enter the location of the Windows image file that cortaing the images to add.

File location:

SWin Peourcestinstall wim Browse...

Mote: The default boot and install images (Boot.wim and Install wim) are located an the
ingtallation DVD in the “Sources folder.

Mare information about images and image types

< Back Mext > Cancel

Hinh 9-13: Chon File Intall

@ Add Image Wizard

Available Images %\—

ITC_.Z X

The file that you specified contains the following images. Select the images that you
want to add to the server.

MName Architecture  Description

(W] Windows 7 STARTER [z Windows 7 STARTER

[] Windows 7 HOMEBA...  x86 Windows 7 HOMEBASIC

[] Windows 7 HOMEPR... x86 Windows 7 HOMEPREMIUM
[] Windows 7 PROFES... 86 Windows 7 PROFESSIONAL
Windows 7 ULTIMATE  xB6 Windows 7 ULTIMATE

Use the default name and description for each of the selected images

< Back Next > Cancel

Hinh 9-14: Chon HDH can cai
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Q Add Image Wizard X
Summary %—" o]
*You have selected the following images
Image group Win 7
Image file: C:AWin T\sourcestinstall. wim
Selected images
Name
Windows 7 ULTIMATE
To change your selection. click Back. To add the selected images to the server, click
Next.
< Back Next > Cancel

Hinh 9-15: Nhitng HDH cai

ﬁ ‘Windows Deployment Services
File Action View Help
Sk Al alJEY

~ B Servers ImageMame  Architecture  Status  Expanded Size  Date  OSVersion  Priority
~ [ Rlnewstarvn
v [ Install Images There are no items to show in this view.
g Win7
| Boot Imanes
@ Pendi Add Boot Image...
2 Multis View N
"4 Driver
w Active Direct Export List...
Help

5 Windows Deplayment Services Boot Images 0 Boot Image(s)

Adds a Boot Image to the server,

Hinh 9-16: Thém file boot
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@ Add Image Wizard

Image Fle

File location:

s

i

Enter the location of the Windows image file that contains the images to add.

C:Win Peources boot wim Browse.

Mote: The default boot and install images (Boot wim and Install wim) are located on the
ingtallation DVD in the “Sources folder.

Mare information about images and image tvpes

< Back Mext > Cancel

Hinh 9-17: Chon file boot
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ﬂ Add lmage Wizard

Hinh 9-18: Chon HDH 32 bit

Image Metadata %‘ﬁ
-,
Enter a name and description for the following image:
"Microsoft Windows Setup (86
Image name:
r'-"lic:'nsr:uﬂ Windows Setup (x26] |
Image description:
|Micmsoﬂ Windows Setup (<B&) |
Image architecture:
%36
< Back Neat > Cancel

é Add Image Wizard

Summary

Y .

You have selected the following images

Image group: Boot Images
Image file: C:MWin Tsources boot wim
Selected images:

MName

Microsoft Windows Setup (x86)

To change your selection, click Back. To add the selected images to the server, click

Mexd.

< Back Next =

Cancel

Hinh 9-19: Nhitng phién ban dwoc chon cai
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Image Properties *

General  Version Fiters  User Permissions

- )
T’ [Windows 7 ULTIMATE

Image type: Install Image

State: Online

Architecturs: %26

Description: Windows 7 ULTIMATE

Priority:

Image group: Win 7

Image format : Wim

File name: install wim

Expanded size: 8211 MB (8610128720 bytes)
Created: Saturday, November 20, 2010 3:26:11 PM
Modified: Sunday, October 15, 2017 8:37:.00 AM
HAL type: acpiapic

Allow image to install in unattended mode
Select File...

Cancsl Aeply
Hinh 9-20: Théng tin file cai

Unattend xml.txt - Note

File Edit Format Wiew Help

<7xml wersion="1.0" 7> -
<unattend xmins="urn:schemas-microsoft-com:unattend">
<settings pass="windowsPE">
<component name="microsoft-windows-setup"” publickeyToken="31bf38
language="neutral” versionscope="nonsxS" processorarchitecture="x86">
<windowsDeploymentServicess
<Logins
<wilTshowlI>0onError<willshowlIs>
<Credentialss=
<Usernamesusername</Usernames
<bomainznewstar. com</Domatin:
<Password>my_password</Passwords>
</Credentialss
</Logins
<Imageselaection:
<WiTT1showUI=0nError<willshowuI>
<InstallImages>
<Imagenameswindows 7 with office</Imagename:
<Imagecroup=win 7 ImageGroups
<FilenamerInstall.wim</Filename:
</InstallImages
<InstallTox
<DiskID>0</DiskID>
<Partitionics=l</Partitionio:
</ InstallTos -

4 L F

m

Hinh 9-21: Cdu hinh File dang nhdp
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Select Unattend File *

Enter the unattend file path. This file will be saved on the server with the name
Imagelnattend xml.

Unattend File Path:
C\RemoteInstal\WdsClient Unattend \Unattend xml | I Browse I

if an unattend file for the selected image already exists. it will be overwritten by
the new file.

OK Cancel

Hinh 9-22: Chon file Unattend

58 Windows Deployment Services
File Action View Help
o HE X

ﬂ Windows Deployment Services

Win7 1 Install Image(s)

33s
h 33 i;";;aw‘ Image Mame  Architecture  Status  Expanded Size  Date  OSVersion  Priority
- Inst Properties Windows 7... x86 Online 8211 MB 10/1...  6.1.7601 500000 ...
j Remove Server
= B
=000 AllTasks >
% Pen
35 Mu Refresh
<. Drin
& Active Dire Help

Displays the properties.

Hinh 9-23: Chinh sira WDS
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R1 Properties

Multicast

Unattend file

Advanced
General PXE Response

Netwaork TFTP
AD DS Boot Client DHCP

‘When enabled. installation options on the client computer are defined
using the settings in the Windows Deployment Services client unattend
file that you specify here.

Enable unattended installation

«86 architecturs: | | Browse...
iaf4 architecturs: | | Browse...
w64 architecture: |stClientUnaﬁend"-.Unaﬂend.| | Browse...
am architecture: | | Browse...
«86 (LIEF) architecture: | | Browse...
w64 (UEFI) architecture: | | Browse...
Joining a Domain
[ Do not join the client to a domain after an installation.
Client Logging
[ Enable client logging
Logging Level: | |og emor, waming and informational messages
0K Cancel Apply

Hinh 9-24: Cdu hinh cho mdy Client tic dung

R1 Properties
Multicast Advanced Network TFTP
General PXE Response AD DS Boot Client DHCP
PXE Boot Policy
After a network boot is intiated, define when a PXE boot will continue.
Known clients:
(O Require the userto press the F12 key to continue the PXE boot
(®) Mways cortinue the PXE boot
(O Cortinue the PXE boot unless the user presses the ESC key
(O Never cortinue the PXE boot
Unknown clients:
() Require the userto press the F12 key to continue the PXE boot
(®) Always continue the PXE boot
(O Cortinue the PXE boot unless the user presses the ESC key
(O Never cortinue the PXE boot
Default boot image (optional)
«86 architecture: | | Select...
ia64 architecture: | | Select...
x64 architecture: | | Select...
am architecture: | | Select...
x86 (UEFl architecture: | | | select..
x64 (UEFl) architecture: | | | select...
Cancel Aoply

*

Hinh 9-25: Diéu chinh file boot
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Scope Options ? X
General  Advanced
Available Options Description
[ 084 NIS+ Domain Name The name o
[ 085 IS+ Servers Alistof IP &
] D88 Boot Server Host Name TFTP boot £
v
L4 >
Data entry
String value:

"\192.168.1. 1 reminst\Boot ‘«xB86 wdsnbp com

Cancel
Hinh 9-26: Diéu chinh théng s6 Scope

Loading files...

IP: 192.168.1.1, File: “Boot\x86~Images“boot.nimM

Hinh 9-27: May client dang load HDH

.S_E;é{’ Install Windows \ ‘ \ -

Select the operating system you want to install

Date modified
10/16/2017

I Operating system | Language Architecture
Windows 7 ULTIMATE 3

Description:
Windows 7 ULTIMATE

Select language to install:

[

Hinh 9-28: Lwa chon HDH cai
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10 Luwutri cuc bd tranh trang lip dit liéu

Sau khi hoc bai nay hoc vién co kha nang khdc phuc dvuoc viéc trung lcfp dir liéu trén
windows Server 2016
— Chuén bi:
+ Mot may server 2016
— Két qua dat dugc
+ Dit lidu duoc tim kiém va giai quyét chuyén trun lap di liéu

— Thuc hién

fz Add Roles and Features Wizard — O X

DESTINATION SERVER
R2

Select server roles
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description

Data Deduplication saves disk space
by storing a single copy of identica
data on the volume,

[T] Active Directory Certificate Services
[] Active Directory Domain Services
[] Active Directory Federation Services
[] Active Directory Lightweight Directory Services
Confirmation [] Active Directory Rights Management Services
[] Device Health Attestation
[C] DHCP Server
[C] DNS Server
[] Fax Server
4 (W] File and Storage Services (1 of 12 installed)
4 File and i5CSI Services
File Server
[] BranchCache for Metwork Files
Data Deduplicatio
[} DFS Mamespaces
[] DFS Replication
[] File Server Resource Manager
[ File Server VSS Agent Service
[71 iSCS| Taraet Server

[ <Previous | [ Next> | sta
Hinh 10-1: Cai dat dich vu Data Deduplication
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Storage Services * Volumes *

_ = VOLUMES
1= Servers All volumes | 3 total TASKS ¥
5 -
! folume: Fiter o )
| L] Disks
Storage Pools + Add criteria ¥
Shares A Volume™ Status File System Label  Provisioning Capacity Free Space Deduplication Rate Deduplication Savings
iSCsI 4 R2(3)
Work Folders WhValume{93c... System Reserved Fixed S00MB 154 MB
[ Fixed 246GB  151GB
E =) 400GB 487 GB
New Share...
New iSCSI Virtual Disk...
Scan File System for Errors
Repair File System Errors
Last refreshed Manage Drive Letter and Access Paths...
Format...
Extend Volume...
SHARES Delete Volume pisK
No related share A\ on R2 TASKS ¥
Configure Data Deduplication...
Properties VMware, VMware Virtual S
Capacity: 30.0 GB
100% Allocated B 200 GB Allocated
Hinh 10-2: Liwa chon 6 dia dé cau hinh
[ R2 Deduplication Schedule — | X

R2

Enable background optimization

Regularly run data deduplication at low pricrity and pause data deduplication when the system
is busy to minimize the impact on system performance,

Enable throughput optimization @

During the specified hours, run data deduplication at normal priority and consume the
resources required to maximize performance.

Days of the week: Sunday

Monday Tuesday Wednesday

Thursday Friday Saturday
Start time: 145 AM ~
Duration (in hours): |6
[] Create a second schedule for throughput optimization @

During the specified hours, run data deduplication at narmal priority and consume the
resources required to maximize performance.

Days of the week: | Sunday ~ Monday | Tuesday | Wednesday
| Thursday | Friday | Saturday
Start time: 9:00 AM

Duration (in hours): |8

‘ 0K || Cancel || Apply |

Hinh 10-3: Tim kiém dit liéu bi trimg ldp va khdc phuc
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11 Dich vu VPN

A. Client to Site
Sau khi hoc bai nay hoc vién co kha nang truy cdp tw bén ngoai Internet

vdo bén trong hé thong mang noi bé bén trong

— Chuén bi:
+ Mot may server 2016
+ Hai may Windows 7

— M@ hinh

102033179
192.168.1.8

™

M,'.ﬁ-;_i R1

>
192.168.1.3___> -

—
.

f—
0
i

192.168.1.1 10.20.33.170
[ =

Internet

-
-
v

—

192.168.1.9

— Két qua dat dugc
+ PC1 ngoai internet ping dugc ndi bo va truy cap ndi bo

— Thuc hién
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+ Thuc hién & may Server 2016

& oo - O X
File Action View Help
LI
(& Computer Management (Local|| Name Full Name Description Actions
v it %St‘rmk-rswl':sd ' P Administrator Built-in account for administering... Users -
ask Scheduler
Q Event Viewer gg:f:s:lm:mm A user account managed by the s... More Actions »
— Buili-inaccountforauestaccesst..
4] Shared Folders * > "
v & Local Users and Groups New User !
| Users
= Groups User name: ‘u1
Perfermance s
Device Manager .
v 5 Storage Deserption: |
s Windows Server Backup
=* Disk Management
4 Services and Applications Passward seeeenee
Confim password: | #
User must change password at next logon
[ User cannot change password
Password never expirest
[ Account is disabled
Help Create Close
Hinh 11-1: Tao user Ul
A Computer Management — m] X
File Action View Help
5 nE XEE HE
(& Computer Management (Local | Name Full Name Description Actions
v it SY“:"‘J;E:SH | B A dministrator Built-in account for administering... Users -
<] Ea‘ t; sauler ] Defaulthcco... A user account managed by the s... More Actions N
] Event Viewer % Guest Built-in account for guest access ..
] Shared Folders - "
v # Local Users and Groups Set Password...
= Users More Actions 4
| Groups Al Tasks >
()]
(&) Performance T
& Device Manager
~ 22 Storage RECAI
1 Windows Server Backuf P "
= Disk Management !
4 Services and Applications Help

< >

Opens the properties dilog box for the current selection.

Hinh 11-2: Tuy chinh tai khodn Ul
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ul Properties ? X
General Member Of Prafile Environment Sessions
Remote cortrol Remote Desktop Services Profile Diahin

r~ Network Access Pemission

& Mlow access
" Deny access
~ Control access through NP5 Network Palicy

[™ Veriy Caller-ID:
—Callback Options
& Mo Callback
" Set by Caller (Routing and Remote Access Service only)
" Aways Calback to: |

1 Aszsign Static |P Addresses
D_e:ﬁrje IP addre_sses to enable forthis Static IP Addiesses |
Dial-n connection.

T Apply Static Routes

Define routes to enable for this Dialkin Static Foutes ... |
connection.

Cancel Apply Help
Hinh 11-3: Tuy chinh Allow access

+ Thuyc hién 6 may Windows 7

? Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

L i Setup a new network
<, Set up a new router or access point.

Connect to a workplace

Set up a dial-up or VPN connection to your workplace

Cancel
Hinh 11-4: Tién hanh két néi VPN ¢ mdy Client
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< |_Tﬂ Connect to a Workplace
How do you want to connect?

— Use my Internet connection (VPN)
Connect using a virtual private network (VPN) connection through the Internet.

—> Dial directly

Connect directly to a phone number without going through the Internet.

Cancel

Hinh 11-5: Liwra chon két noi

<« |._I|ﬂ Connect to a Workplace

Type the Internet address to connect to

Your network adrministrator can give you this address,

Internet address: | 172.16.9.37 |

Destination name: | VPN Connecticn |

[JUse a smart card
Remember my credentials

E;J [] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

Hinh 11-6: Nhdp dia chi IP cia may Windows server 2016
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& Settings

{9:? NETWORK & INTERNET
Data usage

VPN

Dial-up

Ethernet

Proxy

Find a setting

VPN

Add a VPN connection
+

Qg) VPN Connection
Connected

Advanced options

VPN Advanced Settings

Allow VPN connections over Metered networks
@ on

Allow VPN to connect while Roaming

@@ on

Related settings

Channe adanter antion

Disconnect

Hinh 11-7: VPN da két néi duwoc

Metwork Connection Details *

Metwork Connection Details:

Property

Description

Phiysical Address
DHCP Enabled

|Pv4 Address

IPvd Subnet Mask
|Pvd Default Gateway
IPv4 DNS Server
IPvd WINS Server

Connection-specific DN....

MetBIOS over Tepip En...

Walue

YPN Connection
No

132.168.1.100
255 255 255 255

Yes

Hinh 11-8: IP VPN da cdp
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BR CAWindows\system32icmd.exe — O >

m
from
from

e

from
from
from
¢ from

Hinh 11-9: Kiém tra két néi téi cdc IP trong ndi bo

B. VPN site to site ,
Sau khi hoc bai xong hoc vién co khc,i nd{ag cau hinh VPN twr mot tru so ta'z:
mot chi nhanh cua cong ty. Giup ket noi mang giita hai chi nhanh xa vé
mat vat ly
— Chuén bi:
+ Hai may server 2016
+ Hai may windows 7

— MO0 hinh
192.168.1.8
"
' R1
D
192.168.1.3x
= 4 a Internet
: 192.168.1.1 10.20.33.170
192.168.1.9 R2
10.20.33.171 192.168.2.2

192.168.2.1
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— Két qua dat duoc
+ Mang noi bd héi PC 192.168.1.3 ping dugc 192.168.2.3

— Thuc hién
+ Trong bai nay ta phai ciu hinh NAT & ting Server cho céac may client két ndi
Internet, tuy nhién cac may client cia nhanh nay khong ping thay nhanh kia
+ Tién hanh cai dich vu NAT va VPN ¢ R1
&

DESTINATION SERVER

Select server roles 3

Before You Begin Select one or more roles to install on the selected server.

Installation Roles Description
|| Active Directory Federation Services Remote Access provides seamless
[] Active Directory Lightweight Directory Services connectivity through DirectAccess,
[] Active Directory Rights Management Services VPN, and Web Application Proxy.
[] Device Health Attestation DirectAccess provides an Always On
[] DHCP Server and Always Managed experience,
[] DNS Server RAS provides traditional VPN
[] Fax Server services, including site-to-site
i+ [m] File and Storage Services (1 of 12 installed) (branch-office or cloud-based)
[] Host Guardian Service connectivity, Web Application Proxy
[1 Hyper-V enables the publishing of selected |
[ MultiPoint Services HTTP- and HTTPS-based

[ Network Policy and Access Services applications from your corporate

[ Print and Document Services network to client devices outside of
the corporate network. Routing

[] Remote Desktop Services provides traditional routing

[ Volume Activation Services capabilities, including NAT and other
[] Web Server (lIS) connectivity options. RAS and

[ Windows Deployment Services Routing can be deployed in single-
[ Windows Server Essentials Experience tenant or multi-tenant mode.

[ Windows Server Update Services

| < Previous | ‘ Mext » ‘ nsta
Hinh 11-10: Cai Remote Access
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Fﬁ Add Roles and Features Wizard

Select features

Before You Begin

Installation Typs

Role Services

Select one or more features to install on the selected server,

Features

P
[] IP Address Management (IPAM) Server

[] iSNS Server service

[] LPR Port Manitor

[] Management OData |15 Extension

[[] Media Foundation

[] Message Queuing

[ Multipath /O

[] MultiPaint Connector

[ Network Load Balancing

[] Peer Name Resclution Protocol

[ Quality Windows Audio Video Experience
RAS Connection Manager Administration Kit
[] Remote Assistance

[[] Remote Differential Compression

[] Remote Server Administration Tools

1 RPC over HTTP Proxy

[[] Setup and Boot Event Collection

[] Simple TCP/IP Services

# CMAD 1 NIFICC Cil~ €k

et (e galla Al

- [m] X

DESTINATION SERVER
R1

Description

Create profiles for connecting to
remote servers and networks.

| < Previous | | Next >

| Install

Hinh 11-11: Cai RAS

f& Add Roles and Features Wizard

Select role services

Befcre You Begin

Installation Type

Role Services

Confirmation

Select the role services to install for Remote Access

Role services

Directhccess and VPN (RAS)
iouting]
[] Web Application Proxy

- O X

DESTINATION SERVER
R1

Desaription

Routing provides support for NAT

Routers, LAN Routers running BGP,
RIP, and multicast capable routers

(IGMP Proxy).

| < Previous ‘ | Next >

| Install

Hinh 11-12: Chon RAS va Routing

Trung tam Pao Tao NewStar

95



LAB MCSA 2016

New&tar

= Routing and Remote Access
File Action View Help
=5

B Routing and Remote Access
% Server Status
[ R? flocal

All Tasks

Delete
Refresh

Properties

Help

Configure and Enable Routing and Remote Access

Routing and Remote Access

| LT TN PO NI N PN —-nd Remnte ACCESS

rovides secure remote access to

Disable Routing and Remote Access

:= to configure the following:
1 two private networks.

PN) gateway.

wver.

(NAT).

To add a Routing and Remote Access server, on the Action menu,
click Add Serwer.

Coenfigures Routing and Remote Access for the selected server

Hinh 11-13: Cdu hinh RRAS

Configuration

customize this server

(" Metwork address

Routing and Remote Access Server Setup Wizard

You can enable any of the following combinations of services, or you can

(" Remote access {dial-up or VPN)

Allow remote clients to connect to this server through either a dial-up connection or a
secure virtual private netwars (VPMN) Intemet connection.

Allow intemal clients to connect to the Intemet using one public IP address.

" Virtual private networke (VPN) access and NAT

Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

(" Secure connection between two private networks
Connect this network to a remote networl, such as a branch office.

{* Custom corfiguration
Select any combination of the features available in Routing and Remote Access.

translation (MNAT)

< Back Mext > Cancel

Hinh 11-14: Tuy chon Custom
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Routing and Remote Access Server Setup Wizard

Custom Configuration
When this wizard closes, you can corfigure the selected services in the Routing
and Remote Access console.

Select the services that you want to enable on this server.
[+ VPM access

[ Dialup access

[ Demand-dial connections (used for branch office routing )

v MAT
[+ LAN routing
< Back Mext = Cancel
Hinh 11-15: Chon cdc lva chon phu hop
B} Routing and Remote Access - O * |
File  Action View| Mew Interface for Network Address Translation (NAT) *
@=| 7 )

This routing protocol runs on the inteface that you select below.

B Routi dR I
B RoutingandRem{ ]

% Server Status
v [ R2 (local) £ Interal Inbound packe

—_— yrmey LA,
5 Nemork

= WAN v
= Remote A 2

E Ports
3 Remote A

v B Py
B Genera
B Static A
E DHCP
B IGMP
B MAT
= IPvb

0K | Cancel |

Hinh 11-16: Cdu hinh dich vu NAT
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Network Address Translation Properties - LAN Properties 7 X

NAT

Interface Type:
{+ Private interface connected to private network
" Public interface connected to the Intemet

r

NAT enables clients on this networl: to send data to and receive
data from the Intemet using this interface.

Cancel Apply
Hinh 11-17: Cdu hinh NAT cho céng trong

MNetwork Address Translation Properties - WAN Propert... 7 X
NAT  Address Pool  Services and Ports

Interface Type:
(" Private interface connected to private network
{* Public interface connected to the Intemet

[¥ Enable NAT on this interface

NAT enables clients on this netwaorlk to send data to and receive
data from the Intemet using this interface.

Cancel Apply

Hinh 11-18: Cdu hinh NAT cho céng ngoai

+ Tuong tu cho R2, ta cling phai cai dat dich vu NAT
+ Tién hanh cau hinh VPN ¢ R1
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E Routing and Remote Access — O

File Action View Help

= nE = HE

E Routing and Remote Access Network Interfaces
5 Stat ~
o % F‘;n(.rleorcal; - LAM and Demand Dial Interfaces Type Status
T Network Interfarar 22 waN Dedicated Enabled
B Remote / New Demand-dial Interface... Loopback Enabled
oy Dedicated Enabled
El Ports View X
£ Remote / Internal Enabled
v B IPv4 Refresh
2 Genel Export List..
B, Static
E DHCF Help
E IGMP
B NAT
E IPvh
< |« b3
Create a new demand dial interface
Hinh 11-19: Cau hinh dich VPN o R1
f Demand-Dial Interface Wizard >

Interface Mame
You can type a fiendhy name for this connection.

Type a name for this demand dial inteface. A common practice is to name inteffaces
after the netwark or router to which they connect.

Interfface name:

=

|h|:m|

< Back Mext > Cancel

Hinh 11-20: Dt tén cho cong & R1
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Demand-Dial Interface Wizard >
Connection Type o
Select the type of demand-dial inteface you want to create. &;—l

~

{ Connect using virtual private networking (VPN)

(" Connect using PPF over Ethemet (PPPoE)

< Back Next = Cancel

Hinh 11-21: Lira chon két noi VPN & R1

Demand-Dial Interface Wizard >

VPN Type S
Select the type of VPN connection you want to create. &J

" Automatic selection
% Point to Point Tunneling Protocol (PPTF)
" Layer 2 Tunneling Protocol (L2TP)

" IKEw2

< Back Mext = Cancel

Hinh 11-22:Chon giao thitc két noi
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Demand-Dial Interface Wizard X
Destination Address .-
What iz the name or address of the remate router? ?L...—J

Enter the name or |P address of the router you are connecting to.

Host name or IP address (such as microsoft com or 157.54.0.1 or 3ffe:1234::1111 )

|1?2.15_5-.331

< Back Neat > Cancel

Hinh 11-23: Nhdp dia chi IP Public Ha noi

Demand-Dial Interface Wizard >
Protocols and Security .
Select transports and security options for this connection. &.—'

Select all that apply:
¥ Route IP packets on this interface.
Iv Add a user account so a remote router can dial in
-
-

< Back Next = Cancel

Hinh 11-24: Tuy chon cong va tao tai khodn

Trung tam Pao Tao NewStar 101



LAB MCSA 2016

New&tar

+ Dinh tuyén tinh cho hai chi nhanh

Static Route

Destination:
Metworke Mask:

Metric:

(®) Remate Metwork Support using |Pvd

() Remate Metwork Support using IPvE

[192 . 168. 2 . 0 |
[ 255 . 255 . 255 . 0 |

Corcel

Hinh 11-25: Nhdp mang néi bo bén Ha Noi

Demand-Dial Interface Wizard

Dial-In Credentials

s

5
Conrfigure the user name and password that the remote router will use when it dials

in to this server.

You need to set the dialin credentials that remote routers will use when connecting to
thiz interfface. A user account will be created on this router with the information that you

enter hers.

|Jzer name:
Password:

Canfirm password:

hem

|
—

< Back Mext > Cancel

Hinh 11-26. Nhdp Password cho tai khodn hcm
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Demand-Dial Interface Wizard X

Dial-Out Credentials

o
Supply the user name and password to be used when connecting to the remote %
rauter.

You need to set the dial out credentials that this interface will use when connecting to
the remote router. These credentials must match the dial in credentials corfigured on
the remote router.

User name: |hn
Domain: |
Password: |“""""""’

|

Confirm password:

< Back Next = Cancel

Hinh 11-27: Nhdp tai khodan Ha noi
+ Tién hanh c4u hinh VPN trén R2

Demand-Dial Interface Wizard *
Intesface Name e
You can type a fiendly name for this connection. &J

Type a name for this demand dial intefface. A common practice is to name interfaces
gfter the network or router to which they connect.

Interface name:
|hn

< Back Next = Cancel

Hinh 11-28: Cdu hinh céng interface
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Demand-Dial Interface Wizard *
Destination Address o
What is the name or address of the remote router? ?I__.J

Enterthe name or IP address of the router you are connecting to.

Host name or IF address (such as microgoft.com or 157.54.0.1 or 3fe:1234::1111 ):

|1?2.15.5.3?1

< Back Mext = Cancel

Hinh 11-29: Ip Public cong nhanh hcm
+ Dinh tuyén tinh cho 2 chi nhanh

Static Route *

(®) Remote Metwork Support using |Pvd
Destination: [1s2 . 168 . 1 . 0 |
Network Mask: [[255 . 255 . 255 . 0 |
e

(") Remote Metwork Support using |Pv6

Cancel
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Demand-Dial Interface Wizard >

Dial-in Credentials .
Configure the user name and password that the remote router will use when it dials &—J

in to this server.

You need to set the dialin credentials that remote routers will use when connecting to
this interface. A user account will be created on this router with the information that you

enter here.
User name: |hn
Password:  —
Confirm password: |"“""“1

< Back Mead = Cancel

Hinh 11-30: Nhdp tai khodan ¢ Ha Ngi

+ O mot trong hai

Demand-Dial Interface Wizard *
Dial-Out Credentials o
Supply the user name and password to be used when connecting to the remote %,—l

router.

You need to set the dial out credentials that this interface will use when connecting to
the remote router. These credentials must match the dial in credentials configured an
the remote router.

User name: [hem
Domain: |
Password:  —
Confim password: |""""‘“‘“1

< Back Next > Cancel

Hinh 11-31: Nhdp tai khodan hcm

chon két noi

noi két nodi thi ta chi chon vao card mang mot bén va sau do
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B Routing and Remote Access - [m}

File Action View Help

= 2 K
E Routing and Remote Access
% Server Status

H =

LAM and Demand Dial Interfaces Type Status Connection State
~ [ R2 (local)
B Network Interfaces 22wan Dedicated Enabled Connected
E Remote Access Clients (1 Eg\_oopback Loopback Enabled Connected
B Ports E-‘?LAN Dedicated Enabled Connected
4 Remote Access Logging 22 Intemal Internal Enabled Connected

v B 1P
E General
B Static Routes
B DHCP Relay Agent
= IGMP
B NAT
B IPvE

F=t hem Demand-dial Enabled Connected

Network Interfaces

Devic

Intel(

Intel(

Hinh 11-32: VPN da dwoc két noi

=
BN C:\Windows\system32\cmd. exe

iC:sUsersshieprping 192_168.2.3

192.168.2.3 with 32 bytes of data:
timed out.
timed out.
timed out.
timed out.

Pinging
Requeszt
Request
Request
Requeszt

Ping statistics for 192.168.2.3:
Packets: Sent = 4. Received =

IC:~Usersshieprping 192.168.2.3

Pinging 192.168.2.3 with 32 hytes of data
Reply from 192.168.2.3: hytes=32 time=1ms
Reply from 192.168.2. hytes=32 time=2ms
Reply from 192.168.2 hytes=32 time=2ms
Reply from 192.168.2. hytes=32 time=2ms

B, Lost = 4 (188x loss),

TTL=126
TITL=126
ITL=126
TTL=126

Ping statistics for 192.168.2.3:

Packets: Sent = 4, Received = 4, Lost = 8 (@ loss),
fpproximate round trip times in milli-seconds:

Minimum = ims. Maximum = Zms, Average = 1ms

C:Usersshiep>

Hinh 11-33: Puing trong néi bé hem ping thdy néi bo hn

o5 =]
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B C\Windows\system32\cmd.exe - O *

o

=3
=Y
c
=l
c

Hinh 11-34: Puing trong néi bo hn thdy néi bé hem

= | 19216813 - O ht

Home Share View 0

A 0 5 Metwork » 192.168.1.3 v & Search 192.168.1.3 D

3 Quick access

[ Desktop
4 Downloads

Mang 1.0 share

2| Documents

|

&= Pictures

J“.- Music
m Yideos

¢@ OneDrive
= This PC

o F Metwork

1 item SEE=

Hinh 11-35: HN truy cdp duoc file cia HCM
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12  Trién khai hé théng Domain

Sau khi hoc bai nay hoc vién c¢é kha nang ndng cdp mét mday Windows Server 2016
thanh mot may Domain Controller, giup cdc may con gia nhdp vao hé thong domain
ma ta da nang cap

— Chuén bi:
+ Mot may server 2016
+ Mot may Client windows 7

— M@ hinh

Domain Controller

N amcee D

— 192.168.1.2

’“ -?7 .
,_‘ 192.168.1.3

S

-
NS

=

192.168.1.1 -‘
. 192168.1.4
i c

Ee———— 1

— Két qua dat dugc
+ May client join vao domain, dang nhap tai khoan & ADDS trén
may client
— Thuc hién

+ Khi dat dia chi IP cho Server thi phai tré6 DNS vé chinh Server vi no sé 1a noi
deé phan gidi tén mién ma ta s€ sir dung trong qué trinh nang cap domain
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Internet Protocol Version 4 (TCP/IPv4) Properties
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(® Use the following IP address:

IP address: 192 .168. 1 . 1

Subnet mask: 255,255,255, 0

Obtain DNS server address automatically
(®) Use the following DNS server addresses:

Preferred DNS server: 192,168, 1 . 1

Alternate DNS server: l:l

[Jvalidate settings upon exit Advanced...

Cancel

Hinh 12-1: Dat IP cho Server Domain

= Add Roles and Features Wizard

Select server roles

[®] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[] Hyper-v

[ MultiPaint Services

[ Metwork Policy and Access Services
[ Print and Document Services

[] Remote Access

[[] Remote Desktop Services

[ Volume Activation Services

[ Web Server (115)

[] Windows Deployment Services

| < Previous | | Next > |

Hinh 12-2: Cai dich vu ADDS

DESTINATION SERVER

R1
Before You Bagin Select one or more roles to install on the selected server.
Installation Ty Roles Description
[] Active Directory Certificate Services Active Dlrector):r Domalr? Services
[BN:ctive Directory Domain Service: (AD DS) stores information about
[] Active Directory Federation Services ob_Je.cts on th.e “Et\"'q‘k and makes
[] Active Directory Lightweight Directory Services this information a?.ra_llable touser
[] Active Directory Rights Management Services and network administrators. AD DS
[] Device Health Attestation uses domain controllers to give
] DHCP Server network users access to permitted
] DNS Server resources anywhere on the network
[ Fax Server through a single logon process.
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[ Server Manager

Server Manager * Dashboard

B Local Server

i All Servers

ii File and Storage Services b

WELCOME TO SERVER MANAGI

‘QUICK START

Post-deployment Configura... |

Configuration required for Active Directory Domain
Seniices at R1

Promote this server to a domain controller

o

-@ | I'A Manage

Tools

@ reeture installation
————

]

d. Installation succeeded on R1.

Configuration requ

w

Add Roles and Features

WHATS New 4 Task Details
5 Connect this sel o cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:2 | Servergroups:1 | Servers total: 1
. = File and Storage
il ADDs 1 w g 1
@ Manageability @ Manageability
Events Events
Services Performance
Performance BPA results
BPA results
N \ - -
Hinh 12-3: Cai Domain
= Active Directery Domain Services Configuration Wizard — O *
TARGET SERVER

Configuration

Domain Controller Cptions
Additional Cptions

aths
Review Cptions

s Check

Prereq

Deployment Configuration

Select the deployment operation

Add a domain controller to an existing domain

Add a new domain to an existing forest
Add a new forest

Specify the domain information for this operation

Root domain name: |newstar.vr“

More about deployment configurations

< Pre

Hinh 12-4: Nhdp tén domain

R1
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+ Qua trinh nang cAp domain d3 xong, ta tién hanh tao tai khoan trén domain

Mame Tune Deccrintinn
&, Administrator | Hiep Dang, Properties T x
42 Allowed RO... : : :
% Cert Publish... Member Of Dialin Environment Sessions
Remote control Remote Desktop Services Profile COM=
Eg Cloneable D...
General Address Account Profile Telephones Organization
Ea; Defaulthcco..
Eg Denied ROD... User logon name:
%DnsAdmins hicodh| @newstarvn ~
g EnsUpda:jP... User logon name (pre-Windows 2000):
omaim A [NEWSTARY | [iepdn
£E, Demain Co..
EgDomain Con.. Logon Hours... Log On To...
58 Demain Gue..,
Eg Domain Users
Unlack it
58, Enterprise A.. [ Urloci accou
58 Enterprise K... Account options
Eg Enterprise R...
% Group Polic... [ User must change password at next logon &
E - Guest [ User cannot change passwaord
& Hiep Dang. [ Password never expires
. ore password using reversble encryption v
EgKEyAdmms Ost hE = P
23, Protected Us... Accourt expires
2 RAS and 145 ... @ Never
8, Read-only D.. (O End of Tuesday ., September 26, 2017
58 Schema Ad...
Concel | [ oy | [ Heb

Hinh 12-5: Tao tai khoan trén domain

+ Dat Ip trén may client, tré DNS vé Domain Controller

Metwork Connection Details @

Metworle Connection Details:

Property Value

Connection-specific DM...

Description Intel(R) PRO/1000 MT Metwork Connecti
Phyzical Address 00-0C-234C1-9B-B3

DHCP Enabled No

IPv4 Address 192.1681.2

IPv4 Subnet Mask 255 2502050

|Pv4 Default Gateway

IPv4 DNS Server 15216811

IPvd WINS Server

MetBIOS aver Tepip En...  Yes

Linkdocal IPvE Address fel0::6cdb: 4607 af 15:8828%11
|IPv6 Default Gateway

IPvE DNS Server

Hinh 12-6: Dat IP trén may Client

+ Tién hanh gia nhap domain, nhap phai chudt vao My computer chon vao
Property = change setting = Change, check muc Domain nhap tén domain
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va0. Sau d6 c6 thong bao yéu cau nhap tai khoan bén Domain, Nhép tai khoan
administrator

= | &8 | =
() [fB + Control Panel + System and Security » System + [ #3 | [ Search Control Pane! )
cor| System Progeries (=] (2]

mputer
Computer Name/Domain Changes [=] P P
& Devl
You can change the name and the of this "

) Renf |  computer. Changes might affect access to netwark

W o] | Mo cfomaton Windows Security ==l
B A | e name Computer Name/Domain Changes
B Enter the name and password of an account with permission to join the
Win7-PC domain.
Full computer nams
Win7-PC - -
d
- [esereee |
P Domain: newstarvn
®) Domain:
newstarvn
© Voo
WORKGROUP
Ih Input is available for this Display
-
B Change settings
=
Workgroup: WORKGROUP
Windows activation
Windows is activated
Seealso

Product ID: 00426-0EM-8392662-00173
Action Center

Windows Update Learn more online...

Performance Infermation and
Tools

Hinh 12-7: Nhdp tai khoan trén domain

Hinh 12-8: Pdng nhdp tai khoan hiepdh
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+ Thuc hién gia nhap Domain trén may windows 8

MNetwork Connection Details:

Metwork Connection Details

Property

Connection-specific DN

Description

Physical Address
DHCP Enabled

IPv4 Address

IPv4 Subnet Mask
IPvd Default Gateway
IPw4 DNS Server
IPwd WINS Server

NetBIOS aver Tepip En...

Link4ocal IPvE Address
IPvE Default Gateway

Value

Intel{R) 825741 Gigabit Metwork Connect

00-0C-29-B3-BO-FD
Ne

15216813
2552552550

192.168.1.1

fes
fed0::2929.cfa1.97bb 872 %3

IPwE DMS Server

Cloze

Hinh 12-9: Dat IP trén may Client

n < | File Explore

A > Quickaccess ~ @ | Search Quickaccess
B System — [m]
# Quick access
B Deskiop 4 3 s Control Panel » System and Security » System v | @&  Search Control Panel )
4 Downloads [2]
%] Documents E. It your computer
=] Pictures |
You can change the name and
D Music || computer Changes might affsct " "00WS SECUEY x
| .
B videos Computer Name/Domain Changes ld OWS 1 O
/& OneDrive | Computer name Enter the name and password of an account with permission te join the
domain.
DESKTOP-D7IOTUD
[ This PC
Full compLter name: bz 250 GHz
& Network DESKTOP-D7IDTUD —
[ hiepdn |
lcessar
Member of [oeneeses | is Display
@ Domain
I:newmwn Domain: newstar.vn
o &) Change settings
rkgraup:
WORKGROUP Cancel
lkarour
0K Cancel
oK ro— Japly | flicrosoft Software License Terms
| Product ID: 00331-10000-00001-AA978 & Change product key
Seealso
Security and Maintenance
6 items

Hinh 12-10.: Pang nhdp tai khodn hiepdh trén domain
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Other user

administrator@newstar.vn

Sign in to: newstar.vn

How do | sign in to another domain?

2 win 10

R Other user

Hinh 12-11: Bang nhdp tai khoan Administrator domain trén mdy client

+ Sau khi gia nhap xong vao may Domain ta s& thdy cac mdy client da gia nhap

] Active Directory Users and Computers - O *

File Action View Help

e |7F 8 B2 HEI T aETE%
: Active Directory Users and Com|| Name Type Description

) Saved Queries 1%/ DESKTOP-D... Computer

¥ newstarn EIWINT-PC  Computer
| Builtin

| Computers

2| Domain Controllers

| ForeignSecurityPrincipals
| Managed Service Accour
| Users

Hinh 12-12: Cac may Join domain
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13 Quan tri cac ddi twong trong ADDS va bang 1énh

Sau khi hoc bé}i nay hoc vién co thé tao cac d6i tuong nhu OU, Group, User bé‘mg
giao dién va bang dong 1énh

— Chuén bi:
+ Mot may server 2016 da 1én DC
+ Mot may Client windows 7

— M0 hinh

—

| 192.168.1.2
Domain Controller i

e 192.168.1.3

—
192.168.1.4

192.168.1.1

— Két qua dat dugc
+ Tao OU, User, Group
+ Hiéu chinh cac chinh sach tao password bang giao dién va
dong 1énh

— Thuc hién
+ Tao OU, Group, User béng giao dién
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] Active Directory Users and Computers

File Action View Help

-

e nF BBz BRI L aETaaR
] Active Directery Users and Com || Name Type Description
=] Saved Queries 11 Builtin buiktinDomsin
v Delegate Control.. Container Default container for up...
Find Organizational... Defsult contsiner for d
- . o Container Default container for sec.
- “hz =il Container Default container for ma...
Change Domain Contraller... Security Group..
Raise domain functional level... Container Default container for up...
Operations Masters..
New Computer
All Tasks Contact
View Group
InetOrgPersan
Dass msD5-ShadowPrincipalContainer
Rename mslmaging-PSPs
e s MSMQ Queue Aliss
Properties Drganizational Unit
. Printer
User
Shared Folder
< >

Create a new nhiect...

Hinh 13-1: Tao

Group

Mew Object - Group

2

Createin:  newstar.vn/

Group name:

| ketoan

Group name (pre-Windows 2000):

| ketoan

Group scope
() Domain local
(®) Global

(O Universal

Group type

(®) Security
() Distribution

Cancel

Hinh 13-2: Dinh nghia Group
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] Active Directory Users and Computers

File Action View Help

e n@E Bz B taeETESR
] Active Directery Users and Com || Name Type Description
=] Saved Queries , Administrator User Built-in account for ad...
~ B newstervn % Allowed RO, Security Group.. Members in this group c...
- Builtin 82 Cert Publish... Security Group... Members of this group
| Computers 8 Clonesble D... Security Group.. Members of this group t...
=1 Domain Controllers
| ForeignSecurityPrincipel|| S3DefeultAcce... User A user account manage...
“ Mansged Service Accour | EEaDenied ROD... Security Group... Members in this group .
= Users Dnshdmins  Security Group... DNS Administrators Gro...
H2 DnsUpdateP... Security Group... DNS clients who are per...
8% Domain Ad... Security Group... Designated administrato...
% Domain Co...  Security Group... Al workstations and ser...
2 Domain Con... Security Group... All domain controllers i...
% Domain Gue... Security Group... All domain guests
HE Domain Users  Security Group... All domain users
H2 Enterp Delegate Control... ated administrato...
H2 Enterp Find... =rs of this group ..
52 Enterp sre nf bhic arain
8 Group New > Computer
s Guest Al Tasks > Contact
%H'Ep L Refresh ety
@,Eztf: Export List. InetOrgPerson
msDS-KeyCredential
%RASE’ View >
B Read msDS-ResourcePropertyList
B 5cher Arrange lcans > msDS-ShadewPrincipalCentainer
Line up Icons mslmaging-PSPs
Properties MSMQ Queue Alias
Help Printer
User
Shared Folder
< >

Hinh 13-3: Tao User

MNew Object - User

J Createin:  newstar.vn/Users

Password: |ouuu. |

Corfirm password:

User must change password at next logon

[ User cannot change password
[] Password never expires
[ Account is disabled

< Back Nexd Cancel

Hinh 13-4: Nhdp password véi chinh sdch thay déi pass ¢ lan ddng nhdp ddu tién
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® The user's password must be changed before lot

ok )| canear

. Windows 7 Ultimate

Hinh 13-5: Yéu cau déi Password ¢ mdy Client

Mew Object - User ot

& Createin:  newstarvn/Users

Password: ||-|||-|| |

Caonfirm password: |-------- |

[] User must change password at next logon

[+]ilser cannct change password:

[ ] Password never expires
[ ]Account is disabled

| <Back || Ned> | = Cancel |

Hinh 13-6: Chon chinh sdch khéng cho déi Password
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K

T

L
Change a password
Access is denied. l(’/ |

Hinh 13-7: Khéng cho déi Password

Mew Object - User >
J \ Createin:  newstarvn/Users
Password: |-|||-||| |

Confirm password: T |

[ ] User must change password at next logon

[ ] User cannot change passwond

[]:Password never expires:
[] Account is disabled

< Back Cancel

Hinh 13-8: Password khéng hét han
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T

L
Change a password
Your password has been changed. L,/ PR |

OK

Hinh 13-9: Péi Password

Mew Object - User

: ) Createin:  newstar.vn/LUsers

Passward: |oooooooo |

Corfirm password:

[] User must change password at nesxt logon
[] User cannot change password

[] Password never expires

« Back Cancel
Hinh 13-10: Tai khoan vé hiéu hoa
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)

. Windows 7 Ultimate

Hinh 13-11: Tai khoan da voé hiéu hda

] Active Directory Users and Computers
File Action View Help

e 210 I XEEZ HE P eETER

] Active Directery Users and Com|| pame Type Description
» [ Saved Queries
~ 3 newstarvn
> [ Builtin
| Computers
> =] Domain Controllers

&, Administrator User Built-in account for ad...
2 Allowed RO... Security Group... Members in this group c.
2 Cert Publish... Security Group... Members of this group ...
H2 Cloneable D... Security Group... Members of this group t...

» [ ForeignSecurigPrincipal &, Defaulthcco... User A user account manage...
» [ Managed Service Accau 83 Denied ROD... Security Group... Members in this group c...
s 2 DnsAdmins  Security Group... DNS Administrators Gro...

H2 DnsUpdateP... Security Group... DNS clients who are per...
Domain &d Security Graun Designated administrate...

e Copy... Jl workstations and ser..

£ Add to a group... Al domain controllers ..

e Disable Account Al domain guests

B Reset Password... I domain users

HE lesignated administrato...

Move...

BE Aembers of this group ...

HeE Open Home Page Aembers of this group

®Bec Send Mail Aembers in this group c...
G AlTesks 5 ilt-in account for gue...
B+

K Cut Aembers of this group ...

#p Delete Aembers of this group ...

R e ervers in this group can...

e Aembers of this group ...

fgs  Properties lesignated administrato...

U Hep

2
Pl S |

< >

Allows you to add the selected objects to a group you select.

Hinh 13-12: Pua tai khoan vao group
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Mhansu Properties 7 x

General Members  Member Of Managed By
Members:
MName Active Directory Domain Services Folder

.8

Add... Remowve

Hinh 13-13: Tai khodn da dwa vao Group

Cancel Apphy

& Active Directory Users and Computers -
File Action View Help
— T o e
o nE 4B XEE Hml 2 aaTak
] Active Directory Users and Com|| Name Type Description
—| Saved Queries 1 Builtin builtinDomain
~ (& newstarvn [ Computers  Container Default c—
1 Builtin ! . T X
. 7 Domain Con.. Organizational.. Default ¢ =107 Properies
| Computers
| Domain Controllers [ ForeignSecu... Container Default e | seect Users, Contacts, Computers, Service Accounts, or Groups %
L ) I Managed Se.. Container Default ¢|
1 ForeignSecurityPrincipal| —
| Managed Service Accour | Users. Container Default ¢ | Select this object type:
2 Users 2 Nhansu Security Group... |Users Service Accounts. Groups. or Gther objects \ Object Types...
ket 5 Group...
B ietonn ecurity Group. From this location:
[rewstaram | | Locations
Erterthe object names to select {zxamples).
ul ful@newstar vn Check Names
Advanced... oK Cancel
Add Remove
oK Cancel Aooly
< >

Hinh 13-14: Add tai khoan vao group
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] Active Directery Users and Computers
File Action View Help
e @0 Bz BElt T E%
] Active Directory Users and Com|| Name Type Description
| Saved Queries [ Builtin builtinDomain
v & rf_EwBS‘tJﬂ‘;"" — Contra‘l.‘: iner Default container for up...
3 con . izational... Default container for do...
| Don Change Domsin. iner Defoutt container for sec..
I Fore iner Default container for ma...
= Mar Change Domain Controller... in Default container for up...
% User Raise domain functional level... ty Group...
Operations Masters... ty Group...
New > Computer
Al Tasks > Contact
p— N Group
InetOrgPerson
it msDS-ShadowPrincipalContainer
gl mslmaging-PSPs
Properties MSMQ Queue Alias
Help Organizational Unit
Printer
User
Shared Folder
< >
Create a new object..

Hinh 13-15: Tao OU

MNew Object - Organizational Unit

-—'_:- Createin:  newstar.vn/

Name:

|Tru0ng phong|

Protect container from accidental deletion

Hinh 13-16: Dt tén cho OU

< Tao bing I¢nh
+ Tao OU

dsadd ou <OrganizationalUnitDN> [-desc <Description>] [{-s <Server> | -d
<Domain>}][-u <UserName>] [-p {<Password> | *}] [-q] [{-uc | -uco | -uci}]

\VD: dsadd ou ou=it,dc=newstar,dc=vn|

Y nghia cau 1énh tao OU:
+ dsadd ou => sé& khoi tao mot ou
+ ou=it =>tao OU co tén IT.

+ dc=newstar, dc = vn ==> khai bao domain s€ tao OU 1én do.
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Chu y: Néu domain c6 dang tén mién con vi du nhu: newstar.com.vn thi khai

bao thém nhu sau: dc=newstar,dc=com,dc=vn

BN Administrator: C\Windows\system32\cmd.exe

\dministrato

Hinh 13-17: Tao OU trén cmd

| Active Directory Users and Computers

File Action View Help

| Active Directory Users and Com|| pMame

| Saved Queries 8) Administrator

B2 Allowed RO...
82 Cert Publish...
EE,CIoneabIe D..
E;;Default.ﬂ\cco...
82 Denied ROD...
EE,DnsAdmins
EEDnSUpdateP...
%Domain Ad...,
EE,Domain Co..
%Domain Con...
%Domain Gue..,

w :F_‘I newstarwn
| Builtin
| Computers
2| Domain Controllers
| ForeignSecurityPrincipaly
gl it
| Managed Service Accour
| Users

= *llewe . - .

o HE 48 RE G| HE

LaETESR

Type

User

Security Group...
Security Group...
Security Group..,

User

Security Group..
Security Group...
Security Group...
Security Group...
Security Group..,
Security Group..,
Security Group..
%Domain Users  Security Group...

- W~

Description

Built-in account for ad...

Members in this group c...

Members of this group ...

Members of this greup t..

A user account manage..,

Members in this group c...
DMS Administrators Gro...

DMS clients who are per...

Designated administrato...

All workstations and ser..,
All domain controllers i..,
All domain guests

All domain users

L= S S

Hinh 13-18: Bd ¢6 OU trén giao dién

File Action View Help

] Active Directory Users and Com || pame Type
. Saved Queries 17 Builtin builtinDomg]
v e ”EWBS@IZ_V" "I Computers  Container |8
d Buiftin 121 Domain Con... Organizatio
| Computers

al ForeignSecu... Centainer

=7 Domain Controllers
it Organizatio

| ForeignSecurityPrincipal]| ‘=
v [E] it _:Managed Se... Container
4] nhansu | Users Container
| Managed Service Accour|

| Users

Hinh 13-19: Thém OU nhdn su trong OU it

+ Tao Group
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dsadd group <GroupDN> [-secgrp {yes | no}] [-scope {l | g | u}] [-samid
<SAMName>] [-desc <Description>] [-memberof <Group> ...] [-members
<Member> ..] [{-s Server> | -d <Domain>}] [-u <UserName>] [-p
{<Password> | *}] [-q] [{-uc | -uco | -uci}]

dsadd group cn=groupit,ou=it,dc=newstar,dc=vn -secgrp yes -scope g
Y nghia cau Iénh tao group:
+ dsadd group ===> cau Iénh s& khoi tao mot group.
+ cn=group_it ===> Group duogc tao cé té€n la groupit.
+ou=it ===> Group duoc tao s& nam trong ou c6 tén 13 it.
+ dc=newstar, dc = vn ==> khai bido domain s€ tao OU lén do.
-secgrp yes ===>Kiéu group la Security, néu chon no sé& 1a kiéu Distribution
-scope g ===>scope ctia group la Global, néu chon tham s6 1a 1 s& 1a kiéu
Domain local, tham s U 1a kiéu Universal
Chu ¥: Néu domain c6 dang tén mién con vi du nhu: newstar.com.vn thi khai
bao thém nhu sau: dc=newstar, dc= com, dc=vn

C:\Users\Administrator>dsadd group cn=
dsadd succeeded:cn=groupit,ou=it,dc=ne

Hinh 13-20: Tao group bang cmd

] Active Directory Users and Computers - O *
File Action View Help
= || = o e . . =
s @ a2 EEtaETa%
] Active Directory Users and Com|| pame Type Description
= Saved Queries Ee,groupit Security Group...
v n.ewstér..\rn [Z1 nhansu Organizational...
_| Builtin
| Computers
2| Domain Controllers
| FaoreignSecurityPrincipal:
v 3 it
2| nhansu
| Managed Service Accour
| Users

Hinh 13-21: Group da dwoc tao
+ Tao USER

dsadd user <UserDN> [-samid <SAMName>] [-upn <UPN>] [-fn
<FirstName>] [-mi <Initial>] [-In <LastName>] [-display <DisplayName>]
[-empid <EmployeelD>] [-pwd {<Password> | *}] [-desc <Description>] [-
memberof <Group> ...] [-office <Office>] [-tel <PhoneNumber>] [-email
<Email>] [-hometel <HomePhoneNumber>] [-pager <PagerNumber>] [-
mobile <CellPhoneNumber>] [-fax <FaxNumber>] [-iptel
<IPPhoneNumber>] [-webpg <WebPage>] [-title <Title>] [-dept
<Department>] [-company <Company>] [-mgr <Manager>] [-hmdir
<HomeDirectory>] [-hmdrv <DrivelLetter>:][-profile <ProfilePath>] [-loscr
<ScriptPath>] [-mustchpwd {yes | no}] [-canchpwd {yes | no}] [-reversiblepwd
{yes | no}] [-pwdneverexpires {yes | no}] [-acctexpires <NumberOfDays>] [-
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disabled {yes | no}] [{-s <Server> | -d <Domain>}] [-u <UserName>] [-p
{<Password> | *}] [-q] [{-uc | -uco | -uci}]

dsadd user cn=wp,ou=it,dc=newstar,dc=vn -fn Hong -In Hiep —display “Hong
Hiep” -office NEWSTAR -tel 0938390639 —email honghiepit@gmail.com -
webpg newstar.vn -dept IT —company Newstar -mustchpwd no -canchpwd no -
disabled no -acctexpires never —pwd Aal23456
Y nghia c phap cau Iénh tao user:
+ dsadd user => Cau 1énh bao s€ tao user
+ cn=wp => tén tai khoan login cua user.
+ ou=it => user nay nam trong OU c6 tén 1a IT.
+ dc=newstar, dc = com ==> khai bao domain sé& tao OU lén do.
-fn Hong => First Name cua user ¢o tén la Hong
-In Hiep => LastName cua user la Hiep
-display “Hong Hiep” ==> Tén hién thi cua tai khoan 1a Hong Hiep.
Chu y: Kiéu tén dai c6 ddu canh s& phai dat trong diu nhay kép. vi du: “Hong
Hi¢p”
-office NEWSTAR => thudc van phong Newstar
-tel 0938390639 ==> s6 dién thoai ctia user 0938390639.
-email honghiepit@gmail.com ==>email ctia user
la honghiepit@gmail.com.
-webpg newstar.vn ==> Website cua user la newstar.vn
-dept IT ==> User thugc phong ban IT.
-company Newstar ==> Cong ty cta user la Newstar
-mustchpwd no ==> Tai khoan khéng yéu cau phai doi mat khau ngay lan
ding nhap dau tién. Néu chon yes c6 nghia 1 phai d6i
-canchpwd no ==> Tai khoan khong thé d6i dugc mat khau.
-acctexpires never ==> Tai khoan khong bao gio hét han.
-pwd Aal23456 ==> mat khau cho tai khoan 1a Aal23456

ay "Hong Hiep" -office NEWSTAR -t
mustc h[_l d no 'an'hp d no -disab

Hlnh13 22: Tao User bang Iénh trén cmd
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File Action View Help

L ARl (=N EN NS

: Active Directory Users and Computers

CEEEYYTRFE

2| Domain Controllers
~| ForeignSecurityPrincipal:
v 3] it
2| nhansu
| Managed Service Accour
| Users

: Active Directory Users and Com|| MName Type Description
: saved Queries E-Bgroupit Security Group...
v o n.ewsta.r..\rn 157 nhansu Organizational...
_| Builtin 8) U
. w ser
| Computers P

Hinh 13-23: User da dwoc tao

wp Properties 7 X
Member Of Dialin Environment Sessions
Remote control Remote Deshktop Services Profile COM=
General Address Account Profile Telephones Crganization

2 .

) :
First name: Honu | Initials: | |
Last name: |Hiep |
Digplay name: |H0ng Hiep |
Description: | |
Office: [NEWSTAR |
Telephone number: |D53335D535' | Cther...
E-mail: |h0nghiep'rt@gmai|.com
Web page: |newstar.vn | Cther...

Concs | [ epy | [

Hinh 13-24: Xem thong tin user da tao

+ Tao OU, USER hang loat béng file

changetype:add

dn:ou=kinhdoanh,dc=newstar,dc=vn
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objectClass:organizationalunit

dn:cn=nvngan,ou=kinhdoanh,dc=newstar,dc=vn
changetype:add

objectClass:user

objectClass:person

samaccountname:nvngan
userprincipalname:nvngan@newstar.vn
userAccountcontrol:544

dn:cn=hiepdh,ou=kinhdoanh,dc=newstar,dc=vn
changetype:add

objectClass:user

objectClass:person

samaccountname:hiepdh
userprincipalname:hiepdh@newstar.vn
userAccountcontrol:544

EX Administrator: Ch\Windows\system32\cmd.exe

Hinh 13-25: Tao User hang loat
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] Active Directory Users and Computers - O X
File Action View Help
e 2@ 0/ XDz BE|taEvan

: Active Directory Users and Com|| pName Type Description
| Saved Queries E) hiepdh User
~ 3 newstarvn
. nvngan User
| Builtin E) J
| Computers

2| Domain Controllers

_| ForeignSecurityPrincipaly

it
2| kinhdoanh
| Managed Service Accout
| Users
£ >

Hinh 13-26: User da tao
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14  Bio mat ADDS va tai khoian nguwoi dung

— Chuén bi:
+ Mot may server 2016 da lén DC
+ Mot may Client windows 7

— M0 hinh

—

. — 192.168.1.2

Domain Controller = oo

e 19216813

192.168.1.1

L 19216814

— Két qua dat duoc
+ Dang nhap tai khodn user trén Domain (trir administrator)
+ Diéu chinh chinh sach luu lai password con 2 ngay
+ Diéu chinh chinh sach tudi tho tdi da password con 10 ngay
+ Diéu chinh chinh sach tudi tho nho nhét password con 1 ngay

— Thuc hién
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+ Trong GPO mac dinh nay c6 2 chinh sach la Default Domain Controller
Policy (Chinh sach nay ap dung cho DC), Default Domain Policy (Ap dung

cho toan h¢ thong)

15 Group Policy Management
(g File Action View Window Help

e | nE & HE

54 Group Policy Management
~ _ﬁ Forest: newstarvn
w |55 Domains
v 3 newstarvn
s/ Default Domain Policy
.| Domain Controllers
it
2 kinhdoanh
~ | 5 Group Policy Objects
\=[ Default Domain Controllers Policy

\=[ Default Domain Policy
= WMI Filters
] Starter GPOs
i Sites
st Group Policy Modeling
-+ Group Policy Results

Group Policy Objects in newstar.vn
Cortents  Delegation
Name . GPO Status WM Fiter
'=[ Default Domain Policy Enabled None
<

10/6/2017 1:23

10/6/2017 1:32. |

Hinh 14-1: Cdac GPO mac dinh

+ Mic dinh trén DC khong cho User (chi cho Administrator). Ta tién hanh diéu
chinh cho DC sao cho User van dang nhap binh thuong

2L Group Policy Management
2L File Action View Window Help

e AE ke XE|HE

|2 Group Policy Management
w j& Forest: newstar.vn
v [£4 Domains
~ 3 newstarvn
;[ Default Domain Policy
:| Dornain Controllers
it
2| kinhdoanh
~ [ 5t Group Policy Objects
_j Default Nomain Controllers Police

= Defau Edit...
& WMI Filte GPO Status
] Starter GP
& Sites Back Up...

sfi Group Policy Mo
4 Group Policy Res

Restore from Backup...
Impaort Settings...

Save Report...

View

New Window from Here

Copy
Delete

Open the GPO editor Rename

x
- &
Default Domain Controllers Policy
Scope Detalls Settings Delegation  Status
Links
Display links in this location: FEmE o
The following sites, domains, and Ols are linked to this GPO:
e
Location Enforced Link Enabled
[Z] Domain Controllers No Yes newstar vn/Domal
>
s 1
ty Filtering

@ings in this GPO can only apply to the following groups, users, and computers:
=

thenticated Users

? Add.. Remove Properties

iltering
0 ig linked to the following WM fitter:

Hinh 14-2: Chinh sita GPO
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=/ Group Policy Management Editor
File Action View Help

ez nmXE R HE

~ i Computer Configuration A
w [ | Policies
| Software Settings
w [ Windows Settings
~| Name Reselution Policy
| Scripts (Startup/Shutdown)
= Deployed Printers
~ T Security Settings
24 Account Policies
v _;ﬁ Local Policies
i_ﬁ Audit Policy
J| User Rights Assignment
iﬁ Security Options
_{ﬁ Event Log
# Restricted Groups
& Systemn Services
& Registry
' File System
L.J’ ‘Wired Network (IEEE 802.3) Policies
| Windows Firewall with Advanced Se
~| Metwork List Manager Policies
;A;f Wireless Metwork (IEEE 802.11) Polic
~| Public Key Policies
| Software Restriction Policies

Policy

1) Access Credential Manager as a trusted caller
l2y) Access this computer from the network

liy) Act as part of the operating system

1215 Add workstations to domain

Adjust memory quotas for a process

12y Allow log on through Remote Desktop Services
12y Back up files and directories

l2y) Bypass traverse checking

12y Change the systermn time

12y Change the time zene

l2iy Create a pagefile

12y Create a token object

li Create global objects

ly Create permanent shared objects

1z Create symbelic links

\2iy) Debug programs

11y Deny access to this computer from the network
l2iy) Deny log on as a batch job

liy) Deny log on as a service

lziy) Deny log on locally

1| Denv loa on throuah Remote Deskton Services
<

Allow log on locally Administrator:

Policy Setting *
Mot Defined
Everyone Adm
Mot Defined
Authenticated
LOCAL SERVIC

Mot Defined
Administrators
Everyone, LOC,
LOCAL SERVIC
Mot Defined
Administrators
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Administrators
Mot Defined
Mot Defined
Mot Defined
Mot Defined
Not Defined ¥
>

Hinh 14-3: Chinh sita dang nhdp local

Securty Policy Setting  Explain

i‘[é' Allow log on localty

? X

Define these palicy settings:

Account Operators
Administrators
Backup Operators

Frint Operators
Server Operators

ENTERFRISE DOMAIN CONTROLLERS

Add User or Group...

Remove

Add User or Group

User and group names

|users|

| Browse ...

Cancel

Hinh 14-4: Add group Users
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Other user

The sign-in. method you're trying-to-use isn‘t allowed. For more info, contact your network
administrator.

Hinh 14-5: Tai khoan khong dang nhdp duwoc trén DC

Securty Policy Setting  Explain

|
E{E‘ Allow log on locally

Define these policy settings:

Account Operators

Administrators

Backup Operators

EMTERPRISE DOMAIN CONTROLLERS
Print Operators

Server Operators

Add User or Group... Remaove

Add User or Group

User and group names
ul

| Browse ...

Cancel

Hinh 14-6: Add user ul
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= Type the name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: | gpupdate /force v

!; This task will be created with administrative privileges,

Cancel Browse...

Hinh 14-7: Cdp nhdt chinh sach
Windows PowerShell

Windows Server Eszentials

Windows System

Hinh 14-8: Ul dang nhdp trén DC

+ Hiéu chinh chinh sach Password s& ap dung cho tit ca cac tai khoan trong hé
thong

&, Group Policy Management - m}
34 File  Action View Window Help - &
e 2m L8| X6 HE
[5 Group Policy Management Default Domain Policy
v Si F?’Eﬂ: ne.wstar.vn Scope  Details Settings Delegation Status
w (&5 Domains
Links
v i newstarvn ) o
s/ Default Domain Policy Display links in this location: newstar.vn v
5| Domain Controllers The following sites, domains, and OUs are linked to this GPO:
ol it =
=7 kinhdoanh Location Enforced Link Enabled Path
~ [t Group Policy Objects 53 newstarvn No Yes newstarvn
=] Default Domain Controllers Policy
P Defaul* Nemmin Dalim < >
% WMIFilte Edit... mr— !
3 starter GP GPQ Status > [¥Hienng
@ Sites iings in this GPO can only apply to the following groups, users, and computers
sii’ Group Policy Mo Eezilli= -
&) Group Policy Res EetoEiomiEackups thenticated Users
Impaort Settings...
Save Report...
Add Remaove Properties
View > |
New Window from Here iltering
?0 i linked to the following WM filter:
Copy
Delete

Open the GPO editor

Renamea

Hinh 14-9: Chinh swa trén Default Domain Policy
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5[ Group Polic
File Action View Help

e HEXEEH

s Management Editor

w (A Computer Configuration -
~w || Policies
> [] Software Settings
w [ | Windows Settings
> [] Name Resolution Policy
| Scripts (Startup/Shutdov
» =0 Deployed Printers
~ i Security Settings
v 5 Account Policies
% Password Policy
Account Lockout
2 Kerberos Policy
Local Policies

Buln v v v

zf| Eventlog

|4, Restricted Groups
|4 System Services

"4 Registry

|4, File System

o Wired Network (IEEE
7] Windows Firewall wil
] Metwork List Manage
Salf Wireless Network (IEI
> ] Public Key Policies

» [ | Software Restriction

Y L IRV VARV

v

Policy

Enforce password history

1) Maximum password age

lis) Minimum password age

lig) Minimum password length

lis) Password must meet complexity requirements

11y Store passwords using reversible encryption

Policy Setting

24 passwords remembered
42 days

1 days

7 characters

Enabled

Disabled

Enforce password history Properties

Security Policy Setting  Explain

Enforce password history

Define this policy setting

Keep password history for:

2 % passwords remembered

T x

< > ) 4 >
Hinh 14-10: Chinh lai s6 luwong Password nho la 2 ngay
@ Unable to update the password. The value provided fort IOt EEntnelength
complexity, or history requirements of the domain.
Hinh 14-11: Doi lai Password cii khéng thanh cong
5[ Group Policy Management Editor - O X

File Action View Help

o nEXE 2 HE

w A Computer Configuration
~ [ 7| Policies
» || Software Settings
w [] Windows Settings
> [ ] Name Resclution Policy
) Scripts (Startup/Shutdown)
> = Deployed Printers
v i Security Settings
v _E_:é Account Policies
_:_:é Passwerd Policy
Account Lockout Poli
__E_:é Kerberos Policy

>

>

>
> gﬂ Local Policies
> &

Event Log

Policy
Enforce password history

lig) Minimurm password age

lig) Minimum password length

lig) Password must meet complexity requirements
lig) Store passwords using reversible encryption

Maximum password age 10 days

Policy Setting

2 passwords remembered

1days

7 characters
Enabled
Disabled

10:55 PM

w7

Hinh 14-12: Yéu cdu thoi gian t6i da déi password la 10 ngdy

Trung tam Pao Tao NewStar

135



LAB MCSA 2016 Nevxéar

® Your password has expired and must be chaﬁa.

OK [ Cancel 1

Hinh 14-13: Yéu cau déi Password

=/ Group Policy Management Editor — O *
File Action View Help

x| HEXE R HE

v i Computer Configuration ~ || Policy - Policy Setting
~ O l%?l';':w et | Enforce password history 2 passwords remembered
> oftware Settings &’Q Maximum password age 10 days

v [ Windows Settings
5 = Name Resolution Policy
| Scripts (Startup/Shutdown)
> m= Deployed Printers A - . .
- é Security Settings 1) Store passwords using reversible encryption Disabled
v E'ﬂ Account Policies
> Password Policy
> :ﬁ Account Lockout Poli
> j Kerberos Policy
> é Local Policies
> gj Event Log

@ Minimurm password age
E’Q Minimum passwerd length 7 characters

E’Q Password must meet complexity requirements Enabled

Hinh 14-14: Thoi gian tdi thiéu la 1 ngay

Unable to update the password. The value provided for the new password'
complexity, or history requirements of the domain.

o]

Hinh 14-15: Khéng dwoc doi Password

+ BDiéu chinh cac chinh sach con lai
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15 Quién tri chia sé va phan quyén

Sau khi hoc bai nay hoc vién c6 kha niang chia sé va phan quyén cac folder cho cac
user trong hé thong véi nhitng chirc nang mo rong cua NTFS

— Chuén bi:
+ Mot may server 2016 da 1én DC
+ Mot may Client windows 7

— M0 hinh
192.168.1.2
Domain Controller -, :
eEnEem )
192.168.1.3
192.168.1.1
192.168.1.4

— Két qua dat dugc

+ Tai khoan NS1 khong x6a folder ma NS2 tao

+ Lay quyén lai cho admin khi bi NS2 x6a bo
— Thuc hién

137
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Data <

Group KT va NS: read

DataChung

Group KT va NS: Full control

DataKeToan

' Group KT: Full control

DataNhanSu

Group NS: Full control

| Document.txt

Tao 2 tai khodn NS1 va NS2 thudc group NS va 2 tai khoan KT1, KT2 thudc group

KT

a) Thyc hién viéc gan quyén nhu hinh trén

b) Trong Folder DataKeToan, khong cho tai khoan KT1 truy xuat
¢) Tao 2 Folder con trong DataNhanSu bang tai khoan NS1, ding nhap bing NS2
d) Xéa 1 Folder ma NS1 vira tao, sau d6 tao 2 folder ciing cip vai folder vira x6a

e) Thiét 1ap nguyén tic "Khong x6a dir liéu ctia nguoi khac"
f) Dung Ns2 dé loai bé hoan toan cac tai khoan khac trén folder vira tao (bao gdm

Administrators, System wv...)

g) Dung Administrator dé 1dy lai quyén owner trén folder ma Ns2 da thiét lap.
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+ Thyc hién chia sé tat ca moi ngudi véi quyén Full Control

h bome  share  View

(7]
« v 4 g > ThisPC > Local Disk (C) ) h Local Disk (C r
Name Date medified Type Size
s Quick access
Data File folder
[ Desktop
Per [folder
4 Downloads
Pro
[ Documents Pro Permissions for Data X
&= Pictures Use | [ share this folder Share Pemissions
Wi
[ This PC "1 settings Group or user names
¥ Network
Data
Add Remove
Limit the number of smulty
Comments: Add Remove
Fermissions for Everyone Allow Deny
Full Control O
Change O
Permissions Ca Read D
oK
Gitems 1 item selected

E
Hinh 15-1: Share folder Data Everyone quyén FC

+ G6 bo ké thira: Security >advanced > Change pemission = Disible inherited
-> convert inherited

BO-
“ Home Share View 2]
€« “ 4 & » ThisPC > Local Disk (C:) ~w @ | Search Local Disk (C p
Name Date modified Type Size
3 Quick access
I Desktop
A& Downlazds Name: C\Data
Owner: Admi (NEWSTAR! istrators) ) Change
General Sharing
Permissions Share Auditing Effective Access
Object name:  C

- available)
Group or user nam For additional information, double-click a permission entry, To modifv a entry_select the entrv and click Edit (if

S2CREATORG | Permission entries: Block Inheritance X
B2 5YSTEM

52 Admiistrators Type  Principal . Whatwould you like to do with the current inherited permissions?
BB Users NEWS | |52 Allow  SYSTEM d

8% Allow  Administrators (NEWSTARVA

You are about to black inheritance to this abject, which means that permissions
To changs pemist | | 8 Allow

Toeel T s inherited from a parent object will na longer be applied to this object.
2 Allow  Users (NEWSTAR\Users)

8% Allow  CREATOR OWNER —> Convert inherited permissions into explicit permissions on
Full cortrol

this object.
Modify
Read & execute

—> Remove all inherited permissions from this object.
List felder corte :
Add Remove View
Read

Write —

Disable inheritance Cancel
For special pemisg
click Advanced.

Pemissions for Us)

[JReplace all child object permission entries with inheritable permission entries from this object

oK Cancel

0K [ Cancel | Foply T

Gitems  1item selected

Hinh 15-2: Xéa b6 ké thira
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+ Tién hanh x6a group users, thém nhom KT va NS

Permissions for Data *
Security
Object name:  C:\Data

Group or user names:

SR CREATOR OWNER

SR 5YSTEM

SR Administrators {(NEWSTAR  Administrators)

Add...
Pemigsions for Administrators Allow Deny
Full control [
Madfy O
Read & exscute 1
List folder contents |
Read O v
QK Cancel Apply

Hinh 15-3: Xoa bo group Users

Permissions for Data *
Security

Object name:  C:\Data

GI‘OLID ar User names:

HE CREATOR OWNER
KT (NEWSTARNKT)

SR NS (NEWSTARNNS)
SR SYSTEM
S Administrators (NEWS TAR  Administrators)

Add... Remove
Pemissions for KT Allow Dery
Madify O oo~
Read & execute | ]
List folder corntents | O
Read O
Wite | O -

Cancel Aoply

Hinh 15-4: Phdn quyén cho Group KT va NS
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+ Thuyc hién gan quyén cho KT1 bi cAm truy xuét

Permissicns for Data Ketoan
Security
Object name:  C:\Data“Data Ketoan

GI’DLID Qr User names:

S8 CREATOR OWNER

S8 SYSTEM

S8 KT (NEWSTARAKT)

SR Administrators (NEWSTAR Administrators)
a KT1 {kt 1@newstar.wn)

Add...

Pemizsions for KT1

Remove

Fead & execute
List folder contents
Read

Wiite

Special pemissions

O0o0oo

Cancel

Apply

Hinh 15-5: Chdn KT1 truy xudt

Organize « = Open

[ Favorites
Bl Decktop
& Download

\J\:J [l ¥ Network ¥ 19216811 » Data »

Mew folder

MName Date modified

. Data chung

Data Katnan 071 /017 140

9/1/2017 1:08 AM

b | e | | Search Data

Type

File folder

ARA Eile fnlelor

i Recent Pla

- Libraries
3 Document]
J‘. Music
[e=| Pictures

Metwork Error

Windows cannot access Y\192.168.1.1\Data\Data Ketoan

You do not have permission to access \\192.168.1.1\Data'Data Ketoan. Contact your network
administrator to request access.

For more information about permissions, see Windows Help and Support

B videos

1M Computer

==l

Close

&\j MNetwork
Data Ketoan
} File folder

Date modified: 9/1/2017 1:08 AM
Offline availability: Not available

Offline status: Online

Hinh 15-6: KT khong dwoc truy cdp

0KB
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+ Dung tai khoan NSI tao folder NS1, dang nhap bang NS2 truy cap vao cé thiy
folder cua NS1 tao hay khong?

folf= =)

0 Favorites
Bl Desktop
& Downloads

= Recent Places
4 Libraries

@ Documents

J’ Music

|5 Pictures

E Videos

LN omputer

Gh Metwork

, MN51

@7()‘-| . » Network » 19216811 » Data » DataNhansu »

Organize = 7l Open

- | +y | | Search Data Nhansu yl |

New folder =~ 0 @

Mame Date modified Type Size

Ju NSL 9/1/2017 9:27 AM

File folder |

Date modified: 9/1/2017 9:27 AM
File folder Offline availability: Not available

Offline status: Online

Hinh 15-7: NS tao Folder

Jl Getting Started

9 Windows Media Center

Calculator

Sticky Notes

% Snipping Toal

J.’ Paint

% Remote Desktop Connection
%J Magnifier

%, Solitsire
|

> AllPrograms

@Q'l J » Network » 19216811 » Data » Data Nhansu »

Organize v 5 Open New folder =~ O @

¢ Favorites
B Desktop
18 Downloads

~ [ 42 ][ Search Data Nhansu

Name Date medified Type Size

11 NS 9/1/2017 9:27 AM File folder

Documents

NS2

Pictures
Music
Games
Computer

Control Panel
Devices and Printers
Default Programs

Offline status: Online

Help and Support

(e )

9:30 AM

. k
A0 o017

Hinh 15-8: NS2 dang nhdp
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+ NS2 di x6a duoc folder NS1 tao, ddng thoi tao 2 folder khac dong cap

@\:jﬂ . » Network » 19216811 » Datz » DataNhansu » ~[4][ s
Organize v New folder =~ [
Xt Favorites Mame ° Date modified Type Size
Bl Desktop J NS2 9/1/2017 9:31 AM File folder

4 Downloads . N52 new 9/1/20

=] Recent Places

1AM File folder

7 Libraries
3 Documents
.—J“- Music
= Pictures

B videos

1% Computer

?l_i Metwork

2 items Offline status: Online
[ Offline availability: Mot available

Hinh 15-9: NS2 tao folder

+ Thiét 1ap nguyén tic khong x6a dit liéu cua nguoi khac. Ngudi nao tao thi
nguoi do dugc quyén x0a

General Sharing Securty Previous Versions Customize

Name: C:\Data\Data Nhansu
Object name: ~ C:\Data\Data Nhansu
Owner: Administrators (NEWSTAR\Administrators) %) Change
Group or user names
8. CREATOR OWNER Permissions Share Auditing  Effective Access
B2 SYSTEM
B2 NS (NEWSTAR\NS) For additional information, double-click a permission entry. To madify a permission entry, select the entry and click Edit (if av
S8 Administrators (NEWSTAR\Administrators)
Permission entries:
To change pemmissions, click Edt Ed.. Type  Principal Access Inherited from Applies to
Pemissions for CREATOR S8 Allow  CREATOR OWNER Full control None Subfolders and files on
OWNER Alow Deny :
1[5 Allow  svsTEM Full cantrol MNone This folder, subfolders
;“”d‘”""”‘ S8 Allow NS (NEWSTARNS) Full control None This folder, subfolders
odfy 82 Allow  Administrators (NEWSTAR\AG... Full control Nene This folder, subfolders
Read & exacute
List folder contents
Read
Write hi
For special or advanced settin pr—
Permission Entry for Data Nhansu o x
Principal NS (NEWSTAR\NS)  Select a principal
Type: Allow v
Cancel
Applies to: | This folder, subfolders and files -

Advanced permissions: Show basic permissions

[ Full contrel [ Write attributes

Traverse folder / execute file [/] Write extended attributes
List folder / read data [] Delete subfolders and files
Read attributes [ Delete

Read extended attributes Read permissions

[ Create files / write data [ Change permissions

i PR TR N =
Hinh 15-10: B 2 ddu check Delete subfolder and file va Delete
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@@v| » Network » 19216811 » Data » Data Nhansu » - | &’| | Search Data Nhansu 2 |
Organize » & Open New folder 0l @&
- F . Name ° Date modified Type Size
A Favorites
Bl Desktop MNS2 9/1/2017 9:31 AM File folder
& Downloads M52 new 9/1/2017 9:31 AM File folder
=l Recent Places
Folder Access Denied @
. Libraries
3 Documents You need permission to perform this action
N
J’ Music ~— You require permission from NEWSTAR\NS2 to make changes to this folder
Pict
[=| Pictures NS2
B videos Type: File folder

Date modified: 9/1/2017 9:31 AM

1% Computer

e‘j Metwork ;J

Try Again ] [ Cancel

M52 Date modified: 9/1/2017 2:31 AM Offline status: Online
File folder Offline availability: Mot available

Hinh 15-11: NSI khong dwoc xéa dir liéu NS2

+ Dung NS2 loai bo hoan toan tat ca nhung tai khoan khéc

-

—
(=L » Network » 19216811 » Data » < [ 43 ][ 5ec )
Organize = 7l Open Mew folder A A R @ .@.

. - General | Securty ‘ Previous Versions | Customize
0 Favorites |
B Desito ) Data ch L gnmdaenaain . an .
p S . Permissions for Data Mhansu @
& Downloads . Data Ketoan
= Recent Places Data Mhansu | | Secuity
| Document Object name:  “\192.168.1 1\Datz"Data Nhansu
- Libraries
| Documents L Group or user names:
1
o Music P ANS (NEWSTARNNS)
=) Pictures i
B videos I
1% Computer
.
€ Network |
H Permissions for NS AMlow Dery
Full control | =] (=]} [l
| Moty 0 o |-
L] Read & execute = 3
List folder contents B
Read [} -
Leam about access control and permissions
| Data Nhansu Date modified: 9/1/2017 9:35 AM [ oK ] [ Cancel ] [ Apply ]
il File folder Offline availability: Not available

Hinh 15-12: NS2 xda hét tai khodn khdc
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QQ [k » Network » 19216811 + Date » i3] [ search Data

Organize +

G Open  Newfolder

e Favorites Mame Date modified Type Size
P Deskiop || Data chung File folder
18 Download Data Ve, Ei £l

=)

J’ Getting Started »
= 5 \\192.168.1.1\Data\Data Nhansu
@ Windews Media Center b access 111921681 1\Data\Data Nhansu. Contact your network
I Administrator s.
G2l carcutator
e ermissions, see Windows Help and Support
Sticky Notes
Pictures
% Snipping Tool
Music
paint
Games
% Remote Desktop Connection
mputer
AN vagniien
%, Solitaire _ _
ol Devices and Printers
Default Programs 2017 9:35 AM Offline status: Online
. available
» Al Programs Help and Support
=TT 7 (e

Hinh 15-13: Admin khéng thé truy cdp vao Datanhansu

+ Admin lay lai quyén

QQ [£ » Network » 19216811 » Dats » + 2| [ Search Data

Organize v =
|. Advanced Security Settings for Data Nhansu

7 Faverites
B Desktop
18 Downlog | Advanced Security Settings for Data Nhansu

i Recent Pl e

Ta view or edit details for an auditing entry, select the entry and then cick Edit.

| Pemissions | Audting | Qwner | Effective Permissions
I

i Libraries
%] Docume]

& Music

& Pictures| | Audiing entries:

Chbjectname:  \\192.158.1.1\Data\Data Nhansu

[BE videos Type Mame Access Inherited From Apply To
Administrator Full control <not inherited > This folder, subfolder...
18 Computer

€ Network

[ add. ][ Edt. |[ memove

[¥] Indude inheritable auditing entries from this ohject's parent

[ Replace all existing inheritable auditing entries on al descandants with inheritable auditing entries from this object

What are the requirements for auditing object access?

Hinh 15-14: Admin ldy quyén lai
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QQ [ v Network » 19216811 » Data » ~ [ 44| [ search Data

Organize » [/ Q
| Advanced Security Settings for Data Nhansu =]

W Favorites Femissions | Auditing | Owner | Effective Permissions
M Desktop
& Downloads To view details of a pemmission entry, double-click the eriry. To modify pemissions, click Change Pemissiorns |
% RecentPlaces || | Advanced Security Settings for Data Nhansu
Permissions
4 Libraries
[ Documents To view or edit detals for @ permission entry, select the entry and then dick Edit.
& Music
5 Pictures Objectname:  \}192.168.1.1\Data\Data Nhansu
5 Videos Permission entries:
Type Name Permission Inherited From Apply To
18 Computer This folder, subfolders a
Alow  Administrator Ful control <notinherited This folder, subfolders a...
€ Network

[ add.. |[ Edt. || Remow

[] Include inheritable permissions from this object's parent

[ Replace all child obiect permissions with inheritable permissions from this object
, Data Nhai

S ukiey Managing permission entries

ycle Bin

» Network » 19216811 » Data » DataNhansu » ~ [ 4] [ Search Data Nhansu ol

QU

Organize v New folder

Name Date modified Type Size

7 Favorites

Bl Desktop Ju NSL 9/1/2017 9:36 AM File folder
9/1/2017931 AM  Filefolder
| Recent Places 2017931 AM  File folder

18 Downloads

:]’ Getting Started

Q Windows Media Center

Calculator

Administrator

Documents
Sticky Notes

% Snipping Tool
j Paint

Pictures

Music

Games
% Remote Desktop Connection

Computer
&‘ Magnifier

Control Panel

Solitaire
Devices and Printers
ctatus: Online
Default Programs '
i menn bbility: Not available

> AllPrograms Help and Support

e ) e

Hinh 15-16. Admin da dang nhdp va truy cdp vao folder
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16  Trién khai va quan ly GPO
Sau khi hoc bai nay hoc vién c6 kha nang tao ra cac chinh sach cho cac doi tuong

— Chuén bi:
+ Mot may server 2016 da lén DC
+ Mot may Client windows 7

— MO hinh
——‘ 192.168.1.2
Domain Controller L SR
="
’“?‘«.
S 192.168.1.3

-~
-
<

=

192.168.1.1 ’ -|

. 192168.1.4
|- ~ ..o

~ .
Eossa———

— Két qua dat duogc

An icon trén man hinh Desktop
An item trong control panel
Cam dbi theme

Khoéng cho stra dia chi IP

Khoa start menu and taskbar
Khoéng cho str dung trng dung

+ 4+ + + + + +

Hién thi cAu chao khi ding nhap

— Thuc hién
% Anicon trén man hinh Desktop
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MNew GPO X

MName:

| Femove Recycle Bin

Source Starter GPO:

{none) ~

Hinh 16-1: Thém GPO

2 Group Policy Management

- X
2 File Action View Window Hel -8
P
e @]
/3 Group Policy Management Group Policy Objects in newstar.vn
~ A4 Forest newstar.vn Conterts  Deegation
~ [£ Domains A
v 4 newstarvn Name GPO Status WMI Fiter Modfied Owner
o/ Default Domain Policy L=/ Defaut Domain Controllers Policy  Enabled None 8/31/2017 8:12:34 Domain Admins (
o Domain Controllers =[ Defautt Domain Policy Enabled None 8/27/2017 10:58:10..  Domain Admins {
Giam doc Remov - None 8/31/2017 8:22:27 Admins (.
Truong phong B
57 Ketoan GPO Status >
2 Nhansu
= Back Up...
/ Group Policy Dbjects ==
& WM Filters Restore from Backup...
) Starter GPOs Import Settings.

& Sites

Greup Policy Medeling Save Report...
 Group Policy Results Copy
Delete
Rename
Refresh

2 Group Policy Object(s)

Hinh 16-2: Chinh sita GPO

Trung tam Pao Tao NewStar 148



LAB MCSA 2016

New&tar

A Remove Computer icon on the desktop

Ei Remove Computer icon on the desktop

Previous Setting Mext Setting

At least Windows Server 2003 operating systems or Windows XP Professional

(O Mot Configured Comment:
(®) Enabled
() Disabled
Supported on:
Opticns:

Help:

This setting hides Computer from the desktop and from the new
Start menu. It also hides links to Computer in the Web view of all
Explorer windows, and it hides Computer in the Explorer folder
tree pane, If the user navigates into Computer via the "Up"
button while this setting is enabled, they view an empty
Computer folder. This setting allows administrators te restrict
their users frem seeing Computer in the shell namespace,
allowing them to present their users with a simpler desktop
environment.

If you enable this setting, Computer is hidden on the desktop,
the new Start menu, the Explorer folder tree pane, and the
Explorer Web views. If the user manages to navigate to
Computer, the folder will be empty.

If you disable this setting, Computer is displayed as usual,
appearing as normal on the desktop, Start menu, folder tree
pane, and Web views, unless restricted by another setting.

If you de not configure this setting, the default is to display
Computer as usual.

Hinh 16-3: Enable tinh nang trén GPO

= Type the name of a program, folder, document, or Internet
= rescurce, and Windows will open it for you.

L

® This task will be created with administrative privileges.

Cancel Browse...

Hinh 16-4:Cdp nhdt GPO
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Hinh 16-5: Icon dd mat trén mdy Client

Thao tic trén GPO véi cac yéu ciu trén Desktop hinh bén dwéi

[ Active Directory

] Desktop

iz Prehibit User from manually redirecting Profile Folders

\iz| Hide and disable all items on the desktop

\iz] Remove the Desktop Cleanup Wizard

\iz| Hide Internet Explorer icon on desktop

\iz| Remove Computer icon on the desktop

\iz| Remove My Documents icon on the desktop

|iz] Hide Network Locations icon on desktop

\iz| Remove Properties frem the Computer icon context menu
\iz] Remove Properties from the Documents icon context menu

\iz| Do not add shares of recently opened documents to Netwer...

\iz] Remove Recycle Bin icon from desktop

\iz| Remove Properties from the Recycle Bin context menu
iz| Don't save settings at exit

iz Turn off Aerc Shake window minimizing mouse gesture

| Prevent adding, dragging, dropping and closing the Taskbar...

iz Prohibit adjusting desktop toolbars

Hinh 16-6: Hay Enable nhitng tinh nang con lai

Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Enabled
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
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=] Group Policy Management Editor - X
File Action View Help
L W] oSN 7 Nl 4
] Remove Recyele Bin [R1.NEWST| [T g
~ {& Computer Configuration )
Policies Select an item to view its description.  Setting State Comment
9 Preferences nable Active Desktop Mot cenfigured Mo
v & User Configuration isable Active Desktop Not configured No
v [ Policies rohibit changes Not configured Mo
7 Software Settings esktop Wallpaper Not configured No
“| Windows Settings rohibit adding items Mot configured No
~ [7] Administrative Temp| rohibit closing items Not cenfigured No
| Control Panel rohibit deleting items Not configured No
~ 7] Desktop rohibit editing items Mot cenfigured Mo
1 Active Directg isable all items Not configured No
| Desktop ddl/Delete items Not configured No
=l Network llow only bitmapped wallpaper Not configured No
| Shared Folders
| Start Menu and T|
7| System
7 Windows Cempe
2 All Settings
*| Preferences
< >
< > |\ibtended /| Standard
11 setting(s)
Hinh 16-7: Enable cdc tinh nang con lai
Setting State Comment
Enable filter in Find dialog box Mot cenfigured MNo
Hide Active Directory folder Mot cenfigured Mo
i) Maximum size of Active Directory searches Mot cenfigured MNo

Hinh 16-8: Enable cac tinh nang con lai

< An mdt vai item trong Control panel

Trung tam Pao Tao NewStar 151



LAB MCSA 2016

v

~ & User Configuration

7 Policies
] Preferences

E} Hide specified Control Panel items

Edit policy 5

Comment:

| Policies Requiremen () Not Configured
= At least Win|
= Software Settings st o e
| Windows Setings || .
. escription:
v 5 Administrative Temp | 755 B O Dissbled
v [ Control Panel || o hide sped Supported on:

g — X
File Action View Help
s a5 = el T
5] Remove Recycle Bin [RLNEWST [ coned a1 o w |
v {i Computer Configuration
Hide specif| mment

Next Setting

At least Windows 2000

No
Ne
Ne

"] Add or Remo|| items, such |
| Display Personalizat | Show Contents m]
=i Personalizatic|| Panel windg No
- screen.The |9 .
| Printers Start screen List of disallowed Control Panel items
— Pregrams | yindow, as || 7 ide specified Control Panel | A
» [X] Regional and || access Cont o konalization, from the
] Desktop asshortcuts| | |y crosoft mo creen. The setting affects
| Network orcommani| | | Indow, as well as other ways
| Shared Folders ;ﬁ"*r't‘ < < chortcuts in Help and
. ect on ite ontrol.exe. This pelicy has
1 stertMena and T Setings, e
| System
S Windows Compe ':;I‘:rut ;r::‘f' lect specific items not to
7 All Settings and the Start screen.
= Preferences ? on the Conf
the Start ser| his pelicy setting and click
(Control Panel items. In the
To hidea C¢ e column, enter the Contral
el
lor
disallowed Cancel
the Show C¢
the Value cq Mote: For Windows Vista, Windows Server 2008, and earlier
Contrel Pan versions of Windows, the module name should be entered, for
neme. F?{S oample timedate.cpl or inctepl.pl. If @ Control Panel item does |,
crosoft
Micrasoft Sy
< > | Extended 4 oK Cancel e
4 setting(s)
Hinh 16-9: An Mouse trong Control Panel
=8

——
@UV’E + Control Panel » All Contral Paneltems +

Adjust your computer's settings

w

%
=

el

Action Center

BitLocker Drive Encryption
Default Programs

Display

Getting Started

Keyboard

Performance Information
and Tools

Programs and Features
Sound
Taskbar and Start Menu

Windows Defender

< Thay doi theme

Administrative Tools

Color Management

&

= Desktop Gadgets

| Ease of Access Center

Q% HomeGroup

|ﬁ| Location and Other
“} Sensors

!.‘ Personalization

Recovery

Speech Recognition

Windows Firewall

A
)
E Troubleshooting

@ AutoPlay

@ Credential Manager

Device Manager

Folder Options

{3, Indexing Options
b= g Op

{.I. Network and Sharing
= Center

g Phone and Modem

9 Region and Language
@ Sync Center
8

User Accounts

Windows Update

Hinh 16-10: Mouse dd mat

[ 42| Search Control Panet

View by: Large icons *

Backup and Restore

Date and Time

Devices and Printers

Fonts

Internet Op

[=] Notification Area Icons

\fj Power Op

ns

RemoteApp and Desktoj
% PP P

Connections

18 system

| Windows CardSpace

4
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g Management Editor - X
File Action View Help
I ] o RSN 7 Nl 4
5] Remove Recycle Bin [RTNE &) preyent changing theme o x
v {8 Computer Configuratid
s [7] Policies Comment
1 Prevent changing th ; ; "
> [ Preferences [} Prevent changing theme Previous Setting | | Next Setting No
~ & User Configuration Ne
v [ Policies O Not Configureg ~ Comment: Mo
5 [ Software Setting Ne
Enabled
+ 1] Windows Settin] ® ™ Ne
v [ Administrative T () Disabled Ne
~ [3 Control Pan: Supperted on: | a4 east Windows Server 2003 operating systems or Windows XP Professional No
[ AddorR| No
(] Display No
L Personalt o e Help: No
[ Printers No
= o This setting disables the theme gallery in the Personalization Ne
> [ Regiona Control Panel. No
> [] Desktop N
o
5 [ Network If you enable this setting, users cannot change or save a theme.
™ Shared Fold Elements of a theme such as the desktop background, color, No
» 7 Start Menu g sounds, and screen saver can still be changed (unless policies are No
- set to turn them off].
> [ System
» [] Windows Cof If you disable or do net configure this setting, there is no effect.
[, All Settings
3 [ Preferences Note: If you enable this setting but do not specify a theme using
the "load a specific theme" setting, the theme defaults to
whatever the user previously set or the system default,
>
< Cancel
16 setting(s)
Hinh 16-11: Enable tinh ndng chdn doi th
f | 3

Control Panel Home

Change desktop icons

Change your account picture

See also
Display
Taskbar and Start Menu

Ease of Access Center

v | ¥9 Wl Search Control Panel

Change the visuals and sounds on your computer

Click a theme to change the desktop background, window color, scunds, and screen saver all at once.

My Themes (0)

Get more themes online

Aero Themes (7)

=

Windows 7

Characters

t

n
Eits

>

m

IS

Screen Saver

-

Window Color
Twilight

Sounds

Desktop Background
Slide Show Cityscape None

One or more of the settings on this page has been disabled by the system administrator.

Hinh 16-12: Uer khéng dwegc doi Theme

% Chan sira IP
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& Prohibit access to properties of a LAN connection O x

E} Prohibit access to properties of a LAN connection R Next Setting

(O Mot Configured Comment:

(@ Enabled

(O Disabled

Supported on: [t |east Windows 2000 Service Pack 1

Opticns: Help:
Determines whether users can change the properties of a LAN A
connection.

This setting determines whether the Properties menu item is
enabled, and thus, whether the Local Area Connection Properties
dialog box is available to users.

If yau enable this setting (and enable the "Enable Netwark
Connections settings for Administrators” setting), the Properties
menu items are disabled for all users, and users cannot open the
Local Area Connection Properties dialog box.

Impertant: If the "Enable Network Connections settings for
Administrators” is disabled or net configured, this setting will net
apply to administrators on post-Windows 2000 computers,

If you disable this setting or do not configure it, a Properties
menu item appears when users right-click the icon representing
a LAM connection. Also, when users select the connection,
Properties is enabled on the File menu,

Hinh 16-13: Enable tinh nang

Local Area Connection

Fis

577 %) Disable [
Status
Diagnose

¥y Bridge Connections

Create Shortcut
Delete

¥ Rename

Properties

Organize » Disable this network device Diagnose this connection Rename this connection E e m lﬁl

Hinh 16-14: Khong chinh duoc IP
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«» Start Menu and Taskbar

% System

Hinh 16-15: Enble tinh nang

Toolbars

Cascade windows
Show windows stacked
Show windows side by side
Show the desktop

Start Task Manager

Lock the taskbar

Properties

N

Hinh 16-16: Taskbar da bi khoa

2} Group Policy Management Editor X
File | &) Lock the Taskbar O
4= o
[} Lock the Taskbar semin: —
.  ~
O Mot Configured  COMment: st
. | @Ensbled Menu Not cor
O Disabled dacuments on exit Mot cor
Supported on: [ a4 eact Windows Server 2003 operating systems or Windows XP Professional " new users Not cor
pen Mot cor
s view Mot cor
Options: Help: riew Not cor’
Not cor
This setting affects the taskbar, which is used to switch between n size of menu size Mot cor
running spplications. it when signing in Mot cor
ler programs Start Menu shortcuts Mot cor
The taskbar includes the Start button, list of currently running Not cor
tasks, and the notffication area. By default, the taskbar is located
3t the bottom of the screen, but it can be dragged to any side of Enal
the screen. When it is locked, it cannot be moved or resized. Not cor
pace’ check boxto Run dialog box Nt cor
If you enable this setting, it prevents the user from moving or Not
resizing the taskbar. While the taskbar is lacked, auto-hide and P ot con
other taskbar options are still available in Taskbar propetties. enu items Mot cor
their Start Screen Mot cor
If you disable this setting or do not configure it, the user can he Shut Down, Restart, Sleep, and Hiberna... Mot cor
configure the taskbar position.
ps from Start Menu Not cor
Note: Enabling this setting also locks the QuickLaunch bar and art Menu Not cor
any other toolbars that the user hes on their taskbar. The enu Mot cor
toelbar's pesition is locked, and the user cannot shew and hide rom the Start Menu Not cor
various toelbars using the taskbar context menu.
enu Mot cor
enu Not cor
Not cor
oK Cancel e he Start menu Nt cor
rom Start Menu Mot cor v
has on their taskhar. The toolhar's i v
< > | Extended / Standard /°
92 setting(s)

2:35 PM
/31/2017
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File Actien View Help
o HE = BEl 7T

Remeove Recycle Bin [R1TNEWSTARVN] Policy
~ & Computer Configuration
1 Policies
| Preferences
~ % User Configuration
v [ Policies
| Software Settings
| Windows Settings
~ (] Administrative Templates: Policy defi
| Control Panel
| Desktop
v [ Metwork
| Network Connections
| Offline Files
| Windows Connect Now
| Shared Folders
| Start Menu and Taskbar
~ [ System
| Ctrl+Alt+Del Options
| Driver Installation
| Folder Redirection
1 Group Policy
| Internet Communication Man|
| Locale Services
I Logon
| Mitigation Options
| Power Management
| Removable Storage Access
| Scripts
| User Profiles
| Windows Components
All Settings
| Preferences

<

10 setting(s)

Microsoft Windows

& Prevent access to the command prompt

[E] Prevent access to the command prompt

Next Setting

State

At least Windows 2000

) Not Configured ~ COMmMment:
@) Enabled
O Disabled
Supported on:
Options:

Help:

Disable the command prompt script processing
also?

Yes ~

This policy setting prevents users from running the interactive
command prompt, Cmd.exe. This policy setting also determines
whether batch files (.cmd and Jbat) can run on the computer.

If you enable this pelicy setting and the user tries to open a
command window, the system displays a message explaining
that a setting prevents the action,

If you disable this policy setting or do not configure it, users can
run Cmd.exe and batch files nermally.

Note: Do not prevent the computer from running batch files if
the computer uses logon, logoff, startup, or shutdown batch file
scripts, or for users that use Remote Desktop Services.

t config
t config
t config
t config
t config
Enablec
t config
t config
t config
t config

oK Cancel

[Vers

Hinh 16-17: Enable tinh nang

ion 6.1.76811

Copyright {c>» 288? Microsoft Corporation.

All rights reserved.

The command prompt has been disabled by your administrator.

Press any key to continue . . .

Hinh 16-18: CMD da bi chan

+ Windows Components
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] Don't run specified Windows applications O *
| I P
]
| E} Don't run specified Windows applications e Next Setting
! O Mot Configured Comment:
| ® Enabled
i O Disabled
| Supparted on: [ At |east Windows 2000
|
; Opticns: Help:
| Show Contents O *
1| List of disallowed applications
1
List of disallowed applications
|
{ Value
mspaint.exe
(2
1
1
|
|
t
| Cace
|
| CK Cancel Apply

Hinh 16-19: Enable tinh nang

)| This operation has been cancelled due to restrictions in effect on this computer. Please
' contact your system administrator.

Hinh 16-20: Truy cdp phcin mém Paint dd bi chan

¢ Tao file Script Logon
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| B Group P

| File Action View Help
‘@‘$| tal ‘ E] ._"?| 7] BH | Logon Properties
= Script Logon [R1.NEWSTARVN] B Add a Script x

| Scripts
w (i Computer Configuration 1 =
| Policies I

u Secript Name:

| Preferences o | Browse..

~ i®, User Configuration

=]

v [ Policies Seipt P
_ Software Settings q ‘ |
w [ | Windows Settings
i) Seripts (Logon/Le
T Security Settings
(2 Folder Redirectio
uliy Policy-based Qo

oK Cancel

Hinh 16-21: Chon file Script

Folder Options

General View  Search

Folder views
You can apply this view (such as Details or lcons) to
all folders of this type.

Apply to Folders Reset Folders

Advanced settings:
Files and Folders A
AMlways show icons, never thumbnails
[ Mways show menus
Digplay file icon on thumbnails
Digplay file size information in folder tips
] Display the full path in the title bar
Hidden files and folders
(® Dont show hidden files, folders, or drives
() Show hidden files, folders, and drives
Hide empty drives

(M| Hide extensions for known file types

Hide folder merge conflicts ¥

Restore Defaults

QoK Cancel Apphy

Hinh 16-22: Hién dudi file mo rong

' ==

Chuc ban mot ngay lam viec vui ve

oK

Hinh 16-23: Két qud mdy Client
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17 Trién khai Profile

— Chuan bi:
+ Mot may server 2016 da 1én DC
+ Mot may Client windows 7

— MO0 hinh
—
e 192.168.1.2
Domain Controller z e
B
| <o~ 192.168.13

192.168.1.1 192.168.1.4

— Két qua dat duogc
+ Tao ra 6 dia mang O ting user
+ Tao roaming profile cho Sép
+ Tao My Document cho tirng user luu trén Domain

— Thuc hién
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+ Cau hinh home Profile
+ Share thu myc home véi quyén FC

Permizzions for Home

Share Pemissions

GI‘CILIFI ar User names:

Add... Remove

Permizsions for Everyone Allow Dery
Full Cortral ]
Change O
Fead O

Cancel Aoply

Hinh 17-1: Share thu muc home

Hiep Dang. Properties ? X

Member OF Dial+n Environment Sessions

Remote control Remote Desktop Services Profile COM=

General Address Account Profile Telephones Crganization

User profile

Profle path: | |

Logon script: |

Home folder

(O Local path:

(®) Connect: Z: | To: ["\R1WHome'Yusemame®

Cancel Foly

Help

Hinh 17-2: Cdu hinh Profile
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Organize v System properties Uninstall or change a program =~ > =
4.7 Favorites — 4 Hard Disk Drives (1)
B Desktop Local Disk {C:)
8 Downloads w —_—
23.0 GB free of 29.3 GB

2| Recent Places
4 Devices with Removable Storage (1)

4 | Libraries DVD Drive (D¢}

b ) Documents | | Q GSP1RMCULFRER_EN_DVD
= =

b ) Music 0 bytes free of 2.38 GB

> [ Pictures 4 Network Location (1)
> B Videos _ hiepdh (\WRL\Heme) (Z)

“agg 18.0GEBf £29.5 GB
| 418 Computer == ree o

b & Local Disk ()
I> ¢o DVD Drive (D:) G
I &# hiepdh (\WR1\Ho

. | WINF-PC Domain: newstarvn Memery: 1.00 GB
[l | Processor Intel(R) Core(TM) i7-47...

Hinh 17-3: Da tao thanh cong

[ Active Directory Users and Computers
File Action View Help

e nFE 4 XER BRI P aETER

o

] Active Directery Users and Com|| Name Type Description
> [ Saved Queries )
- Adrmini . !
o & memtoram %MWE Properties for Mutiple ltems 7 x
> & Builtin
= B2Cert Py General Accout Address Profle | Organization
= Computers B

> (2] Domain Controllers To change a property for multiple obiects, first select the checkbox to
» 7| ForeignecurtyPrincipali| SSDE2U  enable the change. and then type the change.

» (] Managed Service Accour | SDenied

[ Users 82 Dnsid User profile

DisU

B0y [ Profile path

2 Domai

8, pomain [ Logon scret:

2 Domai

2 Domai Home folder

2 Domai

Benter| O Localpath

BEnterpr| @ comnect Z ~| To: [WR1\home\%iusemame¥%
3 Enterpr

2 Group
2 Guest
2, Hiep D:
HE Key Ad
2 Protect
HERAS an
P Conoa | [ o

chemi
Bu User

B User

Hinh 17-4: Tao ra 6 dia & nhiéu user
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I ¥ = | Home - O X
Home Share View

L2
« = v 1 » ThisPC » Local Disk(C:) » Home v Search Home pe)
~
Mame Date modified Type Size
3t Quick access
hiepdh 10/10/20 File folder
Deskto -
= P ul 10, File folder
! Downloads -+ ul 10y File folder
|= Documents -
&= Pictures -
3 This PC
¥ Network

Jitems  State: a Shared

Hinh 17-5: Tao ra tung folder cho tirng user
+ Céu hinh home profile két hop GPO, Quota, Share, NTFS

Permissions for Mhansu_Rieng >

Share Permissions

Group ar uUser names:

Add... Remove
Pemigsions for Everyone Allow Dery
Full Contral O
Change O
Read O

Cancel Aoply

Hinh 17-6: Share folder Nhasu_rieng véi quyén FC
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: Active Directory Users and Computers - x
File Action View Help
= | = = ’ — e
e @ a|IXEdz HE 3 eaETER
] Active Directory Users and Com || Name Type Description
f_ Saved CQueries g)ns‘l User
w S newstarwvn
4 " Builtin g;ns?_ User
| Computers
2| Domain Controllers
| ForeignSecurityPrincipal:
| Managed Service Accour
2| MNhansu
| Users
< >
N N A
Hinh 17-7: Duwa nsl, ns2 vao OU nhan Nhansu
5L Group Policy Management — *
=, File ction iew indow €l - &
File  Acti Vi Wind Help
@ x| Xd
5L Group Policy Management Profile nhansu
v 4 Forest: newstarvn Scope  Detalls Sefings Delegation
v |5 Domains
Links
~ 3 newstarvn ] o )
s/ Default Domain Policy Display links in this location: newstar.vn ~
]| Domain Controllers The following sites, domains, and OlUs are linked to this GPO:
w [2| Mhansu
5| Profile nhansu Location Erforced Link Enabled Path
~ [ 5 Group Policy Objects [E] Nhansu No Yes newstar.\
=/ Default Domain Controll
=[ Default Domain Policy & 2

= Profile nhansu
& WMI Filters
ag Starter GPOs
& Sites

Group Policy Modeling
1+ Group Policy Results

Security Filtering

The settings in this GPO can only apply to the following groups, users, and computers:

Name
82, Authenticated Users

Add...

Remove Properties

WMI Filtering

This GPO is linked to the following WM fitter:

PN

Hinh 17-8: Tao GPO profile nhansu
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Logon Properties

Scripts  PowerShell Scripts

:%: Logon Scripts for Profile nhansu

Name Parameters

Up

Daown

Add...

Remaove

the button below.

Show Files...

To view the script files stored in this Group Policy Object, press

Cancel

n

Apply

Hinh 17-9: Tao ra file .bat

Ia = Application Tools Logon

— | * |
Home Share View Manage ol
+ <« User » Scripts » Logon v & Search Logon P
~
Mame Date modified Type Size
3+ Quick access
proflle.bat 10/11/2017 2:40 AM  Windows Batch File TKB
[ Desktop
3 Downloads ] profile.bat - Notepad - [m| X
@Dncument; File Edit Format View Help
= Pictures het use m: 44\192.168.1.1\Nhansu_Chung
i net use n: \\192.168.1.1\Nhansu_rieng
s Local Disk (J -
3 This PC
|_ﬂ Metwork
Titem 1 item sel ooy I_:I—:| =

Hinh 17-10.: Ngi dung file . bat
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3 File Server Resource Manager

File Action View Help
&= xnE |

s File Server Resource Manager

Fiter: Show all: 2ems
~ 58 Quota Manag

Py | Guota Path

| %U... | Limit | Quota Type | Source Template ¢ | Match Templ.

| Description

2] Quota Templates

E Source Template: Nhansu_Chung (1 item)
> k3 File Screening Managemer

> [ Classification Managemen
[ File Management Tasks

54 storage Reports Mansgen | 2 CHinansu Chung 0% 100.. Hard Nhansu_Chung Yes
E Source Template: Nhansu_rieng (1 item)
[ C:ANhansu_Rieng 0% 500.. Hard Nhansu_rieng Yes

Hinh 17-11: Tao ra han ngach cho 2 folder chung va riéng

Organize v

System properties Uninstall or change a program

4.0 Favorites
Ml Desktop

& Downloads =

4 Hard Disk Drives (1)

Local Disk (C:)

Y 8 8 GB

%] Recent Places 22.8 GB free of 29.8 GB

4 Devices with Removable Storage (1)
DVD Drive (D)

‘\ GSPIRMCULFRER_EN_DVD
4 0 bytes free of 238 GB

4 Network Location (2)

4 [ Libraries
3 S] Documents

Nhansu_Chung (\\192.168.1.1) (M:)

Map network drive >

Nhansu_rieng (\\192.168.1.1) (N:)

Actions
Quotas

& Create Quota...

6] Refresh

View

H Hep

([T

= ! 0.99 GB free of 1.00 GB
| 1% Computer

4 “! Network

WIN7-PC  Domain: newstar.vn Memory: 1.00 GB

) Processor: Intel(R) Core(TM) i7-47...

L
_, 499 MB free of 500 MB

Hinh 17-12: Tao ra 2 dwong ddan mang cho user

+ Cau hinh Roaming Profile

+ Share folder Sep Roaming véi quyén FC
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Permissions for Sep_Roaming bt

Share Permissions

GI’OLID ar User names:

Add Remove
Pemissions for Everyone Allow Deny
Full Cortrol [
Change O
Read O

Cancel Aoy

Hinh 17-13: Share folder Sep_Roaming

+ Chuot phai vao tai khoan sé€p can cau hinh Roaming

Sep Properties 7 X
Member Of Dialdn Environment Sessions
Remate control Remote Desktop Services Profile COM+
General Address Account Profile Telephones Organization

User profile
e e P 150 165 1 1\5p_ Hoaming\sep |
Logon script: | |
Home folder
(®) Local path: | |
(CJ Connect: To
Cancel Apply Help

Hinh 17-14: Cdu hinh Roaming
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I [+ = | Sep_Roaming

#F Quick access
[ Desktop
* Downleads
E] Documents
| Pictures

o Local Disk (C:)
E This PC

=¥ Network

Share View

« Local Disk (... » Sep_Roaming

MName

sep. V2

% % % N

1item  State: Z& Shared

~ O Search 5ep_Roaming

Date medified

10/11/2017 3:36 AM

Type

File folder

Hinh 17-15: Folder Sep Roaming da dwoc tao
+ Céu hinh Folder Redirection

Permiszions for Direction

Share Pemissions

Group or user names:

Add.. Remove

Permissions for Evenrone Allow Dery
Full Cortral [
Change O
Fead O

Cancel Aoply

Hinh 17-16: Share folder Redirection
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L Group Policy Management
ZL File Action View Window Help
e xm clH

5l Group Policy Management Ke Toan

w _i\‘ Forest: newstar.vn
~ |54 Domains

Linked Group Policy Objects

Group Policy Inheritance  Delegation

~ 3 newstarvn
s Default Domain
= | Domain Contro
w 2| KeToan
s Folder Redir
5t Group Policy OF
¥ WMI Filters
3 Starter GPOs
& Sites
5% Group Policy Modeling
4 Group Policy Results

LnkOrder  GPO

Enforced Link Enabled

1 w2 Folder Redirection No Yes

GPO Status
Enabled

Hinh 17-17: Tao GPO

= Group Policy Management Editor

File Action View Help
e 2@ = Hm

_: Folder Redirection [R1.NEWSTARVN] Policy
v & Computer Configuration
| Policies
| Preferences
~ 4l User Configuration
~ [ | Policies
~| Software Settings
~ ] Windows Settings
= Scripts (Logon/Logoff)
S Security Settings
~ [ Folder Redirection
(23 AppData(Roaming)

(L] Desktop

(2 Start Menu

3 Documents

(23 Pictr View

23 Mus Ex List
@ Vide port List...
(20 Fave Properties
23 Con

3 Dow Help

(2 Links

[Z7 Searches

(23 Saved Games

€

>

MName

Type

There are no items to show in this view,

Opens the properties dialog box for the current selection.

Hinh 17-18: Chon Document trong Folder Redirection
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Decuments Properties ? x

Target  Settings
C’ *You can specify the location of the Documents folder.

=1 (' Ml Basic: - Redirect everyone's folder to the same location -

Thiz folder will be redirected to the specified location.

Target folder location

|C:eate a folder for each user under the root path j

Root Path:
|R 1Direction

Browse...

For user Clair, this folder will be redirected to:

““R14Direction‘ClairDocuments

Cancel Aoy

Hinh 17-19: Cdu hinh cho Document

Warning

If there are Group Policy settings related to Folder Redirection that do not apply to
Windows 2000, Windows 2000 Server, Windows XP or Windows Server 2003, you

will not be able to change any Folder Redirection settings in this Group Pelicy
Object (GPO) from those operating systems.

Do you want to continue?

Hinh 17-20: Hién bdang thong bdo chon yes

4 Run

X

=7  Typethe name of a program, folder, document, or Internet
=l resource, and Windaws will open it for you.

~

Open: | gpupdate /force]

G This task will be created with administrative privileges,

Cancel Browse...

Hinh 17-21:Cdp nhdt GPO
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4] My Documents Properties

Customize
Security

Previous Versions |
Offline Files |

| Location |
General |

Iy Documents

Type: File folder

Location: WWR1WDirection'w 11

Size: 531 bytes (521 bytes)

Size ondisk:  8.00 KB (8,152 bytes)

Contains: 2 Files, 1 Folders

Created: Today, October 16, 2017, 1 minute ago
Attributes: Read-only [Onfy appliss ta files in folder)

[ Hidden

[ oK ][ Cancel ] Apply

Hinh 17-22: Puong dan My Document da thay doi thanh dwong dan mang

H

< =2

1item

Home

1 item selected

o X
o

o

= | Direction
share View

3> ThisPC » Local Disk (C:) » Direction »

-

Search Direction

+ v O

MName Date medified Type Size

3+ Quick access

[ Desktop
; Downloads

ull 10/16/2017 210 AM  File folder

= Documents

= Pictures
[ This PC

¥ Metwork

State: a Shared

Hinh 17-23: Folder cua tung user da dwoc tao
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= | Documents

Home Share View
A\ © 4 [§ > ThisPC > Documents
s
7 Quick access Name
I Desktop = Utttao

; Downleads
ﬂ Documents
&=/ Pictures

J‘& Music

m Videos
@ Onelrive

[ This PC

[ Desktop
.ﬂ Documents
* Downleads
J‘& Music

&= Pictures

B videos il
Titern 1 item selected 0 bytes

State:@ Online  Sync status: Ready for first sync =

w Search Documents
Date modified Type

10/16/2017 212 AM  Text Document

Hinh 17-24: Ul1 da tao thanh céong file
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18 Disk Quota

Sau khi hoc bai nay hoc vién co kha nang gioi han duwoc dung luong 6 dia va chi dinh
nhitng file nao dwoc chép vao thu muc do

— Chuén bi:
+ Mot may server 2016
+ Mot may Windows 7

— M6 hinh
< 192.168.1.2
Domain Controller e :
ammsSaemamn] )
192.168.1.3
192.168.1.1
192.168.1.4

— Két qua dat duoc
+ MaJi User c6 mét gi61 han b dia mang va khong cho chép file exe
vao trong 6 dia mang d6

— Thuc hién
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[z, Add Roles and Features Wizard — O x

DESTINATION SERVER

Select server roles T

Before You Begin Select one or more roles to install on the selected server.

Roles Description

Installation Type
File Server Resource Manager helps

|| Active Directory Federation Services
you manage and understand the

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services files and folders on a file server by
[] Device Health Attestation scheduling file management tasks
[] DHCP Server and storage reports, classifying files
+| DNS Server (Installed) and folders, configuring folder

[] Fax Server quotas, and defining file screening

4 (W] File and Storage Services (2 of 12 installed) policies.
4 W] File and iSCSI Services {1 of 11 installed)
+| File Server (Installed)
[] BranchCache for Network Files
[[] Data Deduplication
[] DFS Namespaces
[C] DFS Replication
File Server Resource Manage!
[ File Server VSS Agent Service
[] isCsl Target Server
[] iSCSI Target Storage Provider (VDS and VS¢
[ Server for NFS

‘ < Previous | | Next > |

Hinh 18-1: Cai FSRM

Permissions for Share *

Share Pemissions

GI’DUD Or USEr Names:

£E Evenyone
Add... Remove
Permissions for Everyone Allow Deny
Full Control |
Change |
Read |

Cancel Apply
Hinh 18-2: Share Folder
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2a File Server Resource Manager

File Action

View Help
o= 2w |

@l
2la
43 File's
E Stora
i Class
@ File

Create Quota...
Refresh

View

Help

2 File Server Resource Manager (Local) || Fitar Show all: Ditems
w é‘a Quota Management

Quota Path %.| L..| Qu... | Source T... | Match... | Des...

Create a new quota to limit the disk space that a folder can use.

Hinh 18-3: Tao Quota

Actions
Quotas

4 Create Quota...

|Gl Refresh
View

I Hep

Create Quota

Quota path:
|C:"-.Share Browse...

(® Create quota on path
(O Auto apply template and create quotas on existing and new subfolders
Quota properties

You can either use properties from a quota template or define custom
quota properties.

How do you wart to corfigure quota properties?
(O Derive properties from this quota template (fecommended):
100 MB Limit

(@) Define custom quota properties

Custom Properties ...

Summary of quota properties:
=~ Quota: C:\Share

Limit: 500 ME {Hard)

i Notification: 1

Create Cancel

Hinh 18-4: Chon Folder share
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Save Customn Properties as a Template X

If you plan to create other quotas with the custom properties of this quota., it is
recommended that you save the properties as a quota template.

Do you want to save a quota template?

(@) Save the custom properties as a template

This creates a new guota template and then applies the template to the
new quota.

Template name:
| Mhansu

() Save the custom guota without creating a template

[] Do not ask me to save as a template again

Cancel

Hinh 18-5: Ddt tén cho mau vira lam

+ Tién hanh chép file 16n hon 500MB sé& thong bao 18i 12 khong di dung luong

e

Copy Itemn

=

There is not encugh space on Share (\\rl)

2.38 GB is needed to copy this item. Delete or move files so you have encugh
space.

There was not enough space for this iterm:

Share (Wirl)

Free up space from this disk and try again:

Share

[ Try Again l| Cancel

-

I3

Hinh 18-6: Cdanh bdo khong du 6 dia
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4 Network Location (1)
share (192,168.1.1) (Z3)

-

e . 499 MB free of 500 MB

Hinh 18-7: O dia mang map cho client

23 File Server Resource Manager - O X
File Action View Help
Sl AR [ 7
53 File Server Resource Manager (Local) File Gr... | Include Files Exclude Files Actions
[r
~ ﬁe Q.uota Management [ Audio... *aac, *.aif, *aiff, *.asf, ... e Erne -
3 Quotas

E Quota Templates L] Backu.. *bak, ".bck, *.bkf, *.old I[] CreateFile Group...
~ ﬁ? File Screening Management I | Comp.. *ace *areg, "arj, “bhx.. il Refresh

|| File Screens [ E-mail.. *.eml, *idx, *mbox, ... View N

_.E File Screen Templates
T — || | Execut.. *.bat, *.cmd, *.com, *...
H

& Storz Create File Group... Image... *.bmp, *.dib, *.eps, *.g...
59- Class Refresh Office... *.accdb, *.accde, *.acc...
& File ! )

View ¥ Syste..  Faom, %dll, fook Ty
Help Temp.. “temp, “tmp, ~*

Text Fi... T .asc, "text, “.hd

C

Web P... *.asp, ".aspx, ".cgi, *.cs..

C

Create a file group, used to select groups of files to block in file screens or to include in reports.

E Help

Hinh 18-8: Tao chinh sach file
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+ Tao ra mot group diéu kién file. Mudn cim file nao thi nhip phan mé rong
vao Files to include, ngugc lai thi nhap vao File to exclude

Create File Group Properties >
Settings

File group name:

Cam file exe

To select 3 set of files, type a file name pattem, and click Add.
Bamples: * exe or Q4FY2002 *

Files to include:

Files to exclude:

QK Cancel

Hinh 18-9: Cdm file exe
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+ Di tao ra nhitng quy ludt cn gan nhitng quy luat d6 cho folder nao

[[@ File Scencn-

Help

E File Create File Screen...
|| File Create File Screen Exception...
i storage Refresh
ci| Classific
7 File Ma View >

Create a file screen to block specified files on a path.

Hinh 18-10

: Tao ra file Screen

7}

S File Server Resource Manager — O X
File Action View Help
e 2m 3
53 File Server Resource Manager (Local) || Biar Show all Ditems Actions
w é'e Quota Management .
= File Screen... | Scree... | File Groups SourceT... | M... File Screens -~
@ Quotas
1] Quota Templates [ Create File Screen...
v 53 File Screening Management [ Create File Screen Exce...

Refresh
View »
Help
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Create File Screen

File screen path:

C:AShare Browse...

File screen properties

You can etther use properties from a file screen template or define custom
file screen properties.

How do you want to configure file screen properties?
() Derive properties from this file screen template recommended);

Block Audio and Video Files

(@) Define custom file screen properties:

I Custom Properties ...

Summary of file screen properties:

[=)- File screen: C:\Share
Screening type: Active
File groups:
b Natifications:

Create Cancel

Hinh 18-11: Chon Custom Properties
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File Screen Properties on C:\Share

Copy properties from template (optional):
Block Audio and Video Files

Seftings  Eqnail Message Event Log Command Feport

File screen path:
C\Share

Screening type:

(®) Active screening: Do nat allow users to save unauthorized files

() Passive screening: Allow users to save files (use for monitoring)

File groups
Select file groups to block:

[] Audio and Video Files
[] Backup Files

[] Compressed Files

[] E-mail Files

[] Executable Files

[] Image Files

[] ffice Files

e~ . ra
< >

Maintain file groups:

Create...

Edit...

To select a file group to
edit, highlight its label.

Cancel

Hinh 18-12: Chon temple da tao

Save Customn Properties as a Template

I you plan to create other file screens with the custom properties of this file screen, it

is recommended that you save the properties as a file screen template.

Do you want to save a file screen template?

() Save the custom properties as a template

This creates a new file screen template and then applies the template to the

new file screen.

Template name:

(@) Save the custom file screen without creating a template

[] Do not ask me to save as a template again

Cancel

Hinh 18-13: Lueu thay doi lai

+ Tién hanh chep file exe vao folder ma ta dé tao. Luc do s€ co canh bao la
khong c6 quyén dé chép file do, néu chép file khéc thi dugc
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Destination Folder Access Denied @
i You need permission to perform this action
N share (\\192.168.1.1)
Space free: 499 MB
_ Total size: 500 MB
l Try Again l l Cancel l
Hinh 18-14: Khong co quyén chép file
= o~
@th‘y » Com... b share (\\192.168... ~ | 49 || Search share n1192168.1.1) (@ P
Organize « mj Open - Print New folder =« [ .j@.
it Mame . Date modified Type

- Favorites
Bl Desktop . ull tao 10/16/2017 3:23 AM  Text Dc
& Downloads

v
= Recent Places

- Libraries
3 Documents
J‘. Music
[e=| Pictures

B Videos

m

1% Computer
&, Local Disk (C:)

5% share (\\192.168.. = - B :

e ull tao Date modified: 10/16/2017 3:23 AM
Text Docurment Size: 0 bytes

Hinh 18-15: File khac tao thi dwoc
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19  Trién khai Deploy Software

Sau khi hoc bai nay xong hoc vién co thé cai ung dung tu dong cho cac user hodc
cho cac pc thdng qua chinh sach GPO

— Chuén bi:
+ Mot may server 2016 da 1én domain

+ Mot may windows 7
a E—— 192.168.1.2
v ‘ »'s. ~ -

Domain Controller

— MO hinh
ammsSomeme, O

.

= 192.168.1.3
192.168.1.1
192.168.1.4
— Két qua dat duoc
+ Cai phin mém foxit reader khi dang nhap tai khoan & may client

— Thuc hién
+ Thuc hién tao OU va 2 user ul, u2 nim trong OU nhansu
+ Tién hanh tao GPO mang tén deploy software
+ Link ttr GPO deploy software sang OU nhansu
+ Cap nhat chinh sich GPO bang 1énh gpupdate /force
+ Thuc hi¢n trén may DC
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i File Action View Window Help
e=| 7 E Gl

|5, Group Policy Management
~ A Forest: newstar.vn
v [5 Domains
~ Z3 newstarvn
i/ Default Dem

Giam doc

Demain Cont

||Gruup Policy Objects in newstar.vn

=/ Group Policy Management Editor
File Action View Help

e | z@m Bz BE

=] Deploy Software [R1.NEWSTAR. || Name Version Deployment st.. Source

~ [5 Truong phong * & Computer Configuration

2 Ketoan 1 Pelicies There are no items to show in this view.
5 Nhan su 7| Preferences
2t Group Policy { v %, User Cenfiguration
& WMI Filters ~ [ Policies
) Starter GPOs v [ Software Settings
g Sites Sefhuars inctallat!
£ Group Policy Modelir = Win New > Package...
& Group Policy Results | Adn o N
7| Preferer
Paste
Refresh
Export List...
Properties
Help
< >

Adds  package.

5 Group Policy Object(s)

&

5 File  Action View Win

e 2w X6l H

Hinh 19-1: Chon phdn mém

dow  Help

3k Group Polic} - . B N
~v A} Forest:n
~ (&5 Dom | =/ Open X
VN
& T+ <« User » Scripts > Logon v @ | Searchlogen r
3 =
4| Organize = New folder - M @ Koftware\Fo...
v g Mame Date modified Type
s Quick access
M [ Deskiop » No items match your search.
4 Downloads
q Documents
&1 Pictures *
. Seript
[ This PC
=¥ Network
< >
File name: Windows Installer packages (*.r
< >
This GPO is linked to the following VWM fiter:
<nonex ~ Open

Hinh 19-2: Puong dan mang luu trit phan mém
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Foxit Reader Properties ? x

General Deployment Upgrades Categories Modfications  Security
Deployment type
() Published
(® Assigned

Deployment options
Auto-nstall this application by file extension activation

[ Uninstall this application when it falls out of the scope of
management

[] Do not display this package in the Add/Remove Frograms control
panel

Install this application at logon

Installation user interface options
() Basic
(®) Manimum

Advanced...

[ ok | cameed || Aoy |

Hinh 19-3: Chon Assigned

+ Truy cap & may Client v6i tai khoan ul

L/

Foxit Reader

Hinh 19-4: Két qua ciia may client
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20  Trién khai can bing tai Web

Sau khi hoc bai nay xong hoc vién co kha nang tao ra mot website nhung chay song
song trén hai server khac nhau. Qud trinh truy cap sé can bang tai cho hai server
nay. Neu mot server nay bi 1oi thi viéc truy cdp khong bi gian doan

— Chuén bi:
+ Hai may Windows server 2016
+ Mot mady Windows server 2016 cai DNS
+ Mot may Client

— M6 hinh
newstar.vn
WEB 1 WEB 2 DNS
192.168.1.2 192.168.1.1 &4 192.168.1.150

192.168.1.3 192.168.1.4

— Két qua dat dugc
+ Truy cap vao dja chi IP 40 192.168.1.10 bing tén newstar.vn

— Thuc hién
+ Cai neWork loagi balancing & pé 2 web server
+ Khi tién hanh cau hinh can bang tai chi can lam trén mot web Server, Server
con lai s€ ty dong cap nhat
+ Trong bai ndy ta thuc hién ndi dung website khac nhau dé xem viéc truy cip
vao may client
+ Thuc hién tao web trén web Server 1
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= Add Roles and Features Wizard — O x
DESTINATION SERVER
Select server roles Rincwstaran

Before You Begin Select one or more roles to install on the selected server,

Installation Roles Description

Server Selection | | Active Directory Federation Services Network Policy and Access Services
] Active Directory Lightweight Directory Services provides Network Policy Server
Active Directory Rights Management Services (NP5}, which helps safeguard the
Device Health Attestation security of your network.

DHCP Server

DNS Server (Installed)

Fax Server

File and Storage Services (2 of 12 installed)

Host Guardian Service

Hyper-V

MultiPoint Services

Network Policy and Access Service!

Print and Document Services

Network Policy and A

Confirmation

Remote Access

Remote Desktop Services

Volume Activation Services

[] Web Server (I1S)

] Windows Deployment Services

] Windows Server Essentials Experience
] Windows Server Update Services

0 1 S

| < Previous | | Mext » | Install

Hinh 20-1: Cai network Policy and Access Services

= Add Roles and Features Wizard — O *
DESTINATION SERVER
Select features R newstaran

Before You Bagin Select one or more features to install on the selected server.

Installation Ty Features Description
Server Selection [ Internet Printing Client Network Load Balancing (NLB)
Server Roles [] 1P Address Management (IPAM) Server distributes traffic across several
[ iSNS Server service servers, using the TCP/IP networking
Features ] LPR Port Monitor protocol. NLB is particularly useful
Network Pol [] Management OData |15 Extension for ensuring that stateless
_ ] Media Foundation applications, such as Web servers
Confirmation b [ Message Queuing running Internet Information
[ Multipath /0 Services (I5), are scalable by adding
I [ MultiPeint Connector additional servers as the load

ineresses
[[] Peer Name Resalution Protocol

[C] Quality Windows Audio Video Experience

[[] RAS Connection Manager Administration Kit (CM2

[C] Remote Assistance

[ Remote Differential Compression

[®] Remote Server Administration Tools (4 of 41 instal

1 RPC over HTTP Proxy

[[] Setup and Boot Event Collection

[] Simple TCB/IP Services

‘ < Previous | | Next > | Install

Hinh 20-2: Cai network load balancing
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(€ http://192168.11/ - Windows Internet Explorer = R
() = &l hprasaieaia (&[4 x|[9 sing o -
e Favorites | 9l @] Suggested Sites v @) Web Slice Gallery ~
99|+ | @ hittp://1921681.2/ | @ hitp://19216811/ | fii » B v [ @ v Page~ Safety~> Took~ @~
Website Newstar]
Done & Internet | Protected Mode: On v H10% -

Hinh 20-3: Truy cdp o Webl

+ Qua trinh tao ra website thir 2 trén Server 2 cling twong tu nhu trén Server 1.
Da phan gidi thanh cong website 2

+ Trong quéa trinh tao can béng tai s€ tao ra mot IP 4o la IP dai dién cho ca 2
website d6. Vi IP nay 1a IP cung network véi lai IP cia 2 web Server

(& http://192.168.1.2/ - Windows Internet Explorer EI@

K9 ()= & hip/nsa16ais - ®] 4| x [ ing o -
T;? Favorites ‘7:.3 £ Suggested Sites v @] Web Slice Gallery +
55| | @ http://192168.1.2/ | @ nitp:/1921681.17 fi ~ B v = @& v Pagev Safety~ Took~ @~
Website Newstar2

Done @ Internet | Protected Mode: On fa v R10% -

Hinh 20-4: Truy cap Web 2
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+ Tién hanh cau hinh can bang tai trén Server webl

Connect to one host that is to be part of the new cluster and select the cluster interface

Host: 15216811 Connect

Connection status
Connected

Interfaces available for configuring a new cluster

Interface name Interface IP

Ethemetl 192.168.1.1

< Back Mexd > Cancel Help

Hinh 20-6.: Chon Server web chinh

@ Metwork Load Balancing Manager - m} X
File Cluster Host Options Help
New Cluster orfiguration for all known MLB clusters
Connect to Bxisting ame Cluster IP address Cluster IP subnet mask Cluster mode
Log En., Date Time Cluster Host Description
0001  10/10/2017 2:29:50 AM NLE Manager session started
0002  10/10/2017 2:29:50 AM Loading locally bound instances
< >
N
Hinh 20-5: Tao New Cluster
Mew Cluster: Connect X
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Add IP Address

(®) Add IPv4 address:
IPv4 address:

|192.168. 1 . 10 |

Subnet mask:

| EH.255.255. 0 |

() Add IPv6 address:

(C) Generate IPvS addresses:

Linkdocal Siteocal Global

Cancel

Hinh 20-7: Tao IP do

Mew Cluster: Cluster Parameters

Cluster IP configuration
IF address:

Subnet mask:

Full Intemet name:

Network address:

03bf-c0-a8-01-0a

Cluster operation mode
() Unicast

(®) Mutticast

(O IGMP mutticast

< Back Neat > Cancel

Hinh 20-8: Chon ché dé

Help
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Add/Edit Port Rule

Cluster IF address

Port range

From: (80 =
Protocols

OTCP (@

Filtering mode

() Single host

() Disable this port range

(®) Muttiple host Affinity: () None () Single (@) Network

or [ Al

To. |80 =

(®) Both

[ Timeoutfin minutes): |0 =

Cancel

Hinh 20-9.: Chon Port

+ Thém server web 2 vao sau do trong load balancing s€ c6 2 server web

@ Network Load Balancing Manager - O *
File Cluster Host Options Help
BQE Metwork Load Balancing Clusters Host corfiguration information for hosts in cluster (152.168.1.10)
L m
B" LELREEARI Host (Interface) Status Dedicated IP address Dedicated IP subnet m
R1(EthernetD) .
R2(Ethernet0) ElR1(EthemetD) Converged 152.168.1.1 255.255.255.0
: R2(EthemetD) Converged 15216812 255.255.255.0
£ >
LogEn.. Date Time Cluster Host Description &
0004  10/10/2017  4:00:09 AM 192168110 R2 Begin configuration change
0005  10/10/2017 4:00:20 AM  192,168.1.10 R2 Waiting for pending operation 2
o006 10/10/2017 4:02:08 AM  192.168.1.10 R2 Update 2 succeeded [double click for details...]
0007  10/10/2017 402:08 AM 192168110 R2 End configuration change v
£ >

Hinh 20-10:

Network load balancing nhdn 2 web Server

Trung tam Pao Tao NewStar

191



LAB MCSA 2016 Nemgtar

+ Ngoi trén may client truy cap vao dia chi [P do s€ vao server web2
|8 netpi192.168.1.10/ - Win =

=
® 5 PN =186 x) o)

—

7 Favorites | 93 @] Suggested Sites = @] Web Slice Gallery »

5B |- | @ http://1921681.2/ | @ http://192168.11/ | @ hitp://192168.... X | o~ ~ [ g v Pagev Safety~ Tools~ (@~
Website Newstar2
Done 0 Internet | Protected Mode: On 3 v ®10% ~

Hinh 20-11: Client truy cdp vao Server web 2

+ Disible card mang server web 2

&' Network Connections - O X
T iil <« Metwork and Internet » MNetwork Connections » v O Search Metwork Connections @
Organize + Enable this network device Diagnose this connectien Rename this connection  » =+ [MH o

l: Ethernetd
S~ Disabled

ﬁg Intel(R) 82574L Gigabit Metwork C...

liten  1item selected

Hinh 20-12: Disbile card mang Server 2
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+ Truy cép vao lai IP 4o s€ truy cdp vao server webl
[ & http://192.168.1.10] - Windows Internet Explore

Il 2| hitp:/1921681.00/

5.¢ Favorites | 5% @] Suggested Sites v @] Web Slice Gallery v

@ http://192.168.1.10/ ‘ 5~ v [ d v Pagev Safety~ Tools~ @~
Website Newstar1
Done @ Internet | Protected Mode: On Y4 v ®100% ~

Hinh 20-13: Truy cdp vao Web 1

+ Disible card mang server webl dong thoi enable server web2

& Network Connections — [m| X
uN Ei <« Metwork and Internet » Network Connections » (VR J) Search Metwork Connections 0
Organize * Enable this network device Diagnose this connection Rename this connection » s- v [ 0

‘: Ethernetl
S Disabled

& Intel(R) 82574L Gigabit Metwork C...

Titem  1item selected

Hinh 20-14. Disable card mang Server 1
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+ Truy cép vao lai IP 4o s€ vao server web2

Kl 2| itp:/n192168.1.10/ v | &[4 | x | P Bing £ ~|

e

57 Favorites | 515 €] Suggested Sites » @] Web Slice Gallery +

| @ nttpy//192.168.1.10/ [ ] - v [ g v Pagev Safetyv Tools~ @@~
‘Website Newstar2
Done & Intemnet | Protected Mode: On A v ®10% -

Hinh 20-15: May client truy cdp Web 2 khi enable card server 2

+ Cai thém dich vu DNS dé phan gidi ip 4o cho tén newstar.vn, sau d6 truy cap
vao tén newstar.vn s€ vao server webl

http://newstarun/ - =

& http://newstarvn/ || X meg P~
|

77 Favorites | 9% @] Suggested Sites = @] Web Slice Gallery ~

— _ 1]

|22~ | & htpirn92168:2.001 | @ nttp:fmewstarom/ x| | o v [ @ v Pagev Safety~ Toolsv @~

Website Newstar1
Done & Internet | Protected Mode: On fy v HM100% v

= = 4

Hinh 20-16. May client truy cdp vao Webl khi enable Server 1
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21  Trién khai can bing tai File

Sau khi hoc bai nay xong hoc vién kha nang can bang tai file Server. Nham dap tng

nhu cau cho ngudi dung khi ¢6 su truy cap nhiéu hodc c6 su ¢b mat két ndi ¢ server

File Server
— Chuén bi:
+ Mot may Windows server 2016 DC
+ Mot may Windows server 2016 cai dich vu DNS
+ Mot may Client
— M0 hinh
newstar.vn
File File
Server 1 Server 2 e
192.168.1.2 192.168.1.1 & 192.168.1.4

192.168.1.9 192.168.1.10

— Két qua dat duogc
+ Truy cap vao dudng dan newstar.vn/share & may client

— Thuc hién

+ Cai DFS trén ca 2 server File Server nhung khi ciu hinh can bang
+ Tao file Share chung cho 2 server
+ Tién hanh trén File server 1
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B Add Roles and Features Wizard — O *

DESTINATIOM SERVER

Select server roles =

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description
sSfvegselecton || Active Directory Federation Services DFS Replication is a multimaster
[ Active Directory Lightweight Directory Services replication e.nglne that enab|E§ you
[T] Active Directory Rights Management Services to synchronize folders on multiple
[] Device Health Attestation servers across local or wide area
Confirmation [C] DHCP Server network (WAN) network
[] DNS Server connections, It uses the Remote
[] Fax Server Differential Compression (RDC)
4 [m] File and Storage Services (1 of 12 installed) protocol to update anly the portions
4 File and iSCSI Services of files that have changed since the
File Server last replication. DFS Replication can
[] BranchCache for Metwaork Files be used in CD”J“"‘C‘!G” with DFS
[] Data Deduplication Namespaces, or by itself.

DFS Namespaces

[] File Server Resource Manager

[ File Server VSS Agent Service

[] isCSl Target Server

[] iSCSI Target Storage Provider (VDS and VS¢
[ Server for NFS

| < Previous | | Next > | Install

Hinh 21-1: Add DFS

4 Mew Namespace Wizard _ O >

Namespace Server

Erterthe name of the server that will host the namespace. The server you specify

Namespace Server will be known as the namespace server.

Namespace Name and Seftings  Server:

R1 Browse...
Namespace Type wse
Review Settings and Create
MNamespace
Corfirmation
< Previous Next > Cancel

Hinh 21-2: Chon Server 1
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24 New Namespace Wizard — O
: Namespace Name and Settings
=
Steps: . § .
Erter a name for the namespace. This name will appear after the server or domain
Namespace Server name in the namespace path, such as “\Server\Name or "\DomainName.
Namespace Name and Settings Name:
Namespace Type Share
Review Settings and Create Example: Public
MNamespace
Corfimation If necessary, the wizard will create a shared folder on the namespace server. To
modify the settings of the shared folder, such as its local path and pemissions, click
Edit Settings.
< Previous Next > Cancel
N « A
Hinh 21-3: Dat tén cho Folder Share
4 New Namespace Wizard — O

Namespace Type

L
==
Steps:

MNamespace Server

Select the type of namespace to create.

(® Domainbased namespace
MNamespace Name and Settings

Domain Services. You can increase the availability of @ domain-based namespace by using

Namespace Typs multiple servers. When created in Windows Server 2008 mode, the namespace supports

Review Settings and Create increased scalability and access-based enumeration.
Namespace
Confimation Enable Windows Server 2008 made

Preview of domain-based namespace:

A domain-based namespace is stored on one or more namespace servers and in Active Directory

|\\new5tar.\rn\5hare

() Stand-alone namespace

A stand-alone namespace is stored on a single namespace server. You can increase the
availability of a stand-alone namespace by hosting it on a failover cluster.

Preview of stand-alone namespace:

“WR14Share

< Previous MNeat =

Cancel

Hinh 21-4: Chon hé tho”'ng Domain
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., DFS Management - O

74 File Action View Window Help

L ANl

% DFS Management

v 2 Namespaces .
o W0ENE e,

Y Replicatior 5t MNew Folder...
Add Namespace Server...

Actions

— Delegation Search \inewstar.vniShare -

Add Namespace Serve...
Delegate Management Permissions...
Delegate Management..

Remove Namespace from Display...
Remove Mamespace fr...
i >
V= View 3
New Window from Here
New Window fram Here

Delete

K Delete
Refresh | Refresh
Properties [=] Properties
Help Help

Add another namespace server to the selected namespace.

Hinh 21-5: Chon Server file server phu

Add Mamespace Server x

MNamespace:
|\\newstar.\tn\5hare |

Namespace server:
|R2 Browse...
Path to shared folder:
[\\R2\Share

To modify the settings of the shared folder, such as its local path and shared
folder permissions, click Edit Settings.

Edit Settings...

Cancel

Hinh 21-6: Folder share ¢ server phu
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124 DFS Management — [m} be
74 File  Action View Window Help _alx
= xnm B
‘L‘ DFS Management \inewstar.vn\Share (Domain-based in Windows Server 2008 mode) Actions
. I;éil'IEI,:‘I\EIW;:::A:.:r.\.rn\Share Servers  Delegation  Search \\..rvewstal.vn\,Shale -~
> % Replication 2 entries @ Mew Folder...
Type | Referral Status | site | Path * Add Namespace Serve..
2 Delegate Management...
'_E Enabled Defautt-First-Site-Na...  “\“\RZnewstarvn\S... Remove Namespace fr...
View »

Mew Window from Here
Delete
Refresh

Properties

BEB X

Help

Y\R1.newstar.vn\Share -
Open in Explorer...

Disable Mamespace Se...

D Properties

x Delete

ﬂ Help
Hinh 21-7: DF'S nhdn 2 server file
Permissions for Share *

Security

|3I‘()LI|:) or user names:

Add... Remaove

Pemissions for Evenyone Allow Deny
Full Control 1
Change O
Read O

Cancel Apply
Hinh 21-8: Phdn quyén share
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+ Tuy tao file chung cho 2 server roi, nhung viéc cip nhat khi ¢ su thay d6i do

thi ta can phai tao sy déng bd

+ DFS Management —
.-'7 File Action View Window Help
L ARl NEY

v 4 Nemespaces Reslicat "
5 \newstarumishare || T seleatian
Y Repftim 7 4 Domain System Volume A4 New Replication Grou...
Hew Replication Group... By Add Replication Group..
Add Replication Groups to Display... Delegate Management
Delegate Management Permissions... .
Disable Topelogy Verifi...
Disable Topology Verification
View »
W=D ’ New Window from Here
New Window from Here S Refrech
G| Refres|
it |5b Export List..
Export List... Help
Help
Starts a wizard to create a new replication group.
N
N A A
Hinh 21-9: Tao dong bo
% New Replication Group Wizard = O X
-
\;‘ Replication Group Members
Steps: Click Add and then select two or more servers that will become members of the
replication group.
Replication Group Type * LY
Name and Domain Members:
Replication Group Members Server Domain
Topeology Selection R1 newstar.vn
R2 newstar.vn
Hub Members
Hub and Spoke Connections
Replication Group Schedule
and Bandwidth
Primary Member
Folders to Replicate
Review Settings and Create
Replication Group
Conrfimmation
< Previous MNext = Cancel

Hinh 21-10: Chon Server
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24 New Replication Group Wizard —

-
\_;‘ Topology Se
Steps:

Replication Group Type
Name and Domain
Replication Group Members
Topology Selection

Replication Group Schedule
and Bandwidth

Primary Member
Folders to Replicate

Review Settings and Create
Replication Group

Confimmation

lection

Select atopology of connections among members of the replication group.

This topology requires three or more members in the replication group. In this
topology, spoke members are connected to one ortwo hub members. This
topology works well in publication scenarios where data originates from the hub
member and replicates out to the spoke members.

(® Full mesh

In this topology, each member replicates with all other members of the replication
group. This topology works well when there are ten or fewer members in the
replication group.

X

() No topology

Select this option if you want to create a custom topology after you finish this
wizard. Mo replication will take place until you create the custom topology.

< Previous Next =

Cancel

Hinh 21-11: Trang thadi cdp nhdt

_ Mew Replication Group Wizard -

S
= \é‘ Primary Member
Steps:

Replication Group Type
Name and Domain
Replication Group Members
Topology Selection

Replication Group Schedule
and Bandwidth

Primary Member
Folders to Replicate

Review Settings and Create
Replication Group

Confirmation

Select the server that contains the content you want to replicate to other members.
This server is known as the primary member.

Primary member:

R1 ~

| I the folders to be replicated already exist on muttiple servers, the folders and
files on the primary member will be authoritative during initial replication.

< Previous Mext =

Cancel

Hinh 21-12: Chon Server chinh
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Add Folder to Replicate >

Member:

A1 |

Local path of folder to replicate:
|C:"-.DFSF~!DUIS"-.Share | I Browse... I

Bxample: C\Documents

Select ortype a name to represent this folder on all members of the
replication group. This name is known as the replicated folder name.

(® Use name based on path:
|Share

() Use custom name:

Bxample: Documents

Pemissions == QK Cancel

Hinh 21-13: Chon Server dong bo

Edit >
General

Member:
R2

Select the initial status of the replicated folder on this member.

Membership status:

() Digabled
The replicated folder will not be stored on this member.

(® Enabled
Keep the following folder synchronized with other members.

Local path of folder:
C:A\DFSRoots'Share | I Browse. .. I
Example: C:\Data

[] Make the selected replicated folder on this member read-only.

oK Cancel

Hinh 21-14: Chon server 2 phu
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| = | Share — | 5
Home Share View v o
&« v <« DFSRoots » Share v O Search Share 2
Name Date modified Type
#F Quick access
R1Tao 10/10/2017 6:06 AM  File folder
[ Desktop k2
R2 tao 10/10/2017 7:56 AM  File folder
4 Downloads -
Documents -
[&=] Pictures -
0 This pC
=¥ Metwork
< >
Zitems  State: 3R Shared H=={ =]

Hinh 21-15: Hai server da cdp nhdt file

Organize » Mew folder =« [ @

MName Date modified Type

0 Favorites
Bl Desktop ) R1Tao 10/10/2017 8:06 PM  File fold
4. Downleoads . R2tao 10/10/2017 9:56 PM  File fold

.
1=l Recent Places

m

- Libraries
@ Documents
Ji Music
[=| Pictures L &

E Videos

18 Computer - | LI ¢

, 2 items Offline status: Online
| Offline availability: Mot available

e

Hinh 21-16: May Client truy cdp vao file server
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22 Domain dong cap

Sau khi hoc bai nay xong ngwoi hoc c6 kha nang sw can bang cho Domain, di phong
cho domain

— Chuén bi:
+ Mot may windows server da 1én DC
+ Mot may windows server join Domain
+ Mot mdy windows 7

— M5 hinh
newstar.vn

DC1 DC2

192.168.1.1 192.168.1.2

>

192.168.1.9 192.168.1.10

— Két qua dat duogc
+ Tao Ul va U2 bén Primary sé& thiy bén Secondary
+ Chuyén 5 role quan tri sang cho R2
+ Sau d6 dung lénh chuyén 5 role tir R2 sang R1

— Thuc hién
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Fﬁ. Add Roles and Features Wizard

Select server roles

Before You Begin

Features

AD DS

Confirmation

Sel

lect one or more roles to install on the selected server.

Roles

[] Active Directory Certificate Services

Active Directory Domain Service:

[[] Active Directory Federation Services

[1 Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

[C] DHCP Server

[C] DNS Server

[ Fax Server

[m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service

[1 Hyper-v

[] MultiPaint Services

[] Network Policy and Access Services

[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

[ Volume Activation Services

[] Web Server (IIS)

[] Windows Deployment Services

- [m] >

DESTINATION SERVER
R2_newstarvn

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators, AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logen process,

| < Previous | | Next > | Install

Paths

loyment C

Domain Controller Options

Additional Cptions

Hinh 22-1: Cai dat ADDS

[z Active Directory Domain Services Configuration Wizard

Deployment Configuration

Select the deployment operation

%) Add a domain controller to an existing domain
Add a new domain to an existing forest
) Add a new forest

Specify the domain information for this operation

Domain: newstar.vn

Supply the credentials to perform this operation

MNEWSTAR\Administrator (Current user)

More about deployment configurations

- O X

TARGET SERVER
R2.newstar.vn

Hinh 22-2: Chon muc dau tién

Trung tam Pao Tao NewStar

205



LAB MCSA 2016 Nemélar

[ Active Directory Domain Services Configuration Wizard — O *
. - TARGET SERVER
Additional Options Y

nt Configuration . ) .
- Specify Install From Media (IFM) Options

Domain Controller Options

[ Install from media

Specify additional replication options

Replicate from: Any domain controller =
Review Cptions

Prereguisitas Chack

More about additional options

| < Previous | | Mext = | nsta
Hinh 22-3: Cdp nhdt giita cac domain

+ Taouser Ull va Ul2 ¢ domain Priamary sau d6 qua domain Secondary

] Active Directory Users and Computers - O *
File Action View Help
e« nFE BBz BEEPeETEY

: Active Directory Users and Com|| pame Type Description &
| Saved Queries

&

%Domain Co..  Security Group... All workstations and ser...
%Domain Con... Security Group... All domain controllers i...
%Domain Gue... Security Group... All domain guests
%Domain Users Security Group... All domain users

| ForeignSecurityPrincipal: %EnterpnseA... Security Group... Designated administrato...
“ Managed Service Accour %Enterpnse K. Security Group.. Members of this group ...

w 3 newstarwvn
| Builtin
| Computers
2| Domain Controllers

= Mhansu %Enterpnse R.. Security Group... Members of this group ...
= Users %Group Polic... Security Group... Members in this group c...
v Guest User Built-in account for gue...

E)Hiep Dang. User

%Ke}rAdmins Security Group... Members of this group ...
%Protected Us... Security Group... Members of this group ...
E-BRAS and IAS ... Security Group... Servers in this group can...
%Read-only D... Security Group... Members of this group ...
%Schema Ad... Security Group... Designated administrato...

E)Sep User
%u‘l User
E)U‘I‘I User
E)U‘IZ User
E)UZ User
£ > L

Hinh 22-4: U1l va Ul2 da cdp nhdt

+ Trén mot hé théng domain s& c6 5 role dé quan 1y tai nguyén cho domain. O
day ta tién hanh chuyén d6i role qua lai giita 2 domain chinh phy

Trung tam Pao Tao NewStar 206



LAB MCSA 2016

] Active Directory Users and Computers — *
File Action View Help
e’ | aFE {BIXECR HE L aETE%
] Active Directory Users and Com|| Name Type Description ~
__ saved Queries %Access-Deni... Security Group... Members of this group ...
v rT.s""“"'b‘aegate Control... Jser Built-in account for ad...
- Find.. security Group...  Members in this group c...
ol . security Group...  Members of this group ...
- EhanaSiohans security Group... Members of this group t...
= Change Domain Centroller... Jser A user account manage...
:._- Raise domain functional level... security Group...  Members in this group c...
= Operations Masters... security Group... DMNS Administrators Gro...
] security Group...  DNS clients who are per...
few ? security Group...  Designated administrato...
All Tasks 2 security Group...  All workstations and ser...
Refresh security Group...  All domain controllers i...
security Group...  All domain guests
Properties security Group...  All domain users
Help security Group...  Designated administrato...
sgyencerprac wee SECUrity Group..,  Members of this group ..
%Enterprise R.. Security Group... Members of this group ...
%Group Polic... Security Group... Members in this group c...
¥ Guest User Built-in account for gue...
%Hlep Dang. User
i > || 8% Kev Admins  Securitv Group... Members of this aroup ... v
Domain operations masters

Hinh 22-5: Chon vao Operations Master
+ Chuyén d6i RID qua R2: Change

Operations Masters

RID PDC Infrastructure

The operations master manages the allocation of RID pools to other Domain

Contrallers. Only one server in the domain performs this role.

Operations master:

| R2 newstar.vn

To transfer the operations master rale to the following

computer, click Change.

| R2 newstar.vn

Close

Cancel
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Operations Masters ? x

RID POC Infrastructure

The operations master emulates the functions of a primany Domain Controller
(PDC}) for pre-Windows 2000 clients. Only one serverin the domain performs
this role.

Cperations master:

| R2 newstar vn |
To transfer the operations master role to the following
computer, click Change. ange...

| R2 newstar.vn |

Close Cancel

Hinh 22-6: Chuyén déi PDC qua R2
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Operations Masters 7 >
RID PDC  Infrastructure

The infrastnicture master ensures consistency of objects for inter-domain
operations. Onfy one server in the domain performs this role.

Operations master:

| R2 newstar.vn |
To transfer the operations master role to the following
computer, click Change. ange...

| R2 newstar.vn |

Close Cancel

Hinh 22-7: Chuyén déi Infrastructure qua R2

+ Chon vao Active Directory Domain and Truts dé chuyén R2

% Active Directory Domains and Trusts —

File Action View Help
e AR 1 (HEREYN 7 Mio:
Z5 Active Dirartans Namaine and S | P Type |[ Actions
f Change Forest...
}:. el g this vi newstar.vn
Change Active Directory Domain Controller..,  Tis view.
- More Actions
Operations Master...
Raise Forest Functional Level...
Refresh
Properties
Help
£ >l € >

Transfer the operations master role to a different computer

Hinh 22-8: Chuyén doi Role Schema
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Operations Master *

The domain naming operations master ensures that domain names are
unigue. Only one Active Directory Domain Cortroller in the enterprise
performs this role.

Domain naming operations master:

| R2 newstar.vn |
To transfer the domain naming master role to the
following computer, click Change.

| R2 newstar.vn |

Close

Hinh 22-9: Chuyén doi Role qua R2
4 Run X

=7  Typethename of a pregram, folder, document, or Internet
L=l resource, and Windows will open it for you.

Open: | regsvr32 schmmgmt.dll w

E;J This task will be created with administrative privileges.

Cancel Browse...
Hinh 22-10: Mo Snap-in trén CMD

Add or Remove Snap-ins *
‘You can select snap-ns for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:

Snap-n vendor * ] Console Root Edit Extensions. ..
ﬁhcﬁve Directory Domains an... Microsoft EACWE Directory Schema e
&Acﬁve Directory Schema Microsoft
[ Active Directory Sites and 5...  Microsoft

] Active Directory Users and ... Microsoft Move Up

=" | ActiveX Control Microsoft
[ aDst Edit Microsoft ST
2 = .
Authorization Manager Microsoft

(¥ Certificates Microsoft

N Companent Services Microsoft
E'é‘ Computer Management Microsoft
HlDevice Manager Microsoft
= Disk Management Microsoft

e _.._ -

£ 3 Advanced...

Description:
View and edit the Active Directory Schema
QK Cancel

Hinh 22-11: Add ADS
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Change Directory Server Ed

Current Directory Server:

R1.newstar.vn

Change to:

() Any writable Domain Controller
(®) This Domain Cortroller or AD LDS instance

Look: in this domain: newstar.vn >
Name Site OC Type DC Version  Status
<Type a Directory Server name[port] here>
R1.newstarvn Default-First-Ste-Name =~ GC Windows... Online
A2 newstaryn Default-First-Site-Name ~ GC Windows... Online
oot ] [
Hinh 22-12: Chon Server muon add
ﬁ Conscolel - [Console Root] - O X
ﬁ File Action View Favorites Window Help - 8 X
s ole ALl HEY
[ Console Root Mame Actions
v E Active Dirertan: Sehl| —
[ Clas Change Active Directory Domain Controller... D -
[ Attr Connect to Schermna Operations Master Mare Actions ’
Operations Master...
Permissions...

Reload the Schema
Mew Window from Here
Refresh

Help

£ >

Change the Operations Master

Hinh 22-13: Chon vao Operations Master
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Change Schema Master >

The schema master manages modffications to the schema. Only one
server in the enterprise performs this role.

Current schema master (online):

| R2 newstar.vn |

To transfer the schema master role to the targeted -
schema FSMO holder below, click Change.

| R2 newstar.vn |

Close Help

Hinh 22-14: Chon change

BN Administrator: CAWindows\system32icmd.exe

\Administrator

Hinh 22-15: Cdc Role di chuyén qua R2

+ Thuc hién chuyén cac Role bé‘mg 1énh, ngéi trén R1

Administra

ntdsutil:

Hinh 22-16: Két noi téi R1
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Rele Transfer Confirmation Dialeg

) , Areyou sure you want the role of Naming Master transferred to the

f
' server "R1"7

~ naming master

Hinh 22-17: Chuyén Role sang R1

BER Administrator: Command Prompt - ntdsutil — O >

~ infrastr re

Hinh 22-20: Chuyén Role RID sang R1
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Hinh 22-22: Qua trinh chuyén déi thanh cong
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23 Domain con

Sau khi hoc xong bai nay hoc vién co kha nang xday dung mot domain con. Mot
domain khong chiu chinh sdach cua domain cha

— Chuén bi:
+ Mot may windows server da 1én DC
+ Mot may windows server join Domain
+ Mot mdy windows 7

— M5 hinh
newstar.vn

DC1 DC2

192.168.1.1 192.168.1.2

>

192.168.1.9 192.168.1.10

— Két qua dat duogc
+ bDiéu chinh chinh sach Password & domain con, tao ul khong
anh hudng chinh sach domain cha

— Thuc hién
+ Thuc hién cdu hinh DNS domain con trén R1
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&

File Action View Help
| @z Hm 8

., DNS Manager -

2 EENS MName Type Status DNSSEC Status
v 5 R1 = . . . .
. g_msdcs.newstar.\rn Active Directory-Integrated Pr..  Running Mot Signed
v L Forward Lod Active Directory-Integrated Pr.. Runni Not Signed
% msdest Mew Zone... ctive Directory-Integrated Pr...  Running ot Signe
i newstar. e Y
| Reverse Lool
| Trust Points Refresh
| Conditional Export List...
Help
£
Create a new zone.
N
Hinh 23-1: Chon New Zone
Mew Zone Wizard >
Zone Type

The DNS server supports various types of zones and storage.

Select the type of zone you want to create:

(®) Primary zone
Creates a copy of a zone that can be updated directly on this server,

() Secondary zane
Creates a copy of a zone that exists on another server, This option helps balance
the processing load of primary servers and provides fault tolerance.

(") Stub zone

Creates a copy of a zone containing only Name Server (N5), Start of Authority
(50n), and possibly glue Host (A) records. A server containing a stub zone is not
autheritative for that zone.

Store the zone in Active Directory (available only if DNS server is a writeable domain
contraller)

< Back Cancel
Hinh 23-2: Primary zone
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MNew Zone Wizard *
Active Directory Zone Replication Scope ;.
You can select how you want DMS data replicated throughout your network.

=

Select how you want zone data replicated:

() To &ll DNS servers running on domain controllers in this forest: newstar.vn
(@) To all DNS servers running on demain contrallers in this domain: newstar.vn
(") To all domain controllers in this domain {for Windows 2000 compatibility): newstar.vn

To &ll domain controllers specified in the scope of this directory partition:

Hinh 23-3: Cdp nhdt véi domain newstar

MNew Zone Wizard *

Zone Name ;.

What is the name of the new zone?
=

L~

The zone name spedifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a portion of the domain name (for example, newzone. microsoft.com). The zone name is
not the name of the DNS server,

Zone name:

Microsoft.newstar.vn

Hinh 23-4: Tao zone domain con
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New Zone Wizard >
Dynamic Update
‘You can specify that this DNS zone accepts secure, nonsecure, or no dynamic L
updates. ks

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DMS server whenever changes occur.

Select the type of dynamic updates you want to allow:

(@) Allow only secure dynamic updates {recommended for Active Directory)
This option is available only for Active Directory-integrated zones.

(") Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records are accepted from any dient.

This option is a significant security vulnerability because updates can be
2 accepted from untrusted sources,

(C) Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

Hinh 23-5: Cadp nhdt véi domain

+ Tao domain con trén R2

= Add Roles and Features Wizard — O X

DESTINATION SERVER
R2 newstarvn

Select server roles

Befora You Begin Select one or more roles to install on the selected server,

Installation Roles

[] Active Directory Certificate Services
Active Directory Domain Service:
[] Active Directory Federation Services

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users

[1 Active Directory Lightweight Directory Services
AD DS [] Active Directory Rights Management Services
[] Device Health Attestation

[[] DHCP Server

[] DNS Server

[] Fax Server

[m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service

[] Hyper-v

[] MultiPaint Services

[ Network Policy and Access Services

[] Print and Document Services

[] Remote Access

[[] Remote Desktop Services

[ Volume Activation Services

[] Web Server (lIS)

[] Windows Deployment Services

and network administrators, AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

Confirmation

| < Previous | | MNext > | nsta

Hinh 23-6: Cai ADDS
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[& Active Directory Domain Services Configuration Wizard

Deployment Configuration

Deployment

Domain Controller Options
Additional Cptions

Paths

) Add a new forest

Review Cptions

Select domain type:
Parent demain name:

New domain name:

Select the deployment operation

- O >

TARGET SERVER
R2.newstar.vn

_) Add a domain controller to an existing domain

Add a new domain to an existing forest

Specify the domain information for this operation

Child Domain ¥
| Microsof‘ﬂ |

Supply the credentials to perform this operation

MNEWSTARVAdministrator (Current user)

More about deployment configurations

Hinh 23-7: Domain con microsoft.newstar.vn

[z Active Directory Domain Services Configuration Wizard

Domain Controller Options

Deployment Configuration

Domain functional level:

Global Catalog (GC)

Site name:

Password:

Confirm password:

- O X

TARGET SERVER

R2.newstar.vn

Select functional level of the new domain
Domain Controller Options

Windows Server 2016 V

Specify domain controller capabilities and site information

Domain Name System (DNS) server

Read only domain controller (RODC)

Default-First-Site-Name -

Type the Directory Services Restore Mode (DSRM) password

*

*

More about domain controller options

< Previous Next > Install Cancel

Hinh 23-8: Domain Controller Options
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2 DNS Manager - O >
File Action View Help

x| FEXEBe= HEI EEE

& EENS A || Name Type Data
v i R? :'—_l_msdcs
v [ F?rward Lookup Zene :j cites
_‘_ _medcs.newstarv :j_tcp
= microsoft.newstar -l
~ |- | newstarvn :_]‘Udp_
= medce ] DomainDnsZones
- _sites jForestDnsZones
9 tep :—_lmicrosoft
| _udp E-l (same as parent folder) Start of Authority (SOA) [27]. rl.newstar.vn., hostrr
| DemainDnsZo E-l(same as parent folder) Name Server (NS) rl.newstarvn,
| ForestDnsZon E-l(same as parent folder) Host (A) 192.168.1.1
| microsoft E-lDESKTOP-D?IDTUD Host (A) 192.168.1.3
| Reverse Lockup Zone E-lr'l Host (A) 192.168.1.1
| Trust Points E—Iwm?-Pc Host (A) 192.168.1.2
| Conditional Forwarde ¥
£ > £ >

Hinh 23-9: Dd cdp nhdt domain vao domain cha

_EQE:.:Z:: Vianagement — O
Z File Action View Window Help - &
e nmLBo(Xc HE
' Group Policy Management Default Domain Policy
v £, Forest: newstarvn Scope Detals Seftings Deleqation Status
v =[ Group Policy Management Editor - O *
File Action View Help ~
e x5 = H
w i Computer Configuration ~ Policy - Policy Setting Path
vE p_OHCIES . | Enforce password history 24 passwords remer, EED
_| Software Settings .
S . | Maximum password age 42 days
w || Windows Settings Mini d 1d i
: inimum password age ays
_| Name Resolut .M' X P dlg h N hy . ]
I; Scripts (Star‘tu | Mimimum password leng ] ) { characters
= Deployed Prin | Password must meet complexity requirements Enabled
v Fh Security Settir | Store passwords using reversible encryption Disabled
v 3 AccountP
i Passwi
4 Accou
55 Kerber
# | ocal Palic ¥
< > < > —
£ > || P oo P

Hinh 23-10: Dung chinh sach &p cho domain cha
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Mew Object - User x
; Createin:  newstar.vn/Users
dd
Password: |----o--- |
Corfirm password: |----o-vu| |
[] User must change password at next logon
[] User cannet change password
[ ] Password never expires
[] Account is disabled
< Back Mead = Cancel
Hinh 23-11: Tao user cho domain cha
=4
Z File Action View Window Help - &
e nmLo/X6 HE
(5 Group Policy Management || Default Domain Policy
e -ﬁ F?rest: ne?cvstar.\rn Scope  Details Setings Delegation Status
~ |55 Domains
~ 3 microsoft.newstara, Links
Dlienlznr linlee in thie | it
- :.i =/ Group Policy Management Editor — O X
File Action View Help
L e M =
e aE =2 H=
w i Computer Configuration & Policy - Policy Sett
E ~ [ Policies .
. - | Enforce password histo 24 passwo
3 | Software Settings . P v P |
_— e X | Maximum password age 42 days
[ Sites w || Windows Settings .
S - | Minimum password age 1 days
siw Grou | Mame Resolut Mini d length 4ch +
%, Grou ) Scripts (Startu | Minimum password leng . . .c aracte
p= Deployed Prin | Password must meet complexity requirements Disabled
v B Security Settir | Store passwords using reversible encryption Disabled
v _:EI Account P
_:E:.‘ Passwi
_:E:.‘ Accou
5 Kerber o,
< ) > < >

Hinh 23-12: Diéu chinh chinh sdach domain con
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Mew Object - User et
; Create in:  microsoft newstar vn/Users
Password: |m |
Corfirm password: |-...- |

[ ] User must change password at next logon
[J User cannet change password

[[] Password never expires

[J Accourt is disabled

< Back Meodt = Cancel

Hinh 23-13: Tao user voi chinh sach ¢ domain con
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24  Chia site domain

— Chuan bi:
+ Mot may windows server da 1én DC
+ Mot may windows server join Domain
+ Mot may windows 7

— M0 hinh

Hanoi

R1 HCM

172.16.02 & 172.16.0.1.

192.168.1.1 192.168.1.2

—

<

172.16.0.3

— Két qua dat duogc
+ Tao Ul & domain HCM sau d6 ngat két ndi & router, ul van
dang nhap duoc ¢ site Hanoi

— Thuc hién
+ Thuc hién join domain cho R2
+ Thuc hién dinh tuyén gilta hai mang
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E Routing and Remote Access _ O b4
File Action View Help
e @ XE S HE
3 Routng ndremete acces || —
S Stat v
% ‘-':EZK;DEEFOKZ‘} (local) Interface Update mode Responses sent Responses
hd - oca
B Network Interfaces EEEH‘E"‘EH Periodic 1 o
=3 Remote Access Logging E?Etheme‘tﬁ Periodic 1 0
v B Ipvd
E General
B Static Routes
B RP
B IPve
< >|| £ >

Hinh 24-1: Card mang tham gia dinh tuyén

- {E’:} I r Manage  Tools

>,

Active Directory Administrative Center
Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers
! ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

] Disk Cleanup

DNS

Hinh 24-2: Chon ADSS
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[Hlg Active Lirectory SItes and SErvices - (] A
File Action View Help
e | m = HE &
[ Active Directory Sites and Servic|| MName Type Description
L Si .
v L Sikes Sites Sites Container
~ Delegate Control...
Mew Site...
Find...
MNew > Site
All Tasks >
Refresh
Properties
Help
£ >
Create a new object...

Hinh 24-3: New -2 Site

Mew Object - Site x

[g Createin:  newstar.vn/Configuration./Sites

MName: ‘ Hanoi

Select a site link object for this site. Site link objects are located in the
Sites/Inter-5ite Transpaorts container.

Link Name Transport
. DEFAULTIPSITELINK IP

=

Hinh 24-4: Thém site Hanoi
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Active Directory Domain Services >

o Site Hanoi has been created. To finish configuration of Hanoi:
Ensure that Hanoi is linked to other sites with site links as appropriate.
Add subnets for Hanoi to the Subnets container.

Install cne or more Domain Contrellers in Hanoi, or move existing DCs
into the site.

You will not see this message again until the next time you start Active
Directory Sites and Services.

Hinh 24-5: Site Hanoi dwoc tao

[ Active Directory Sites and Services - O *
File Action View Help
e’ | rEIXEc= HE &
| Active Directory Sites and Services [|| MName Type Description
- Sites E® NTDS Site Se... Site Settings
w || Inter-Site Transports = Servers Servers Contai
e -
- SMTP
| Subnets
F Hom
E Hanoi
£ >

Hinh 24-6: Chinh sita file mdac dinh thanh HCM
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[ Active Directory Sites and Services — O *
File Action View Help
e nHXE 6= BEE
| Active Directory Sites and Services [|| Name Site Location Type Description
| Sites
| Inter-Site Transports There are no items to show in this view,

S b eie

E- Delegate Control...
E MNew Subnet...
Find...

New ¥ Subnet
All Tasks ¥

View ¥
Refresh
Export List...

Properties

Help

< > <€ >

Create a new object...

Hinh 24-7: Thém Subnet
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MNew Object - Subnet

Iﬂés Createin:  newstar vn/Configuration/Sites/Subnets

Enter the address prefoc using network prefoc notation (address/prefic
length), where the prefix length indicates the number of faced bits. You
can enter either an |Pv4 or an [PvE subnet prefic.

Leam maore about entering address prefives.

|IPvd example: 157 .54 208 0,20
|Pv6 example: 3FFE:FFFF.0:.CO00:./ 64

Prefic:

|1?2.1'E.1].W1E

Prefix name in Active Directory Domain Services:

|1?2.1G.D.Df1ﬁ

Select a site object for this prefic.

Site Mame

.
B Hem

o [t

Hinh 24-8: Thém network o site Hanoi
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MNew Object - Subnet >

I”j; Createin:  newstar.vn/Corfiguration/Sites/Subnets

Enter the address prefic using networs prefoc notation (address.prefic
length), where the prefic length indicates the number of fixed bits. You
can enter either an IPv4 or an |PvE subnet prefic.

Leam more about entering address prefices.

IPvd example: 157.54.208.0-20
IPw6 example: 3FFE:FFFF:0:CO0D: /64

Prefox::
|132.153.1 0724 |

Prefix name in Active Directory Domain Services:
|192.153.1.w24 |

Select a site object for this prefic.

Site Mame

E Hanoi
e |

Cancel Help

Hinh 24-9: Thém network o site HCM

+ Tién hanh nang cap 1én domain dong cap
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[z Add Roles and Features Wizard — O x
- DESTINATION SERVER
Select server roles Renewsarm
Before You Begin Select one or more roles to install on the selected server,
Installation T Roles Description
Server Selection 0 Active Directory Domain Services
{AD DS5) stores information about
e— [] Active Directory Federation Services objects on the network and makes
o [ Active Directory Lightweight Directory Services this information available to users
AD DS [] Active Directory Rights Management Services and network administrators. P‘D bs
_ . [] Device Health Attestation uses domain controllers to give
Confirmation ] DHCP Server network users access to permitted
] DNS Server resources anywhere on the network
[ Fax Server through a single logon process.
| [m] File and Storage Services (1 of 12 installed)
[] Host Guardian Service
[1 Hyper-v
[] MultiPoint Services
[] Metwork Policy and Access Services
[] Print and Document Services
[] Remote Access
[ Remote Desktap Services
[ Volume Activation Services
[ Web Server (lIS)
[] Windows Deployment Services
‘ < Previous | | Next > | Install
N N
Hinh 24-10: Cai ADDS
f& Active Directory Domain Services Configuration Wizard — O *
- ot TARGET SERVER
Deployment Configuration R newstarm

ment Configuration

Select the deployment operation
Domain Controller Options . o .
Add a domain controller to an existing domain

Additienal Options Add a new domain to an existing forest

Paths

) Add a new forest
Specify the domain information for this operation
Domain: newstarvn

Supply the credentials to perform this operation

MNEWSTARMVAdministrator (Current user)

More about deployment configurations

Hinh 24-11: Chon muc dau tién

Trung tam Pao Tao NewStar 230



LAB MCSA 2016 Nemélar

[z Active Directory Domain Services Configuration Wizard — O *
D - C n | | O t TARGET SERVER
omain Controller Options = ——

Deployment Configuration

Specify domain controller capabilities and site information
Domain Controller Options )
Domain Name System (DNS) server

BEISOptions Global Catalog (GC)
Additional Options [ Read only domain controller (RODC)
Paths Site name: Hanoi v

Type the Directory Services Restore Mode (DSRM) password

Password: sssessen

Confirm password: |ooooooo-|

More about domain controller options

| < Previous | | Next = | Install
Hinh 24-12: Chon vao site Hanoi

[z Active Directory Domain Services Configuration Wizard — O hed

R - O Py TARGET SERVER

eview p tons R2.newstar.vn
Deployment Configuration | Review your selections:

Configure this server as an additional Active Directory domain controller for the domain

Domain Controller Options . .
newstarvn”,

Site Name: Hanoi
Paths Additional Options:

Read-only domain controller: No

Global catalog: Yes
DNS Server: Yes
Update DNS Delegation: No

Source domain controller: any writable domain controller

These settings can be exported to a Windows PowerShell script to automate

additional installaticns

More about installation options

| < Previous | | Mext = | Install
Hinh 24-13: Théng tin cdu hinh da thiét ldp
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j Active Directory Users and Computers

File Action View Help

e |rE /B XE= HEIPaETER

] Active Directory Users and Com
5[] Saved Queries
v _fﬂ newstar.vn
> || Builtin
] Computers
» 2] Domain Controllers
» [ ] ForeignSecurityPrincipal:
> [ Managed Service Accour
| Users

MName Type

&Guest User
%Hiep Dang. User

% ul User

% Denied ROD... Security Group...
%Dnsﬁ\dmins Security Group...
% DnsUpdateP... Security Group...
%Domain Ad...  Security Group...
%Domain Co..  Security Group...
%Domain Con.. Security Group...
%Domain Gue... Security Group...
% Domain Users  Security Group...
% Enterprise A..  Security Group...
% Enterprise K...  Security Group...
% Enterprise R..  Security Group...
%Group Polic.. Security Group...

%Key}\dmins Security Group...
% Protected Us... Security Group...
%RAS and IAS .. Security Group...
% Read-only D... Security Group...
% Schema Ad...  Security Group...

Description

Members in this group c...
DS Administrators Gro...
DNS clients who are per...
Designated administrato...
All workstations and ser...
All domain controllers i...
All domain guests

All domain users
Designated administrato...
Members of this group ...
Members of this group ...
Members in this group c...
Built-in account for gue...

Members of this group ...
Members of this group ...
Servers in this group can...
Members of this group ...
Designated administrato...

Hinh 24-15: User Ul dang nhdp ¢ site Hanoi

Hinh 24-14: Tao user Ul trén R1

ul
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B Active Directory Sites and Services — O X
File Action View Help
=@ B8 XEc= B 2
[l Active Directory Sites and Servic|| Name Domain Bridgehead DC Type Descript
M S'_tes i EI R2 newstar.vn GC
_| Inter-Site Transports
| Subnets
~ [& Hanoi
w | Servers
3R
v e HCM
w || Servers
g R1
£ > € >

Hinh 24-16: Site Hanoi c6 R2
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25 Read Only Domain

— Chuén bi:
+ Mot may windows server da 1én DC
+ Mot may windows server join Domain

— M0 hinh

Hanoi

R1 HCM

172.16.0.1,

172.16.0.2

—

192.168.1.1 192.168.1.2

172.16.0.3

— Két qua dat duoc
+ Tao Ul & domain HCM sau d6 ngat két ndi & router, ul van

dang nhap duogc ¢ site Hanoi

A
— Thuc hién
B Routing and Remote Access -
2 Routing and R A O x
File Action View Help
e« 2@ XEG= HE
5 Stat -
- % ‘-':I::K;DE(SZFOKE‘} (local) Interface Update mode Responses sent Responses
B Metwork Interfaces 2 Ethemet! Periodic 1 0
‘23 Remote Access Logging 2P Ethemetd Periodic 1 0
v B IPwd
E General
E Static Routes
B RP
B IPvE
< > € >

Hinh 25-1: Card mang tham gia dinh tuyén
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Active Directory Administrative Center

Active Directory Domains and Trusts
Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers
ADSI Edit

Component Services

Computer Management

Defragment and Optimize Drives

Disk Cleanup

DNS

Hinh 25-2: Chon ADSS

i Active Lirectory bites and Services

File

Action  View Help

es|mF = HBm 2

~

<

w [

Sites
Delegate Control...

New Site...
Find...

New

All Tasks
Refresh
Properties

Help

m:v Active Directory Sites and Servic|| pame Type Description

7 Sites Sites Container

Create a new object...

Hinh 25-3: New -2 Site
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Mew Object - Site d

lg Create in:  newstar vn/Configuration./Sites

MName: ‘ Hanai

Select a site link object for this site. Site link objects are located in the
Sites/Inter-5ite Transparts container.

Link MName Transport
ke DEFALLTIPSITELINKE IP

Cancel

Hinh 25-4: Thém site Hanoi

Active Directory Domain Services et

o Site Hanoi has been created. To finish configuration of Hanoi:
Ensure that Hanoi is linked to other sites with site links as appropriate.
Add subnets for Hanoi to the Subnets container.

Install ene or more Domain Controllers in Hanoi, or move existing DCs
into the site,

You will not see this message again until the next time you start Active
Directory Sites and Services.

Hinh 25-5: Site Hanoi dwoc tao
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[ Active Directory Sites and Services - O *
File Action View Help
o | 2EXEC= HE 2
| Active Directory Sites and Services [|| MName Type Description
o Sites P NTDS Site Se... Site Settings
w || Inter-Site Transports = Servers Servers Contai
ap B
- SMTP
| Subnets
F Hom
E Hanoi
£ >

Hinh 25-6: Chinh sita file mdac dinh thanh HCM

[ Active Directory Sites and Services — O *
File Action View Help
e nHXE 6= BEE
| Active Directory Sites and Services [|| Name Site Location Type Description
| Sites
| Inter-Site Transports There are no items to show in this view,

o

é Delegate Control...
ﬁ MNew Subnet...
Find...

New ¥ Subnet
All Tasks b

View ¥
Refresh
Export List...

Properties

Help

< > <€ >

Create a new object...

Hinh 25-7: Thém Subnet
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MNew Object - Subnet

Iﬂés Createin:  newstar vn/Configuration/Sites/Subnets

Enter the address prefoc using network prefoc notation (address/prefic
length), where the prefix length indicates the number of faced bits. You
can enter either an |Pv4 or an [PvE subnet prefic.

Leam maore about entering address prefives.

|IPvd example: 157 .54 208 0,20
|Pv6 example: 3FFE:FFFF.0:.CO00:./ 64

Prefic:

|1?2.1'E.1].W1E

Prefix name in Active Directory Domain Services:

|1?2.1G.D.Df1ﬁ

Select a site object for this prefic.

Site Mame

.
B Hem

o [t

Hinh 25-8: Thém network o site Hanoi
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MNew Object - Subnet x

I”,é; Createin:  newstar.vn/Corfiguration/Sites/Subnets

Enter the address prefoc using network prefoc notation (address/prefic
length), where the prefic length indicates the number of ficed bits. You
can enter either an IPv4 or an IPvE subnet prefix.

Leam more about entering address prefies.

IPvd example: 157 54 208 0,20
IPv6 example:  3FFE:FFFF.0.COMN: /64

Prefo::
|192.1ea.1 0/24 |

Prefic name in Active Directory Domain Services:
|192.153.1.u,f24 |

Select a site object for this prefic.

Site Mame

E Hanoi
o

Cancel Help
Hinh 25-9: Thém network ¢ site HCM

+ Tién hanh nang c4p 1én domain RODC
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[z Active Directory Domain Services Configuration Wizard

Domain Controller Options

Deployment Configuration

Domain Controller Options

Specify domain controller capabilities and site information

Domain Name System (DNS) server
Global Catalog (GC)
Read only domain controller (RODC)

Site name: Hanoi

Type the Directory Services Restore Mode (DSRM) password

A
Password:

Confirm password: "

More about domain controller options

- O X

TARGET SERVER
R2.newstar.vn

Cancel

RODC Opti
Additional Cptions

aths

< Previous Next > Install
N
Hinh 25-10: Chon RODC

[z Active Directory Domain Services Configuration Wizard — O *
- TARGET SERVER
RODC Options o T——

Deployment Configuration .

. - Delegated administrator account
Domain Controller Options

NEWSTAR\Administrator Cear || select. |

Accounts that are allowed to replicate passwords to the RODC

NEWSTAR'Allowed RODC Password Replication Group

Accounts that are denied from replicating passwords to the RODC

BUILTIN\Administrators
BUILTIN\Server Operators
BUILTIN'\Backup Operators

If the same account is both allowed and denied, denied takes precedence.

More about RODC cptions

| < Previous || Next > |

Remove

Install

Remove

Cancel

Hinh 25-11: Thiét ldp RODC
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[z Active Directory Domain Services Configuration Wizard

Review Options
Review your selections:

"newstarvn’.

Additional Cptions Site Name: Hanoi

aths Additional Options:

Read-only domain controller: Yes

Praraguisitas Check

Global catalog: Yes
DMNS Server: Yes
Update DNS Delegation: No

Source domain controller: any writable domain controller

- O X

TARGET SERVER
R2.newstar.vn

Configure this server as an additional Active Directory domain controller for the domain

These settings can be exported to a Windows PowerShell script to automate

additional installations

More about installation options

| < Previous | | Next > |

Install Cancel

Hinh 25-12: Théng s6 cdu hinh RODC

Hinh 25-13: Thém Group

R2 Properties ? *
General QOperating System Member OF Delegation
Password Replication Policy Location Managed By Dialdin
This is & Read-only Domain Controller (RODC). An RODC stores users and
computers passwords according to the policy below. Only passwords for
accournts that are in the Allow groups and not in the Deny groups can be
replicated to the RODC.
Groups, users and computers:
MName Active Directory Dom...  Sefting
Account Operators newstar.vn./Builtin Dery
Administrators newstar.vn./Builtin Dery
newstar.vn/Users
Backup Cperators newstar.vn/Builtin Dery
Denied RODC Passwo... newstar.vn/Users Dery
Server Operators newstar.vn/Builtin Dery
Advanced... Add... Remaove
Cancel Aoply Help

Trung tam Pao Tao NewStar
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General Operating System Member Of Delegation
Fassword Replication Policy Location Managed By Dialin

| Thisis a Read-only Domain Cortroller (RODC). An RODC stores users and
computers passwords according to the policy below. Only passwords for
accounts that are in the Allow groups and not in the Deny groups can be
replicated to the RODC.

(Groups. users and computers:

Nz Add Groups, Users and Computers

Ad
Ag  Choose the setting for the account you are adding to the password
ajl  replication policy.

2
De

{®) Allow passwords for the account to replicate to this RODC
Se

() Deny passwords for the account from replicating to this RODC

oK Cancel

Advanced... Add... Remaove

QK Cancel Apply Help

Hinh 25-14: Tai khoan qudn Iy RODC

Select Users, Computers, Service Accounts, or Groups .

Select this object type:
|Users. Computers, Service Accounts, Groups, or Built4n security princ:i;| Object Types...

From this location:

|new5tar.vn | Locations...

Enter the object names to select (examples):
HCM| Check Mames

Advanced. . Cancel
Hinh 25-15: Chon Group
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R2 Properties ? et
General Operating System Member Of Delegation
Password Replication Policy Location Managed By Dialin

Thiz iz @ Read-only Domain Controller (RODC). An RODC stores users and
computers passwords according to the policy below. Cnly passwords for
accounts that are in the Allow groups and not in the Deny groups can be
replicated to the RODC.

Groups, users and computers:

Name Active Directory Dom...  Setting
Account Operators niewstar.vn/Buittin Deny
Administrators niewstar.vn/Buittin Deny
Allowed RODC Passw... newstarwvn/Users Allow
Backup Operators newstar wn/Builtin Deny
Denied RODC Passwo... newstarwn,/Users Deny
HCM newstar.vn/Users Allow
Server Operators niewstar.vn/Buittin Deny

Advanced... Remove

(0] Cancel Apply Help

Hinh 25-16: Tai khoan da dwoc thém
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26  Trust domain

Sau khi hoc bdi nay xong hoc vién c6 kha ndng xdy dung hé thong qudn Iy
domain cua 2 domain khac nhau
— Chuén bi:
+ MGt may server chua cai hé diéu hanh
+ Mot file iso server 2016

— M0 hinh

Hanoi
HCM

192.168.1.2 192.168.1.1

— Két qua dat dugc
+ Tao tai khoan ul & domain newstar sang domain test dang nhap
thanh cong
+ Share folder & domain newstar sang domain test truy cap thanh
cong
Thuc hién
+ Dé thy hién bai nay phai tao hai domain véi tén khac nhau. DNS cua 2 domain
duoc forward hai lai v6i nhau
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File Action View Help
[ = | Z 5| X E G

I Debug Logging Event Logging Manitoring Security
| B DMNS Itk Forwarder Al A Dt Llir L
v 3R Edit Forwarders X

| | Forward Lockug
| | Reverse Lookup| [P addresses of forwarding servers:

Trust Point
| | frust Foints IP Address Server FQDN Validated

| Conditional For| |

0 192.168.1.2 R2 Ok

Mumber of seconds before forward queries time out:

The server FQDM will not be available if the appropriate reverse lookup zones and entries are not

configured.
Cancel

Hinh 26-1: Forward DNS o R1

Hinh 26-2: kiém tra két néi bang tén
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- ‘
Lial

File Action Vi
Edit Forwarders *
? 2 DNS IP addresses of forwarding servers:
| B R IP Address Server FQDM Validated
|<Click here to add an IP Address or DNS Nam
I 0 192,168, 1.1 <Attempting to resolve... OK
|
|
Mumber of seconds before forward queries time out:
The server FQDM will not be available if the appropriate reverse lookup zones and entries are not
configured.
Cancel
S »
Hinh 26-3: Forword DNS o R2
BN Administrator: Command Prompt - O bt

4,
oxim nd in milli-
Minimum = Bms, éms, =

ministr

Hinh 26-4: Kiém tra két néi bang tén

Trung tam Pao Tao NewStar 246



LAB MCSA 2016

Z2) Active Directory Domains and Trusts - m} X
File Action View Help
Lol ARl (RERETN 7l
3"; Active Directery Domains and Trust|| Mame Type Actions
ﬁ — Manage There are no items te show in this view. WL -

Raise Dorain
View

Export List...
Properties

Help

£

Functional Level...

>

Opens the properties dialog box for the current selection.

Hinh 26-5: Chon ADDT

More Actions

General

newstar.wvn Properties

Trusts  Managed By

Domains trusted by this domain (outgoing trusts):

Domain Mame Trust Type  Transttive

Domains that trust this domain (incoming trusts):

Domain Mame Trust Type  Transttive

Mew Trust...

QK Cancel Apphy

Properties...

Femove

Properties...

Femove

Help

Hinh 26-6: Properties newstar
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Mew Trust Wizard

Mew Trust Wizard

Trust Name

Welcome to the New Trust
Wizard

This wizard helps you create a trust between this domain
and any of the following:

= A Windows domain in this forest or in another forest.
= A Windows NT 4.0 domain.

= A Kerberos V5 realm trust.

= Another forest.

Atrust is a relationship that enables users in one domain,
forest, or realm to be authenticated in a specified domain,
forest, or realm.

To continue, click Nexdt.

Cancel

Hinh 26-7: Man hinh chao

You can create a trust by using a NetBIOS or DNS name.

Type the name of the domain, forest, or realm for this trust. i you type the name of & forest, you

must type a DMNS name.

Example MetBIOS name: supplierl1-nt
Example DMS name: supplier]]4ntemal microsoft.com

Name:

|test.corn|

< Back

Mext

Cancel

Hinh 26-8: Nhdp test.com

Trung tam Pao Tao NewStar

248



LAB MCSA 2016 Newélar

MNew Trust Wizard >
Trust Type e
This domain is a forest root domain. i the specified domain qualfies, you can -;"
create a forest trust. W

Select the type of trust you want to create.

() Bdemal trust
An esdemal trust is a nontransitive trust between a domain and ancther domain
outside the forest. A nontransitive trust is bounded by the domains in the relationship.

(@) Forest trust
A forest trust is a transitive trust between two forests that allows users in any of the
domains in one forest to be authenticated in any of the domains in the other forest.

< Back Mext = Cancel

Hinh 26-9: Forest trust

Mew Trust Wizard *
Direction of Trust ey
You can create one-way or two-way trusts. -;"
V

Select the direction for this trust.

(@) Two-way
Users in this domain can be authenticated in the specified domain, realm, or

forest, and users in the specified domain, realm, or forest can be authenticated in
this domain.

(_) One-way: incoming
Users in this domain can be authenticated in the specified domain, realm, or forest.

(") One-way: outgoing
Users in the specified domain, realm, or forest can be authenticated in this domain.

< Back Mext = Cancel

Hinh 26-10: Two-way
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MNew Trust Wizard

Sides of Trust ey
if you hawe appropriate permissions in both domains, you can create both sides of -;%
v

the trust relationship.

To begin using a trust, both sides of the trust relationship must be created. For example,
if you create a one-way incoming trust in the local domain, a one-way outgoing trust
must also be created in the specified domain before authentication traffic will begin
flowing across the trust.

Create the trust for the following:

() This demain only
This option creates the trust relationship in the local domain.

(®) Both this domain and the specified domain
This option creates trust relationships in both the local and the specified domains.
‘You must have trust creation privileges in the specified domain.

< Back Mext = Cancel

Hinh 26-11: Both this domain

Mew Trust Wizard
User Name and Password iy
To create this trust relationship, you must have administrative privileges for the ;"
specified domain. v

Specified domain: test.com

Type the user name and password of an account that has administrative privileges in
the specified domain.

User name: | € test.com\administrator ~ |

Paszword: |o.o..ooo. |

< Back Cancel

Hinh 26-12: Nhdp tai khoan cua domain test
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MNew Trust Wizard X
Outgoing Trust Authentication Level—Local Forest ey
Users in the specified forest can be authenticated to use all of the resources in the -;%
local forest or only those resources that you specify. \)

Select the scope of authentication for users from the test.com forest.

(®) Forest-wide authentication
Windows will automatically authenticate users from the specified forest for all resources in
he local forest. This option is prefemed when both forests belong to the same

organization.

() Selective authentication
Windows will not automatically autherticate users from the specified forest for any
resources in the local forest. After you finish this wizard, grant individual access to each
domain and server that you want to make available to users in the specified forest. This
option is prefemed i the forests belong to different organizations.

< Back Cancel

Hinh 26-13: Chon chitng thuec chiéu in

Mew Trust Wizard x
Outgoing Trust Authentication Level—Specified Forest fey

Users in the local forest can be authenticated to use all of the resources in the : -;i
specified forest or only those resources that you specify. \

Select the scope of authentication for users from the local forest.

(®) Forest-wide authertication
Windows will automatically authenticate users from the local forest for all resources in the

test.com forest. This option is prefemed when both forests belong to the same
organization.

(") Selective authertication
Windows will not automatically autherticate users from the local forest for any resources

in the test.com forest. After you finish this wizard, grant individual access to each domain
and server that you want to make available to users from the local forest. This option is
prefemed i the forests belong to different organizations.

< Back Nex = Cancel

Hinh 26-14: Chon chitng thire chiéu out
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New&tar

MNew Trust Wizard

Trust Selections Complete
The New Trust Wizard is ready to create the trust.

You have selected the following trust settings:

This domain: newstar.vn
Specified domain: test.com

Direction:

Two-way: Users in the local domain can authenticate in the specified domain and
users in the specfied domain can authenticate in the local domain.

Trust type: Forest trust

To make changes to this trust, click Back. To create the trust, click Nesd.

< Back Mext = Cancel

Hinh 26-15: Qud trinh thiét Idp thanh céng

MNew Trust Wizard >
Confirm Outgoing Trust ey
You should confirm this trust only if the other side of the trust has been created. -;"
W

Do you want to confirm the outgoing trust?
(0) Mo, do not confim the outgoing trust

(®) Yes, confim the outgoing trust

To confirm the trust now, click Next.

< Back Mext = Cancel

Hinh 26-16: Thiét ldp chiéu out thanh céng
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MNew Trust Wizard >
Confimm Incoming Trust (@
You should confirm this trust only i the other side of the trust has been created. ;"
Vv

Do you want to corfirm the incoming trust?
(") No, do net corfim the incoming trust

(®) Yas, corfim the incoming trust

To confirm the trust now, click Nexd.

lack Mext = Cancel

Hinh 26-17: Thiét ldp chiéu in thanh cong
Mew Trust Wizard *

Completing the New Trust
Wizard

You have successfully completed the Mew Trust Wizard.

Status of changes:

The trust relstionship was successfully created and
corfimed.

Foute these names to the specified forest:
“test.com

Route these names to the local forest:
~ newstar.vn

To close this wizard, click Finish.

< Back Cancel

Hinh 26-18: Thiét ldp thanh cong
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test.com Properties

General Tusts  Managed By

Domains trusted by this domain {outgoing trusts):

Domain Mame

newstar.vn

Trust Type

Forest

Transitive
fes

Domains that trust this domain (ncoming trusts):

Domain Mame Trust Type  Transttive
newstar.vn Forest fes
Mew Trust...
Cancel Apply

Properties...

Femove

Properties...

Remove

Help

Hinh 26-19: Trust thanh cong

TE &R

] Active Directory Users and Computers
File Action View Help
e 2 B XEd= HE DR
] Active Directory Users and Com|| pame Type
J saved Queries %Denied ROD... Security Group...
vHE rl.ewsta.r..\.rn %Dnmdmins Security Group...
j Eilrl'::uters %DnsUpdateP... Security Group...
= Domain Controllers %Domain Ad.. Security Group...
| ForeignSecurityPrincipal: %Domain Co..  Security Group...
“| Managed Service Accour %Domain Con... Security Group...
| Users %Domain Gue... Security Group...
%Domain Users  Security Group...
%Enterprise)\... Security Group...
%Enterprise K. Security Group...
%Enterprise R.. Security Group...
%Group Polic...  Security Group...
v Guest User
&Hiep Dang. User
%Ke}r)\dmins Security Group...
%Protected Us... Security Group...
%RASandIAS... Security Group...
S&Readfon\y D... Security Group...
%Schema Ad.. Security Group...
u1 User
£ >

Description

Members in this group c...

DNS Administrators Gro...

DNS clients who are per...

Designated administrato...

All workstations and ser...
All domain controllers i...
All domain guests

All domain users
Designated administrato...
Members of this group ...
Members of this group ...
Members in this group c...
Built-in account for gue...

Members of this group ...
Members of this group ...
Servers in this group can...
Members of this group ...
Designated administrato...

Hinh 26-20: Tao user Ul ¢ domain newstar
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Other user

| ul@newstar.vn

Sign in to: newstar.vn

How do | sign in to another domain?

Hinh 26-21: Dang nhdp Ul ¢ domain test

+ Tao folder Data trén domain newstar. Sau d6 cho User U2 ¢ domain test truy

cép
Select Users, Computers, Service Accounts, or Groups *
Select this object type:
|Users or (Groups | Ohbject Types...
From this location:
|test.com | Locations...
Enter the object names to select (sxamples):
| Check Mames

Advanced... QK Cancel

Hinh 26-22: Chon tai khodn domain test dé truy cdp vao tdi folder

Select Users, Computers, Service Accounts, or Groups

x>

Select this object type:
|Users or Groups | Object Types...
Fram this location:
|test.com | Locations...
Enter the object names to select (gxamples):
U2 [ud@Etest.com) Check MNames

Advanced... Cancel

Hinh 26-23: Chon tai khoan U2 trén domain test
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21 = | Data - O *
“ Home Share View o
« “ 4 | » MNetwork » rl » Data w | @& | SearchData P

] MNarme Date modified Type

7 Quick access

B Desktop This folder is empty.

* Downloads

%= Documents

&= Pictures

[ This PC
v € >
0items =

Hinh 26-24.: U2 truy cdp vao folder Data
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