QTM-CHh-MP14-QTMCB
TUYEN BO BAN QUYEN

Tai liéu nay thudc loai sach gido trinh nén cac ngudn thong tin c6 thé duoc phép
dung nguyén ban hoac trich dung cho cac myc dich vé dao tao va tham khao.

Moi muc dich khac mang tinh I¢ch lac hoac str dung vé1 muc dich kinh doanh thiéu
lanh manh s€ bi nghiém cam.



LOI GIOI THIEU

Trong nhitng nim qua, day nghé di c6 nhitng budc tién vuot bic ca vé sb lugng
va chat lugng, nham thyc hién nhiém vu dao tao nguén nhan lyc k¥ thuat truc tiép dap
g nhu ciu xa hoi. Cung voi su phat trién ciia khoa hoc cong nghé trén thé giéi, linh
vuc Cong nghé thong tin n6i chung va nganh Quan tri mang ¢ Viét Nam noi riéng da co
nhing budc phét trién dang ké.

Chuong trinh day nghé Quan tri mang may tinh da dugc xay dung trén co sO phan
tich nghé, phan k¥ nang nghé dugc két cau theo cac moédun. Dé tao dicu kién thuan loi

cho cac co sé day nghé trong qué trinh thuc hién, viéc bién soan gido trinh theo cac
modun dao tao nghé 1a cap thiét hi¢n nay.

Quan tr1 mang1 1a mo6 dun dao tao chuyén mon nghé duoc bién soan theo hinh thirc
tich hgp 1y thuyét va thuc hanh. Trong qua trinh thuc hién, nhom bién soan da tham
khao nhiéu tai liéu Quan tri mang trong va ngoai nudc, két hop véi kinh nghi¢m trong
thuc té.

Mic dau c6 rat nhiéu cb gang, nhung khong tranh khoi nhitng khiém khuyét, rat
mong nhan duoc sy dong gdp ¥ kién ciia doc gia dé gido trinh dugc hoan thién hon.

Xin chan thanh cam!

Can Tho, ngay thang niam 2021
Tham gia bién soan
1. Chi1 bién Nguyén Phat Minh
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GIAO TRINH MON HQC/MO PUN

Tén mén hoc/mé dun: QUAN TRI MANG CO BAN
Ma moén hge/mé dun: MD 14
Vi tri, tinh chit, § nghia va vai tré ciia moén hoc/mé dun:

— Vi tri:

o Mbobdun dugc bd tri sau khi hoc sinh hoc xong cac mon hoc chung.

o Mb dun duoc bd tri sau khi hoc sinh hoc xong cac mon hoc/moéd dun: Lép
rap va cai dat may tinh, Mang may tinh.

— Tinh chét:

o Lamo dun chuyén mén nghé thudc cac mén hoc, mé dun ddo tao nghé bat
budc.

- Y nghia va vai trd cua mén hoc/mo dun: Quan tri mang co ban la mén hoc co
ban dé sinh vién tim hiéu vé cac khai niém vé quan tri hé théng mang trén
Windows Server dé 1am nén tang hoc cic mon chuyén sau nay nhu Quan tri mang
nang cao

Muc tiéu ciia moén hoc/mo dun:
- V& kién thc:

o Cai dat, nang céip va t6i vu dugce hé diéu hanh MS Windows.

o Xay dyng mét hay nhiéu Domain Controller quan tri mang Domain, gia
nhap céac Clients vao Domain.

- Vé k¥ ning:

o Thanh thao viéc tao va quan tri tai khoan Domain Users, Groups va
Computers véi ADUC, CMD, VBS.

o Thiét 1ap chia sé tai nguyén Files va Printers, phan quyén truy xuat phu
hop, bao mat cho Users.

o Trién khai phuwong thirc quan 1y va cai dat cac ing dung cho Domain Users
va Computers dung Group Policy.

o Giam sat hiéu nang hoat dong, nhan biét diém “thit c6 chai” cua Server.
Pua ra cac giai phap nang cap Server.

o Trién khai bao mat luu trit dit liéu cho Users v6i EFS, Béo vé dit liéu luu
trir trén Server vdi cong nghé RAID (RAIDL,S).

o Khic phuc dugce cac 16i dan dén Server ngung hoat dong bang cac phuong
phap: Backup/Restore System State, ASR, thiét 1ap Server voi tinh bao
mat cao.

-Vé nang lyc tu chu va trach nhiém:

o Can than, suy luan logic chinh x4c trong quan tri hé théng mang

NOi dung ciia mon hoc/mé dun:



Thoi gian

S6
Tén cac bai trong mé dun A : -2
TT TO?g LyA' T!u.rc Klel*n
) thuyét | hanh tra
1 | TONG QUAN VE WINDOWS SERVER 8 2 6
2 | DICH VU TEN MIEN (DNS) 11 3 7 1
3 | DICH VU THU MUC (ACTIVE 10 3 7
DIRECTORY)
4 | QUAN LY TAI KHOAN NGUOI DUNG 8 4 4
VA NHOM
5 | QUANLY biA 15 5 9 1
6 | TAO VA QUAN LY THU MUC DUNG 12 4 8
CHUNG
7 | CAIDPAT VA QUAN TRI DICH VU 7 3 3 1
DHCP VA WINS
8 | QUAN TRI MAY IN 8 3 5
9 | DICH VU PROXY 11 3 7 1
Cong 90 30 56 4




Bai 1: TONG QUAN VE WINDOWS SERVER
M3 bai: MP 14 - 01

Giéi thi¢u:
Bai nay s€ gidi thiéu cho ban cac phién ban cua hé diéu hanh Windows Server,

yéu cau phan cung t61 thi€u dé cai dat hé diéu hanh nay va cac budc cai dat Windows
Server trén mQt may tinh.

Muc tiéu:

- Phéan biét duoc vé ho hé diéu hanh Windows Server;
- Cai dat duoc hé diéu hanh Windows Server.
- Thuyec hién cac thao tic an toan v61 may tinh.

Noi dung chinh:

1. Tong quan vé h¢ diéu hanh windows server
Muc tiéu:

- Phéan biét duoc vé ho hé diéu hanh Windows Server

Window Server 2008 13 hé diéu hanh dugc thiét ké nham tang sic manh cho cac
mang, ing dung va dich vu Web thé hé méi. Vi Windows Server 2008, ban c6 thé phat
trién, cung cap va quan ly cac trai nghiém nguoi dung va tng dung phong pht, dem toi
mot ha ting mang c6 tinh bao mat cao, va tang cuong hiéu qua vé mat cong nghé va gia
trj trong pham vi t6 chtic ctia minh.

Windows Server 2008 ké thira nhitng thanh cong va thé manh cta cac hé diéu hanh
Windows Server thé hé trudc, dong thoi dem t6i tinh ning mdi 6 gia tri va nhitng cai
tién manh mé& cho hé diéu hanh co s¢ nay. Cong cy Web moi, cong nghé ao hoa, tinh
bao mat tang cuong va cac tién ich quan ly giap tiét kiém thoi gian, giam bét cac chi
phi, va dem t&i mot nén tang viing chic cho ha tang Cong nghé Thong tin (CNTT) cia
ban.

Nén tang chac chin danh cho doanh nghiép Windows Server 2008 dem t61 mét nén
tang chéc chin dap ung tat ca cac yéu cau vé ing dung va ché do 1am viéc cho may chu,
ddng thoi d& trién khai va quan ly. Thanh phan ‘moi Server Manager cung cap mot
console quan 1y hop nhat, don gian hoa va sap xép mot cach hop 1y viéc cai dat, cdu
hinh va quan 1y lién tyuc cho mdy chu. Windows PowerShell, mot shell méi kiéu dong
lénh, gitp quan tri vién ty dong hoa cac tac vu thudng trinh vé quan tri hé théng trén
nhiéu may chu. Windows Deployment Services dem t6i mot phuong tién bao mat cao,
don gian héa dé nhanh chéng trién khai hé diéu hanh nay qua cac budc cai dat trén nén
mang.Thém vao do, cac wizard Failover Clustering cua Windows Server 2008, va viéc
hd tro day du cho Giao thirc Internet phién ban 6 (goi tit 1a IPv6) cong véi kha ning
quan 1y hop nhat Network Load Balancing khién dé& dang trién khai véi tinh sin c6 cao,
tham chi boi nhitng nguoi cd hiu biét chung nhit vé CNTT.

Window Server 2008 c6 cac phién ban nhu sau:
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Windows Server 2008 Standard (Ban ti¢u chuin): Véi cac kha ning 4o hoa
va Web dyng san va ting cuong, phién ban nay dugc thiét ké de tang dg tin cay
va linh hoat ciia co s¢ ha ting may chu ctia ban dong thoi gitp tiét kiém thoi gian
va giam chi phi. Cac cong cu manh mé giip ban kiém soat may chu tot hon, va
sap xép hop ly cac tac vu cAu hinh va quan ly. Thém vao do, cac tinh nang bao
mat duoc cai tién lam tang sirc manh cho hé diéu hanh dé giup ban bao vé di liéu
va mang, va tao ra mot nén tang virng chic va dang tin cdy cho doanh nghiép cia
ban.

Windows Server 2008 Standard without Hyper-V: Ban tiéu chuin nhung
khong c6 Hyper-V.

Windows Server 2008 Enterprise (Ban dung cho Doanh nghiép):
dem t6i mot nén tang cap doanh nghiép dé trién khai cac tmg dung quan trong
d6i v6i hoat dong kinh doanh. Phién ban nay gitp cai thién tinh sdn c6 nhd cac
kha nang clustering va cam néng bd xir 1y, gitip cai thién tinh bao mat voi cac
dac tinh dugc cung cb dé quan Iy nhan dang, va giam bot chi phi cho co so ha
tang hé thong bang cach hop nhat Gmg dung vdi cac quyén cap phép ao hoa.
Windows Server 2008 Enterprise mang lai nén tang cho mot co s ha ting CNTT
c6 do ndng dong va kha nang moé rong cao.

Windows Server 2008 Enterprise without Hyper-V: Ban dung cho doanh
nghiép nhung khong c6 Hyper-V

Windows Server 2008 Datacenter (Ban dung cho Trung tdm dir li¢u):
dem t6i mot nén tang cap doanh nghiép dé trién khai cac img dung quan trong
d6i v6i hoat dong kinh doanh va a0 héa & quy md 16n trén cac may chu 16n va
nhé. Phién ban nay cai thién tinh sdn c6 nhd cic kha nang clustering va phan
vung phan cimg dong, giam bat chi phi cho co so ha tang hé thong bang cach
hop nhét cac tng dung vai cac quyén cip phép 4o hoa khong han ché, vamo rong
tur 2 t61 64 bo xur ly. Windows Server 2008 Datacenter mang lai mot nén tang dé
tir 6 xay dung cac giai phap mo rong va ao hoa cp doanh nghiép.

Windows Server 2008 Datacenter without Hyper-v: Ban dung cho Trung tdm
dir liéu, khong c6 Hyper-V.

Windows Web Server 2008 (Ban ding cho Web): Puoc thiét ké dé chuyén ding
nhu mot Web server don muc dich, Windows Web Server 2008 dem t&i mot nén
tang vimg chic gdm céac tinh ning lién quan téi ha ting Web trong Windows
Server 2008 thé hé ké tiép. Tich hop voi IIS 7.0 méi dugc céu trac lai, ASP.NET,
va Microsoft .NET Framework, Windows Web Server 2008 cho phép moi t6
chtre trién khai nhanh chong cic Web page, Web site, tmg dung va dich vu Web.
Windows Server 2008: danh cho cac hé théng dua trén bo xu 1y Itanium dugc
t6i uru hoa cho cac trung tm dit liéu 16m, cac ing dung nghiép vu riéng, tng dung
tiy bién mang lai d6 san sang va kha ning mé rong cao cho ti 64 bo xur 1y dé
dap Gmg nhu ciu cho céc giai phap khét khe va quan trong.

2. Chuan bj cai dat windows server
Muc ti€u:

Néu duoc cau hinh phan ctng téi thiéu dé cai dat windows server 2008.
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2.1. Yéu ciu phan cing
- P6i v6i windows Server 2008 yéu ciu vé phan cimg nhu sau:

Thanh phan Yéu cau
Tbi thiéu: 1 GHz (bo xir 1y x86 ) hodc 1.4 GHz (bd xir 1y x64)
B6 xir Iy Khuyén nghi: Toc do xir Iy 2 GHz hoac nhanh hon
Chu y: Cﬁrn bo xtr ly Intel Itanium 2 cho Windows Server doi voi
cac He thong dua trén kién tric Itanium.
Ti thiéu: RAM 512 MB
Khuyén nghi: RAM 2 GB hoic 16n hon
T6i wu: RAM 2 GB (Cai dat toan bd) or RAM 1 GB (Cai Server
Core) hodc hon
B6 l’lhO” e A e . ) o )
T61 da (hé thong 32 bit): 4 GB (Ban Standard) hoac 64 GB (Ban
Enterprise va Datacenter)
Tbi da (cac hé thong 64 bit): 32 GB (Ban Standard) hoac 2 TB
(Ban Enterprise, Datacenter, va Cac h¢ thong dya trén kién tric
Itanium)
Toi thicu: 10 GB
Khong gian 6 | Khuyén nghi : 40 GB hoic 16n hon
@ia contrOng | i g Cac may tinh c6 RAM 16n hon 16 GB & cén nhiéu khong
gian 0 dia trong hon danh cho paging, hibernation, and dump files
O dia O DVD-ROM
Man hinh Super VGA (800 x 600) hodc man hinh c6 do phan gidi cao hon
lzlil::h gl Ban phim, Chudt cua Microsoft hoac thiét bi tro tuong thich

2.2. Twong thich phan cimg

Mot budce quan trong trude khi néng cap hodc cai dit moi Server cia ban 1a
kiém tra xem phan cting ctia may tinh hién tai c6 tuong thich véi san pham hé diéu
hanh trong ho Windows Server 2008.

2.3. Cai dit méi hoic ning cap

Trong mot sd truong hop hé théng Server chiing ta dang hoat dong tot cac ung
dung va dir liéu quan trong déu luu trit trén Server nay, nhung theo yéu ciu chung
ta phai nang cip hé diéu hanh Server hién tai thanh Windows Server 2008. Chung
ta can xem xét nén nang cap hé diéu hanh dong thoi giir lai cac ung dung va dir lidu
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hay cai dat méi hé diéu hanh rdi sau cdu hinh va cai dat ung dung lai. Day 1a véan dé
can xem xét va lwa chon cho hop 1y. Cac diém can xem xét khi nang cap:

Véi nang cip (upgrade) thi viéc ciu hinh Server ‘don gian, cac thoéng tin
cua ban dugc gitr lai nhu: nguoi dung (users), cAu hinh (settings), nhom
(groups), quyén hé thdng (rights), va quyén truy cip (permissions). ..

Vi nang cip ban khong can cai lai cac ung dung, nhung néu cé sy thay doi
16n vé dia cting thi ban can backup dir li€u trudc khi nang cap.

Trudc khi nang cép ban cin xem hé diéu hanh hién tai c6 nam trong danh sach
cac hé diéu hanh ho tro nang cap thanh Windows Server 2008 khong ?

Trong mét sd truong hop dic biét nhu ban can ning cdp mot may tinh
dang 1am chic ning Domain Controller hoic ning cAp mot may tinh dang
c6 cac phin mém quan trong thi ban nén tham khao thém thong tin hudng
dan ctia Microsoft.

Céac hé diéu hanh cho phép nang cap thanh Windows Server 2008:

Windows Server 2000.
Windows Server 2003.

2.4. Phén chia 6 dia

Pay 1a viéc phan chia 6 dia vat 1y thanh cac partition logic. Khi chia partition,
ban phdi quan tam céc yéu to sau:

Lwong khong gian can cap phat: ban phai biét dugc khong gian chiém dung
boi h¢ diéu hanh, cac chuong trinh ng dung, cac dir li€u da c6 va sap phat sinh.

Céu hinh dia dic biét: Windows Server hd tro nhiéu ciu hinh dia khac nhau.

Cac lua chon c6 thé 1a volume simple, spanned, striped, mirrored hoac la
RAID-5.

Tién ich phéan chia partition: néu ban dinh chia partition truéc khi cai dit,
ban ¢6 thé st dung nhiéu chuong trinh tién ich khac nhau, chiang han nhu
FDISK hodc PowerQuest Partition Magic. Co thé ban dau ban chi can tao
mQt partition dé cai dat Windows Server, sau d6 su dung cong cu Disk
Management dé tao thém cac partition khac.

2.5. Chon h¢ thong tap tin

Ban nén chon hé thong tap tin NTFS, vi nd c¢6 cac dic diém sau: chi dinh

kha nang an toan cho timg tap tin, thu myc; neén dur liéu, tang khong gian luu
trit; c6 thé chi dinh han ngach str dung dia cho timg ngudi dung; c6 thé ma hoa
cac tap tin, nang cao kha nang bao mat.

2.6. Chon ché dé sir dung gidy phép

Ban chon mot trong hai ché do gidy phép sau day:

Per server licensing: la lya chon t6t nhat trong truong hop mang chi c6 mot
Server va phuc cho mot sb luong Client nhat dinh. Khi chon ché do gidy phép
nay, ching ta phai xac dinh 86 luong gidy phép tai thoi diém cai dit hé diéu
hanh. S6 luong gidy phép tuy thudc vao sd két ndi dong thoi ciia cac Client
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dén Server. Tuy nhién, trong qua trinh sir dung chung ta cé thé thay d6i sb
lugng két néi dong thoi cho phu hop véi tinh hinh hién tai cia mang.

- Per Seat licensing: la lya chon tdt nhat _trong truong hop mang co nhiéu
Server. Trong che do glay phép nay thi mdi Client chi can moét gidy phep duy
nhét dé truy xuat dén tit ca cac Server va khong gidi han s6 luong két ndi dong
thoi dén Server.

2.7. Chon phwong an két ndi mang

2.7.1. Cac giao thirc két néi mang
Windows Server mdc dinh chi cai mot giao thuc TCP/IP, con nhimg giao
thac con lai nhu IPX, AppleTalk 1a nhiing tuy chon co6 thé cai dat sau néu can
thiét. Riéng giao thirc NetBEUI, Windows Server khong dua vao trong cac tuy
chon cai dit ma chi cung cap kém theo dia DVD-ROM cai dat.

2.7.2. Thanh vién trong Workgroup hoac Domain.

Néu may tinh cta ban nam trong mot mang nho, phan tan hodc cac may tinh khong
duoc ndi mang voi nhau, ban c6 thé chon cho may tinh lam thanh vién cua
workgroup, don gian ban chi can cho biét tén workgroup 1a xong. Néu hé théng
mang cua ban 1am viéc theo co ché quan 1y tap trung, trén mang da c6 mot vai
may Windows Server 2003 hodc Windows Server 2008 st dung Active
Directory thi ban c6 thé chon cho may tinh tham gia domain nay. Trong truong
hop nay, ban phai cho biét tén chinh xac cua domain cung voi tai khoan (g0m
c6 username va password) ciia mot nguoi ding co quyén bd sung thém may tinh
vao domain. Vi du nhu tai khoan ctia nguoi quan tri mang (Administrator).

Céc thiét lap vé ngon ngir va cac gia tri cyc bo. Windows Server hd tro rat nhiéu
ngon ngir, ban ¢ the chon ngoén nglr cua minh néu dugc hd trg. Cac gia tri local
gom co h¢ thong sb, don vi tién té, cach hién thi thoi gian, ngay thang.

3. Cai dat windows server 2008
Muc tiéu:

- Cai dat duoc windows server 2008.

3.1. Giai doan Preinstallation

Sau khi kiém tra va chic chin ring may cua minh d3 hoi du cac diél} kién Qé cai
dat Windows Server 2008, ban phai chon mot trong cac cach sau day dé bat dau qua
trinh cai dat.

3.1.1 Cai dit tir hé diéu hanh khac.

Néu may tinh cua ban da CQ mot hé diéu hanh V:';l ban mubn nang cép lén Windows
2908 Server hodc 1a ban mudn khoi dong kép, dau tién ban cho may tinh khéi dong
bang h¢ di€u hanh c6 san nay, sau do6 tién hanh qua trinh cai dat Windows Server
2008 bang cach thi hanh tap tin Setup.exe ro6i chon muc Upgrade.

3.1.2 Cai dat tryec tiép tir dia DVD Windows Server 2008

Néu may tinl} ctia ban hd tro tinh ning khéi dong tir dia DVD, l?an chi can dat
dia DVD vao 6 dia va khoi dong lai may tinh. Luu ¥ 1a ban phai cau hinh CMOS
14



Setup, chi dinh thiét bi khoi dong dau tién 1a 6 dia DVDROM. Khi may tinh khai
dong 1en thi qua trinh cai dat ty dong thi hanh, sau d6 lam theo nhimg huéng
dan trén man hinh dé cai dat Windows 2008.

3.2. Giai doan Text-Based Setup

Trong qia trinh cai dit nén cha y dén cac thong tin hudng dan & thanh trang
thai. Giai doan Text-based setup dién ra mét s6 budc nhu sau:

Budée 1: Cau hinh BIOS ciia may tinh dé co thé khoi dong tir 6 dia DVD-ROM

- Pé thiét 1ap cho may tinh khai dong tir CD / DVD ban khdi dong may tinh va nhin
phim Del hoac F2 tuy theo Mainboard may tinh cua ban (may tinh ctia t6i sir dung phim
F2).

- Sau khi vao BIOS ban di chuyén dén thé boot va chon boot tir CD/DVD nhu hinh 1.

CD-ROA Dr fwe

-1
Enter

Esc
Hinh ] 1 Thiét ldp may tinh khéi déng tir 6 dia CD/DVD

Budre 2: Sau khi hoan tit ban nhan F10 dé luu cAu hinh va thoat khéi man hinh BIOS
sau do ban khéi dong lai may tinh.

Setup Confirmation

Save configuration changes and exit now?

= ol

Hinh 1.2: Lwu cdu hinh BIOS.
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Bwoc 3: Ban chén dia cai dat Windows 2008 Server vao 6 dia DVD-ROM.

Khi may khoi dong tr dia DVD-ROM sé xuét hién mot thong bao “Press any key
to continue...” yéu cau nhin mot phim bat ky dé bat diu qua trinh cai dit. Cira so s&
xuat hién nhu sau:

Windows is Toading files...

Hinh 1.3. Load file.

Budc 4: Sau khi load xong, m0t man hinh Start Windows s& hién ra.

Starting Windows

Hinh 1.4. Start Windows.
Bwoc 5:

Tiép dén man hinh cai dat dau tién s& xuat hién, & day ban s€ 3 phﬁn dé lya chon:
+ Language to Install: Ngon ngir cai dat.

+ Time and currency format: Dinh dang ngay thang va tién té.

+ Keyboard or input method: Kiéu ban phim ban sir dung.

- Sau khi ban lya chon hoan tat, click Next.
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2 Install Windows

>
Windows Server

Language to inst

WY
Time and currency format: English (United States) hd

Enter your language and other preferences and click "Mext” to continue.

Copyright @ 2007 Microsoh Corporation. Al rights reserved

Hinh 1.5: Lya chon ngén ngit, dinh dang ngay thang va kiéu ban phim

Bude 6: Xuat hién cira sb tiép theo, click nut Install Now

2 Install Windows

Windows Server

Install now -;S

What to know before installing Windows

Repair your computer

Copymght 8 2007 Microseft Corposation. All ights resenved

Hinh 1.6: Install now

Budére 7: Tai khung Type your product key for activation ban nhap key vao va click
nut next dé ti€p tuc
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Buwdc 8: Tai khung cac phién ban Windows,Server 2008, ban chon Windows Server
2008 Enterprise (Full Installation) va danh dau chon chon I have selected the edition of
Windows that I purchased. Click Next dé tiép tuc.

Grmmm S

Select the edition of Windows that you purchased

Windows Version
Windows Server 2008 Standard (Full Installation)
Windows Server 2008 Enterprize (Full Installation)
Windows Server 2008 Datacenter (Full Installation)
Windows Server 2008 Standard (Server Core Installation)

Wi Server 2008 Enterprise (Server Core Installation)

Windows Server 2008 Datacenter (Server Core Installation)

If you enter your product key, Windows can automatically determine which edition you purchased.
To enter your product key, click the Back button to return to the previous page.

/b, ¥ you choose net to enter your preduct key now, make sure that you select the edition of Windows
that you purchased. If you select the wrong edition, you will need to purchase that edition, or you
will need te reinstall the correct edition of Windeows later and potentially lose files and infermation,

[ 1 have selected the adition of Windows that | purchased

1 Collecting information

Hinh 1.7: Lwa chon phién ban cai dat

Bwoc 9:

Tai bang cac diéu khoan ban click vao I accept the license terms, sau do click Next.

@ rmen ) N N

Please read the license terms

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT WINDOWS SERVER 2008 SERVICE PACK 2, ENTERPRISE

These license terms are an agreement between Microsoft Corporation (or based on
where you live, one of its affiliates) and you. Please read them. They apply to the
software named above, which includes the media on which you received it, if any. The

terms also apply to any Microsoft

updates,

supplements,

Internet-based services, and

support services

Hinh 1.8: Cdc diéu khodn ciia Microsoft
18



Bwoc 9:

- Tai bang lya chon cac kiéu cai dat thich hop ban co thé chon Upgrade néu muén
nang cap,va chon Custom(advanced) dé cai dit mot phién ban méi.

Grrmmm

Which type of installation do you want?

Upgrade

1 Keep your files, settings, and programs and upgrade Windows.
L Be sure to back up your files before upgrading.

= Custom (advanced)
¥— | Install a clean copy of Windows, select where you want to install it, or make changes
.'[ to disks and partitions.

This option does not keep \Q.lrﬂles settings, and programs.

Help me decide
Upgrade has been disabled

- To upgrade, start the installation from Windows.

1 Collecting information 2 Installing Winc

Hinh 1.9: Chon kiéu cai ddt
Buoc 10:

- Sau d6 chon Drive Option néu muén thao tac 1én 6 dia cing nhu New, Delete,

Format...v.v...
- Sau d6 chon phan vung muon cai dat va click nat Next

IR LY

Where do you want to install Windows?

| Name Total Size Free Space | Type

|¢._‘1‘//' Disk 0 Unallocated Space 20.0 GB 20.0 GB

+3 Refresh Drive options (advanced)

t’ Load Driver

1 Collecting information 2 Installing Windows
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Hinh 1.10: Lwa chon cdc thao tdc trén dia cung

3.3. Giai doan Graphical-Based Setup

Giai doan nay Windows bat dau sao chép cac tap tin tir DVD vao trong dia cimng,
qua trinh trinh dién ra khoan vai phtt. .

(1) Bét dau giai doan Graphical, trinh cai dat s€ cai driver cho cac thiét bi ma
no tim thay trong h¢ thong.

(2) Tai hop thoai Regional and Language Options, cho phép chon cac tuy chon
lién quan dén ngon ngir, so dém, don vi tién té, dinh dang ngay thang nam,....Sau
khi da thay d6i cac tiy chon phu hop, nhan Next dé tiép tuc.

(3) Tai hop thoai Personalize Your Software, dién tén nguoi st dung va tén td
chirc. Nhan Next.

(4) Tai hop thoai Your Product Key, dién vao 25 s6 DVD-Key vao 5 6 trong bén
duodi. Nhan Next

(5) Tai hop thoai Licensing Mode, chon ché do ban quyén la Per Server hoac Per
Seat tiy thudc vao tinh hinh thyc té ctia mdi hé thong mang

(6) Tai hop thoai Computer Name and Administrator Password, dién vao

tén cua Server va Password cua nguoi quan tri (Administrator).

(6) Tai hop thoai Date and Time Settings, thay d6i ngdy, thang, va muai gio
(Time zone) cho thich hop

(8) Tai hop thoai Networking Settings, chon Custom settings dé thay doi céc

thong s6 giao thuc TCP/IP. Cac thong s6 nay co thé thay d6i lai sau khi qua trinh

cai dit hoan tat.

(9) Tai hop thoai Workgroup or Computer Domain, tuy chon gia nhap Server
vao mot Workgroup hay mot Domain co san. Néu muén gia nhap vao
Domain thi danh vao tén Domain vao 6 bén dudi.

(10) Sau khi chép day du céc tap tin, qua trinh cai dat két thuc.

4. Tw dong héa qua trinh cai dat
Muc tiéu:

- Thuyec hién cai dit windows server thong qua file tra 101 ty dong.

Néu ban du dinh cai dat hé diéu hanh Windows 2003 Server trén nhiéu may
tinh, ban c6 thé dén tirng may va tu tay thuc hién qua trinh cai dit nhu da hudng dan
trong chuong trude. Tuy nhién, chic chin céng viéc nay s& vo cung nham chan va
khong hiéu qua. Luc nay viéc tu dong hod qua trinh cai dat sé giip cong viéc cua
ban tré nén don gian, hi¢u qua va it tdn kém hon.

C6 nhiéu phuong phap hé tro viéc cai dat tu dong. Chéng han, ban c6 thé st dung
phuong phap dung anh dia (disk image) hoac phuong phap cai diat khong can theo
doi (unattended installation) thong qua mot kich ban (script) hay tap tin tra 1o1.
4.1. Gioi thiéu kich ban cai dat

Kich ban cai dat la mot tap tin van ban c6 ndi dung t{é 16 trude tat ca cég cau

hoi ma trinh cai dat héi nhu: tén may, DVD-Key,....D¢é trinh cai dat co thé doc
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hiéu cac noi dung trong kich ban thi n6 phai dugc tao ra theo mot cAu trac duogc
quy dinh trudc. Pé tao ra dugc cac kich ban cai dat, c6 thé dung bat ky chuong
trinh soan thdo van ban nao, ch'flng han nhu Notepad. Tuy nhién, kich ban 1a mot
tap tin co cAu trac nén trong qua trinh soan thao co thé xay ra céc sai sét dan dén
qua trinh tu déng hoa cai dit khong dién ra theo y mudn. Do do, Microsoft di
tao ra mot tién ich co tén 13 Setup Manager (setupmgr.exe) dé gitp cho viéc
tao ra kich ban cai dat duoc dé dang hon. Sau khi c6 dugc kich ban, co thé st dung
Notepad dé thém, stra lai mot sb thong tin dé st dung kich ban vao qua trinh cai
dat tu dong hi¢u qua hon.
4.2. Ty dong héa dung tham bién dong 1énh

Khi tién hanh cai dit Windows 2003 Server, ngoai cach khoi dong va cai truc
tiép tir dia DVD-ROM, con c6 thé dung mot trong hai 1énh sau: winnt.exe ding
véi cac may dang chay hé didu hanh DOS, windows 3.x hoic Windows for
workgroup; winnt32.exe khi may dang chay hé diéu hanh Windows 9x, Windows
NT hodc mo61 hon. Hai 1€nh trén dugc dit trong thu muc 1386 cua dia cai dit. Sau
day la ct phap cai dat tir 2 1€nh trén:

winnt [/s:[sourcepath]] [/t:[tempdrive]] [/u:[answer_file]]
[/udf:id [LUDB _file]]

Y nghia cac tham so:

/s

Chi r6 vi tri dat cua b ngudn cai dat (thu muc 1386). Puong din phai 1a dang
day du, vi du: e:\1386 hoac \server\i386. Gia tri mac dinh la thu muc hién hanh.

It

Hudng chuong trinh cai dat dat thu muc tam vao mot 6 dia va cai Windows vao 6
dia d6. Néu khong chi dinh, trinh cai dat sé tu xac dinh.

/u

Cai dat khong can theo ddi voi mot tap tin tra 101 ty dong (kich ban). Néu st dung
/u thi phai st dung /s.

/udf

Chi dinh tén cta Server va tap tin co s& dir li€u chira té€n, cac thong tin dac
trung cho moi may

(unattend.udf).

winnt32 [/checkupgradeonly] [/s:sourcepath] [/tempdrive:drive letter:]
[/unattend[num]:[answer file]] [/udf:id [, UDB_file]]

Y nghia cua cac tham sb:

/checkupgradeonly

Kiém tra xem may c6 tuong thich dé nang cip va cai dit Windows 2003 Server
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hay khong?

/tempdrive

Tuong tu nhu tham sb /t
/unattend

Tuong tu nhu tham sé /u

4.3. Str dung Setup Manager dé tao ra tap tin tra loi

Setup Manager la mot tién ich giup cho viéc tao cac tap tin tra 101 st dung
trong cai dat khong can theo doi. Theo mac dinh, Setup Manager khong duoc cai
dat, ma duogc dit trong tép‘tin Deploy.Cab. Chi c6 thé chay tién ich Setup
Manager trén cac hé diéu hanh Windows 2000, Windows XP, Windows
2003.

Tao tap tin tra 10i ty dong bang Setup Manager:

(1). Giai nén tap tin Deploy.cab duoc luu trong thu muc Support\Tools trén
dia cai dat Windows 2003.

(2). Thi hanh tap tin Setupmgr.exe
(3). Hop thoai Setup Manager xuit hién, nhan Next dé tiép tuc.

(4). Xuat hién hop thoai New or Existing Answer File. Hop thoai nay cho phép
ban chi dinh tao ra mot tip tin tra 161 mdi, mdt tap tin tra 101 phan anh cAu hinh
ctia may tinh hién hanh hoic 1a chinh sitra mot tip tin san c6. Ban chon Create new
va nhan Next.

(5) . Tiép theo 1a hop thoai Type of Setup. Chon Unattended Setup va chon Next.
(6). Trong hdp thoai Product, chon hé diéu hanh cai dat su dL,,lng tap tin tra
101 ty dong. Chon Windows Server 2003, Enterprise Edition, nhan Next.

(7). Tai hop thoai User Interaction, chon mirc d§ tuwong tac voi trinh cai dat cua
nguoi st dung. Chon Fully Automated, nhan Next.

(8). Xuét hién hop thoai Distribution Share, chon Setup from a DVD, nhan
Next.

(9). Taihop thoai License Agreement, danh dau vao I accept the terms of ...,
nhan Next.

(10). Tai ctra s6 Setup Manager, chon muc Name and Organization. Dién tén va
to chirc st dung hé di€éu hanh. Nhan Next.

(11). Chon muc Time Zone \ chon mui gio (GMT+7:00) Bangkok, Hanoi,
Jarkata. Nhan Next.

(12). Tai muc Product Key, dién DVD-Key vao trong 5 6 trong. Nhan Next.

(13). Tai muc Licensing Mode, chon loai ban quyén thich hop. Nhan Next.

(14). Tai muc Computer Names, dién tén cua céc may du dinh cai dat. Nhén Next.
(15). Tai muc Administrator Password, nhip vao password ctia ngudi quan tri.
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Néu muén mi hoa password thi danh diu chon vao muc “Encrypt the
Administrator password...”. Nhan Next

(16). Tai muc Network Component, cAu hinh céc thong sé cho giao thirc TCP/IP
va cai thém cac giao thirc. Nhan Next.

(17). Tai muc Workgroup or Domain, gia nhdp may vao Workgroup hodac Domain
co san. Nhan Next.

(18). Cudi cung, trong thu muc d3 chi dinh, Setup Manager s& tao ra ba tip tin.
Néu ban khéng thay d6i tén thi cac tap tin la:

Unattend.txt: day 13 tap tin tra 101, chira tat ca cac cau tra 10i ma Setup Manager
thu thap duoc

Unattend.udb: day la tip tin co s& dit lieu chtra t€n cac may tinh s€ dugc cai
dat. Tap tin nay chi dugc tao ra khi ban chi dinh danh sach céc tap tin va dugc st
dung khi ban thuc hién cai dat khong can theo doi.

Unattend.bat: chtra dong 1énh véi cac tham sé duoc thiét 1ap san. Tap tin nay
cling thi€t lap cac bién moi truong chi dinh vi tri cic tap tin lién quan.

4.4. Str dung tap tin tra loi
C6 nhiéu cach dé sir dung cac tap tin dugc tao ra trong budc trén. Ban co thé
thuc hién theo mot trong hai cach dudi day:

4.4.1 Sir dung dia DVD Windows 2003 Server cé thé khéi dong dwoc
Stra tap tin Unattend.txt thinh WINNT.SIF va luu 1én dia mém.

Pua dia DVD Windows 2000 Server va dia mém trén vao 6 dia, khoi dong lai
may tinh, dam bao 6 dia DVD 1a thiét bi khoi dong dau tién. Chuong trinh cai
dat trén dia DVD s€ tu dong tim doc tip tin WINNT.SIF trén dia mém va tién
hanh cai dat khong can theo dai.

4.4.2 Sir dung mét by ngudn cai dit Windows 2003 Server

Chép cac tap tin da tao trong Quéc trén vao thu muc 1386 cua nguén cai dat
Windows 2003 Server. Chuyén vao thu muc 1386.

Tuy theo hé diéu hanh dang st dung ma st dung 1énh WINNT.EXE hoac
WINNT32.EXE theo cu phap sau:

WINNT /s:e:\i386 /u:unattend.txt
Hoac

WINNT32 /s:e:\i386 /unattend:unattend.txt

Néu chuong trinh Setup Manager tao ra tap tin Unatend.UDB do ban da nhap vao
danh sach tén cdc may tinh, va gia dinh ban dinh dat tén may tinh nay la server01
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thi ct phap lénh s€ nhu sau:
WINNT /s:e:\i386 /u:unattend.txt /udf:server(01,unattend.udf
Bai tap thuc hanh cia hoc vién
1. Cai dat h¢ di€éu hanh Windows Server.
2. Cai dat hé diéu hanh Windows Server sir dung tap tin tra 101 ty dong.
HUONG DAN THU'C HIEN
Tham khao muc 3 va 4 trong bai hoc trén.
Bai tap nang cao:
Cai dat hé diéu hanh Windows Server 2012 va 2016
Nhiing trong tim cin chu y trong bai:
- Phan biét duoc vé ho hé diéu hanh Windows Server;
- Cai dat dugc hé diéu hanh Windows Server
Yéu ciu vé danh gia két qua hoc tap:
Noi dung:
+ V& kién thuec:
- Phén biét duoc vé ho hé diéu hanh Windows Server.
+Vé k¥ nang: Cai dat duoc hé¢ diéu hanh Windows Server.
+ Nang lyc tu chu va trach nhiém: Ti mi, can than, chinh xac, ngan nép trong cong vigc.
Phuwong phap:
+ Vé kién thirc: Puoc danh gia bang hinh thire kiém tra viét, tric nghiém, van dap
+ V& k¥ ning: Panh gia k§ ning cai dat duoc hé didu hanh Windows Server.

+ Nang luc tu chu va trach nhiém: Ti mi, can théan, chinh x4c, ngan nadp trong cong viéc.
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Bai 2: DICH VU TEN MIEN (DNS)
M3 bai: MP 14 - 02

Muc tiéu:

Trinh bay dugc cAu trac co so dit liéu cta hé théng tén mién;
Mo ta dugc su hoat dong va phan cép cua hé théng tén mién;
Cai dat va cAu hinh hé théng tén mién DNS.
Thuc hién céc thao tac an toan véi may tinh.

Noi dung chinh:

1. Tong quan vé DNS
Muc tiéu:

- Trinh bay dugc cau triac co sé dir li¢u cua h¢ thong tén mién;
- Mo ta dugc sy phan cap cua hé thong tén mién;

1.1. Gidi thiéu DNS

Mobi may tinh trong mang muén lién lac hay trao doi thong tin, dir liéu cho nhau
can phai biét & dia chi IP cua nhau. Néu s6 lugng may tinh nhiéu thi viéc nhé nhing
dia chi IP nay rat 1a kho khan. Vi vay, DNS (Domain Name System) la giai phap
dung tén thay cho dia chi IP kho nhd khi sir dung cac dich vy trén mang. Vi thé, ngudi
ta nghi ra cach lam sao anh xa dia chi IP thanh tén may tinh.

Ban dau do quy mdé mang ARPanet (tién than ciia mang Internet) con
nho chi vai tram may, nén chi c6 mot tap tin don HOSTS. TXT Iluu thong tin vé anh
xa tén mday thanh dia chi IP. Trong d6 tén may chi 1a 1 chudi vin ban khong phan
cap (flat name). Tap tin ndy dugc duy tri tai 1 mdy chil va cac may chu khac luu giir
ban sao cua nd. Tuy nhién khi quy mé mang 16n hon, viéc s dung tap tin
HOSTS.TXT c¢6 cac nhuge diém nhu sau:

- Luu lugng mang va may chu duy tri tap tin HOSTS.TXT bi qua tai do hi¢u tmg
“co chai”.

- Xung dot tén: Khong thé c6 2 may tinh c6 cung tén trong tap tin HOSTS.TXT.
Tuy nhién do tén may khong phan cip va khong c6 gi dam bao dé ngan chan
viéc tao 2 tén trung nhau vi khong cé co ché uy quyén quan 1y tap tin nén co
nguy co bi xung dot tén.

- Khéng dam béo su toan ven: viéc duy tri 1 tip tin trén mang 16n rat kho khin.
Vi du nhu khi tap tin HOSTS.TXT vura cap nhét chua kip chuyén dén may chu
& xa thi dd c6 sy thay ddi dia chi trén mang roi.

Tom lai viéc dung tap tin HOSTS.TXT khong phu hop cho mang 16n
vi thiéu co ché phan tan va mé rong. Do do, dich vu DNS ra doi nham khic phuc
cac nhuoc diém nay. Nguoi thiét ké cAu tric cua dich vu DNS 1a Paul Mockapetris
- USC's Information Sciences Institute, va cac khuyén nghi RFC cua DNS 1a RFC
882 va 883, sau d6 1a RFC 1034 va 1035 cung vé6i 1 s6 RFC b6 sung nhur bdo mat
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trén hé thong DNS, cap nhat dong cac ban ghi DNS ...

Luwu y: Hién tai trén cac may chu van st dung dugc tap tin hogts.txt dé phan giai
tén may tinh thanh dia chi IP (trong Windows tdp tin ndy nam trong thu muc
WINDOWS\system32\drivers\etc)

Dich vu DNS hoat dong theo mé hinh Client-Server: ph?m Server goi
12 may chil phuc vu tén hay con goi 1a Name Server, con phan Client 13 trinh phan
giai tén - Resolver. Name Server chtra cac thong tin CSDL cua DNS, con Resolver
don gian chi la cac ham thu vién dung dé tao céc truy van (query) va guri ching
qua dén Name Server. DNS dugc thi hanh nhu mot giao thirc tang Application
trong mang TCP/IP.

DNS 1a 1 CSDL phan tan. Diéu nay cho phép ngudi quan tri cuc bd
quan 1y phan dir liéu ndi bo thudc pham vi cua ho, ddng thoi dir liéu nay cling d&
dang truy cap dugc trén toan bo hé théng mang theo mo6 hinh Client-Server. Hiéu
suat st dung dich vu duoc ting cudng thong qua co ché nhan ban (replication)
va luu tam (caching). Mot hostname trong domain 1a su két hop gitta nhiing tir
phan cach nhau bai dau cham(.).

Root Domain /T\

Top-Level Domain \ edu ) vn ) com
Second-Level Domain ( edu )

Subdomains hemut | [ hemuns | | hecmussh
1

FQDN: | csc ; Host: srvl
srvl.csc.hemuns.edu.vn =y,

So do t6 chirc DNS

Loai tén Miéu ta Vi du
Goc N6 la dinh cia nhanh cdy cua tén Pon gian no chi 1a ddu
(domain root) mién. N6 xéc dinh két thiic cua domain | cham (.) stir dung tai cudi
(fully qualified domain names cua tén vi nhu
FQDNs ). "example.microsoft.com."
Tén mién cép mot | La hai hodc ba ky tu xac dinh ".com", xac dinh tén su
(Top-level nudc/khu vuc hoac cacto chire dung trong xac dinh 1a t6
domain) churc thuong mai .
Tén mién cap hai | N6 rat da dang trén internet, no c¢6 thé | "microsoft.com.”, 1a tén
(Second-level 1a tén ctia mot cong ty, mot to churc mién cap hai dang ky la
cong ty Microsoft.

domain)

26




hay mdt cd nhan .v.v. dang ky trén
internet.

Tén mién cap nho | Chia nhé thém ra cua tén mién cap hai
hon xudng thuong duge st dung nhu chi
"example.microsoft.com." 1a phan
quan 1y tai li¢u vi du cua microsof
(Subdomain) nhanh, phong ban cua
mot co quan hay mot chu dé nao do.

Co so dir liéu(CSDL) ctia DNS 1a mot cay ddo nguoc. Mdi nut trén cay ciing lai
1a gbc cta 1 cay con. Mdi cdy con 1a 1 phan ving con trong toan b CSDL DNS
goi 1a 1 mién (domain). Mdi domain c6 thé phan chia thanh cac phan ving con nho
hon goi 14 cac mién con (subdomain).

Mbi domain c6 1 tén (domain name). Tén domain chi ra vi tri cua
no6 trong CSDL DNS. Trong DNS tén mién la chuoi tuan ty cdc tén nhan tai nat do
di nguoc 1én nat gdc cua cdy va phan cach nhau boi dau cham.

Tén nhin bén phai trong mdi domain name dugc goi 1a top-level
domain. Trong vi du trudc srvl.csc.hcmuns.edu.vn, vdy mién “.vn” 1a top-level
domain. Bang sau day liét ké top-level domain.

Tén mién Mo ta

.com Céc t6 chirc, cong ty thuong mai

.org Céc t6 chue phi loi nhuan

.net Céc trung tdm hd tro vé mang

.edu Céc t6 chuc gido duc

.gOV Céc to chtrc thude chinh phu

.mil Céc t6 chirc quan sy

.int Céc to chitc duge thanh 1ap bai cac hiép udc qudc té
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Bén canh d6, mdi nudc ciing c6 mot top-level domain. Vi du top-leveldomain
cua Viét Nam la .vn, My la .us, ta ¢co thé tham khdo thém thong tin dia chi
tén mién tai dia chi: http://www.thrall.org/domains.htm

Vi du vé tén mién cia mot s6 qudc gia

Tén mién qudc gia Tén qudc gia
.vn Viét Nam

.us My

.uk Anh

Jp Nhat Ban

.ru Nga

.cn Trung Qudc

1.2. Piic diém ciia DNS trong Windows Server
- Conditional forwarder: Cho phép Name Server chuyén cac yéu cau phan giai
dua theo tén domain trong yéu cau truy van.

- Stub zone: hd trg co ché phan giai hiéu qua hon.

- DPong bd cac DNS zone trong Active Directory (DNS zone replication in

Active Directory).

- Cung cap mot s6 co ché bao mat tot hon trong cac hé thong Windows trude day.

- Luan chuyén (Round robin) tit ci cac loai RR.

- Cung cap nhiéu co ché ghi nhan va theo ddi su ¢ 15i trén DNS.

- HOJ trg giao thitc DNS Security Extensions (DNSSEC) dé cung cip céac tinh
nang bao mat cho viéc luu trir va nhan ban (replicate) zone.

- Cung cip tinh ning EDNSO (Extension Mechanisms for DNS) dé cho phép
DNS Requestor quan ba nhiing zone transfer packet co kich thuéc 16n hon 512

byte.

2. Cach phén bo dir liéu quan 1y trén tén mién

Muc tiéu:

+ Trinh bay dugc sy phan bé dit liéu quan 1y trén tén mién.
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Nhitng root name server (.) quan ly nhitng top-level domain trén Internet.
Tén may va dia chi IP clia nhilng name server niy dugc cong bd cho moi nguoi
biét va ching duoc 1iét ké trong bang sau. Nhitng name server ndy ciing c6 thé dit
khép noi trén thé gidi.

Tén may tinh Dia chi [P
H.ROOT-SERVERS.NET 128.63.2.53
B.ROOT-SERVERS.NET 128.9.0.107
C.ROOT-SERVERS.NET 192.33.4.12
D.ROOT-SERVERS.NET 128.8.10.90
E.ROOT-SERVERS.NET 192.203.230.10
LLROOT-SERVERS.NET 192.36.148.17
F.ROOT-SERVERS.NET 192.5.5.241
F.ROOT-SERVERS.NET 39.13.229.241
G.ROOT-SERVERS.NET 192.112.88.4
A.ROOT-SERVERS.NET 198.41.0.4

Théng thuong mot td chire duoc ding ky mot hay nhidu domain name. Sau do,
mdi t6 chirc s& cai dat mot hay nhiéu name server va duy tri co s& dit liéu cho tat ca
nhitng may tinh trong domain. Nhitng name server cua t6 chirc dugc dang ky trén
Internet. Mot trong nhirng name server nay duoc biét nhu 13 Primary Name Server.
Nhiéu Secondary Name Server duoc dung dé lam backup cho Primary Name
Server. Trong truong hop Primary bi 18i, Secondary duoc st dung dé phan giai tén.
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Reslover

Primary Name Server c6 thé tao ra nhitng subdomain va 0y quyén nhing
subdomain nay cho nhitng Name Server khac.

3. Co ché phan giai tén
Muc tiéu:

- Trinh bay duoc co ché phan giai tén may tinh thanh dia chi IP va nguoc lai;

3.1. Phan gidi tén thanh IP

Root name server : La may chu quan ly cac name server ¢ muc top-
level domain. Khi c6 truy van vé mdt tén mién ndo d6 thi Root Name Server phai
cung cap tén va dia chi IP ctia name server quan Iy top-level domain (Thuc té 1a
hau hét cac root server ciing chinh 13 may chu quan ly top-level domain) va dén
luot cac name server cua top-level domain cung cap danh sach cic name server

cO quyén trén cac second-level domain ma tén mién nay thudc vao. Ctr nhu thé dén
khi nao tim dugc may quan 1y t€n mién can truy van.

Qua trén cho thiy vai trd rat quan trong ciia root name server trong
qua trinh phan giai tén mién. Néu moi root name server trén mang Internet khong
lién lac dugc thi moi yéu cau phan giai déu khong thuc hién dugc.

Hinh v€ dudi mo ta qua trinh phan giai cntt.edu.vn trén mang Internet

Goi truy van dia chi

cntt.cdn.edu.vn N « 5

_____________________________

Hoi server quan ly t€n mién .vn

Name Server

Goi truy van dia chi

Name
e cntt.cdn.edu.vn q vn |
Server ' Hoi server quan 1y tén
N | A Name Server
: mién .edu.vn
("*""""G(n truy van dja chi = -------ooooee e
\ cntt.cdn.edu.vn R
> edu.vn
AT TG server quan g 1én T edu
\ (Al M Name Server
Y mién
A D Géi truy vandiachi /|
7'} : |
i ' cntt.cdn.edu.vn | cdn.edu.vn
= ! > N S "'udn
! T T . ame Server
a e Tra 101 dia chi IP cua
b I ~Q
= M
@ H cntt.cdn.edu.vn
Resolver
(Client)

cment st gl yéu cau can phan gidi dia chi IP cia may tinh co tén
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cntt.DVDn.edu.vn dén name server cuc bd. Khi nhan yéu ciu tir Resolver,
Name Server cuc b s& phan tich tén nay va xét xem tén mién nay c6 do minh quan
1y hay khong. Néu nhu tén mién do Server cuc bd quan 1y, n6 sé tra 1i dia chi IP
cia tén may d6 ngay cho Resolver. Nguogc lai, server cuc bd s& truy van dén
mo6t Root Name Server gan nhit ma no biét duoc. Root Name Server s& tra 10i
dia chi IP cua Name Server quan ly mién vn. May chil name server cuc bo lai hoi
tiép name server quan 1y mién vn va duoc tham chiéu dén may chu quan 1y mién
edu.vn. May chu quan 1y edu.vn chi din mdy name server cuc bo tham chiéu
dén méy chu quan Iy mién DVDn.edu.vn. Cudi cing may name server cuc bd
truy van may chu quan Iy mién DVDn.edu.vn va nhan dugc cau tra 1oi.

Cic loai truy van : Truy vén cé thé ¢ 2 dang :

- Truy van dé quy (recursive query) : khi name server nhéan dugc truy van dang
nay, nd bt budc phai tra vé két qua tim duoc hodc théng bao 16i néu nhu
truy van ndy khong phan giai dugc. Name server khong thé tham chiéu truy
van dén mot name server khac. Name server

- ¢6 thé gui truy van dang d¢ quy hoac tuong tac dén name server khac nhung
phai thuc hién cho dén khi ndo c6 két qua mdi thoi.

gdi lai queny

Recursive query cho

mail.csc.edu

DNS senver kifm tra forward lookup zone wa cache dé }

- Truy van tuong tac (Iteractive query): khi name server nhan duoc truy van
dang nay, no tra 10i cho Resolver véi thong tin tot nhat ma né cé duge vao
thoi diém lac d6. Ban than name server khong thuc hién bat cir mot truy van
nao thém. Théng tin t6t nhat tra vé co thé léy tir dit liéu cuc bo (ké ca cache).
Trong truong hop name server khong tim thay trong dir liéu cuc b no s¢ tra
vé tén mién va dia chi IP cia name server gan nhat ma né biét.
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3.2. Phan giai IP thanh tén may tinh
Anh xa dia chi IP thanh tén may tinh duoc dung dé dién dich céc tap tin log
cho d& doc hon. N6 con ding trong mot sé trudng hop ching thuc trén hé
théng UNIX (kiém tra cac tip tin .rhost hay host.equiv). Trong khéng gian tén
mién d3 néi & trén dit liu -bao gém ca dia chi IP- duoc 1ap chi muc theo tén mién.
Do d6 v&i mot tén mién di cho viée tim ra dja chi IP kha dé dang.

Dé co thé phan giai tén may tinh cia mot dia chi IP, trong khong gian tén mién
nguoi ta bé sung thém mot nhanh tén mién ma dugc lap chi muc theo dia chi IP.
Phan khong gian nay c6 tén mién la in- addr.arpa.

Mobi nut trong mién in-addr.arpa c6 mot tén nhan 1a chi s6 thap phan cia
dia chi IP. Vi du mién in- addr.arpa cé thé c6 256 subdomain, tuong tng voi
256 gia tri tir 0 dén 255 cua byte dau tién trong dia chi IP. Trong mdi subdomain
lai c6 256 subdomain con nita Gmg véi byte thtr hai. Ctr nhu thé va dén byte tha tu
¢ cac ban ghi cho biét tén mién ddy du cta cic may tinh hodc cac mang co dija chi
IP tuong Ung.

P address 15.16. 192.152

= hostname winnie.corp_hp.com

Luu ¥ khi doc tén mién dia chi IP s& xuat hién theo thir tur nguoc. Vi du néu
dia chi IP cia may winnie.corp.hp.com 1a 15.16.192.152, khi anh xa vao mién
in-addr.arpa s€ la 152.192.16.15.in- addr.arpa.

4. Mot so khai niém co ban
Muc tiéu:

- Trinh bay dugc céc khéi niém co ban.

4.1. Domain name va zone

M6t mién gom nhiéu thye thé nho hon goi 1a mién con (subdomain). Vi dy,
mién ca bao gém nhiéu mién con nhu ab.ca, on.ca, qc.ca,.. . Ban ¢6 thé uy quyén
mot s6 mién con cho nhitng DNS Server khac quan ly. Nhiing mién va mién con ma
DNS Server duoc quyen quan 1y goi 12 zone. Nhu vay, mot Zone c6 thé gdm mot
mién, mdt hay nhiéu mién con.

Cac loai zone:
- Primary zone: Cho phép doc va ghi co s& dir li¢u.

- Secondary zone: Cho phép doc ban sao co s¢ dir liéu.
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- Stub zone: chira ban sao co s& dir licu cuia zone nao do, nd chi chira chi mdt vai
RR(Resource Record).

4.2. Fully Qualified Domain Name (FQDN)

MJdi nut trén cay c6 mot tén goi(khong chira diu cham) dai tdi da 63 ky tu.
Tén réng danh riéng cho gbc (root) cao nhét va biéu dién boi ddu chdm. Mot tén
mién day du cua mot nat chinh la chudi tuan tu cac tén goi cua nut hién tai di nguoc
1én nat gbc, mdi tén goi cach nhau boi ddu chim. Tén mién c6 xuat hién diu cham
sau cung duoc goi 1a tén tuyét ddi (absolute) khac voi tén twong d6i 1a tén khong két
thuc bang dau chAm. Tén tuyét dbi ciing dugce xem 13 tén mién day du di duoc ching
nhan (Fully Qualified Domain Name — FQDN).

4.3. Su ity quyén(Delegation)

Mot trong cac muc tiéu khi thiét ké hé thong DNS 1a kha ndng quan 1y phan tan
thong qua co ché uy quyén (delegation). Trong mot mién co thé t6 chirc thanh nhiéu
mién con, mdi mién con c6 thé dugc uy quyén cho mot to chirc khac va to chire do
chiu trach nhiém duy tri thong tin trong mién con nay. Khi do, mién cha chi can mot
con trd tro dén mién con nay dé tham chiéu khi c6 cac truy van.

Khong phai mot mién ludn luén to chtrc mién con va uy quyén toan bd cho céc
mién con nay, ¢ thé chi ¢6 vai mién con duoc iy quyén.

4.4. Forwarders

La k¥ thuat cho phép Name Server noi bd chuyén yéu cau truy van cho cac Name
Server khac dé phan giai cac mi€n bén ngoai.
4.5. Stub zone

La zone chtra bang sao co s¢& dir liéu DNS tor master name server, Stub
zone chi chtra cac resource record can thiét nhu : A, SOA, NS, moét hoac vai dia
chi ctia master name server ho tr¢g co ché cap nhat Stub zone, ché chiing thuc name
server trong zone va cung cap co ché phan giai tén mién dugc hiéu qua hon, don gian
hoa cong tdc quan tri.
4.6. Dynamic DNS

Dynamic DNS 13 phuong thic 4nh xa tén mién t&i dia chi IP ¢ tan xuat thay
doi cao. Dich vu DNS dong (Dynamic DNS) cung cap mot chuong trinh dac biét chay
trén may tinh ctia nguoi st dung dich vu dynamic DNS goi la Dynamic Dns Client.
Chuong trinh nay giam sat su thay doi dia chi IP tai host va lién h¢ véi hé thong DNS
moi khi dia chi IP cua host thay doi va sau dé update thong tin vao co s& dir liéu DNS
vé su thay doi dia chi do.
4.7. Active Directory-integrated zone

Str dung Active Directory-integrated zone c6 mot sb thuan loi sau:

- DNS zone luu trir trong trong Active Directory, nhd co ché nay ma dir liéu
duoc bao mat hon.

- Str dung co ché nhan ban cta Active Directory dé cap nhan va sao chép co s&
dir 1iéu DNS.

- Str dung secure dynamic update.
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- St dung nhi€u master name server dé quan ly tén mién thay vi st dung
mot master name server.

5. Phan loai Domain Name Server
Muc tiéu:

- Trinh bay duoc cac loai tén Domain Server.

5.1. Primary Name Server

MJdi mién phai c6 mot Primary Name Server. Server nay duoc ding ki trén
Internet d€ quan ly mién. Moi nguoi trén Internet déu biét tén may tinh va dia chi IP
cua Server nay. Nguodi quan tr1 DNS s€ t6 chirc nhitng tap tin CSDL trén Primary
Name Server. Server ndy c6 nhi¢m vu phan giai tat ca cac may trong mién hay zone.

5.2. Secondary Name Server

MJdi mién c¢6 mot Primary Name Server dé quan 1y CSDL ctia mién. Néu nhu
Server nay tam ngung hoat dong vi mot Iy do nao do thi viéc phan giai t€n may tinh
thanh dia chi IP va nguoc lai xem nhu bi gian doan. Viéc gidn doan nay lam anh
hudng rat 16n dén nhiing to chirc ¢6 nhu cau trao doi thong tin ra ngoai Internet cao.
Nham khic phuc nhuoc diém nay, nhitng nha thiét ké da dua ra mot Server du phong
goi 1a Secondary(hay Slave) Name Server. Server nay c6 nhiém vu sao luu tat ca
nhirng dir li€u trén Primary Name Server va khi Primary Name Server bi gian doan
thi n6 s€ ddm nhan viéc phan giai t€n may tinh thanh dia chi IP va nguoc lai.
Trong mot mién c6 thé c6 mot hay nhiu Secondary Name Server. Theo mot chu
ky, Secondary s& sao chép va cap nhat CSDL tor Primary Name Server. Tén va dia
chi IP cta Secondary Name Server ciing dugc moi ngudi trén Internet biét dén.

5.3. Caching Name Server

Caching Name Server khong co6 bat ky tap tin CSDL nao. N6 ¢6 chirc ning phin
giai tén may trén nhitng mang & xa thong qua nhitng Name Server khac. N6 luu gitr
lai nhitng tén may da dugc phan giai trudc d6 va dugc st dung lai nhiing thong tin
nay nham muc dich:

- Lam ting toc d6 phan giai bang cach st dung cache.
- Giam bt ganh ndng phan gidi tén may cho cac Name Server.
- Giam viéc luu thong trén nhitng mang 16n.

6. Resource Record (RR)

RR 14 mAu thong tin dung dé mé ta cac thong tin vé co so dit liéu DNS, cac miu
tin nay duoc luu trong céc file co s& dir li¢u DNS (\systemroot\system32\dns).

6.1. SOA(Start of Authority)

Trong mdi tap tin CSDL phai c6 mét va chi mot record SOA (start of authority).
Record SOA chirarang may chi Name Server 1d noi cung cip thong tin
tin cdy to dir li€u c6 trong zone.

Cu phap cua record SOA.
[tén-mién] IN SOA [tén-server-dns] [dja-chi-email] (
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serial number;
refresh number;

retry number;

experi number;
Time-to-live number)

- Serial : Ap dung cho moi dit liéu trong zone va 1a 1 s6 nguyén. Trong vi du,
gia tri nay bat dau tir 1 nhung thong thuong ngudi ta sir dung theo dinh dang thoi gian
nhu 2012032501. Pinh dang nay theo kiéu YYYYMMDDNN, trong d6 YYYY la
nim, MM 1a thang, DD la ngay va NN sb 1an sira d6i dit liéu zone trong ngay. Bat ké
la theo dinh dang nao, ludn luon phai tang sb nay 1én moi lan stra d6i dir liéu zone.
Khi may may chi Secondary lién lac véi may cha Primary, trudc tién nod s& hoi s6
serial. Néu sb serial ciia may Secondary nho hon s serial ctia may Primary tirc 1a dit
liéu zone trén Secondary da cii va sau d6 may Secondary s€ sao chép dit liéu moi tu
may Primary thay cho dir liéu dang c6 hi¢n hanh.

- Refresh: Chi ra khoang thoi gian may chu Secondary kiém tra dir liéu zone trén
may Primary dé cap nhat néu can. Trong vi du trén thi ct m01 3 gi0 may chu
Secondary sé& lién lac voi may cha Primary dé cap nhat dir liu néu cé. Gia tri nay
thay d6i tuy theo tan suat thay doi dit liéu trong zone.

- Retry: néu may chu Secondary khong két néi dwgc v6i may chu Primary
theo tho1 han mo ta trong refresh (vi du may chu Primary bi shutdown vao luc dé thi
may chi Secondary phai tim cach két ndi lai voi may chii Primary theo mot chu ky
thoi gian mo ta trong retry. Thong thuong gia tri nay nhé hon gia tri refresh.

- Expire: Néu sau khoang thoi gian nay ma may chii Secondary khong két ndi
dugc voi may chu Primary thi dit li€u zone trén may Secondary s€ bi qua han. Mot
khi dit liéu trén Secondary bi qua han thi may chu nay s& khong tra 101 moi truy van
vé zone nay nira. Gia trj expire nay phai 16n hon gia tri refresh va gia tri retry.

- TTL: Viét tit cua time to live. Gia tri nay 4p dung cho moi record trong zone
va dugc dinh kém trong thong tin tra 101 mot truy van. Muc dich ctia no 1a chi ra thoi
gian ma cac may chi Name Server khac cache lai thong tin trd 101. Viéc cache thong
tin tra 101 giup giam luu luong truy van DNS trén mang.

6.2. NS (Name Server)

Record ti€p theo can c6 trong zone 1a NS (name server) record. M61 Name Server
cho zone s€ ¢c6 mot NS record.

Cu phap:
[domain_name] IN NS [DNS-Server name]
Vi du: Record NS sau:
gtm.com. IN NS dnsserver.qtm.com.
gtm.com. IN NS server.qtm.com.

chi ra 2 name servers cho mién qtm.com
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6.3. A (Address) va CNAME (Canonical Name)

Record A (Address) anh xa tén may (hostname) vao dia chi IP. Record CNAME
(canonical name) tao té€n bi danh alias tré vao mot t€n canonical. Tén canonical 1a tén
host trong record A hoac lai tro vao 1 tén canonical khéac.

Cu phap record A:
[tén-may-tinh] IN A [dia-chi-IP]

Vi du: record A trong tap tin db.qtm
server.qtm.com. IN A 172.29.14.1
diehard.qtm.com. INA 172.29.14.4

// Multi-homed hosts
server.qtm.com. IN A 172.29.14.1
server.qtm.com. IN A 192.253.253.1

6.4. AAAA
Anh xa tén may (hostname) vao dia chi IP version 6

Cu phap:
[tén-may-tinh] IN AAAA [dia-chi-IPv6]
Vi du
Server IN AAAA 1243:123:456:789:1:2:3:456ab

6.5. SRV

Cung cég co ché dinh vi dich vu, Active Directory st dung Resource
Record nay dé xac dinh domain controllers, global catalog servers, Lightweight
Directory Access Protocol (LDAP) servers.

Céc field trong SVR:
- Tén dich vu service.
- Giao thuc str dung.
- Tén mién (domain name).
- TTL va class.
- Priority.
- Weight (hd tro load balancing).
- Port cua dich vu.

- Target chi dinh FQDN cho host hé tro dich vu.
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6.6. MX (Mail Exchange)

DNS dung record MX trong viéc chuyén mail trén mang Internet. Ban dau chirc
ning chuyén mail dya trén 2 record: record MD (mail destination) va record MF (mail
forwarder) records. MD chi ra dich cudi cung cua mot thong di€ép mail co tén mién cu
thé. MF chi ra may chu trung gian s& chuyén tiép mail dén dugec may chu dich cubi
cung. Tuy nhién, viéc t6 chitc nay hoat dong khong tét. Do d6, ching dugc tich hop
lai thanh mot record 1a MX. Khi nhan duoc mail, trinh chuyen mail (mailer) s€ dua
vao record MX dé quyét dinh duong di cua mail. Record MX chi ra mgt mail
exchanger cho mt mién - mail exchanger 1a mot may chu xu ly (chuyen mail
dén mailbox cuc bo hay lam gateway chuyen sang mot giao thirc chuyén mail
khac nhu UUCP) hodc chuyen tiép mail dén ‘moét mail exchanger khac (trung
gian) gan v6i minh nhat dé dén t6i may chi dich cudi ciing hon dung giao thire SMTP
(Simple Mail Transfer Protocol).

DPé tranh viéc gui mail b1 1dp lai, record MX c6 thém 1 gia tri ) sung
ngoai tén mién cua mail exchanger 1a 1 s6 thu tu tham chi€u. Pay 1a gié tri nguyén
khong dau 16-bit (0-65535) chi ra thir ty wu tién ctia cac mail exchanger.

Cu phép record MX:

[domain_name] IN MX [priority] [mail-host]
Vi du record MX sau :

gtm.com. IN  MX 10 mailserver.qtm.com.

Chi ra may chii mailserver.qtm.com la mdt mail exchanger cho mién
gtm.com véi sO tho ty tham chiéu 10.

Chu y: céc gié tri nay chi c6 y nghia so sanh véi nhau. Vi du khai bao 2 record
MX:

gtm.com. IN MX 1 listo.qtm.com. gtm.com. IN MX 2 hep.qtm.com.

Trinh chuyén thu mailer s& thir phan phat thu dén mail exchanger c6 s6 tht tu
tham chiéu nho nhat truéc. Néu khong chuyén thu dugc thi mail exchanger voi gia tri
ké sau s& dugc chon. Trong truong hop co nhiéu mail exchanger c6 cing s tham
chiéu thi mailer s& chon ngau nhién giita ching.

6.7. PTR (Pointer)
Record PTR (pointer) dung dé anh xa dia chi IP thanh Hostname.

Cu phap:

[Host-ID.{Reverse Lookup Zone}] IN PTR [tén-may-tinh]
Vi du:
Cac record PTR cho cac host trong mang 192.249.249:
1.14.29.172.in-addr.arpa. IN PTR server.qtm.com.
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7. Cai dit va cau hinh DNS
Muc tiéu:

- Thyc hién duogc qua trinh cai dat va cu hinh DNS.
C6 nhiéu cach cai dit dich vu DNS trén méi truong Windows nhu: Ta c6 thé
cai dit DNS khi ta nang cdp may chi 1én domain controllers hodc cai dat DNS trén
may stand-alone Windows 2003 Server.

7.1. Cac budec cai dat dich vu DNS

Khi cai dat dich vu DNS trén Windows 2003 Server doi hoi may nay phai dugc
cung cap dia chi IP tinh, sau day 1a mot sO budc co ban nhat dé cai dat dich vu
DNS trén Windows 2003 stand-alone Server.

- Chon Start | Control Panel | Add/Remove Programs.
- Chon Add or Remove Windows Components trong hop thoai Windows

components.

- Tu hop thoai & budc 2 ta chon Network Services sau d6 chon nut Details

Windows Components
You can add of remove components of Windows.

To add o remave & companent, dlick the checkbax. 4 shaded bo means that anly
part of ths component will be installed. To see what's includad in & componert, dlick
Details

Components.

Monitaring Tools

Print Services nowe |
] [= Riemote Installation Services 20MB
1 Termina | Gervar nnma =l

Deseription; Containg a variety of speciized, netwarl-related services and protoeals

Total disk space requied 29MB Details
1289588 =

Space avalable an disk

<Back [ News | Concel | e |

- Chon tuy chon Domain Name System(DNS), sau d6 chon nat OK
5,

To add or remave & companent, dlick the check boy. 4 shaded box means that only part
of the component will be installed. To see what's included in a component, olick Details

Subgompanents of Networking Services

) = Intemet Authentication Service 0.0MB
] B RPC over HTTP Prosy 0.0MB
[ /= Simple TCP/IF Services 0.0MB
[ Ewindows Intemet Name Service (WINS] 0.9MB i

Descriplion;  Sets up @ DINS server that answers query and updale reguests for DNS

Total disk space requiredt: 29MB Detats
Space avalable ondisk: 128356 ME [

- Chon Next sau d6 hé théng s€ chép cac tap tin can thiét dé cai dat dich vu (l:gan
phai dam bao c¢6 dia DVDROM Windows 2003 trén may cuc bd hoac c6 thé
truy xuat tai nguyén nay tu mang). Chon nut Finish d€ hoan tat qua trinh cai
dat.

7.2. Céu hinh dich vu DNS

Sau khi ta cai dat thanh cong dich vu DNS, ta c6 thé tham khao trinh quan ly
dich vu nay nhu sau:

- Tachon Start | Programs | Administrative Tools | DNS. Néu ta khong cai DNS
cung véi qua trinh cai dat Active Directory thi khong c6 zone nao duogc cau
hinh mac dinh.
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[l Reverse Lookup Zones
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MHON

network services.

Configure a DNS server.

y Configure a DNS Server

The Domain Name System (DNS) is a hisrarchical
narning system used For locating computers and
network services. DHS is best known For translating
Friendly DNS domain names to IP addresses and

This DNS server has not been configured.
Configuration incudes creating Forward and reverse
lookup zones and specifying root hints and forwardsrs,

To configure the DRS server, on the Action menu, click

Event Viewer: Day trinh theo doi sy ki¢n nhat ky dich vu DNS, n6 s€ luu
trt cac thong tin vé: canh giac (alert), canh bao (warnings), 101 (errors).
- Forward Lookup Zones: Chura tat ca cac zone thudn cua dich vu DNS, zone nay

duogc luu tai may DNS Server.

- Reverse Lookup Zones: Chtra tat ca cac zone nghich cua dich vu DNS, zone

nay duoc luu tai may DNS Server.

7.2.1. Tao Forward Lookup Zones

Forward Lookup Zone dé phan giai dia chi Tén may (hostname) thanh dia chi IP.
D¢ tao zone nay ta thuc hién cac budc sau:

Chon nut Start | Administrative Tools | DNS.
Chon tén DNS server, sau do Click chudt phai chon New Zone. Chon Next trén
hop thoai Welcome to New Zone Wizard.

Chon Zone Type 1a Primary Zone |

New Zone Wizard

2one Type

The DNS server supports various bypes of zones and starage.

Next.

Select the bype af zane you w.

ant to create:

py of & zone that can be updated directly on this server,

" Secondary zone
Creates a copy of a zone that exists on anather server. This option helps balance
the processing load of primary servers and provides Fault tolerance.

~ Stub zone

Creates a copy of a zone containing only Mame Server (NS}, Start of Autharity
(504}, and possibly glue Host {A) recards. A server containing a stub zone is not
authoritative for that zone,

™ | Stote the zone in Ackive Ditectory (available anly if DHE server (s a domain contralier)

< Back I Mext > I Cancel Help

Chon Forward Lookup Zone | Next
Chi dinh Zone Name d¢ khai bao tén Zone (Vi du: csc.com), chon Next.
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MNew Zone Wizard x|
Zone Name g
Wthat is the name of the new zone? ‘

The zone name specifies the portion of the DMS namespace for which this server is
authoritative. It might be your organization's damain name (For example, micrasaft.com)
or a portion of the domain name (For example, newzone.microsoft.com), The zone name is
ok the name of the DHS server,

Zone name:

£5C,C0M

For more information about zone names, click Help.

< Back I Mext = I Cancel Help

- Tu hop thoai Zone File, ta c6 thé tao file luu tri¥ co s& dir liéu cho
Zone(zonename.dns) hay ta cé thé chi dinh Zone File da ton tai san (tit ca cac
file nay duoc luu trit tai %systemroot%\system32\dns), tiép tuc chon Next.

- Hop thoai Dynamic Update dé chi dinh zone chdp nhan Secure Update,
nonsecure Update hay chon khong str dung Dynamic Update, chon Next.

New Zone Wizard x|

Dynamic Update ?
‘You can specify that this DNS zone accepts secure, nonsecure, of no dynamic .
updates,

Dynamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenewver changes ocour,

Select the type of dynamic updates you want to allow:

. Allow only. secure dynamic updates (recommended For Active Direckary)
This option is available only for Active Directory-integrated zones.

4+ allow both nonsecure and secure dynamic updates.
Crynamic updates of resource records are accepted from any client,
& This option is a significant security vulnerability because updates can be
accepted From untrusted sources,

" Do not allow dynamic updates
Dynarnic updates of resource records are not accepted by this zone, You must update
these records manually,

< Back. I Mext = I Cancel Help

- Chon Finish dé hoan tat.

7.2.2. Tao Reverse Lookup Zone

Sau khi ta hoan tat qua trinh tao Zone thuén ta s& tao Zone nghich (Reverse
Lookup Zone) dé€ ho trg co ché phan giai dia chi [P thanh tén may(hostname).

- Dé tao Reverse Lookup Zone ta thyc hi¢n trinh ty cac budc sau: Chon Start |
Programs | Administrative Tools | DNS. Chon tén ctia DNS server, Click chuot
phai chon New Zone

- Chon Next trén hop thoai Welcome to New Zone Wizard. Chon Zone Type la
Primary Zone | Next. Chon Reverse Lookup Zone | Next.

- G& phan dia chi mang(NetID) cua dia chi IP trén Name Server | Next.
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New Zone Wizard x|

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DMS names,

D

To identify the reverse lookup zone, bype the network ID or the name of the zone,
& petwork ID:
172 .29 14 .

The netwark ID is the portion of the IP addresses that belongs to this zone, Enter the
network ID in its normal {not reversed) order,

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr. arpa, and network ID 10,0 would create
zone 0.10.in-addr. arpa.

" Reverse lookup zone name:
14,29,172.in-addr.arpa

For more information on creating a reverse lookup zone, click Help.

< Back I Mext = I Cancel Help

- Tao mo1 hay st dung tap tin luu trit co s¢ dit liéu cho zone nguoc, sau d6 chon
Next.
x|

Zone File Q
‘fou can create a new zone file or use a file copied from another DNS server, .

Do you wank to create a new zone file or use an existing file that you have copied
from another DNS server?

& Lreate a new Fils with this fils name:;

I 14,29,172.in-addr.arpa.dns

" Use this existing fils:

To use this existing file, ensure that it has been copied to the Folder
“eSystemRoot%system32idns on this server, and then click Mext,

< Back I Mext = I Cancel Help

- Hop thoai Dynamic Update dé chi dinh zone chdp nhan Secure Update,
nonsecure Update hdy chon str dung Dynamic Update, chon Next. Chon Finish
dé hoan tat.

Bai tap thuc hanh cia hoc vién
1. Cai dat dich vu DNS.
2. Cau hinh dich vu DNS.

HUONG DAN THU'C HIEN
1. Gai dat dich vu DNS

Khi cai dat dich vu DNS trén Windows 2003 Server doi hoi may nay phai dugc
cung cap dia chi IP tinh, may tinh phai két n6i voi HUB/SWITCH, sau day la mot
sO budc co ban nhat dé cai dat dich vu DNS trén Windows 2003 stand-alone
Server.
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Chon Start | Control Panel | Add/Remove Programs.

Chon Add or Remove Windows Components trong hop thoai Windows
components.

Tt hdp thoai & budc 2 Windows components ta chon Network Services sau do
chon nut Details

Windows Components Wizard

Windows Components
“f'ou can add or remove components of Windows.

To add or remove a companent, click the checkbox. A shaded box means that only
part of the component will be installed. To see what's included in a component, click.
Details.

LCompaonents:

t and Monitoring T ool G1MB ]
ices 2.6 MB
e and Print Services nomMe |
(| Femote Installation Services 20MB

1% Terminal Server nime =

Description:  Containg a variety of specialized, network-related services and protocols.

Total dizk space required: 2.9MB Detalks |
Space avalable on dizk: 12895.8 MB —

< Back I HMest» I Cancel | Help I

Chon muc Domain Name System(DNS), sau d6 chon nit OK
x

Tao add or remove a component, click the check box. & shaded box means that only part
of the component will be ingtalled. Ta zee what's included in a component, click Details.

O Dynamic Huost Configuration Protocol [DHCP)

O Internet Authentication Service 0.0MB

[ JHRPC aver HTTP Proxy 0.0MBE

O Simple TCPAP Services 0.0MBE

O W'indows Internet Mame Service [wINS] 0.9MB

Description:  Sets up a DMS server that answers query and update requests for DNS
hames.

Total disk space required: 29MB Details... |

Space avalable on disk: 12895.6 MB

()8 I Cancel |

Chon Next sau do hé théng s€ chép cac tap tin can thiét dé cai dit dich vu (ban
phé}i dam bao c6 dia DVDROM Windows 2003w trén ma’}y cuc bd hoac c6 thé truy
xuat tai nguyén nay tr mang). Chon nut Finish dé€ hoan tat qué trinh cai dat.

2. Cau hinh dich vu DNS

Sau khi ta cai dat thanh cong dich vu DNS, ta co thé tham khao trinh quan ly dich
vu nay nhu sau:

Ta chon Start | Programs | Administrative Tools | DNS. Néu ta khong cai
DNS cung véi qué trinh cai dat Active Directory thi khong c6 zone nao dugc cau
hinh mac dinh.
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=, dnsmgmt - [DNS3NHON] =10] x|

’E.‘ Eile Action Wiew Window Help |;|i|£|
e & |E[E|XEF @28 EH

>

=5 DMS MHOM

EB

Forward Lookup Zones -

[:I Reverse Lookup Zones \]‘:) Configure a DNS Server
Fe-{f] Event Viewer
The Dormain Mame Syskem (DRS) is a hierarchical
naming system used For locating computers and
netwark services. DS is besk known For translating
Friendly DMS domain names ko IP addresses and
network services.,

This DMS server has not been configured,
Configuration includes creating Forward and reverse
lookup zones and specifying root hints and forwarders.

Ta configure the DMS server, on the Action menu, click
Configure a DMS server.

- Event Viewer: Day trinh theo d&i sy kién nhat ky dich vu DNS, no6 s€ luu
trr cac thong tin ve: canh giac (alert), canh bao (warnings), 101 (errors).

- Forward Lookup Zones: Chua tt ca cac zone thuan cua dich vu DNS,
zone nay duoc luu tai mady DNS Server.

- Reverse Lookup Zones: Chira tat ca cac zone nghich cua dich vu DNS,
zone nay dugc luu tai mady DNS Server.

2.1. Tao Forward Lookup Zones

x|
2 A Ce e Zone T
Forw ard LOOkup Zone de phan glal dla lJm:he‘.lrlil)Jl:.IES SErver supports various types of zones and storage.
chi Tén may (hostname) thanh dia chi
IP Dé taO zone néy ta thu’C hlén Cé.C Sele.ft the type "of ZOne You wank ko create:
bu’OC sau. %rea €543 cﬁby of a zone that can be updated directly on this server,
, o e . " Second
- ChOIl Illlt Stal’t | Admlnlstratlve TOO]S CT;:tne:rachTJI:feof a zone that exists on another server, This option helps balance
: the processing load of primary servers and provides Fault tolerance,
| DNS .  Stub zone
Creates a copy of a zone containing only Mame Server (NS), Start of Authority
A J . , and ibly gl ds. irii b i
_ Ch(_)n ten DNS Server’ sau dO Cllck (aSu?':j)ritZTiveponilthyatgzu:n:ost (A records, A server containing a stub zone is not
Chu@t phél ChQn New Zone . Chon Next ™| Store the zone in Active Ditecbory (availatle only iF DS server is & domain contrallery

trén hop thoai Welcome to New Zone

leard- < Back I Mext > I Cancel

Help

- Chon Zone Type la Primary Zone |
Next.

- Chon Forward Lookup Zone | Next
- Chi dinh Zone Name dé khai bao tén Zone (Vi du: csc.com), chon Next.

- Tir hop thoai Zone File, ta ¢ thé tao file luu trit co s& dit liéu cho
Zone(zonename.dns) hay ta c6 thé chi dinh Zone File da ton tai san (tat ca cac file
nay duoc luu trir tai %systemroot%\system32\dns), tiép tuc chon Next.

- Hop thoai Dynamic Update dé chi dinh zone chap nhan Secure Update,
nonsecure Update hay chon khong sir dung Dynamic Update, chon Next.
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Mew Zone Wizard |

Dynamic Update

‘ou can specify that this DNS zone accepts secure, nonsecure, or no dynamic

updates,

Dvnamic updates enable DNS client computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dvnamic updates you wank ko allow:

= Allow only. secure dymamic updates (recommended | For fckive Directory)
This option is awailable only for Active Directory-integrated zones.

& Hllow both nonsecure and secure dynamic updates:

Dvnamic updates of resource records are accepted from any client,

& This option is a significant security wulnerability because updates can be
accepted From untrusted sources,

" Do not allow dynamic updates
Dynamic updates of resource records are nok accepted by khis zane. You must update
these records manually,

= Back I Mexk = I

Cancel Help

Chi dinh Dynamic Update, chon Finish d¢ hoan tat.

2.2. Tao Reverse Lookup Zone

Sau khi ta hoan té}t qua trinh tao Zone thuan ta sé tao Zone nghich (Reverse
Lookup Zone) dé ho trg co ché phan giai dia chi IP thanh tén méy(hostname).

Dé tao Reverse Lookup Zone ta thuc hién trinh tu cac budc sau: Chon Start |
Programs | Administrative Tools | DNS. Chon tén cia DNS server, Click chuot

phai chon New Zone

Chon Next trén hop thoai Welcome to
New Zone Wizard. Chon Zone Type
la Primary Zone | Next. Chon
Reverse Lookup Zone | Next.

G6 phan dia chi mang(NetID) cua dia
chi IP trén Name Server | Next.

Tao maoi hay str dung tap tin luu triv
co s& dir liéu cho zone nguogc, sau do
chon Next.

New Zone Wizard x|

Reverse Lookup Zone Mame
A reverse lookup zone translates IP addresses into DNS names.,

To identify the reverse lookup zone, type the netwoark ID or the name of the zone,
' Nebwork 1D:

I‘I?2 29 14

The network ID is the portion of the IP addresses that belongs to this zone, Enter the
nebwork ID in its normal (not reversed) order,

IF wou use a zero in the network ID, it will appear in the zone name. For example,
nebwork ID 10 would create zone 10.in-addr.arpa, and network ID 10.0 would create
zone 0. 10.in-addr, arpa.

~ Reverse lookup zone name:
14,29,172.in-addr. arpa

For more information on creating a reverse lookup zone, click Help.

Help |

< Back. I Mext = I

Cancel |

New Zone Wizard x|

Zone File
‘fou can creake a new zone file or use a file copied From another DNS server,

Do you want to create a new zone file or use an exisking File thak you have copied
from another DM server?

* Create a new file with this File name:}

I 14.29.172.in-addr.arpa.dns

™ Use this existing File:

To use this existing file, ensure that it has been copied to the Falder
%aSyskemR oot % system32idns on this server, and then click Mext.

I Mext = I

< Back Cancel Help
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Hop thoai Dynamic Update dé chi dinh zone chidp nhin Secure Update,

nonsecure Update hay chon khong st dung Dynamic Update, chgn Next. Chon

Finish dé hoan tat.

2.3. Thém tén mién (domain name)

Tai cua s6 quan 1y domain chon

vao server va bam chut phai  Tres | Name [ Type
hién 1én menu va chon "New 31 DS {same as parent Folder) Start of Auth.,
Domain..." dé dién m@t domain E‘B TEST (same as parent Folder) Marne Server
moi El[:l Forward Lookup 2 (=] e Host
c 1 X \ . @ WU date Server Data File
Sau khi bam vao "New Domain" (- Reverse Lo RZlua .
no s¢ xuat hién ctra s6 cho phép b b
ban dién tén mién ma server MNew alias,..
dugc phép quan 1y. Mew Mail Exchanget...

Sau khi dién bdm "OK" dé két
thuc

2.4. Thém mgt host mai

Tai ctra s6 quan 1y DNS chon

Mew Daomain. ..
Mew Delegation. .,
Cther Mew Records, .,

Yies g
Mew Window From Here

zone da tao va bam chudt phai chon "new host"

(1" 12

Tree I Mame | Tvpe

31 OIS @ kkrnwrninwen Skan
- TEST
Ell:l Forward Lookup 2

Reload

""" @ E IUpdate Server Data File

Mew Hosk, ..

Mew Alias, .,

Mew Mail Exchanget. ..
Mew Domain. ..

Mew Delegation. . .
Other Mew Records. ..

Mew \Window From Here

Xuat hién ctra s6 cho phép ta khai bao host méi
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21

Location:

Iktm. WL Y

Mame [uzez parent domain name if blank]:

IWWW

IF addresz:
|2D3 162 .0 100

¥ Create associated pointer [FTR] record

Add Host I Cancel |

Ban dién tén cta host ma mudn tao. Tén cua host s& duoc tu dong dién thém phén
domain dé thanh tén day du cta host.

Vi du: nhu trén day l1a ving quan 1y zone (location) 1a ktm.vnn.vn.

Vay khi ban dién Name 1a www va IP address 1a 203.162.0.100 thi s€ twong Gmg voi
dinh nghia domain www.ktm.von.vn. tr6 dén dia chi 1P 203.162.0.100
www.ktm.vnn.vn. IN A 203.162.0.100

2.5. Tao mot ban ghi web (tao bi danh)
Tai ctra sO quan ly Domain va tén mién vira tao va bam chudt phai va chon "New
Alias" dé tao mot CNAME dén mot host.

Tree I Narmne | Tvpe | Data
1 DNS '\"dl:
B B TEST (same as parent Folder) Start of duth,,.  [1], test.ipvé.vnn
H'{:l Farward Lookup 2 @ [=ame as parent folder) Mame Server LEsLIpwE. vhn, v,
=N e Host 203.162.0.100

..... Ilpdate Server Data File

u Revers REll:lad
Mew Hosk, ..

Mew Alias. ..

Mew Mail Exchanger. ..
Mew Comain, ..

Mew Delegation. ..
Other Mew Records..,

Bam va "New Alias..." s€ xuat hi¢n ctra s6 cho phép khai bao Alias
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Mew Resource Record

Llias [CHMAME] |

Parent damain:

d s

Iktm.vhh. Wk

Sliazs name [uses parent domair if left blank):

IWWW

Eully qualified narme far target hozt:

|ktm.vnn. ¥

Browsze... I

Ok, I Cancel

Tai phan "Alias name" dién tén tao alias va tai phan "Fully qualified name for target
host" dién tén ddy du ciia mot host ma mudn tao bi danh ( thuong duoc sir dung cho
webhosting) Vi du : www.ktm.van.vn. IN CNAME ktm.vnn.vn. Ta s€ c6 trang web
www.ktm.vnn.vn dat trén server web c¢6 tén la ktm.vnn.vn.

2.6. Tao mot ban ghi thu dién tir (MX)
Tai cira s6 quan ly DNS tai tén mién mudn tao ban ghi MX bam chuot phai

|J AL Moy IJ - e | L=l | El'l_l | F S IEI Iil u@ | E
Tree I Marme | Tvpe | Data
1 DrS wdc
- B TEST (zame as parent folder) Start of Auth...  [1], tes
Ell:l Farward Lookup Z (same as parent folder) Mame Server kest.ips
LB L ~falden) Hast 203.16
IIpdate Server Data File !
B Reload Alias kkmn. v
- Reverse s
Mew Hosk., ..
Mew Alias. ..

Mew Mail Exchanger. ..

Mew Daonairn. ..
Mews Delegakion. .
Cther Mew Records. ..

View

Sau khi bam vao"New Mail Exchanger.." s€ xuat hi¢n ctra s6 cho phép tao cac thong so6

cho ban ghi mx
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New Resource Record ed

kil Exchanaer [Mi]

Parent domair;

k. v, wn

Deliver mail addrezsed to the following host or domain to the mail server
gpecified below [uzes parent damain if [eft blank).

Hozt ar domain:

Imail

Mail zerver:

Imr-hn.vnn.vn Browse. . |

b ail zerver priority:
|1 0

Dién tai "Host or domain" dién tén hodc dé trong tén nay két hop véi phan zone "Parent
domain" dé tao thanh domain dﬁy du cua ban ghi thu dién ti. Tai "Mail server" dién tén
cua server thu di¢n tir va tai "Mail server priority" dién mutc d6 uu tién cua server thu
dién tr (d6 16n cang nhé murc wu tién cang cao)

Vi du trén hinh ta ¢6: mail.ktm.vnn.vn IN MX 10 mr-hn.vnn.vn. Ta ¢6 tén mién thu dién
tor mail.ktm.vnn.vn. ( ta c6 thé tao dugc cac hdp thu abc@mail.ktm.vnn.vn ) dugc chira
tai server thu dién tr mr-hn.vnn.vn vé1 mic vu tién la 10

2.7. Chuyén quyén quan ly tém mién (delegate)
Tai cira s6 quan 1y DNS tai domain muén chuyén quyén quan 1y bam chudt phai.

Tree I Marme | Type | D:
3.1 oS wile

= B TEST . | (same as parent Folder) Start of Auth...  [1

= |:| Forward Lookup 2 . {same as parent Folder) Mame Server ke

: %?r “plder Host 2C

& @ |pdate Server Drata File ) ;

----- = flias kk

l I:I Reverse s Mail Exchanger  [1
Mew Hosk, ..
Mew Alias. ..

Mews Mail Exchanger. ..
Mew Domain, .,

Mew Delegation, ..
Cther Mew Records., .

View b
Mew \Window From Here

Bam vao "New Delegation..." d€ hién ctra s6 cho phép chuyén quyén quan ly t€n mién
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New Delegation Wizard |

Delegated Domain Mame Q
Specify the name of the domain you want to create. ‘

Authority far the domain you create will be delegated to a different zone.

Delegated damait:

Ial:uc:l

Fully qualified domain name:

Ial:u:.ktm. WL Y

< Back I Mest » I Cancel |

Pién phan domain ma ban mudn chuyen quyen quan ly vao "Delegated domain" Vi du

& day dién 1a abc nghia la ban mu6n chuyén quyén quan ly domain abe ktm.vnn.vn. BAm
"Next" dé tiép tuc

New Delegation Wizard x|

J | o
1 J Name Servers Mew Resource Record 2

[ Y'ou can zelect one ]
L Mame Server [M5)
‘4
' "E Specify the names . SErver name;
: deledslessone |vu:|u:-hn[l'| AR Browse... | :
| Server Mame

|F address:

i [ i Aidld

Remove

i

]

[ratr

=
L
[l

Hién ctra s6 dién vao "Server name" tén cta dns server s& duoc phép quan 1y tén mién
abc.ktm.vnn.vn. BAm "Resolve" dé xé4c dinh dia chi IP cua dns server. Sau d6 bam "Ok"
dé két thiic. Vi du abcktm.vnn.vn. IN NS vdc-hnO1.van.vn. Tuwong mg tén mién
abc.ktm.vnn.vn s& dugc chuyén quyén vé dns server vdc-hn01.van.vn dé quan 1y.

Bai tap nang cao:
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Tao cdy domain c6 3 cap.
Nhitng trong tim can chi y trong bai:
- Trinh bay duoc cAu tric co s& dit liéu cua hé théng tén mién;
- M6 ta dugc su hoat dong va phan cép cua hé théng tén mién;
- Cai dat va cau hinh hé thong tén mién DNS
Yéu ciu vé danh gia két qua hoc tap:
Noi dung:
+ V& kién thirc:
- Trinh bay dugc cAu trac co so dit liéu cta hé théng tén mién;
- M6 ta dugc su hoat dong va phan cép cua hé théng tén mién;
+ V& k¥ ning: Cai dat va cdu hinh hé théng tén mién DNS.
+ Nang luc tu chu va trach nhiém: Ti mi, can than, chinh xac, ngan nép trong cong vi¢c.
Phuwong phap:
+ Vé kién thire: Puoc danh gia bang hinh thire kiém tra viét, tric nghiém, van dap
+ Vé k¥ ning: Panh gia k¥ ning cai dit va cdu hinh hé thdng tén mién DNS.

+ Nang lyc tu chu va trach nhiém: Ti mi, can théan, chinh x4c, ngan nadp trong cong viéc.
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Bai 3: DICH VU THU MUC (ACTIVE DIRECTORY)
M3 bai: MD 14 - 03

Muc tiéu cta bai hoc:

- Trinh bay duoc cau tric ciia Active Directory trén windows server;
- Cai dat va cau hinh duoc may diéu khién ving.
- Thuc hién cac thao tdc an toan vd1 may tinh.

Noi dung chinh:

1. Active Directory
Muc tiéu:

- Trinh bay duoc cau truc cua Active Directory trén windows server

1.1. Giéi thiéu

AD (Active Directory) la dich vu thu myc chira cac thong tin vé céc tai nguyén trén
mang, c¢6 thé mo rong va c6 kha nang tu diéu chinh cho phép ban quan 1y tai nguyen
mang hiéu qua. Pé c6 thé 1am viéc tot voi Active Directory, chung ta s€ tim hiéu khai

quat vé Active Directory, sau d6 khao sat cc thanh phan cta dich vu nay.

Céc d6i tugng AD bao gom dir lidu cua ngudi dung (user data), may in(printers),
may chu (servers), co s¢ dit li€u (databases), cdc nhom nguoi dung (groups), cac may

tinh (computers), va cac chinh sach bao mat (security policies).

Ngoai ra mot khai niém mdéi duoc st dung la container (tam dich 1a tap dbi tuong).
Vi du Domain 1a mét tap doi tugng chira thong tin ngudi dung, thong tin cdc may trén

mang, va chira cac doi tugng khéc.

1.2. Chirc nang cua Active Directory

- Luu giit mot danh sach tap trung céc tén tai khoan ngudi ding, mat khau tuong

ung va cac tai khoan may tinh.

- Cung cap mot Server dong vai tro ching thuc (authentication server) hoic
Server quan ly dang nhdp (logon Server), Server nay con goi la domain

controller (may diéu khién ving).

- Duy tri mot bang hudng dan hoic mot bang chi muc (index) giup cac may tinh
trong mang c6 thé do tim nhanh mot tai nguyén nao do trén cac may tinh khac trong

vung

- Cho phep ching ta tao ra nhiing tai khoan ngudi dung véi nhing mirc do
quyén (rights) khac nhau nhu: toan quyén trén hé thong mang, chi c6 quyén

backup dir li¢u hay shutdown Server tu xa...

- Cho phép chiing ta chia nhé mién ctia minh ra thanh cac mién con (subdomain)
hay cac don vi t6 chitc OU (Organizational Unit). Sau d6 ching ta c6 thé uy

quyén cho cac quan tri vién bo phan quan 1y timg bd phan nho.
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1.3. Directory Services

1.3.1. Giéi thiéu Directory Services
Directory Services (dich vu danh ba) 13 hé thdng thong tin chira trong NTDS.DIT
va cac chuong trinh quan ly, khai thac tap tin nay. Dich vu danh ba la mét dich vu
co s6 1am nén tang dé hinh thanh mot hé théng Active Directory. Mot hé théng véi
nhiing tinh nang vuot trdi ctia Microsoft.

1.3.2. Cac thanh phén trong Directory Services
Pau tién, ban phai biét duoc nhitng thanh phﬁn cAu tao nén dich vu danh ba la gi?
Ban c6 thé so sanh dich vu danh ba véi mét quyén s luu s6 dién thoai. Ca hai
déu chira danh sach ctia nhiéu ddi tugng khac nhau cling nhu cac thong tin va thudc
tinh lién quan dén cac ddi tuong do.

a. Object (d6i tuong).

Trong hé thong co s& dir li€u, d61 tuong bao gdobm cac may in, nguodil dung mang,
cac server, cac may tram, cac thu muc dung chung, dich vu mang, ... P61 tuong
chinh 1a thanh t6 can ban nhat cua dich vu danh ba.

b. Attribute (thudc tinh).

Mot thudc tinh mé ta mot dbi tuong. Vi dy, mat khau va tén 1a thudc tinh cua
dbi twong nguoi ding mang. Cac d6i tuong khic nhau co danh sach thudc tinh
khac nhau, tuy nhién, cac doi tuong khac nhau ciing c6 thé c6 mot s6 thude tinh
giéng nhau. Léy vi du nhu mot may in va mdt may tram ca hai déu c6 mot thude
tinh la dia chi IP.

c. Schema (ciu trac to chirc).

Mot schema dinh nghia danh sach cac thudc tinh dung dé mo ta mot loai ddi tuong
nao dé. Vi du, cho ring tat ca cac ddi twong may in déu duoc dinh nghia bing
cac thudc tinh tén, loai PDL va toc dd. Danh sach cac ddi tuong nay hinh thanh
nén schema cho 16p ddi twong “may in”. Schema cé dic tinh

1a tuy bién dugc, nghia 1a cac thudc tinh dung dé dinh nghia mot 16p ddi tuong co
thé stra doi duogc. Noi tom lai Schema c6 thé xem la mot danh ba cua cai danh ba
Active Directory.

d. Container (vat chua).

Vat chtra twrong tu voi khai niém thu muc trong Windows. Mot thu muc co thé
chtra cac tap tin va cac thu muc khac. Trong Active Directory, mot vat chira co thé
chua cac dbi tuong va cac vat chura khac. Vat chira cling c¢6 cac thude tinh nhu doi
tuong mac du vat chura khong thé hién mot thuc thé that sy nao d6 nhu ddi tuong.
Co ba loai vat chtra la:

- Domain: khai niém nay dugc trinh bay chi tiét & phan sau.

- Site: mot site 1a mot vi tri. Site dugc dung dé phan biét giira cac vi tri cuc bo va
cac vi tri xa x61. Vi dy, cong ty XYZ co téng hanh dinh dat & San Fransisco,
mot chi nhanh dit & Denver va mot vin phong dai dién dit & Portland két ndi
vé tong hanh dinh bang Dialup Networking. Nhu vay hé thng mang nay c6
ba site.
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- OU (Organizational Unit): 12 mot loai vat chira ma ban c6 thé dua vao do6
nguoi dung, nhom, may tinh va nhimg OU khac. Mot OU khong thé chua cac
dbi twong nam trong domain khac. Nho viéc mot OU co thé chtra cac OU
khac, ban co thé xay dung mot mo hinh thtr bac cua cac vat chira dé mé hinh
hod cAu tric cta mot to chirc bén trong mot domain. Ban nén st dung OU dé
giam thiéu sb lvong domain can phai thiét 1ap trén hé théng.

e. Global Catalog.

- Dich vu Global Catalog dung dé xac dinh vi tri cia mét doi tuong ma nguoi
dung dugc cip quyén truy cap. Viée tim kiém dugc thyc hién xa hon nhiing gi
da co6 trong Windows NT va khong chi c6 thé dinh vi duoc dbi trong bang tén
ma c6 thé bang ca nhitng thudc tinh cua ddi tuong.

- Gia st ban phai in mot tai liéu day 50 trang thanh 1000 ban, chic chin ban s&
khong dung mot may in HP Laserjet 4L. Ban s€ phai tim mot may in chuyén
dung, in véi téc d6 100ppm va c6 kha ning doéng tai liéu thanh quyén. Nho
Global Catalog, ban tim kiém trén mang mdt may in véi cac thudc tinh nhu
vay va tim théy duoc mot may Xerox Docutech 6135. Ban co thé cai dat
driver cho mdy in d6 va giri print job dén may in. Nhung néu ban ¢ Portland
va may in thi & Seattle thi sao? Global Catalog s& cung cip thong tin nay va
ban c6 thé giri email cho chii nhan ctia may in, nhd ho in gitm.

- Mot vi du khac, gia sit ban nhan dugc mot thu thoai tir mot nguodi tén Betty
Doe & bd phan ké toan. Poan thu thoai ciia ¢o ta bj cit xén va ban khong thé
biét dugc s6 dién thoai cia co ta. Ban c6 thé dung Global Catalog dé tim
thong tin vé co ta nhd tén, va nhd d6 ban co duge s dién thoai cua co ta.

- Khi mét déi tugng dugc tao mdi trong Active Directory, d6i tuong duoc gan
mot con s6 phan biét goi 1a GUID (Global Unique Identifier). GUID cua mot

dbi tuong ludn ludn cb dinh cho du ban c6 di chuyén d6i tuong di dén khu vuc
khac.

2. Cac thanh phan ciia AD
Muc tiéu:

- Trinh bay duoc cac thanh phan cua Active Directory.

2.1. Cu tric AD logic
Gom cac thanh phan: domains (viing), organization units (don vi t6 chirc), trees (hé
vung phan cap ) va forests (tdp hop h¢ vung phan cap) .
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|- Domain Tree

Do main Domain

| Objects /\

Dumaln

/

. Forest |

2.1.1. Organizational Units.

Organizational Unit hay OU la don vi nho nhat trong hé théng AD, n6 dugc xem
1a mot vat chira cac d6i tuong (Object) duoc dung dé sip xép cac dbi tuong khac
nhau phuc vu cho muc dich quan tri cia ban. OU cling dugc thiét lap dua trén subnet
IP va dugc dinh nghia la “mdt hodc nhiéu subnet két ndi tot v6i nhau”. Viéc sur dung
OU c6 hai cong dung chinh sau:

- Trao quyén kiém soat mot tip hop céac tai khoan ngudi dung, may tinh hay
cac thiét bi mang cho mgt nhém ngudi hay mot phu ta quan tri vién nao doé (sub-
administrator), tir d6 gidm bot cong tac quan tri cho ngudi quan tri toan b hé thong.

+ R r \ J4 7 A A 07 =
- Kiém soat va khoa bot mot so ;\L‘ '-'JPJP|||
chtrc ndng trén cac may tram cua ngudi .l

dung trong OU thdéng qua vi¢c st dung

= o

cac doi1 tugng chinh siach nhom ‘ Sales </ M\anagement
(GPO), cac chinh sach nhém nay | agmincaer Admimserator
chiing ta s€ tim hi€u ¢ cac chuong sau. T_ aad
2.1.2. Domain l ”\"IM I
Domain la don vi chirc ndng nong @ 4
¢t coa cau trac logic Active < [ Ressarch

Directory. N6 1a phuong tién dé qui
dinh mdt tdp hop nhitng nguodi dung,

may tinh, ti nguyén chia sé c6 nhiing qui tic 4

bao mﬁt gléng nhau tir do glﬁp cho ViéC qlléll'l 1y _ ) Common security policy
cac truy cip vao cac Server dé dang hon. o2 ,P.i’ll'

Domain dap ung ba churc nang chinh sau: [ P|J||

- Doéng vai tro nhu mot khu vuc quéan tri M ‘;

(administrative boundary) cac d6i tuong, la

mot tadp hop cac dinh nghia quan tri cho cac déi tuong chia sé nhu: c6 chung mot
co sO dir liu thu muc, cac chinh sach bao mat, cdc quan hé uy quyén véi cac domain
khac.
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Giup chung ta quan 1y bao mat cac céc tai nguyén chia sé.

< Common security policy

L

- Cung cip cac Server du phong lam chirc ning Domain Controller
diéu khién ving (domain controller), dong thdi am // \
bao cac thong tin trén cac Server nay dugc dugc dong A\
b vé6i nhau. \
: =
-
- -
Domainérﬁwller \ i i 4

Domain Controller

2.1.3Domain Tree

Domain Tree 13 ciu tric bao géom nhiéu domain duoc sip xép co cap bac
theo cdu trGic hinh cay. Domain tao ra dau tién dugc goi la domain root va nam
& gdc cua cay thu muc. TAt ca cdc domain tao ra sau s& nim bén dudi domain
root va dugc goi 12 domain con (child domain). Tén cuia cdc domain con phai
khac biét nhau. Khi mot domain root va it nhat mot domain con duoc tao ra thi
hinh thanh mét cidy domain. Khai niém nay ban sé& thudng nghe thay khi lam viéc
vGi mot dich vu thu muc. Ban c6 thé théy céu truc s& c6 hinh dang cia mot cay
khi c6 nhiéu nhanh xuat hién.
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Cay Domain

1=

-af——domain root

lCi @
MCMCSsaE. Com
=
=0's)

sales. momose. com testing. mom cse.com

domain con

2.1.4. Forest
Forest (ring) duoc xdy dung trén mot hoic nhiéu Domain Tree, ndi cach khac
Forest 13 tip hop cic Domain Tree co thiét 14p quan hé va ty quyén cho nhau. Vi
du gia su mot cong ty nao do, ching han nhu Microsoft, thu mua mot cong ty khac.
Thoéng thuong, mdi cong ty déu c6 mot hé thong Domain Tree riéng va dé tién quan
1y, cac cy nay s& duogc hop nhit vi nhau bang mot khai niém 1a ring

Rl'mg

ﬁ_ﬂ sl on. MG coe. corm [r.a:lu-n |m:|l1-c1-|:' coem _ _
techiutorial s.com // /\ x},rzal:rl: com
o - i

Training.sales, citzco, testing. complia. esting

:|i IPETTIG . COiTY U= ie ] TPEmGEl Gom =3

corpiechtutonals. com admin :t:'!.r..:abt: oom

A
S L3

Trong vi du trén, cong ty memcese.com thu mua dugc techtutorials.com va
xyzabc.com va hinh thanh ring tir gdoc mcmcse.com

2.2. Cau tric AD vit ly

Gom: sites va domain controllers.

= Dia ban (site): 1a tap hop cua mot hay nhleu mang con két ndi véi nhau, tao
diéu kién truyén théng qua mang dé dang, 4n dinh ranh gi6i vat Iy xung quanh
cac tai nguyén mang.

= Piéu khién ving (domain controllers): 1a may tinh chay Windows Server chira
ban sao dit liéu ving. Mot ving c6 thé c6 mot hay nhiéu didu khién ving. Mbi
su thay doi dir liéu trén mot dicu khién ving s& duoc ty dong cap nhat 1én cac
diéu khién khac ctia ving.
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3. Cai diit va cdu hinh active directory
Muc tiéu:

- Cai dat va cau hinh dugc may di€u khién vung.
- Gia nhap may tram vao may diéu khién vung (join domain)

3.1. Nang cap Server thanh Domain Controller(DC)

3.1.1. Gidi thiéu

Theo mic dinh, tit ca cac may Windows Server 2003 khi moi cai dat déu
la Server doc 1ap (standalone server). Chuong trinh DCPROMO chinh la Active
Directory Installation Wizard va dugc dung dé nang cdp mot may khong phai 1a
DC (Server Stand-alone) thanh mot may DC va nguoc lai giang cdp mot may DC
thanh mot Server binh thudng. Chi ¥ d6i véi Windows Server 2003 thi ban c6 thé
d6i tén may tinh khi d nang cip thanh DC.

Trude khi nang cap Server thanh Domain Controller, ban can khai bao day du
cac thong s6 TCP/IP, dic biét 1a phai khai bao DNS Server c6 dia chi chinh Ia dia
chi IP ctia Server can nang cap. Néu ban c6 kha ning ciu hinh dich vu DNS thi
ban nén cai dat dich vu nay trudc khi nang cép Server, con nguoc lai thi ban
chon cai dat DNS tu dong trong qua trinh ning cip. C6 hai cach dé ban chay
chuong trinh Active Directory Installation Wizard: ban dung tién ich Manage
Your Server trong Administrative Tools hodc nhép chudt vao Start \ Run, g6 1€nh
DCPROMO.

3.1.2. Cac buoc cai dat.
Chon menu Start \ Run, nhap DCPROMO trong hop thoai Run, va nhan nat OK.

Khi d6 hop thoai Active Directory Installation Wizard xudt hién. Ban nhan Next

Chuong trinh xuat hién hop thoai canh bao: DOS, Windows 95 va WinNT SP3
tré veé trudce sé€ bi qloa,i ra khéi mién Active Directory dua trén Windows Server 2003.
Ban chon Next dé tiép tuc

Trong hop thoai Domain Controller Type, chon muc Domain Controller for a
New Domain va nhan chon Next. (Néu ban mubn bo sung may diéu khién ving
vao mot domain co san, ban s& chon Additional domain cotroller for an existing
domain.)

Dbén day chuong trinh cho phép ban chon mét trong ba Iya chon sau: chon Domain
in new forest néu ban mudn tao domain dau tién trong mot rung moi, chon Child
domain in an existing domaln tree néu ban mudn tao ra mdt domain con dua
trén mot cay domain co san, chon Domain tree in _an existing forest néu ban
mudn tao ra mdt cdy domain méi trong mét rung da co san.

Hop thoai New Domain Name yéu cau ban tén DNS day du cia domain ma ban
can xay dung

Hop thoag NetBIOS Domain Name, yéu cau ban cho biét tén domain theo chuin
NetBIOS dé tuong thich v&i cac may Windows NT. Theo médc dinh, tén Domain
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NetBIOS giéng phan dau cua tén Full DNS, ban co6 thé d6i sang tén khac hodc chip
nhan gia tri mac dinh. Chon Next dé tiép tuc

Hop thoai Database and Log Locations cho phép ban chi dinh vi tri luu
trit database Active Directory va cac tap tin log. Ban c6 thé chi dinh vi tri khéc
hoac chép nhan gia tri madc dinh. Tuy nhién theo khuyén cdo cua cac nha quan tri
mang thi ching ta nén dat tdp tin chira thong tin giao dich (transaction log) ¢
mot dia cung vat ly khac véi dia cung chtta co s& dit li€u cia Active Directory
nham tang hi¢u nang cua hé théng. Ban chon Next dé tiép tuc

Hop thoai Shared System Volume cho phép ban chi dinh vi tri cia thu muc
SYSVOL. Thu muc nay phai nam trén mot NTFS5 Volume. Tét ca dit liéu dat trong
thu muyc Sysvol nay s€ dugc tu dong sao chép sang cac Domain Controller khac
trong mién. Ban c6 thé chap nhan gia tri mac dinh hodc chi dinh vi tri khéc, sau
d6 chon Next tiép tuc. (Néu partition khong st dung dinh dang NTFS5, ban s&
thay mot thong béo 161 yéu cau phai d6i hé thong tap tin).

DNS la dich vu phan giai tén Kkét hop v6i Active Directory dé phan giai tén céc
may tinh trong mién. Do d6 dé hé thdng Active Directory hoat dong dugc thi trong
mién phai co it nhat mot DNS Server phan giai mién ma ching ta can thiét 1ap. Theo
dang ly thuyet thi chiing ta phai cai dat va cau hinh dich vu DNS hoan chinh trudc
khi néng cap Server, nhung do hién tai cac ban chua hoc vé dich vu nay nén ching
ta chap nhan cho hé thong tu dong cai dat dich vu nay. Ching ta s€ tim hiéu chi tiét
dich vu DNS ¢ gido trinh “Dich Vu Mang”. Trong hdp thoai xudt hién ban chon lua
chon thir hai dé hé théng tu dong cai dat va céu hinh dich vu DNS.

Trong hop thoai Permissions, ban chon gia tri Permission Compatible with
pre-Windows 2000 servers khi hé théng c6 cac Server phién ban trudc
Windows 2000, hoac chon Permissions compatible only with Windows 2000
servers or Windows Server 2003 khi hé théng cia ban chi toan cac Server
Windows 2000 va Windows Server 2003.

Trong hop thoai Directory Services Restore Mode Administrator Password,
ban s& chi dinh mat khau dung trong truong hop Server phai khoi dong vao ché
d6 Directory Services Restore Mode. Nhan chon Next dé tiép tuc.

Hop thoai Summary xuit hién, trinh bay tAt ca cac thong tin ban da chon. Néu
tat ca déu chinh xac, ban nhan Next dé bat dau thuc hién qua trinh cai dat, néu co
thong tin khong chinh xé4c thi ban chon Back dé quay lai cac budc trude do

Hop thoai Configuring Active Directory cho ban biét qua trinh cai dat dang thuc
hién nhimg gi. Qua trinh nay s& chiém nhiéu thoi gian. Chuong trinh cai dat cling
y€u cau ban cung cap ngudn cai dit Windows Server 2003 dé tién hanh sao chép
cac tap tin néu tim khong thay

Sau khi qué trinh cai dat két thuc, hop thoai Completing the Active Directory
Installation Wizard xuat hién. Ban nhan chon Finish dé két thuc.

Cudi cung, ban dugc yéu cau phai khéi dong lai mdy thi cac thong tin cai dat méi
bat dau c6 hiéu luc. Ban nhan chon nit Restart Now dé khoi dong lai. Qua trinh
thang cap két thuc.
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3.2. Gia nhap may tram vao Domain

3.2.1. Gidithiéu

MGt may tram gia nhdp vao mot domain thyc sy la viéc tao ra mdt mbi
quan hé tin cdy (trust relationship) gitta may tram d6 véi cac may Domain
Controller trong viung. Sau khi d3 thiét ldp quan hé tin cay thi viéc chimg thyc
nguoi dung logon vao mang trén may tram nay s¢ do cac may diéu khién vung
dam nhiém. Nhung chu y viéc gia nhdp moét may tram vao mién phai co su ddng
¥ ctia nguoi quan tri mang cAp mién va quan tri vién cuc bd trén may tram dé. Noéi
cach khac khi ban muén gia nhdp moét mdy tram vao mién, ban phai dang nhap
cuc bo vao may tram voOi vai tro la administrator, sau do gia nhap vao mién, hé
théng s& yéu cau ban xac thuc bang mot tai khoan nguoi dung cap mlen cd quyén
Add Workstation to Domain (ban c6 thé dung truc tiép tai khoan
administrator cip mién)

3.2.2. Cac buoc cai dat

Piang nhdp cuc bd vao may tram véi vai trd ngudi quan tri (c6 thé dung
truc ti€p tai khoan administrator).

Nhép phai chudt trén biéu tugng My Computer, chon Properties, hop thoai
System Properties xuit hién, trong Tab Computer Name, ban nhép chudt vao nut
Change. Hop thoai nhap lidu xuit hién ban nhap tén mién ctia mang can gia nhap
vao muc Member of Domain

M4y tram dya trén tén mién ma ban da khai bdo dé tim dén Domain Controller
gan nhat va xin gia nhap vao mang, Server s& y€u cau ban xac thuc véi mot tai
khoan ngudi dung cap mién cd quyén quan tri.

Sau khi xac thuc chinh xac va hé théng chap nhan may tram nay gia nhap vao mién

thi hé théng xuét hién thong bao thanh céng va yéu cau ban reboot may lai dé ding
nhap vao mang.

Pén day, ban thay hop thoai Log on to Windows ma ban dung mdi ngiy c6 vai
diéu khac, d6 1a xuat hién thém muc Log on to, va cho phép ban chon mét trong hai
phan la: NETCLASS, This Computer. Ban chon myc NETCLASS khi ban muon
dang nhép vao mién, nhé rang lac nay ban phai dung tai khoan nguoi dung cap
mién. Ban chon myc This Computer khi ban mudn logon cuc bd vao may tram nao
va nh¢ dung tai khoan cuc by cia may.

Bai tap thuc hanh cia hoc vién
1. Cai dat va ciu hinh Active Directory (AD).

2. Gia nh@p may tram vao Domain controller.

Hwéng din thue hi¢n:
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1. Cai dit va ciu hinh AD

Chon menu Start \ Run, nhdp
DQPROMO trong hop thoai Run, va
nhan nut OK.

Khi d6 hop thoai Active Directory
Installation Wizard xuat hién. Ban

nhin Next

Active Directory Installation Wizard X
Welcome to the Active Directory
Installation Wizard
This wizard helps you install Active Directory services on this
gerver, making the server a domain controller,
| this iz the fust time you have installed Active Directony, it i
recommended that you first read the overview in Active
Directory Help.
To continue, click Next
Bar Cancel
]

Dperating System Compatibility
Improvved securty settings in ‘Windows Server 2003 affect older versions of
Windows

Chuong trinh xuat hién hop thoai
canh bao: DOS, Windows 95 va
WinNT SP3 tré vé trude sé bj loai ra
khoi mién Active Directory dua trén
Windows Server 2003. Ban chon Next
dé tiép tuc

Domain controllers manning ‘Windows Server 2003 mplement security settings that
require clients and other servers to commurnicate with those domain controllers in a more
FECLE Way.

The fallowing older wersions of Windows cannot meet the new requirements:
& Windows 95
& windows NT 4.0 SP3 or earlier

By default. computers running those versions of “Windows will not be able to log on with
a domain controller running ‘Windows Server 2003 or access domain resources.

For more nformation, see Compatibiity Help

Trong hop thoai Domain Controller
Type, chon muc Domain Controller for
a New Domain va nhin chon Next. (Néu
ban muén bd sung may diéu khién ving
vao mot domain co san, ban s& chon
Additional domain cotroller for an
existing domain.)
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Active Directory Installation Wizard

Domain Controller Type
Specify the role you want this server to have.

Do wou want thiz zerver to become a domain controller for a new domain or an
additional domain controller for an existing domain?

i+ Domain controller for a new domairé

Select this option to create a nevs child domain, new domain tree, or new forest.
This server will become the first domain controller in the new domain.

" Additional domain controller for an existing dormain
& Proceeding with thiz option will delete all local accounts an this server.

Al cryptographic keps will be deleted and should be exported before
continuing.

Al encrppted data, such as EFS-encrypted files or e-mail, should be decrypted
befare contirwing or it will be permanently inaccessible.

< Back I Hest > I

Cancel




bén day chuong trinh cho phép ban X

chon mot trong ba lya chon sau: chon
Domain in new forest néu ban mudn tao
domain diu tién trong mot rimg moi,
chon Child domain in an existing
domain tree néu ban mubn tao ra mot
domain con dya trén moét cdy domain co
san, chon Domain tree in an existing
forest néu ban mudn tao ra mot cay
domain méi trong mot rirng di co san.

Hop thoai New Domain Name yéu cau
ban tén DNS day du cua domain ma ban
can xay dung (VD: netclass.edu.vn)

Hop thoai NetBIOS Domain Name, | S X

NetBlIOS Domain Mame
Specify a NetBIOS name for the new domain.

yéu cau ban cho biét tén domain theo
chuan NetBIOS dé twong thich véi céc
may Windows NT. Theo mac dinh, tén
Domain NetBIOS gidng phan dau cua
tén Full DNS, ban c6 thé ddi sang tén
khac hoac chép nhan gia tri mdc dinh.
Chon Next dé tiép tuc
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Create New Domain
Select which type of domain to create,

Select this option if this is the first domain in your organization or if you want the new
domain to be completely independent of your cument forest.

" Child domain in an existing domain tree
If you want the new domain to be a child of an existing domain, select this option.
For example. you could create a new domain named
headquarters. example microsoft.com as & child domain of the domain
example. microsoft com.

" Domain tree in an existing forest

IF pou dan't want the new domain to be a child of an existing domain, select this
option. This wil create a new domain ree that is separate from any existing tees.

< Back ext > Cancel |

Active Directory Installation Wizard =

MNew Domain Name
Specify a name for the new domain.

Type the full DNS name for the new domain
[for example: headquarters. example. microsoft com].

Full DNS name for new domain:

netclass.edu.vn

< Back ext » Cancel

This is the name that users of earlier versions of Windows will use to identify the new
domain. Chick Nest to accept the name shown, of type a new name.

Domain NetBI0S name;

< Back I Nest » I Cancel
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Hop thoai Database and X

Log Locations cho phép R %
” . . , ~ pecify the folders to contain the Active Directory database and log files
ban chi dinh vi tri luu trir

database ACthe DlreCtory For best performance and recoverability, store the database and the log on separate

va cac tap tin log. Ban co6 thé hard disks.
Chi dlnh Vi tri khéc hOéC Chép Where do you want to store the Active Directory database?
nhan gid tr1 mac dinh. Ban Database folder
|C:AWINDDWSNTDS| Browse..

chon Next dé ti€p tuc
‘Where do you want to store the Active Directory log?

Log folder:
|E:\WINDDWS\NTDS Browze...
< Back I Nest > I Cancel |
g
. . X
Hop thoai Shared System
, N . , Shared System Yolume
Volume ChO phep ban chi dll’lh V1 Specify the folder to be shared as the system volume.
tri cua thuy muc SYSVOL. Thu muc
A A1 X A A The SYSYOL folder stores th e’ of the domain's public files. Th tent:
nay phai nam trén mot NTFS of the SYSVOL oldss are rechcaNed 1o o o contioless s dorneiny, |

Volume. Tét ca dir liéu dat trong
thu muc Sysvol nay sé¢ duogc tu
dong sao chép sang cac Domain e s
Controller khac trong mién. Ban BT
co thé chép nhan gia tri mac dinh

hoac chi dinh vi tri khac, sau do

chon Next tiép tuc.

The S'SVOL folder must be located on an NTFS volurme.
Enter & location for the 5YSVOL folder.

< Back I ewt » I Cancel I

Trong hop thoai Permissions, | [T Frmy e S x
ban Chon glé '[I‘l PermiSSion FPermizzions
. . . Select default permissions for user and group objects.
Compatible with pre-Windows

2000 servers khi hé thong co cac
Server phién ban truéc Windows
2000, hoac chon Permissions

Some server programs, such as Windows NT Remote Access Service, read information
stored on domain controllers.

" Pemissions compatible with prew/indows 2000 server operating systems
Select this option if you rn server programs on pre-windows 2000 server operating

compatible only with Windows e 2 chnaons: Server 2003 opersting syetems that are
2000 servers or Windows Server A Anongmous users can read information on this domain.
2003 khi hé théng cua ban chi toan g iF‘gmissiDns compatible only with Windows 2000 of Windows Server 2003

r . \ loperating systems i
cac Server WlndOWS 2000 va Select thiz option if you run server programs only on Windows 2000 or Windows
Window S Server 2 003 . Servet 2003 opetating systems that are members of Active Directory domains. Only

authenticated users can read informabion on this domain,

< Back Mext » Cancel
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Active Directory Installation Wizard

A 1 1 Directory Services Hestore Mode Administrator Password
TI'.OIlg hOp thO'c_’ll DlreCtory Thiz passward is used when pou stat the computer in Directory Services Restore
Services Restore Mode el

Administrator Password, ban sé
chi dinh mat khau dung trong
truong hop Server phai khoi dong
vao ché do Directory Services
Restore Mode. Nhan chon Next dé
tiép tuc.

Type and confitm the password you want to assign to the Administrator account used
when this server is started in Directory Services Restore Mode.

The restare mode Administrator account is different fram the domain Administrator

acc"::mt. The passwords fior the accounts might be different, so be sure to remember
bath.

Festore Mode Password: I"""

Confirm password:

For more information about Directory Serices Restore Mode, see Active Directory Help.

< Back

Active Directory Installation Wizard

Summary

Hop thoai Summary xudt hién,
trinh by tat ca cac thong tin ban da
chon. Néu tit ca déu chinh xac, ban
nhan Next dé bat dau thuc hién qua
trinh cai dit, néu co thong tin khong
chinh xac thi ban chon Back dé quay
lai cac budc trude do

Review and confirm the options you selected.

You chose to;
Configure this server as the first domain controller in @ new forest of domain trees. 4 |

The nev domain name is netclass, edu. v This is also the name of the new forest.
The NetBIOS name of the domain i NETCLASS
Database folder: C:NwWINDOWSSNTDS

Log file folder: CAWINDOWSANTDS
SYSVOL folder: C:AWINDOWSASYSVOL

The DNS service will be installed and configured on this computer. This computer |
will be configured to use this DNS server as its preferred DNS server.
=

To change an option, click Back. To begn the operation, click Mest.

Hop thoai Configuring
Active Directory cho ban biét
qua trinh cai dat dang thuc
hién nhiing gi. Qua trinh nay
s& chiém nhiéu thoi gian.
Chuong trinh cai dat ciing yéu
ciu ban cung cip ngudn cai
dat Windows Server 2003 dé
tién hanh sao chép cac tap tin
néu tim khong thay

Active Directory Installation Wizard

The wizard is configuing Active Directory. This process can take several minutes or
considerably longer, depending on the options you have selected,

Creating directony partition:

CH=5chema.CN=Configuration.DC=netclass D C=edu DC=vn; 1585 objects remaining

Cancel |
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Sau khi qua trinh cai dat két

thiic, hop thoai Completing
the Active Directory
Installation Wizard xuét hién.
Ban nhin chon Finish dé két
thuc.

Cudi cung, ban dugc yéu cau phai khéi dong lai mdy thi cac thong tin cai dat mai
bat dau c6 hiéu luc. Ban nhan chon nut Restart Now dé khoi dong lai. Qua trinh

thang cap két thuc.

2. Gia nhap may tram vao Domain

Ping nhap cuc bd vao may tram véi vai tro ngudi quan tri (c6 thé diung
truc ti€p tai khoan administrator).

Nhip phai chudt trén biéu twong My Computer, chon Properties, hop thoai
System Properties xuat hi¢n, trong Tab Computer Name, ban nhap chut vao nat
Change. HOp thoai nhap li€u xuat hién ban nhdp tén mién cia mang can gia nhap

vao muc Member of Domain
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Completing the Active Directory
Installation Wizard

[Active Directory iz now nstalled on this computer for the ”:J
domain netclass. edu vn

This domain controller iz assigned to the site

Default-First-Site-Mame. Sites are managed with the
Wetve Directory Sites and Services administrative toal

To cloze this wizard, click Finish.

I Finish | Carc




May tram duya trén tén mién ma ban
dd khai bao dé tim dén Domain
Controller gan nhat va xin gia nhap
vao mang, Server s¢ yéu cau ban xac
thuc voi mot tai khoan nguoi dung.
Ban go tén User va Password sau
d6 bam Enter.

Computer Mame Changes ztﬂ

fou can change the name and the membership of this

computer. Chanoes may affect access to netwark resources.

Computer name:
[

Full computer name:
PCO1.

:

— Member of
" Domain:
Inelclass_eduvn

Witk group:
|'W'I_IHKI.= ROUP

I (]9 I Cancel

Sau khi xac thuc chinh xac va hé théng chap nhan may tram nay gia nhap vao mién
thi hé thong xuat hién thong bao thanh cong va yéu cau ban reboot méy lai dé dang

nhap vao mang.

Pén day, ban thdy hop thoai Log on
to Windows ma ban dung mdi ngay co6
vai diéu khac, d6 1a xuit hién thém muc
Log on to, va cho phép ban chon méot
trong hai phan 1a: NETCLASS, This
Computer. Ban chon muc
NETCLASS khi ban mudn ding nhap
vao mién, nhé rang lic nay ban phai
dung tai khoan ngudi dung cip mién.
Ban chon muc This Computer khi ban
mudn logon cuc by vao may tram nao
va nh¢ dung tai khoan cuc bo ciia may.

¢ J Windows Server2003

Enrterprise Edition

Copyrighl @ 1885-2003 Microsofl Corponsdion

User name: | Administrator
Password: |
Log on to: |PC01 (this computer) 3

|PCEIl (this computer) E! |
| QK I Cancel I Shut Do .. | Options <<
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Bai 4: QUAN LY TAI KHOAN NGUOI DUNG VA NHOM
M3 bai: MD 14 - 04

Muc tiéu:

- MO ta dugc tai khoan nguoi dung, tai khoan nhém, cac thude tinh cua nguoi
dung;

- Tao va quan tri dugc tai khoan nguoi dung, tai khoan nhom.

- Thuyc hién cac thao tac an toan voi may tinh.

Noi dung chinh:

1. Dinh nghia tai khoan ngud¢i dung va tai khoan nhom
Muc tiéu:
- Néu dugc dinh nghia tai khoan nguoi dung, tai khoan nhom.
1.1. Tai khoan ngwoi dung
Tai khoan nguoi dung (user account) 13 mot ddi twong quan trong dai dién
cho nguoi dung trén mang, ching dugc phan biét véi nhau thong qua chuodi nhan
dang username. Chudi nhan dang nay gitip hé thong mang phan biét gilra nguoi
nay va ngudi khac trén mang tor d6 ngudi dung co6 thé dang nhap vao mang va truy
cap cac tai nguyén mang ma minh dugc phép.

1.1.1. Tai khodn nguwoi dung cuc bj

Tai khoan ngudi dung cuc bd (local user account) 1a tai khoan ngudi dung dugce
dinh nghia trén may cuc bd va chi dugc phép logon, truy cap cac tai nguyén trén may
tinh cuc bd. Néu mudn truy cip cac tai nguyén trén mang thi ngudi dung nay phai
chung thyc lai vé1 mdy domain controller hodc may tinh chtra tai nguyén chia sé.
Ban tao tai khoan nguoi dung cuc bd véi cong cu Local Users and Group trong
Computer Management (COMPMGMT.MSC). Cac tai khoan cuc bd tao ra trén
may stand-alone server, member server hodc cdc may tram déu duoc luu trix trong
tap tin co s¢ dir licu SAM (Security ~ Accounts ~ Manager). Tap tin
SAM nay duogc dit trong thu muc \Windows\system32\config

Local User Accounts

Administrator Administrator
" i Guest Guest
User A User B
User B T User A
Service Service
L_\\/
Administrator Administrator
Guest Guest
A
User C User D S
Service Service User D
N\ o ? NN AY .A
1.1.2. Tai khodn ngwoi dung mién
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Tai khoan ngudi dung mién (domain user account) 13 tai khoan nguoi dung
dugc dinh nghia trén Active Directory va dugc phép dang nhap (legon) vao mang
trén bat ky may tram nao thudgc vung. Pong thoi véi tai khoan nay ngudi ding co
thé truy cap dén céac tai nguyén trén mang. Ban tao tai khoan ngudi dung mién
voi cong cu Active Directory Users and Computer (DSA.MSC). Khac voi tai
khoan ngudi ding cuc b, tai khoan ngudi ding mién khong chira trong cac tap tin
co s¢ dir ligu SAM ma chtra trong tap tin NTDS.DIT, theo méc dinh thi tdp tin nay
chtra trong thu muc \Windows\NTDS.

Domain User Accounts
Administrator

Guest

Help-Assistant

e
| " User A
User B

User C

User D
SQL Server

1.1.3. Yéu ciu vé tai khodn nguwoi diing
- Mbi username phai tir 1 dén 20 ky tu (trén Windows Server 2003 thi tén
dang nhap co6 thé dai dén 104 ky tu, tuy nhién khi ding nhap tir cdc may cai hé
diéu hanh Windows NT 4.0 vé trudc thi mic dinh chi hiéu 20 ky ty).

- Moi username la chu6i duy nhat cia moi nguoi dung cd nghia la tat ca tén
cua nguoi dung va nhém khong dugc trung nhau.

- Username khong chtra cac ky tu sau: “/\[]:;|=,+*?7<>

- Trong mot username c6 thé chua cac ky tu dic biét bao gdm: ddu cham cau,
khoang tring, diu gach ngang, dau gach dudi. Tuy nhién, nén tranh cac khoang
tring vi nhitng tén nhu thé phai dit trong dau ngodc khi dung cac kich ban hay
dong 1énh.

1.2. Tai khoan nhom

Tai khoan nhom (group account) 1a mot ddi twong dai dién cho mot nhom
nguoi nao do, dung cho viée quan ly chung cac ddi tuong nguoi dung. Viéc phan
bo cac ngudi ding vao nhom gitp ching ta d& dang cap quyén trén cac tai nguyén
mang nhu thu muc chia sé¢, may in. Chu y 13 tai khoan nguoi dung cé thé ding
nhdp vao mang nhung tai khoan nhom khong dugc phép dang nhap ma chi dung
dé quan ly. Tai khoan nhom dugc chia lam hai loai: nhom bao mat (security
group) va nhom phan phdi (distribution group)

1.2.1. Nhom bao mdt

Nhém bao mat 1 loai nhom dugc dung dé cap phat cac quyén hé thong (rights)
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va quyén truy cdp (permission). Gidng nhu cac tai khoan ngudi dung, cic nhom
bao mat déu duoc chi dinh cac SID. C6 ba loai nhém bao méat chinh 1a: local, global
va universal. Tuy nhién néu ching ta khao sat k¥ thi c6 thé phan thanh bbn loai
nhu sau: local, domain local, global va universal.

Local group (nhém cuc bd) la loai nhom c6 trén cidc may stand-alone
Server, member server, Win2K Pro hay WinXP. Cac nhom cuc bd nay chi c6 y
nghia va pham vi hoat dong ngay tai trén may chira n6 thoi.

Domain local group (nhém cuc bg mién) 1a loai nhom cuc bd dac biét vi ching
13 local group nhung nim trén may Domain Controller. Cac may Domain
Controller ¢c6 mdt co s¢ dit liéu Active Directory chung va duogc sao chép
déng bd voi nhau do d6 mot local group trén mot Domain Controller nay thi
cling s€ c6 mat trén cac Domain Controller anh em ctia no, nhu vay local group
nay c6 mat trén mién nén duoc g01 vO1i cai tén nhém cuc bd mién. Cac nhom trong
muc Built-in cua Active Directory 1a cdc domain local.

Global group (nhom toan cuc hay nhém toan mang) 1a loai nhom ném trong
Active Directory va dugc tao trén cac Domain Controller. Chung dung dé cap phat
nhitng quyén hé thong va quyén truy cap vuot qua nhitng ranh giéi ciia mot mién.
Mot nhém global ¢é thé dat vao trong mot nhom local cta céc server thanh vién
trong mién. Cha y khi tao nhiéu nhom global thi c6 thé 1am ting tai trong cong
viéc cua Global Catalog.

Universal group (nhém pho quat) la loai nhom c6 chure nang glong nhu global
group nhung nd dung dé cap quyén cho cac dbi twong trén khap cac mién trong mot
rimg va gitra cac mién c6 thiét 1ap quan hé tin cdy voi nhau. Loai nhém nay tién loi
hon hai nhém global group va local group vi chung dé dang 16ng cac nhom vao
nhau. Nhung chi ¥ 13 loai nhém nay chi c6 thé dung dugc khi hé théng cua ban
phai hoat dong & ché do Windows 2000 native functional level hoic Windows
Server 2003 functional level c6 nghia 1a tat ca cac may Domain Controller trong
mang déu phai 1a Windows Server 2003 hoic Windows 2000 Server.

1.2.2. Nhém phin phoi
Nhom phan phéi 1a mot loai nhom phi bao mat, khong c6 SID va khong

xuat hién trong cdc ACL (Access Control List). Loai nhom nay khéng duoc dung
boi cac nha quan tri ma duoc dung boi cac phan mém va dich vy. Ching duge dung
dé phan phdi thu (e-mail) hodc cac tin nhan (message). Ban sé& gip lai loai nhom nay
khi 1am viéc véi phan mém MS Exchange.

1.2.3. Qui tic gia nhidp nhém
- Tat ca cac nhom Domain local, Global, Universal déu c6 thé dit vao trong

nhém Machine Local.

- Tit ca cac nhom Domain local, Global, Universal déu cé thé dat vao
trong chinh loai nhém cua minh.

- Nhoém Global va Universal ¢ thé dit vao trong nhém Domain local.

Nhoém Global ¢6 thé dit vao trong nhém Universal.
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Domain
4 ~ T

Machine Local > Global

2. C4c tai khoan tao siin

Muc tiéu:

Universal

A

- Trinh bay dugc cac tai khoan tao san.

2.1. Tai khoan ngudi ding tao sin

Tai khoan nguoi dung tao san (Built-in) 13 nhiing tai khoan ngudi ding ma
khi ta cai dat Windows Server 2003 thi médc dinh dugc tao ra. Tai khoan nay la hé
thong nén chiing ta khong c6 quyén xo6a di nhung van ¢ quyén doi tén (cht y thao
tac doi tén trén nhitng tai khoan hé thong phirc tap mot chat so voi viée doi tén mot
tai khoan binh thuong do nha quan tri tao ra). Tt ca cac tai khoan ngudi dung tao
san nay déu nang trong Container Users cila cong cu Active Directory User and
Computer. Sau day 1a bang mé ta cac tai khoan nguoi dung duoc tao san:

Tén tai khoan

Mo ta

Administrator

Administrator 12 mot tai khoan dic biét, co toan quyén
trén may tinh hién tai. Ban co6 thé dit mat khau cho tai
khoan nay trong luc cai dat Windows Server 2003. Tai
khoan nay c6 thé thi hanh tit ca cic tic vu nhu tao tai

khoan nguoi dung, nhoém, quan ly cac tap tin hé théng va
~na1r hindh Ay 9

Guest

Tai khoan Guest cho phép nguoi dung truy cdp vao cac
may tinh néu ho khong c6 mot tai khoan va mat ma
rieng. Mac dinh la tai khoan nay khong dugc sur dung,
néu dugc st dung thi théng thuong no6 bi giéi han veé

anvAn xid A nhar 1a chi Aiecee triasxs cAn Intoavrnat haie 1in an

ILS Anonymous User

La tai khoan dic biét duoc dung cho dich vu ILS. ILS hé
trg cho cac ing dung dién thoai c6 cac dic tinh nhu:
caller ID, video conferencing, conference calling, va
faxing. Mudn sir dung ILS thi dich vy IIS phai dugc
cai dat.

IUSR computer-
name

La tai khoan dic biét duoc dung trong cic truy cap giau
tén trong dich vu IIS trén may tinh co6 cai IIS.

IWAM _computer-
name

La tai khoan dac bi¢t dugc dung cho IIS khoi dong cac
ti€n trinh cua cac ing dung trén may co cai IIS.
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Krbtgt

La tai khoém dac biét dugc dung cho dich vu trung tam
phan phdi khoa (Key Distribution Center)

TSInternetUser

La tai khoan dac biét dugc dung cho Terminal Services.

2.2. Tai khoin nhém Domain Local tao sin

Nhung chiing ta da thy trong cong cu Active Directory User and Computers,
container Users chirta nhom universal, nhom domain local va nhom global la
do hé théng da mac dinh quy dinh truéc. Nhung mot s6 nhom domain local dic
biét duoc dit trong container Built-in, cic nhém nay khong dugc di chuyén sang
cac OU khac, dong thdi no ciing duge gan mot sd quyén cd dinh trude nhim phuc
vu cho cong tac quan tri. Ban ciing chu y rang 1a khong c6 quyén x6a cac nhom dic

bi¢t nay.

Tén nhom

Mo ta

Administrators

Nhom nay mac dinh duoc an dinh san tat ca cac quyén han cho nén
thanh vién ciia nhom ndy cé toan quyén trén hé thong mang.
Nhom Domain Admins va Enterprise Admins 1a thanh vién
mac dinh cua nhoém Administrators.

Account

Operators

Thanh vién cua nhém nay cé thé thém, xo6a, stra dugc cac tai khoan
nguoi dung, tai khoan may va tai khodn nhém. Tuy nhién ho khong
cO quyén x0a, stra cdc nhom trong container Built-in va OU.

Domain

Controllers

Nhoém nay chi co6 trén cdc Domain Controller va mdc dinh khong co
thanh vién nao, thanh vién cua nhém co6 thé dang nhap cuc bg vao
cac Domain Controller nhung khong c6 quyén quan tri cac chinh sach
bao mat.

Backup

Operators

Thanh vién cua nhom nay co quyén luu trit dy phong (Backup) va
phuc hdi (Retore) hé théng tap tin. Trong truong hop hé théng tap
tin la NTFS va ho khong duoc gan quyén trén hé thong tap tin thi
thanh vién ctia nhom nay chi co thé truy cép hé thong tap tin thong
qua cong cu Backup. Néu muén truy cap truc tiép thi ho phai duoc
gan quyeén.

Guests

La nhom bi han ché quyén truy cdp céc tai nguyén trén mang. Cac
thanh vién nhém nay la nguoi dung vang lai khong phai 1a thanh vién
cua mang. Mac dinh cac tai khoan Guest bi khoa

Print Operator

Thanh vién cta nhom ndy cd quyén tao ra, quan 1y va xoa bo cd
doi1 tugng may in dung chung trong Active Directory.
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Server Thanh vién ciia nhom nay c6 thé quan tri cadc may server trong mién
nhu:

Mac dinh moi nguoi dung dugc tao déu thuéc nhém nay, nhom
nay co quyen tbi thiéu cua mot nguoi dung nén viée truy cap rat han

Ninnratnra

Users ché.
Nhém nay duoc dung dé hd tro viée sao chép danh ba trong
: Directory Services, nhom nay khong c¢6 thanh vién mac dinh.
Replicator

Incoming Thanh vién nhém nay c6 thé tao ra cac quan h¢ tin cidy hudng dén,
Forest Trust mot chiéu vao cac rung. Nhom nay khong co6 thanh vién mac dinh.
Builders

Network
Configuration . n , L, A e sk R £ A
o Thanh vién nhom nay c6 quyén stra d61 cac thong s6 TCP/IP trén cag

perators

may
Pre-Windows | Nhom nay cd quyén truy cap dén tat ca cac tai khoan nguoi dung
va tai khoan nhom trong mién, nham hd trg cho cac hé thong WinNT

2000
cli.
V. DRSS N DN
Remote Thanh vién nhom nay c6 thé diang nhap tir xa vao cac Domain

Controller trong mién, nhom nay khong c6 thanh vién mac dinh.
Thanh vién nhom nay co6 quyén truy cap tir xa d¢ ghi nhan lai nhiing
gia tri vé& hiéu ning ciia cic may Domain Controller, nhém nay ciin
khong c6 thanh vién méc dinh.

I 1 4 XTI

Performace Log

IT

Performace Thanh vién nhom nay c6 kha nang gidm sat tor xa cdc may
Domain Controller.

N A 4 XTI

Ngoai ra con mot sé nhom khac nhu DHCP Users, DHCP Administrators, DNS
Administrators... cac nhém nay phuc vu chu yéu cho cac dich vu, ching ta s€ tim
hiéu cu thé trong tung dich vu & gido trinh “Dich Vu Mang”. Cht y theo mac dinh
hai nhom Domain Computers va Domain Controllers dugc danh riéng cho tai
khoan may tinh, nhung ban van c6 thé dua tai khoan ngudi diung vao hai nhom
nay.

2.3. Tai khoan nhém Global tao sin
Tén nhom Mo ta

Thanh vién ciia nhom nay c6 thé toan quyén quan tri cdc may tinh
trong mién vi mic dinh khi gia nhap vao mién cdc member server va
cac may tram (Win2K Pro, WinXP) da dua nhom Domain Admins
la thanh vién ctia nhém cuc b Administrators trén cic may nay.

Domain
Admins
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Domain Users

Theo mac dinh moi tai khodn ngudi dung trén mién déu la thanh
vién cia nhém nay. Mac dinh nhom nay la thanh vién cia nhéom
cuc bg Users trén cic may server thanh vién va may tram.

Group Policy

Creator Owners

Thanh vién nhom nay c6 quyén stra d61 chinh sach nhém ctuia mién,
theo mac dinh tai khoan administrator mién la thanh vién cua
nhoém nay.

bay la mdt nhom wuniversal, thanh vién cia nhém nay c6 toan
quyén trén tat cad cac mién trong rung dang xét. Nhom nay chi xuat

Enterprise hién trong mién gbc cua rung thdéi. Mic dinh nhém nay 1a thanh
Admins o , . .. A .
vién cua nhém administrators trén cac Domain Controller trong
rung.
Nhom universal nay ciing chi xuat hién trong mlen gbe cua rung,
thanh vién ctia nhém nay c6 thé chinh stra cdu trac to chirc
Schema
) (schema) cua Active Directory.
Admins

2.4. Cac nhém tao sin dic biét

Ngoai cac nhom tao sin di trinh bay & trén, hé thong Windows Server 2003 con
c6 mdt s6 nhom tao san dat biét, ching khong xuat hién trén ctra s6 cua cong cu
Active Directory User and Computer, ma chiing chi xuat hién trén cac ACL cua

cac tai nguyén va doi twgng. Y nghia cua nhom dac biét nay la:

- Interactive: dai dién cho nhitng nguoi dung dang str dung may tai chd.

- Network: dai dién cho tit ca nhimg nguoi dung dang ndi két mang dén mot may

tinh khac.

- Everyone: dai dién cho tit ca moi nguoi dung.

- System: dai dién cho hé diéu hanh.

- Creator owner: dai di¢n cho nhitng nguodi tao ra, nhitng nguoi s hira mot
tai nguyén nao do nhu: thu muc, tip tin, tdc vu in an (print job)...

- Authenticated users: dai dién cho nhimg ngudi dung di duoc hé thdng xac
thuc, nhom nay dugc dung nhu mot giai phap thay thé an toan hon cho nhém

everyone.

- Anonymous logon: dai dién cho mdt nguoi dung da dang nhap vao hé théng mot
cach nic danh, chang han mét ngudi st dung dich vu FTP.

- Service: dai di¢n cho mot tai khodn ma da dang nhap véi tu cach nhu mot dich

VU.

- Dialup: dai dién cho nhiing nguoi dang truy cap hé thdng thong qua Dial-up

Networking.
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3. Quan ly tai khoin nguwoi dung va nhém cuc b0
Muc tiéu:

- Str dung dugc cac cong cu tao va quan tri tai khoan nguoi dung va nhém cuc bg.

3.1.

Cong cu quan ly tai khoan nguwoi dung cuc b
Mubn t6 chtrc va quan 1y ngudi dung cuc bd, ta dung cong cu Local Users

and Groups. V&i cong cu nay ban c6 thé tao, x0a, stra cac tai khoan nguoi dung,
cling nhu thay do61 mat ma. Co6 hai phuong thirc truy cap dén cong cu Local Users
and Groups:

Dung nhu mdt MMC (Microsoft Management Console) snap-in.

Dung thong qua cong cu Computer Management.

Céac budc dung dé chén Local Users and Groups snap-in vao trong MMC:

3.2.

Chon Start \ Run, nhap vao hop thoai MMC va an phim Enter dé mo ctra s6
MMC.

Chon Console \ Add/Remove Snap-in dé mé hop thoai Add/Remove Snap-in
Nhép chudt vao nat Add dé mé hop thoai Add Standalone Snap-in. Chon Local
Users and Groups va nhip chudt vao nut Add. Hop thoai Choose Target
Machine xuét hién, ta chon Local Computer va nhép chuét vao nat Finish dé
trd lai hop thoai Add Standalone Snap-in.

Nhép chudt vao nut Close dé trd lai hop thoai Add/Remove Snap-in.

Nhip chudt vao nat OK, ta s& nhin thdy Local Users and Groups snap-in da
chén vao MMC nhu hinh sau.

Luu Console bang cach chon Console \ Save, sau d6 ta nhap duong dan va tén
file can luu trir. Bé tién loi cho viéc quan tri sau ndy ta c6 thé luu console ngay
trén Desktop.

Néu may tinh cua ban khong c6 cidu hinh MMC thi cach nhanh nhét dé truy cap
cong cu Local Users and Groups thong qua cong cu Computer Management.
Nhap phai chudt vao My Computer va chon Manage tur pop-up menu va mo
cira s6 Computer Management. Trong muc System Tools, ta s& nhin thay
muc Local Users and Groups

Cach khac dé truy cap dén cong cu Local Users and Groups 1a vao
Start \ Programs\Administrative Tools \ Computer Management

Cac thao tac co ban trén tai khoan nguwdoi dung cuc b

3.2.1. Tao tai khoan madi

Trong cong cu Local Users and Groups, ta nhap phai chudt vao Users va

chon New User, hop thoai New User hién thi ban nhap cac thong tin can thiét vao,
nhung quan trong nhat va bat budc phai c6 1a muc Username.

3.2.2. Xoa tai khodn

Ban nén xo6a tai khoan nguoi dung, néu ban chic rang tai khoan nay khong bao

gid can dung lai nira. Mubn xoa tai khoan nguoi dung ban m6 coéng cu Local
Users and Groups, chon tai khoan ngudi dung can x6a, nhap phai chudt va chon
Delete hoac vao thuc don Action \ Delete.

73



Chu y: khi chon Delete thi hé théng xuét hién hop thoai hoi ban mudn x6a
that sy khong vi tranh truong hop ban x6a nham. Béi vi khi da xoa thi tai khoan
nguoi dung nay khong thé phuc hoéi dugc.

3.2.3 Khoa tai khoan

Khi mot tai khoan khong st dung trong thoi gian dai ban nén khoa lai vi 1y do
b4o mat va an toan hé thong. Néu ban x6a tai khoan nay di thi khong thé phuc hoi lai
dugc do do ta chi tam khoa. Trong cong cu Local Users and Groups, nhép d6i chudt
vao ngudi dung can khéa, hop thoai Properties cua tai khoan xudt hién.

Trong Tab General, danh ddu vao muc Account is disabled.

3.2.4 Doi tén tai khoan
Ban c6 thé doi tén bat ky mot tai khoan nguoi dung ndo, ddng thoi ban ciing
c6 thé diéu chinh cac thong tin ctia tai khoan ngudi dung théng qua chirc ning
nay. Chirc niang nay c6 uu diém 1a khi ban thay d6i tén nguoi dung nhung SID
cta tai khoan van khong thay doi. Mudbn thay do6i tén tai khoan ngudi dung ban
mé cong cu Local Users and Groups, chon tai khoan nguoi ding can thay doi
tén, nhép phai chudt va chon Rename.

3.2.5 Thay déi mat khau
Mubn d6i mat mé cia nguoi dung ban m¢ cong cu Local Users and Groups,
chon tai khoan nguoi ding can thay d6i mat mi, nhdp phai chudt va chon Reset
password.

4. Quan ly tai khoan nguwoi dung va nhém trén active directory
Muc tiéu:

- Str dung dugc cac cong cu tao va quan tri tai khoan nguoi dung va nhdém cuc bg.

4.1. Tao mdi tai khoan nguwoi dung
Ban c6 thé dung coéng cu Active Directory User and Computers trong
Administrative Tools ngay trén may Domain Controller dé tao cac tai khoan nguoi
dung mién. Cong cu nay cho phép ban quan 1y tai khoan ngudi dung tir xa thim
chi trén cac mdy tram khong phai dung hé diéu hanh Server nhu WinXP, Win2K
Pro. Mudn thé trén cac may tram nay phai cai thém bo cong cu Admin Pack. B9
cong cu nay nam trén Server trong thu muc
\Windows\system32\ADMINPAK.MSI. Tao mét tai khoan ngudi dung trén

Active Directory, ta lam cac budc sau:

Chon Start\ Programs\ Administrative Tools\ Active Directory Users and
Computers.

Cira s6 Active Directory Users and Computers xuat hién, ban nhap phai chudt vao
muc Users, chon New \ User

Hop thoai New Object-User xut hién nhu hinh sau, ban nhdp tén mo tad nguoi
dung, tén tai khoan logon vao mang. Gia tri Full Name s€ tu dong phat sinh khi
ban nhap gia tri First Name va Last Name, nhung ban van c6 thé thay d6i dugc.
Chu y: gia tri quan trong nhat va bat budc phai co 1a logon name (username).
Chudi nay 1a duy nhat cho mot tai khoan ngudi ding theo nhu dinh nghia trén phan
Iy thuyét. Trong moi trudng Windows 2000 va 2003, Microsoft duwa thém mot khai

74



niém héu t6 UPN (Universal Principal Name), trong vi du nay 1a “@netclass.edu.vn”.
Hau t6 UPN nay gan vao sau chuSi username dung dé tao thanh mot tén username
day du dung dé ching thuc ¢ cap rumg hoic chimg thyc & mot mién khac co quan
hé tin cay véi mién cua ngudi dung dé, trong vi du nay thi tén username day du 1a
tuan@netclass.edu.vn”. Ngoai ra trong hop thoai nay ciing cho phép ching ta dat tén
username cua tai khoan ngudi dung phuc vu cho hé thdng cii (pre-Windows 12000).
Sau khi viéc nhap céc thong tin hoan thanh ban nhap chudt vao nat Next dé tiép tuc.

Hop thoai thir hai xuit hién, cho phép ban nhap vao mat khau (password) cua tai
khoan nguoi dung va danh diu vao cac lya chon lién quan dén tai khoan nhu: cho
phép d6i mat khau, yéu cu phai d6i mat khau lan dang nhap dau tién hay khoa tai
khoan. Cac Iia chon nay ching ta s& tim hiéu chi tiét & phan tiép theo.

Hop thoai cudi cung xuat hién va nd hién thi cac thong tin d3 cau hinh cho ngudi
dung. Néu tat ca cac thong tin da chinh xac thi ban nhap chudt vao nut Finish dé hoan
thanh, con néu can chinh stra lai thi nhap chudt vao nut Back dé tré vé cac hop thoai
trude.

4.2. Cac thudc tinh cuia tai khoan nguoi dung

Muén quan 1y cac thudc tinh ctia céc tai khoan nguoi ta ding cong cu Active
Directory Users and Computers (bang cach chon Start\ Programs\ Administrative
Tools\ Active Directory Users and Computers), sau d6 chon thu muc Users va nhap
d6i chudt vao tai khoan ngudi dung can khao sat. Hop thoai Properties xuat hién, trong
hop thoai nay chira 12 Tab chinh, ta s€ lan lugt khao sat cac Tab nay. Ngoai ra ban
c6 thé gom nhom (dung hai phim Shift, Ctrl) va hiéu chinh thong tin cta nhiéu tai
khoan nguoi dung cung mét Itc.

Securltv Group ... Group for the Help and 5.,

ﬁHelpSerwces

add ko a group,..
Disable Account
Enable Account
Move. ..

ﬁR.ﬁ.S and IAS ... Security Group ... Serversin
ﬁSchema Admins  Security Group ... Designakec

€5 SUPPORT_38.., User This is a ve

. . Open Home Page

€5 TelnetClients  Security Group ... Members o Send Mai

€ tharh User

€ i Usar all Tasks k

€7 trung User Cut

o, Delete i
Properties
Help

4.2.1 Cdc thong tin mo rong ciua nguwoi dung

Tab General chira cac thong tin chung cua nguoi dung trén mang ma ban da
nhép trong lic tao ngudi ding méi. Pong thoi ban c6 thé nhap thém mot sé  thong
tin nhu: s6 dién thoai, dia chi mail va trang dja chi trang Web ca nhan. ..

Tab Address cho phép ban c6 thé khai bao chi tiét cac thong tin lién quan dén
dia chi cta tai khoan nguoi dung nhu: dia chi duong, thanh phd, ma ving, qudc gia. .
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Tab Telephones cho phép ban khai béo chi tiét cac sé dién thoai cua tai khoan
nguoi dung

Tab Organization cho phép ban khai bdo cac théng tin nguoi dung vé: chirc
nang cua cong ty, t€n phong ban truc thudc, tén cong ty ...

4.2.2 Tab Account

Tab Account cho phép ban khai bao lai username, quy dinh gid logon vao
mang cho nguoi dung, quy dinh may tram ma ngudi dung c6 thé sa dung dé vao
mang, quy dinh cac chinh sach tai khoan cho nguoi dung, quy dinh thoi diém hét han
cua tai khoan...

Piéu khién gio logon vao mang: ban nhip chudt vao nat Logon Hours, hop thoai
Logon Hours xuét hién. Méc dinh tat ca moi nguoi dung déu duoc phép truy cap vao
mang 24 gio mdi ngay, trong tat ca 7 ngay cua tuan. Khi mot nguoi dung logon vao
mang thi h¢ thong sé& klem tra xem thoi diém nay c6 nam trong khoang thdi gian cho
phép truy cap khong, néu khong phu hop thi hé théng s& khong cho vao mang va
thong bao 18i Unable to log you on because of an account restriction. Ban c6 thé thay
d6i quy dinh gio logon bang cach chon ving thoi gian can thay doi va nhap chuot
vao nut lua chon Logon Permitted, néu nguogc lai khéng cho phép thi nhap chudt vao
nut lgya chon Logon Denied. Sau day 1a hinh vi du chi cho phép nguoi dung lam viéc
tir 7h sang dén 5h chiéu, tir tht 2 dén thit 6.

Chu y: mic dinh nguoi dung khong bi logoff ty dong khi hét gio ding nhap
nhung ban ¢6 thé diéu chinh diéu nay tai muc Automatically Log Off Users When
Logon Hours Expire trong Group Policy phan Computer Configuration\ Windows
Settings\Security Settings\ Local Policies\ Security Option. Ngoai ra ban cling co
cach khac dé diéu chinh thong tin logoff nay bang cach dung cong cu Domain Security
Policy hoic Local Security Policy tiiy theo bdi canh.

Chon lya may tram dugc truy cap vao mang: ban nhép chudt vao nat Log On To,
ban s& thay hop thoai Logon Workstations xuét hién. Hop thoai nay cho phép ban chi
dinh ngudi dung c6 thé logon tir tit ca cac may tinh trong mang hoic giéi han ngudi
dung chi dugc phép logon tir mot sé mdy tinh trong mang. Vi du nhu ngudi quan tri
mang lam viéc trong moi truong bao mat nén tai khoan nguoi dung nay chi duge chi
dinh logon vao mang tur mot s may tranh tinh trang nguoi dung gia dang quan tri dé
tan cong mang. Mudn chi dinh may tinh ma ngudi dung duoc phép logon vao mang,
ban nhép tén may tinh d6 vao muc Computer Name va sau d6 nhap chudt vao niit Add

Bang md ta chi tiét cac tuy chon lién quan dén tai khoan ngwoi dung:

Tuy chon Y nghia

User must change

password at next1080n | N0\ i dung phai thay déi mat khau lan dang nhap ké

ti€p, sau d6 muc nay s€ tu dong bo chon.

User cannot change | Néu dugc chon thi ngin khong cho nguoi ding tuy
password

y thay d6i mat khau.
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Password never expires| Néu dugc chon thi mét khau cua tai khoan nay khéng
bao gio hét han.

Store password using

ibl f ,
FEVEISIDIe ERELYPHON 1 chi 4p dung tuy chon nay déi voi ngudi ding ding nhap

tUr cac may

Néu dugc chon thi tai khoan nay tam thoi bi khoa,

Account is disabled khong str dung dugc.

Smart card is required | Tuy chon nay dugc dung khi nguoi dung dang nhap vao
for interactive login mang thong qua mot thé thong minh (smart card), luc do
nguoi dung khong nhip username va password ma chi can
nhap vao mot sd PIN.

Accountis trustedfor | Chi ap dung cho céc tai khoan dich vu nao can gianh
elegation dugc quyén truy cap vao tai nguyén vdi vai tro nhitng tai
khoan nguoi dung khac

Account is sensitive | Dung tuy chon nay trén mdt tai khoan khach vang lai
and cannot be hoac tam dé dam bdo rang tai khoan do s€ khong dugc dai
delegated dién bo1 mot tai khoan khac.

Use DES encryption | Néu dugc chon thi hé théng s¢ hd tro Data Encryption
types for this account | Standard (DES) véi nhiéu muc d khac nhau.

Do not require Néu duoc chon hé thong s& cho phép tai khoan nay dung
Kerberos mot ki€u thuc hién giao thirc Kerberos khac voi kiéu cia
preauthentication Windows Server 2003.

Muc cudi cung trong Tab nay 1a quy dinh thoi gian hét han ctia mét tai khoan
nguoi ding. Trong muc Account Expires, néu ta chon Never thi tai khoan nay
khong bi hét han, néu chon End of: ngay thang hét han thi dén ngay nay tai khoan
nay bi tam khoa.

4.2.3 Tab Profile

Tab Profile cho phép ban khai bao duong dan dén Profile ctia tai khoan ngudi
dung hién tai, khai bdo tap tin logon script duoc ty dong thi hanh khi nguoi dung
dang nhap hay khai bao home folder. Chu y cac tuy chon trong Tab Profile nay chu
yéu phuc vu cho cac may tram tru6c Windows 2000, con d6i v6i cac may tram tir
Win2K tré vé sau nhu: Win2K Pro, WinXP, Windows Server 2003 thi chung ta
c6 thé cdu hinh céc Ira chon nay trong Group Policy.
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tuan Properties il il

tember Of I Diakin I E nwironment I Sessions
Femate contral I Teminal Services Profile
General | Address I Account  Profile | Telephores | Organization

— zer profile

Profile path: |'\\Sewer\M FrofiletTuan

Logan zoript: |taodia. bat

—Home folder

" Local path: I

' Connect: IL: LI To I'\\Sewer\tuan

Ok I Cancel | Apply |

Trudc tién chung ta hay tim hiéu khai niém Profile. User Profiles 1a mot thu
muc chita cac thong tin vé mdi trudong cua Windows Server 2003 cho tung nguoi
dung mang. Profile chira cac qui dinh Ve man hinh Desktop, ndi dung cua menu
Start, kiéu cach phdi mau sic, vi tri sdp xép cac icon, biéu twong chudt..

Maic dinh khi nguoi dung dang nhap vao mang, mdt profile s€ dugc mo cho
nguoi dung d6. Néu 1a 1an ding nhap 1an dau tién thi ho s& nhan dugc mot profile
chuan. Mot thu muc c6 tén gidng nhu tén ctua nguoi dung dang nhap s& dugc tao
trong thu muc Documents and Settings. Thu muc profile ngudi dung dugc tao
chira mot tap tin ntuser.dat, tap tin nay dugc xem nhu 1a mot thu muc con chura cac
lién két thu muc dén cac biéu tuong nén ciia ngudi dung. Trong Windows Server
2003 co ba loai Profile:

Local Profile: 1a profile cua nguoi dung dugc luu trén may cuc bd va ho tu ciu hinh
trén profile do.

Roaming Profile: 1a loai Profile dugc chira trén mang va ngudi quan tri mang thém
thong tin duong dan user profile vao trong thong tin tai khoan nguoi dung, dé tu
dong duy tri mgt ban sao cua tai khoan nguoi dung trén mang.

Mandatory Profile: ngudi quan tri mang thém thong tin dudng dan user profile vao
trong thong tin tai khoan ngudi dung, sau d6 chép mot profile da cau hinh sin vao
duong dan d6. Luc d6 cac ngudi dung dung chung profile nay va khong duge quyén
thay dbi profile do.

Kich ban dang nhap (logon script hay login script) 1a nhitng tap tin chuong
trinh dugc thi hanh mdi khi nguoi dung ding nhip vao hé théng, véi chic ning 1a
cau hinh mo61 truong lam viée cua nguoi dung va phén phat cho ho nhig tai nguyén
mang nhu 6 dia, may in (dugc anh xa tir Server). Ban c6 thé dung nhiéu ngén ngir
kich ban dé tao ra logon script nhu: 1énh shell cia DOS/NT/Windows, Windows
Scripting Host (WSH), VBScript, Jscript...

D6i v6i Windows Server 2003 thi c6 hai cach dé khai bao logon script la:
khai bao trong thudc tinh cua tai khoan nguoi dung thong qua cong cu Active
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Directory User and Computers, khai bao thong qua Group Policy. Nhung chu y
trong ca hai cach, cac tap tin script va moi tap tin can thiét khac phai dugc dit trong
thu muc chia s¢ SYSVOL, nam trong \Windows\SYSVOLA\sysvol, néu cac tap tin
scriptnay  phuc vu cho cic may tién Win2K thi phai dat

trong thu muc

\Windows\Sysvol\sysvol\domainname\scripts. Dé cac tip tin script thi hanh
duoc ban nhd cap quyén cho cac nguoi dung mang cd quyén Read va Excute
trén cac tap tin nay.

Thu muc c4 nhan (home folder hay home directory) la thu muc danh riéng
cho mbi tai khoan ngudi dung, gitip nguoi dung ¢6 thé luu trir cac tai lidu va tap tin
riéng, déng tho1 day cling 1a thuy muc mac dinh tai d4u nhic 1énh. Mudn tao mot thu
muc nhan cho nguoi dung thi trong muc Connect ban chon 6 dia hién thi trén may
tram va dudng din ma dia nay cdn anh xa dén (cha ¥ 1 cac thuy muc dung chung
dam bao da chia s¢). Trong vi du nay ban chi thu muc c4 nhan cho tai khoan
Tuan 1a “\\server\tuan”, nhung ban c6 thé thay thé tén tai khoan bang bién moi
truong nguoi dung nhu: “\\server\%username%”’.

4.2.4 Tab Member Of )
Tab Member Of cho phép ban xem va cau hinh tai khoan ngudi dung hién tai
la thanh vién cua nhirng nhom nao. Mot tai khoan

Ilgll'(‘)'i dl‘lng Cé thé lé. thétl’lh Vién Cﬁa nhiéu nhém khéc Remote cantrol | Terminal Services Profile I COM+
General | Address | Account | Profile | Telephones | Organization

nhau Vél 1’16 dlI(_)’C thl‘l'a hll'é'l’lg qUYén Cﬁa té—t Cé— Cé—c Member Of | Diakin I Errvilonment I Sessions

nhém nay. Mudn gia nhdp vao nhoém nao ban nhap  demerer

Al

Marne | Active Directary Folder

Chu@t VélO nﬁt Add, hép thoai Chon nhém Sé hién ra_ Account Dperators — netclazs. edu vn/Builtin

Damain Users netclase. eduvn/Users

Trong hop thoai chon nhom, néu ban nhé tén
nhom thi c6 thé nhap truc tiép tén nhoém vao va sau
d6 nhap chudt vao nat Check Names dé kiém tra c6
chinh xac khong, ban c6 thé nhdp gan dung dé hé
théng tim cac tén nhom c6 lién quan. Pay 1a tinh ning ] _gemwe |

mél Cﬁa WilldOWS Sel‘Ver 2003 '[I'é.l’lh til’lh tI‘al’lg tim Prirmary group: Domain Users

There iz ho need to change Primary group unless

klém Vél hién th! hét tﬁt Cé CélC nhém hlél’l Cé tI'Ol’lg hé MI you have Macintosh clients or POSE<-compliant

applications.

théng. Néu ban khong nhé tén nhém thi chap nhan

nhap chudt vao nut Advanced va Find Now dé tim ok Cance

Apply

hét tat ca cac nhom
Néu ban muon tai khoan ngudi dung hién tai thoat ra khoi mot nhém nao do thi ban
chon nhém sau dé nhap chudt vao nit Remove.

4.2.5 Tab Dial-in
Tab Dial-in cho phép ban ciu hinh quyén truy cip tir xa ctia ngudi dung cho
két ndi dial-in hoic VPN, chung ta s& khdo sat chi tiét & chuong Routing and
Remote Access
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ntuan Properties

General Address I Account I Prafile I Telephones I Organization
Fiemate control Terminal Services Profile
Member Of Dialin | Environment I Seszions

— Femate Access Pemmission [Dial-in or YPH)

= Contral aceess through Femote Access Policy

= Werify CallerdD: |—
— Callback Optian:

i+ Na Callback

i~ Set by Caller [Routing and Remate Access Service only)

 Alwayps Callback to: l—

™| &ssign a Static 1P Address

| Apply Static Boutes
Defing routes to enable for this Dial-in Static Routes ... |
connection. —

2l

ak I Cancel | Apply

4.3. Tao mdi tai khoan nhom
Ban tao va quan 1y tai khoan nhom trén ey

Active Directory thong qua cong cu Active
Directory Users and Computers. Trudc khi

Q Create in:  netclass.com/Users

tao nhom ban phai xdc dinh loai nhom can  Gueuwpname:
tao, pham vi hoat dong ctia nhém nhu the ~ [oeven

nao. Sau khi chuan bi ddy du cac thong tin
ban thuc hién cac budc sau:

Chon Start \ Programs \ Administrative

Tools

Computers dé mé cong cu Active Directory

Group name [pre-windows 2000):

IGiéovién

Group scope——————————

£ Domain local
{+ Global

\ Active Directory Users and © niversal

Groupbpype—————

Users and Computers 1én. Nhip phai chudt

vao muc Users, chon New trén pop-up menu
va chon Group.

ok I Cancel

Hop thoai New Object — Group Xudt hi@n, ban nh3p tén nhom vao muc
Group name, truong tén nhoém cho cac hé diéu hanh truéec Windows 2000 (pre-
Windows 2000) tu dong phat sinh, ban c6 thé hiéu chinh lai cho phu hop.

4.4. Cac tién ich dong lénh quan ly tai khoin nguoi dung va tai khoan

nhom

Windows Server 2003 cung cip nhiéu cong cu dong 1énh manh mé, c6 thé
dugc dung trong céc tap tin xu 1y theo 16 (batch) hodc cac tdp tin kich ban (script)
dé quan 1y tai khoan nguoi ding nhu thém, x6a, stra. Windows 2003 con hd tro
viéc nhap va xuét cic ddi tuong tir Active Directory. Hai tién ich dsadd.exe va
admod.exe voi dbi sé user cho phép chung ta thém va chinh stra tai khoan ngudi
dung trong Active Directory. Tién ich csvde.exe duoc dung dé nhap hoic xuat
dir liéu doi tuong thong qua cac tap tin kiéu CSV (comma-separated values).
DPong thoi hé thong méi ndy van con st dung hai 1énh net user va net group cia

Windows 2000.
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4.4.1 Lénh net user
Churc nang: tao thém, hi¢u chinh va hién thi thong tin ctia cac tai khoan nguoi dung .
Cu phap:

net user [username [password | *] [options]] [/domain]
net user username {password | *} /add [options] [/domain]
net user username [/delete] [/domain]

Y nghia cac tham sé:

- Khong tham s6: dung dé hién thi danh sach cia tat ca cac tai khoan ngudi dung
trén may tinh

- [Username]: chi ra tén tai khoan nguoi dung can thém, x06a, hiéu chinh hoac
hién thi. Tén cua tai khodn nguoi dung co6 thé dai dén 20 ky tu.

- [Password]: 4n dinh hodc thay doi mat ma cua tai khoan nguoi ding. Mot mat
ma phai c6 chiéu dai tdi thiéu bang véi chiéu dai quy dinh trong chinh sach tai
khoan nguoi dung. Trong Windows 2000 thi chiéu dai ciia mat ma co thé dai
dén 127 ky tu, nhung trén hé théng Win9X thi chi hiéu duoc 14 ky tu, do do
néu ban dit mat ma dai hon 14 ky tu thi co thé tai khoan nay khong thé
logon vao mang tor may tram dung Win9X.

- [/domain]: cac tac vy s€ thuc hién trén may diéu khién vung. Tham sb
nay chi 4p dung cho Windows 2000 Server 1a primary domain controller
hoac Windows 2000 Professional 1a thanh vién cia may Windows 2000 Server
domain.

- [/add]: thém mdt tai khoan ngudi dung vao trong co s& dir li¢u tai khoan nguoi
dung.

- [/delete]: x6a mot tai khoan nguoi dung khoi co sé dir liéu tai khoan nguoi
dung.

- [/active:{no | yes}]: cho phép hodc tam khoa tai khoan nguoi dung. Néu tai
khoan bi khoéa thi ngudi dung khong thé truy cép cac tai nguyén trén may tinh.
Mac dinh 1a cho phép (active).

- [/comment:"text"]: cung cip mo ta vé tai khoan ngudi ding, mo ta nay co thé
dai dén 48 ky tu.

- [/countrycode:nnn]: chi dinh ma quéc gia va ma ving.
- [/expires:{date | never}]: quy dinh ngay hét hiéu luc cua tai khoan ngudi dung.
- [/fullname:"name"]: khai béo tén day du ctia ngudi dung.

- [/homedir:path]: khai bao duong dan thu muc c4 nhan cta tai khoan, cha y
dudng dan nay da ton tai.

- [/passwordchg:{yes | no}]: chi dinh nguoi dung co thé thay d6i mat ma cua
minh khong, mac dinh la c6 thé.

- [/passwordreq:{yes | no}]: chi dinh mét tai khoan nguoi dung phai c6 mdt mat
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ma, mac dinh l1a ¢6 mat ma.

[/profilepath:[path]]: khai bao duong dan Profile cua nguoi dung, néu khong
hé théng sé& tu tao mot profile chuan cho nguoi dung 1an logon dau tién.

[/scriptpath:path]: khai bao duong dan va tap tin logon script. Duong dan
nay co6 thé 1a dudng dan tuyét ddi hodc dudng dan twong ddi (vi du:
%systemroot%)\System32\Repl\Import\Scripts).

[/times: {times | all}]: quy dinh gio cho phép nguoi dung logon vao mang hay
may tinh cuc bd. Cac thu trong tuan duoc dai dién boi kytu: M, T, W, Th, F,
Sa, Su. Gio ta dung AM, PM dé phan biét budi sang hoic chiéu. Vi dy sau chi
cho phép nguodi dung lam viéc trong gid hanh chinh tir thtr 2 dén thi 6:
“M,7AM-5PM; T,7AM-5PM; W,7AM-5PM; Th,7AM-5PM; F,7AM-5PM;”

[/workstations: {computername[, J | *}]: chi dinh cdc may tinh ma nguoi
dung nay co6 thé st dung dé logon vao mang. Néu /workstations khong co
danh sach hodc danh sach 1a ky tu “*’ thi nguoi ding c6 thé str dung bat ky
may nao dé vao mang.

4.4.2 Lénh net group

Chtrc nang: tao mdéi thém, hi€n thi hodc hi€u chinh nhom toan cuc trén

Windows 2000 Server

Cu phap:

net group [groupname [/comment:"text"]] [/{domain]
net group groupname {/add [/comment:"text"] | /delete} [/domain]

net group groupname username| ...] {/add | /delete} [/domain]

Y nghia cac tham so:

Khong tham s6: dung dé hién thi tén cta Server va tén cua cac nhom trén

Server do.

[Groupname]: chi dinh tén nhén can thém, mé rdng hodc xoa.

[/comment:"text"]: thém thong tin mod ta cho modt nhém mai hodc c6 san, noi
dung nay c6 thé dai dén 48 ky tu.

[/[domain]: ciac tic vu s€ thyc hién trén may diéu khién vung.
Tham sd nay chi 4p dung cho Windows 2000 Server la primary
domain controller hoac Windows 2000 Professional la thanh vién cua
may Windows 2000 Server domain.

[username]| ...]]: danh sach mot hodc nhiéu nguoi dung can thém hodac
x0a ra khoi nhom, céc tén nay cach nhau boi khoang trang.

[/add]: thém m{t nhom hoac thém mot nguoi dung vao nhom.

[/delete]: x6a mdt nhoém hoac x6a mdt nguoi dung khoi nhom.
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4.4.3 Cdc lénh hé tro dich vu Active Driectory trong moi trwong Windows
Server 2003 i )
Trén h¢ thong Windows Server 2003, Microsoft phat trién thém mot so6 1énh

nhim hd tro tot hon cho dich vu Directory nhu: dsadd, dsrm, dsmove, dsget,
dsmod, dsquery. Cac Iénh nay thao tic chu yéu trén cac doi tuong computer,
contact, group, ou, user, quota.

Dsadd: cho phép ban thém mot computer, contact, group, ou hoac user
vao trong dich vu Directory.

- Dsrm: x6a mot d6i tuong trong dich vu Directory.

Dsmove: di chuyén mot ddi tuong tur vi tri nay dén vi tri khac trong dich vu
Directory.

Dsget: hién thi cac thong tin lya chon cia mot doi tuong computer, contact,
group, ou, server hoac user trong mdt dich vu Directory.

Dsmod: chinh stra cac thong tin cia computer, contact, group, ou hoac user
trong mot dich vy Directory.

Dsquery: truy van cac thanh phan trong dich vu Directory.

Vi du:

Tao mot user médi: dsadd user “CN=hv10, CN=Users, DC=netclass,
DC=edu, DC=vn” —samid hv10 —pwd 123

Xo6a mot user: dsrm “CN=hv10, CN=Users, DC=netclass, DC=edu, DC=vn”

- Xem cac user trong hé thong: dsquery user

Gia nhap user méi vao nhém: dsmod group “CN=hs, CN=Users, DC=netclass,
DC=edu, DC=vn” —addmbr “CN=hv10, CN=Users, DC=netclass, DC=edu,
DC=vn”

Bai tap thuc hanh cia hoc vién

1.
. Trong OU HCM tao 2 nhoém c6 tén 1a Ke Toan va Nhan Su.

O 0 9 O »n bk~ WD

Trén may Domain Controller tao OU ¢6 tén HCM.

. Trong mdi nhom tao 3 user.

. Tim kiém, di chuyén va khoa mat vai tai khoan ngudi dung bat ky.
. Chi cho phép cac user logon vao mang ttr 7:00am-6:00pm.

. Tao Home Folder cho cac user.

. Cho phép user chi luu trit S00MB trén Home Folder.

. Thyc hién Account Lock-Out(cho phép user nhap sai 2 1an)

. Cai dat Adminpak.msi xuéng may client.

Huéng din thye hién:

1. Tao OU c6 téen HCM:

< Tai server: Start/ Programs / Administrative Tools / Active Directory Users and
Computers/ click nat phai chudt trén bi€u tugng server / New / Organizational Unit
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@ File  Action  Wiew  window  Help
=

PEEINEIEEIRIE TR

@ Active Directory Users and Computers [se | masteritco.com 5 objects

Operations Masters. ..

W Coamputer
All Tasks 3 Conkack
Wiew * Group
- . InetorgPerson
Mew Window from Here MSMG Cueue Alias
Refresh 'ganizational Unit
Expork Lisk. .. Printer

New Object - Organizational Unikt
Create in.  masteriteo. comd

I:l Saved Queries Mame [Tz
= H s o — T ki builtinDarmain
B[] Builkin Delegate Contral. .. Container
-7 Computers ;
: {% o p. c il llers Crganizational ...
" omain on Conneck ko Domain. .. Princinal Contai
&1-E3 Fareignsea ) wPrincipals onkainer
: Conneck ko Domain Conkroller. .. Container
- Users Raise Domain Funckional Level. .,

Marme:
IHCMI

< Pat tén cho OU

2. Trong OU HCM tao 2 nhom c6 tén la Ke Toan va Nhan Su:
& Click nut phai chudt trén OU HCM / New / Group
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Group Name: Ke Toan /Group scope: Global /Group type: Security

-:." Active Directory Users and Computers

New Object - Group

& Twong tu tao Group “Nhan Su”

3. Trong méi nhém tao 3 user:

a). Tao Users

@ File  Action  Wiew  window  Help
= n [ — =
e o BB X PR 2 edfenvE o
@ Active Directary Users and Computers [se | HCM 0 objects Crestein: - masteritco. comfHCH
-0 saved Queries Name [ Twpe
E@ masteritca.com
D Builtin There are GroUp name:
[ Computers
-{&8] Domain Controllers I ke Toanl
D ForeignSecurityPrincipals
=-0 Usﬁers Group name (pre-windows 20000
(o) e = .
Delegate Contral... I ke Toan
Move...
Find... Group scope Group bype
et » ) q
Ly " Domain local & Securiky
All Tasks » Contack
5 § cor ] & gk « psrbuon
ﬁlew Wind f H InetCrgPersan (- Wriwersal
R MSMG Queus Alias =
Cut Organizational Unit

(Chi y: Sau khi tao xong cac User hiy nhip cac thong tin vé cac User dé nhu: So
dién thoai, dia chi, email, dia chi Web, nhap tén nguwoi quan ly....)

& Click nut phai chudt trén OU HCM / New / User / dién thong tin cho user kt1

£# Active Directory Users and Compute

@ File  Action View ‘Window Help

IS

MNew Object - User

e~ @B XFRNR 2

Qi i

@ Active Directory Users and Computers [s2
- Saved Queries
EI@ masteritca,com

F-[2] Builtin

[:l Computers

----- (&3] Domain Contrallers

[:l ForeignsecurityPrincipals

HZM 1 objects

g Create in:  mastentco comHCK

Mame

ﬂi ke Toan

Mew widindow From Here

[:l sers
(g e
Delegate Cankral...
Mave. ..
Find. ..
Mew 3 Compuker
Al Tasks b Conkack
Wit 3 Group
- InetOrgPerson

M3MG Gueue Alias

Cuk
Delete
Rename
Refresh

Fymnrk Lisk.

Organizational Linit
Printer

Shared Falder

First name: Ikt1 Initials: I
Last name: I
Full narne: Ikﬂ

Uzer logon name:
Ikt‘l

I (@masztenitco.com

User logon name [pre-wWindows 2000
IMASTEHITED'\

Ikt1

Car

< Back | Mest »

< Pt password cho user, danh dau muc Password never expires
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Mew Object - User x|

g Create i mastenitco. comdHCh

Pazzword: Ioooooooo

Confirm pazsword: I--......|

™ User must change password at nest logon
™ User cannat change password
[ Password never expires

[~ Account iz disabled

< Back I Mest » I Cancel

< Lap lai twong tu cho cac user KT2, KT3, NS1, NS2, NS3

b). Thiét 1ap Users thudc Group:
& Chon 3 user KT1, KT2 va KT3 / click nut phai chuét trén 3 user / Add to a group

1.‘? Active Directory Users and Computers

@ File  Ackion  Wiew  Wwindow  Help
T e l =l b o
e = | BEl Y XEFRB| R el TaE
@ Ackive Direckory Users and Computers [se | HCM & objects
D Saved Queries Name | Type | Ciescription |
E--@ rnaskeritoo,com !ﬁKe Toan
[~ Builtin om
. D Compubers ﬁ e eees s meemmas e neaa
fﬁ - p—— Disable Account
an - BEULy fart Enable Account
ﬂ nsl User
ﬂ > U Maove...
ns =er pen Hame Page
Send Mail
All Tasks 4
Cuk
Delete
Properties
Help

@ G6 tén nhém “Ke Toan” / Check Names / xuit hién gach chén trén group “Ke
Toan”
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Select this object type:

IGloup or Built-in security principal Object Types...

Fronn thig location:

Imasteritcn.cnm Locations. .

Enter the object name to zelect (examples):

Ke Toan LCheck Mames

FEE

Advanced... | ak I Cancel |

P

@ Thong bao két qua

Active Directo El

L
\lj) The Add to Group operation was successtully completed.

]9 |

@ Lam twong tw véi cac user NS1, NS2 va NS3 dé dwa vao nhém “Nhan Su”
Bai tap nang cao:

Tao mot user méi, c6 tén dang nhap 13 userdemo. Thiét 1ap cac yéu cau sau:
- userdemo phai thay d6i mat khau & lan ding nhap tiép theo.

- userdemo chi dugc ddng nhap vao may tinh thudc domain trong cic ngay tir thir 2 dén
thir 6 va vao khoang thoi gian tir 9h dén 18h hang ngay.

Nhiing trong tim cin chi ¥ trong bai:
- M6 ta duoc tai khoan ngudi dung, tai khoan nhém, cac thude tinh ciia nguoi dung;
- Tao va quan tri dugc tai khoan nguoi dung, tai khoan nhom.
Yéu ciu vé danh gia két qua hoc tap:
Noi dung:
+ Vé kién thirc:
- M6 ta dugc tai khoan nguoi dung, tai khoan nhém, cac thudc tinh ctia nguoi
dung;
+ V& k¥ nang: Tao va quan tri duoc tai khoan ngudi ding, tai khoan nhom.
+ Nang luc tu chu va trach nhiém: Ti mi, can than, chinh x4c, ngan nép trong cong vigc.
Phwong phap:

+ V¢ kién thire: Pugc danh gia bang hinh thirc kiém tra viét, trac nghiém, van dap
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+ V& k¥ ning: Danh gia k¥ ning tao va quan tri duoc tai khoan ngudi dung, tai khoan
nhom.

+ Nang luc tu chu va trach nhiém: Ti mi, can than, chinh x4c, ngan nap trong cong viéc.
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Muc tiéu:

- Phan biét dugc cac loai dinh dang dia cling;
Cong ngh¢ luu trlr mé1 Dynamic storage;
- MO0 ta dugc ky thuat nén va ma hoa dir lidu.

- Thuc hién cac thao tac an toan voi may tinh.

Noi dung chinh:

Bai 5: QUAN LY PiA
M3 bai: MP 14 - 05

1. Cau hinh hé thong tap tin

Muc tiéu:

+ Phan biét dugc céc loai dinh dang hé théng tap tin trén dia cung.

Hé thong tap tin quan 1y viéc luu trit va dinh vi cac tip tin trén dia clng.
Windows Server 2003 ho tro ba hé théng tap tin khac nhau: FAT16, FAT32 va
NTFS. Néu ban dinh st dung cac tinh ndng nhu bdo mat cuc bd, nén va ma hoa cac
tap tin thi ban nén dung NTFS. Bang sau trinh bay kha ning cua timg hé thong tap
tin trén Windows Server 2003:

toi da dugc hd tro

Kha nang FATI16 FAT32 NTFS
Windows Windows
A aiA \ x N A . 1A aer | 95/98/2000/XP/2003/ | 2000,2000/XP/

{{g dicu hanh ho E‘auhhet cac hé dicu Vista/ 7/ 2008 2003/

o an Vista/7/2008

HO tro tén tip tin | 256 ky tu

dai trén Windows 256 k¢ tur 256 k¢ tur

St dung hi€u qua

dia Khong Co Co

HO trg nén dia Khong Khong Co

Ho tro han ngach Khoéng Khoéng Co

Ho tro ma hod Khong Khong Cé

Ho trg bdo mat cuc | Khong Khong Cé

bd

HO6 tro bao mat | Co Co Co

trén mang

Kich thudc Volume | 4GB 32GB 1024GB
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Trén Windovys Sel:verq 2003/Wind0ws 2000/NT, ban co thé sir dung Iénh
CONVERT dé chuyén doi hé thong tap tin tt FAT16, FAT32 thanh NTFS. Cu phap
cua lénh nhu sau:

CONVERT [ dia:] /fs:ntfs

2. Chu hinh dia lwu triv
Muc tiéu:

+ Phan biét duoc cac loai dia luu trit trén windows server.

Windows Server 2003 hd tro hai loai dia luu trit: basic va dynamic.

2.1. Basic storage

Bao goém cac partition primary va extended. Partition tao ra dau tién trén dia
dugc goi la partition primary va toan by khong gian cap cho partition dugc sir dung
tron ven. Mdi 6 dia vat 1y c6 tdi da bon partition. Ban c6 thé tao ba partition primary
va mot partition extended. Vi partition extended, ban c6 thé tao ra nhiéu partition
logical.

2.2. Dynamic storage

Day 1a mot tinh ndng m&i cuia Windows Server 2003. Dia luu trit dynamic chia
thanh cac volume dynamic. Volume dynamic khong chtra partition hoic 6 dia
logic, va chi co6 thé truy cap bang Windows Server 2003 va Windows 2000.
Windows Server 2003/ Windows 2000 hé tro nim loai volume dynamic: simple,
spanned, striped, mirrored va RAID-5. Uu diém ctia cong nghé Dynamic storage so
vO1 cong nghé Basic storage:

- Cho phép ghép nhiéu 6 dia vat 1y dé tao thanh cac 6 dia logic (Volume).

- Cho phep ghép nhiéu ving trong khong lién tuc trén nhiéu dia cimg vat 1y dé tao
0 dia logic.

- €6 thé tao ra cac 0 dia logic c6 kha niang dung 15i cao va ting toc do truy xut. ..

2.2.1 Volume simple.

Chira khong gian ldy tir mot dia dynamic duy nhat. Khong gian dia nay c6 thé lién
tuc hoac khong lién tuc. Hinh sau minh hoa mot dia vat 1y duoc chia thanh hai volume
don gian.
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a8 T

\‘“-._.____s""’
Simple Volums G
100GE
k“--.._____f-"") )
Simple Volums D
100GE
‘\,_“______F_F_./

Physical Disk 0
Z00GE

2.2.2 Volume spanned.

Bao gdm mét hodc nhiéu dia dynamic (t6i da 1a 32 dia). St dung khi ban
mudn ting kich ¢& cua volume. Dir liéu ghi 1én velume theo thu tu, hét dia nay
dén dia khac. Thong thuong nguoi quan tri sir dung volume spanned khi 6 6 dia dang
st dung trong volume sip bi day va mudn ting kich thudc ctia volume bing cach
bo sung thém mot dia khac.

Plrysical Disk 0 Physical Disk 1 Phyzieal Disk 2 Phyzieal Digk 3
100GE TAHGE 7568 7568
. e — o
— o ™y — -
— ,ur —

Spanned Volume Set DA

Do dir liéu duoc ghi tuan tu nén volume loai nay khong ting hiéu ning st dung.
Nhuogc diém chinh cia volume spanned 1a néu mdt dia bi hdng thi toan bo dir li¢u
trén volume khong thé truy xuat duoc.

2.2.3 Volume striped

Luu trir dr liéu 1€n cac day (strip) bing nhau trén mot hodc nhiéu dia vat 1y (t01
da 1a 32). Do dir liéu duogc ghi tuan tu 1én tung day, nén ban co thé thi hanh nhiéu
tac vu I/0 dong thoi, lam ting toc do truy xuat dir liéu. Thong thuong, nguot quan
tri mang su dung volume striped dé két hop dung lugng cua nhiéu 6 dia vat Iy thanh
mot dia logic dong thoi ting toc do truy xut.
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Data

Physical Disk 1 Physical Disk 2 Physical Disk 3

Striped Volume Sel DA

Nhuoc diém chinh ctua volume striped 1a néu mot 6 dia bi hong thi dit liéu trén
toan bo volume mat gia tri.

2.2.4 Volume mirrored.

La hai ban sao cia mot volume don gian. Ban dung mdt 6 dia chinh va mét 6 dia
phu. Dit liéu khi ghi 1én dia chinh ddng thoi ciing s& dugc ghi 1én dia phu. Volume
dang nay cung cip kha niang dung 15i tét. Néu mot dia bi hong thi 6 dia kia van lam
viéc va khong 1am gian doan qua trinh truy xuat dir liéu. Nhuoc diém cua phuong
phap nay 1a bo diéu khién dia phai ghi lan luot 1én hai dia, 1am giam hiéu ning.

T I i I
B~ 1~ 1
Controller Disk Mirroring

Physical Disk 0 Physical Disk 0
Primary Secondary

Pé ting t(f)c do ghi dong thoi ciing ting kha ning dung 18i, ban c6 thé sir
dung mot bin thé cua volume mirrored la duplexing. Theo cach nay ban phai sur
dung mdt bd di€u khién dia khac cho 6 dia thi hai.

anan

Disk Duplexing

Controller .
Physical Disk 0
Secondary

Nhuoc diém chinh cua phuong phap nay la chi phi cao. Pé c6 mot volume
4GB ban phai ton dén 8GB cho hai 6 dia.

2.2.5 Volume RAID-5

Tuong ty nhu volume striped nhung RAID-5 lai dung thém mot day (strip)
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ghi thong tin kiém 13i parity. Néu mot dia cia volume bi hong thi thong tin parity
ghi trén dia khac s€ giip phuc hoi lai dir liéu trén dia hong. Volume RAID-5 su

dung it nhat ba 6 dia (t6i da 1a 32).

C

Systam
and
Boot Partitions

- 2w

Disk 0

Disk 1

-

Disk 2

Disk 3

$

RAID-5 Volume Set

S

Uu diém chinh cua k¥ thuat nay 1a kha ning dung 15i cao va tbc do truy xuat cao

boi str dung nhiéu kénh 1/0.

3. Sir dung chwong trinh Disk Manager

Muc tiéu:

+ St dung dugc cong cu Disk Manager dé quan 1y dia ctng.

Disk Manager 1a mot tién ich giao dién
d6 hoa phuc vu viéc quan ly dia va
volume trén moi truong Windows 2000
va Windows Server 2003. Dé c6 thé su
dung dugc hét cac chitc ning ciia chuong
trinh, ban phai ding nhap vao may bang
tai khoan Administrator. Vao menu Start
\ Programs \ Administrative Tools \
Computer Management. Sau d6 mo
rong muc Storage va chon Disk
Management. Cira s6 Disk Management
xudt hién nhu sau:
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|

O] computer Management k =10l =
g File Action Wiew ‘Window Help ‘;Iilll
& = | 2]
@ Computer Management {Local) Wolurne I Layout I Ti pel Filz 5 steml Stakus | Capacit: | I
-y System Tools Partition Basic  NTFS Healthy (System] 1.95GB  °
2] Event viswer ZEINRMEVOL_EM (D) Partition Basic CDFS Healthy S43ME
[ ] Shared Folders
- Lacal Users and Graups
-- Performance Logs and Alerts
- [ Device Manager
=8 Storage
[-{&) Remavable Storage 4] | |
Disk Defragmenter -
-8 Disk Management ZPDisk 0 I
Bﬂ Services and Applications Basic (c
3,00 GB 1.95 GB NTFS 1.04 GB
Orline Healthy (System) Unallocated
sk 1 I
Basic
1022 MB 1022 ME
Online Unallocsted
GPDisk 2
Basic
1022 MB 1022 ME
Cnline Unallocated
Slcp-rRoM o
CO-ROM NRMEYOL_EN (D:)
543 MB 543 MB CDFS
Online Healthy

=

W Unallocated [l Primary partition




3.1. Xem thugc tinh cia dia
Nhap phai chudt 1én 6 dia vat Iy mudn
biét thong tin va chon Properties. Hop

Disk 0 Properties il

thoai Disk Properties xuat hi¢én nhu sau: Generl |
;@ Diisk: Disk 0
B Type: Bazic
Hop thoai cung cap cac thong tin: Statuz Trine
Capaciby: 17493 MB

Unallocated Space: 0B

S6 thu ty cta 6 dia vat 1y

Device Type: SCSI [Port:2, Target 1D: 0, LUM:0)
_ Loai dia (basic dynamic DVD- Hardware Yendor: SEAGATE ST318406LC SCSI Disk Device
. 2 2
A o 5 Adapter Mame: Adaptec &1C-7833 Ukra1 604 PCISCSI
R(l)(M, DVD, dia chuyén doi dugce, hoac P et
nKn n
u ow ) Yolumes contained on this digk:
- Trang thai cua dia (online hodc Volume | Capacity
: 4000 MB

offline

) 134592 MB
- Dung lugng dia
- Luong khong gian chua cap phat [eeeeies |
- Loai thiét bi phan cung ok | cancel | seny |

- Nha san xuét thiét bj
- Tén cua adapter

- Danh sach cac volume da tao trén dia
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3.2. Xem thugc tinh ciia volume hoac dia cuc bo

2]
Trén mét 0 dia dynamic’ ban SIr dung Security | Shadow Copies | Qucta
, . A A 4 General I Toolz I Hardware I Sharing
cac volume. Nguoc lai trén mot 6 dia
basic, ban sir dung cac dia cuc bd (local S [Systerd
disk). Volume va dia cuc bd déu c6 chuc
Type: Local Disk

nang nhu nhau, do vay cac phan sau dua

\ A 2 . 2 . File spstem: MTFS
vao dia cuc bd dé minh hoa. B¢ xem thudc

; ) A ~ £ y e W Used space: 1.284 939 776 bytes 1.19 GB
tlnh cua mOt dia Cl_lC bo’ ban nhap phal - Free space: 812,472,320 bytes 774 MB
chudt 1én dia cuc by d6 va chon Properties
\ A - . . A C ity 2.097.412,096 but 1.95 GB
va hop thoai Local Disk Properties xuat SRas v
hién.
Diive T Dizk Cleanup |
[ Compress diive to save disk space
v &llow Indexing Service to index this disk for Fast file searching
3.2.1 Tab General. ok | cence | appy |

Cung cap cac thong tin nhu nhén dia, loai, hé théng tap tin, dung luong da st
dung, con tréng va tong dung luong. Nut Disk Cleanup dung dé m& chuong trinh
Disk Cleanup dung dé xoa cac tap tin khong can thiét, giai phong khong gian dia.

3.2.2 Tab Tools. 20x1
Security | Shadow Copies I Quota I
General Tools I Hardware I Sharing

— Ermar-checking

Bém nﬁt CheCk NOW dé kiCh hoat Chuong Thiz option will check the wolume far
trinh Check Disk ding dé kiém tra 18i nhu khi @ o

khong thé truy xuat dia hoic khoi dong lai may
khong dung cach. Nut Backup Now sé md
chuong trinh Backup Wizard, huéng dan ban

— Defragmentation

=)

w Thiz option will defragment filez on the volume.

cac budc thuc hién viéc sao luu cac tap tin _Defagnentton. |
va thu muc trén dia. Nut Defragment Now [ Baskwe
mé' ChufO‘Ilg trinh Disk Defragment’ d]:lng dé dén k‘l_\‘ T hiz option will back up files on the volurme.

cac tap tin trén dia thanh mot khdi lién tuc, giup _ BockupNow_ |
ich cho vi¢c truy xuat dia.

Ok Cancel Apply
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3.2.3 Tab Hardware

Liét ké cac O dia vat Iy Windows Server
2003 nhan dién dugc. Bén dudi danh sach liét
ké cac thudc tinh cua 6 dia duoc chon.

3.2.4 Tab Sharing

Cho phép chia sé hodc khong chia sé 6 dia
cuc bd nay. Theo mac dinh, tat ca cac 6 dia cuc
bo déu duoc chia sé dudi dang an (c6 dau $ sau
tén chia sé).

3.2.5 Tab Security

,Chi xuét hién khi dia cuc bgf) né}f st dung hé
thong tdp tin NTFS. Dung dé thiét 1ap quyén
truy cap lén dia. Theo mac dinh, nhom

Everyone dugc toan quyén trén thu muc goc cua
dia.
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Local Disk (C:) Properties =
Security I Shadow Copies | Quota I
General I Toaolz Hardware I Sharing
Al dizk drives:

Mame Type [

Diigk drives

Dizk drives

ww W ware, Whware Wirtual 5 SCS1 Disk D... Disk drives
_% Floppy dizk drive Floppy dizsk.
b MECW v ar Whdware IDE CDR10 DWDACD-R. .

i Device FProperties
rdanufacturer: [Standard dizk drives]
Location: Bus Mumber O, Target ID 0O, LUK O

Device Status: Thizs device iz working properly.

Troubleshoot. .. I Froperties I

ak I Cancel I Apply I
Local Disk {C:) Properties 2=
Security I Shadow Copies I Quota |
General I Tools I Hardware Sharing

“ou can share this folder with other users on your

network. To enable sharing for this folder, click Share this
falder.

Share name:

|Cs

Description: IDefauIt share

Uszer limit: o pamimurn allowed

= Alloww this number of users: _:I

Bermizsions. .. |

Offline Settings... |
Mews Share... |

To zet permissions for users who
access this folder over the nebwork,
click Permissions.

Ta modify how people use the content
while affline, click Offline Settings.

Local Disk (C:) Properties ﬂi'
General | Tools I Hardware I Sharing I
Security Shadow Copies I Quata

Group or uzer names:
€ CREATOR OWwMER

!ﬁ Ewemnvone

€ SSTEM

€77 Users [TWTHANH U zers)

Add... I Bemowve I
Fermizzions for Adminiztrators Al Dreny
Full Cantrol O -
Fd odify [ ]
Fead & Execute O
List Falder Contents [ ]
Read O
“wrrite [ ] LI

For special permizsions or for advanced settings,
click Advanced.

Advanced |

Cancel I

o ]

Apply |




3.2.6 Tab Quota

Chi xuat hién khi str dung NTFS. Dung dé quy dinh luong khong gian dia cap phat
cho nguoi dung.

3.2.7 Shadow Copies 21|
. . . General I Tools I Hardware I Sharing
Shadow Copies 1a dich vu cho Security Shadow Copies | ousta

phép ngu(‘)’l dflng tI'uy Cﬁp hOéC k1'161 Shadow copies allow users ta view the contents of shared folders

az the contents existed at previous points in time. For information on

phuc nhﬁ’ng phlén bén tru’o”c déy Cﬁa required client goftware, click here.
nhitng tap tin da luu, bang cach dung Select a volume:

At t, h - Iy , t . l\ Wolumne | MHext Bun Time | Shares | U=ed |
mot tinh nang O may tram got la &I 7/12/200512.. O 101 MB on .

Previous Versions.

Settings... |

Enable I

— Shadow copiez of zelected volume

71220085 3:00 Akd

71220085 3:00 Akd Creste Mo I
Delete Mo I

ak. I Cancel | Lipply I

3.3. B6 sung thém mot 6 dia méi
3.3.1 May tinh khéng hé tro tinh ning “hot swap”

Ban phai tit mdy tinh rdi méi lap 6 dia méi vao. Sau d6 khoi dong may tinh lai.
Chuong trinh Disk Management s& tu dong phat hién va yéu cau ban ghi mot
chir ky dac biét 1én o dia, giup cho Windows Server 2003 nhan dién dugc 6 dia
nay. Theo mac dinh, 6 dia mé&i duoc cu hinh 1a mot dia dynamic.

3.3.2 May tinh hé tro “hot swap”

Ban chi can lip thém 6 dia mdi vao theo huéng dan cta nha san xuat ma khong
can tat may. Roi sau d6 dung chirc nang Action [ Rescan Disk ctia Disk Manager
deé phat hién 6 dia moi nay.

3.4. Tao partition volume m&i

Néu ban con khong gian chua
cap phat trén mot dia basic thi ban
co thé tao thém partition mdi,
con trén dia dynamic thi ban co
thé tao thém volume m&i. Phan
sau huéng dan ban st dung
Create Partition Wizard dé tao
mot partition moi:

Create Partition Wizard x|

Welcome to the Create Partition
Wizard

Thiz wizard helps pou create a partition on a basic disk.

A basic dizk iz a physical disk that containg primary partitions,
extended partitions, and logical dives. & basic disk may also
cohtain volumnes created with Windows NT 4.0 and earlier.
“ou can akzo uze MS-DOS to gain access to partitions on
basic disks.

To contirue, click Mext.
Nhép phai chudt 1én vung trong

chua cip phat cua dia basic va
chon Create Logical Drive.

< Back Cancel
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Xuét hién hop thoai Create Partition Wizard. Nhan nut Next trong hop thoai nay.

Trong hop thoai Select Partition perremrr—"

Type, chon loai partition ma ban  seicct Parition Type

dinh tao. Chi C(,) nhﬁ'ng loai C(‘)n You can specify what type of partition to create.
kha néng tao moi dl.I'QC phép ChQn Select the tupe of partition you want to create:
(tuy thudc vao 6 dia vat Iy cua € Bimay perttion

ban). Sau khi chon loai partition :f“‘e”dw paidtep

xong nhin Next dé tiép tuc. 5

D escription

A logical drive iz a volume you create within an extended partition on a basic
disk.

< Back I Mext > I Cancel |

Create Partition Wizard

Specify Parlition 5ize
How big do you want the partition to be?

Tiép theo, hop thoai Specify
Partition Size yéu cau ban cho
biét dung lugng dinh cap phat.

Chooge a partition zize that iz smaller than the masimurn disk. space.

Sau khi chi dinh xong, nhan Next. Masimum dsk space: 2251 ME
Minimum dizk zpace: 7B
Amount of disk space to uze: 2201 :I ME

Create Partition Wizard

Trong hQp thoai Assign Drive  AssionDiive LetterorPath ,
* B , 2 ae “Y'ou can assign a dive letter or dive path to a partition,
Letter or Path, ban c6 thé dat cho

partition ndy mot ky tu 6 dia,

hOéC gén (mount) Véo mét thu " Mount this volume at an empty folder that supparts dive paths:
muc rong, hoac khong lam dat gi Biowse.|
hét Khl ban ChQn kléu gﬁn Véo " Do not assign a drive letter o drive path

mot thu muyc réng thi ban c6 thé
tao ra vo sb partition méi. Sau khi
da quyét dinh xong, nhan Next dé
tiép tuc.

< Back I Mest » I Cancel

98



Create Partition Wizard

Format Partition

H@p thO’gll Format Pal‘tition yéu “You can customize the formatting of the partition.
cau ban quyét dinh c6 dinh dang
partition nay khong. Néu c6 thi

Specify whether you want ta farmat this partition.

Do rot format this partition

dflng hé thf)l’lg tap tll’l lé gi? dOIl % Format this partition with the following settings:
vi cap phat la bao nhi€u? nhan Fomating = -
5 o e \ File zystem to use: =7
cua partition (volume label) la ewies [T =
gl? CO dll’lh dang Ilhal’lh khOl’lg? Wolume label; INeonIume
Cé nén tap tin Vé thu ml.’lc khéng? I Perform a Quick Format I Enable file and folder compression

Sau khi di chon xong, nhan Next
dé tiép tuc.

< Back I MNeut I Cancel

Create Partition Wizard x|

Completing the Create Partition
Wizard

Hop thoai Completing the
Create Partition Wizard tom
tit lai cac thao tac s& thuc hién,
ban phai kiém tra lai xem da
chinh xac chua, sau d6 nhan
Finish dé bat dau thuc hién.

You have successfully completed the Create Partition
“whizard.

“rou specified the following settings:

______ Partbion bepe; Loqical Dinve, [
Disks Selected:

Disk O
Partition size: 2291 ME
Dirive letter or path: E:
File System: NTFS
Allocation Unit Size: Default LI
Wealirne | ahel Mew Walrme

To close this wizard, click Finish.

< Back I Firizh I Cancel

3.5. Thay doi ky tur 0 dia hodc
duwong dan.

Change Drive Letter and Paths for N x|

Allow access to thiz volume through the drive letter and paths listed below.

Muén thay d6i ky tuw 6 dia cho
partition/volume nao, ban nhép phai chuot
lén volume d6 va chon Change Drive Letter
and Path. Hop thoai Change Drive Letter and
Path xuat hién.

Add.. Edt... Bemove |
Trong hop thoai nay, nhan nat Edit dé m¢ EEEEEEEER 2(x|

tiép hop thoai Edit Drive Letter and Path, mg e e faterorive pa o DATA D)
danh sach Assign a drive letter va chon mét ky : snede e =
tw 0 dia mdi dinh dat cho partition/volume B
nay. Cubi cung dong ¥ x4c nhén céc thay doi da
thuc hién.

-

Browsze... |
ak I Cancel |

:
G:
H:
I:

3.6. Xoa partition/volume
Pé t6 chirc lai mot 6 dia hodc huy céc dit liéu c6 trén mot partition/volume, ban
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c6 thé xo4a néd di. Dé thuc hién, trong cira sé Disk Manager, ban nhip phai chudt
1én partition/volume mudn xo04 va chon Delete Partition (hoic Delete Volume).
Mot hop thoai canh bao xudt hién, thong bao dir li€u trén partition hodc volume
s€ bi x04 va yéu cau ban xac nhan lai 1an nita thao tac nay.

3.7. Cau hinh Dynamic Storage
3.7.1 Chuyén ché dé lwu triv.

DE sur dung dugce co che luu =T

trit Dynamic, ban phai chuyén |2k aen vew wndow e JRETE
Xe , Ay v &> a2 @e E

dOI Cac dia Cung Vat ly trong @CnmputerManagement(anal)

Yolume [ tayout [ Type [ Fie System [ status [.capacity [ 1
hé thong thanh Dynamic Disk. | %Ehlim BRioLE D) ratten e o5 ey eore |
Trong ~cong = cu  Computer oo
Management \ Disk |.g et
Management, ban nhap phai gﬁzrg‘;:?;z;ﬁ:f HlE— ! |
chudt trén cac & dia ben clia SO | @ e e ristons zfﬁkoc#]ﬁ
bén phai va chon Convert to ;.ﬂ Brcpertes Unalocatod
Dynamic Disk.... Sau d6 danh e =t o

dau vao tat ca cac dia cung vat ——
ly can chuyén déi ché do luu icz o o
trir va chon OK dé h¢ thong pm—

chuyén doi. Sau khi chuyén doi S, i
xong hé thong s€ yéu cau ban

restart may dé ap dung ché do
luu trir moi.

3.7.2 Tao Volume Spanned.

Trong cong cu Disk =
"L A L. e amon vew wedow b =il
Management, ban nhap phdi |« - am 2 o=

4 [+ W Unallocated [l Primary partition

A A <\ A 5 o

(] puter Management {Local) Volume | Layout | Type | File System | Status | Capacik! |

ChuOt l‘en Vung trong cua dia E---ﬁgtem Tools = (C:) Simple  Dynamic  MTFS Healthy (Boot)  1.95 GB

4 A I4 ful] Event Viewer S MRMEVOL_EN {D:) Partition Basic CDFS Healthy 543 MB

cung can tao Volume, sau do ig ot .
3 >
Laocal Users and Groups
Chon New Volume. Performance Logs and Alerts 4] | »
. Device Manager

69 storeae EPDisk 0 =

]
fe3f Removable Storage [ — )
Disk Defragmenter 5,00 GB 1.95 GB NTFS 1.04 GB
&5 Disk Management Online Healthy (oot} Unallocated

82 Services and Applications

ZPDisk 1

Crynamic
1023 ME 1023 MB
©nline Unallocat  ew Yolume. .. |

Properties
EPpisk 2 — T
Drynamic Help
1023 ME 1023 MB——
Onling Unallocated

=co-ROM O
CD-ROM NRMEYOL_EN {D:)
543 MB 543 MB CDFS
Online Healthy
-
4 0| B Unallocated [l Frimary partition [l Simple volume —1
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Tiép theo, ban chon loai Volume can x

tao. Trong truong hop ndy ching ta  Select Volune Type _ o
There are five types of volumes: simple, spanned, striped, mirored, and RAID-5. 2
chon Spanned.

Select the volume you want ta create:

 Simple  Mimored
i  RAIDE

" Shiped

Description

A gpanned volume is made up of disk gpace on more than one dynamic disk.
Create a spanned volume if you need a volume that is toa large for a single digk.
‘You can extend a spanned volume by adding free space from another disk.

) ¢Back | Hess> |  Concel |
Ban chon nhimng dia cimg dung dé i i«

) A N i Select Disks
taOA VOl’ume n%y’ d?ng :thO'I bal’l‘ Cung “You can select the disks and set the disk size for this volume.
nhap kich thudc ma moi dia gianh ra
dé tao VOlume Chﬁ },7 d61 VO"I loal Select the dynamic disks you want bo use, and then click Add.
Volume nay thi kich thudc cua cac Avaloble: Selected
+ N r A y Disk 0 1067 ME Diisk 1 S0 KB
dia gianh cho Volume c6 thé khac : e | b
nhau. < Bemove |
< Remave All |

Total volume size in megabytes [MB]: 150
b axirnum available space in MEB: 1023

Select the amount of space in ME: 100 _I

< Back I Mest > I Cancel |
Ban gén ky tu 6 dia cho Volume. x|

Assign Drive Letter or Path
For easier access, you can assign a diive letter or diive path to your volume. ,

1+ thssign the following drive letter:

IE vl
" Mount in the fallowing empty NTFS folder:
I Browse, . |

" Donat assign a dive letter or drive path

< Back I Hext » I Cancel
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Ban dinh dang Volume ma ban vira tao
dé co thé chira dir licu.

bén ddy da hoan thanh viéc tao
Volume, ban c6 thé Iuu trit dit liéu trén
Volume nay theo co ché di trinh bay
& phan 1y thuyét.

3.7.3 Tao Volume Striped

Cac budc tao Volume Striped
cling tuong tu nhu viéc tao cac
Volume khac nhung cht y la kich
thudc cua cac dia ciing gianh cho loai
Volume nay phai bang nhau va kich
thudc ctia Volume bang tong cac kich
thudc cia cac phan trén.

3.7.4 Tao Volume Mirror.

Céc budce tao Volume Mirror cling
tuong ty nhu trén, chi y kich thudc
cua cac dia cung gianh cho loai
Volume nay phai bang nhau va kich
thuéc cua Volume bang chinh kich
thuéc ctia mdi phan trén.

3.7.5 Tao Volume Raid-5.

New ¥Yolume Wizard

Format Volume
To store data on this volume, you must format it first.

Choose whether you want ta format this volume, and if so, what settings you want to use.

" Do not format this volume

% Format this volume with the following settings:

I MTFS A l
I Default = l
ISpanned

™ Enabls fils and folder compression

File system:

Allocation unit size:

Wolume |abel:

< Back I Mext > I

Cancel |

New Yolume Wizard

Select Disks
“rou can select the disks and set the disk size for this volume.

X

Select the dynamic dizsks vou want to use, and then click Add.

Add > |
< Remave |
< Remove All |

Ayailable: Selected:

Disk 0

100 MB

1067 MB 0pE
100 MB

Disk 2

Total volume size in megabytes [ME]: 200

M aximum available space in MB: 922
Select the amount of epace in MB: 100 _I

< Back I Mext » I

Cancel |

New ¥olume Wizard

Select Disks
“rou can select the disks and set the disk size for this volume.

x|

Select the dynamic disks pou want to use, and then click Add.

< Bemaove |
< Remove &l |

Selected:
100 B

Ayailable:
Digk. O

1067 ME

100 B

Total volume size in megabytes [ME]: 100

M aximum available space in MEB: 922
Select the amount of space in MB: 100 _:I

< Back I Mest » I

Cancel
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Cac budc tao Volume Raid-5 ]

cling twong tu nhu trén nhung chl y  Selestbisks o
. . * n 2 Z. T2 z ‘fou can select the disks and set the disk size for this volume. 2
1a loai Volume yéu cau t61 thiéu dén
3 dTa Cl:]’ng_ Kich thuo”c Cﬁa Céc dia Select the dynamic disks you want to use, and then click Add.
cung gianh cho loai Volume nay el R
phél béng nhau Vé kl,ch thu’(')’c cﬁa Lddls I D1 D00
M , , ” X B isl
Volume bang 2/3 kich thudc ciia moi [ e |
A ~ . < Remove &ll |
phan cdng lai.
Total volume size in megabytes [MEB]: 400
M aximurn available space in MB: 922
Select the amount of space in ME: 200 _l
4. Quan ly viéc nén dir li€u <Back [ New> | concd

Muc tiéu:

+ St dung dugc cong cu nén dir li¢u.

Nén dir liéu 1a qua trinh luu trir dir liéu dudi mot dang thire chiém it khong gian
hon dir liéu ban dau. Windows Server 2003 hd tro tinh nang nén cac tap tin va thu
muc mot cach tu dong va trong sudt. Cac chuong trinh tmg dung truy xuit cac tap
tin nén mot cach binh thuong do hé diéu hanh tu dong giai nén khi mé tap tin va
nén lai khi luu tap tin 1én dia. Kha ning nay chi co trén cac partition NTFS. Néu
ban chép mdt tap tin/thu muc trén mot partition c6 tinh nang nén sang mot partition
FAT binh thuong thi hé diéu hanh sé& giai nén tap tin/ thu muc d6 trude khi chép di.

DPé thi hanh viéc nén mot tap tin/thu muc, ban st dung chuong trinh Windows
Explorer va thuc hién theo cac budc sau:

- Trong cua SO Windows [FEmErye § 2=l

E‘xplm:er, ‘duyct an tap tll’l/thll' m’uc é ] CZhoose the settings wou want For this Folder
dlnh nen va Ch(_)n tap tin/thu muc do. = When vou apply these changes vou will be asked if vou want the

changes to affect all subfolders and files as well,

- Nhap phai chudt 1én ddi twong do
va chon Properties.

—Archive and Index attributes

[~ Folder is ready For archiving:
- Trong hf)p thoai Pr()pel’ties, nhé’in Iv For Fast searching, allow Indexing Service ko indes this Folder
nut Advanced trong tab General.

—Compress or Encrypt attributes
- Trong h@p thoal Advanced [ Compress conterts to save disk space
Properties, Ch(_)n muc “COl'an'eSS [~ Encrypt contents ta secure data

contents to save disk space” va nhin

chon OK. ok | cancel |

Nhéin chon OK trong hop thoai Properties dé xac nhan thao tac. Néu ban dinh nén
mot thu muc, hdp thoai Confirm Attribute Changes xudt hién, yéu ciu ban lua
chon hodc 1a chi nén thu muc nay thoi (Apply changes to this folder only) hodc
nén céd cac thu muc con va tap tin co6 trong thu muc (Apply changes to this folder,
subfolders and files). Thuc hién lya chon cua ban va nhan OK.
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Confirm Attribute Changes x|
‘You have chosen to make the following attribute changels):

COMmPpress

Do you want to apply this change ko this folder only, or do wou want to
apply it to all subfolders and files as well?

& ‘apnply changes to this Folder onlyvi

¢~ Apply changes to this Folder, subfolders and files

44 I Zancel |

Pé thuc hién viéc gidi nén mdét thu muc/tap tin, ban thuc hién tuwong tu theo cac
budc ¢ trén va bo chon muc Compress contents to save disk space trong hop thoai
Advanced Properties.

5. Thiét 1ap han ngach dia (disk quota).

Muc tiéu:

+ Cép phat duoc han ngach sir dung dung lugng dia ctiing cho ngudi str dung.

Han ngach dia dugc dung dé chi dinh luong khong gian dia t6i da ma mot ngudi
dung c6 thé sir dung trén mot volume NTFS. Ban co thé ap dung han ngach dia
cho tat ca nguoi dung hoac chi doéi vai tirng nguoi dung ri€ng biét.

Mot s6 van dé ban phai luu y khi thiét 1ap han ngach dia:

- Chi c6 thé ap dung trén cac volume NTFS.

- Luong khong gian chiém dung dugc tinh theo cac tip tin va thu muc do ngudi
dung s¢ hitu.

- Khi nguoi dung cai dit mot chuong trinh, luong khong gian dia con tréng ma
chuong trinh thay duoc tinh toan dua vao han ngach dia ctia nguoi dung, khong phai
l1a lugng khong gian con trong trén volume.

- Duogc tinh toan trén kich thudc that sy cua tap tin trong truong hop tap tin/thu
muc duoc nén.

5.1. Céu hinh han ngach dia.

Ban ciu hinh han ngach dia b?lng hop thoai Volume Propertise da gioi thi¢u
trong phan trén. Ban ciling c6 thé mé hdp thoai nay bang cach nhip phai chudt lén
ky tu 6 dia trong Windows Explorer va chon Propertise. Trong hop thoai ndy nhap
chon tab Quota. Theo mac dinh tinh nang han ngach dia khong dugc kich hoat.
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Local Disk (C:) Properties 2xl

General | Tools | Hardware | Sharing |
Security I Shadow Copies Quota

g Statuz Disk quotas are dizabled

[ Enable quota management

v Deny disk space to users exceeding quota limit
Select the default quaota limit for new users on this volurme:

£ Da not limit disk usage
& Limit disk spaceto |100 I |
Set warning level ta ISS IMB j

Select the quota logging options for thiz volume:

™ Log event when a user excesds their quota limit

™ Log event when a user excesds their waring level

Quota Entries... |
kK I Cancel | Apply |

Céac muc trong hdp thoai c6 y nghia nhu sau:

- Enable quota management: thuc hién hodc khong thuc hién quan Iy han ngach
dia.

- Deny disk space to users exceeding quota limit: ngudi dung s& khong thé tiép
tuc st dung dia khi vuot qua han ngach va nhan dugc thong bao out of disk space.

- Select the default quota limit for new users on this volume: dinh nghia cac
gi6i han sir dung. Céc lya chon bao gom “khong dinh nghia giéi han” (Do not limit
disk space), “gidi han cho phép” (Limit disk space to) va “gi¢i han canh bao” (Set
warning level to).

- Select the quota logging options for this volume: c6 ghi nhan lai cac sy kién
lién quan dén st dung han ngach dia. C6 thé ghi nhan khi nguoi dung vuot qua gidi
han cho phép hodc vuogt qua gidi han canh bao.

Biéu tuong dén giao thong trong hop thoai c6 cac trang thai sau:

- Pén d6 cho biét tinh ning quan 1y han ngach khong duoc kich hoat.

- Dén vang cho biét Windows Server 2003 dang xay dung lai thong tin han ngach.
- Pén xanh cho biét tinh ning quan 1y dang c6 tac dung.

5.2. Thiét 1ap han ngach mic dinh.

Khi ban thiét 1ap han ngach mic dinh ap dung cho cic ngudi dung moi trén
volume, chi nhitng nguoi dung chua bao gid tao tap tin trén volume d6 méi chiu anh
huéng. C6 nghia 1a nhitng nguoi dung da s¢ hitu cac tép tin/the muc trén volume
nay déu khong bi chinh sach han ngach quy dinh. Nhu vay, néu ban du dinh ap dat

han ngach cho tAt ca cac nguoi dung, ban phai chi dinh han ngach ngay tur khi tao lap
volume.

DPé thyc hién, ban md& hop thoai Volume Properties va chon tab Quota. Banh
dau chon muc Enable quota management va dién vao cac gia tri gidi han st dung
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va gidi han canh béo.

5.3. Chi dinh han ngach cho tirng ca nhéan.

Trong mdt vai trudng hop, ban can phai chi dinh han ngach cho riéng mot ngudi nao
do, chang han c6 thé 1a cac Iy do sau:

- Nguoi dung nay s€ gilt nhi¢ém vu cai dat cdc phan mém moi, va nhu vay ho
phai c6 dugc lugng khong gian dia trong 16n.

- Hodc 1a ngudi dung d3 tao nhiéu tap tin trén volume trudc khi thiét 1ap han
ngach, do vay ho s€ khong chiu tdc dung. Ban phai tao riéng mét gidi han madi ap
dung cho nguoi do.

Pé thiét 1ap, nhdn nut Quota Entries trong tab Quota cua hdp thoai Volume
Properties. Ctra s6 Quota Entries xuat hién.

*2 Quota Entries for Local Disk {C:) - IEI|5|
Quota Edit Wiew Help
O XE - Q
" BUILTIM|Admi
@OK MT AUTHORITY... 244 KB Mo Limik Mo Limik MiA
@OK MT AUTHORITYAL. .. Z19FKE Mo Limit Mo Limik MiA
@OK Tran YanThanh TWTHANH\Tharhb 2,78 MB 100 ME 99 MB 2
@OK Tieu Dong Mhon TWTHANHMNhon 2,78 MB 100 ME 99 MEB 2
S kotal ikemis), 1 selected, i

Chinh sira théng tin han ngach ciia mét ngudi dung: nhan dup vao muc cua
nguoi dung tuong ung, hop thoai Quota Setting xuat hi¢n cho phép ban thay do6i cac
gia tri han ngach.

Quota Settings for Tran ¥anThanh ( x|

General |

g User Tran%YanThanh [TYTHANHAT hanh)

Duota used: 278 MB (2%) @

Quota remaining:  97.21 MEB

€ Do mot limit disk usage

& Limit disk spacsto | 8 EERRY
Set warning level to I B IGB j

QK I Cancel | Apply
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B6 sung thém mdt muc quy dinh han ngach: trong cira s6 Quota Entries, vao
menu Quota chon muc New Quota Entry / xudt hién hop thoai Select Users, ban
chon nguoi dung roi nhdn OK / xuét hién hop thoai Add New Quota Entry, ban
nhap cac gia tri han ngach thich hop va nhin OK.

6. M3 hoa dir liéu bang efs
Muc tiéu:

+ St dung dugc cong cu ma hoa dit ligu.

EFS (Encrypting File System) la m6t ky thuat dung trong Windows Server 2003
dung dé ma hod cac tap tin luu trén céc partition NTFS. Viéc ma hoa s& b6 sung
thém mot 16p bao vé an toan cho hé thdng tap tin. Chi ngudi dung c6 dung khoa
mi ¢6 the truy xudt dugc céc tap tin ndy con nhitng nguoi khac thi bi tir chdi truy
cap. Ngoai ra, nguoi quan tri mang con ¢ thé dung tac nhan phuc hoi (recovery
agent) dé truy xuit dén bat ky tap tin nao bi mi hoa. P& ma hoa cac tap tin, tién
hanh theo cac budc sau:

Mo cura sO Windows Explorer. Advanced Attributes 21|

5 A . , =E Choose the settings you wank For this folder
Trong cua SO Wlndows Explorer) Chon cac J When vou apply these changes you will be asked if vou want the

tﬁp tln VE‘l thu’C muc Cé‘\ln mﬁ hOé Nhé\’lp phél changes to affect all subfalders and files as well,
chuot lén cac tap tin va thu muc, chon
Properties.

r— frchive and Index atkributes

™ Folder is ready For archiving

V¥ For Fast searching, allow Indexing Service bo index this Folder

Trong hop thoai Properties, nhian nut
Advanced.

—Compress or Encrypt attributes

[~ Compress contents ta save disk space

I ;E_ncrypt conterts to secure data

Ok I Cancel

Hop thoai Advanced Properties xuit hién,
danh dau muc Encrypt contents to secure data va nhan OK.

Tro lai hdp thoai Properties, nhdn OK, xuit hién hop thoai Confirm Attribute
Changes yéu can ban cho biét s& mi hoa chi riéng thu muc dugc chon (Apply
changes to this folder only) hoic ma hod toan bo thu muc ké cac cac thu muc con
(Apply changes to this folder, subfolders and files). Sau d6 nhan OK.

Confirm Attribute Changes x|
You hawve chosen to make the Following attribute changeds):

encrypk

Do wou wank ko apply this change to this Falder only, or do you want ko
apply it to all subfolders and files as well?

" apply changes to this Folder only

& npply changes o this Folder, subfolders and files:

[o]4 I Cancel

Pé thoi khong ma hod cac tap tin, ban thuc hién tuong tu theo cac budc trén
nhung bé chon muc Encrypt contents to secure data.
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Bai tap nang cao:

Tao user mo1 co tén dang nhap la userdemo, thuc hién cac yéu cau sau:
- Thiét 1ap han ngach dia cho userdemo l1a 1GB
- Khi str dung 900MB s€ hién canh bao dung lugng

- Pua userdemo vao mot nhom va thyc hién han nganh dia cho nhém do 1a IMB, canh
bao 1a 900KB. Tra 101 cau hoi: han ngach dia cu6i cung ctia userdemo la 1GB hay 1MB

Nhiing trong tim cin chi y trong bai:
- Phan biét dugc cac loai dinh dang dia clrng;
- Cong ngh¢ luu trit mé1 Dynamic storage;
- M6 ta duogc k¥ thuat nén va ma hoa dit li¢u
Yéu ciu vé danh gia két qua hoc tap:
Noi dung:
+ V& kién thirc:
- Phan biét dugc cac loai dinh dang dia clrng;
- Cong ngh¢ luu trlt mé1 Dynamic storage;
- Mo ta dugc k¥ thuat nén va ma hoa dit li¢u
+Vé k¥ nang: Thuc hién chitc ndng han ngach 6 dia cho toan bd user va ca nhan
+ Nang luc tu chu va trach nhiém: Ti mi, can than, chinh xac, ngan nép trong cong viéc.
Phuwong phap:
+ Vé kién thirc: Puoc danh gia bang hinh thirc kiém tra viét, tric nghiém, van dap
+Vé k¥ nang: Thuc hién chirc nang han ngach 6 dia cho toan bo user va ca nhan.

+ Nang luc tu chu va trach nhiém: Ti mi, can than, chinh xac, ngan nap trong cong viéc.
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Bai 6: TAO VA QUAN LY THU MUC DUNG CHUNG
Mai bai: MP 14 - 06

Muc tiéu:

- Trinh bay cac loai quyén truy cép dit lidu;
- Tao va quan ly cac thu muc dung chung trén mang.
- Thuec hién cac thao tac an toan voi may tinh.

Noi dung chinh:

1. Tao thw muc dung chung
Muc tiéu:

+ Chia sé dugc thu muc dung chung;
+ Trinh bay dugc quyén truy thu muc ding chung.

1.1. Chia sé thu muc dung chung

Céc tai nguyén chia sé 1a cac tai nguyén trén mang ma cac ngudi dung cé thé truy
xuat va st dung thong qua mang. Mudn chia sé mot thu muc dung chung trén
mang, ban phai logon vao hé thong véi vai tro ngudi quan tri (Administrators)
hodc 1a thanh vién ctia nhom Server Operators, tiép theo trong Explorer ban nhap
phai chudt trén thu muc dé va chon Properties, hop thoai Properties xuat hién,
chon Tab Sharing.
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Y nghia cta cac muc trong Tab Sharing:

General Sharing | Seu:urit_l,ll Eustu:umizel

P

— Y'ou can zhare thiz falder with ather uzers on paur
netwark. To enable sharing for this folder, click Share this
falder.

™ Do pot share this folder

—{% Share this folder

Lo PR

Share name: IDuLieu$ j

Dlezcription: IDu Liew Dung Chung

Uszer limit; = paimum allowed
% Allow this number of uzers;  |100 —
To zet permizzions for uzers who B
access thiz falder over the netwark,, Eermissions... |
click Permizzions.
To madify how people uze the content f g
while offine, click OFfline Settings. Dffine Setings...|
MHew Share... |
k. I Cancel | Fau w1 |
Muc Y nghia
Do not share this Chi dinh thu muc nay chi dugc phép truy cap cuc bo
£.143
Share this folder Chi dinh thu muc nay duogc phép truy cap cuc bd va truy
Share name Tén thu muc ma nguoi dung mang nhin thay va truy cap
Comment Cho phép ngudi dung mé ta thém thong tin vé thu
User Limit Cho phép ban khai bao s6 két ndi toi da truy xuat
Permissions Cho phép ban thiét 1ap danh sach quyén truy cap thong
Offline Settings Cho phép thu muc dugc luu trit tam tai liéu khi lam viéc
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1.2. CAu hinh Share Permissions

Ban muén cip quyén cho cac ngudi dung truy cdp qua mang thi dung Share
Permissions. Share Permissions chi c6 hi¢u luc khi ngudi dung truy cap qua
mang cha khong c6 hiéu luc khi nguoi dung truy cap cuc bo. Khac véi NTFS
Permissions la quan ly nguoi dung truy cép dudi cap do truy xuat dia. Trong hop
thoai Share Permissions, chtra danh sach cic quyén sau:

21|

Share Permissions |
- Full Control: cho phép nguoi dung ¢ toan  soup orusernames
quyén trén thu muc chia sé.

- Change: cho phép ngudi dung thay doi dir
liéu trén tap tin va xda tap tin trong thu muc

Chia Sé. Add... | Remave |
, .. . . A . Permizsions for Everyone Allows Dreny
- Read: cho phép nguoi dung xem va thi hanh Ful Conto O O
4 A : : 2 A A Change ] O
cac Pap tin trong !:hu muc chia sC. Ban muén cap fond O
quyén cho nguoi dung thi nhap chudt vao nuat
Add.

Ok I Cancel Al

Hop thoai chon nguoi dung va nhom xuat hi€n, ban nhap doéi chudt vao cac tai
khoan ngudi dung va nhém can chon, sau d6 chon OK.

Select Users or Groups 7l

Select thiz abject type:

IUsers, Groups, or Built-in security principalz Object Types... |

Erom thiz location:

IDC2 Locations... |

Enter the abject names to select [examples]:

DC2thanh Check Mames I

Advanced... | ak | Cancel |

A
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Trong hop thoai xuat hién, muon cap quyen cho ngudi dung ban danh dau vao
muc Allow, nguoc lai khoa quyén thi danh ddu vao muc Deny.

Permissions for DuLieug: ﬂil

Share Permissions |

Group or user names:
ﬁ Eweryone
€ rhan [DC2nhon)
€3 thanh [DC2\thanh)]

Bemove I

Permizzions for thanh Aillow Deny
Full Contral a
Change O
Read a
ak I Cancel I Apply

1.3. Chia sé thw muc dung Iénh netshare

Chirc niang: tao, x6a va hién thi cac tai nguyén chia sé¢. Ct phap:

net share sharename

net share sharename=drive:path [/users:number | /unlimited] [/remark:"text"]
net share sharename [/users:number | unlimited] [/remark:"text"]

net share {sharename | drive:path} /delete

Y nghia cac tham sd:

- [Khong tham sb]: hién thi thong tin vé tit ca cAc tai nguyén chia sé trén may tinh
cuc bd

- [Sharename]: tén trén mang cia tai nguyén chia sé, néu dung Iénh net share
vl mot tham sO sharename thi hé thong sé hién thi thong tin vé€ tai nguyén dung
chung nay.

- [drive:path]: chi dinh dudng din tuyét d6i ciia thu muc can chia sé.

- [/users:number]: dit sé luong nguoi dung 16n nhat co thé truy cip vao tai
nguyén dung chung nay.

- [/unlimited]: khong gidi han s6 lugng nguoi dung ¢ thé truy cap vao tai nguyén
dung chung nay.

- [/remark:"text"]: thém thong tin mo ta vé tai nguyén nay.

- /delete: x6a thudc tinh chia sé ctia thu muc hién tai.
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2. Quan ly cac thw muc dung chung
Muc tiéu:

+ Trinh bay dugc quyén truy thu muc dung chung.
2.1. Xem cac thw muc dung chung

Muc Shared Folders trong cong cu Computer Management cho phép ban tao va
quan 1y cac thu muc ding chung trén may tinh. Mubn xem céc thu muc dung chung
trén may tinh ban chon muc Shares. Néu thu muc dung chung nao co phr:fln cudi
cua tén chia sé (share name) 1a dau $ thi tén thu muc ding chung nay duoc an di
va khong tim thdy khi ban tim kiém théng qua My Network Places hoic duyét cac
tai nguyén mang.

=
‘g File Action Yiew Window Help |_|- _Iﬁl ll
2 BmPE[R| L
Computer Management {Local) Share ... | Folder Path | Type | # Client Connections
E@ System Toals Laomimg CWINDOWS wWindows i
@ Event Viewer [le: [} Windows 0
E---Q%ard Falders gDuLieu:; C\Data Windows 0
Shares ‘.
TP Wind 0
g Sessions EI $ neows
-G OpenFiles

[]---& Local Users and Groups

2.2. Xem cac phién lam viéc trén thw muc dung chung
Mudn xem tit ca cac ngudi dung dang truy cap dén cac thu muc dung chung trén
may tinh ban chon muc Session. Muc Session cung cap cac thong tin sau:

- Tén tai khoan ngudi dung dang két ndi vao tai nguyén chia sé.
- Tén may tinh c¢6 ngudi dung két nbi tir d6.

- Hé diéu hanh ma may tram dang st dung dé két néi.

- S6 tap tin ma ngudi dung dang mo.

- Thoi gian két ndi ciia ngudi dung.

- Thoi gian cho xir 1y ciia két ndi.

- Phai 1a truy cép cua nguoi dung Guest khong?
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E Computer Management = | Ellll

=) File Action  Wiew Window Help | o =] |
o EERB(2

g Computer Management (Lacal) User  # | Computer | Type | # openFiles | Connected T
=y System Toos € ADMINISTRA...  127.0.0.01  Windows 1 00:00:50

- {3]] Evert Viewer
Elg Shared Folders
g Shares
- Sessions
“-§7] Open Files
Q Local Users and Groups

[ Disk Defragmenter
'1 Disk Management
]--& Services and Applications

q [+] 41 | i

2.3. Xem cac tap tin dang mé trong cac thuw muc dung chung

Muén xem cac tap dang md trong cac thu muc dung chung ban nhap chudt vio
muc Open Files. Muc Open Files cung cap céac thong tin sau:

Puong dan va tap tin hién dang dugc ma.

Tén tai khoan nguoi dung dang truy cép tap tin do.

Hé diéu hanh ma ngudi dung sir dung dé truy cap tap tin.

Trang thai tap tin c6 dang bi khoa hay khong.
Trang thadi mé sur dung tap tin (Read hodc Write).

E Computer Management = IEIIlI

g Fle Action Wew ‘Window Help | - |ﬁ'|1|

& = [E[m] |2

@ Computer Management (Local) Cpen File  # | Accessed B | Type | # Locks | Open Mode
-, System Tadks [Jcipata ADMINISTRATOR  Windows 0 Read

@ Event Yiewer

Eg Shared Folders

g Shares

----- g Sessions

% Open Files

[]---& Local Users and Groups
&% Performance Logs and Alerts
Device Manager

k4 Disk Defragmenter
Disk Management
[]--& Services and Applications

A [ ]l | B
| |

3. Quyén truy cap ntfs
Muc ti€u:
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+ Phan dugc quyén truy cap dir liéu dung trong hé thong mang.

Co6 hai loai hé théng tap duoc dung cho partition va volume cuc bd 1a FAT
(bao gém FAT16 va FAT32). FAT partition khong hé tro bao mat ndi bd, con
NTFS partition thi nguoc lai c6 hd tro bao mat; c6 nghia la néu dia cung cua ban

dinh dang 1a FAT thi moi

nguoi déu cé thé thao tac trén cac file chtra trén dia cling

nay, con nguoc lai la dinh dang NTFS thi tuy theo ngudi dung ¢ quyén truy cap
khong, néu nguoi dung khong co quyén thi khong thé nao truy cap dugc dir lidu
trén dia. He thong Windows Server 2003 dung cac ACL (Access Control List) dé
quan 1y cic quyén truy cip cua dbi tuong cuc bd va cac ddi tuong trén Active

Directory. Mot ACL co6

thé chtra nhiéu ACE (Access Control Entry) dai dién

cho mdt nguo1 dung hay mot nhém nguoi.

ACL ACE ACL ACE
Everyona Read Everyone Change
Sales Madify Sales Read
Managers Full Contral Managers Change

3.1. Céc quyén truy cip ciia NTFS

Tén quyén

Churc nang

Traverse Folder/Execute

File

Duyét cac thu muc va thi hanh cac tap tin chuong trinh
trong thu muc

Liét ké no1 dung cua thu muc va doc dir li€u cua cac

List Folder/Read Data | . .
tap tin trong thu muc

Read Attributes Doc cac thudc tinh cta céc tap tin va thu muc

R;ad Extended Doc cac thudc tinh mé rong cua cac tap tin va thu muyc
Attributes

Create File/Write Data| Tao céc tap tin méi va ghi dit li€u 1€n céc tap tin nay
. Create Folder/Append | Ta0 thu muc mai va chén thém dit lidu vao cac tap tin

ata

Write Attributes

Thay doi thudc tinh cua cac tap tin va thu muc

Write Extendd
Attributes

Thay doi thudc tinh mé rong ciia cac tap tin va thu
muc

Delete Subfolders and
Files

Xo6a thu muc con va cac tap tin
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Delete Xba cac tap tin

Read Permissions Poc cac quyén trén cic tap tin va thu muc
Change Permissions Thay d6i quyén trén cac tap tin va thu muc
Take Ownership Tudc quyén sé hitu cia cac tap tin va thu muc

3.2. Céac mirc quyén truy cip dwoc ding trong NTFS

Tén quyén Full | Modify | Read& List Read | Write
Control Execute Folder
Contents
Traverse Folder X X X X
/Execute File
List Folder /Read X X X X X
Data
Read Attributes X X X X X
Read Extended X X X X X
Attributes
Create File /Write X X
Data
Create Folder X X X
/Append Data
Write Attributes X X X
Write Extended X X X
Attributes
Delete Subfolders X
and Files
Delete X X
Read Permissions X X X X X X
Change X
Permissions
Take Ownership X

3.3. Gan quyén truy cip NTFS trén thw muc dung chung
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Ban mudn gan quyén NTFS, thong qua Windows Explorer ban nhip phai chudt
vao tap tin hay thu muyc can cau hinh quyén truy cap roi chon Properties. Hop thoai
Properties xuat hién. Néu 6 dia cua ban dinh dang 1a FAT thi hop thoai chi c6 hai
Tab 13 General va Sharing. Nhung néu dia c6 dinh dang 13 NTFS thi trong hop
thoai s& c6 thém mot Tab 1a Security. Tab nay cho phép ta c6 thé quy dinh quyén
truy cap cho tung nguoi dung hodc mot nhom ngu:m dung 1én cac tap tin va thu muc.
Ban nhap chudt vao Tab Security dé cip quyén cho cac nguoi dung.

Generall Sharing  Security |Eustnmize|

Group or uger names:

€7 CREATOR OWNER
€3 SvSTEM
m Users [DC2\Users)

Add... | Bemove |
Permizsions for Administrators Allow Deny
Full Cantral o =
Madity O
Read & Execute |
Lizt Folder Contents |
Fiead |
WTite | LI

For special permizsions or for advanced settings, Adesress |
chck &dvanced. —
ak I Cancel | e [ |

Muén cip quyén truy cdp cho mot nguoi dung, ban nhdp chudt vao nat Add, hop
thoai chon lya nguoi dung va nhém xuat hién, ban chon nguoi dung va nhém can
cip quyén, nhap chudt vao nat Add dé thém vao danh sach, sau d6 nhap chudt vao
nat OK dé tro lai hop thoai chinh.

Select Users or Groups e |

Select thiz object type:

ILlsers, Groupz, or Built-in zecurity principals Object Types

From thig location;
IDEE Locations

Enter the object names to zelect [examplez):
DC2hanh: DC2nhor] Check Mames

il

Advanced... | ak. | Cancel |
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Hop thoai chinh s& xuit hién cac nguoi dung va nhom ma ban moi thém vao, sau
do chon nguoi dung va nhom dé cap quyeén. Trong hop thoai da hién san danh sach
quyén, ban mudén cho nguo1 dung do co quyén gi thi ban danh dau vao phan Allow,
con nguoc lai mudn cAm quyén d6 thi danh dau vao muc Deny.

Data Properties 2=l
Generall Sharing  Sectirity |Eust0mize|

Group or user names:

fﬁ Adrministrators [DC2Administrators]
€ nhon ([DC24nhan)

€7 SvSTEM

€7 thanh [DC2\thanh)

Add...

Permizsions far thanh Allow Deny

Full Contral O o =

Madify O O

Fiead & Execute O

List Folder Contents O

Fiead O

Wwirite: O O j
For zpecial permizzions or for advanced gettings, Advanced |
click Advanced. —

QK Cancel | Apply |

3.4. Ké thira va thay thé quyén ciaia d6i twong con.

Trong hop thoai chinh trén, ching ta co thé nhip chudt vao nut Advanced dé ciu
hinh chi tiét hon cho cac quyén truy cip ctia ngudi dung. Khi nhép chudt vao nut
Advanced, hop thoai Advanced Security Settings xudt hién, trong hop thoai, néu
ban danh ddu vao muc Allow inheritable permissions from parent to propagate
to this object and child objects thi thu muc hién tai duoc thtra huong danh sach
quyén truy cip tir thu muc cha, ban muén xo6a nhiing quyén thira hudng tir thu
muc cha ban phai bo danh dau nay. Néu danh sach quyén truy cap cta thu muc cha
thay doi thi danh sach quyen truy cdp ctia thu muc hién tai ciing thay d6i theo.
Ngoai ra néu ban danh ddu vao muc Replace permission entries on all child
objects with entries shown here that apply to child objects thi danh sach quyén
truy cap cua thu muc hi¢n tai s€ dugc ap dung xuéng cac tap tin va thu muc con co6
nghia la cac tap tin va thu muc con s¢ dugc thay thé quyén truy cip giéng nhu céc
quyén dang hién thi trong hop thoai.
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Advanced Security Settings for Data x|

Permissions |Auditing| Dwnerl Effective Permissionsl

To wiew more information about special permissions, select a permission entry, and then click Edit.

Permission entries:

Type | MHarme | Permizsion | |nkerited From | Apply To |

Aillawy Adrminigtrators [DC2%...  Full Control <nat inherited:: Thiz folder, subfolders. ..

Aillaw nhan [DC24nhon) Fead & Execute <nat inherited: Thiz fFolder, subfolders. ..

Aillowy SYSTEM Full Cantral <niot inherited:> Thiz folder, subfolders. ..

Aillaw thanh [DC2%thanh] Fead & Execute <nat inherited: Thiz fFolder, subfolders. ..
Add... Edit... Bemave

r: #Allow inhentable permizsions from the parent to propagate to this object and all child objects. Include
ithese with entries explicitly defined here,

¥ Replace pemission entries on all child ohiscts with entrizs shown here that apply to child obiects

Learn mare about access control

ok I Cancel I Apply I

Trong hop thoai nay, Windows Server 2003 cing cho phep ching ta kiém tra
va cau hinh lai chi tiét cac quyén ciia nguoi dung va nhom, dé thyc hién, ban chon
nhém hay ngudi ding can thao tac, sau d6 nhap chudt vao nat Edit.

2

wm|

[ EVEA thanh [DC24hanh]|

Apply onta: IThis folder, subfolders and files j

Permissions: Allaw

Full Control

Traverse Folder / Execute File
List Folder / Read Data

Fead Atributes

Read Extended Attributes
Create Files /'wiite Data
Create Folders / Append Data
rite Attibutes

‘wirite E xtended Atributes
Delete Subfolders and Files

Delete
Fead Permissions

]DDDDDDDDDDDDg

1IE000000REREEDO

-
o [y e P, S

ul Appl}l.!hese pe[miss_ions to pbiects and/ar Clear Al |

containers within this container anly

oK I Cancel |

3.5. Thay d6i quyén khi di chuyén thuw muc va tap tin.

Khi ching ta sao chép (copy) mot tip tin hay thu muc sang mét vi tri méi thi quyén
truy cép trén tap tin hay thu muc nay s¢ thay d6i theo quyén trén thu muc cha chira
chung, nhung nguoc lai neu chung ta di chuyen (move) mot tap tin hay thu muc sang
bat ki vi tri ndo thi cac quyén trén ching van duoc giit nguyén.

3.6. Giam sat nguwoi dung truy cap thuw muc
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Ban mudn gidm sat va ghi nhdn lai cac nguoi dung thao tac trén thu muc hién
tai, trong hop thoai Advanced Security Settings, chon Tab Auditing, nhap chudt
vao nut Add dé chon ngudi dung can giam sat, sau do ban muoén giam sat viéc
truy xudt thanh cong thi danh diu vao muc Successful, nguoc lai giam sat viéc
truy xuat khong thanh cong thi danh ddu vao muyc Failed.

21 x|

wm|

MHame: Inhon [DC24nhon] Change... |

Apply onbao: IThis folder. subfolders and files LI

Aooess:; Succesziul Failed

Full Contral

Traverse Folder / Execute File
List Folder / Read Data

FRead Attributes

Fead Extended Attributes
Create Files / 'wiite Data
Create Folders / Append Data
wafrite Attributes

Write Extended Attributes
Delete Subfolders and Files
Delete

oo

Ooooooooon

Read PB[I‘I‘IISSIUI"IS

=

r Apply these quditing_er_‘ulries_ to obie_u:ls Clear All |

and/or containers within thiz container only

ak. I Cancel |

lOO0O0O00REOOO0

3.7. Thay d6i ngudi s6 hiru thu muc

Ban muén xem tai khoan ngudi va nhom nguoi ding sé hita thu muyc hién
tai, trong hop thoai Advanced Security Settings, chon Tab Owner. Dong thoi
ban ciling c6 thé thay doi nguoi va nhdém nguodi s¢ hitu thu muc nay bang cach nhap
chudt vao nat Other Users or Groups.

Advanced Security Settings for Data x|

Permissions' Auditing  Dwner I Effective Permissionsl

*r'ou can take or assign ownership of thiz object if you have the required permizzions or privileges.

LCurrent owner of thig item:
IAdministrators [METCLAS ShAdministrators)

Change owner to:

Mame
ﬂ Adrinigtrator [METCLAS S%Administrator]
ﬁ Adminiztrators (METCLAS ShAdministrators)

Other Uzers or Groups...

™ Replace owner on subcontainers and objects

Learn more about ownership.

ak. I Cancel Lpply
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4. Dfs
Muc tiéu:

+ Phan biét duoc cac loai hé théng DEFS.
+ Trién khai thyc hién dugc hé thong DFS.

DFS (Distributed File System) 13 hé théng t6 chutc sip xép cac thu muc, tap
tin dung chung trén mang ma Server quan ly, 6 d6 ban co thé tap hop cac thu
muc dung chung nam trén nhiéu Server khac nhau trén mang voi mot tén chia sé
duy nhat. Nho hé thong nay ma ngudi dung dé dang tim kiém mot tai nguyén dung
chung nao d6 trén mang... DFS c6 hai loai root: domain root 1a hé thong root gin
két vao Active Directory duoc chura trén tat ca Domain Controller, Stand-alone
root chi chira thong tin ngay tai may dugc cau hinh. Chu y DFS khong phai 1a mot
File Server ma n¢ 1a chi 1a mét “bang muc luc” chi dén cac thu muc d3 dugc tao va
chia sé sin trén cac Server. Dé trién khai mot hé théng DFS trudc tién ban phai hiéu
cac khai niém sau:

- G6c DFS (DFS root) 1a mdt thu muc chia sé¢ dai dién cho chung cho cac thu
muc chia sé khac trén cac Server.

- Lién két DFS (DFS link) 1a mot thu muc nam trong DFS root, né anh xa dén
mot tai nguyén chia sé cac Server khac.

4.1. So sanh hai loai DFS

Stand-alone DFS Fault-tolerant DF's

- La hé théng DFS trén mot may| - La hé théng DFS dwa trén nén
Server Stand-alone, khong c6 khéaActive Directory nén c6 chinh dung 161
nang dung 106i. cao.

- Nguoi dung truy xuit hé thong DFS| - Hé thdng DFS sé& tu dong dong bo
thong aua duone danieiira cac Domain Controller va nowdi

4.2. Cai dat Fault-tolerant DFS

Pé tao mot hé théng Fault-tolerant DFS ban lam theo cac budc sau:

Ban nhép chuot vao Start [] Programs [| Administrative Tools []
Distributed File System. HOp thoai Welcome xuat hién, ban nhan Next dé tiép
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tuc. Hop thoai Root Type xuét hién, ban chon muc Domain Root, nhin Next dé
ti€p tuc.

New Root Wizard x|

Root Type ———
You can create a domain or a stand-alone roat.

Unlike stand-alone roots, domain roots support automatic replication and uze Active
Diirectory ta store the DFS configuration.

e of roob you want to create:;

" Stand-alone root

< Back I Mest > I Cancel

Hé thdng yéu ciu ban chon tén mién (domain name) két hop véi hé théng DFS
can tao.

New Root Wizard x|

Host Domain —
A domain can host rultiple DFS roots.

Type the domain to host the root, or select it from the list of trusting domains.

Diomain name:

Truzting domains:

netclass.edu.vn

< Back I Mewt » I Cancel

Tiép theo ban khai bao tén ctia Domain Controller chua root DFS can tao.
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MNew Root Wizard x|

Host Server e
Enter the name of the host server for this root.

Server name:

server2 netclags. edu.vn

< Back Mext » Cancel

Pén diy ban khai bao tén chia sé gbc (Root Name) cta hé thong DFS, day chinh
la tén chia sé dai dién cho cac tai nguyén khac trén mang. Ban nhéap day du cac thong
tin chon Next dé ti€p tuc.

New Root Wizard x|

Root Hame —
Y'ou must provide a unique name for each DFS root.

Type a unique name for thiz root.

B oot name:

ITaiN quyen

Preview of UNC path to the root:

I'\\netclass. edu.vnhT ailguyen

LComments:

ITap hop cac tal nguyen duoc chia ze tren mang

Share to be uzed:

ITaiN quyen

¢ Back I Mext » I Cancel

Trong hdp thoai xuat hién, ban khai bao tén thu muc chia sé géc cua hé théng DFS.
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Mew Root Wizard x|

Root Share —r
The specified share does not exist. Create a new share at the following location.

Folder ta share:
C:4Dulieu

< Back Mext » Cancel

Sau khi cau hinh hé théng DFS hoan tit, tiép theo ban tao cac lién két dén cac tai
nguyén dung chung trén cac Server khac trong mang.
=1oix|

File  Action VWiew Help

o | a8 EFHE 2 %R

% Distribubed File System Target I DFS Referral | Status |

=6 % YWnetclass.edu.vni TaiNguyen Q'l,'l,server2'l,T2 Enabled
: ThuMucl

Pé sir dung hé théng DFS nay, tai may tram ban anh xa (map) thu myc chia sé
gbc thanh mot 6 dia mang. Trong 6 dia mang ndy ban c6 thé nhin thiy tit ca cac
thu muc chia sé trén cac Server khic nhau trén hé thong mang.

Map Network Drive x|

‘Windaws can help you connect to a shared netwoark Folder
and assign a drive letter to the connection so that you can
access the folder using My Computer.

Specify the drive letter For the connection and the Folder
that wou wank ko connect to:

Drive: IH J
Falder: |'|,'I,netclass Ldu, vnikainguy J Browse., |

Example: Yiserverishare

¥ Reconnect at logon

Connect using a different user name.

Sign up For online storage o connect ko 5
network server,

= Back I Finish I Cancel
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Tuong tu nhu Fault-tolerant DFS, ban co thé tao ra mot Stand-alone DFS
trén mot may Server Stand-alone, tit nhién 1a hé théng d6 khong cé kha ning
dung 16i c6 nghia 1a khi Server chita DFS Root hong thi cdc may tram s& khong
tim thay cac tai nguyén chia sé trén cac Server khac. Nhung hé théng Stand-alone
DFS duogc st dung rong rai vi n6 don gian, ti¢n dung.

Bai tap thuc hanh cia hgc vién
1. Tao thu muc ¢6 tén Personal trén 6 dia bat ky.

2. Chia sé va phan quyén truy cap thu muc nay.

Huéng din tra 1oi:

1. Tao thu muc c6 tén Personal trén 6 dia bat ky.

M6 6 dia can tao folder dé share, & day t6i chon la 6 C, cac ban co thé tuy chon mot
0 dia khac bat ky, right click chon new, chon folder, va dat tén cho folder nay la
personal

|[Z)Documents and Settings File Faolder 11/09/2007 2:59 PM
(_iProgram Files File Falder 110972007 1:40 PM R
W TR S File Folder 030902007 11:00 AM
[_awmpub File Folder 110902007 1:43 PM

:J, hinh 2&.brnp TZ3KE Bitmap Image 01012002 12:20 &M A
| :I personal File Falder 18/09/2007 10:17 AM

2. Chia sé va phan quyén truy cip thu muc nay.

Ta s& cAu hinh mét s6 thudc tinh cua folder nay, right click vao folder nay, chon
properties, hop thoai personal properties xuat hi¢n:

125



personal Properties el |

General I Sharingl Securit_l,ll Eustu:umizel

’J Ipers-:unal

Type: File Falder
Location: C:h
Size: 0 butes

Size ondizk: 0 bytes

Contains: 0 Files. O Folders
Created: Today, September 18, 2007, 10:17:08 Akd
Attributes: Advanced...

Click vao tab Securiy dé cdu hinh NTFS permission trén folder nay. Trén tab Security,
click nat Advanced

personal Properties 7| %]

Generall Sharing  Security | Eustu:umizel

Group ar user names:

€7 CREATOR OwMER
€7 SvSTEM
€7 Users [HOCMANG U sers]

Add... | Bemove |

Permizsions for Administrators Al Deny

Full Control

kd odify

Fead & Execute
Lizt Folder Contents
Read

=
For special permizzions or for advanced zettingz, A |
click Advanced. =

1IEEEEEE
1000000
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Trong hop thoai Advanced Security Setting for personal, ban ngit quyén thira
huong bang cach loai bo ddu check ra khoi muc Allow inheritable permissons from
the parent to propagate to this object and all child object. Include these with entries
explicity defined here.

Advanced Security Settings for personal T 2l x|

Permissions |.-'-‘-.uu:|iting| Dwnerl Effective F"ermi&aiu:un&l

T wiesww more information about zpecial permizzions, select a permizzion entry, and then click Edit.

Permizzion entrigs:

Type | [ ame | Fermizzian | Inberited From | Apply To |
Sl Adminigtrators [HOCK...  Full Contral £hat inherited: Thizs folder only
Allowy Adminiztratars [HOCKM...  Full Control C:h Thiz folder, subfolders. ..
Allowy SYSTEM Full Control C:h Thiz folder, subfolders. ..
Allow CREATOR OWwWHMER Full Contral C:h Subfolders and files only
Sllon Ugers [HOCKMARMGH... Read & Execute Cih Thiz folder, subfolders. ..
Al Uzerz [HOCKMAMGHU...  Speoal C:h Thiz folder and =ubfal...
Add. . Edit... Bemove

o Alowy inheritable permissions from the parent to propagate o thiz object and all child objects. Include
theze with entiies explicitly defined here. i

[ Replace permission enties on all child objects with entries shown here that apply to child objects

Learn more about access contral.

e - | . 1

Trén hop thoai Security, click nit Remove dé loai bo tat ca cac quyén thira huong

X

Selecting thiz option means that the parent permizzion entries that apply o
P child objects will no longer be applied to thiz object.

-To copy the permizsion entries that were previouzly applied from the
parent to thiz object, click Copy.

-Ta remaove the permizsion entries that were previouzly applied fram the
parent and keep only thoze permizsions explicitly defined here, click
Remove.

-Ta cancel thiz achion, click Cancel,

Bemoue | Cancel

Xong nhan apply, nhan OK dé quay vé hoi hop thoai personal properties
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Generall Sharing Security | Eustnmizel

Group ar user names:

ﬁ Admiristrators [HOCKMAMN G Administrators]

Add.. | Bemove %
Permizzions for Administrators Billon Dermy
Full Control -
b odify

Fead & Execute
Lizt Folder Contents
Read

O
O
O
O
O
O
=

1000000

T rmmmi =] Dmrrnin s F

For zpecial permizzions or for advanced settings,
click Advanced.

k. I Cancel I Apply I

Trong hdp ndy cac ban nhan add, s& xuat hién hop thoai Select user, computer, or
groups

Select Users, Computers, or Groups s

Select thiz object tupe;

|L|$er$, Groupz, or Built-in zecunty principals Object Types. ..

Erarn thiz location:

|hu:u:mang. Com Locations...

Enter the object names to select Famgles]:

e

Lheck Mames

Advanced... | [F I Cancel |
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Nhép vao hgp text Enter the object names to select (examples): group Domain
Admins 161 click vao nit check names. Group Domain Admins s€¢ dugc gach duoi,
click ok

Select Users, Computers, or Groups )

Select thiz object twpe:

|L|sers, Groupz, or Built-in securnity principals Object Types. ..

Erarn thig location:

|h-:u:mang. i Locations. ..

Enter the object names to zelect [examples]:

D omain Adrnins LCheck Mamez

ik,

Advanced... | J})DK | Cancel |

i

Trong hop thoai Personal Properties, cap quyén Full Control cho group Domain
Admins ban méi thém vao. Click apply

Generall Sharing  Security | Eustu:umizel

Group or uzer names:;

ﬁ Adrinistrators [HOCMAMN G \Adminiztrators)
ﬁ Damain Adrmins [H

OCMANGADomain Adminz)

Add... | Bemove |
Permizzions for Domain Admins Al Deny
Full Contral O &=
kodify (M|
Read & Execute O
Ligt Folder Contents O
Read O
Wirite O =
[ A T B LR m m LI

For special permizzions or for advanced settings, Advanced |
click Advanced, =
0k, I Cancel | &ppl_l,lI |
L
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Sau do di chuyén qua tab sharing, trén tab sharing, danh dau chon vao muc share this
folder dé share folder nay. Click vao nit Permission dé an quyén share cho folder

General Sharing | Se-:urit_l,ll Eustumizei

| ::I'-" 'ou zan share thiz folder with ather uzers on your
network. To enable sharng for this folder, click Share thiz
folder.

i~ Do paot share this folder
— (% Share this folder

Share name: |F'ETSDHE||

LComment; |

Llzer limit; & M arimum allowed

" Allow this number of users;

To =et permizsions for users who accessz this
folder owver the nebwark, click Permiszions.

T o configure zettings for offine access, click Caching |
Caching.

YWwhindows Firewall will be configured to allow thiz folder to be
zhared with other computerz on the netwaork.

Wiew vour Windows Firewall settings

)4 | Cancel | Apply |

Trong hop thoai permission for personal, danh dau chon vao myc Full Control trong
cot Allow dé cap quyén full control cho everyone group. Click apply o1 click ok.
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Permissions for personal 7l x|

Share Permizzions |

Group or user names:
ﬁ E verpone
Add... | Bemove |
Permizzions far Evemyone Al Dy
Full Cantral O
Change O
Read O

ok | Cancel |

Click apply va rdi click ok dé dong hop thoai Personal Properties
Bai tap nang cao:

Tao 3 user moi c6 tén dang nhap l1a user01, user02, user03, thuc hi¢n cac yéu cau
sau:

- Tao thu muc HOME cho ting user
- Anh xa 6 dia mang cho tirng user
- Thyc hién phin quyén dé user nay khong thé xoa tp tin trong thu muc cta user khac
Nhiing trong tim cin chi y trong bai:
- Trinh bay céc loai quyén truy cap dit lidu;
- Tao va quan ly cac thu muc dung chung trén mang
Yéu ciu vé danh gia két qua hoc tap:
Noi dung:
+ Vé kién thirc:
- Trinh bay cac loai quyén truy cap di liéu
+ V& k¥ nang: Tao va quan 1y cac thu muc dung chung trén mang
+ Nang luc tu chu va trach nhiém: Ti mi, can than, chinh xac, ngan nép trong cong viéc.
Phwong phap:
+ Vé kién thirc: Puoc danh gia bang hinh thirc kiém tra viét, tric nghiém, van dap
+ Vé k¥ niang: Tao va quan 1y cac thu muc dung chung trén mang.

131



+ Nang luc ty chu va trach nhiém: Ti mi, can than, chinh xac, ngén nap trong cong
viéc.
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Bai 7: CAI PAT VA QUAN TRI DICH VU DHCP VA WINS
Ma bai: MP 14 - 07

Muc tiéu:

- Mo ta duoc su hoat dong cua dich vu DHCP va WINS;
- (Cai dat va cau hinh duoc dich vu DHCP va WINS.
- Thuyec hién cac thao tac an toan voi may tinh.

Noi dung chinh:

1. Dich vu cép phat dia chi IP dong
Muc tiéu:

+ Trinh bay dugc khai ni¢m DHCP.
+ Cai dat duoc dich vu DHCP.
+ Céhu hinh duoc may phuc vu DHCP.

1.1. DHCP (Dynamic Host Configutation Protocol)la gi, tai sao phai dung
DHCP?

Mot may tinh hay thiét bj khac phai duoc cdu hinh theo mot tham sb trude khi
c6 thé hoat dong trén mdt mang. Ta phai cAu hinh cac tham s6 nhu tén linh vuc va dia
chi IP cua h¢ khach, dia chi IP cua h¢ phuc vu DNS dé phan giai tén cua hé chu va mat
na con. Khong ¢ céc tham sd cau hinh ndy, mot may tinh hay thiét bi khac khong thé
tuong tac voi cac thiét bi khac trén mang. Ngay nay hau hét cac mang TCP/IP déu sir
dung DHCP dé tu dong cép cac dia chi IP va cac tham sé cho hé khach. Khi di cai dit
DHCP, ban s& dya vao may phuc vu DHCP dé cung cip thong tin co ban can thiét cho
hoat dong ndi mang TCP/IP: dia chi [P, mat na mang con, by dinh tuyén mat dinh, may
phuc vu DNS chinh va phy, may phuc vu WINS chinh va phuy, té€n ving DNS.

DHCP duoc thiét ké nhém don gian hoa cac tac vu quan tri cua vang AD. DHCP
dugc dung dé gan thong tin cau hinh. cho  may khach mang, nhu vay khong nhirng tiét
kiém dugc thoi gian trong giai doan lap cAu hinh. hé thong ma con cung cap co ché tap
trung cap nhat cau hinh.. DHCP cho phép chi phdi hoat dong gan dia chi IP tai diém tap
trung.

1.2. Cac budce cai dat DHCP

a. Vao Start->Settings>Control Panel ban nhin chudt vio Add/Remove
Programs

b. Trong hop thoai Add/Remove Programs ban nhin chudt vao Add/Remove
Windows Components.

c. Trong hop thoai ta di chuyén con tro téi Networking Services va sau dé ban
nhan chuot vao nut Details...

d. Ban nhin chudt vao 6 Dynamis Host Configutation Protocol (DHCP) rdi Ok
cudi cung la ban chon Next 2 lan.
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e. Bay gio ban da cai dat xong dich vu DHCP.

1.3. Cau hinh dich vu DHCP

a. Vao Start->Settings—> Programs-> Administrative Tools=>DHCP. Hop thoai
xuat hién ban nhan chudt vao Action, ban chon New Scope.... Hop thoai New
Scope Wizard xuat hién, ban nhan Next.

b. Hop thoai xuét hién ban nhap tén may vao muc Name va nhén Next.

¢. Hop thoai xuét hién ban nhap dia chi s6 IP cép phat tu dong cho cdc may tram
vao cac 6 sau: Start Address (dia chi IP dau tién), End Address (dia chi IP cubi
cung) va Subnet Mask cho khoang IP tuong ting. Nhin Next dé tiép qua trinh cau
hinh. dich vu nay

New Scope Wizard x|
IP Address Range —
ou define the scope address range by identifying a zet of consecutive IP
addreszes.

Enter the range of addreszes that the scope distnbutes.

Start IP address: I 192168, 1 . 1

EndIP address: |192. 168, 1 100

A subnet mask defines how many bits of an IP address to uze for the networkzubret
|Dz and how many bits to use for the host ID. Y'ou can specify the subnet mazk by
lenath or az an IF address.

Length: 24 =

Subriet mask: | 255,255 . 255 . 0

< Back I Hewst » I Cancel |

Trang IP Address Range, nhap pham vi cac dia chi IP s& cung cap

d. Hop thoai xuét hién ban nhap dia chi s6 IP cép phat cho nhitng may ma ban dinh
nhap tinh loai ra trong sé IP dong nhu sau: Start Address (dia chi IP dau tién),
End Address (dia chi IP cudi cung) rdi nhdn Add va ban ciing c6 thé timg dia chi
vao muc Start Address sau d6 nhan Add néu ban di nhap xong thi nhan Next.
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Mew Scope Wizard |

Add Excluzions -
Excluzions are addrezzes or a range of addresses that are not distributed by the

FEMET.

Type the IP address range that pou want to exclude. If you want to exclude a single
addrezz, tppe an address in Start IP addreszs anly.

Start IP address: End IP addres=:
192 168, 1 . 1 192 168 . 1 . 10

Engcluded address range:

Add
Hemaove |

< Back I Hest » I Cancel

Pham vi cac IP dac bi¢t khong dugc phan phéi

e. Hop thoai xuét hién ban nhap chi ra thoi gian ma dia chi I[P dong st dung, lic
dau may quy dinh cho ban 13 8 ngay, ban c6 thé stua doi vao cdc muc sau: Days
(s6 ngay), Hours (gio) va Minutes (phut). Néu ban mudn khong giéi han thi chon
tat ca 12 0. Chon roi nhan Next.

New Scope Wizard |
Lease Duration et
The leaze duration zpecifiez how long a client can ugze an IP addresz from thiz
SCOpE.

Leaze durations zhould typically be equal to the average time the computer iz
cohhected ta the zame physical netwark. For mobile networks that consizt mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewige, for a stable network, that congists mainly of deskiop computers at fized
locations, longer leaze durations are mare appropriate.

Set the duration for zcope leazes when distributed by thiz server.

Limited to:
Doays: Hours: Minutes:
=1 =1 =1
24 = u] = il =i

< Back I Mext > I Cancel I

Thoi han may khéach co thé sir dung dia chi IP
f. Hop thoai xuét hién hc”)i’ ban 1a mudn chi ra cac dich vu khac cho géc may tram
nhu: DNS, WINS, ...néu ban mudn thi chon Yes roi nhan Next dé ti€p tuc cau
hinh., nguoc lai thi chon No.
g. Hop thoai xuét hién ban nhap chi vao IP Address cua Router (Default Gateway)
roi nhan Add, Next.

h. Hdp thoai xuét hién ban nhép tén Domain va Server cia DNS vao hai muc Parent
Domain va Server name, dia chi I[P cia may DNS vao IP Address, nhan Add,

Next.
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New Scope Wizard Xl

Domain Name and DNS Servers —
The Comain Mame System ([DMNS) maps and translates domain names uzed by

clients on pour nebwork.

‘Y'ou can gpecify the parent domain pou want the client computers on your network o use for
DMS name rezolution.

Farent domair: ||
To configure scope clients to use DNS servers on your network, enter the IP addresses for those
TEIVETE,

Server name: P address:

A

|
Fesalve | | Bemove

Down

It

< Back I MHest > I Cancel |

i. Hop thoai xuét hién dé ban nhép tén server cua WINS vao Server name, dia chi
IP vao IP Address, nhan Add, Next.

Mew Scope Wizard |

WINS Servers T
Computers wnning Windows can use WINS zervers to convert MetBIOS computer
names to I[P addresses.

Entenng server [P addreszes here enables “Windows clientz to query WIMS befare they uze
broadcastz to reqizter and resolve MetBIOS names.

Server name: IP addreszs:

| [ . . Add |
RBesolve | Hemove |
Up |
L@ |

To change thiz behavior for Wwindows DHCP clients modify option 046, %NS MBT Mode
Tupe, in Scope Options.

< Back I MHeut » I Cancel |

Tén may phuc vu (Server name) c6 cai dich vu WINS

j- Trong hop thoai New Scope Wizard mudn khoi dong DHCP ngay hiy chon Yes,
nhan Next va Finish..

1.4. Kiém tra dich vu DHCP trén Server

Pé kiém tra dich vu DHCP ciu hinh c6 bi 16i khong ban mé ctra s6 DHCP 1én
néu ban thay bi€u tugng cd6 mau xanh la ban da cau hinh dung.
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T =T
J.ﬁ.ctu:un '-.-'|ew|ﬂ='-i|-|_|.'||§| Iﬁ |

Tree I Address Poal
ED oHcp Start IP Address | End 1P Address | c
B ﬁj tankhoa.tam.com [192.165,.1.8] | BE192.168.1.1 192.165.1.20 Il
EI @. SchE[IQE 168.1.0] khoa  |[E192.188.1.1 192.168.1.100 f
..... f -

N @ .ﬁ.ddress Leases
- -{_E] Reservations

L @ Scope Options
----- CQ Server Options

Address Pool c6 mau xanh 14 cay khi dat dich vu DHCP dang
1.5. Cau hinh IP dong cho may Client

Muc tiéu: ban da ciu hinh xong dich vu DHCP, phan nay s& huéng dan ban ciu
hinh. tat ca may client dé nhan IP Address va dang ky vé1i DHCP server.

1.5.1. Cach ciu hinh dia chi dong trong cira sé6 Local Area Connection
Properties

+ Budc 1: Pang nhap vao mdt may cai Win2kPro
+ Budc 2: Trong ctra s6 Control Panel, chon Network and Dial-Up Connection.
+ Budc 3: Nhép phai chudt vao muc Local Area Connection, chon Properties.

+ Budc 4: Trong hop thoai Internet Protocol (TCP/IP) Properties, chon Obtain an IP
Address automatically.

1.5.2. Cach kiém tra dia chi IP dwoc cAp phat cho may tinh
Thuc hién kiém tra dja chi dong dugc cap phat nhu sau:
+ Budc 1: Vao Start-> Run, nhip emd r6i Enter, ctra s6 DOS xuét hién.
+ Budc 2: GO ipconfig /all | more.
Gd 1énh ping dia chi IP ciia mot may bat ky dé kiém tra thong mang.
2. Dich vu WINS
Muc tiéu:

+ Trinh bay dugc khai niém dich vu WINS.
+ Cai dat duoc dich vu WINS.
+ CAu hinh duoc may phuc vu WINS.

2.1. Gi6i thiéu dich vu WINS

Microsoft Windows Internet Nameing Sevice (WINS) 1a dich vu phan giai tén, co
chire nang phan giai tén may tinh thanh dia chi IP cho phép cac may tinh trén mang tim
thiy nhau va truyén tai thong tin. WINS hoat dong t6t nhat trong moi truong may khach
/may phuc vy (Client/Server), noi may khach WINS goi yéu cau phan giai tén may phuc
vu WINS, dén phién minh may phuc vu WINS s& phén giai yéu cau va hoi dap. May
tinh st dung NetBIOS dé truyén tai yéu cau va h01 dap. May tinh sir dung NetBIOS
cung cip API cho phép may tinh trén mang giao tiép v6i nhau. Khi cai dit giao thirc
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mang TCP/IP trén may phuc vu hay may khach, NetBIOS over TCP/IP (NBT) cling
ddng thoi duoc cai dit NBT 1a dich vu thudc ting Session, cho phép chuong trinh tng
dung NetBIOS dya vao WINS hay tap tin LMHOSTS cuc bo dé phan giai tén may tinh
thanh dia chi IP. Trén mang chay hé diéu hanh truéc Windows 2000, WINS 14 dich vu
phan giai tén cha yéu. O mang Windows 2000, vai trd nay thudc vé DNS, WINS c6 vai
trd khéac, d6 1a cho phép hé thong trudc Windows 2000 duyét danh sach tai nguyén trén
mang va cho phép hé théng Windows 2000 dinh vi tai nguyén NetBIOS. Trong
Microsoft Windows 2000, WINS khong dugc tu dong cai dat khi ban cai hé diéu hanh.
Mubdn ding WINS ban phai cai dat .

2.2, Cai dat WINS
Cac budc cai dat:
+ Budc 1: Nhip Stars->Setting->Control Panel
+ Budc 2: Nhip dup biéu twong Add/Remove Programs.
+ Budc 3: Nhip Add/Remove Windows Components,nhdp next.
+ Bud 4: Trong phan Components Networking Services chon WINS.

2.3. Cau hinh may chii va may khach véi WINS

Pé kich hoat co ché phan giai tén WINS trén mang, ban phai 1ap cau hinh. may phuc
vu va may khach WINS, nh¢ khai bao dia chi IP cua cdc may phuc vu WINS trén
mang cho may khach biét. Dua vao dia chi IP ndy may khach co thé giao tiép voi
may phuc WINS & bat cir dau trén mang, cho di may phuc dang thudng tri trén
mang con khac. May khach WINS con giao tiép thong qua phuong phap broadcast,
trong d6 may khach phat rong thong diép dén nhitng may khac trén doan mang cuc
bd dang yéu cau cap dia chi IP. Do thong di¢p dugc phat rong nén may phuc vu
WINS coi nhu “ngbi choi xoi nuéc”. May khach nao khong cai WINS nhung c6 hd
trg loai hinh phét rong thong diép ciing c6 thé van dung phuog phap nay phan giai
tén may tinh thanh dia chi IP.

Khi may khach giao tiép véi may phuc vu WINS, chiing thiét 1ap phién giao tiép co
ba phién chu yéu:

+ Piang Ky tén: Sudt tién trinh ding ky tén, may khach cung cap tén may tinh va dia
chi IP ctia n6 cho may phuc vu va yéu cau may phuc vu dua thong tin nay vao co sd
dir licu WINS,

+ Gia han tén: Tén ding ky khong c6 hiéu luc vinh vién. Thay vao d6, may khach
chi duoc phép sir dung tén trong mét giai doan cu thé, goi 1a thoi gian thué bao
(lease). May khach con dugc quy dinh thoi gian bat budc phai gia han tén thué bao,
goi la chu ky gia han (renewal interval). Mday khach phai dang ky lai v6i may vai
may phuc vu WINS theo chu ky gia han d3 4n dinh.

+ Giai phong tén: Néu may khach khong thé gia han tén thué bao, tén diang ky s&
duoc gidi phong, cho phép hé thong khac trén cung mang c6 co hdi st dung tén may
tinh hay dia chi IP nay. Tén cling dugc giai phong khi ban dong may khach WINS
bat ky.

+ Cac phwong phap phan gidi tén
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Khi may khach thiét 1ap phién giao tiép véi may phuc vu WINS, may khach co thé
yéu cau cung cap dich vu phan giai tén. Ap dung phuong phap nao dé phan giai tén
may tinh thanh dia chi IP con tuy thudc vao cdu hinh mang. C6 bén phwong phap
phan giai tén may tinh kha dung:

R/
0‘0

0

B-node: Phat rong thong diép nham phan giai tén may tinh thanh dja chi IP. Nhitng
may tinh can phan giai tén s¢€ phat rong thong di€p dén ting may chu trén mang
cuc bo, yéu cau cép dia chi IP cho may tinh cu thé.

P-node: Dung may phuc vu WINS phan giai tén may tinh thanh dia chi IP. Nhu
da giai thich trude phién may khach gdm ba phan: dang ky tén, gia han tén, va giai
phong tén. Khi can phan giai tén may tinh thanh dia chi IP, may khach gai thong
diép truy van may phuc vu, dén phién minh, may phuc vu s& hdi dap cho may
khach.

M-node (Modified Node): Két hop gitta B-node va P-node, véi M-node, may
khach WINS trudc tién s& thir dung B-node phan giai tén. Néu thét bai, may khach
lai dung dén P-node. Do B-node dugc sir dung trudc, nén phuong phap nay ciing
gap tro lai & mire do sir dung dai thong mang, hét nhu B-node.

H-node (Hybrib Node): Ciing két hop B-node va P-node nhung ¢ ddy may khach
WINS s& thir 4p dung P-node phan giai tén. Truong hop that bai, may khach s& ¢b
phat rong thong di€p voi B-node. Vi P-node la phuong phap chinh nén H-node
cung cap hiéu suét thi hanh t6i uru trén hau hét mang. H-node ciing 1a phuong phép
mac dinh cho hoat dong phan giai tén WINS.

2.3.1. Ciu hinh may phuc vu WINS

Khi cai dat méy phuc vu WINS may phuc duogc lap cAu hinh. vé&i cac xac lap mac
dinh, ban c6 thé thay doi xac 1ap mac dinh:

1. Trong console WINS, nhép nut phai chudt vao may phuc vu can lam viéc,chon
properties m& hop thoai sau,

CAOTHANHTAM [192.168.1.4] Properties il A |

General I Intervals I [ atabaze Werfication I Advanced I

% WINS Server

W Sutomatically update statistics even:

Hours: Minutes: Seconds:
s | s | =
ID =" 10 =" o =

[ atabaze backup
Default backup path:

I Browse. .. I

[~ Back up database during server shutdown

2. Thay ddi gid tri thudc tinh trén cac trang Genaral, Interval, Database
Verification, Advance(tim hi¢u sau).

3. Nhép OK khi xong viéc.

2.3.2. Cau hinh may khach WINS

1. Trén desktop, nhap chudt phai vao My Network Place chon Properties, nhap
phai vao Local Connection chon Properties.
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2. Nhap d6i vai Internet Protocol(TCI/IP), Nhap viao Advance, chon WINS.
3. Chon tiép Add, nhap vao IP cua WINS server, nhép Add..
2.4. Bo sung may chit WINS

Khi cai dat may phuc vu méi, may nay duoc lap cAu hinh. véi cac xac 1ap mic dinh.
Ban c6 thé xem va va thay d6i xac 14p mic dinh bat ctr lac ndo thong qua console
WINS. Console WINS truy cap tur thuy muc Adminitrative Tools (common), 1a noi
ban quan 1y cic may phuc vu WINS trén mang. Ctra s6 chinh cua console WINS;
dugc chia thanh hai khung. Khung bén trai liét ké may phuc vu WINS trong vung
theo dia chi IP, ké ca may tinh cuc bd, néu diy ciing 13 may phuc vu WINS.

ECTON Alelp
_' Action ﬂew||4—4|@||@ ‘

Trem | | WINS
e T

. Server Status ﬂ Server Skatus

18 CAOTHANHTAM [152.168,1.4] | 5 CAOTHANHTAM [192.168.1.4]

d I 2
| | |

Néu mot may phuc vu WINS can 1ap ciu hinh khong cé tén trong console WINS,
tién hanh bo sung vao console nhu sau:

+ Bude 1: Nhéip nut phai chudt vao WINS bén khung trai,chon Add Server.

+ Budc 2: GO dia chi IP hay tén may tinh ciia may phuc vu WINS dugc quan ly

+ Budc 3: Nhiap OK Khung bén trai xuit hién thém muc nhip danh cho mdy phuc
vu WINS nay.

2.5. Khéi dong va ngirng WINS

Cong tac quan Iy may phuc vu WINS dugce thue hién qua Windows Internet Naming
Service. Tuong tu moi dich vu khac, ban c6 thé khdi dong, nging han hay tam dung
tiép tuc chay WINS trong thu muc Servers cia Computer Management hay tr dong
1énh.

Pé quan 1y may phuc vu WINS thong qua Computer Management nhap nut phai
chuot vao WINS, chon All Task, Start, Stop, Pause, Resume, Restart tuy tinh huéng.
Ciing c6 thé quan Iy WINS trong console WINS: Nhép nut phai chudt vao “may
phuc vu” s€ dugc quan ly trong console WINS chon All Tasks, chon tiép Start, Stop,
Pause, Resume, Restart, tuy tinh hubng.

2.6. Xem thong ké trén may chi:

Chtic ning théng ké may phuc vu cung cépq thong tin tom tét’cho WINS, thuan tién
cho viéc giadm sat va sur 1y 101 & WINS, dé xem chi can nhap nit chut vao may
phuc vu WINS trong console WINS, chon Display Server Statistics
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= Server Start Time: Thoi diém WINS khéi dong trén may phuc vu.
» Database Initialized: Thoi diém co sé dit liéu WINS duge khéi tao.

= Statistics Last Cleared: Thoi diém thong tin thong ké may phuc vu dugc xoa
lan cudi.

= Last Piriodic Replication: Thoi diém co s& dit liéu WINS duoc sao chép lan
cuoi, dua trén tan so6 sao chép quy dinh trong hdp thoai Pull Prarner Properties.

= Last Manual Replication: Thoi diém co s& dit liéu WINS duoc nha quan tri sao
chép lan cuoi.

= Last Net Update Replication: Thoi di’ém co s6 dit lieu WINS duoc sao chép lan
cudi dua trén thong tin vé hoat dong day (push).

= Last Address Change Replication: Thoi diém co so dir liéu WINS duoc sao
chép lan cudi dya trén thong diép thay doi dia chi.

= Total Queries: Tong sb van tin (yéu cau ) may phuc vy nhan dugc ke tir 1an khoi
dong cubi cung. Records Found cho biét s6 yéu cau duogc giai quyét thanh cong.
Records Not Found chi ra sd yéu cau that bai.

= Total Release: Téng sb thong di€p nhan dugc,cho biét c6 mot chuong trinh tng
dung NetBIOS da giai phong tén déng ky cua n6 va ty dong lai. Records Found
chi ra s0 lan giai phong thanh cong. Records Not Found bi€u thi s6 1an giai phong
thét bai.

= Unique Registrations: Tong s6 thong diép dang ky tén nhan dugc tir may khach
WINS (va da dugc duyét). Conflicts néu rd so6 truong hop trung tén gap phai d6i
v6i mdi tén may tinh. Renewals cho biét sd 1an gia han nhan duoc cho ting tén
may tinh khong trung lap.

= Group Registrations: Tong s thong diép dang ky tén nhan duoc tir nhom.
Conlflics chi ra so0 lan trung 1ap d61 voi tén nhém. Renewals cho biét s 1an nhan
duoc gia han cho tén nhom.

= Total Registrations: Tong s thong diép ding ky tén nhan duoc tir may khach.

= Last Periodic Scavenging: Lan xo04 cudi ciing xdy ra dua trén tan s gia han an
dinh trong hdp thoai WINS Sover Configuration.

= Last Extintion Scavenging: Lan xoa cudi cung dya trén tin sd xo4 tring quy
dinh trong hop thoai WINS Sever Configuration.

= Last Verification Scavenging: Lan x04 cudi cung xay ra dwya trén tan sb kiém
tra dinh 1o trong hop thoai WINS Server Configuration.

2.7. Cép nhit thong tin thong ké WINS

Mic dinh, nhiing thong k& WINS duoc cap nhét cir 10 phat/ lan. Néu mudn ban c6
the thay doi tan so cap nhat hay ngung han dac tinh tw dong cap nhat:

1. Trong console WINS, nhép nat phai chudt vao may phuc vu can lam viéc,
chon properties.

2. Nhap thé(tab) Genaral.
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3. An dinh tan s cap nhat: chon Automatically Update Statistics Every, roi
g0 gia tri bi€u thi tan s6 cdp nhat.

4. Ngung tu dong cap nhat: xoa chon Automatically Update Statistics Every.
Nhap OK

2.8. Quan ly hoat dong dang ky, gia han va gidi phong tén

Tén may tinh dugc dang ky trong co s& dir liéu WINS theo khoang thot gian cu
thé, goi la thot gian thué bao. Bang cach quy dinh tan s6 gia han, xo4 trang va ki€ém
tra, ban s€ kiém soat dugc nhiéu phuong dién cta thué bao tén.

1. Trong console WINS, nhap chudt phai chon may phuc vu can quéan 1y, chon
properties.

2. Chuyén sang trang Interval

¢ Renewal Interval: Dinh 16 thoi gian c6 hi€u luc cua tén thué bao,qua d6 may
khach WINS bét budc phai gia han tén may tinh ctia minh. Thong thuong may
khach sé& cb gia han khi 50% thoi han thué bao d troi qua, gia tri t6i thicu la
40 phat. Gia tri mdc dinh 1a 6 ngay, c6 nghia may tinh s& c6 gia han tén thué
bao 7 ngay/lan. Tén may tinh nao khong gia han s& bi danh dau va duoc giai
phong (released).

* Extinction Interval: Quy dinh thoi han tén may tinh c6 thé bi danh dau 1 bién
mat (extinct). Khi t€n may tinh da duoc giai phong, budce ké tiép 1a danh dau
n6 da bién mat. Gia trj nay phai 1én hon hay bang gia tri Renewal Interval, tirc
4 ngay.

< Vgriﬁcation Interval: Dinh r6 thoi han sau dé rpét may phuc vu WINS phai
ki€m tra nhiing tén cli ma né khong s& hiru. Néu tén khong con hoat dong,
chung co the bi xo4, gia tri toi thiéu la 24 ngay. Thuong thi, tén may tinh dugc
dang ky ¢ may phuc vu WINS khac s€ c6 chu s6 htru khac, vi thé ching duoc
x€p vao hang myc nay.
2.9. Ghi nhan cac sy kién vao nhat ky sw kién ciia Windows

Sl,{ kién WINS tu dong dugc ghi nlzéln vao nhat ky su kién h¢ théng. Méc du khong
thé vo hi,éu hqé dac tinh nay, ban van dugc phép kich hoat tam thoi ché do ghi nhat

ky chi ti€t, nham gitp su Iy 161 WINS, cach lam nhu sau:
1. Trong Console WINS, nhép nut phai chudt vao may phuc vu can lam viéc,

chon Properties.

2. M¢ trang Advanced, chon Log Detail Events To Thew Widows Event
Logs,

2.10. Chon s6 hiéu phién ban cho co sé dir lidu WINS

S6 hi¢u phién bz”}n (version ID) danh chp co s¢ dir liéu WINS tu dong cap nhat khi
thuc hién thay doi cho co s& dir liéu. Néu co s& dﬁ" ligu WINS do6t nhién bi hong,
budc phai phuc hoi co s& dir liéu qua mang, ban s€ can truy cap méy phuc vu WINS
chinh, dinh version ID & gia tri cao hon gia tri tuong rng trén moi doi tdc & xa, mudn
xem va thay do6i s6 hi¢u phién ban hién hanh:
1. Trong Console WINS, nhip phai chudt vao Active Registrations, chon Find
Owner mo hdp thoai cung tén.
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2. Trén trang Owners, cot Hightest ID chi 13 sb hiéu phién ban cao nhit dang dung
trén may phuc vu. Gia tri nay dugc an dinh theo dang thic thap luc phan voi gia
tri t6i da la 23!
21|
Owners | Record Types |

Dizplay records for:

Al owners

= This owner:
Owwrner | Hame | Highest ID |
132.168.1.4 CAOTHANHTARK 1FE

This process is rezource-intensive and might take a long time. If pou want ta
continue, click Find Mow.

Find Mows I Cancel I

Luu y gié tri version cao nhat, nhap cancel .

4. Nhép phai chudt vao muc nhap danh cho may phuc vu WINS chinh ¢ khung trai,
chon Properties.

5. Trén trang Advance, go gia tri mdi vao truong Starting Version ID. Phai g6 gia
tri nay cho dung thap luc phan va nhap OK.

2.11. Lwu va phuc hoi cAu hinh WINS

Sau khi lap cdu hinh WINS can thiét hay luu thong tin cAu hinh dé sau nay co thé
phuc héi né trén may phuc vu WINS. Muon thé, gd netsh WINS
dump>>winsconfig.dmp tai dau nhac 1énh,

R 2

Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For you,

CIpEn: I METSH WINS DUMP 2 =WINSCONFIG, DMP j

f; Cancel | Browse, ., |

O vidu nay, winsconfig.dmp la tén kich ban c4u hinh sé tao. Tao xong kich ban, go
nesth exec winsconfig.dmp tai dau nhac I¢nh néu can phuc hoi cau hinh.
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Ran 2(]

E Type the name of a program, folder, document, or

Internet resource, and Windows will open it for you,

Open: | MNETSH EXEC WWINSCOMFIG DMP] =]

0, Cancel | Erowse, ., |

2.12. Quan ly co s& dir liéu WINS
Ban phai tich cuc quan Iy WINS hau duy tri tinh hiéu qua cta hoat dong phan giai
tén trén mang. Nhitng muc ti€p theo trinh bay cac tac vu quan 1y thong thuong.

2.12.1.Khio sat két qua anh xa trong co sé dir liéu WINS

Khi thu muc Active Registrations dugc chon ¢ khung bén tréi, khung bén phai cta
console WINS s¢ liét ké nhiing mau tin ban d3 chon xem. Mdi muc nhap biéu thi mot
mau tin trong co s& dir liéu WINS. Bén trai myc nhap xuat hién mot trong hai biéu
tugng. Biéu twong nhiéu may tinh néu rd két qua anh xa 1a tén nhom, ving, nhom
Internet. Anh xa con cho biét thém nhirng thong tin sau day:

Record Name: Tén NetBIOS hoan chinh ctia may tinh, nhom, hay dich vu dang
ky trong co s& dir lidu .

Type: Loai mau tin phdi hop véi két qua anh xa nay, nhu 00h Workstation.

IP Adress: Dia chi IP phdi hop vé6i két qua anh xa.

State: Trang thai cia mau tin, chang han Active (hoat dong) hay Released (duoc
giai phong)

Owner: Dia chi IP cia may phuc vu WINS s¢ hiru mau tin.

Version: SH hiéu phién ban cta co s¢ dit licu nguén,tﬁ:c noi mau tin tao thanh.

Expiration: Ngay/gio hét hiéu luc két qua 4nh xa,cac 4nh xa tinh c6 xac lap
Expiration la Infinite, c6 nghia chiing c6 hi¢u lyc vo thoi han (trir khi bi chong
hay xo04 di).

2.12.2.Kiém tra tinh nhit quan cia co sé dir lifu WINS

Ap dung cach sau dé ki€m tra tinh nhat quan cta co s¢ dir liu:

+ Nhip nat phai chudt 1én may phuc vu can sit Iy trong console WINS, chon
Properties,
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CAOTHAMHTAM [192.168.1.4] Properties 7 | XI

General I Intervalz Databasze Werification I Advanced I

I+ 2fernify databaze consistency ewvens: |24 hiours
Hours: Minutes: Seconds:

Begin verifving at: I2 ::ll IU ﬁ IEI j

kd agimum number of records verified each period:
ISDDDD

Werify against:

= Owner servers

i~ Bandomly selected partners

Ok I Cancel I Apply I

+ Trén trang Database Verification, chon Verify Database Consistency
Every...G0 tan s6 kiém tra vi du 24 gi¢ /lan hay 48 gi¢ /lan.
+ O truong Begin Verify At, go thoi diém bat dau kiém tra, dua vao chu ky 24 gio.

Néu can, dinh rd gia tri Maximum Number Of Records Verified Each Priod. Gia
tri mac dinh 1a 30000.

C6 thé kiém tra méu tin dya vao cac may phuc vu chu s¢ hitu hay dya vao nhiing d6i
tac dugc chon ngau nhién. Phuong phap chon ngau nhién cho két qua chinh xac nhat
trén mang rat 16n, noi ban khong thé kiém tra toan bo mau tin trong chi mot 1an. Con
khong thi hay chon aner Server dé kiém tra mau tin trén may phuc vu dugc chi
dinh la chu so hitu mau tin.
+ Nhap OK khi xong viéc.

2.13. Sao Iru va phuc hoi co sé dir liéu WINS
2.13.1.Lap cAu hinh cho WINS tw dong sao lru
Mac dinh co sé dir li§u WINS khoéng duoc sao luu. Néu co s& dit liéu gap su ¢d, ban
s€ v6 phuong phuc ho6i. Nham bao toan co s dir liéu trude nhiing sy c6 bat ky, hay
thiét 1ap ché dg sao luu ty dong hay ty minh thyuc hién sao luu theo dinh ky.
+ Nhip phai chudt vao may phuc vu mong mudn trong console WINS, chon
Properties.

+ Trén General, gd duong dan thu muc s& chira ban sao luu vao truong Default
Backup Path. Nhap Browse néu muon duy¢t tim thu muc,
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CADTHANHTAM [192.168.1.4] Properties i B

General | Intewalsl D atabase Velificatinnl Advanced I

% WS Server

v Automatically update statistics eveny:

Hours: Minutes:  Seconds:
s | =1 =1
== I == N =

Databaze backup
Default backup path:

|| Browse... |

v Back up database during server shutdown

Ok I Cancel | Apply |

+ Chon Backup Database During Server Shutdown nham dam bao co s& dit liéu
duoc sao luu moi khi may phuc vu WINS ngirng van hanh.

+ Nhép OK, co s¢ dir lidu s€ tu dong duogc sao luu cir 3 gi(‘y/lﬁn.

2.13.2.Phuc hoi co sé dir li¢u

Diéu kién dé phuc hoi 1a phai c6 san ban sao luu hoan chinh cuia co sé dit liéu WINS.
+ Chon may phuc vu can lam viéc trong console WINS

+ Nhép menu Action, chon All Tasks->Stop.

+ Chon Retore Database ciing tr menu Action.

+ Trong Browse For Folder, chon thu muc con wins_back, von chira ban sao luu
mai nhat, r61 nhap OK.

+ Néu phuc hdi thanh cong, co s¢ dir licu WINS s¢ duoc tra Ve trang thai tai thoi
diém sao luu. Chon Action—> AllTasks—> Start.

+ Truong hop phuc hoi that bai, ¢6 18 ban phai xod moi tap tin WINS va lai tao dung
tur dau.
2.13.3.Xo04 tring WINS va bit dau véi co sé dir liéu méi

Néu WINS khong phuc hoi tir ban sao luu hay khong khoi dong binh thuong, giai
phép 1a xo04 trdng moi1 mau tin va nhat ky WINS, sau d6 xay dung tat ca tir co s¢ dir
liéu moi. Theo cac budc sau:
1. Trong Console WINS, chon Properties tir menu tit cia may phuc vu can
lam viéc.
2. Trén trang Advanced, luu y duong dan thu muc & truong Database Path,
nhap OK dong hop thoai lai.
3. Chon Action—> AllTasks—> Stop ngirng van hanh may phuc vu.

4. M6 Microsoft Windows Explorer, xo4 tat ca tip tin trong thu muyc co s& dit
liéu WINS.
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5. Trong Console WINS nhap nit phai chudt vao may phuc vu dang dinh phuc
hoi, chon AllTasks=>Start khoi dong lai may phuc vu WINS,

CAOTHANHTAM [192.168.1.4] Properties 2=

General | Intervals | Database Verification Advanced |

[ iLog detailed events to Windows event log

Detailed event logging can degrade system performance and is
recommened only for troubleshooting WIMS.

v Enable burzt handling

Set the number of requests that the zerver can handle at one time
befare clients have to retry registration or renewal.

 Low = High

f+ Medium " Custom: I

Databaze path:

IZwindirZ'\syStemSE\.wins

Starting werzion 1D [hexadecimal):
ID

W Use computer names that are compatible with LM Manager

(u] 4 I Cancel Apply

Bai tap thuc hanh cua hoc vién
1. Cai dgt va chu hinh dich vu DHCP.
2. Cai dat va cau hinh dich vu WINS

Huéng din thue hién:
1. Cai @it va cAu hinh dich va DHCP
a). CAI PAT DHCP

Cac may khéch s€ nhan dia chi IP mot cach tu dong tur dich vu cép phat dia chi
dong DHCP. Dic vu nay dugc cai dit trén may chu nhu sau:

&, Accessibilty Options
== Add Hardware

Administrator ; Instal or remave programs and Windows campanerts
E Manage Your Server o dry computer % :‘:Z:YOE“D"S
. I Fonts
Clyge ey &= Game Controllers
\ﬁ! Adrinistrative Tools » 4 Internet Options
vl Y o
Command Prarmpk 7y Mouse
i Q) belp and Support & Mebwork Conmections 3
@ Notepad /_:) Search i Phone and Modem Options
4%, Power Options
® Windows Media Player =7 Bun.... ©2 Printers and Faxes >
@ Regional and Language Options
é Internet Explorer ‘= Scanners and Cameras 3
(4] Scheduled Tasks 3
%ﬁ% AwRack Sound Effect Manager
@, Sounds and Audio Devices
all prograrns » a¢ Speech
4 Stored User Mames and Passwords
Log Off Eb] ShUEBONT g ot

B si14Fm

[#istart | (2 @& © | © windows MediaPlayer | [ 5 Micros gl Taskbar and Stark Meru
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Start / control panel / Add or remove programs(Start/ Settings / control panel /
Add or remove programs), xuat hién hop thoai Add or remove programs click biéu
tuong Add/remove Windows Components. S€ xuat hién hdp thoai sau:

windows Components Wizard

wWindows Components
“'ou can add or remove components of Windowes.

To add or remove a component, click the checkbox A shaded box means that anly
part of the component will be installed. To zee what's included in a component. click
Details.

Components:

:E- Internet Explarer Enhanced Security Configuration 0.0 MEB ;I
(| gzj ki anagement and konitaring Tools E.1 MBE
=21 Metwarking Services
| Eg] Other Metwork. File and Frint Services 0.0 ME

[ ™ Fermnte [nstallation Services 2N MR ;I

Deszcription: Containg a wariety of specialized. nebwork-related services and protocols.

Total dizk space required: 2.4 MB
Space available on dizk: 1815.7 B

< Back I Mes:t = I Cancel | Helz I

Di chuyén thanh sdng dén muc Networking Service va nhan ntt Details s¢
xuat hi¢n ctra s6 Networking Services.

Trong cira sO Networking Services danh dau chon muc Dynamic Host
Configuration Protocol (DHCP) va nhan OK.

Networking Services |

To add or remove a component, click the check box. A shaded box means that anly part
of the component will be installed. To see what's included in a component, click Details.

Subcomponents of Metwaorking Services:
| Dl:nmain Marne Sypstermn [DMS) 1.6 MBE ;I
EI: Dynamic Host Configuration Protocal [DHCF] 0.0ME
[ Intermet Authentication Service 0.0MBE
O = RPC over HTTF Prasy 0.0 ME
[ Simple TCPAF Services 0.0MB
| 'W'indu:uws Internet Mame Service MwIRS) 0.9 MBE

[

Dezcription:  Setz up a DHCP server that automatically aszigns temporary [P
addreszes to client computerz on the zame nebwark.

Total dizk zpace required: 3.4 MB Cisiails |
Space available on dizk: 1815.8 MB
(] I Cancel |

Tré lai hop thoai Networking Services chon Next dé tiép tuc.
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wWindows Components Wizard

Windows Components
rou can add or remove components of Windows.

To add or remowve a component, click the checkbox. A shaded box means that only
part of the component will be installed. To zee what's included in a component, click

Details
Components:

’;- Internet E=plorer Enhanced Securnity Configuration 0.0 MB ;I
(] E:,] Fanagement and FMonitoring Tools

O gg] Other Metwork File and Print Services 3
1 1™ B ernnte Tnstallation Sernvicas =2
Dezcriptior:  Contains a variety of specialized, network-related services and protocols.

Total dizk space required: 3.4 MB
Space available on digk: 1815.7 ME

< Back I Meat = I Cancel I Help I

Windows s& cdu hinh va cai dit cac thanh phan cua dich vu DHCP. Trong qaa
trinh cai dat Windows doi hoi phai Insert dia DVD Windows Server 2003 vao.

wWindows Components YWizard

Configuring Components
Setup iz making the configuration changes you requested.

IT—I_;-'- Pleaze wait while Setup configures the components. This may take
i = ] zeveral minutes, depending on the components selected.

Status: Completing configuration of Cluster Service. ..

|

< Back I Hiest = I Helx |

i Pén khi hop thoai Completing The Windows Components Wizard, chon Finish
deé hoan tat.

b). CAU HINH DICH VU DHCP
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Tir menu Start / Programs/ Administrative Tools / DHCP. Ctra s6 DHCP xuét
hién.

IF7) Accessories

IF7) ACD Systems

[ B3 certification Authority

IF7) Just Clickin'Ses » 22y Cluster Administrator

I£7) Microsoft OFfice Toolks > § Component Services

[T PrintMe Internet Printing  » (@) Camputer Management

I Realtsk Sound Manager  » #  Configure Your Server Wizard

IF7) Startup Data Sources (ODEC)

0ES| Adobe Reader 5.0 HCP

4 Internet Explorer Distributed Fil rem
Hew Ofico Document Evert viewer | 22o o cE e S ae g the Dynomi o
Microsaft Excel 42 Licensing
Microsoft FrontPage BB Local Security Policy

Open OFfice Docurment

windows Catalog Microsoft Gutlook # Manage Your Server

icrosoft PovserPoint % Microsoft \MET Framework 1.1 Configuration
s U W] Microsoft Word o Microsoft JNET Framework 1.1 Wizards
Outlook Express @ network Load Balancing Manager

Remote Assistance BF Performance

Documents 22 Remote Deskiops
= Routing and Remote Access

Settings ‘B Server Extensions Administrator

% Services

Search
& Terminal Server Licensing

Help and Support 53 Terminal Services Configuration
%F Terminal Services Manager

Sesver 2003 Enterprise Ediion

Bun..

Shut Down...

distart | [ & © | & windows Media Flayer | B s icrosaft ward Far w... =| B2 pHee | E|RB 741Pm

Trong cira s6 DHCP. Chon menu Action / New Scope.
=0 x|

File Action Wew Help

¢~ | AmEX2EHB| 2| B
[192.168.1.3]
Cankents of DHCP Server | 8

There are no ikems ko show in this view,

1| | I
| | |

Hop thoai New Scope Wizard xuét hién chon Next dé tiép tuc.

MNew Scope Wizard

Welcome to the MNew Scope
vWizard

Thiz wizard helps vou set up a scope for distributing 1P
addresses o computers on pour network.

To continue, click MNext

< Back Cancel I

Hop thoai Scope Name xuét hién, nhap tén va chu thich cho Scope. Sau dé
chon Next .
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New Scope Wizard

Scope Name —
“rou have to provide an identifying scope name. v'ou also have the option of

providing a description.

Type a name and description for thiz scope. This information helps vou quickly identify
hiowe the zcope iz to be used on pour network.

Marme: IHUAN

Diescription: IKTV

< Back

Cancel I

Hop thoai IP Address Range xuét hién. Nhap dia chi bt dau va dia chi két thuccho
ddy dia chi cap phat, dong thoi nhap dia chi Subnet mask. R61 chon Next dé€ sang budc
tiép theo.

New Scope Wizard

IP Address Range e
r'ou define the scope address range by identifving a zet of conzecutive IP

addresses.

Enter the range of addresses that the scope diztributes.
Start |P address; | 192 .7168. 1 . 4

End IP address: 192 168 . 1 . &0

A subnet mask defines how many bitz of an IP address to uze for the netwaork./zubnet
D¢ and how mary bitz to uze for the host [D. 'ou can gpecify the subnet magk by
length or as an IP address.

Length: =

Subnet mask: I 255 255 . 265 . 254

< Back I Mext » I Cancel I

Hop thoai Add Exculusions dung dé xac dinh diy dia chi can loai bo ra khoi
danh sach dia chi cap phat ctia budc trén.

New Scope Wizard

Add Exclusions —
Excluzions are addreszes or a range of addreszes that are not distibuted by the

FEIVET

Type the [P address range that you want ta exclude. IF you want to exclude a single
address, type an address in Start [P address anly,

Start IP address: End P address:
||. o o Add

Eemayve |

Ewcluded address ranoe:

< Back I Mest = I Cancel
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Trong hop thoai Lease Duration, cho biét thoi gian ma céc may Client c6 thé st
dung cac dia chi IP nay. Mac dinh & day la 8 ngay. Chon Next dé tiép tuc.

MNew Scope Wizard

Lease Duration ——m
The leaze duration zpecifiez how long a client can use an IP addresz from this

sCOpE.

Leasze durations should typically be equal to the average time the computer iz
connected ko the game phyzical network. For mobile networks that consigt mainly of
portable computers or dial-up clients, shorter leaze durations can be useful.
Likewize, far a stable network that consists mainly of desktop computers at fized
locations, longer leaze durations are more appropriate.

S et the duration for zcope leazes when distributed by this zerver.

Lirnited to:

Dayps: Hours: Minutes:
=1 =1 =1

122 I | o = o |

< Back Cancel |

Hop thoai Configure DHCP Options xuat hién. Ta c6 thé chon Yes, I want to
configure these option now (dé thiétt 1ap thém cac cau hinh tuy chon khac), hodc chon
No, I will configure these options later (d¢ hoan tat viéc cau hinh cho Scope). Chon No,
I will configure these options later, nhan Next dé tiép tuc.

Mew Scope Wizard

Configure DHCP Options o
'ou have to configure the most common DHCP options before clients can use the

SCOpE.

Wwhen clients obtain an address. they are given DHCF options such as the IP
addrezzesz of routers [default gatewaypsz], DMNS servers, and WIS settings for that

SCOQE.

The settings you zelect here are for thiz scope and overide settings configured in the
Server Optionz falder far thiz server.

Do pou want to configure the DHCP options far thiz scope fnow?
" Yesz, | want to configure these options now

" Mo, | will configure these optiohs later

Cancel |

Trong hop thoai Activate scope hoi ta c6 mudn kich hoat Scope nay khong. Vi
Scope chi co6 thé cap phat dia chi khi dugc kich hoat. Chon Yes, I want to activate this
scope now. Nhan Next dé ti€p tuc.
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MNew Scope Wizard

Activate Scope T
Clisnts can obtain address leases only if & scope iz activated.

Do you want to activate this scope now?

i+ “Yes, | want ko activate this scope now

Mo, | will activate thiz scope later

< Back

Cancel I

Hop thoai Completing The New Scope Wizard thong bao viéc thiét 14p cAu

hinh cho scope d4 hoan tat, nhan Finish dé két thuc.

2. Cai dit va cAu hinh dich vu WINS

a). Cai dit WINS

+ Budce 1: Click Stars->Setting->Control Panel
+ Budc 2: Click dap biéu tuong Add/Remove Programs.
+ Budce 3: Click Add/Remove Windows Components, Click Next.

+ Budc 4: Di chuyén thanh sang dén muc Networking Service va nhan nut Details
s& xuat hién ctra s6 Networking Services.
+ Budc 5: Trong ctra $b Networking Services danh d4u chon muc Windows
Internet Name Service(WINS) va nhéan OK.

+ Budc 6: Trd lai hop thoai Networking Services chon Next dé tiép tuc.

+ Budc 7: Trong qua trinh cai dat Windows doi hoi phai Insert dia DVD Windows
Server 2003 vao.

+ Budc 8: Dén khi hop thoai Completing The Windows Components Wizard,
chon Finish dé hoan tat.

b). Céu hinh may phuc vu WINS

Khi cai dit may phuc vu WINS may phuc dugc 1ap cAu hinh. vé&i cac xac lap mac
dinh, ban c6 thé thay do6i xac 1ap méc dinh:

Trong console WINS, nhép nat phai chudt vao may phuc vu can lam viéc,chon
properties md hop thoai sau,
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CAOTHANHTAM [192.168.1.4] Properkies 2=

General I Intervals I [ atabase YWerification I Advanced I

% WIS Server

W Automatically update statistics even

Hours: Minutes:  Seconds:
= = =
ID I | I‘I o I | 0 =

D atabaze backup
Liefault backup path:

I Erowse. .. |

[ Back up database during zerver shutdown

Thay doi gida tri thudc tinh trén céc trang Genaral, Interval, Database
Verification, Advance.

Click OK khi xong viéc.
¢). Cau hinh may khach WINS

Trén desktop, Click chudt phai vao My Network Place chon Properties, Click
phai vao Local Connection chon Properties.

Click do6i vai Internet Protocol(TCP/IP), Click vao Advanced, chon WINS.

General I

Y'ou can get IP zettings azsigned autamatically if your network supparts
thiz capability. Otherwize, vou need to azk pour nebwork, administrator for
the appropriate |P zettings.

" Obtain an IP address automatically

% Use the following IP address:

IP address: [192 168, 1 .1
Subnet mazk: I 280 0 2R5 25 . 0
Default gateway: I

| Dbtain DHE senven address autamatically

% Use the following DMS server addiesses;

Frefered DMS server: I 192 168 . 1 . 1

Alternate DMS server: I

ak. | Cancel |

Chon tiép Add, nhap vao IP cua WINS server, Click Add..
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WINS server:

Add Cancel

d). B6 sung may chi WINS

Khi cai ddt may phuc vu méi, may nay dugc lap c4u hinh. véi cac xac 1ap mic dinh.
Ban c6 thé xem va va thay d6i xac 14p mic dinh bat ctr luc ndo thong qua console
WINS. Console WINS truy cap tir thuy muc Adminitrative Tools (common), 1a noi
ban quan 1y cic may phuc vu WINS trén mang. Cira s6 chinh ciia console WINS;
duoc chia thanh hai khung. Khung bén trai liét ké may phuc vu WINS trong vung
theo dia chi IP, ké ca may tinh cuc bd, néu day ciing 13 may phuc vu WINS.

T =10l
|J Action  Wiew |Ji- #|@|@|@

Tree | WINS
WIS WINS
. H Server Status ﬂ Server Status

EB CAOTHANHTAM [192,168.1.4] ﬁ CAOTHANHTAM [192,168.1.4]

{ | 2
| | |

Neu mét may phuc vu WINS can 1ap c4u hinh khong c6 tén trong console WINS,
tién hanh b sung vao console nhu sau:

+ Budc 1: Click nut phai chudt vao WINS bén khung trai,chon Add Server.

+ Budc 2: GO dia chi IP hay tén may tinh cua mdy phuc vu WINS duoc quan 1y

Tupe the MetBIOS name or IF address of the WINS server that pou
watt to add to the list of servers,

WIMNS server:

|| Brawse...

ak. Cancel

+ Budc 3: Click OK.Khung bén trai Xuét hién thém muc nhap danh cho may phuc
vu WINS nay
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e). Khéi dong va ngirng WINS:

Cong tac quan ly may phuc vu WINS dugc thuc hién qua Windows Internet
Naming Service. Tuong tu moi dich vu khac, ban c6 thé khoi dong, ngung hin hay tam
dirng tiép tuc chay WINS trong thu muc Servers cia Computer Management hay tir
dong Iénh.

Dé quan 1y may phuc vu WINS thong qua Computer Management Click nut phai
chudt vao WINS, chon All Task, Start, Stop, Pause, Resume, Restart tuy tinh hué)ng.
Ciing c6 thé quan 1y WINS trong console WINS: Click nit phai chudt vao “may phuc
vu” s€ dugc quan ly trong console WINS chon All Tasks, chon tiép Start, Stop, Pause,
Resume, Restart, tuy tinh hubng.

Bai tap nang cao:

‘ CAu hinh DHCP trén Windows Server dé cap IP dong cho 1 mang noi bo véi yéu
cau nhu sau

- C4p 50 dia chi IP nhu sau: 178.10.10.100 - 178.10.10.150

- Trong 50 dia chi IP do tién hanh giir cac IP sau 178.10.10.140 - 178.10.10.145 dé dung
riéng va khong cap céc IP nay cho cac mdy con

Nhiing trong tim can chu y trong bai:
- Mo ta dugc su hoat dong cua dich vu DHCP va WINS;
- Cai ddt va cAu hinh duoc dich vy DHCP va WINS
Yéu ciu vé danh gia két qua hoc tap:
Noi dung:
+ V& kién thirc:
- M6 ta dugc su hoat dong ctia dich vu DHCP va WINS
+ Vé k¥ nang: Cai dat va cau hinh duoc dich vu DHCP va WINS
+ Nang luc tu chu va trach nhiém: Ti mi, cin than, chinh xac, ngan nép trong cong vigc.
Phwong phap:
+ Vé kién thirc: Puoc danh gia bang hinh thirc kiém tra viét, tric nghiém, van dap
+Veé k¥ nang: Cai dat va cAu hinh duoc dich vu DHCP va WINS.

+ Nang luc tu cha va trach nhiém: Ti mi, can than, chinh x4c, ngan nap trong cong
viéc.
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Bai 8: QUAN TRI MAY IN

Ma bai: MD 14 - 08
Muc tiéu:

- MO ta vé md hinh va thuét ngit dugc sir dung cho tac vu in an trong Windows;
- Cai dat mot may in logic trén mét may chu in an;

- Chuan bi mot may chu in an cho cac may tram;

- Két néi mot may tram in an dén mot may in logic trén may chil in an;

- Quan tri hang doi in 4n va cac dic tinh may in;

- Xur 1y su b cac 161 vé may in.

- Thuyec hién cac thao tac an toan v4i may tinh.

Noi dung chinh:
1. Cai dat may in
Muc tiéu:

+ Cai dat duoc may in cho server va qua mang.

Trudc khi ban c6 thé truy xuat vao thiét bi may in vat Iy thong qua hé diéu hanh
Windows Server 2003 thi ban phai tao ra mot may in logic. Néu may in ctia ban ¢
tinh nang Plug and Play thi may in d6 s& dugc nhan dién ra ngay khi no dugc
gin vao may tinh dung hé diéu hanh Windows Server 2003. Tién ich Found
New Hardware Wizard sé ty dong bat 1én. Tién ich nay s& huéng dan cho ban
tirng budc dé cai dat may in. Néu hé diéu hanh nhan dién khong chinh x4c thi ban
dung dia DVD duoc hing san xuit cung cap kém theo mdy dé cai dit.

Ngoai ra, ban cting co thé tu minh thuc hién tao ra mot may in logic b@fmg cach
st dung tién ich Add Printer Wizard. Pé c6 thé tao ra mot mdy in logic trong
Windows Server 2003 thi truéc hét ban phai ding nhap vao hé thong véi vai tro
la mot thanh vién cua nhom Administrators hay nhom Power Users (trong truong
hop day 12 mot Server thanh vién) hay nhom Server Operators (trong truong
hop day la mét domain controller).

Ban c6 thé tao ra mot may in logic cuc bo twong Gmg véi mot mdy in vat 1y duoc
gan truc tiép vao may tinh cuc b cua minh hodc twong mg v6i mot may in mang
(mdy in mang dugc gan vao mot may tinh khac trong mang hay mot thiét bi Print
Server). Muén thao tac bang tay dé tao ra mot may in cuc bd hay mdt may in mang,
chung ta lan luot thue hién céc thao tac sau day:

Nhép chuot chon Start, roi chon Printers And Faxes.

Nhép chudt vao biéu tuong Add Printer, ti¢én ich Add Printer Wizard s¢ duoc
khoi dong. Nhap chudt vao nit Next dé tiép tuc.
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Hop thoai Local Or Network Printer xuat hién. Ban nhip vao tiy chon
Local Printer Attached To This Computer trong truong hop ban c6 mét may in
vat Iy gan truc tiép vao mdy tinh ctia minh. Néu truong hop ta dang tao ra mot
may in logic Ung voi mot may in mang thi ta nhap vao tuy chon A Printer
Attached To Another Computer. Néu may in duoc gin truc tiép vao may tinh,
ban c6 thé chon thém tinh ning Automatically Detect And Install My Plug And
Play Printer. Ty chon nay cho phép hé théng tu dong quét may tinh ctia ban dé
phat hién ra cac may in Plug and Play, va tu dong cai dat cdc may in d6 cho ban.
Khi d3 hoan tat viéc chon Iya, nhip chudt vao nut Next dé sang budc ké tiép.

Néu may in vat 1y da dugc tu dong nhan dién béng tién ich Found New
Hardware Wizard. Ti¢n ich nay s€ huéng dan ban ti€p tuc cai dat driver may in qua
tung budc.

Hop thoai Print Test Page xuat hién. Néu thiét bi may in dugc gén truc tiép vao
may tinh cua ban, ban nén in thr mdt trang kiém tra dé xac nhén rﬁng moi thur déu
duoc ciu hinh chinh xAc. Nguoc lai, néu may in la may in mang thi ban nén bo qua
budc ndy. Nhap chudt vao niat Next dé sang budc ké tiép.

Hop thoai Completing The Add Printer Wizard hién ra. Hop thoai nay dem
dén cho ching ta mdt co ho1 dé xac nhan rang tat ca cac thudc tinh may in da dugc
xac 13p chinh xac. Néu ban phat hién c6 thong tin nao khong chinh xéac, hay nhap
chudt vao nut Back dé quay lai stra chira thong tin cho ding.

Con néu nhan théy moi thtt déu 6n ca thi ban nhép chudt vao nut Finish.

Mot biéu twong may in mdi s& hién ra trong cira s6 Printer And Faxes.
Theo mac dinh, may in sé duoc chia sé.

2. Quén ly thugc tinh may in
Muc tiéu:

+ Trinh bay dugc céac thudc tinh ctia may in..

2.1. Cau hinh Layout

Trong hop thoai Printing Preferences, chon Tab Layout. Sau d6 trong muc
Orientation, ban chon cach thuc in trang theo chiéu ngang hay chiéu doc. Trong
muc Page Order, ban chon in tur trang dau dén trang cudi cua tai liéu hodc in theo
thir tu nguoc lai. Trong muc Pages Per Sheet, ban chon sb trang tai liéu s€ dugc in
trén mot trang gidy.

2.2. Gidy va chit lugng in
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Ciing trong hop thoai Printing Preferences, dé qui dinh gidy va chit luong
in, chung ta chon Tab Paper/Quality. Cac tuy chon trong Tab Paper/Quality phu
thudc vao dic tinh cua may in. Vi dy, may in chi co thé cung cép mot tuy chon 1a
Paper Source. Con d6i v6i may in HP OfficeJet Pro Cxi, chiing ta c6 cac tiy chon
la: Paper Source, Media, Quality Settings va Color

2.3. Cac thong s6 mé rong

Nhip chudt vao nit Advanced & goc dudi bén phai cia hop thoai Printing
Preferences. Hop thoai Advanced Options xuét hién cho phép ban diéu chinh céc
thong s6 mé rong. Chung ta c6 thé ¢6 cac tiy chon ctia mdy in nhu: Paper/Output,
Graphic, Document Options, va Printer Features. Cac thong s md rong c6
trong hop thoai Advanced Options phu thudc vao driver may in ma ban dang su
dung.

3. Cau hinh chia sé may in
Muc tiéu:

+ Trinh bay dugc céac thudc tinh ciia may in..

Nhép phai chudt 1én may in, chon Properties. Hop thoai Properties xuit hién,
ban chon Tab Sharing. Pé chia s¢ mdy in nay cho nhiéu nguoi dung, ban nhap
chudt chon Share this printer. Trong muc Share name, ban nhdp vao tén chia sé
ctia mdy in, tén nay s& dugc nhin thay trén mang. Ban cling c6 thé nhap chon muc
List In The Directory dé cho phép ngudi dung c6 thé tim kiém may in thong qua
Active Directory theo mét vai thudc tinh dac trung nao do.

Ngoai ra, trong Tab Sharing, ta c6 thé cAu hinh driver hd trg cho ciac may tram sir
dung may in trong truong hop may tram khong phai la Windows Server 2003. Day
1a mot tinh nang can thiét vi nd cho phép chi dinh cac driver hd tro in dé cac may
tram co thé tai vé mot cach tu dong. Méc dinh, driver duy nhat duoc nap vao la
driver cua hang Intel cho cic may tram la Windows 2000, Windows Server
2003, va Windows XP. Pé cung cip thém cac driver cho may tram khac, ban nhap
chudt vao nit Additional Drivers nam phia duéi Tab Sharing. Hop thoai
Additional Drivers xuit hién. Windows Server 2003 hd tro cic driver thém
vao cho cac Client 13 mot trong nhitng hé diéu hanh sau:
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- Itanium Windows XP hay Windows 20
Server 2003.

‘You can install additional drivers so that users on the Following systems
can download them automatically when they connect.

Processor | Wersion | Inskalled |
O ttanium  Windows %P and Windows Server 2... Mo
. . %36 windows 2000, Windows XP and Wi... Yes
- x86 Windows 2000, Windows XP, hay O xs6  indows 95, Windows 98, and Win... Mo
. - . O i .
Windows Server 2003 (mac dinh). X0 Windons T 4D "

- x86 Windows 95, Windows 98, hay
Windows Millennium Edition.

0

- x86 Windows NT 4.

4. Cau hinh thong s6 port
Muc tiéu:

+ Trinh bay dugc ¥ nghia cac thong sd trong tab Port.
4.1. Cau hinh cac thong sé trong Tab Port

Trong hop thoai Properties, ban chon Tab Port dé ciu hinh tit ca cac port
dd dugc dinh nghia cho mdy in su dung. Mot poert duoc dinh nghia nhu mot
interface sé cho phép may tinh giao tiép véi thiét bi may in. Windows Server 2003
hd trg cac port vat 1y (local port) va cac port TCP/IP chuan (port logic).
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Port vit 1y chi duoc sir dung khi ta gin tryc tiép may in vao may tinh. Trong
truong hop Windows Server 2003 dang dugc trién khai trong mot nhom lam vi¢e

nho, hau nhu ban phai gan may 2l x|
in vao pOrt LPT1. Color Management I SecLity | Device Settings
General I Sharing Parts | Adwvanced
Port TCP/IP chuan duoc st

dung khi may in c6 thé két no1 _ : - :
X . R , . Prrint ta the follawing portfz]. D ocuments will print to the first free
tryc ti€p vao mang (trén may in checked port.

cO ho tI'(_)' port RJ45) va méy n Fort | [ ezcription | Prirter :I
ndy c6 mot dia chi IP dé nhan |5t seral P
.2 ) , . COmM2: Serial Part

dang. Uu diém cta mdy in mang Sl NP
la toc d0 in nhanh hon mdy in O cams: Serial Port

bA N . ’ thi\ dvt b/\t k‘ O FILE: Print to File
cuc bo va may in co the dat bat ki IP 1722914150 Standard TCP/IP Port
noi nao trong h¢ thong mang. Khi a| |
do ban CEEH Chl dlrl'lh mOt })Ol't &dd Port... Delete Part | Configure Part...
TCP/IP va khai bao dia chi IP
cua méy in mang. Cflng vai ViéC I™ | Eniable bidirectional suppart

, N X N . N ~ [” Enable printer pocling

x04 va cau hinh lai mdt port da
ton tai, ban cling c6 thé thiét lap
printer pooling va di€u hudng Close | Cancel Apply
cac cong viéc in an dén mot may
in khac.

4.2. Printer Pooling

Printer pool dugc sit dung nhim phdi hop nhidu may in vat 1y vi mot may
in logic, dugc minh hoa nhu hinh bén dudi. Loi ich cta viéc st dung printer pool
la may in ranh dau tién s& thuc hién thao tac in 4n cho ban. Tinh nang nay rat hitu
dung trong truong hop ta c6 mdt nhom cac may in vat ly dugc chia sé cho mdt
nhom nguoi dung, vi du nhu 1a nhém céc thu ky

Print Server
Printer - Sales

DPé céu hinh mot printer pool, ban nhép chudt vao tuy chon Enable Printer
Pooling nim & phia dudi Tab Port trong hop thoai Properties. Sau do, kiém tra lai
tat ca cac port ma ta dy dinh gin cic may in vat 1y trong printer pool vao. Néu ta
khong chon tiy chon Enable Printer Pooling thi ta chi c6 mot port duy nhat cho
mdi may in. Cha ¥ tit ca cic mdy in vat 1y trong mot printer pool phai sit dung
cung mot driver may in.
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!; HP Properties

Color bManagement
General |

-]

==

HP

| Securty I

Sharing Paorts

2]

Device Settings
Advahced

Print ta the fallowing port(s]. Documents will print ta the first free

checked port.
Port I Diescription I Printer ﬂ
LI comi: Serial Part
| Serial Part
COM3: Senal Port
COM4: Senal Port
O FILE: Frint to File

IP_172.29.14150

4]

Standard TCPAP Port

3

Add Port... Delete Port | Configure Port,..
™ Enatle bidirectional suppart
¥ Enable printer pocling
Cloze I Cance] | Aipply

4.3. Dieu huwong tac vu in dén mot may in khac

Néu mét may in vat ly ctia ban bi hu, ban c6 thé chuyén tat ca cac tac vu in an
ciia may in bi hu sang mot may in khac. Pé lam duoc diéu nay, trudc hét ban phai
dam bao may in mdi phai c6 driver giéng v6i may in cii. Sau d6, trong Tab Port,
ban nhép chudt vao nat Add Port, chon Local port 161 chon tiép New Port. Hop
thoai Port Name xuat hién, g0 vao tén UNC cua may in méi theo dinh dang:
\\computername\printer_sharename.

2 HP Properties

Color Management |
General I

-

2]

Security | Device Settings

Sharing Parts | Advanced

HF

Printer Porks

Available port byvpes:

Standard TCPSIP Park

Mew Port Type. .. | Mew Port, .. | Cancel |
x|
[ Enter a port name:
|Whserver2AHP2 Cancel |
Cloze | Cancel | Lpply |

5. CAu hinh tab advanced
Muc tiéu:
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+ Trinh bay dugc ¥ nghia cac thong sb trong tab Advanced.

5.1. Cac thong s ciia Tab Advanced

21X
Trong hop thoai Properties, ban nhép g:f;,:anagimem Sha,ilng Sfcuwpml Demidsfaf:zg:d I
chudt vao Tab Advanced dé diéu € Abnogs available
khién cac dic tinh ctia may in. Ban c6 @ byalslsfom | TO0AM = To [ 500PM X
thé cu hinh céac thudc tinh sau: Proy: [1 =
- Kha néng cla méy in Driver.  |HP Business Inkjet 2250 [PCLSC) x| HewDiiver.. |

£+ Spool print documents o program finishes printing faster
€ Start printing after last page is spooled

A . B , . % Skart prirting jmrmediately
D0 uu tién cua may in

= Print directly ta the printer

[~ Hold mismatched documents
[+ Print spooled documents first

Driver ma may in s€ st dung ™" Keep printed documents

[V Enable advanced printing features

Printing Defaults... | Print Processor.... | Separator Page. . |
= CéC thu@c tinh déng téC (SpOOIing) Close I Cancel Apply |

cua may in

Cach thuc in tai li€u

Ché do in mic dinh

Str dung bd x1r Iy in an nao

Céc trang doc lap

5.2. Kha nang san sang phuc vu cia may in

Thoéng thuong, ching ta can kiém tra kha ning sin sang phuc vu cta may in
trong truong hop ching ta cé nhiéu may in cung st dung mét thiét bi in. Mic dinh
thi tuy chon Always Available luon dugc bat 1én. Do do6, nguoi dung co thé sir
dung may in 24 tiéng mot ngay. Dé gidi han kha ning phuc vu cia may in, ban
chon Available From va chi dinh khoang thoi gian ma mday in s€ phuc vu. Ngoai
khoang thoi gian nay, may in s& khong phuc vu cho bat ki nguoi dung nao.

5.3. D0 wu tién (Printer Priority)

Khi ban dat d§ uu tién, ban s& dinh ra bao nhiéu cong vi¢c s€ dugc gui truc
ti€p vao thiét bi in. Vi duy, ban c¢6 thé sir dung tuy chon nay khi 2 nhém ngudi
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dung cung chia s¢ mdt may in va ban can diéu khién d6 wu tién dbi véi cac
thao tac in 4n trén thiét bi in nay. Trong Tab Advanced cta hop thoai
Properties, ban s€ dat d6 uvu tién bing cac gia tri tur 1 dén 99, véi 1 1a ¢6 d6 uu
tién thap nhat va 99 1a c6 do uu tién cao nhat.

Vi du: gia st 6 mot may in dugc phong ké toan str dung. Nhitng ngudi quan
ly trong phong ké toan luén luén mudn tai liéu cua ho s€ dugc uu tién in ra trudc
cac nhan vién khac. Dé ciu hinh cho viéc sap Xep tht tu nay, ta tao ra mot may in
tén 1a MANAGERS gin vao port LPT1 véi d6 uu tién 1a 99. Sau d6, ciing trén
port LPT1, ta tao thém modt may in nita tén 1a WORKERS vdi d§ uu tién la 1.
Sau do, ta s€ su dung Tab Security trong hop thoai Properties dé gidi han
quyén st dung may in MANAGERS cho nhitng ngudi quan 1y. D6i véi cac nhan
vién con lai trong phong ké toan, ta cho phép ho str dung may in WORKERS (chung
ta s& tim hiéu rd hon vé Security trong phan sau). Khi cac tac vu in xuit phat tir
may in MANAGERS, n6 s€ di vao hang doi ciia cia may in vat Iy v6i do uu tién
cao hon 14 cac tic vy xudt phat tir may in WORKERS. Do dé, tai liéu cua nhitng
nguoi quan ly s€ dugc uu tién in trude.

5.4. Print Driver

Muc Driver trong Tab Advanced cho phép ban chi dinh driver s€ dung cho
may in. Néu ban d3 cau hinh nhiéu may in trén mot may tinh thi ban co thé chon
bat ki driver nao trong cac driver da cai dat. Thao tac thuc hién nhu sau: Nhép
chudt vao nit New Driver dé khai dong Add Printer Driver Wizard. Add
Printer Driver Wizard cho phép ban thuc hién cap nhat cling nhu thém driver méi.

5.5. Spooling

Khi ban cau hinh tuy chon spooling, ban can chi dinh 16 cac tac vy in an s&
duoc day ra duong ong may in hay dugc gui truc tiép dén thiét bi may in. Spooling
c6 nghia 13 céc thao tac in an s& dugc luu trir xudéng dia thanh mot hang doi truoc
khi céc thao tac in nay dugc giri dén may in. Co thé xem spooling gidng nhu 13
bo diéu phdi in 4n néu nhu tai mot thoi diém c6 nhiéu ngudi ding cung luc gdi yéu
cau dén may in. Theo ché do mic dinh, tiy chon spooling s& duoc bat 1én san.

5.6. Print Options

Phia du6i Tab Advance c6 chtra bdn tuy chon in 4n. D6 1a cac tiy chon:

- Hold Mismatched Documents: tuy chon nay hiru dung trong trudong hop
ban st dung ché d6 nhiéu biéu miu trong mot may in. Mic dinh thi tiy chon
nay s€ khong dugc bat 1én. Cac tac vu s€ duoc in theo ché do first-in-first-out
(FIFO). Néu ban bat tuy chon nay 1én, hé thé)ng s€ chon uu tién in trudc nhirng
tac vu c6 chung méot biéu mau.
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- Print Spooled Documents First: tuy chon nay qui dinh réng cac tac vu in 4n
duoc dleu hudng xong trudc cac loai tic vu 16n khac. Piéu nay c6 nghia la cac
tac vu in 4n s& c6 d6 uu tién 16n hon céac loai tac vu khac trong qua trinh diéu
hudng. Mac dinh thi tiy chon nay luén duoc bat 1€n gitip gia tang hi¢u qua lam
vi¢c cua may in.

- Keep Printed Documents: tuy chon nay qui dinh rang cac tac vu in an phai
duoc x6a khoi hang doi diéu huéng in an khi cac tac vu nay da hoan tat qua
trinh in. Thong thuong, ban mudn xda cac tac vy in an ngay khi n6 bat dau in
bo1 vi néu chung ta tiép tuc luu trit cAc tac vu nay trong hang doi diéu huong
va doi cho dén khi chiing duoc in xong méi xo6a thi s& phai ton dung luong &
dia cho vi¢c luu trit. Méac dinh thi tiy chon nay s€ khong duoc bat 1én.

- Enable Advanced Printing Features: tuy chon ndy qui dinh ring bat ki céac
tinh ning md rong ndo ma may in cua ban c6 hd trg vi du nhu Page Order
va Pages Per Sheet nén dugc bat 1én. Mac dinh thi tuy chon nay luon dugc
bat 1én. Chi trong truong hop xdy ra cac van dé vé tuong thich thi ban ¢ thé
tat tuy chon nay. Vi du nhu ban dang st dung driver cho mot thiét bi may in
trong tu nhung n6 khong hd tro tat ca cac tinh ning ciia may in. Trong trudng
hop d6, ban nén tit tiy chon nay di.

5.7. Printing Defaults

Nut Printing Defaults nim ¢ goc trai phia dudi cia Tab Advance. Néu
ban nhép chudt vao nut Printing Defaults, hop thoai The Printing Preferences
s& xuét hién. Pay cling chinh la hop thoai s€ xuét hién khi ban nhép chuot vao nut
Printing Preferences trong Tab General

5.8. Print Processor

Bo xu ly in 4n dugc st dung dé qui dinh Windows Server 2003 c6 can phai
thyc hién cac xur 1y bd sung trong cong viéc in 4n hay khong. Bo xtr 1y in 4n
WinPrint mac dinh dugc cai dat va dugc Windows Server 2003 sur dung. B§ xur
Iy in 4n WinPrint c6 thé hd trog mot vai kiéu dit liéu.

Theo mic dinh thi hau hét cac ung dung trén nén Window sur dung chuan EMF
(enhanced metafile) dé goi cac tdc vu dén may in. Chuan EMF dung kiéu dir li¢u
RAW. Kiéu dir li€u nay s€ bao vo1 bd xtr Iy in an 1a tac vu nay khong can phai stra
doi do uu tién khi in. DBi€u nay 1a do nha san xuat phan mém qui dinh.

Bang danh sach cac kiéu dit liéu duoc bo xur Iy in an trong Windows Server 2003
hd tro:

Kiéu dit liéu M6 ta
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RAW (FF appended) | Khong lam thay doi tai liéu in 4n ngoai trir viéc thém vao

RAW (FF Auto) Khong lam thay ddi tai lidu in 4n ngoai trir viéc kiém tra
TEXT Phién dich tat ca cac kiéu dir li¢u van ban don gian va
2
Color Management | Security | Device Settings |
5.9. Separator Pages separacorpage. TR
Separator pages are used at the beginning of each document to make it
easy to find a document among others at the printer.
Separator pages duo’c Su dung tal Separator page: IE:\WINDDWS\system32\pcl.sep
thoi diém bat dau ctia mdi tai liéu nhim
muyc dich dinh dang rd ngudi dung nao o Cenedl
da thyc hién viéc in tai liu nay. NéL} € Star printing after ast page is spooled
nhu méy in khf)l’lg dlIQ’C chia sé thi Ché ¥ Start printing immediately
do Separator pages vo hinh chung s€ gy =~ © Printdiestl to the pinter
ra lang phi gidy in. Néu trong truong hgp I Hedmimetched documerts
may in duoc chia sé cho nhiéu ngudi ding I'f Z!’;:E:;':j :::::::: frst
thl Che do Separator pages Se huu dung ¥ Enable advanced printing features
trong viéc phan phdi cac tac vu in an da ET e T e—— ———
hoan tat.
Cose | Concel | Apow |

Pé thém mot Separator page, ban thuc hién nhu sau: nhap chudt vio nut
Separator page nam & goc phai phia dwéi Tab Advance. Hop thoai Separator
page hién ra, ban nhip chudt vao nat Browse dé chon tip tin Separator page nio
ban muén sir dung.

6. Céu hinh tab security
Muc tiéu:

+ Phan dugc quyén truy cdp may in diing y€u cau cua nguoi st dung.
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6.1. Gioi thi¢u Tab Security

Ching ta c6 thé kiém soat
quyén truy cdp vao may in
Windows Server 2003 cua nguoi
dung cting nhu cac nhom nguoi dung
biang cach cdu hinh quyén in an.
Chung ta ¢ thé cho phép hodc khong
cho phép ngudi dung truy xuat may
in. Ching ta cip quyén in 4n cho
nguoi dung va nhom nguoi dung
thong qua Tab Security trong hop
thoai Properties cua may in.

Bing phin quyén in
nguoi dung

= HP Properties

Sharing I Parts I
Security |

Advanced
Device Settings

General I
Color Management

G[DUD ar LISEr names:

gﬁ CREATOR DWNER

ﬁi Evemone

!ﬁ Print Dperators [METCLASSPrint Operators]
!ﬁ Server Operators [METCLASSServer Operatars)

Add... I Bemaove |

Permmizsions for Adminiztrators Al Deny

Print
tanage Printers
tanage Documents

OBEE
oooo

Special Permizzions

For special permizzions or for advanced settings,
click Adwanced.

Advanced |

21x]

Cloze I

Carzel | Apply

Quyénhan M0 ta
Print Cho phép ngudi dung hodc mot nhom ngudi dung c6 thé két ndi va
Cho phep thyc hién thao tac diéu khién, quan 1y may in. Voi
Manage quyén ndy, ngudi dung hoic nhom nguoi dung ¢ thé dung hoic
_ khot dong lai may in, thay ddi cAu hinh cuia bd diéu tac, chia sé
Printers hodc khong chia sé¢ may in, thay d6i quyén in an, va quan tri cac
thudc tinh cia may in.
Manage Cho phép nguodi dung quan 1y cac tai li€u in qua cac thao tdc dung
g viéc in, khoi dong lai, phuc hoi lai, hodc 1a xo4 tai li€u ra khéi
Documents | hang doi may in. Nguoi dung khong thé di€u khién trang thai cua
may in.
Special Béng cach chon Tab Advanced trong hop thoai Print Permissions,
Permissions [pan co thé quan 1y cac quyén dac biét

Theo mic dinh, bat ki khi nio mét may in dugc tao ra, cac quyén in 4n mic
dinh s& duoc thiét lap. Bang cac quyén in 4n mic dinh:
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Nhom quyén Pugc phép in Quan ly in Quan ly tai li¢u in

X X X

Administrators
X

Creator Owner

X
Everyone

X X X
Print Operators

X X X
Server Operators

6.2. Cap quyén in cho nguwoi diung/nhém ngudi dung

Thong thuong, ban co thé chép nhan quyén in 4n mac dinh d3 duoc thiét lap san.
Tuy nhién, trong mét s6 trudng hop dic biét, ban can phai hiéu chinh lai cac quyén
in cho thich hop. Vi du: Cong ty cua ban vua trang bi cho phong Marketing mot
may in laser mau dat tién, ban khong mudn ai cling duoc phép sir dung may in nay.
Trong truong hop nay, trudc ti€n ban phai bo tuy chon Allow checkbox for the
Everyone group. Sau do, thém nhom Marketing vao trong danh sach cua Tab
Security. Cudi cung ban cip cho nhom Marketing quyén Print. Mudn thém cac
quyén in 4n, ban thuc hién cac budc sau:

1. O Tab Security trong hop thoai Properties ctia may in, nhdp chudt vao nut
Add.

2. Hop thoai Select Users, Computers, Or Groups xuét hién, ban nhap vao
tén cua nguoi dung hodc nhom ngudi dung ma ban dinh cip quyén in an 1oi nhap
chudt vao nat Add. Sau d6, ban chon tit ca cac ngudi ding ma ban mudn cap quyén
va nhap chudt vao nut OK.

Select Users, Computers, or Groups ﬂﬂ
Select thiz object ype:
IUsers, Groups, or Built-in securnty principals Object Types... |
Erom thiz location:
Inetclass.edu.vn Locations... |
Enter the object names to select [examples]:
Tuan Mguyen [tuan@netclass edu vn LCheck Mames I

Advanced... | ak. | Cancel |

A
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3. Chon nguoi dung hodc nhom nguoi dung tu danh sach cac phan quyen sau
do chon Allow dé cap quyén hodc chon Deny dé khong cdp quyén in 4n, cac
quyén quan 1y may in hay cac quyén quan 1y tai liéu in.

Pé loai bé mot nhoém c6 sin trong danh sach phan quyén, ta s& chon nhom d6
va nhap chudt vao nit Remove. Nhém vira chon s€ khong con duoc li¢t ké trong
Tab Security nira va khong thé dugc cap bat ki quyén han in an nao.

7. Quan ly print server
Muc tiéu:

+ Quan ly dugc may in mang.

7.1. HOp thoai quan ly Print Server

Print Server 1a mot mot may tinh trén d6 c6 dinh nghia sin cdc mdy in. Khi
nguoi dung gai mot yéu cau in 4n dén mot may in mang, thi trude tién, yéu cau do
phai duoc gui dén Print Server. No6i cach khac Print Server s& c6 nhiém vu quan
1y tat ca cac may in logic d3 duoc tao ra trén may tinh. Vi tu cach 1a mot Print
Server, may tinh nay phai dia manh dé hd tro cho viéc d6n nhan cac tac vu in 4n va
n6 ciing phai du khong gian dia tréng dé chira cac tac vu in trong hang doi.

Ban c6 thé quan 1y Print Server bang cach cau hinh cic thudc tinh trong
hop thoai Print Server Properties. Ching ta m&é hdp thoai Print Server
Properties bang cach: md hop thoai Printers And Faxes, chon File rdi chon tiép
Server Properties. Hop thoai Print Server Properties bao gom cac Tab: Forms,
Ports, Drivers va Advanced.

7.2. CAu hinh cic thudc tinh Port ciia Print Server

Trong hop thoai Printer Server Properties, ban mo Tab Port. Tab nay ciing
tuong tu nhu Tab Port trong hop thoai Properties cia may in. Sy khac nhau gitra
hai Tab Port la: Tab Port trong hop thoai Print Server Properties dugc su dung
dé quan 1y tat ca cac port trén Print Server. Con Tab port trong hop thoai
Properties cia may in quan 1y cac port cua thiét bi may in vat 1y.

7.3. CAiu hinh Tab Driver

Trong hop thoai Printer Server Properties, ban m¢ tab Driver. Tab Driver
cho phép ban quan ly cac driver may in dd dugc cai dat trén Print Server. Déi
v6i mdi driver may in, Tab ndy s& hién thi tén, méi trudng va hé diéu hanh ma
driver hd tro.

Str dung céc tiy chon trong Tab Driver, ban c6 thé thém vao hay loai bo hay
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cap nhat driver may in. B¢ nhin thay céac thudc tinh ciia mot driver may in, ta chon
driver can hién thi va nhap chudt vao nat Properties. Cac thudc tinh cia mét driver
may in gom co:

Tén driver.

- Phién ban.

- Boxuly.
- Ngon ngt.
- Loai dir liéu mac dinh.
- Puong dan cua driver.
8. Giam sat trang thai hang d¢i may in
Muc tiéu:
+ Gidm sat va xir 1y 16i may in mang.

Chiing ta c6 thé dung tién ich System Monitor dé quan ly hang doi

may in. System Monitor dugc dung dé theo ddi cic counter lién quan

dén thao tac thuc hién cho nhiéu ddi twong may tinh. Mudn quan 1y hang
doi may in bang System Monitor, ta thuc hi¢n theo cac budc sau:

1. Chon Start\ Administrative Tools \ Performance.
2. Hop thoai Performance s€ xuat hién. Mac dinh thi ti¢én ich System
Monitor s€ duoc chon nhu hinh sau:

=
W Fle Action view Favorites indow Help ‘;lilﬂ
e o lame

i{!g = O]t [+ 8] B aE +Hxel ees =2

nce Logs and Alerts 100

Last | 0.000 Average | 10,214 Minimurn | 0,000
Maximum | 137,973 Duration | 1:40

Colar | Scale | Counter Instance | Parent | Object | Computer

X (THANH
100.... Awg. Disk Qu... _Total Physic... \TVTHAMH
1,000 % Processor... _Total Proces... \TYTHANH

3. Nhap chudt vao nit Add (c6 bicu twong diu +) dé truy xuat vao hop thoai
Add Counters. Sau do, nhap chon Print Queue Performance Object.
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= Use local computer counters
* Select counters from computer:

WWTYTHANH 4
Performance object:
Print Queue
4l counters &l instances
+ Select counters from list: * Select instances from list:

Add Metwork Printer Callz -
Bytes Printed/zec HF

Enumerate Hetwaork Printer Call

Job Ermors
Ll_l

Add Evplain |

Inhz Snnnlinn

Close |

4. Trong hop thoai Add Counters, ban co thé chi dinh ra may tinh ma ban mudn
giam sat (ca may tinh cuc bd va may tinh & xa). Performance Object ma ban can
theo doi (trong trudong hop nay la hang doi - Print Queue), cac counter ma ban
muén theo ddi, va ban cting chi ra la ban ¢ muén theo ddi tit ca cac thé hién
hay la ban chi mudn theo ddi mét sd thé hién cua counter dugc ban lua chon.
Néu ban chon tit ca cac thé hién duoc lva chon s& cho phép tat ca dir liéu cua
tAt ca cac hang doi in 4n d3 duogc dinh nghia trong may in. Con néu ban chon
chi theo ddi mot s6 thé hién cua counter thi ban chi theo ddi duoc dit liéu tir mot
s6 hang doi in 4n c4 nhén.

Bang danh sach cac hang doi in 4n da dwoc dinh nghia:

Print Queue

Mo ta
Counter
Counter nay s& chi ra bao nhi€u Print Server da duoc thém
Add Network vao cac may in dugc chia sé trong mang. Con s6 nay dugc
tich iy tr 1an khéi dong cudi cung cua server.
Bytes Printed/Sec | SO byte trong thyc té di duoc in trén mot hang doi trong mdi

Enumerate Network

Printer Calls

Chi ra c6 bao nhiéu yéu cau da dugc gui dén Print Server
tr cac danh sadch duyét mang. Con s6 nay dugc tich luy tu
lan kho1 dong cudi cung cua Server.

Job Errors

Tong sb cac 15i thao tac da duoc tudng trinh boi hang doi in
an. Con s0 nay dugc tich luy tur 1an khéi dong cudi cung cua

Jobs

Chi ra con s6 hi¢n tai cdc thao tdc in an van con trong
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Job Spooling

Chi ra con s6 hi¢n tai cac thao tac in an da dugc di€u hudng
Adén hano doi in an

Max Jobs Spooling

Chi ra con s6 to1 da cac thao tac in an da dugc luu trit trong
hang doi in an ké tr 1an khéi dong cuoi cung cua Server.

Max References

Chi ra con s6 t6i da cac tac vu mo (tham chiéu) da dugc gui
dén may in ké tir 1an khoi dong cudi cung ctia Server.

Chi ra s6 lugng cac 16i may in “chua san sang phuc vu”
da dugc phat sinh trong hang doi in an. Con sd nay duoc

Not Ready Errors tich s i 13n Lhai dAna cndi cting ctia Sarver
Chi ra s6 lugng céac 161 may in khong c6 giay da duoc
hat sinh trong hang doi in 4n. Con sb nay duoc tich luy tir
Out of Paper Errors ]]QA Ll AA 8 e ou T o Y aus Y
an ra'al ANGO 1101 AN GO 119 oY od 940N o
) Puogc st dung dé hién thi bao nhiéu tac vu in an da dugc thuc
Total Jobs Printed

hién thanh cong. Con s0 nay dugc tich luy tr lan khoi dong
c11d1 cnino c11a Server

Total Pages Printed

Pugc st dung dé hién thi bao nhiéu trang da dugc in thanh

cong. Con sb nay duoc tich luy tir 1an khai dong cudi cling

Bai tap thuc hanh cia hgc vién

1. Cai dat 2 may in bat ky, chia sé va phan quyén in 4n trén 2 mdy in nay.
2. Tim kiém may in trén mang bang dia diém.

3. Thiét 1ap do vu tién va tinh san sang in.

Huoéng dan thue hién:

1. Cai diit 2 may in bat ky, chia sé va phan quyén
in an trén 2 may in nay

a). Cai dat may in

®. Printers and Faxes

File Edit Wew Fawvorites Toaols

o Back — £3 - b | o~ Search

Address ':,_."d Printers and Faxes

Log on vao may voi tai khoan administrator L D

Start \Settings\ Printers and faxes

Chon Add Printer
Chon Next

Add Printer
Create Shortout
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Chon Local Printer, va chon Next
Add Printer Wizard |

Local or Network Printer
The wizard needs to know which type of printer to zet up.

Select the option that describes the printer you want to use:

©* | ocal printer attached to this computer

™ Automatically detect and install my Plug and Play printer

A mebwork prinker, or a printer attached to another computer

L] To get up a nebwork printer that is not attached to a print server,
“ll) uze the "Local printer'’ option.

< Back I Meuxt » I Cancel I

Chon port LPT1, va chon Next

Select a Printer Port
Computers communicate with printers through ports,

Select the port pou want your printer to use. If the port is nat listed, pou can create a
ey park,

" Lse the following port:

Mate: Mozt computers uze the LPT1: part ta communicate with a lacal printer.
The connectar far this part zhould look zomething like this:

" Create a new part:
Tiupe af @ort: ILocaI Fort LI

Far mare infarmation about creating printer ports, zee Printer Help.

< Back I Mext > I Cancel |

Chon hang san xuat va chon loai mdy in, va chon Next
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Add Printer Wizard

Install Printer Software
The manufacturer and model determing which printer zoftware to use,

jIY Select the manufacturer and model of your printer. IF your prinker came with an installation
E- dizk. click Have Disk. I pour printer iz not lizted. consult your printer documentation for
compatible printer software,

b ahfacturer |:| Printers |:|

Fuijitsu 5P HP Lassr)et 2000
GCC —!

Generic
Gestetner

HP | ; |
(ul¥ | LD —mme Lak IO T mrimn [mlngl | ¥ Lug]

G This diiver is digitally signed. “wfindowis Lpdate | Have Disk... |
Tell me why driver signing is important

< Back I Mest » I Cancel |

Nhap tén cho printer, va chon Next

Mame Your Printer
'ou must aszign a name to this printer.

Type a name for this printer. Becausze zome programs do not zupport printer and zerver
rname combinationz of more than 31 characters., it is best o keep the name as short as
poszzible.

Erinter name:
IHF' zzod

< Back I Mest > I Cancel

Tén share cho printer, va chon Next
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Add Printer Wizard

Printer Sharing
“rou can share this printer with other network, uzers.

IF wawn want ta share thiz printer, pou must provide a share name. You can uze the
zuggested name ar type a new one. The share hame will be wizible ta other netwark
users,

™ Do not share this prinker
* Share name: IHF'22EIE1

< Back I Mext > I Cancel

Nhiap dia diém ciia may in(nhap tén HCM trong khung Location), va chon Next. Ctra
s0 xuat hién hoi ban c¢6 in test khong. Ban chon No va chon Next

Add Printer Wizard

Print Test Page
To confirm that the printer iz inztalled propery, you can print a test page.

Do pou wank to print a ezt page?
= Yes
& Wi

Click vao Finish dé két thiic, ban doi vai gidy dé hé thong cai dat
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Completing the Add Printer
Wizard

'ou have successfully completed the Add Panter Wizand

St emm el Hua Fellessiimm meimbas palioee

e = x|

To CNWINDDWS spstem32sspoohDRVERS . A1 7002024
EEERNERENREEE

To close this wizard, click Fmnish

< Back Finrifh Cancel
by

Twong tw, cai dat printer thuwr 2:

Chon port LPT2, chon cung hang HP va cung loai mdy in, dit tén may in 1a HP
2200 NEW, Share v6i tén [a HP NEW, nhép dia diém cia may in(nhap tén DN trong
khung Location)

Hai Printers da dugc cai trén may

% Printers and Faxes M= E3

File Edit “iew Favorites Tools Help | #
o Bach ~ 3 - T | 4~ Search Folders | & o ) | -
Address | Printers and Faxes - e
N, RS REW
&dd Prinker - 1
L

4 @ Hezzo0

e 0
(=

b). Chia sé va phan quyén dwoc in n :
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% Printers and Faxes M=l E3

File Edit Wiew Fawvorites Tools Help | ;',"
(JBack - £3 - ¥ | ) Search Folders | & o K | [~
Address |%2 Printers and Faxes j GO

EHP 2200 MNE'W'

Open

add Printer

Printing Preferences. ..

Yo\ HPzzoo

n Pause Printing
Ready

Sharing. ..
Lze Printer Offline

Create Shortcut
Delete
Rename

Froperkies

Gan cho nhom Administrators Manage printers, Manage documents va print
& HP 2200 NEW Properties HE
Generall Sharingl Parts I fdvanced  Secrity | Device Settingsl

Group or user names:

€T CREATOR OWNER

ﬁ E veryone

ﬁ Print Operators [METCLASSAPrnt Operataors)
ﬁ Server Operatars [METCLASSMServer Operators)

Add... | Bemove |

Permizzions for Administrators Al Deny

Frirt
ki anage Printers
kanage Documents

OREE
OoOoOon

Special Permizzions

For special permizzions or for advanced settings, fudvanced |
click Advanced. =
k. I Cancel | Apply |

Xo04 bd nhém Everyone
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& HP 2200 NEW Properties EE
Generall Sharingl Partz I Advanced  Security I Device Settingﬂl

Group or uger names:

m Adrninistrators [METCLAS SSAdministrators)

!ﬁ Server Operators [METCLASSServer Operatars)

fdd. | Bemove |

Permizzions for Evervone Ailla < Deny >
Frint L1
M anage Printers [ | O
kM anage Documents [ | O
Special Permizsions O O

For special permizzionz or for adwanced zettings, Advanced |
click Advanced. =
Ok I Cancel | Spmly I

Pua thém nhom KE TOAN vao ACL

Select Users, Computers, or Groups ﬂ E

Select thiz object hwpe:

IUsers, Groupsz, or Built-in security principalzs Object Tppes. .. |

From this location:

Inetclass.edu. wh Locations... |

Enter the object names to zelect [examples]:

KE TOAM LCheck Mames |

Advanced. . | k. I Cancel |
]

Gan cho nhom KE TOAN duoc quyén Print
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25 HP 2200 NEW Properties

Generall Sharingl Fort= I Advanced Security I Device Settingsl

Group or user names:

!ﬁ Adminiztrators [METCLAS ShAdriniztrators]
€5 CREATOR DWwWHNER

ﬁ EE TOAM [METCLA EE TOAM]
m Frint Operators [METCLASSWPrint O perators]
m Server Operatorz [METCLASSYServer Dperators]

Add I Bemove I
Perrnizsions for KE TOAR Al Dieny
Print [ |
ki anage Printers [ |
b anage Documents [ | [ |
Special Permizzions [ | [ |

For special permissions or for adwanced settings. Advanced I
click adwanced. —

ak I Cancel I Apply I

Bay gio' chuyén qua lam permission cho printer HP 2200. Cach thuc hién twong

tu nhu trén

Cho nhom Everyone ra khéi ACL

DPua nhom NHAN SU vao ACL cua printer HP 2200

Select Users, Computers, or Groups ﬂ E
Select thiz object wpe:
ILlsers, Groups, or Built-in zecurity principals Dbject Types. ..

Frarm thiz location:

Inetclass.edu.vn Locations. ..

Enter the object names to select [examples]:

x|

FiG

HHa&H SU Check. Mames

Cancel

Cho nhém dé duoc quyén print

2. Tim kiém may in trén mang bang dia diem

Vao Active Directory Sites Users and Computers
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&# Active Directory Users and Computers

@ File Action Yiew window Help
= | Om e TR @R s vg e

@ Active Direckory Users and Compuker 512 08 kit [T 2 objects

|:| Saved Queries Im—lﬁ
- & - e

[+ Builti Delegate Cantral.. builkinDiarmain
D Com  Find... Conkainer
@ Dom  “onnect to Domain, .. nt... ©Organizakional ...
-] Fore  Connect to Domain Contraller. . ur... Conkainer
~[JUser  Raise Domain Functional Level... Container
“{&) TPH  Operations Masters. .. Organizational ...
Mew 3
all Tasks 3
View b

Mew Window From Here

Refresh
Export Lisk. ..
Properties
Help
Click vao properties
netclass.edu.vn Properties [ 7]

Generall tanaged By Group Palicy |

To improve Group Policy management, upgrade to the Group Palicy
kM anagement Conzale [GPMC).

i
Current Group Policy Object Links for netclass
SEEERR|

Group Policy Object Links | Mo Owernde | Dizabled |
Default Domain Policy

Group Policy Objects higher in the list have the highest prionty.
Thiz lizt obtained fron: dinhzerser netclazs, edu v

New | agd. |
Optionz. .. | Delete... | Froperties | [T |

[ Block Policy inhertance

k. | Cancel | Apply |
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Group policyObject Editor mé ra

'iiii Group Policy Object Editor |

File  Action Wiew Help
e | OEEFR @

-] Software Sattings

-] windows Settings

ED Administrative Templates
-2 Windows Components

[ 43 Prinkers
E| @ IJser Configuration

¥)-[_7] Software Settings

[C7 windows Settings

(L] Administrative Templates

Allow printers to be published

Display Properties

Requirements:
Af least Microsoft 'Windows 2000

Description:

Determines whether the computer's
shared printers can be published in
Active Direckary.

If vou enable this setting or do not
configure it, users can use the "Lisk in
directary" option in the Printer's

Properties' Sharing kab bo publish shared <

printers in Active Direckary,

If vou disable this setting, this
computer's shared printers cannot be
published in Active Direckary, and
the "List in direckory” option is nok
available,

Mate: This settings takes priority over
the setting "Automatically publish new
printers in the Active Directary",

__j Default Domain Policy [dinhserver .
E| @ Computer Configuration

Eﬂ Allow pruning of published printers

@mat‘lcally publish new printers in F\ct@

g Check published state

@ Computer location

@ Custom support URL in the Printers folder's left pane

@ Direckory pruning inkeryal

ﬁ Direckory pruning priarity

@ Direckory pruning retry

Eﬂ Dizallow |nsta||at|0n of printers using kernel-mode drivers
E‘ﬂ Log direckory p
=l Prinker browsing
@ Prune printers that are not automatically republished
@ Allow Print Spoaler ko accept cient connections

@ Web-based printing

M¢ tinh nang Pre-populate printer search location text

Pre-populate printer search location text Properties

Setting I Ex=plain I

@ Fre-populate printer search location text

K E3

" Mot Configured

i Dlsahled

Va tinh nang Printer browsing
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Printer browsing Properties ﬂ I

Setting | E xplain I

@ Printer brawszing

" Mot Configured

" Dizabled

Refresh group policy
Run ﬂ

- Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

Cpen: I gpupdate fForce| j

Ok, I ancel | Browse. .. |

Dung Iénh Find dé tim printers

-::-; Active Directory Users and Computers

@ File  Action  Wiew ‘indow  Help

-=  BE @ F0R| @

Qifa v @ o

@ Active Directory Users and Computer BT e EE S TR S e =
-0 Saved Queries I—I—
@ = Mame T';.-'!:u? :
Celegate Conkral, ., uilkinD armain
Cred
Conneck ta Domain. . . Drganizational ...
Conneck to Domain Controller., ., Container
Raise Domain Functional Level... Drganizational ...
Operations Maskers. .. Container
[ 3
all Tasks 3

Dién vao 0 location
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4% Find Printers
File Edit Wiew Help

Find: IF'rinters j I I@ netclass j Browse... |

Printers I Features | Advanced | e —

< Find Mo >
Mame: I

Stop |
Location: I HCM| Browse. ., |
Clear Al |

X

Model: I

Click vao Find Now
3. Thiét 1ap do wu tién va tinh sin sang in.

Right click vio biéu tuong may in HP 2200 chon properties dé cau hinh printer
pool, vao thé Advanced dé cau hinh:

& HP 2200 Properties K E3

General I Sharing I Puortz b Security I Device Settingz I

0 Always available

“hvalablefiomy | 7O00AM = To | BOOPM =

/\F‘ru:-rit_lg: I —l?j
Cirieer: IHF' Laserlet 2200 Seres PCL ;I Mews Diriver... |

f* Spool print documents so program finishes printing faster

" Start printing after last page is spooled
£ Start printing immediately

" Print directly to the printer

[~ Hold mismatched documents
¥ Fiint spooled documents first
[T Eeep piinted documents

[¥ Enable advanced printing features

Printing Defaults. . | Print Proceszor. .. I Separatar Page... |

(1] I Cancel I Apply I
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Tuong tu Right click vao biéu trong may in HP 2200 NEW chon properties, vao
thé¢ Advanced, thay doi gia tri bang 50 tai khung Priority thi khi in trén may in nay
s€ ¢0 do uu tién cham hon so véi may in HP 2200.

Bai tap nang cao:

Tao may in ao trén may chu Windows Server, tié:n hanh chia s¢ may in d6 cho
cdc may tin trong mang ndi bg. Y&u cau bo sung la thiét 1ap user nao c6 quyén dung
may in.

Nhitng trong tim can chi ¥ trong bai:

- Mo ta vé mé hinh va thuat nglr dugc str dung cho tac vu in 4n trong Windows;
- Cai dit mot may in logic trén mot may chu in 4n;

- Chuén bi mot may chu in an cho cac may tram;

- Két nbi mot may tram in 4n dén mot mdy in logic trén may chu in an;

- Quan tr1 hang doi in an va céac dic tinh may in;

- Xtr 1y su ¢6 cac 161 vé may in

Yéu ciu vé danh gia két qua hoc tap:

Noi dung:

+ Vé kién thirc:

- M6 ta vé mo hinh va thuét nglr dugc sir dung cho tac vu in an trong Windows;
+ V& k¥ ning: Cai dat mot may in logic trén mot may chu in 4n
+ Nang luc tu chu va trach nhiém: Ti mi, can than, chinh xac, ngan nép trong cong viéc.
Phwong phap:

+ Vé kién thirc: Puoc danh gia bang hinh thire kiém tra viét, tric nghiém, van dap
+ Vé k¥ nang: Cai dat mot may in logic trén mot may chu in an.

+ Nang luc tu chu va trach nhiém: Ti mi, can than, chinh xac, ngan nap trong cong
viéc.
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Bai 9: DICH VU PROXY
Ma bai: MD 14 - 09

Muc tiéu:

- Trinh bay dugc khai niém vé dich vu Proxy;
- MO0 phéng dugce céach trién khai va khai thac tot vé dich vu Proxy.
- Thuec hién cac thao tac an toan voi may tinh.

Noi dung chinh:
1. Cac khai niém
Muc tiéu:

+ Trinh bay dugc khai niém vé dich vu Proxy.
+ Trinh bay dugc phuong thirc hoat dong cua dich vu Proxy.
+ Trinh bay dugc dac diém cua dich vu Proxy.

1.1. M6 hinh client server va mét sé kha niing irng dung

Mo hinh chuédn cho cac ung dung trén mang 1a mo hinh client-server. Trong m6
hinh nay mdy tinh dong vai trd 1a mot client 1a may tinh ¢6 nhu cau can phuc vu dich vy
va mdy tinh déng vai trd 12 mot server 13 may tinh c6 thé dap tng duoc cac yéu cau vé
dich vu d6 tir cac client. Khai niém client-server chi mang tinh tuong doi, diéu nay c6
nghia 1a mot may c6 thé lic nay dong vai tro 1a client va luc khac lai dong vai tro 1a
server. Nhin chung, client 1a mgt may tinh c4 nhén, con cac Server 1a cic may tinh co
cu hinh manh c6 chita cac co s dir liéu va cac chuong trinh rng dung dé phuc vu mét
dich vu ndo day tir cac yéu cau cia client.

% .

-

Céch thuc hoat dong cua md hinh client-server nhu sau: mot tién trinh trén server
khoi tao ludn & trang thai chd yéu cau tir cac tién trinh client tién trinh tai client duoc
khoi tao c6 thé trén cung hé thong hodc trén cac hé thong khac dugc két nbi thong qua
mang, tlen trinh client thuong dugc khoi tao boi cac 1énh tir nguoi dung. Tién trinh client
ra yéu cdu va giri chung qua mang tdi server de yéu cau duoc phuc vu cac dich vu. Tién
trinh trén server thyc hién vi¢c xac dinh yéu cau hop I¢ tur client sau d6 phuc vu va tra
két qua toi client va tiép tuc cho doi cac yéu cau khac. Mot 5O kiéu dich vy ma server
c6 thé cung cap nhu: dich vu Ve thoi gian (tra yéu cau thong tin vé thoi gian t6i client),
dich vu in 4n (phuc vu yéu cau in tai client), dich vu file (giri, nhan va céc thao tac vé
file cho client), thi hanh cac 1€nh tir client trén server...

Dich vu web la mdt dich vu co ban trén mang Internet hoat dong theo mo hinh
client-server. Trinh duyét Web (Internet Explorer, Netscape...) trén cac may client st
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dung giao thirc TCP/IP dé dua ra cac yéu cau HTTP toi may server. Trinh duyét co thé
dua ra cac yéu cau mot trang web cu thé hay yéu cau thong tin trong cac co s¢ dir lidu.
May server sur dung phan mém ctia né phan tich cac yéu cau tr cac goi tin nhan dugc
kiém tra tinh hop 1€ cua client va thuc hién phuc vu cac yéu cu d6 cu thé 1a gui tra lai
client mot trang web cu thé hay cac thong tin trén co s& dit liéu duéi dang mét trang
web. Server 1 noi luu trit ndi dung thong tin cac website, phan mém trén server cho
phép server xac dinh dugc trang can yéu cau va giri toi client. Co s6 dit liéu va cac tng
dung twong tir khac trén may chii dugc khai thac va két ndi qua cac chuong trinh nhu
CGI (Common Gateway Interface), khi cac may server nhan dugc yéu cau vé tra clru
trong co so dir liéu , n6 chuyén yéu ciu tdi server co chtra co s dit liéu hodc tmg dung
dé xir Iy qua CGL

1.2. Socket

Mot két ndi duge dinh nghia nhu 13 mot lién két truyén thong giita cac tién trinh,
nhu vay dé xac dinh mot két ndi can phai xac dinh cac thanh phan sau: {Protocol, local-
addr, local-process, remote-addr, remote-process}

Trong d6 local-addr va remote-addr 1a dia chi cua cdc mdy dia phuong va may tu
xa. local-process, remote-process dé xac dinh vi tri tién trinh trén mdi hé théng. Chung
ta dinh nghia mot nira két ndi 1a {Protocol, local-addr, local-process} va {Protocol,
remote-addr, remote-process} hay con goi 1a mot socket. Chiing ta da biét dé xac dinh
mot may ta dya vao dia chi IP cua no, nhung trén mot may c6 vo sO céc tién trinh ing
dung dang chay, dé xac dinh vi tri cac tién trinh tng dung nay ngudi ta dinh danh cho
moi tlen trinh mot s6 hiéu cong, giao thirc TCP st dung 16 bit cho viéc dinh danh cac
cong tién trinh va qui uwéc sd hi¢u cong tu 1-1023 duoc su dung cho cac tién trinh chuan
(nhu FTP qui udc str dung cong 21, dich vu WEB qui udc cong 80, dich vu gui thu
SMTP cong 25...) s6 hiéu cong tir 1024- 65535 danh cho cac tng dung cia ngudi ding.
Nhu vay mot céng két hop véi mét dia chi IP tao thanh mot socket duy nhét trong lién
mang. Mot két ndi TCP duoc cung cip nhd mot lién két logic gitta mot cip socket. Mot
socket ¢6 thé tham gia nhiéu lién két v6i cac socket & xa khac nhau. Trude khi truyén
dir liéu gitta hai tram can phai thiét 1ap mot lién két TCP giita ching va khi két thic
phién truyén dit liéu thi lién két d6 s& duoc giai phong.

Qua trinh thiét 1ap mot socket voi cac 101 goi hé théng duoc mo ta nhu sau: server
thiét 1ap mot socket voi cac thong s6 dic ta cac thu tuc truyén thong nhu (TCP, UDP,
XNS...) va céc kiéu truyén thong (SOCK_STREAM, SOCK_DGRAM...), sau do lién
két t6i socket nay cac thong so v¢€ dia chi nhu IP va cac cong TCP/UDP sau d6 server &
ché d6 cho va chap nhan két ndi dén tir client.

1.3. Phwong thirc hoat ddng va dic diém cia dich vu Proxy

1.3.1. Phwong thirc hoat dong

Dich vu proxy duoc trién khai nham muc dich phuc vu cac két ndi tir cic may tinh
trong mang dung riéng ra Internet. Khi dang ky su dung dich vu internet t6i nha cung
cap dich vu, khach hang sé duogc cap hiru han s6 lugng dia chi IP tir nha cung cap, sO
lugng IP nhan duoc khong du dé cap cho cac ‘may tinh tram. Mt khac voi nhu cau két
n6i mang dung riéng ra Internet ma khong mudn thay doi lai cau trac mang hién tai dong
thoi muodn gia tang kha nang thi hanh cia mang qua mot két ndi Internet duy nhat va
mudn kiém soat tt ca cac thong tin vao ra, mudn cap quyen va ghi lai cac thong tin truy
cip ctia nguoi st dung. .. Dich vu proxy dap ting duoc tit ca cac yéu cau trén. Hoat dong
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trén co s& mo hinh client-server. Qua trinh hoat dong cua dich vu proxy theo cac budc
nhu sau:

1 Client yéu cau mot dbi twong trén mang Internet 1 Proxy server tiép nhan yéu ciu,
kiém tra tinh hop 1€ cling nhu thyc hi¢n viéc xac thuc client néu thoa man proxy server
giri yéu cau d6i twong nay t6i server trén Internet. 1 Server trén Internet giri dbi tuong
yéu cau vé cho proxy server.

1 Proxy server gui tra d6i twong vé cho client

Ta c6 thé thiét lap proxy server dé phuc vu cho nhiéu dich vu nhu dich vu truyén file,
dich vu web, dich vu thu dién tir...M61 mdt dich vu can c6 mdt proxy server cu thé dé
phuc vu cac yéu cau dac thu caa dich vu doé tir cac client.

Proxy server con ¢6 thé dugc cdu hinh dé cho phép quang ba cac server thudc mang
trong ra ngoai Internet v6i mic d6 an toan cao. Vi du ta co thé thiét 1ap mot web server
thudc mang trong va thiét 1ap cac qui tic quang ba web trén proxy server dé cho phép
quang ba web server nay ra ngoai Internet. Tét ca cac yéu cau truy cap web dén duoc
chap nhan boi proxy server va proxy server sé thuc hién viéc chuyén tiép yéu cau téi
web server thudc mang trong.

Céc client duoc to chirc trong mot cau trac mang goi 1a mang trong (Inside network)
hay con goi la mang dung riéng. IANA (Internet Assigned Numbers Authority) da danh
riéng 3 khoang dia chi IP twong tng vdi 3 16p mang ti€u chuén cho cac mang dung riéng
do la:

10.0.0.0 - 10.255.255.255 (16p A)

172.16.0.0 - 172.31.255.255 (16p B)

192.168.0.0 - 192.168.255.255 (16p C)

Cac dia chi nay su dung cho cac client trong mang dung riéng ma khong dugc gan cho
bat cr may chi nao trén mang Internet. Trong viéc thiét ké va cau hinh mang dung riéng
khuyén nghi nén st dung cac khoang dia chi IP nay.
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Khai niém mang ngoai (Outside network) 1a dé chi ving ma cac server thudc vao. Céc
dia chi str dung trén mang nay la cac dia chi IP duoc dang ky hop 1€ cua nha cung cap
dich vu Internet. Proxy server st dung hai giao tiép, giao tiép mang trong va giao tiép
ngoai. Giao tiép trong dién hinh 1a cac cac mang st dung cho viéc két ndi giira proxy
server vo1 mang dung riéng va co6 dia chi dugc gan la dia chi thu¢c mang dung riéng.

Tt ca cac thong tin gitra client thugc mang dung riéng va proxy server duoc thuc hién
thong qua giao tiép ndy. Giao tiép ngoai thuong bang cac hinh thire truy cap gian tiép
qua mang dién thoai cong cong va qua cac mang bang két ndi truc tlep téd1 mang ngoai.
Giao tlep ngoai dugc gan dia chi [P thugc mang ngoai dugc cung cap hop 1€ bdéi nha
cung cap dich vu Internet.

1.3.2. Dgc diem ‘
Proxy Server két n61 mang dung riéng véi mang Internet toan cau va cling cho phép
cac may tinh trén mang internet c6 thé truy cip cac tai nguyén trong mang dung riéng.

Proxy Server tang cuong kha nang két noi ra Internet ctia cic may tinh trong mang dung
riéng bang cach tap hop cac yéu cau truy cép Internet tir cac may tinh trong mang va sau
khi nhan duoc két qua tir Internet s& tra 101 lai cho may c6 yéu ciu ban dau.

Ngoai ra proxy server con c6 kha ning bao mat va kiém soét truy cép Internet ctia cac
may tinh trong mang dung riéng. Cho phép thiét dat cac chinh sach truy cap tdi ting
nguoi dung.

Proxy server luu trit tam thoi cac két qua da duogc ldy tir Internet vé& nham tra 10i
cho céc yéu cau truy cap Internet voi cung dia chi. Viéc luu trit nay cho phép cac yéu
cau truy cap Internet voi cuing dia chi s& khong can phai Iy lai két qua tir Internet, 1am
giam thoi gian truy cap Internet, tang cuong hoat dong ciia mang va giam tai trén duong
két nbi Internet. Cac cong viéc luu trit nay goi 13 qua trinh cache.

1.4. Cache va cac phuong thirc cache

Nham tiang cudng kha ning truy cap Internet tir cdc mdy tinh tram trong mang st
dung dich vu proxy ta sir dung cac phuong thirc cache. Dich vu proxy su dung cache dé
luru trit ban sao cua cac d6i tugng di duoc truy cap trude do. Tat ca cac dbi twong déu
c¢6 thé dugc Iuu trit (nhu hinh anh va céc tép tin), tuy nhién mot sé dbi tugng nhu yéu
cau xac thuc (Authenticate) va str dung SSL (Secure Socket Layer) khong duogc cache.
Nhu vy vé6i cac dbi tuong da duoc cache, khi mot yéu cau tr mot may tinh tram to1
proxy server, proxy server thay vi két ndi toi dia chi ma may tinh tram yéu cau sé tim
kiém trong cache cac ddi twong thod man va giri tra két qua vé mdy tinh tram. Nhu vay
cache cho phép cai thién hi€u nang truy cap Internet ciia cdc may tram va lam gidm luu
lugng trén dudng két ndi Internet. Van dé gip phai khi str dung cache 1a khi cac doi
tuong dugc cache co sy thay d6i tir ngudn, cic may tinh tram yéu cau mot ddi tugng toi
Proxy server, proxy server 14y ddi tuong trong cache de phuc vu va nhu vay thong tin
chuyén t6i cac may tinh tram 1a thong tin ¢l so voi ngudn, dé giai quyét van dé nay can
phai c6 cac chinh sach dé cache cac d6i tugng dong thoi cac ddi tuong phai lién tuc duogc
cap nhat maéi. Vi du: thong thuong mot dia chi WEB thi cac ddi tuong vé hinh anh it c6
su thay doi con nodi dung text thuong c6 sy thay dbi do do ta c6 thé thiét dat chi cache
nhitng d6i twong hinh anh, nhitng d6i twong c6 ndi dung text thi khong cache, diéu nay
khong anh huéng téi higu suét truy cap vi cac tap tin vé hinh anh thuong c6 kinh thudc
rat 16n so véi cac dbi tuong co ndi dung text, viéc cap nhat cac déi twong nhu thé nao
phu thugc vao cac phuong thirc cache ma ta s€ trinh bay dudi day. Proxy server thuc thi
cache cho cac d6i twong dugc yéu cau mot cach ¢ chu ky dé ting hiéu suat cia mang.
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Ta c6 thé thiét 1ap cache dé dam bao rang n6é bao gdm nhitng dit liéu thudng hay cac
client sir dung nhat.

Proxy server c6 thé sir dung cho phép thong tin gitta mang dung riéng va Internet,
viéc thong tin co thé 1a client trong mang truy cp Internet-trong truong hop nay proxy
server thuc hién Forward caching, ciing c6 thé 1a client ngoai truy cdp t6i mang trong
(t&1 cac server dugc quang ba)-trong truong hop nay proxy server thuc hién reverse
caching. C4 hai truong hop déu c6 duge tir kha ning cia proxy server 1a luu trir thong
tin (tam thoi) 1am cho viéc truyén thong thong tin dugc nhanh hon, sau day 1a cac tinh
chét ctia cache proxy server:

- Phan cache: khi cai dat mot mang cac may proxy server ta sé thiét 1ap duogc viéc phan
phoi ndi dung cache. Proxy server cho phép ghép nhiéu h¢ thong thanh mot cache logic
duy nhét.

- Cache phan cip: Kha ning phan phdi cache con c6 thé chuyén sau hon bang cach cai
dat ché do cache phan cap lién két mot loat cdc may proxy server véi nhau dé client cd
thé truy cép td1 gan chiing nhat.

- Cache dinh ky: str dung cache dinh ky nodi dung download d6i véi cac yéu cau thuong
xuyén cua céc client

- Reverse cache: proxy server ¢ thé cache cac ndi dung cua cac server quang ba do do
tang hiéu suat va kha nang truy cap, moi dic tinh cache ciia proxy server déu cé thé ap
dung cho noi dung trén cac server quang ba. Proxy server c6 thé duogc trién khai nhu
mot Forward cache nham cung cép tinh nang cache cho céc client mang trong truy cap
Internet. Proxy server duy tri bg cache tap trung cua cac d6i twong Internet thuong duoc
yéu cau co thé truy cap tir bat ky trinh duy€t tr may client. Cac dbi tuong phuc vu cho
cac yéu cau tir cac dia cache yéu cau tac vu xir Iy nho hon dang ké so véi cac ddi tuong
tu Internet, viéc nay tang cuong hiéu suat cua trinh duyét trén client, giam thoi gian hoi
dap va giam viéc chiém bang thong cho két néi Internet. Hinh v& sau mo ta proxy server
xtr Iy cac yéu cau ctia ngudi ding ra sao:

B

Hinh trén mo ta qua trinh cac client trong mang dung riéng truy cap ra ngoai Internet
nhung tién trinh nay cling tuong tu do1 vdi cac cache reverse (khi nguoi dung trén
Internet truy c@p vao cac Server quang ba) cac budc bao gom;

1 Client 1 yéu ciu mot ddi twong trén mang Internet

2 Proxy server kiém tra xem ddi tuong c6 trong cache hay khong. Néu déi tuong khong

c6 trong cache ctia proxy server thi proxy server gui yéu cau dbi tuong téi server trén
Internet.
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3 Server trén Internet giri doi tuong yé€u cau vé cho proxy server .

4 proxy server giit ban copy cta d6i tuong trong cache ctia né va tra dbi tugng vé cho
clientl

5 Client 2 giri mot yéu cau vé ddi twong twong tu

6 Proxy server guicho client 2 d6i tuong tur cache cua nd chir khong phai tir Internet nira.
Ta c6 thé trién khai dich vu proxy dé quang b4 cac server trong mang dung riéng ra
ngoai Internet. Voi cac yéu cau dén, proxy server co thé dong vai trd nhu 13 mét server
bén ngoai, dap ung cac yéu cau cua client tir cac ndi dung web trong cache cuia n6. Proxy
server chuyén tiép cac yéu cau cho server chi khi ndo cache cua né khong thé phyc vu
yéu cau d6 (Reverse cache).

Lua chon cac phuong thirc cache dua trén cac yéu t6: khong gian 6 cing st dung, dbi
turgng nao duoc cache va khi ndo cac ddi tuong nay s& duoc cip nhat. Vé co ban ta co
hai phuong thirc cache thu dong va chu dong. Phuong thire Cache thu dong (passive
cache): Cache thu dong luu trit cac ddi tugng chi khi cdc may tinh tram yéu cau téi doi
trong. Khi mot dbi tuong duoc chuyen t61 may tinh tram, may chu Proxy xdc dinh xem
d6i tuong nay co thé cache hay khong néu c6 thé ddi twong sé dugc cache. Cac dbi tuong
chi dugc cép nhat khi co6 nhu cau. Pbi tuong s€ bi xoa khoi cache dya trén thoi diém
gan nhat ma cic may tinh tram truy cap t6i d6i twong. Phuong thirc nay c6 lgi ich 1a sir
dung it hon bd xtr Iy nhung ton nhiéu khong gian 6 dia hon Phuong thirc Cache chu
dong (active cache): Ciing gidng nhu phuong thirc cache thy dong, Cache chi dong luu
trit cac déi tugng khi cic mdy tinh tram ra yéu cau téi mot ddi tuong may cha Proxy dap
g yéu cau va luu doi tuong nay vao Cache. Phuong thirc nay tw dong cép nhat cac d6i
tuong tir Internet dua vao: sb luong yéu cau dbi véi cac ddi tuong, dbi trong thuong
xuyén thay ddi nhu thé nao. Phuong thirc nay s& tw dong cap nhat cac dbi twong khi ma
may chii Proxy dang phuc vu & mic d6 thap va do d6 khong anh huéng dén hiéu suat
phuc vu cac may tinh tram. Déi tuong trong cache sé bi xod dua trén cac thong tin header
HTTP, URL.

2. Trién khai dich vu proxy
Muc tiéu:

+ Lua chon dugc mé hinh mang dé trién khai dich vu Proxy.
+ Cai dat duoc dich vu Proxy.

2.1. Cac md hinh két ndéi mang

Péi tugng phuc vu ciia proxy server kha rong, tr mang van phong nho, mang van
phong vira toi mang cia céc tap doan 16n. Vi mdi quy mo to chirc s& c6 mot cau trac
mang st dung proxy server cho pht hop. Sau dy chung ta s& xem xét mot sé mo hinh
co ban d6i vi mang ¢& nho, mang ¢ trung binh va mang tap doan 16n. Trong d6 ching
ta s& di sdu vao mo hinh thi nhat danh cho mang van phong nhé bdi né pht hop quy mé
t chirc ctia cac cong ty vira va nho tai Viét nam.

M4 hinh mang van phong nho :
- Bao gdbm mot mang LAN doc 1ap.
- Str dung giao thtc IP.
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- Két ndi Internet bang dudng thoai (qua mang dién thoai cong cong bang cac hinh thirc
quay dial-up hay st dung cong nghé ADSL) hoac duong truc ti€p (Leased Line).

- it hon 250 méy tinh tram. M6 hinh két ndi mang nhu hinh vé:

Modem or
ISDM line

Weh
SErver
Mail

SErver

Theo mé hinh nay, véi mdi phuong thirc két ndi Internet Proxy server st dung 02 giao
tiép nhu sau:

- Két ndi Internet bang duong thoai qua mang PSTN:
« 01 giao tiép v6i mang ndi bd thong qua card mang.
« 01 giao tiép voi Internet thong qua Modem.

- Két ndi Internet bang duong truc tiép (Leased Line)
« 01 giao tiép v4i mang ndi bo thong qua card mang

« 01 giao tiép véi Internet thong qua card mang khac. Liic ndy bang dia chi ndi bo (LAT-
Local Address Table) dugc xay dung dua trén danh sach dia chi IP mang ndi bo.

Mo hinh két néi mang ¢ trung binh

béc trung cia mang van phong cd trung binh nhu sau:

- Van phong trung tdm véi mot vai mang LAN

- M0i van phong chi nhdnh c6 mgt mang LAN.

- Str dung giao thtrc IP.

- Két ndi bang duong thoai tir vin phong chi nhanh t6i vin phong trung tim.

- Két nbi Internet tir van phong trung tam t&i ISP bang dudng thoai hodc duong truc tiép
(Leased Line).

- it hon 2000 may tinh tram M6 hinh mang nhu hinh 6.8. Theo m6 hinh nay, van phong
chi nhanh sir dung mot may chu Proxy cung cap kha ning luu trit thong tin ndi bo (local
caching), quan tri két n6i va kiém soat truy cap tdi van phong trung tam. Tai vin phong
trung tim, mot s may chi Proxy hoat dong theo kién tric mang (array) cung cap kha
ning bao mat chung cho toan mang, cung cip tinh ning luu trir théng tin phan tan
(distributed caching) va cung cip két ndi ra Internet.
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JInternet
service provider

Raouter
on T1 line

IET Web
SErvar SEFVEN

Modem or
1SON line

Department LAN

Remote branch office

Mo hinh két nbi mang tap doan 16n

Mang cua céc tap doan 16n c6 dic trung nhu sau:

- Vian phong trung tim c¢6 nhiéu mang LAN va c6 mang truc LAN.

- C6 vai vin phong chi nhanh, mdi vin phong chi nhanh c6 mot mang LAN.

- Str dung giao thirc mang IP.

- Két ndi bang duong thoai tir cdc van phong chi nhanh téi van phong trung tam.

- Két ndi Internet tir vin phong trung tim t&i ISP bang dudng duong truc tiép (Leased
Line).

- C6 nhiéu hon 2000 may tinh tram.
M6 hinh mang nhu hinh duéi day:

Theo mo hinh nay mang tai cac van phong chi nhanh cting céu hinh tuong ty nhu dbi
v6i mo hinh cac vin phong ¢ trung binh. Cac yéu cau két ndi Internet khong duoc dap
g bai cache ndi bd tai may chu Proxy cua van phong chi nhanh s& dugc chuyén t6i
mdt loat may chu Proxy hoat dong theo kién triic mang tai van phong trung tam. Tai van
phong trung tdm cac may chu Proxy st dung 02 giao tiép mang (card mang) trong do6
01 card mang giao tiép voi mang truc LAN va 01 card mang giao tiép voi mang LAN
thanh vién.
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2.2. Thiét 1ap chinh sach truy cip va cic qui tic

2.2.1. Cdc qui tic

Ta co thé thiét lap proxy server dé dap ung cac yéu cau bao mat va van hanh bang
cach thiét léap cac qui tac dé xac dinh xem liéu nguoi dung, may tinh hoic Gmg dung ¢
dugc quyén truy cap va truy cdp nhu thé nao téi may tinh trong mang hay trén Internet
hay khong. Thong thuong mot proxy server dinh nghia cac loai qui tac sau: Qui tic vé
chinh sach truy nhap, qui tac Ve bang thong, qui tac vé chinh sach quang b4, cac dic tinh
loc goi va qui tic vé dinh tuyén va chudi (chaining). Khi mdt client trong mang y¢u cau
mot dbi tugng proxy server s¢€ xu ly cac qui tic dé xac dinh xem yéu cau do6 c6 dugc xac
dinh chap nhan hay khong. Tuong tu khi mét client bén ngoai (Internet) yéu cau mot
d6i tuong tr mQt server trong mang, proxy server ciing xu 1y cac bg qui tac xem yéu cau
c6 dugc cho phép khong.

Cic qui tic cia chinh sach truy nhap:Ta co the su dung proxy server de thiét lap
chinh sach bao gdm céc qui tic vé giao thirc, qui tic vé nodi dung. Cac qui tic giao thirc
dinh nghia giao thirc nao c6 thé sir dung cho thong tin giita mang trong va Internet. Qui
tic giao thirc s& dugc xtr Iy & mirc ing dung. Vi du mét qui tic giao thirc ¢ thé cho
phép cac Client sir dung giao thirc HTTP. Céc qui tic vé ndi dung qui dinh nhitng noi
dung nao trén céc site ndo ma client ¢ thé truy nhap. Cac qui tic ndi dung cung duoc
xt ly & mirc tng dung. Vi du mot qui tic vé ndi dung c6 thé cho phép céc client truy
nhap t6i bat ky dia chi nao trén Internet.

Qui tic bing thong: Qui tic bing thong xac dinh két ndi nao nhan dugc quyén wu
tién. Trong viéc diéu khién biang thong thuong thi proxy server khong giéi han do rong
bang thong. Hon nira n6 cho biét chat luong dich vu (QoS) dugc cap phat uu tién cho
céc két ndi mang nhu thé nao. Thuong thi bat ky két ndi nao khong co qu1 tac vé bang
thong kém theo s& nhan duoc quyén vu tién ngam dinh va bat ky két n6i nao co qui tac
bang thong di kém s& duoc sap xép véi quyén uu tién hon quyén wu tién ngam dinh.
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Cac qui tic vé chinh sach quang ba: Ta c6 thé st dung proxy server dé thiét 1ap chinh
sach quang ba, bao gdm céac qui tac quang ba server va qui tac quang ba web. Cac qui
tic quang bé server va web loc tit ca cac yéu cau dén tir cac yéu cau cia client ngoai
mang (internet) téi cac server trong mang. Cac qui tic quang ba server va web s& dua
cac yéu cau dén cho cac server thich hop phia sau proxy server.

Pic tinh loc goi: Pic tinh loc gbi ciia proxy server cho phép diéu khién ludng cac goi
IP dén va di tir proxy server. Khi loc goi hoat dong thi moi géi trén giao dién bén ngoai
déu bi ré6t lai, trir khi ching dugce hoan toan cho phép hodc 1a mot cach ¢b dinh bang cac
b loc goi IP, hodac la mot cach dong bang cac chinh sach truy cap hay quang ba. Tham
chi néu ban khong dé loc g6i hoat dong thi truyén thong gitta mang Internet va mang
cuc bo dugc cho phép khi nao ban thlet 1ap 5 rang cac qui tic cho phép truy cip. Trong
hau hét cac truong hop, viéc mo cac cong dong thuong dugc s dung hon. Do do, nguoi
ta thuong khuyén nghi rang ban nén thiét lap cac qui tic truy cap cho phép client trong
mang truy nhap vao Internet hoic cac qui tic quang ba cho phép client bén ngoai truy
nhdp vao cac server bén trong. o 1a do cac bd loc goi IP mé mdt cach ¢ dinh nhiing
chinh sach truy nhép va qui tac quang ba lai mo cac cong kiéu dong. Gia st ban mudn
cap quycn cho moi nguoi dung trong mang truy cap tdi cac s1te HTTP Ban khong nén
thiét 1ap mot bo loc goi IP dé mo cong 80. Nén thiét 1ap qui tic vé site, ndi dung va giao
thirc can thiét dé cho phép viéc truy nhap nay. Trong mot vai trudng hop ta s& phai sir
dung cac loc goi IP, vi du nén thiét 1ap cac loc goi IP néu ta mudn quang ba cac Server
ra bén ngoai.

Qui tic dinh tuyen va cau hinh chu01 proxy (chaining): thuong 13 qui tic dugc ap
dung sau cung dé dinh tuyén cac yéu cau cua client t6i mot server da duoc chi dinh dé
phuc vu cac yéu cau do.

2.2.2. Xi¢ ly cdc yéu cau di
Mot trong cac chirc nang chinh cta proxy server la kha ning két ndi mang ding
riéng ra Internet trong khi bao vé mang khoi nhitng noi dung c6 ac y. Pé thuan tién cho
viéc kiém soat két ndi ndy, ta dung proxy server dé tao ra mot chinh sach truy cép cho
phép cac client truy cép toi cac server trén Internet cu thé, chinh sach truy cap cling véi
cac qui tic dinh tuyén quyét dinh cac client truy cép Internet nhu thé nao.

Khi proxy server xu ly mot yéu cau di, proxy server kiém tra cac qui tic dinh tuyén
cac qui tac vé noi dung va cac qui tac giao thirc dé xem xét vige truy c@p c6 duge phep
hay khong. Yéu cau chi dugc cho phép néu ca quy tac giao thire, qui tac noi dung va site
cho phép va néu khong mot qui tic nao tir chdi yéu cau. Mot vai qui tic ¢ thé duoc
thiét 1ap dé ap dung cho cac client cu thé. Trong trudng hop nay, cac client co thé duoc
chi dinh hoac la bang dia chi IP hoac bang user name.

Proxy server xu 1y cac yéu cau theo cach khac nhau phy thudc vao kiéu yéu cau
cua client va viéc thlct lap proxy server.Voi mot yéu cau, cac qui tic duge xu ly theo
thir tyr nhu sau: qui tac giao thirc, qui tic ndi dung, cac loc goi IP, qui tic dinh tuyén
hozc cau hinh chudi proxy.

Trudc tién, proxy server kiém tra cac qui tac giao thirc, proxy server chip nhan yéu
cau chi khi mot qui tac giao thirc chap nhan mot cach cy thé yéu cau va khong mét qui
tic giao thirc nao tir chdi yéu cau do. Sau do, proxy server klcm tra cac qui tac vé noi
dung. Proxy server chi chap nhén yéu cau néu mot qui tic vé ndi dung chip nhan yéu
cau va khong c6 mét qui tac vé ndi dung nao tir chdi né. Tiép dén proxy server kiém tra

194



xem liéu co mot bo loc goi IP nao dugc thiét 1ap dé loai bo yéu cau khong dé quyét dinh
xem li¢u yéu ciu c6 bi tur chéi. Cudi cung, proxy server kiém tra qui tic dinh tuyén dé
quyét dinh xem yéu ciu dugc phuc vu nhu thé nio.

Gia str cai dit mot proxy server trén mot mdy tinh v6i hai giao tiép két nbi, mot két ndi
v6i Internet va mot két néi vao mang dung riéng. Ta s& cho cac chi din dé cho phép tat
ca client truy cap vao tat ca cac site. Trong truong hop nay, chinh sach truy nhap chi la
cac qui tac nhu sau: mot qui tic vé giao thirc cho phep tat ca cac client sir dung moi giao
thirc tai tit ca cac thoi dlem Mot qui tac vé ndi dung cho phép tat ca moi ngudt truy cap
t61 moi nd1 dung trén tat ca cac site ¢ tit ca cac thoi diém ndo. Luu v rang qui tac nay
cho phép cac client truy cap Internet nhung khong cho cac client bén ngoai truy cép vao
mang cua ban.

2.2.3. Xir Iy cdc yéu cdu dén

Proxy server co thé duoc thiét 1ap dé cac Server bén trong cé thé truy cip an toan
dén tir cac client ngoai. Ta c6 thé sir dung proxy server dé thiét 1ap mot chinh sach quang
ba an toan cho cac Server trong mang. Chinh sach quang ba (bao gdm cac bo loc goi IP,
cac qui tac quang ba Web, hodc qui tic quang ba Server, cung vdi cac qui tic dinh tuyén)
s& quyet dinh cac Server dugc quang ba nhu thé nao. Khi proxy server xur Iy mot yéu
cau xuit phat tr mot client bén ngoai, no s& kiém tra cac b loc go1 IP, cac qui tac quang
ba va cac qui tic dinh tuyén dé quyét dinh xem liéu yéu cau c6 dugc thuc hién hay khong
va Server trong nao s& thuc hién cac yéu cau do.

Giad s rfmg da cai dat proxy server voi hai giao tiép két ndi, mot két ndi toi Internet
va mot ket no6i vao mang dung riéng. Néu loc goi hoat dong va sau do, bo loc goi IP tur
chdi yéu cau thi yéu cau s& bj tir chdi. Neu cac qui tac quang ba web tur ch01 yéu cau thi
yéu cau ciing bi loai bo. Néu mot qui tic dinh tuyen duogc thiét 1ap yéu cau duoc dinh
tuyén t6i mot Server upstream hodc mot site chu ké phién thi Server dugc xac dinh do
s& xir Iy yéu cau. Néu mot qui tac dinh tuyén chi ra rang cac yéu cau dugc dinh tuyén
t6i mot Server cu thé thi web Server trong sé tra vé d6i tuong.

2.3. Proxy client va cac phwong thirc nhan thue

Chinh sach truy nhap va cac qui tic quang ba ciia Proxy server c6 thé duoc thiét
1ap dé cho phép hoic tir chdi mot nhom may tinh hay mot nhom cac nguoi dung truy
nhap téi mot server nao d6. Néu qui tac duoc ap dung riéng vdi cac nguoi dung, Proxy
server s& kiém tra cac dic tinh yéu cau de quyét dinh nguoi dung dugc nhén thue nhu
thé ndo. Ta co thé thiét 1ap cac thong sb cho cic yéu cau thong tin di va dén dé nguoi
dung phai duoc proxy server nhén thyuc trude khi xur ly cac qui tac Viéc nay dam bao
rang cac yéu cau chi duoc phép néu nguoi ding dua ra cac yéu cau di duoc xac thyc.
Ban ciing c6 thé thiét 1ap cac phuong phap nhan thyc dugc str dung va co thé thiét 1ap
cac phuong phap nhan thyuc cho cic yéu cau di va yéu cau dén khac nhau.

V& co ban mot Proxy server thuong hd tro cac phuong phap nhan thuc sau diy:
phuong thitc nhan thuc co ban., nhan thyc Digest, nhan thyc tich hop Microsoft
windows, chiing thyc client va chig thyc server. Pam bao rang cac chuong trinh proxy
client phéi ho trg mot trong cac phuong phap nhén thyc ma proxy server dé dua ra. Trinh
duyét IE 5 tro Ién hd tro hau hét cac phuong phap nhan thye, mot vai trinh duyét khac
c6 thé chi hd trg phuong phap nhén thyc co ban. Dam bao rang cac trinh duyét client co
thé hd tro it nhat mot trong s6 cac phuong phap nhan thuc ma Proxy server hd tro.
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2.3.1. Phwong phdp nhdn thuc co bdan
Phuong phap nhan thyc nay guri va nhén cdc thong tin vé nguoi dung 1a cac ky tu
text d& dang doc duoc. Thong thuong thi cic thong tin vé user name va password s&
duoc mi hoa thi trong phuong phap nay khong c6 sy ma hod nao duge sir dung. Tién
trinh nhén thuc dugc mé ta nhu sau, proxy client nhic ngudi dung dua vao username va
password sau d6 thong tin nay duogc client guri cho proxy server. Cudi cling username
va password dugc kiém tra nhu 1a mot tai khoan trén proxy server.

2.3.2. Phuwong phdp nhdn thuc Digest

Phuong phap nay c6 tinh chat twong ty nhu phuong phap nhan thyc co ban nhung
khac & viéc chuyen cac thong tin nhan thyc. Cac thong tin nhén thyc qua mét tién trinh
xtr Iy mot chidu thuong dugc biét véi cai tén 1a "hashing". Két qua cua tién trinh nay goi
1a hash hay message digest va khong thé giai ma chung. Thong tin gbc khong thé phuc
hoi tir hash. Cac thong tin duoc bd sung vao password trude khi hash nén khéng ai co
thé bat duoc password va sir dung chiing dé gia danh nguoi dung thyuc. Céc gid tri dugc
thém vao dé gitp nhan dang nguodi dung. Mot tem thoi gian ciing dugc thém vao dé
ngan can ngudi dung sir dung mot password sau khi né da bi huy. Pay 13 mot vu diém
rd rang so v4i phuong phap nhan thyc co ban bdi vi nguoi dung bat hop phap khong thé
chan bat dugc password.

2.3.3. Phwong phdp nhdn thuc tich hop
Phuong phép nay duoc sir dung tich hop trong cac san pham cta Microsoft. Pay
cling 1a phuong phap chuin cia viéc nhan thyc bdi vi username va password khong
dugc gt qua mang. Phuong phap nay sit dung hoac giao thirc nhan thuc V5 Kerberos
hodc giao thirc nhan thuc challenge/response cua no.

2.3.4. Chirng thuc client va chirng thuc server

Ta c6 thé st dung cac dac tinh cta SSL dé nhan thuc. Chung thuc dugc st dung
theo hai cach khi mot client yéu cau mot dbi tuong tu server: server nhan thuc chinh no
bang cach giri di mot ching thyc server cho client. Server yéu cau client nhan thuc chinh
no (Trong truong hop nay client phai dua ra mot chiig thuc client phu hop té1 server).
SSL nhan thuc bang cach kiém tra ndi dung cia mot ching thuc s6 dugec mi hoa do
proxy client d¢ trinh 1€n trong qua trinh ddng nhap (Cac ngudi dung co thé c6 dugc cac
chung thyc sd tir mot t6 chirc ngoai co do tin tuong cao). Cac chung thyc Ve server bao
gom cac thong tin nhan biét vé server. Cac chung thyc vé client thuong gdm céc thong
tin nhan biét vé nguoi ding va té chirc dua ra ching thyuc do.

Chung thuc client: Néu chirng thuc client duoc lya chon 1a phuong thirc xac thuc thi
proxy server yéu céu client giri ching thuc dén trudce khi yéu cdu mot d6i tuong. Proxy
server nhan yéu cau va giri mot chung thyc cho client. Client nhan ching thuc nay va
kiém tra xem c6 thuc 1a thudc vé proxy server . Client gri yéu cdu cua nd cho proxy
server, tuy nhién proxy server yéu cau mot ching thyc tur client ma da dugc dua ra trude
d6. Proxy server kiém tra xem chung thuc c6 thuc su thudce vé client dugc phép truy
cap khong.

Ching thuc server: Khi mot client yéu cau mot dodi tuong SSL tir mot server, client yéu
cau server phai nhan thuc chinh né. Néu proxy server két thuc mot két ndi SSL thi sau
d6 proxy server s& phai nhan thuc chinh n6 cho client. Ta phai thiét 1ap va chi dinh céac
chtng thuc vé phia server dé sir dung khi nhan thuc server cho client
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2.3.5. Nhdn thyc pass-though
Nhan thyc pass-though chi dén kha ning cta proxy server chuyén thong tin nhén thyc
ctia client cho server dich. Proxy server hd tro nhan thuc cho ca cac yéu cau di va dén.
Hinh v& sau mo ta truong hop nhan thyc pass-though.
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Client gui yéu cau lay mot dbi tugng trén mot web server cho proxy server. Proxy server
chuyén yéu cau nay cho web server, bat dau tir day viéc nhan thuc qua cac budc sau:

1. Webserver nhan duoc yéu cau lay d6i twong va dap lai rang client can phai nhan thuyc.
Web server cling chi ra cac ki€u nhan thuc dugc ho trg.

2. Proxy server chuyén yéu cau nhan thuc cho client

3. Client tiép nhan yéu ciu va tra cac thong tin nhan thuc cho proxy server
4. Proxy server chuyén lai thong tin d6 cho web server

5. Tu luc nay client lién lac tryc tiép v&1 web server

6. SSL Tunneling. Vi dudong ham SSL, mét client c6 thé thiét 1ap mot dudng ham qua
proxy server truc tiép t4i server yeu cau voi cac ddi tuong yéu cau 1a HTTPS. Bat cir
khi nao client yu cau mot d6i tuong HTTPS qua proxy server no sir dung duong ham
SSL. Puong ham SSL 1am viéc boi sy ngdm dinh cac yéu cau di téi cac cong 443 va
563.
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Tién trinh tao duong ham SSL dugc mo ta nhu sau:

1 Khi client yéu ciu mot d6i tuong HTTPS tir mot web server trén Internet, proxy
server gui mot yéu cau két ndi https://URL_name

2 Yéu cau tiép theo duoc guri toi cong 8080 trén may proxy server CONNECT
URL name:443 HTTP/1.1
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https://url_name/

3 Proxy server két ndi toi Web server trén cong 443

4 Khi mot két ndi TCP duoc thiét 1ap, proxy server tra lai két ndi da duoc thiét
lap HTTP/1.0 200
5 Tir ddy, client thong tin tryc tiép véi Web server bén ngoai
7. SSL bridging.
SSL bridging dé cap dén kha niang cua proxy server trong vi¢c ma hoa hodc giai ma cac
yéu cau cua client va chuyén cac yéu cau nay toi server dich. Vi du, trong truong hop
quang ba (hodc reverse proxy), proxy server co thé phuc vu mot yéu cau SSL cua client

bang cach chdm dut két néi SSL véi client va md lai mot két ndi méi véi web server.
SSL bridging duoc sir dung khi proxy server két thiic hodc khai tao mot két ndi SSL.

Khi mét client yéu cau mot ddi twong HTTP. Proxy server ma hoa yéu cau va chuyén
tiép n6 cho web server. Web server tra vé ddi twong dd ma hoa cho proxy server. Sau
do proxy server giai mé dbi tuong va gui lai cho client. N6i mot cach khac cac yéu ciu
HTTP dugc chuyén tiép nhu cac yéu cau SSL. Khi client yéu cau mot d01 tuong SSL.
Proxy server giai mé yéu cau, sau d6 ma hoa lai mot 1an nita va chuyén tiép no toi Web
server. Web server tra vé ddi tugng ma hoa cho proxy server.

Proxy server giai ma dbi tuong va sau do gui no cho client. N6i mot cach khac cac yéu
cau SSL duoc chuyén tiép nhu 1a cac yéu cau SSL. Khi client yéu cau mot d6i tuong
SSL. Proxy server giai ma yéu cau va chuyén tiép no cho web server. Web server tra vé
d6i twong HTTP cho proxy server.

Proxy server mé hoa ddi tuong va chuyén né cho client. N6i cach khéc cac yéu cau SSL
duoc chuyen tlep nhu cac yéu cau HTTP. SSL bridging co6 thé duogc thlet 1ap cho cac
yéu cau di va dén. Tuy nhién vé6i cic yéu cau di client phai hd trg truyén thong bao mat
v&i proxy server.

Bai tap thuc hanh cia hgc vién
1. Trinh bay cac khai niém co ban vé dich vu Proxy.
2. Trinh bay cac qui tac trinh cap Proxy Server.
3. Trinh bay cdc phuong thirc nhan thuc cua mdt Proxy Server.

Bai tap nang cao:
Cai day dich vu proxy trén Windows Server.
Nhirng trong tim can chu y trong bai:
- Trinh bay dugc khai ni¢m vé dich vu Proxy;
- M6 phong duoc cach trién khai va khai thac t6t vé dich vu Proxy
Yéu ciu vé danh gia két qua hoc tap:
Noi dung:
+ Vé kién thirc:
- Trinh bay duoc khai niém vé dich vu Proxy
+ V& k¥ ning: Mo phong dugc cach trién khai va khai thac tét vé dich vu Proxy
+ Nang luc tu chu va trach nhiém: Ti mi, can than, chinh xac, ngan nép trong cong viéc.
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Phwong phap:
+ Vé kién thirc: Puoc danh gia bang hinh thirc kiém tra viét, tric nghiém, van dap
+ Vé k¥ ning: M6 phong duogc cach trién khai va khai thac tot vé dich vu Proxy.

+ Nang luc tu chu va trach nhi¢m: Ti mi, can than, chinh xac, ngan nap trong cong
viéc.
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