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Chwong 14: WEBMIN
1) Gisi thiéu WebMin
Webmin 1a phan mém quan trj server linux qua giao dién d hoa. Cho phép ngudi nguoi

quan tri d& dang quan ly tai nguy@n va cau hinh céc dich vu théng qua dao dién web nhu:

User management, Disk managemet, Network, Iptables (Firewall), Cron, Apache, DNS....
Mic dinh Web min sir dung céng 10000 dé giao tiép.
2) M6 hinh trién khai:

Admin Linux Server

192.168.1.5

192.168.1.7

3) Cai dit

< Cai truc tiép tir internet
Cha y: Linux Server phai di duoc internet. Tat Firewall (s& hoc ¢ chuong sau)
Buwérc 1: Tao file webmin.repo tai thu muc /etc/yum.repos.d/
#vi letc/yum.repos.d/webmin.repo

[Webmin]

name=Webmin Distribution Neutral

#baseurl=http://download.webmin.com/download/yum
mirrorlist=http://download.webmin.com/download/yum/mirrorlist
enabled=1

Buwoc 2: Import PGP Key cua webmin
#rpm --import http://www.webmin.com/jcameron-key.asc
Bwérc 3: Cai dat Webmin

Trang 2


http://www.webmin.com/jcameron-key.asc

http://newstar.vn NEV\éEII"

#yum -y install webmin

Buwdrc 4: khai dong dich vu Webmin va cho khéi dong cuing HPH
#service webmin start

#chkconfig webmin on

Bwéc 5: kiém tra truy cap tir Admin

<« C | A Notsecure | bHEE//192.168,1.7:10000 ir

& Webmin

You must enter a username and
password to login to the server on
192.168.1.7

& ||Username
@ Password

Remember me

+» Cai dat tir rpm:
Buwdéc 1: Download webmin

#wget http://prdownloads.sourceforge.net/webadmin/webmin-1.840-1.noarch.rpm

Bwéc 2: Cai dit cac goi thu vién can thiét
#yum -y install perl perl-Net-SSLeay openssl perl-10-Tty perl-Encode-Detect
Bwéc 3: Cai dat webmin
#rpm -ivh webmin-1.840-1.noarch.rpm
Bai tap:
- Chi cho phép I6p 192.168.1.0/24 truy cap dén webmin. Cam tat ca cac IP khéac

- Phan quyeén truy cap c4c chiic nang cuia Wemin cho ting user quan tri
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1)

2)

3)

Chwong 15: VNC SERVER

Gigi thigu VNC

VNC - Virtual Network Computing 1&2 mét cdng cu phd bién dé cung cip truy cap
Server tir xa thdng qua giao dién d6 hoa..

M©b hinh

Admin Linux Server

192.168.1.5

192.168.1.7
Cai dit va cdu hinh
Buwdc 1: Cai dat tigervnc-server tir internet
#yum install tigervnc-server
Bwéc 2: Cau hinh cho phép 2 user root va nam truy cap vao VNC-Server
v Tao file cdu hinh vnc cho user root bang cach copy file ciu hinh mau cua dich vu
#cp /lib/systemd/system/vncserver @.service
[etc/systemd/system/vncserver@:1.service
v' M file va chinh sira tén user thanh root va doi duong thu muc home cua user root
#vi letc/systemd/system/vncserver@:1.service
(chinh swra theo noi dung bén dudis)
ExecStart=/sbin/runuser -l root -c "/usr/bin/vncserver %i"
PIDFile=/root/.vnc/%H%i.pid
v' Tao file cu hinh vnc cho user nam
#cp /lib/systemd/system/vncserver@.service
/etc/systemd/system/vncserver@:2.service
v' M file va chinh sira tén user thanh nam va déi duong thu muc home cua user

nam
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#vi /etc/systemd/system/vncserver@:1.service
(chinh stra theo ndi dung bén dudis)
ExecStart=/sbin/runuser -1 nam -c "/usr/bin/vncserver %i"
PIDFile=/home/nam/.vnc/%H%i.pid

v" Tao user nam

#useradd nam

v Dat password VNC cho user root

#vncpasswd

v' DBit password VNC cho user nam

#sSU nam

#vncpasswd

v" Reload lai dich vu

#systemctl daemon-reload

v" Khéi dong dich vu vnc cho user nam va root

#systemctl start vncserver@:1.service

#systemctl start vncserver@:2.service

v' Kheoi dong khi hé théng starup

#systemctl enable vncserver@:1.service

#systemctl enable vncserver@:2.service

Bwéc 3: Kiém tra hoat dong cua VNC. May admin download VNC-Viewer va truy cap
bang user: root (192.168.1.7:1)

IE vnC Viewer - O X
File View Help

[192.168.1.7:1 | & sonin. ~

e

192.168.1.7:1 192,168.1.7:2
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B 192,168,177 - WHE Wiewer

U] Authentication

WRC Servers 192,768.1.7:5900

Usernarme:

Passwiord: |

[CJRemember password

(0] | | Cancel

VNC bing user: nam

& wNC Viewer
File View Help

|192.153.1.7:2

192.168.1.7:1 192.168.1.7:2

E 192.168.1.7:2 - WNC Wiewer

m Authentication

WHC Servers  192,168.1.7:5902

Usernarme:

Password: |

Ll Remember password

Ok || Cancel |
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Chwong 16: DHCP SERVER
1) Gioi thiéu:
DHCP (DYNAMIC HOST CONFIGURATION PROTOCOL) la dich vu cip phat dia chi
IP tw d6ng cho cac may tinh hoat dong theo md hinh server-client, may cau hinh DHCP

Server phai dugc gan IP tinh. Thong tin ma client nhan duogc tir DHCP server gdom: IP,

subnet mask, default gateway, DNS server, ...

Cac dia chi IP trong mang LAN duoc dat theo RFC 1918:
Class A: 10.0.0.0 — 10.255.255.255 (10/8 prefix)

Class B: 172.16.0.0 — 172.31.255.255 (172.16/12 prefix)
Class C: 192.168.0.0 — 192.168.255.255 (1 192.168/16 prefix)

2) M0 hinh trién khai

DHCPF SERVER

—

-

i

192.168.1.254

(Cha y: tat dhep trén VMWare)

3) Cai dit
- Thiét lap dia chi IP tinh cho DHCP Server: 192.168.1.254/24
- Cai tu internet:

#yum install dhcp
- Cai tu CDROM:

#rpm —ivh dhcp-4.1.1-25P1.el6.i686.rpm
4) CAu hinh

A. DHCP-Server

Bwéc 1:copy file cAu hinh
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#cp /usr/share/doc/dhcp-4.2.5/dhcpd.conf.example /etc/dhcp/dhcpd.conf
cp: overwrite °setc/dhcpsdhepd.conf’? Chony
Bwéc 2: Ty chinh céc théng sé

#vi /etc/dhcp/dhcpd.conf

Bwéc 3: Xoa noi dung tir dong 23 dén cudi file

Buwéc 4: Thém noi dung sau vao cudi file

subnet 192.168.1.0 netmask 255.255.255.0{
option routers 192.168.1.1;
option subnet-mask 255.255.255.0;
option domain-name-servers 8.8.8.8;
range 192.168.1.100 192.168.1.200;
default-lease-time 21600;
max-lease-time 43200;

}
Khaoi dong lai dich vu

#systemctl start dhcpd
Cho dich vu khai dong cung voi HDH
# systemctl enable dhcpd
B. DHCP Client
Windows OS
- ipconfig /release
- ipconfig /renew
- ipconfig
Linux OS
- dhclient eth0
- dhclient —r

- ifconfig

Thuec hién cap ip theo Mac-Address:
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subnet 192.168.1.0 netmask 255.255.255.0{
option routers 192.168.1.1;
option subnet-mask 255.255.255.0;
option domain-name-servers 8.8.8.8;
range 192.168.1.100 192.168.1.200;
default-lease-time 21600;
max-lease-time 43200;
host nsshare
{
hardware ethernet 00:50:56:¢0:00:01;
fixed-address 192.168.1.151;

Trang 9



http://newstar.vn NEV\éEII"

Chwong 17: SAMBA

1) Gigi thigu
Samba la dich vu cua hé diéu hanh Linux, chay trén nén giao thuc SMB (Server Message

Block) cho phep chia se file h¢ thong, may in voi cac may chay hé¢ diéu hanh Windows

Samba Server port numbers: 137/tcp; 137/udp; 138/tcp; 138/udp; 139/udp; 139/udp;
445/tcp; 445/udp

2) M6 hinh
SAMBA. SERVER

192.168.1.10

192.168.1.5

3) Cai dat SAMBA Server
v’ Cai tr internet:
#yum install samba
v' Cai tur dia CD:
#rpm —ivh samba-3.5.10-114.el6.i686.rpm
4) Cau hinh SAMBA Server
Truwong hop 1: Khdng can username/password dé truy cap dix liéu chia sé
- Tao mot thu muc dé thuc hién share dit liéu.
Vi du: Tao thu muc cé tén 1a “soft”. Trong thu muc soft, tao thu muc co tén linux1
#mkdir /soft
#mkdir /soft/linux2
Phan quyén thu myc soft:
#chmod 777 —R /soft/

- CAu hinh Server:
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#vi /etc/samba/smb.conf

Thém vao dong sau vao vi tri dong s6 125
map to guest = bad user

Di chuyén cudi file va thém néi dung sau

[Soft Newstar]

comment = Ung dung van phong
path = /soft

writable = yes

read only = yes

create mode = 0600

directory mode = 0700

guest ok = yes

Céc options:

guest ok: cho phép clients két ndi tgi thu muc file dugc chia sé ma khéng can password.

create mode: Quyén han cua file khi duoc tao file

directory mode: Quyén han cua thu muyc khi duoc tao

Kiém tra cAu hinh vira thiét 1ap
#testparm

Khéi @ong dich vu samba
#systemctl restart smb.service

Kiém tra trang thai samba

#smbstatus
A. Client Test (Windows):
EZE
= Type the name of a program, folder, document, or Internet

Open:

rescurce, and Windows will cpen it for you.

WMW192.168.1.5 -

'?:;f' This task will be created with administrative privileges.

[ oK | [ Cancel || Browse..
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Trwong hep 2: can chiing thuc dé truy cap dit liéu chia sé

Tao thu muc chia sé

#mkdir /ketoan

Tao group ké toan, va thém user kt1 vao nhém nay
#groupadd ketoan

#useradd -g ketoan ktl

Tao password samba cho user ktl
#smbpasswd -a ktl

Chinh st file cau hinh

#vi letc/samba/smb.conf

[Phong Ke Toan]

comment = tai lieu p.ketoan

path = /ketoan

valid users = @ketoan

writable = yes

guest ok = no

(chu y: x6a cache user/pass truy cdp trén windows : net use * /delete)
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Chuong 18: NFS SERVER
1) Giéi thidu

NFS(Network File System) I dich vu chia sé file trén cac hé théng Unix/Linux. Dich vu
NFS cho phep chia se tip tin cho nhiéu nguoi dung trén cung mang va nguoi dung co thé

thao tac nhu voi tap tin trén chinh dia cung cua minh

2) M6 hinh

ju—

192.168.1.10

NFS5 SERVER

192.168.1.5
3) Cai dit va cau hinh
A. Server
Buwéc 1: Cai cac goi sau tur internet
#yum install nfs-utils nfs-utils-lib portmap
Bwéc 2:Tao thu muc chia sé
#mkdir /soft
#mkdir /giaitri
#mkdir /data
Budc 3: Cau hinh thu muc chia s& /soft
#vi /etc/exports
Cau truc file exports nhu sau:
/Thw muc chia sé host1(options) host2(option)
Céc tuy cheon théng dung:
v ro:thudc tinh ch? doc
v rw:thudce tinh doc va ghi
v sync: dong bg dir liéu
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v root_squash: khong cho phép siz dung hé thang véi quyén han root
v no_root _squash:nguoc lai voi root_squash
2
(Ditng #man exports dé xem céc options khac)
No6i dung file /etc/exports véi muc dich chi cho phép cac ip thuoc Iop mang
192.168.1.0/24 c6 quyén doc.
/soft 192.168.1.0/24(rw,sync)
/data 192.168.1.5(rw,sync)
[giaitri 192.168.1.5(ro,root_squash,sync)
Buwoc 4: Khoi dong dich vu
#service nfs start
Reload lai toan bd ciu hinh cho nfs
#exportfs -a
(Néu chi muén cap nhat cac entry vira thém ta dung lénh
#exportfs -r)
B. Client (Linux)
Bwéc 1: kiém tra thdng tin dich vu NFS va danh sach cac thu muc duoc export trén
NFS Server
#showmount —e 192.168.1.5
Budc 2: Tao thu muc dé 1am mount point
#mkdir /mnt/al
#mkdir /mnt/a2
#mkdir /mnt/a3
Bwéc 2: thyc hién mount thu muc share vé may
#mount —t nfs 192.168.1.5:/soft /mnt/al
#mount —t nfs 192.168.1.5:/data /mnt/a2
#mount —t nfs 192.168.1.5:/giaitri ~ /mnt/a3
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Chuong 19: DNS
1) Giéi thigu

DNS (Domain Name System) la hé théng phan giai t&n mién dugc phat minh vao nim
1984 cho Internet, cho phép thiét lap twong Gng gitra dia chi IP va tén mién.

2) M6 hinh

st dung 1 Server DNS dung dé phan giai tén mién caa 1 WebServer

newstar.vn

192.168.1.10/24

web Server

Chuan bi hé thong:

Server OS
DNS Server (192.168.1.1) Centos 7.X
WebServer (192.168.1.10) Centos 7.X
client Win 7 or Win 8 (test)

Cai dit va cau hinh DNS (192.168.1.1):

Buoc 1: Bat hostname cho Server DNS la: dnsl.newstar.vn va restart lai Server
#vi [etc/sysconfig/network

HOSTNAME=dns1.newstar.vn

#init 6
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Buwdrc 2: Cai dat cac goi bind*
#yum install bind*
Buwdc 3: Cau hinh file named.conf

#vi /etc/named.conf

Buwéc 4: CAu hinh cac Zone cho DNS Server
#vi /etc/named.rfc1912.zones

(Xudng cudi file cau hinh zone phan giai thuan va phan giai nghich)

Buwdrc 5: Tao cac file CSDL cho zone thuan va zone nghich vira khai bao
(copy file mau tir chwong trinh cai dit va sira lai noi dung cho phti hop)
#cp var/named/named.localhost /var/named/newstar.vn.zone

#cp /var/named/named.loopback /var/named/newstar.vn.rr.zone

#vi /var/named/newstar.vn.zone
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Buéc 6: Gan quyén trén 2 file zone vira tao

#cd /var/named/

#chown named:named newstar.vn.zone
#chown named:named newstar.vn.rr.zone
Bwéc 7: Restart dich vu named
#service named restart

#systemctl enable named

Cai dat Web Server (192.168.1.10)
Buwéc 1: Cai dat goi httpd

#yum install httpd

Bwdéc 2: Chinh sua file httpd.conf

#vi /etc/nttpd/conf/httpd.conf

(Thém vao cuoi file ngi dung sau)

<VirtualHost *:80>
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DocumentRoot /var/www/newstar
ServerName newstar.vn

ServerAlias www.newstar.vn
</VirtualHost>

Buwdc 3: Tao file index.htm c6 ndi dung tuy y trong /var/www/newstar
Bwaéc 4: Restart dich vu

# service httpd restart

Bwéc 5: Tro DNS vé ip Server DNS
#vi [etc/resolv.conf

nameserver 192.168.1.1

TEST DNS trén may Client

Vao terminal

#nslookup newstar.vn

#nslookup dnsl.newstar.vn

Truy cap web newstar.vn
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B-M0 hinh sir dung 2 Server DNS (primary secondary)

v" DNS Primary (192.168.1.1)
v" DNS Secondary (192.168.1.2)
v" Web Server (192.168.1.10)

Cai dat g6i bind cho 2 may Primary va secondary:

Cai tur Internet;

#yum install bind*
Cau hinh cho DNS cho primary:

Bwoc 1: Xem ndi dung file named.conf

#vi [etc/named.conf

Buwdc 2: thém noi dung vao file named.rfc1912.zones

#vi letc/named.rfc1912.zones

Thém vao cuébi file

zone "newstar.vn" IN {
type master;
file "newstar.vn.zone";
allow-transfer {192.168.1.2;};
allow-update {192.168.1.2;};
allow-query {any;};

I3

zone "1.168.192.in-addr.arpa" IN {
type master;
file "newstar.vn.rr.zone";
allow-transfer {192.168.1.2;};
allow-update {192.168.1.2;};

allow-query {any;};
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Bwéc 3: Copy va doi tén 2 file sau:

#cp /var/named/named.localhost /var/named/newstar.vn.zone

#cp /var/named/named.loopback /var/named/newstar.vn.rr.zone

NEV\IQ.EI‘

Bwéc 4: Chinh sira file ciu hinh cho file phan giai thuan newstar.vn.zone

#vi /var/named/newstar.vn.zone

(NS dung dé khai bao may chi DNS cua 1 tén mién)
(A: &nh xa tén host vao 1 ip)

$TTL 1D

@ IN SOA dnsl.newstar.vn. root.newstar.vn. (

0 : serial
1D ; refresh
1H  ; retry
1IW  ; expire

3H) ; minimum
IN NS dnsl.newstar.com.
IN NS dns2.newstar.com.
newstar.vn. INA 192.168.1.10

WWW IN CNAME newstar.vn
dnsl INA 192.168.1.1
dns2 INA 192.168.1.2

Budéc 5: Cau hinh file phan giai nghich

# vi /var/named/newstar.vn.rr.zone

$TTL 1D
@ IN SOA dnsl.newstar.vn. root.newstar.vn. (
0 : serial
1D ; refresh
1H ; retry
1IW ; expire
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3H) ; minimum

IN NS dnsl.newstar.vn.

IN NS dns2. newstar.vn.
1 INPTR dnsl. newstar.vn.
2 INPTR dns2. newstar.vn.
10 INPTR newstar.vn.
Buwdc 6: Khoi dong dich vu named khi boot Server
# chkconfig named on
Buwéc 7: gan nhom so hitu cho user named vao cac file vira tao
#chgrp named newstar*
Buéc 8: Khai dong deamon named cho qué trinh lam viéc
#/etc/init.d/named start
Bwéc 9: Cau hinh file phan giai domain
#vi [etc/resolv.conf
(thém vao dong sau)
nameserver 192.168.1.1
Budéc 10: Kiém tra phan giai DNS

#nslookup newstar.vn
Céu hinh Secondary DNS Server

Khai bao zone thuan va zone nghich tir dnsl.newstar.vn
Bwéc 1: cau hinh file dns
#vi /etc/named.rfc1912.zones
(Thém vao cuoi file dong sau)
zone "newstar.vn" IN {
type slave;
file "slaves/newstar.vn.zone.bk";
masters {192.168.1.1;};
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zone "1.168.192.in-addr.arpa™ IN {
type slave;
file "slaves/newstar.vn.rr.zone.bk";
masters {192.168.1.1;};

Budc 2: Kiém tra lai

#ls —| /var/named/slaves/

Buwéc 3: Restart dich vu

# /etc/init.d/named restart

Bwéc 4:Kiém tra lai ndi dung thu muc slaves
#ls -l lvar/named/slaves/

Buéc 5: Xem ndi dung zone thuan transfer tir master dns
#vi Ivar/named/slaves/ newstar.vn.zone.bk
Bwéc 6: Cau hinh nameserver

# vi /etc/resolv.conf

(Thém vao)

nameserver 192.168.1.1

nameserver 192.168.1.2

Budc 7: Thuc hién kiém tra dns

# nslookup newstar.vn

Bwéc 8: tit may dns1 va thuc hién kiém tra lai dns (nslookup)
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Chwong 20: MAIL SERVER

(Postfix, Dovecot and SquirrelMail)
1) Gioi thiéu

Mail server cho phép user gui nhan thu dién tir. Mail server sé quan ly toan bé cac tai khoan

email trong hé thdng noi bo.

2) Cai dat
Buéc 1: Pat hostname cho Server Mail la: mail.newstar.vn
#nmtui
Update repository
#yum install epel-release
Buéc 2: Cai dat goi postfix
#yum install postfix
Bwéc 3: cau hinh file postfix
# vi /etc/postfix/main.cf
(dong 76)
myhostname = mail.newstar.vn
(dong83)
mydomain = newstar.vn
(dong 99)
myorigin = $mydomain
(dong 113)
inet_interfaces = all
(dong 119)
inet_protocols = all
(dong 164 — comment)
#mydestination = $myhostname, localhost.$mydomain, localhost

(dong 165 - uncomment)
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mydestination = $myhostname, localhost.$mydomain, localhost, newstar.vn
(dong 264)

mynetworks = 168.100.189.0/28, 127.0.0.0/8, 0.0.0.0/0

(dong 419 — b ddu #)

home_mailbox = Maildir/

Buwoc 4: start dich vu postfix

#systemctl enable postfix

#systemctl restart postfix

Buwoc 5: Test postfix

Buwdrc 6: Cai dat goi dovecot

# yum install dovecot

Bwéc 7: cau hinh dovecot

#vi /etc/dovecot/dovecot.conf

(dong 24)

protocols = imap pop3 Imtp

# vi /etc/dovecot/conf.d/10-mail.conf
(dong 24 — bo dau #)

mail_location = maildir:~/Maildir
#vi /etc/dovecot/conf.d/10-auth.conf
(dong 10)

disable_plaintext_auth = yes

(dong 100)

auth_mechanisms = plain login

# vi /etc/dovecot/conf.d/10-master.conf
(dong 91,92)

user = postfix

group = postfix
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Bwérc 8: Start dich vu dovecot

# systemctl restart dovecot

# systemctl enable dovecot

Bwdrc 9: install squirrelmail

# yum install squirrelmail

# service httpd start

#chkconfig httpd on

Bwéc 10: cau hinh Squirrelmail

# cd /usr/share/squirrelmail/config/

Jconf.pl

Command >

Chon 1

Thiét Igp cac thong sé
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ion

: Welcome to Hewstar webmail

f/mewstar.vn

Command >> I

Sau khi thiét Idp xong —chon R d@é quay lgi menu
Chon 2 — thiét ldp céc thong so
SquirrelMail Configuration : Read: config.php (1.4.8)

Server Settings

General

1. Domain : newstar.vn

2. Invert Time : false

3. Sendmail or SMTP : SMTFP

A. \Update IMAP Settings : localhost:143 (uw)
B. Update SMTP Settings : localhost:25

R Return to Main Menu

C Turn color off

5 Save data

0 Quit

Command >> [}

Chon S dé lwu

Chon Q dé thoat

Bwéc 11: cu hinh http cho mail server
#vi [etc/httpd/conf/httpd.conf

(Thém vao cugi file ngi dung sau)

Trang 26



http://newstar.vn

Alias /squirrelmail /usr/share/squirrelmail

<Directory /usr/share/squirrelmail>
Options Indexes FollowSymLinks
RewriteEngine On
AllowOverride All
Directorylndex index.php
Order allow,deny
Allow from all

</Directory>

Buwdc 12: Restart dich vu http

# service httpd restart

3) Céu hinh DNS cho Mail Server

a. File forward.zone

newstar.vn. root.newstar.wvn.(
A

1D
1H
1W

mail.newstar.wn.
192.1668.1.1
192.1668.1.1
18 mail.newstar.

b. File reverse.zone

S5TTL 1D
IN 50A newstar.uvn. root.newstar.

IN N5 mail.newstar.uvn.
IN PTR mail .newstar.wvn.

3H

.

NewStar

serial

; refresh

retry
eExpire
minimum

serial
refresh
retry

expire
minimum
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Chwong 21: SQUID PROXY

1) Gioi thigu:
Squid 1a mot proxy server, kha ning cua squid 1a tiét kiém bang thong (bandwidth), cai
tién viéc bao mat, tang tdc do truy cap web cho nguoi st dung.

2) M6 hinh

3) Chuan bj hé théng

Loai (OK] Ghicha
Squid Proxy Server Centos 6.x 2 card mang. Két ndi duoc internet
ethO: dhcp
ethl: 192.168.1.1
Client XP or Centos 192.168.1.5,20

4) Cai dat va cau hinh Proxy Server
Bwdrc 1: Cai dat Squid tur internet
#yum install squid
Bwéc 2: File ciu hinh
#vi [etc/squid/squid.conf
(Mdc dinh Squid Proxy cho phép tdt ca cac host trong LAN truy cdp internet.)
Start squid

#services squid start
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Bwéc 3: Cau hinh phia client.
Trén client ta ciu hinh proxy nhu sau:

Mo IE, chon Tools — Internet Opitions, tir tab Connections chon LAN Settings...

[hhxal Area Network (LAN) Settings Ié]

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[7] Automatically detect settings

I:l Use automatic configuration script

Proxy server

Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections).

Address:  192.168.1.1 Port: | 3128

[ Bypass proxy server for local addresses

OK. l [ Cancel ]

Théng sé trong file squid.conf
e http_port 3128: Squid ling nghe trén port 3128
Yéu cau:

1) Thay doi port squid ling nghe 12 8080
2) IP ciia sép CNTT: 192.168.1.2
- Duoc phép truy cdp vao tat ca cac trang web ngogi trir trang nghe nhac, xem phim
trong thoi gian 1am viéc (sang tir 8h:12h ; budi chiéu tir 13h:17h30 tir ther 2 -> thr
6). Thoi gian nghi triea dwoc phép truy cdp tat cd.
- Cho phép sé két noi téi da la 10
- Dung lwong download téi da 30M
- Dung lwong upload téi da 30kb
3) IP phong CNTT 192.168.1.10-100
- Chi duogc truy cap vao cac trang web: newstar.vn. dantri.com, 24h.com.vn.
- Thoi gian truy cap budi sang tir 8h:12h ; budi chiéu tir 13h:17h30.

- Thoi gian nghi trua cho phép thém quyén vao trang chiasenhac.com dé giai tri
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- Trong thai gian 1am viéc néu truy cap vao céc trang nghe nhac (chiasenhac.com;

nhacso.net) thi ty dong redirect dén website newstar.vn

Thuc hién ciu hinh:

1) #vi /etc/squid/squid.conf
http_port 8080
#squid —k reconf

Thay d6i port trén trinh duyét web proxy setting cua client va truy cap lai internet
Tir yéu cau 2 va 3: thuc hién viét cac access-list sau:

#cac acl dinh nghia cac website c6 keyword trén url

acl deny-nhac dstdom_regex "'/etc/squid/web/denynhac.txt"

#cac acl dinh nghia cac dang file

acl deny-file-video-nhac url_regex -i /. mp3$/ .mp4$ /.avi$ /.flvs [.wmv$/ .mpis$
#dinh cac acl va action cAm xem cac video

acl deny_rep_mime_flashvideo rep_mime_type video/flv

acl deny_rep_mime_shockwave rep_mime_type “application/x-shockwave-flash$
http_reply_access deny deny_rep_mime_flashvideo

http_reply_access deny deny rep_mime_shockwave

#Acl dinh nghia cac trang dugc phép truy cap

acl allow-web-CNTT dstdomain "/etc/squid/web/webcntt.txt”

#ACL cho phép vao trang chia se nhac

acl allow-mp3-cntt dstdomain “etc/squid/web/giaitricntt.txt”
#ACL thiét 1ap thoi gian lam viéc

acl time-lam-viec time M TW H F 08:00-11:59
acl time-lam-viec-chieu time M T W H F 13:00-17:30
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#ACL thiét lap thoi gian nghi trua
acl time-nghi-trua time M T W H F 12:00-12:59

#ACL cho phép sb két néi ti da 1a 10

acl sep-max maxconn 10

#ACL dinh nghia IP cua Sép phong CNTT

acl ip-sep src "/etc/squid/danhsachip/ip-sep.txt"

#ACL dinh nghia IP phong CNTT
acl ip-cntt src "/etc/squid/danhsachip/ip-cntt.txt"

#Thuc hién yéu cau quan ly truy cap

#Chinh séach cho sép

http_access deny ip-sep time-lam-viec deny-nhac

http_access deny ip-sep time-lam-viec deny-file-video-nhac
http_access deny ip-sep time-lam-viec-chieu deny-nhac
http_access deny ip-sep time-lam-viec-chieu deny-file-video-nhac
http_access deny ip-sep sep-max

reply_body _max_size 30 MB ip-sep

request_body _max size 30 kb ip-sep

http_access allow ip-sep

#chinh sach cho phong CNTT

http_access allow ip-cntt time-nghi-trua allow-giaitri-cntt
http_access deny deny-nhac

http_access deny deny-file-video-nhac

http_access deny ip-cntt 'allow-web-cntt

http_access allow ip-cntt
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#ca4u hinh redirect

deny _info http://newstar.vn deny-nhac

http_access deny all

#cau hinh cache theo RAM va theo HDD;

#Cache RAM chiém 32 MB;

Neué.ar

#Cache dia sir dung dinh leu triv theo kiéu ufs chiém 512 MB Véi 16 thu muc cap 1

#va 256 thur muc cho méi thu muc cap 1 do.
cache_dir ufs /var/spool/squid 100 16 256

cache_mem 50 MB

#Thudt toan cache dia la heap LFUDA (Least Frequently Used with Dynamic

Aging).

#Thugt toan cache ram la heap GDSF (Greedy-Dual Size Frequency)

cache_replacement_policy heap LFUDA

memory_replacement_policy heap GDSF

No6i dung céc file .txt da dinh nghia trong squid.conf

Tén file Noi dung
denynhac.txt nhac
music
mp3
giaitricntt.txt .chiasenhac.com
webcntt.txt .newstar.vn
.24h.com.vn
.dantri.com.vn
Ip-cntt.txt 192.168.1.0/24
ip-sep.txt 192.168.1.5
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1)

2)

Chuong 22: APACHE WEB SERVER

M6 hinh trién khai
Web Server

192.168.1.7
Cai dit
Buwdrc 1: cai dat cac goi httpd
#yum install httpd
Buwdc 2: Khoi dong dich vu
#systemctl start httpd
#chkconfig httpd on
Bwéc 3: Kiém tra apache
Truy cgp http://192.168.1.7

< C  ® 19216817

This page is used to test the proper operation of the Apache HTTP server after it has been
installed. If you can read this page it means that this site is working properly. This server is
powered by CentOS.

Just visiting”? Are you the Administrator?
The website you just visited is sither experiencing problems  You should add your website contert t0 the directory /var/wan/html /
ar is undergoing routine maintenance. To prevent this page from ever being used, follow the instructions in the file

fetc/httpd/conf.d/welcome.conf.
If you wiould like to let the administrators of this website know that you've seen
this page instead of the page you expected, you should send them e-mail. In Promoting Apache and CentOSs
general, mail sent to the name "webmaster" and directed to the website's

domain should reach the appropriate person “ou are free to use the images below on Apache and CentOS Linux powered

LD oo Thonlc forcing Aoacha g Copinio)

Thay doi trang mic dinh cia apache

Buwéc 4: download template website va copy vao thu muc /var/www/html
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Bwoc 5: Truy cap http://192.168.1.7

[ Business Website Templ- X

& - C|®192168.17

BUSINESS

Free HTML Template

B s

About Us Services Solutions

nnrree: 08 324 552 409

Contact

BE ACTIVE with the best coffee

Lorem ipsum dolor sit amet, consectetur adipiscing elit. Nulla ut lorem id mauris cursus pellentesque.
Donec lobortis magna at orci blandit ac lobortis ipsum vestibulum.

+ More

Our Services

=
=
|
=

Praesent turpis erat
Curabitur ullamcorper
Pellentesque adipiscing

"

Welcome to Business Theme

¥

g “ﬂ/l 74

Vivamus risus masss, congue ac varius sit amet, tincidunt ut diam.
Validate XHTML and CSS.

Business Theme is a free website template for everyone. You may
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Chwong 23: IPTABLES
1) Giéi thiéu
IPTABLES la hé thong firewall tiéu chuan dugc tich hop trong hau hét hé diéu hanh Linux.

IPTABLES theo ddi ludng dir liéu vao ra céc interface, loc g6i dua vao cac thng tin cua

header tai c4c tang cua Data link, Network, Transport cia mé hinh OSI

INPUT local processes OUTPUT

T

L

routing decision FORWARD routing decision

e o

PREROUTING POSTROUTING

o

ethX ethY
incoming packets outgoing packets

Cau trdc Iptables gom 3 Table, mdi table c6 cac Chain, mdi chain chira cac Rule do nguoi

quan tri cau hinh

FILTER TABLE NAT TABLE MANGLE TABLE

[ INPUT CHAIN ] EOUTPUTCHNN] [ INPUT CHAIN ]

[OUTPUT CHAIN] [pREROUT.NG CHNN] [OUTPUT CHAIN]

[FORWARD CHAIN] | E@STROUT'”G CHA@ [FORWARD CHAIN|
=,

f"b. F
e A2
EREROUTI NG CHAIPﬂ

EOSTROUTING CHAIE
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TABLE 1 TABLE 2

Chain 1 Chain 1
© Rule 1 = Rule 1
= Rule 2 = Rule 2
—) Rule 3 G_ ) Rule 3

(i |

Chain 2 | Chain2
) Rule 1 = Rule 1
) Rule 2 =) Rule 2
=) Rule 3 =) Rule 3

v' FILTER TABLE: dung d¢ loc cac gai tin, gom cac chain
- INPUT: loc nhitng goi tin di vao hé théng

- OUTPUT: loc nhiing géi tin di ra tir hé thong

- FORWARD: Loc goi dit liéu di dén céc server khac két ni trén cac NIC khac cua

firewall

v' NAT: stra dia chi g6i tin gom céc chain
- PRE-ROUTING: Sira dja chi dich ctia géi tin trude khi dinh tuyén

- POST-ROUTING:Sira dia chi nguén cua goi tin sau khi goi tin dd dugc dinh tuyén

- OUTPUT: NAT dia chi local dé di ra ngoai.

v MANGLE: dung dé chinh stra QOS bit trong phan TCP Header cua goi tin

Gom céc chain: PREROUTING, OUTPUT, FORWARD, INPUT, POSTROUTING.

Cau trlic tong quéat cua rule

iptables [-t <table-name>] <command><chain-name> \ <parameter-1><option-1> \

<parameter-n><option-n>

Trong do:

Iptables: 1a tir khoa bat budc phai co.

-t: 1a thy chon dé chon tén table sir dung, thuong két hop véi <table-name>
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Néu khdng dung tiy chon —t thi mac dinh iptables s& sir dung Filter table

<command>:

Xéa 1 rule ra khoi chain
Cheén 1 rule vao chain
Thay thé rule

Xem cac rule da duoc load
Tao mdt chain mai

Xba 1 chain

DAéi tén chain

<chain-name>: lya chon cac chain tuong (tng Vi cac table

<Parameters>:

Protocol (tcp, udp, icmp

Source address [/mask]
Destination address [/mask]

Tén interface ma packet nhan vao

Tén interface ma packet sé gui ra
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Chuyén packet dén target khi thoa diéu kién cua rule

Target ¢ san:

- ACCEPT: iptables chap nhan chuyén data dén dich.

- DROP: iptables khéa nhitng packet.

- LOG: théng tin cua packet sé goi vao syslog
- REJECT: ngan chan packet va goi thdng bao cho sender
- DNAT: thay dbi dia chi dich (--to-destination)

- SNAT: Thay déi dia chi source (--to-source)

<Options (match)>

--dport Thiét 1ap destination port
--sport Thiét lap source port

--syn GGi TCP véi co SYN bat Ién
--tcp-flags thiét lap flags

(SYN,ACK,FIN,RST)
--dport
--sport

-- icmp-type Thiét lap loai icmp (echo-request,

echo-reply, ...)
#iptable —p icmp —h

(dé xem thém)
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--sport <port, port> Lwa chon nhiéu port
--dport <port,port>

2) M6 hinh

2
Fortinet Firewall
EeEemmmmm 172.16.1.0/24
‘ eth0 ssmssEss oth1
= =
T T 1 1

Web Server

92.168.1.0/24 1 I -
/ 254 NN 254

10

|

1

3) Yéu cau va ciu hinh
- Cho phép tat ca client truy cap dén Server théng qua port 80
#iptables —~A FORWARD —i eth0 —d 172.16.1.10 —dport 80 —j ACCEPT
- Chi phép PC 192.168.1.2 telnet dén Web Server
#iptables -I FORWARD -1l eth0 —s 192.168.1.2 —d 172.16.1.10 —dport 23 —j
ACCEPT
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